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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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hmittee responsible for this document is ISO/IECJTC 1, Information technology, SC 29, Coding oj
icture, multimedia and hypermedia information:

23001 consists of the following parts, ander the general title Information technology — MPE(
technologies:

t 1: Binary MPEG format for XML

t 2: Fragment request units

t 3: XML IPMP messages

t 4: Codec configuration representation

t 5: Bitstream Syntax Description Language (BSDL)

t 7: Comman encryption in ISO base media file format files

t 8: Coding-independent code points

Par

t'92Common encryption of MPEG-2 transport streams

Part 10: Carriage of timed metadata metrics of media in ISO base media file format

Part 11: Energy-efficient media consumption (green metadata)

Part 12: Sample Variants in the ISO base media file format
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Information technology — MPEG systems technologies

Part 12:
Sample Variants in the ISO base media file format

. Scope

[his part of ISO/IEC 23001 defines the carriage of Sample Variants in the ISO base,media filé
[1SO/IEC 14496-12).

P Normative references

[he following documents, in whole or in part, are normatively referenCed in this document
ndispensable for its application. For dated references, only the edition cited applies. For t
references, the latest edition of the referenced document (includingany amendments) applies.

SO/IEC 14496-12:2015Y, Information technology — Coding of audio-visual objects — Part 12: I
media file format

SO/IEC 23001-7:2015, Information technology — MREG systems technologies — Part 7: (
enicryption in ISO base media file format files

B Terms, definitions and abbreviated terms

8.1 Terms and definitions

8.1.1

Double Encrypted

bample Variant byte range data encrypted by first a Media Key (as part of the encryption of the ¢
bample Variant) and thensecond a Variant Byte Range key

Note 1 to entry: See 6.1«

8.1.2
Media Key
encryption Key-associated with one or more media samples

8.1.3
Media KID
encryption KID associated with one or more media samples

format

hnd are
indated

SO base

lommon

mplete

3.1.4
Sample Variant
assembled media sample replacing an original sample

3.1.5
Variant Byte Range
location of a sequence of bytes that might constitute a portion of a Sample Variant

1) ISO/IEC 14496-12 is technically identical to ISO/IEC 15444-12.
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Variant Constructor

Sample

3.1.7

Variant metadata that defines how to assemble an individual Sample Variant

Variant Media Data
media data used to construct a Sample Variant, some of which may come from the original sample
media data

3.1.8

Varian
logical
Variant]

3.2 Abbreviated terms

For the
CENC
DRM
ISOBMH
IV
KID

4 Oy

This part of ISO/IEC 23001 defines a framework for the carriage of Sample Variants in the ISOBMFH

Sample

I Processor
module that performs the processing steps that implement the process of assembling Sampléd
3

purposes of this document, the following abbreviated terms apply.
Common ENCryption (as specified by ISO/IEC 23001-7:2015)
Digital Rights Management

F  ISO Base Media File Format (as specified by ISO/IEC 14496:12:2015)
Initialization Vector

Key Identifier
erview (informative)

Variants are typically used to provide forensic information in the rendered sample data that can

e.g. ide

and CEINC, and agnostic to the particular ferénsic marking system used.

The Sa
ISOBMI

NOTE

Figure

3 samp
of what
process
For San
providi

tify the DRM client. This variant frameéwork is intended to be fully compatible with ISOBMFH

ple Variant framework uses three core constructs to define and carry Sample Variant data ir
F: Variant Constructors, Variant Byte Ranges and Variant Samples.

The Variant Process Model described in Clause 9 can also assist in introducing the concepts.

| shows a scenario.Where a sample (Sample 2) has a number of Sample Variants. Figure 1 showg
es in a series leftto right, the middle of which has variants. The top row is a conceptual depiction

is encodeddusing ISOBMFF and the bottom row shows what is output after Sample Varian{
ing. Access/to samples is under the control of KIDs as depicted in the top row of in Figure 1
\ple Variants, a hierarchy of KIDs is used to provide access to data, with the higher level KID{
hg access to Sample Variant Metadata and the lower level KIDs providing access to media data.

© ISO/IEC 2015 - All rights reserved
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Variant Sample Set
Sample2c/KID2c
ISOBMFE
Input —
Sample2a/KID2a
Samplel/KID1 Sample2/KID2 Sample3/KID3
A \
Output
Samgles—< Sample1/KID1 Sarmple2V/KID2V Sample3/KID3

Figure 1 — Sample Variant structure

['he control point for the use of the proposed framework is the content publisher:

— the content publisher will encode encrypted, compressed Sample Variant data into the ISOB]
and ensure that each set of Sample Variant data for a given sample time is encrypted with a different
key and signalled with a different KID.

— the content publisherywill work with the DRM to manage the release of KIDs/keys such f{
playback path (thejactual sample data used during playback) is controlled and the player ¢
decrypt and render the data that it has been authorized to render.

[he decoder model for the processing of the file is shown in Figure 2. Critical to the Sample
lecoding process is control over if and how the Sample Variants are processed.

NOTE The decrypt and decode steps are standard operations as they would be for any CENC-enabled

MFF file

hat the
an only

Variant

decoder.
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ISOBMFF
DRM
KID[n]
vmKID[n] >
vbrKID[n]
vmKey[n] Key[n]
vbrKey[n]
Sample CENC Standard Decodeér
Yariants v v
B A 4
HBase > Variant > Decrypt > Decode >
Sample Processing

Figure 2 — Variant Decoder Model

By opefating in the encrypted/compressed domain, secure ‘baseband link operation (e.g. dedicated
secure Yideo pathways) is preserved and is intended to befully compatible with CENC.

5 Variant Constructors

5.1 Qverview

A Variapt Constructor defines which bygtes-are used to assemble a Sample Variant. There may be one of
more Variant Constructors defined for a given ISOBMFF sample.

The Variant Processor may use a(Variant Constructor if the Variant Processor has access to the Variant
Constryctor. In addition to the.presence of the Variant Constructor, “access” includes cryptographic
access. [A Variant Constructor defines which data is used to assemble a Sample Variant and thg
associafed Media KID and\initialization vector for decrypting the Sample Variant.

5.2 :[:cess to Variant Constructors

If the decoder.is given access to the Media Key for the sample defined by the ISOBMFF media track
Sample|Variant processing will not occur for this sample. If the decoder does not have access to theg
original Media Key for the sample defined by the ISOBMFF media track, the Variant Processor shall bg

: L Vo aicaad O L L FORPIPRDS IY IR 1
glven aCetessto ot varrant cotfrstractor-associatctawitir tire- Sampre:

The KID/Key associated with the Variant Constructor controls access to a particular Variant Constructor
and is therefore a function of the set of KID/Key value pairs made available to the Variant Processor by
the DRM. Only one Variant Constructor per sample should be made available to the Variant Processor. If
the Variant Processor is given access to a Variant Constructor, the decoder shall also be given access to
the Media Key associated with the Media KID defined in the Variant Constructor.

If the Variant Processor has access to more than one KID/Key associated with Variant Constructor for
a given sample, the Variant Processor utilizes the first Variant Constructor that it has access to in data
encoding order. The Variant Processor uses exactly one Variant Constructor to assemble a Sample Variant.

4 © ISO/IEC 2015 - All rights reserved
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5.3 Encryption of Variant Constructors
Each Variant Constructor shall be encrypted with a “Variant Constructor key”.

As a Variant Processor is provided only with the Variant Constructor keys for the Variant Constructor
thatis to be used by that particular Variant Processor, any Variant Constructors not used by that Variant
Processor are not exposed by a security compromise of that Variant Processor.

Variant Byte Ranges

b.1 Overview

Fach Variant Constructor defines a sequence of one or more Variant Byte Ranges. Each Variant Byte
Range defines the location of a sequence of bytes that might constitute bytes in‘a Sample Variant.
Variant Byte Ranges can contain unused data.

[he sequence of Variant Byte Ranges defined in a Variant Constructor are grouped into one ¢r more
Variant Byte Range groups. Each Variant Byte Range group shall define/one or more Variapt Byte
Ranges. An individual Variant Byte Range within a Variant Byte Range group:

— May reference bytes of data that constitute bytes in a Sampl® Variant that is made avaijable to
certain Variant Processors (“real Variant Byte Range”).

— May reference bytes of data that are not made available to any Variant Processor (“fake [Variant
Byte Range”).

A “fake Variant Byte Range” can be used to hide the amdunt of actual “real Variant Byte Ranges” defined
within a Variant Constructor. The Variant Processor uses all Variant Byte Ranges that it has adcess to.
n addition to the presence of the Variant Byte Range, “access” includes cryptographic access.

Data for different Sample Variants can be:stored non-contiguously as referenced by different|Variant
Constructors. Data for a particular Sampte Variant can also be stored non-contiguously using a sequence
bf two or more Variant Byte Ranges.

b.2 Access to Variant Byte Ranges

f a Variant Byte Range within a Variant Byte Range group signals that the data referenced by the
Variant Byte Range is unencrypted (and the Variant Processor has access to the Variant Constjructor),
'hen the Variant Processor has access to the Variant Byte Range and the associated unencryptefl bytes.

f the Variant Byte ‘Range defined within a Variant Byte Range group signals that the data ref¢renced
by the Variant'Byte Range is encrypted, then access to the Variant Byte Range and the associatdd bytes
s controlled by the KID/Key associated with each Variant Byte Range, either the Media Key deflined by
rhe Variant 'Constructor if no Variant Byte Range key is defined for the particular Variant Byt¢ Range
broup_or by the Variant Byte Range key if one is defined. Access to the Variant Byte Range and the
hssociated data referenced by a Variant Byte Range is therefore a function of the set of KID/Kgy value
baibs made available to the Variant Processor by the DRM. Only one Variant Byte Range within a|Variant
yte Range group should be made available to the Variant Processor.

If the Variant Processor has access to more than one KID/Key associated with Variant Byte Ranges
within the same Variant Byte Range group for a given sample, the Variant Processor uses the first
Variant Byte Range that it has access to in data encoding order. The Variant Processor uses at most one
Variant Byte Range within a Variant Byte Range group to assemble a Sample Variant.

Variant Byte Ranges can be used to efficiently encode only the (typically small) differences in Sample
Variants for a given presentation time without repeating non-difference data or exposing Sample
Variant differences to the Variant Processor. This is achieved through Double Encryption, where the
difference data is first encrypted by the Media Key and then encrypted by the Variant Byte Range key.
The Variant Processor requires access to the Variant Byte Range key to decrypt such difference data and

© ISO/IEC 2015 - All rights reserved 5
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therefore access to the difference data can be controlled via the Variant Byte Range key. This enables
reuse of common data and preserves Sample Variant compatibility with CENC, which requires that only
one Media Key be applied to a given sample. If Variant Byte Ranges did not provide this capability, then
it would be necessary to repeat all data for each Sample Variant, including difference and non-difference
data, so as to protect difference data with a different key; this is inefficient.

6.3 Encryption of Variant Byte range information

Variant Byte Range definitions are not individually encrypted (they are encrypted as part of the Variant
Constryctor).

7 Sample Variants

7.1 (verview

The dafa used for rendering a sample is defined by either a Variant Construétor (if the Variani
Procesqor has access to the Variant Constructor for the sample per 8.3.3), or by, the media data defined
by ISOBMFF. When Variant Constructors are used, the actual data used for recenstructing the sample i
obtaindgd by assembling, in the order of appearance in the Variant Constructor) the byte data referenced
by the Yariant Byte Ranges made available to the Variant Processor per Clause 6 and this constructior]
shall result in a valid encrypted sample for the signalled underlying encryption system; this sample is
a Sample Variant.

7.2 Access to Sample Variants

Once the Sample Variant is assembled from the Variant’Byte Ranges, access to the sample data is
controlled by the Media Key defined in the Variant Constructor and is therefore a function of the set of
KID/Kely value pairs made available to the Variant Prgcessor by the DRM.

7.3 Encryption of Sample Variants

Sample|Variants shall always be encrypted.according to the scheme signalling of the associated medi3
track. Vfariant Byte Ranges of a Sample Variant may be unencrypted, or may be encrypted with a Medi3
Key. The Media Key is associated with one or more samples.

When bytes in a Sample Variant-are encrypted with a Media Key, one or more byte ranges of thg
encrypted Variant Media Data may be further encrypted (Double Encrypted) according to the commor
encryption signalling with-a)*Variant Byte Range key” per 8.3.4.

As a Variant Processorisprovided only with the Variant Byte Range keys for Double Encrypted Varian{
Media Pata that ar€ te’be used by that particular Variant Processor, Double Encrypted Variant Mediz
Data ndt used by-that Variant Processor are not exposed by a compromise of that Variant Processor.

8 IS(|) storage

8.1 Overview

Variant data is stored in an ISOBMFF metadata tracks (variant track). An ISOBMFF media track (media
track) or variant track may be associated with one or more variant tracks as defined in 8.2.2.

— When an association is established between a media track and a variant track, Sample Variant
processing will occur whenever a decoder does not have access to the KID/key defined for a sample
in the media track as defined in 5.2.

— When an association is established from a variant track (original variant track) to another variant
track (other variant track), variant data contained in the other variant track can be utilized by the
original variant track.

6 © ISO/IEC 2015 - All rights reserved
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— Samples within associated tracks are associated if they are time-parallel as defined in 8.3.5.

8.2 Variant tracks

8.2.1 Definition

Variant data shall be stored in an ISOBMFF metadata track that complies with the following cons

traints:

a) The track shall use the ‘meta’ handler type in the Handler Reference Box (‘hdlr’) per

ISOBMFF Clause 12.
b) The track shall use the VariantMetaDataSampleEntry () sample entry as defined.in 8,
F) Variant data is stored in the track as samples in accordance with 8.3.

1) The track shall use the same timebase as the corresponding video, audio or.ather variant tr|

B.2.2  Association
SOBMFF tracks may be associated with variant tracks via one of the following means:
— An externally defined context.

— In the source track (e.g. in the original media track), usidg a'Track Reference Type Box in th
Reference Box (‘tref’) of the Track Box (‘trak’) which hasa reference type of
and one or more track IDs that each correspondto a track ID ofa variant track that
referenced in the same file.

[he following additional requirements applyte“track IDs in a Track Reference Type
reference type ‘cvar'’:

) track ID may have a value that doe§mot correspond to a track ID of a trackin the sa
This specification does not define how the referenced file containing such a track is located

track shall be a variant track which complies with 8.2.1.

Variant track references defined for a media track shall be defined in Variant Constructor
brder. The Variant Processor will process variant tracks according to this order when searchin
hccessible Variant Constructor.

B.2.3 Variant Metadata Sample Entry

B.2.3.1 Syntax

flass VariantMetaDataSampleEntry () extends MetaDataSampleEntry (‘cvar’) {
unsigned int (32) variant constructor scheme type;
unsigned int (32) variant constructor scheme version;

2.3.

acks.

e Track
cvar’
is to be

Box of

me file.

p) If the track ID does correspond to a track ID of a track in the same file, the corresponding

search
o for an

unsigned int (32) media track scheme type:

unsigned int (32) media track scheme version;
unsigned int (32) IV _Size;

unsigned int (32) variant byte range scheme type;
unsigned int (32) variant byte range scheme version;

}

8.2.3.2 Semantics

variant constructor scheme type - shall be set to the four character code defin
protection scheme applied to Variant Constructors in the track, per 8.3.4.

variant constructor scheme version - shall be set to the version of the protection
applied to the Variant Constructors in the track, per 8.3.4.

© ISO/IEC 2015 - All rights reserved
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media track scheme type -shallbe setto the four character code defining the protection scheme
applied to associated media track, as defined for the schema_type field in the associated media
track by ISOBMFF subclause 8.12.5.3.

media track scheme version - shall be set to the version of the protection scheme applied to
associated media track, as defined for the scheme_version field in the associated media track by
ISOBMFF subclause 8.12.5.3.

IV_Size - shall signal the size of the IV in bytes that is applied to the Variant Track (as used in the
VariantConstructorlist and VariantConstructor cfrnr'hlrpc) The IV _Size shall match the IV Size of

the|associated media track.

variapt byte range scheme type -shallbesetto the four character code definingthe protection
schieme applied to the double encryption of bytes referenced by Variant Byte Ranges, per 813:4.

variapt byte range scheme version - shall be set to the version of the protection schemg
applied to the double encryption of bytes referenced by Variant Byte Ranges, per,8.3.4.

8.3 Sphmple data
8.3.1 [Variant Data

8.3.1.1| Definition

A sample in a variant track is either empty (zero size) or a Vari@htData () structure.

8.3.1.2| Syntax

aligned (8) class VariantData

VariantConstructorList () variant 1is¥;
[VariantConstructor () [] variant_ gonstructors;
lunsigned int (8) [] variant{pool;

}
8.3.1.3| Semantics

variapt list -the Variant Constructor list as defined in 8.3.2.
varianpt constructors -thedrray of Variant Constructors referenced by the Variant Constructor list

variapt pool -apoolofyariant bytes that may be referenced by a Variant Constructor.
8.3.2 |Variant Constructor list

8.3.2.1| Definition

The VafiantConstructorList () defines sample specific information on the location of potentia
Variant Canctructaorc for Cananla ‘Iﬂvl'f\ntsl

SOt aCtoTro ToOT oo pIC—v ot toir

Each sample definition in a variant track may have one or more Variant Constructor location entries
in the VariantConstructorList (). As required in 5.2, exactly one individual Variant Constructor
location entry is used during playback of a given sample and the Variant Processor uses the first Variant
Constructor that it has access to in order of definition in the VariantConstructorList () structure.

Individual entries in the VariantConstructorList () :

— mayreferenceaVariantConstructor () for the sample definition that is used during particular
playback scenarios (“real Variant Constructors”); or

— mayreferencebytesthatarenotmadeavailable toany VariantProcessor (“fake Variant Constructor”).

8 © ISO/IEC 2015 - All rights reserved
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NOTE Without access to the decryption Key referenced by vcKID, fake Variant Constructors and real

Variant Constructors are indistinguishable. Fake Variant Constructors can be used to hide the numbe
Variant Constructors defined in the variant constructors array.

8.3.2.2 Syntax

aligned (8) class VariantConstructorList

{

r of real

unsigned int (32) size;
unsigned int (8) variant constructors count;
ror( 1=1 ; 1<= variant constructors_count; 1i++) {
unsigned int (8) [16] vcKID;
unsigned int (8*IV_Size) vclV;
unsigned int (32) variant constructor offset;
unsigned int (32) variant constructor size;
}
unsigned int (8) [] padding;

B.3.2.3 Semantics
51ze - shall be set to the size, in bytes, of the VariantConstructorlhdst () .

rariant constructors count - shall be set to the number gf-Variant Constructor entrie
constructors array in the VariantData () .

7cKID - the “Variant Constructor KID”. This KID shall jifidicate the ID of the Variant Cong
metadata key used for decrypting the encrypted Vagiant Constructor.

used for decrypting the encrypted Variant Constructor.

rariant constructor offset -the byteoffset of the corresponding VariantConstrud
This offset is relative to the start of the VariantData () .

rariant constructor size - the)length, in bytes, of the VariantConstructor
combination of variant démstructor offset and variant constructor
indicates the location and size of the VariantConstructor (). The byte range def
variant_constructor_offsetand variant constructor size shall only reference byteg
the variant_constructorsiarray in the VariantData () and no other bytes.

badding - the byte arrdy may contain any data and be used to increase the size
VariantConstfuctorList ().

NOTE This pddding can be used to obfuscate the actual size of the VariantConstructorLis
s encrypted.

B.3.3 Variant Constructor

B8.3.3.1 Syntax

s in the

tructor

7cIV - the “Variant Constructor Initialization Vector* This field shall contain the initialization vector

tor ().

). The
_size
ned by
within

of the

£ () ifit

aligned(8) class VariantConstructor

{

unsigned int (8) [16] KID;
unsigned int (8*IV Size) Iv;
unsigned int (32) variant byte ranges count;

for( i=1; i<= variant byte ranges count; i++ )
{
unsigned int (8) variant byte range flags;
if ( variant byte range flags & 0x02 )
{
unsigned int (8) [16] vbrKID;
unsigned int (8*IV Size) vbriIvV;
}
if ( variant byte range flags & 0x08 ) {

© ISO/IEC 2015 - All rights reserved
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unsigned int (8) variant track reference index;
}
signed int (8) relative sample number;
unsigned int (32) variant byte range offset;
if ( variant byte range flags & 0x06 != 0x02 ) {
unsigned int (32) variant byte range size;
}
}
unsigned int (8) [] padding;

}

8.3.3.2 Semantics

KID - the Media KID. This KID shall indicate the ID of the Media Key that is used for decrypting the
endrypted Sample Variant data after re-assembly of the applicable Variant Byte Ranges. Decryptior
ocdurs in accordance with the protection scheme signalled in the associated media track.

IV - the Initialization Vector that shall be used for decrypting the encrypted Variant Media Data aftet
hssembly of the applicable Variant Byte Ranges in accordance with the pgotection schemd
sighalled in the associated media track.

re

variapt byte ranges count - shall be set to the number of Variant BytéRanges defined for this
Varjiant Constructor. See Clause 6 for more information.

variapt byte range flags -shall be setas follows:

0x01 ercrypted

0x02 dguble-enc

0x04 gijoup-start

When set, the Sample Variant data referenced by¢he Variant Byte Range shall be
encrypted with the Media Key.

When set, the Sample Variant data referenced by the Variant Byte Range shall be
Double Encrypted with a Variant Byte Range key. The meaning is undefined when
variant byte range flags sighals that the Sample Variant data referenced by
the Variant Byte Range is unencrypted.

When set, the Variant Byte Range shall be the start of a Variant Byte Range grour
and thus provides a marker for Variant Byte Range groups within the Variant-
Constructor (). As:per Clause 6, the Variant Byte Ranges defined in the Vari -
antConstructor () jare grouped into one or more Variant Byte Range groups, ang
one Variant Byte Range from each Variant Byte Range group is used by the Varian{
Processor. This(theérefore requires that even if there is only one Variant Byte Rangg
defined in thewvariantConstructor (), or there is only one Variant Byte Range
within a Variant Byte Range group (i.e. there are no alternative Variant Byte Ranges
for a particular byte range of the Variant Media Data), that the start of Variant Bytg
Range.group be signalled with this singular Variant Byte Range. As per 6.2, if morg
than)one Variant Byte Range appears in a single Variant Byte Range group, each is
Double Encrypted in order to limit the Variant Processor access to one byte rangg
within the byte range group.

NOTE This flag can be used by a Variant Processor to determine that a data error hag
occurred - if no Variant Byte Range is in a Variant Byte Range group is recognized
an error has occurred

0x08 data-source

When set to 0, the data source for this range shall be the original media track.
When setto 1, the variant track reference index indicates which variant
track shall be the data source.

vbrKID - the “Variant Byte Range KID”. This KID shall indicate the ID of the Variant Byte Range key
used for decrypting the Double Encrypted Variant Media Data.

vbrIV - the “Variant Byte Range Initialization Vector”. This field shall contain the initialization vector
used for decrypting the Double Encrypted Variant Media Data.

10
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variant track reference index - shall either be the 1-based index (according to order of
reference definition - see 8.2.2) of the track references from this variant sample track to another
variant track containing the variant data to be used; or if this value is 0, the data is drawn from this
variant track.

relative sample number - having found the track data source (see the data-source flag and
variant track reference index field above), this field defines which sample data source
shall be used for the Variant Byte Range as follows: when set to 0, the sample data-source is the
time-parallel associated sample per 8.3.5; when set to a negative value, the Nth prior sample is

pa | la. s T ] £lao Nl q: 1 H A |
USTU, WIICIT STUTU PUSITIVE vV ATUT, TITT INUT SULTTTUIITS SATITPICT IS U STU.

rariant byte range offset -isthe byte offset from the start of the referenced sample (priginal
sample in the media track, the VariantData () that contains this Variant Constructor or the
VariantData () in areferenced variant track, depending on the data-source flagland vagiant
track reference index) to the beginning of the data for this Variant Byte Range.

ariant_byte_range_size - the size of the Variant Byte Range in bytes. The combination of variart_byte_
range_offset and variant_byte_range_size indicates a byte range for the Variant Byte Range in the
referenced sample. The Variant Byte Range defined by variant_byte_range_offset and variart_byte_
range_size shall only reference bytes within the referenced sample’and no other bytes. If there is
more than one Variant Byte Range in a Variant Byte Range group,this field only exists for the first
Variant Byte Range as the size of Variant Byte Ranges in a Variant Byte Range group is the same.

badding -thebyte array may contain any data and be used todincrease the size of the Variant Consftructor.

NOTE This padding can be used to obfuscate the actual size of the Variant Constructor as itis enfrypted.

B.3.4 Encryption

As defined in 5.3, Variant Constructors are always encrypted, and per 8.2.3, the encryption scheme is
bignaled in the VariantMetaDataSampleEntry (). One of the following CENC encryption modes
thall be used to encrypt Variant Constructers:

— AES-CTR Full Sample Encryption: signalled with a four character code value of }cvar’
and a scheme version yalie of 0x00010000 (Major version 1, Minor version 0)|in the
VariantMetaDataSampleEntry () per 8.2.3.

— AES-CBC-128 Full Sample'Encryption: signalled using a four character code value of schemg type
field value of *cval”;and a scheme version field value of 0x00010000 (Major version 1, Minor
version 0) in thefariantMetaDataSampleEntry () per 8.2.3.

As defined in 7.3¢Sample Variants assembled from Variant Byte Ranges defined in a Variant Congtructor
hre encrypted{according to the scheme signalling of the associated media track and per 8.4.3, this
bcheme is alsosignalled in the VariantMetaDataSampleEntry ().

As defihed in 7.3, bytes referenced by a Variant Byte Range may be double encryptdd with
h “Variant Byte Range key” and per 8.2.3, the double encryption scheme is signalled|in the
VaritantMetaDataSampleEntry ().

One of the following CENC encryption modes shall be used for double encryption of byte data in a
variant track:

— AES-CTR Full Sample Encryption: signalled with a four character code value of ‘cvar’
and a scheme version value of 0x00010000 (Major version 1, Minor version 0) in the
VariantMetaDataSampleEntry () per 8.2.3.

— AES-CBC-128 Full Sample Encryption: signalled using a four character code value of scheme type
field value of ‘cval’ and a scheme version field value of 0x00010000 (Major version 1, Minor
version 0) in the VariantMetaDataSampleEntry () per 8.2.3.
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The bytes referenced by a Variant Byte Range shall be treated as a single sample for the purposes of
applying one of these CENC encryption modes.

8.3.5 Association
Samples are associated as follows:

a) A sample in a media track shall be associated with a sample in a variant track referenced by the
media track if the samples are time-parallel.

b) A sample in a variant track shall be associated with a sample in another variant track referencedby|
the{variant track if the samples are time-parallel.

c) Sarpples are considered to be time-parallel as follows: If To is the decode time of the saniple in the
original track, then the time-parallel sample in a referenced track is the sample in thatreferenced
tratk that has a decode time Tv and duration D, such that Tv<=To<(Tv+D).

NOTE 1| Sample association occurs at media decode time before any consideration” of edit lists o1
compos]tion offset.

NOTE 2| A sample in a variant track can have zero data size if no variant data\is to be provided at tha
particulpr sample time.

An exaimple of media track and variant track referencing is shown in Figuire 3.

’
Media Tracq(Audio, Video or Subtitle Track)

]
]
Movie Bok (‘moov’) Media Data Box (‘mdat’) 1]
]
--..other | Track Box (trak’) ||| ----other [ sample sample sample sample ....other [y
boxes samples | el 2 "3 samples |4 v = = P oo
] ' VartantConstructorListEntry
. KID;
track asspciation: re/cvar/track id para) % ' .
. mc atime parle sample s used oy \hhs:K\D/key forthemediasample s ot povided N +*) VariantConstructor to be decrypted with veKID/vCIV
- . *) VariantConstructor to be located in the variant data using
4= === tmmmmmm- - meedesssdecc s se e e m R relative positioning via constructor_offset/constructor_size
s Variant Track 1 (Metadata Tracky N . . 1 s .
» L L 1 ! ' . = assembled VariantByteRange data s treated as a sample and
»| Movie Bok (‘moov’) * Media Data Bo‘(‘mdat’) i i ! ' ' decrypted using KID/IV
| N ner |! v, teRangeGroup.
o 1| ----other ....other ' - -
3| ---other I Track Box (‘trak’) sample sample 1 ' eRange double encryption of byte range data is used to control access to
boxes samples |, n+2 samples |o ' range._flags; - ¢
’ - n | L, tange. flags=zdogoigore) = = = []| 72 Variant Byte Range within a Variant Byte Range group.
WL . i T e
T v T - VariantData) ' |s -«
tackassison effcr/vack 4 N 1o sample data for n+3 in madi variant list= = =* |0 ¥ if track-source is set, byte range data i either in this variant
0= o Cparsamples can be zero dafelengt  comstructors; = track or another variant track as indicated by the index.
: : (ho variant data at that sampldtime) variant_constructors; « |s *)if track-source is not set, byte range data is in the media track
............. p variant_pool; « « « <o
' e ' defines the location of the byte range data within the signalled
LT I A
N ' track location:
o S e ™ ™ " TRl Sy T T T T T T T (TR \ Va','a”m‘_a‘a‘(’ ~ Note:in the n+2 example, the track can only be itself (variant track
» Variant Track 2 (Metadata Tracky based on samplé decode time variant_list; 1) or the original sample as there is no time-parallel sample in
9 1 variant_constructors; J§ _ S variant track 2 at n+2
»| Movie Bok (‘moov’) v Media Data Bo'(‘mdat’) ! variant_pool; | T T T .ol .
s ] Seeanl L Note:in the n example, the track location for the
W] --other [ Track Box (trak) ....other sample .other |4 S o T T = = VariantByteRange data can be variant track 1 (itself), variant
2| boxes samples |, samples |+ . track 2 or the original sample in the media track as there is a
+ A ) AN time-parallel sample at n in variant track 2
.
N
cvar samples can'be shorter than Ao samplle data for 41, n+2 or n+3 in ‘mdat': A\ pool of bytes for byte range data
reference cvar samples in ‘cvar’ tracks ‘ciiag. saifiples can be zero data length in ‘cvar’
referenced by other ‘cvar’ tracks tracks referenced by other ‘cvar’ tracks

(o variant data at that sample time)

Figure 3 — Media track and variant track referencing

9 VariantProcessor Model and Example (Informative)

9.1 Vhariant Processor Model

The rendering of a sample is expected to satisfy the observable behaviour defined by the following model:
a) The data source for each sample is evaluated as follows:

1) If the decoder has access to the sample in the media track, the decoder proceeds to render the
sample as per 5.2.
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