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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

Advancements in computing capacity, reduction of costs of computation, availability of large amounts
of data from many sources, inexpensive online learning curricula and algorithms capable of meeting or
exceeding human level performance in particular tasks for speed and accuracy have enabled practical
applications of Al, making it an increasingly important branch of information technology.

Al is a highly interdisciplinary field broadly based on computer science, data science, natural sciences,
humanities, mathematics, social sciences and others. Terms such as “intelligent”, “intelligence”,
“upderstanding—knewledgestearning—deecistonss—skilseteareusedthrotghottthisqocument.
However, it is not the intention to anthropomorphize Al systems, but to describe the fact-that some Al

syktems can rudimentarily simulate such characteristics.

There are many areas of Al technology. These areas are intricately linked and developing rapidlly so it is
difficult to fit the relevance of all technical fields into a single map. Research of Al‘includes asgects such

as|aspects including “learning, recognition and prediction”, “inference, knowlédge and langfage” and
“dliscovery, search and creation”. Research also addresses interdependencie§ among these asgects[23l.

The concept of Al as an input and output process flow is shared by many-Al researchers, and research on
each step of this process is ongoing. Standardized concepts and terminglogy are needed by stakeholders
of|the technology to be better understood and adopted by a broader audience. Furthermore, concepts
arld categories of Al allow for a comparison and classification’of different solutions with respect
to[ properties like trustworthiness, robustness, resiliencereliability, accuracy, safety, secprity and
prfivacy. This enables stakeholders to select appropriate soludtions for their applications and td compare
the quality of available solutions on the market.

Aq this document does provide a definition for the téfm Al in the sense of a discipline only, the context
for its usage can be described as follows: Al is a technical and scientific field devoted to the efgineered
syktem that generates outputs such as content, forecasts, recommendations or decisions for g given set
offhuman-defined objectives.

This document provides standardized concepts and terminology to help Al technology to [be better
urjderstood and used by a broader;set of stakeholders. It is intended for a wide audience [including
experts and non-practitioners. The)reading of some specific clauses can however be easipr with a
stronger background in computer science. These concerns are described primarily Clauses 5.10, 5.11
anld 8, which are more technical than the rest of the document.

© ISO/IEC 2022 - All rights reserved vii
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Information technology — Artificial intelligence —
Artificial intelligence concepts and terminology

1 Scope

Thisdocumentestabtishes terminotogy for AT amd describes conceptsimthe fietd of At:

This document can be used in the development of other standards and in support of commynications
among diverse, interested parties or stakeholders.

This document is applicable to all types of organizations (e.g. commercial enterprises, gopernment
agencies, not-for-profit organizations).

2| Normative references

There are no normative references in this document.

3| Terms and definitions

Far the purposes of this document, the following terms.and definitions apply.
ISP and IEC maintain terminology databases for use\in standardization at the following addrgsses:

[SO Online browsing platform: available athttps://www.iso.org/obp

IEC Electropedia: available at https://miww.electropedia.org/

3.1 Terms related to Al

adtomated (3.1.7) entity that senses and responds to its environment and takes actions to achieve its

3.1L.3
artificial'intelligence

Note 1 to entry: Research and development can take place across any number of fields such as computer science,
data science, humanities, mathematics and natural sciences.

314

artificial intelligence system

Al system

engineered system that generates outputs such as content, forecasts, recommendations or decisions for
a given set of human-defined objectives

Note 1 to entry: The engineered system can use various techniques and approaches related to artificial intelligence
(3.1.3) to develop a model (3.1.23) to represent data, knowledge (3.1.21), processes, etc. which can be used to
conduct tasks (3.1.35).

© ISO/IEC 2022 - All rights reserved 1
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Note 2 to entry: Al systems are designed to operate with varying levels of automation (3.1.7).

3.1.5

autonomy

autonomous

characteristic of a system that is capable of modifying its intended domain of use or goal without
external intervention, control or oversight

3.1.6

application specific integrated circuit
ASIC
integratefl circuit customized for a particular use

[SOURCE]ISO/IEC/IEEE 24765:2017, 3.193, modified — Acronym has been moved to separate'line.]

3.1.7
automatic
automatjon
automated
pertaininlg to a process or system that, under specified conditions, functions without humpn
interventjon

[SOURCE] ISO/IEC 2382:2015, 2121282, modified — In the definition, (“a’ process or equipment” has
been replpced by “a process or system” and preferred terms of “automidted and automation” are addefl.]

3.1.8
cognitive computing
category pf Al systems (3.1.4) that enables people and machines to interact more naturally

Note 1 to|entry: Cognitive computing tasks are associatedwith machine learning (3.3.5), speech processihg,
natural lajguage processing (3.6.9), computer vision (3.7.1) @nd human-machine interfaces.

3.19
continuous learning
continuall learning

lifelong learning
incremenftal training of an Al system (8.1.4) that takes place on an ongoing basis during the operatipn
phase of the Al system life cycle

3.1.10
connectipnism
connectipnist paradigm
connectipnist model
connectipnist appreach
form of dognitiveimodelling that uses a network of interconnected units that generally are simple
computational.units

3.1.11
data mining

computational process that extracts patterns by analysing quantitative data from different perspectives
and dimensions, categorizing them, and summarizing potential relationships and impacts

[SOURCE: ISO 16439:2014, 3.13, modified — replace “categorizing it” with “categorizing them” because
data is plural.]

3.1.12
declarative knowledge
knowledge represented by facts, rules and theorems

Note 1 to entry: Usually, declarative knowledge cannot be processed without first being translated into procedural
knowledge (3.1.28).

2 © ISO/IEC 2022 - All rights reserved
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[SOURCE: ISO/IEC 2382-28:1995, 28.02.22, modified — Remove comma after “rules” in the definition.]

3.1.13

expert system

Al system (3.1.4) that accumulates, combines and encapsulates knowledge (3.1.21) provided by a human
expert or experts in a specific domain to infer solutions to problems

3.1.14
general Al
AGI

a[ Llfu,lcl} 5C1u:1 6[1 illtC}}isCllLC

type of Al system (3.1.4) that addresses a broad range of tasks (3.1.35) with a satisfaetarly level of
pdrformance

Ndte 1 to entry: Compared to narrow Al (3.1.24).

Ndte 2 to entry: AGI is often used in a stronger sense, meaning systems that not only canperform a wide variety
of kasks, but all tasks that a human can perform.

3.1.15
genetic algorithm
G

algorithm which simulates natural selection by creating and €yolving a population of irldividuals

chiaracteristic of a system operating under the constraint of external intervention, control or pversight
3.1.17
inference

repsoning by which conclusions are derived from known premises
Ndte 1 to entry: In Al, a premise is eitheratact, a rule, a model, a feature or raw data.
Ndte 2 to entry: The term "inference" refers both to the process and its result.

[SDURCE: ISO/IEC 2382:2015, 2123830, modified - Model, feature and raw data have be¢n added.
Rgmove “Note 4 to entry:28.03.01 (2382)”. Remove “Note 3 to entry: inference: term and flefinition
standardized by ISO/IEE€2382-28:1995".]

3.1.18
inﬁernet of things
Io

infrastructiire of interconnected entities, people, systems and information resources togefher with
servicesthat process and react to information from the physical world and virtual world

[S DURCE: IQﬂI/IF(‘ 20924:2021 32 4 _modified = “_services which processes and reacts to_"thas been
replaced with “...services that process and react to...” and acronym has been moved to separate line.]
3.1.19

IoT device

entity of an IoT system (3.1.20) that interacts and communicates with the physical world through
sensing or actuating

Note 1 to entry: An IoT device can be a sensor or an actuator.

[SOURCE: ISO/IEC 20924:2021, 3.2.6]

© ISO/IEC 2022 - All rights reserved 3


https://standardsiso.com/api/?name=dc5bfa98969454697b6f93ca7b39cabe

ISO/IEC

3.1.20
IoT syste

22989:2022(E)

m

system providing functionalities of [oT (3.1.18)

Note 1 to entry: An IoT system can include, but not be limited to, IoT devices, 10T gateways, sensors and actuators.

or

[SOURCE: ISO/IEC 20924:2021, 3.2.9]

3.1.21

knowledge
<artificiafntd]igemwhsmmdmmguww,'
relationships and properties, organized for goal-oriented systematic use

Note 1 to ¢ntry: Knowledge in the Al domain does not imply a cognitive capability, contrary to usage of)the tef
in some other domains. In particular, knowledge does not imply the cognitive act of understanding.

Note 2 to ¢ntry: Information can exist in numeric or symbolic form.

Note 3 to[entry: Information is data that has been contextualized, so that it is interpretable. Data is creatled
through abstraction or measurement from the world.

3.1.22

life cycle]

evolution|of a system, product, service, project or other human-made entity, from conception throu
retirement

[SOURCE{ISO/IEC/IEEE 15288:2015, 4.1.23]

3.1.23

model

physical, mathematical or otherwise logical representation of a system, entity, phenomenon, process
data

[SOURCE] ISO/IEC 18023-1:2006, 3.1.11, modified - Remove comma after “mathematical” in t
definitior}. "or data" is added at the end.]

3.1.24

narrow Al

type of Al system (3.1.4) that is focused on defined tasks (3.1.35) to address a specific problem

Note 1 to ¢ntry: Compared to gereral Al (3.1.14).

3.1.25

performance

measurable result

Note 1 to ¢ntry: Performance can relate either to quantitative or qualitative findings.

Note 2 to gntry*Performance can relate to managing activities, processes, products (including services), syste
or organizatigns

3.1.26

planning

<artificial intelligence> computational processes that compose a workflow out of a set of actions,

aiming at

reaching a specified goal

Note 1 to entry: The meaning of the “planning” used in Al life cycle or Al management standards can be also
actions taken by human beings.

© ISO/IEC 2022 - All rights reserved
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3.1.27
prediction
primary output of an Al system (3.1.4) when provided with input data (3.2.9) or information

Note 1 to entry: Predictions can be followed by additional outputs, such as recommendations, decisions and
actions.

Note 2 to entry: Prediction does not necessarily refer to predicting something in the future.

Note 3 to entry: Predictions can refer to various kinds of data analysis or production applied to new data or
historical data (including translating text, creating synthetic images or diagnosing a previous power failure).

3.1.28
prjocedural knowledge
krlowledge which explicitly indicates the steps to be taken in order to solve a problemyorto refich a goal

[SPURCE: ISO/IEC 2382-28:1995, 28.02.23]

3.1.29
ragbot
automation system with actuators that performs intended tasks (3(1.35) in the physical world, by
means of sensing its environment and a software control system

Ndte 1 to entry: A robot includes the control system and interface of.a centrol system.

Ndte 2 to entry: The classification of a robot as industrial robot ¢p sérvice robot is done according to itfs intended
application.

Ndte 3 to entry: In order to properly perform its tasks (3.1235), a robot makes use of different kinds of|sensors to
copfirm its current state and perceive the elements coniposing the environment in which it operates.

3.1.30
rabotics
scjence and practice of designing, manufacturing and applying robots

[SPURCE: 1SO 8373:2012, 2.16]

antic computing
ld of computing that aimsto identify the meanings of computational content and user interftions and

ld of computing that is tolerant of and exploits imprecision, uncertainty and partial truth to make
prpblem-selving more tractable and robust

Ndte 1 to-entry: Soft computing encompasses various techniques such as fuzzy logic, machine leqrning and
prpbabilistic reasoning.

3.1.33

symbolic Al

Al (3.1.3) based on techniques and models (3.1.23) that manipulate symbols and structures according
to explicitly defined rules to obtain inferences

Note 1 to entry: Compared to subsymbolic Al (3.1.34), symbolic Al produces declarative outputs, whereas
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.
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3.1.34

subsymbolic Al

Al (3.1.3) based on techniques and models (3.1.23) that use an implicit encoding of information, that can
be derived from experience or raw data.

Note 1 to entry: Compared to symbolic Al (3.1.33). Whereas symbolic Al produces declarative outputs,
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.

3.1.35
task

<artificiaHuatelHeencesactionreguired-to-achieve-a-specificsoal
al rrroargTmTeroaTctrormT oo eTTTo eV pTTITITT SOt

Note 1 to ¢ntry: Actions can be physical or cognitive. For instance, computing or creation of predictions{3.1.2[),
translatiofs, synthetic data or artefacts or navigating through a physical space.

ot

Note 2 to|entry: Examples of tasks include classification, regression, ranking, clustering and-dimensional
reduction

y

3.2 Terms related to data

3.21
data anr(:l?tation
process off attaching a set of descriptive information to data without any{change to that data

Note 1 to ¢ntry: The descriptive information can take the form of metadata,labels and anchors.

3.2.2
data quality checking
process i which data is examined for completeness, bias‘and other factors which affect its usefulngdss
for an Al §ystem (3.1.4)

3.2.3
data augmentation
process of creating synthetic samples by modifying or utilizing the existing data

3.2.4
data sanipling
process tp select a subset of data samples intended to present patterns and trends similar to that of the
larger dagaset (3.2.5) being analysed

Note 1 to ¢ntry: Ideally, the subset of data samples will be representative of the larger dataset (3.2.5).

3.2.5
dataset
collection] of data with a shared format

EXAMPLE|1 , Micro-blogging posts from June 2020 associated with hashtags #rugby and #football.

EXAMPLE[2"_) Macro photographs of flowers in 256x256 pixels.

Note 1 to entry: Datasets can be used for validating or testing an Al model (3.1.23). In a machine learning (3.3.5)
context, datasets can also be used to train a machine learning algorithm (3.3.6).

3.2.6

exploratory data analysis

EDA

initial examination of data to determine its salient characteristics and assess its quality

Note 1 to entry: EDA can include identification of missing values, outliers, representativeness for the task at hand
- see data quality checking (3.2.2).
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ground truth
value of the target variable for a particular item of labelled input data

2022(E)

Note 1 to entry: The term ground truth does not imply that the labelled input data consistently corresponds to
the real-world value of the target variables.

3.2.8
imputation
procedure where missing data are replaced by estimated or modelled data

[S
3.

input data

dq

3.
la
ta

3.

pdrsonally identifiable information
PII
personal data
arly information that (a) can be used to establish a link between the information and the natur

to

DURCE: 1SO 20252:2019, 3.45]
2.9

ta for which an Al system (3.1.4) calculates a predicted output or inference

.10
bel
Fget variable assigned to a sample

P.11

whom such information relates, or (b) is or can be directly or indirectly linked to a natural

al person
person

Ndte 1 to entry: The “natural person” in the definitionis\the PII principal. To determine whether a PIfl principal

is [dentifiable, account should be taken of all the means Wwhich can reasonably be used by the privacy stakeholder
holding the data, or by any other party, to establisluthe link between the set of PII and the natural perdon.

Ndte 2 to entry: This definition is included t¢define the term PII as used in this document. A publif cloud PII
prpcessor is typically not in a position to know explicitly whether information it processes falls into an} specified
category unless this is made transparentby the cloud service customer.

[SPURCE: ISO/IEC 29100:2011/Amd1:2018, 2.9]

3.p.12

prjoduction data

dgta acquired duringthe/operation phase of an Al system (3.1.4), for which a deployed Al systgm (3.1.4)
calculates a predicted-output or inference (3.1.17)

3.p.13

sample

atpmic dataelement processed in quantities by a machine learning algorithm (3.3.6) or an {I system
(311.4)

3.p.14

test data

evaluation data

data used to assess the performance of a final model (3.1.23)

Note 1 to entry: Test data is disjoint from training data (3.3.16) and validation data (3.2.15).
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validation data
development data
data used to compare the performance of different candidate models (3.1.23)

Note 1 to entry: Validation data is disjoint from test data (3.2.14) and generally also from training data (3.3.16).
However, in cases where there is insufficient data for a three-way training, validation and test set split, the data
is divided into only two sets - a test set and a training or validation set. Cross-validation or bootstrapping are
common methods for then generating separate training and validation sets from the training or validation set.

Note 2 to entry: Validation data can be used to tune hyperparameters or to validate some algorithmic choices, up

to the effe

3.3 Terl

3.3.1
Bayesian
probabili
directed

3.3.2

decision
model (3.
structurg

3.3.3
human-n
integratiq

3.34
hyperpa

characteifistic of a machine learning algorithm (3.3:6) that affects its learning process

Note 1 to
model par

Note 2 to
of activati

support ve¢ctor machine; number of [eaves or depth of a tree; the K for K-means clustering; the maximum num}

of iteratio

3.3.5
machine
ML

process of optimizing model parameters (3.3.8) through computational techniques, such that the mode
(3.1.23) hehaviourreflects the data or experience

3.3.6
machine

Lt of including a given rule in an expert system.

ms related to machine learning

network
stic model (3.1.23) that uses Bayesian inference (3.1.17) for probability computations using
icyclic graph

tree
1.23) for which inference (3.1.17) is encoded as paths from.the’root to a leaf node in a tr

hachine teaming
n of human interaction with machine intelligence €apabilities

fameter

bntry: Hyperparameters are selected prior to training and can be used in processes to help estim
hmeters.

entry: Examples of hyperparameters include the number of network layers, width of each layer, ty]
bn function, optimization méthoed, learning rate for neural networks; the choice of kernel function i

s of the expectation maximization algorithm; the number of Gaussians in a Gaussian mixture.

learning

pe
1 a
er

3 saidlazaa
OTTCITIIY

algorithm to determine parameters (3.3.8) of a machine learning model (3.3.7) from data according to
given criteria

EXAMPLE

Consider solving a univariate linear function y = 8 + 8;x where y is an output or result, x is

an

input, 6, is an intercept (the value of y where x=0) and 0 is a weight. In machine learning (3.3.5), the process of
determining the intercept and weights for a linear function is known as linear regression.
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3.3.7

machine learning model

mathematical construct that generates an inference (3.1.17) or prediction (3.1.27) based on input data
or information

EXAMPLE If a univariate linear function (y = 8, + 6,x) has been trained using linear regression, the resulting
model canbey =3 + 7x.

Note 1 to entry: A machine learning model results from training based on a machine learning algorithm (3.3.6).

3.3.8

parameter

mpdel parameter

infernal variable of a model (3.1.23) that affects how it computes its outputs

Ndte 1 to entry: Examples of parameters include the weights in a neural network and thetransition prpbabilities
inp Markov model.

3.8.9

refinforcement learning
RL
learning of an optimal sequence of actions to maximize a reward through interaction| with an
enfvironment

3.8.10
retraining
upldating a trained model (3.3.14) by training (3.3.15) with-different training data (3.3.16)

3.3.11
semi-supervised machine learning
mdchine learning (3.3.5) that makes use of bothrJabelled and unlabelled data during training (8.3.15)

3.8.12
supervised machine learning
mqchine learning (3.3.5) that makes-only use of labelled data during training (3.3.15)

3.8.13

support vector machine

SYM

mdchine learning algorithm(3.3.6) that finds decision boundaries with maximal margins

Ndte 1 to entry: Support vectors are sets of data points that define the positioning of the decision Joundaries
(hyper-planes).

3.3.14
trhined model
refult ofstnodel training (3.3.15)

3.8.15
training
model training
process to determine or to improve the parameters of a machine learning model (3.3.7), based on a
machine learning algorithm (3.2.10), by using training data (3.3.16)

3.3.16
training data
data used to train a machine learning model (3.3.7)

3.3.17
unsupervised machine learning
machine learning (3.3.5) that makes only use of unlabelled data during training (3.3.15)
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3.4 Terms related to neural networks

3.4.1

activation function
function applied to the weighted combination of all inputs to a neuron (3.4.9)

Note 1 to entry: Activation functions allow neural networks to learn complicated features in the data. They are
typically non-linear.

3.4.2
convolut

CNN

ijonal neural network

deep conyolutional neural network

DCNN
feed forw

3.4.3
convolut|

1rd neural network (3.4.6) using convolution (3.4.3) in at least one of its layers

jlon

mathemafical operation involving a sliding dot product or cross-correlation of théinput data

344

deep lea
deep neu
<artificia

‘ning
ral network learning
| intelligence> approach to creating rich hierarchical représentations through the traini

(3.3.15) df neural networks (3.4.8) with many hidden layers

Note 1 to ¢ntry: Deep learning is a subset of ML (3.3.5).

3.4.5

exploding gradient

phenome

hon of backpropagation training (3.3.15) ;ifiva neural network where large error gradier

accumuldte and result in very large updates to the weights, making the model (3.1.23) unstable

3.4.6

feed forward neural network

FFNN
neural ne

only
3.4.7

fwork (3.4.8) where informatien is fed from the input layer to the output layer in one directi

long short-term memory

LSTM

type of recurrent neural hetwork (3.4.10) that processes sequential data with a satisfactory performan

for both 1

3.4.8
neural n

NN

bng and short'span dependencies

pbtwiork

ts

neural net

artificial neural network
<artificial intelligence> network of one or more layers of neurons (3.4.9) connected by weighted links
with adjustable weights, which takes input data and produces an output

Note 1 to entry: Neural networks are a prominent example of the connectionist approach (3.1.10).

Note 2 to entry: Although the design of neural networks was initially inspired by the functioning of biological
neurons, most works on neural networks do not follow that inspiration anymore.

10
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3.49

neuron

<artificial intelligence> primitive processing element which takes one or more input values and
produces an output value by combining the input values and applying an activation function (3.4.1) on
the result

Note 1 to entry: Examples of nonlinear activation functions are a threshold function, a sigmoid function and a
polynomial function.

3.4.10

rei‘eu-FFent—neu-Fa-l-neMFk
RINN

ndural network (3.4.8) in which outputs from both the previous layer and the previous processing step
arg fed into the current layer

3.p Terms related to trustworthiness

3.p.1
agcountable
arjswerable for actions, decisions and performance

[SPURCE: ISO/IEC 38500:2015, 2.2]

3.p.2
adcountability
state of being accountable (3.5.1)

Ndte 1 to entry: Accountability relates to an allocated’responsibility. The responsibility can be| based on
regulation or agreement or through assignment as partof delegation.

Ndte 2 to entry: Accountability involves a person@¥entity being accountable for something to anothei| person or
entity, through particular means and according to particular criteria.

[SPURCE: ISO/IEC 38500:2015, 2.3, medified — Note 2 to entry is added.]

3.p.3
availability
property of being accessible’and usable on demand by an authorized entity

[SPURCE: ISO/IEC 27000:2018, 3.7]

3.p.4
bips
syktematic différence in treatment of certain objects, people or groups in comparison to otheys

Ndte 1 to.entry: Treatment is any kind of action, including perception, observation, representation,|prediction
(3[1.27)ordecision.

[SOURCE: ISO/IEC TR 24027:2021, 3.3.2, modified - remove oxford comma in definition and note to
entry]

3.5.5
control
purposeful action on or in a process to meet specified objectives

[SOURCE: IEC 61800-7-1:2015, 3.2.6]

3.5.6

controllability

controllable

property of an Al system (3.1.4) that allows a human or another external agent to intervene in the
system’s functioning
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3.5.7

explainability

property of an Al system (3.1.4) to express important factors influencing the Al system (3.1.4) results in
a way that humans can understand

Note 1 to entry: It is intended to answer the question “Why?” without actually attempting to argue that the
course of action that was taken was necessarily optimal.

3.5.8

predictability

property rof-an-Al-system—{3-1-4)-that-enablesreliable-assumptions-by-stakeholders{3-5-13)-abeut-the
output

[SOURCE] ISO/IEC TR 27550:2019, 3.12, “by individuals, owners, and operators about the PIl and |ts
processing by a system” has been replaced with “by stakeholders about the outputs”.]

3.5.9
reliabilitly
property [of consistent intended behaviour and results

[SOURCE]ISO/IEC 27000:2018, 2.55]

3.5.10
resilience
ability of p system to recover operational condition quickly followiiig an incident

3.5.11
risk
effect of yncertainty on objectives

Note 1 to ¢ntry: An effect is a deviation from the expectedz It can be positive, negative or both and can addrejss,
create or 1jesult in opportunities and threats.

Note 2 to ¢ntry: Objectives can have different aspects‘and categories and can be applied at different levels.

Note 3 to ¢ntry: Risk is usually expressed in térms of risk sources, potential events, their consequences and thgir
likelihood

[SOURCE] ISO 31000:2018, 3.1, mddified — Remove comma after “both” in Note 1 to entry. Remove
comma after “categories” in Note\2)to entry.]

3.5.12
robustngss
ability of p system to maintain its level of performance under any circumstances

3.5.13
stakeholder
any indivdudl,‘group, or organization that can affect, be affected by or perceive itself to be affected py
a decision bractivity

[SOURCE: ISO/IEC 38500:2015, 2.24, modified — Remove comma after “be affected by” in the definition.]

3.5.14

transparency

<organization> property of an organization that appropriate activities and decisions are communicated
to relevant stakeholders (3.5.13) in a comprehensive, accessible and understandable manner

Note 1 to entry: Inappropriate communication of activities and decisions can violate security, privacy or
confidentiality requirements.
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3.5.15

transparency

<system> property of a system that appropriate information about the system is made available to
relevant stakeholders (3.5.13)

Note 1 to entry: Appropriate information for system transparency can include aspects such as features,
performance, limitations, components, procedures, measures, design goals, design choices and assumptions,
data sources and labelling protocols.

Note 2 to entry: Inappropriate disclosure of some aspects of a system can violate security, privacy or
confidentiality requirements

3.p.16
trpustworthiness
ability to meet stakeholder (3.5.13) expectations in a verifiable way

Ndte 1 to entry: Depending on the context or sector, and also on the specific product or sefvice, data and fechnology
usgd, different characteristics apply and need verification to ensure stakeholders’ (3.5.13) expectationf are met.

Ndte 2 to entry: Characteristics of trustworthiness include, for instance, relfability, availability, [resilience,
sefurity, privacy, safety, accountability, transparency, integrity, authenticity,(quality and usability.

Ndte 3 to entry: Trustworthiness is an attribute that can be applied to Services, products, technology, data and
information as well as, in the context of governance, to organizations.

[SDURCE: ISO/IEC TR 24028:2020, 3.42, modified — Stakeholders’ expectations replaced by stakeholder
expectations; comma between quality and usability replaced by “and”.]

3.5.17

vdrification
confirmation, through the provision of objective evidence, that specified requirements Have been
fulfilled

Ndte 1 to entry: Verification only provides assurance that a product conforms to its specification.
[SPURCE: ISO/IEC 27042:2015, 3.21}

3.5.18

vdlidation
confirmation, through the provision of objective evidence, that the requirements for a specifidintended
use or application havebeen fulfilled

[SPURCE: ISO/IEC27043:2015, 3.16]

3.p Termsyrelated to natural language processing

3.6.1

aytomatic summarization
takk[3.1.35) of shortening a portion of natural language (3.6.7) content or text while [retaining
important semantic information

3.6.2

dialogue management

task (3.1.35) of choosing the appropriate next move in a dialogue based on user input, the dialogue
history and other contextual knowledge (3.1.21), to meet a desired goal

3.6.3

emotion recognition

task (3.1.35) of computationally identifying and categorizing emotions expressed in a piece of text,
speech, video or image or combination thereof

Note 1 to entry: Examples of emotions include happiness, sadness, anger and delight.
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information retrieval

IR

task (3.1.35) of retrieving relevant documents or parts of documents from a dataset (3.2.5), typically

based on

3.6.5
machine
MT

keyword or natural language (3.6.7) queries

translation

task (3.1.35) of automated translation of text or speech from one natural language (3.6.7) to another

using a cgmputer system

[SOURCE

3.6.6
named e
NER

task (3.1

sequence

Note 1 to ¢ntry: Entity refers to concrete or abstract thing of interest, including asso¢iations among things.

Note 2 to 4

exists.

Note 3 to
proper na

3.6.7
natural |
language

Note 1 to ¢ntry: Natural language is any human language, which can be expressed in text, speech, sign langua

etc.

Note 2 to
to be disti

[SOURCE

the usagg” replaced by “and its rulés are deduced from usage. Removed comma after “Chinese” in Ng
2 to entry 3.6.8]

3.6.8
natural 1
NLG

task (3.1.B5) of converting data carrying semantics into natural language (3.6.7)

3.6.9
natural 1
NLP

[SO 17100:2015, 2.2.2]

htity recognition

5 of words in a stream of text or speech

entry: Denotational names include the specific names of persons, locations, organizations and ot}
mes based on the domain or application.

pnguage

entry: Natural language is any human language, such as English, Spanish, Arabic, Chinese or Japane
hguished from programming and formal languages, such as Java, Fortran, C++ or First-Order Logic.

ISO/IEC 15944-8:2012,.3.82, modified — “and the rules of which are mainly deduced frg

Anguage generation

35) of recognizing and labelling the denotational names of entities and(their categories for

ntry: “Named entity” refers to an entity with a denotational name,where a specific or unique meaning

er

that is or was in active use in a community @f,;people and whose rules are deduced from usalge

pnguage processing

<system> information processing based upon natural language understanding (3.6.11) or natural
language generation (3.6.8)

3.6.10
natural 1
NLP

anguage processing

<discipline> discipline concerned with the way systems acquire, process and interpret natural language

(3.6.7)

14
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3.6.11

natural language understanding

NLU

natural language comprehension

extraction of information, by a functional unit, from text or speech communicated to it in a natural
language (3.6.7), and the production of a description for both the given text or speech and what it
represents

[SOURCE: ISO/IEC 2382:2015, 2123786, modified - Note to entry has been removed, hyphen in natural-
language has been removed, NLU has been added.]

takk (3.1.35) of determining the most appropriate answer to~a question provided in natural| language

takk (3.1.35) of computationally identifying and categorizing opinions expressed in a piede of text,

Ndte 1 to entry: Examples.of sentiments include approval, disapproval, positive toward, negatiye toward,

speech recognition
ech-to-text

T

version, by a functional unit, of a speech signal to a representation of the content of the spgech

O unnmn

[SDURCE: ISO/IEC 2382:2015, 2120735, modified — Note to entry has been removed.]

3.6.18

speech synthesis
text-to-speech

TTS

generation of artificial speech

[SOURCE: ISO/IEC 2382: 2015, 2120745]
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3.7 Terms related to computer vision

3.71

computer vision
capability of a functional unit to acquire, process and interpret data representing images or video

Note 1 to entry: Computer vision involves the use of sensors to create a digital image of a visual scene. This can
include images, such as images that capture wavelengths beyond those of visible light such as infrared imaging.

3.7.2

face recognition

automati¢ pattern recognition comparing stored images of human faces with the image of an acty
face, indi¢ating any matching, if it exists, and any data, if they exist, identifying the person to whemi t

face belo
[SOURCE
3.7.3
image
<digital>
Note 1 to

to, format
means) an

[SOURCE
3.7.4

image re
image claj

4 Abb

API

CPS

CPU
CRISP-DN
DNN

DSP
FPGA

gs
ISO 5127:2017, 3.1.12.09]

graphical content intended to be presented visually

al
he

entry: This includes graphics that are encoded in any electronic format, including, but not limiged

5 that are comprised of individual pixels (e.g. those produced by paint programs or by photograp
d formats that comprised of formulas (e.g. those produced as scaldble vector drawings).

ISO/IEC 20071-11:2019, 3.2.1]

cognition
ssification process that classifies object(s), pattern(s) or concept(s) in an image (3.7.3)

reviated terms

application programming interface
cyber-physical systems
central processing unit

[ cross-industryprecess model for data mining
deep neuralinétwork
digital signal processor

field-programmable gate array

GPU

graphics processing unit

—-

11C

HMM
IT
KDD
NPU
OECD
POS

16

hidden Markov model

information technology

knowledge discovery in data

neural network processing unit

organisation for economic co-operation and development

part of speech
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Al concepts

1 General

2022(E)

The interdisciplinary study and development of Al systems aim at building computer systems able to
perform tasks that normally require intelligence. Al-enabled machines are intended to perceive certain
environments and take actions that fulfil their demands.

Al uses techniques from many fields, such as computer science, mathematics, philosophy, linguistics,

ec

onomics, psychology and cognitive science.

Cd
sh

a)

b)

d)

5.

Fr
Th
w
w
de
re

S

(p
w

kn

5

It

Flcl]:lowing this debate, the )qualifications of "narrow Al" vs "general Al" appeared, which

B Agent

mpared to most conventional non-Al systems, there is a number of interesting feattires
ared by some or all Al systems:

Interactive — inputs to Al systems are generated by sensors, or through interagtions wit}
with outputs which can result in stimulating an actuator or providing résponses to h
machines. An example can be object recognition as a result of an Al system being presentg
image of an object.

structured and unstructured digital information, as well as sensory inputs.

depending on the application. An example is a self-driving yehicle with varying levels of au|

Adaptive — some Al systems are engineered to utilize dynamic data in real time and
update their operation based on new data.

2 From strong and weak Al to general and narrow Al

om a philosophical point of view, the feasibility of machines possessing intelligence has beer|
is debate has led to introduce two différent kinds of Al: the so-called weak Al and str
pak Al, the system can only process:symbols (letters, numbers, etc.) without ever unde
nat it does. In strong Al, the systehiralso processes symbols, but truly understands what it
nominations "weak AI" and "strong Al" are mostly important to philosophers but irreley
earchers and practitioners.

itable to the Al field. A narrow Al" system is able to solve defined tasks to address a specifi
ossibly much bettérthan humans would do). A “general Al” system addresses a broad rang
th a satisfactorydevel of performance. Current Al systems are considered as “narrow”. It
own whethen “general” Al systems will be technically feasible in the future.

spossible to look at Al systems from an agent paradigm point of view since some applicat]

ai

that are

humans,
imans or
d with an

Contextual — some Al systems can draw on multiple sources{ of information, including both

Oversight — Al systems can operate with various degrees of human oversight andl control,

fomation.

retrain to

debated.
ng Al In
Fstanding
does. The
ant to Al

Are more
C problem
e of tasks
is not yet

ions of Al

m at cimnlnfing human infp]]igpnrp and human behaviour Defined as an Pnginppring dis

ipline, Al

can be seen as the domain that tries to build artificial agents exhibiting rational behaviour. The agent
paradigm establishes a clear line separating the agent and the environment in which it evolves. The

ag

ent paradigm is illustrated in Figure 1.
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actions

agent environment

1

N

sensing

Figure 1 — The agent paradigm
An Al agept interacts with its environment through sensors and actuators, taking actions that maximize
its chance¢ of successfully achieving its goals.

Environnjents have different characteristics depending on the tagk ‘being undertaken, and thdse
characteifistics impact the level of problem-solving difficulty.

In this paradigm, several types of Al agents can be defined, depending on their architecturel22l:
— reflex agents, which rely only on the current situation techoose an action;

— modgl-based agents, which rely on a model of their\environment that allows them to consider the
resulks of their available actions;

— goal pr utility-based agents, which rely on aivinternal utility function that allows them to chodse
actiops that achieve goals, and among goals; look for the most desirable ones;

— learnfing agents, which can gather information on their environment and learn to improve their
perfdrmance.

Several spphisticated and high-levelarchitectures based on different theories have been developed|to
implement agents.

5.4 Knpwledge

The Al-sgecific meaning of "knowledge" warrants a more detailed discussion, due to the prevalence|of
that concgpt in thé document and in the field.

While in pther\domains, the term can be associated to cognitive capabilities, in the context of Al if]is
a purely technical term that refers to contents, not capabilities. The knowledge concept is part of the
data-information-Knowledge hierarchy, according to which data can be used to produce information,
and information can be used to produce knowledge. In the context of Al, these are purely technical,
non-cognitive processes.

Knowledge differs from information in that information is observed by the system, while knowledge is
what the system retains from such observations. Knowledge is structured and organized; it abstracts
away from the specificities of individual observations. Depending on the goal, the same information can
lead to different knowledge.

Knowledge differs from its representation in that the same knowledge can have different
representations: it can appear under different concrete forms, each with their own pros and cons, but
they all have the same meaning.
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These distinctions have a technical impact, as some Al approaches, methods and other study topics
rely entirely on the ability to produce different knowledge for the same information, or different
representations for the same knowledge.

5.5 Cognition and cognitive computing

Cognition comprises the acquisition and processing of knowledge through reasoning, exclusive or
shared experience, learning and perception. It encompasses concepts such as attention, the formation
of knowledge memory, ]udgment and evaluatlon reasoning and computation, problem solving and

on using

ssociated
d human-

5.p Semantic computing

Semantic computing addresses the matching of computational content semantics to human iptentions.
It provides representations for describing information and uses these representations for retrieving,
managing, manipulating and creating content (such as text, video; audio, process, function, device and
ngdtwork). Semantic description of content enables uncertainfy reduction in cognitive procg¢sses and
logical reasoning on information. This in turn helps to achieve information enrichment, decgnfliction,
summarization and comparison. Therefore, semantic computing is an approach that combijnes prior
information and learning.

5.7 Soft computing

Sdft computing is a methodology that combines various techniques that can tolerate imprecision,
urfcertainty and partial truth to solve coniplex problems. Conventional computing methods are|generally
appplied to find precise and rigorous, selutions to problems. However, such solutions can be unsuitable
or|alternatively can result in extreme complexity. Soft computing is built on the understandinlg that the
repl world is often imprecise and uncertain. As a result, attempting to define precise solutior:Fs to real-
world problems can often havelassociated costs and complexity. Thus, soft computing aims tq leverage
the tolerance for imprecision) uncertainty and partial truth to achieve tractable, robust and low-cost
porithms,

individuals
ulation is
of Os and
he fitness
anking it
agalnst the other solutlons lfthe solution created is not optlmal then a palr of chromosomes is selected
for exchanging parts (crossover) and creating two offspring chromosomes. In the next step, a mutation
randomly changes at least one gene in the chromosomes. The initial population is replaced with the new
population and a new iteration starts. GA iterations end when one of the termination criteria (usually a
predefined number of iterations) is satisfied. In the end, the fittest chromosomes are retained[23],

5.9 Symbolic and subsymbolic approaches for Al

In the discipline of Al, many different points of view with different paradigms exist. There is no
classification that will establish a clear-cut distinction between different types of Al. Nevertheless, it is
possible to provide some dimensions along which Al systems can be positioned.
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Since the foundation of Al as a discipline, two paradigms have developed in competition: symbolic Al
and subsymbolic Al.

Symbolic Al involves encoding knowledge with symbols and structures and it mostly uses logics
to model reasoning processes. In this paradigm, information is encoded explicitly using a formal
representation, whose syntax is processable by a computer and whose semantics is meaningful to
humans.

The other approach is subsymbolic Al, using the connectionist paradigm. This paradigm is not based
on symbolic reasoning; rather, it relies on the implicit encoding of knowledge. This implicit knowledge
represenfationris-predomitantly basedonrstatistiealapt Tre-processtgotexperienceorraw
data. Examples of this type of Al system are various machine learning systems, including the differgnt
forms of dleep neural networks.

Modern Al systems typically contain elements of both symbolic Al and subsymbolic Al Sych systeins
are called hybrid Al.

5.10 Data

Data are|central to many Al systems. Many of them are designed to process data, and it is often
necessary to use data for testing purposes. In the case of machine learning’/systems, their whole ljfe
cycle relig¢s on the availability of data.

Data can|come in structured form (e.g. relational databases) or ufistructured form (e.g. emails, tgxt
documents, images, audio and files). Data are a key aspect of Al systems and they go through procesdes
including

— data pcquisition, in which the data are obtained from6he or more sources. Data can be sourced
within the organization or brought in from outside. The suitability of the data needs to be assessé¢d,
for eyample, whether it is biased in some ways or whether it is broad enough to be representativelof
the ekpected operational data input;

— expldratory data analysis, where the data characteristics are examined for patterns, relationships,
trends and outliers. Such analysis can guide later steps such as training and verification;

— dataannotation, in which the significant elements of the data are added as metadata (e.g. informatipn
about data provenance or labels¥o‘aid with training a model);

— data preparation, in which the‘data are put into a form that can be used by the Al system;

— filterfng, which is the rémoval of unwanted data. The effects of the filtering need to be carefu]ly
exanjined to avoid thedntroduction of unwanted bias and other issues;

— nornjalization, which is the adjustment of data values to a common scale so that they dre
mathlematically)comparable;

— de-identification or other processes, which can be required if the dataset includes personally
identjifiable information (PII) or is associated with individuals or organizations, before the data chn
be used by the AT system (e.g. see ISO/TEC 20889];

— data quality checking, in which the contents of the data are examined for completeness, for bias
and other factors that affect its usefulness for the Al system. Checking for data poisoning is crucial
to ensure that training data have not been contaminated with data that can cause harmful or
undesirable outcomes;

— data sampling, in which a representative subset of the data is extracted;

— data augmentation, in which the data that are available in too small quantities undergo several
kinds of transformations in order to expand the dataset;
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— datalabelling, in which datasets are labelled, which means that samples are associated with target
variables. Labels are often needed for test data and validation data. Some ML approaches also rely
on the availability of labels for training the model (see 5.11.1 and 5.11.3).

Depending on the use case and on the approach used, data in Al system can be involved in several ways:

— production data is the data processed by the Al system in the operation phase. not all ai systems
involve production data, depending on the use case, but this is independent of the technical design
and approach of the ai system.

— testdataisthe data used to evaluate the pprfnrmnnr‘p of the ai system before its dpp]ny ment. it is
expected to be similar to production data, and proper evaluation needs test data to be disjoint from
any data used during development. all ai approaches warrant evaluation but dependingop the task
it is not always adequate to use test data.

— validation data corresponds to data used by the developer to make or validate’ some algorithmic
choices (hyperparameter search, rule design, etc.). it has various names depending on the field of ai,
for instance in natural language processing it is typically referred to as deyelopment data|there are
cases when no validation data are needed.

—|{ training data is used specifically in the context of machine learning: it serves as the raw material
from which the machine learning algorithm extracts its model to-address the given task.

NOTE1l In software assessment frameworks, validation is_the process of checking whethér certain
refluirements have been fulfilled. It is part of the evaluation progess! In Al-specific context, the term "yalidation"
is Jused to refer to the process of leveraging data to set certaiil values and properties relevant to the system
depign. It is not about assessing the system with respect to,its ¥equirements, and it occurs before the pvaluation
stage.

NOTE 2  In software assessment frameworks, "test" refers to various diverse processes such as sedrching for
bulgs, performing unit tests and measuring computation time. Its meaning in Al refers specifically to|statistical
evpluation of the system performance against a.dedicated dataset.

5.11 Machine learning concepts

5.11.1 Supervised machine learning

Supervised machine learning)is defined as “machine learning that makes use of labelled data during
training” (3.3.12). In this-ease, ML models are trained with training data that include a known or
dgtermined output or target variable (the label). The value of the target variable for a givgn sample
isjalso known as the.ground truth. Labels can be of any type including categorical, binary of numeric
vdlues, or structured objects (e.g. sequences, images, trees or graphs) depending on the tagk. Labels
can be part ofthe original dataset but in many cases, they are determined manually or thropigh other
prjocesses.

Superyised learning can be used for classification and regression tasks, as well as for mor¢ complex
tapks pertaining to structured prediction.

For information on supervised machine learning see ISO/IEC 23053.

5.11.2 Unsupervised machine learning

Unsupervised machine learning is defined as “machine learning that makes use of unlabelled data
during training” (3.3.17).

Unsupervised machine learning can be useful in cases such as clustering where the objective of
the task is to determine points of commonality among the samples in the input data. Reducing the
dimensionality of a training dataset is another application of unsupervised machine learning where the
most statistically relevant features are determined irrespective of any label.

For information on unsupervised machine learning see ISO/IEC 23053.
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5.11.3 Semi-supervised machine learning

Semi-supervised machine learning is defined as “machine learning that makes use of both labelled and
unlabelled data during training” (3.3.11). Semi-supervised machine learning is a hybrid of supervised
and unsupervised machine learning.

Semi-supervised machine learning is useful in cases where labelling all the samples in a large training
dataset would be prohibitive from a time or cost perspective. Refer to ISO/IEC 23053 for further details
about semi-supervised machine learning.

5.11.4 Reinforcementlearning

Reinforcgment learning is the process of training an agent(s) interacting with its environment te‘achieve
a predefiped goal. In reinforcement learning, a machine learning agent(s) learns through an iterative
process of trial and error. The goal of agent(s) is to find the strategy (i.e. build a model) for.ebtaining the
best rewdrds from the environment. For each trial (successful or not), an indirect feedback is provided
by the erjvironment. The agent(s) then adjusts its behaviour (i.e. its model) based on this feedbagk.
Refer to ISO/IEC 23053 for further information on reinforcement learning.

5.11.5 Tjransfer learning

Transfer learning refers to a series of methods where data intended for salying one problem is leveraged
to apply the knowledge gained from it to a different problem. For example, information gained frgm
recognizing house numbers in a street view can be used to recognize handwritten numbers. Refer|to
ISO/IEC 23053 for further details about transfer learning.

5.11.6 Tjraining data

Training flata consists of data samples used to train a-achine learning algorithm. Typically, the dqta
samples rfelate to some particular topic of concern.and they can consist of structured or unstructured
data. The[data samples can be unlabelled or labelted.

In the latter case, the label is used to guide(the process of training the machine learning model. Hor
example, [where the input data are images and the aim is to decide whether an image shows a cat, the
label can|be "true" for an image that is 6f a cat and "false" for an image that is not of a cat. This alloys
the train¢d model to represent a statistical relationship between attributes of a training data samjple
and the tgrget variable.

The numbper of data samples in'the training data and selection of appropriate features contribute [to
how well|the resulting ML= model fits the distribution of the data or target variable. However, there]is
a trade-off of the computational time and resources required for computing if the dataset is extremgly
large.

5.11.7 Trained:model

This docyment defines a trained model as the result of model training which in turn is defined as the
process toestabtistrortoimprove the parameters of a machine tearming model, based oma ractine
learning algorithm, by using training data. A machine learning model is a mathematical construct that
generates an inference, or prediction, based on input data or information. The trained model should be
usable by an Al system to make predictions based on production data from the area of interest. Various
standardized formats exist to store and transmit the trained model as a set of numbers.

5.11.8 Validation and test data

To assess the trained model, it is common to split the data acquired for developing a model into datasets
for training, validation and test.

Validation data are used during and after training to tune hyperparameters. The test set is used to
verify that the model has learned what it was supposed to. Both consist of data that are never shown
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to the model during training. If one were to use training data for those purposes, the model is capable
of “remembering” the correct prediction without actually processing the data sample. To avoid
overestimating model performance, test data are not shown during tuning either.

When using cross-validation, data are split such that each data sample is used for both training and
validation. This approach emulates the use of a larger dataset, which can improve model performance.
Sometimes, insufficient data are available to allow for separate training, validation and test sets. In
such cases, data are split only into two sets, namely 1. training or validation data, and 2. test data.
Separate validation and training datasets are then generated from the training or validation data, for
example via boot-strapping, or cross-validation.

5.11.9 Retraining

5.11.9.1 General

Rdtraining consists of updating a trained model by training with differentctraining data. [It can be
necessary due to many factors, including the lack of large training datasets, data drift and congept drift.

In|data drift, the accuracy of the model’s predictions decays over time.due to changes in the $tatistical
chiaracteristics of the production data (e.g. image resolution has changed, or one class has becpme more
frequent in data than another). In this case, the model needs to be retrained with new training data that
better represents the current production data.

In|concept drift, the decision boundary moves (e.g. what is-legal and what is not tends to chapge when
ngw laws are published), which also degrades the accuracy of predictions, even though the flata have
ndt changed. In the case of concept drift, the target variables in the training data need to be relabelled
arld the model retrained.

When retraining an existing model, a specific consideration is to overcome or minimize the dhallenges
of|so-called catastrophic forgetting. Many machine learning algorithms are good at learning tfasks only
if the data is presented all at once. As a model’is trained on a particular task, its parameters arg adapted
to|solve the task. When new training data-is introduced, adaptations based on those new obsfervations
ovlerwrite knowledge that the model hiad previously acquired. For neural networks, this phen¢menon is
krlown as “catastrophic forgetting/’, and is considered one of their fundamental limitations.

5.11.9.2 Continuous learning

Cdntinuous learning, also known as continual learning or lifelong learning, is incremental trdining of a
mopdel that takes place-or an ongoing basis while the system is running in production. It is a spcial case
of[retraining, where,ynodel updates are repeated, occur with high frequency, and do not inyolve any
inferruption of gperation.

In|many Al-systems, the system is trained during the development process before the system is put
info production. This is similar in nature to standard software development, where the systgm is built
arld tested fully before it is put into production. The behaviour of such systems is assessed during the
vefrification process and is expected to be unchanged during the operation phase.

Al systems that embody continuous learning involve the incremental update of the model in the system
as it operates during production. The data input to the system during operation is not only analysed
to produce an output from the system, but also simultaneously used to adjust the model in the system,
with the aim of improving the model on the basis of the production data. Depending on the design of
the continuous learning Al system, there can be human actions required in the process, for example
data labelling, validating the application of a specific incremental update or monitoring the Al system
performance.

Continuous learning can help dealing with limitations of the original training data and it can also help
deal with data drift and concept drift. However, continuous learning brings significant challenges in
ensuring that the Al system still operates correctly as it learns. Verification of the system in production
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is necessary, as is the need to capture the production data to become part of the training dataset in case
the Al system is updated at some future point.

Due to the risk of catastrophic forgetting, Continuous learning implies the ability to learn over time by
accommodating new observations made on current data, while retaining previous knowledge.

The characteristics of continuous learning include:

— learning over time in dynamic environments (ideally in the open world);

— augmenting the previously learned knowledge by learning new knowledge to improve performance
(eith¢r through new data or reasoning on existing knowledge);

— disc

ering new aspects of the task to be learned and learning them incrementally;

— learnfing on the job or learning while the system is running in production.

5.12 Examples of machine learning algorithms

5.12.1 N

5.12.1.1

Neural n
decision

the way 1
is compo
inputs an
becomes
of the inp
the exped
are stren

This doci
through
network
feature e
require s

There ar¢
active arg
of NN arc

— feed

— Trecul

— Convos

eural networks

General

etworks attempt to simulate intelligent capability in dbserving, learning, analysing a
making for complex problems. Hence, the design of neural networks draws inspiration frd
eurons are connected in the brains of humans and animals. The structure of neural networ
sed of interconnected processing elements, called neurons. Each neuron receives seve
d generates only one output. They are organized-into layers, where the output of one lay
the input to the next layer. Each connection has an assigned weight related to the importan
ut. The neural network “learns” by training Wwith known inputs, comparing actual output w
ted one and using the error to adjust weights. Thus, the links which produce correct answe
bthened and those which generate incorrect answers are weakened.

m
ks
ral

ce
th
rs

Fo progressively refine the.final output. Deep learning can reduce or eliminate the need
ngineering as the most televant features are identified automatically. Deep learning c
gnificant time and computing resources.

many neural network “architectures” (essentially, arrangements of neurons) and this is
a of research with new neural network architectures continuing to be introduced. Examp
hitectures include:

forward ©iéural network;

rent neural network;

hment defines deep learning as-ah approach to creating rich hierarchical representatiors

he training of neural networks-with many hidden layers. This process allows the neuyal

or

Litional nane
SHHH oo+

ol natuzarl
etHaH e A

These NN architectures are described in 5.12.1.2 through 5.12.1.4

NOTE

5.12.1.2

Refer to ISO/IEC 23053 for further information on NNs.

Feed forward neural network

FFNN is the most straightforward neural network architecture. It feeds information from the input to
the output in one direction only. There are no connections between the neurons within the same layer.
Two adjacent layers can be typically 'fully connected' in that each neuron in one layer has a connection
to each neuron in the subsequent layer.
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5.12.1.3 Recurrent neural network

5.12.1.3.1 General

RNNsl21l deal with inputs that appear in an ordered sequence, i.e. the ordering of the inputs in the
sequence matters. Examples of such inputs include dynamic sequences like sound and video streams, but
also static sequences like text or even single images. RNNs have nodes that both take input information
from the previous layer and also factor in information from themselves from a previous pass. RNNs
have a stateful property influenced by past learning. RNNs are widely used in speech recognition,
machine translation, time series forecasting and image recognition. Refer to ISO/IEC 23053 for further
information on RNN.

5.12.1.3.2 Long short-term memory network

An LSTM network is a form of RNN designed for problems that require remembeting informdtion with
bdth longer and shorter time differences, making them suitable for learning)lofg-term cornections.
They have been introduced to solve the vanishing gradient problem in RNNs associated with back-
priopagationl22],

LYTM networks can learn complex sequences, such as writing like Shakespeare or composing music.
Rdfer to ISO/IEC 23053 for further information on LSTM.

5.12.1.4 Convolutional neural network

A CNN is a neural network that includes at least one layer of convolution to filter useful information
from inputs. Common uses include image recognition, video labelling and natural language pfocessing.
Rdfer to ISO/IEC 23053 for further information on-GNN.

5.12.2 Bayesian networks

Bdyesian networks are graphical models4ised for generating predictions on the dependencieq between
variables. They can be used to derive“probabilities for the causes or variables that can confribute to
the outcome. This causality is very-useful in applications such as medical diagnosis. Other applications
where Bayesian networks are useful include data analysis, addressing incomplete data and rhitigating
ovlerfitting of models to data..Bayesian networks rely on Bayesian probability: the probably of an event
is[dependent on the extent(of belief in that event. Further information on Bayesian networks can be
folind inl2%] and in ISO/IE€.23053.

5.12.3 Decision trees

D¢cision treesuse a tree structure of decisions to encode possible outcomes. Decision tree algorithms
arg widelyused for classification and regression. The tree is formed of decision nodes| and leaf
nddes. Eachvdecision node has at least two branches, whereas leaf nodes represent the fina| decision
or| classification. Generally, the nodes are ordered in terms of the decision that gives the strongest
preedictor. Input data needs to be split into various factors in order to determine the best|outcome.

! : : s j asked to

Décisiontree e_analoag o—flo b o vhere at each de on-node-a-aguestioncan-be

determine which branch to proceed to.

5.12.4 Support vector machine

SVM is a machine learning method widely used for classification and regression. SVMs mark data
samples into two different categories and then assigns new data examples to one category or the
other. SVM are maximum-distance classification algorithms. They define a hyperplane to separate
two classes above and below it, providing the maximal distance between the classifying plane and the
closest data points. The points that are closest to the border are called support vectors. The orthogonal
distance between support vectors and the hyperplane is half of the margin of SVM. The training of an
SVM involves maximizing the margin subject to the data from the different categories that are on the
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opposite side of the hyperplane. SVMs also use kernel functions to map data from the input space into a
higher-dimensional (sometimes infinite) space, in which the classifying hyperplane will be chosen.

These hard-margin SVM are rarely used in practice. A hard-margin classifier only works if the data is
linearly separable. With just one data sample on the wrong side of the hyperplane, the classifier cannot

be solved

In contrast, soft-margin classifiers allow data samples to violate the margin (i.e. to be situated on
the wrong side of the hyperplane). Soft-margin classifiers attempt to achieve maximal margin while
limiting margin violations.

Categoriz
applicatig
SVM regi
limiting n
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bn, including the null case of no automation.

ation of unlabelled data and use in prediction and pattern recognition are examples of)t
n of SVM. When using SVM for regression, the objective is the reverse of SVM classifier.
ession, the objective is to fit as many data instances as possible inside the margin, wh
hargin violations (those samples outside the margin).

s can be compared based on the level of automation and whether they'ar€ subject to exterr
utonomy is at one end of a spectrum and a fully human-controlled §ystem on the other, w
f heteronomy in between. Table 1 shows the relationship between.autonomy, heteronomy a

Table 1 — Relationship between autonomy, hetereiomy and automation
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Level of automation Comments
Automated system |Autonomous |6 - Autonomy The system is capable of modifying its intend-
ed domain of use or its goals without external
intervention, control or oversight.
Heteronomous |5 - Full automation The system is capable of performing its entire
mission without external intervention
4 - High autgmation The system performs parts of its mission with
out external intervention
3 - Conditional auto- Sustained and specific performance by a sys-
mation tem, with an external agent being ready to take
over when necessary
2 - Partial automation |Some sub-functions of the system are fully autj-
mated while the system remains under the control
of an external agent
1 - Assistance The system assists an operator
0 - No automation The operator fully controls the system
NOTE Injurisprtidence, autonomy refers to the capacity for self-governance. In this sense, also, “autonomots”
is a misndmer ag~applied to automated Al systems, because even the most advanced Al systems are not s¢lf-
governing [ systems operate based on algorithms and otherwise obey the commands of operators. For
these reasl Q0 ment daesno e the nopula erm-autonomao ade ibe automation(30

Relevant criteria for the classification of a system on this spectrum include the following:

or by

another automated system;

the presence or absence of external supervision, either by a human operator (“human-in-the-loop”)

the system’s degree of situated understanding, including the completeness and operationalizability

of the system’s model of the states of its environment, and the certainty with which the system can
reason and act in its environment;

environment, whether it can react to changes, and whether it can stipulate future changes;

26

the degree of reactivity or responsiveness, including whether the system can notice changes in its
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— whether its operation persists up until or beyond the completion of a particular task or the
occurrence of a particular event in the environment (e.g. relevant to achieving a goal, timeouts or
other mechanisms);

— the degree of adaptability to internal or external changes, necessities or drives;
— the ability to evaluate its own performance or fitness, including assessments against pre-set goals;
— the ability to decide and plan proactively in respect to system goals, motivations and drives.

Instead of substituting for human work, in some cases the machine will complement human work,
WZEch is called human-machine teaming. This can happen as a side-effect of Al development; oia system

can be developed specifically with the goal of creating a human-machine team. Systenis that aim to
complement human cognitive capabilities are sometimes referred to as intelligence augimentation.
Overall, the presence of accountable supervision during operation can assist in-ensuring that the Al

system works as intended and avoids unwanted impacts on stakeholders.
5.14 Internet of things and cyber-physical systems

5.14.1 General

Allis increasingly used as a component in embedded systems like'internet of things and cybef-physical
systems, either for analysing streams of information about the physical world arising fron} sensors,
or| for making predictions and decisions about physical processes that are used to send apjpropriate
commands to actuators to control or influence those physical processes.

5.14.2 Internet of things

[of is an infrastructure of interconnected entities, systems and information resources together with
services which process and react to information from the physical world and the virtual worfd (3.1.8).
Egsentially, an [oT system is a network of hodes with both sensors, which measure properties df physical
entities then transmit data relating tothose measurements, and actuators, which change properties of
pHysical entities in response to a digital input.

Medical monitoring and monitoring the state of the atmosphere are examples of 10T systerhs, where
the output of the system isinformation that is intended to assist human beings in their actiyities (e.g.
warnings to medical staffiweather forecasts for humans).

Iol systems involve‘nietworked IT systems interacting with physical entities. Foundatioral to IoT
systems are digitaDIoT devices, in the form of sensors and actuators, that interact witl physical
entities. A sensoruneasures one or more properties of one or more physical entities and outputs data
thpt can be transmitted over a network. An actuator changes one or more properties of g physical
entity in résponse to a valid input, received over a network. Both sensors and actuators can be in many
forms, such as thermometers, accelerometers, video cameras, microphones, relays, heaters, frobots or
influstrial equipment for manufacturing or process control. See ISO/IEC 30141 for more inforllnation.

Al can play an important role in the context of IoT systems. This includes the analysis of incoming
data and decision making which can assist in achieving the goals of the system, such as the control of
physical entities and physical processes, by providing contextual, real-time and predictive information.

5.14.3 Cyber-physical systems

CPS are systems similar to [oT, but where control logic is applied to the input from sensors in order to
direct the activities of actuators and thereby influence processes taking place in the physical world.

Arobotis an example of a CPS system, where sensor input is directly used to control the activities of the
robot and perform actions in the physical world.
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Robotics encompasses all activities relating to the design, assembly, production, control and usage
of robots for different kinds of applications. A robot is composed of electronic, mechanical, firmware
and software components tightly interacting with each other to achieve the goals set for a specific
application. Robots are usually comprised of sensors to assess their current situation, processors
to provide control through analysis and the planning of actions and actuators to realize the actions.
Industrial robots set in manufacturing cells are programmed to repeat in a precise way the same
trajectories and actions over and over without deviation. Service robots or collaborative robots need
to adapt to changing situations and dynamic environments. Programming this flexibility is intractably
challenging because of all the variability involved.

Al systenf coOmponents can serve as part ol the control software and the planning process throughn the
“sense, plhn, act” paradigm, thus enabling robots to adjust when obstacles appear or when target abje¢ts
have movled. Coupling robotics and Al system components enables automated physical interaction with
objects, ehvironment and people.

5.15 Trustworthiness

5.15.1 General

Trustworfthiness of Al systems refers to characteristics which help relevantstakeholders understahd
whether the Al system meets their expectations. These characteristics*can help stakeholders ver|fy
that:

— Al syptems have been properly designed and validated in conformance with state-of-the art rules
and gtandards. This implies quality and robustness assurance;

— Al syptems are built for the benefits of the relevant stakéholders who have aligned objectives. This
implies awareness of the workings of Al algorithms and an understanding of the overall functionipg
by stlakeholders. It also implies qualification or;¢ertification assurance of Al development aphd
operdtion in conformance with legal requirements and sectorial standards when available;

— Al syptems are provided with proper identifieation of responsible and accountable parties;
— Al syptems are developed and operated;with consideration for appropriate regional concerns.

For further information refer to ISO/IEC TR 24028.

5.15.2 Al robustness

For Al sygtems, robustness'can describe their ability to maintain their level of performance, as intended
by their developers, under-any circumstances. An example of robustness is the ability of a system |to

an absence of overfitting. To achieve robustness, one option is to train the model or models using large
training datasets including noisy training data (see ISO/IEC TR 24028).

Robustness properties demonstrate the ability (or inability) of the system to have comparable
performance on atypical data as opposed to the data expected in typical operations, or on inputs
dissimilar to those on which it has been trained (see ISO/IEC TR 24029-1).

When processing input data, an Al system is expected to generate predictions (its outputs) within
some acceptable, consistent or effective range. Even if these outputs are not ideal, a system can still
be considered robust. An Al system whose outputs do not fall within this acceptable, consistent or
effective range when processing input data cannot be considered robust.
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Robustness can be considered differently for different types of Al systems such as:

— Robustness of a regression model is the ability to have acceptable metrics of amplitude of response
on any valid input.

— Robustness of a classification model is the ability to avoid inserting new classification errors when
moving from typical inputs to inputs within a certain range of those.

5.15.3 Al reliability

h . P - 4=l h P S Il b= g L 4=l b= = b= I e - A | T
Ratiabitity tstheabitity of asystemroramrentity withimr that systemrtoperformrits requiredyfunctions

urlder stated conditions for a specific period of time (see ISO/IEC 27040).

Rdliability of an Al system refers to the ability that enables it to provide required prediction (3.1.27),
recommendation and decision consistently correctly during its operation stage (6.2.6).

Rgliability can be affected by at least the robustness, generalizability, consistency and resilignce of an
Alf system. All inputs and environment settings meeting stated criteria are"supposed to be processed
cofrectly during its functioning. Some of the inputs can be different with the ones used yithin its
dgvelopment stage, but can happen when the system is used. Backupof'an Al system or a component
also improve reliability, which would provide business logic impleémgentations that behave [the same
with the original. It works when the Al system gets failed.

Rqliability can support an Al system’s functional safety, inthe sense that automatic protections and
oferations are required (by stakeholders) for the system of)pdrt of it against defined failure.

5.15.4 Alresilience

Rgsilience is the ability of the system to recover operational condition quickly following an| incident.
Fajult tolerance is the system's ability to continire to operate when disruption, faults and failures occur
within the system, potentially with degraded capabilities.

Wijth Al systems, as with other software system types, hardware faults can affect the correct pxecution
of|the algorithm.

Rgliability relates to resilience, but the expected service levels and expectations are diffeent, with
refilience expectations possibly lower as defined by stakeholders. System with resilience [can offer
a flegraded level of operatien under some types of failure which can be acceptable to stalfeholders.
Rdsilient systems should.also include approaches for recovery as needed.

5.15.5 Al controllability

Cqntrollabilityis the property of an Al system that an external agent can intervene in its fupctioning.
Cqntrollability can be achieved by providing reliable mechanisms by which an agent can fake over
control of-the Al system.

A keyaspect of controllability is the determination of which agent(s) can control which components of
theAt system (c.g. the-service 1328 ovideror 528 oduct-vendorsthe 328 oviderof-theconstitwentAd, the user
or an entity with regulatory authority).

Further information on controllability can be found in ISO/IEC TR 24028:2020, 10.4.

5.15.6 Al explainability

Explainability is the property of an Al system that means that the important factors influencing a
decision can be expressed in a way that humans can understand. Explainability can be particularly
important when the decisions being made by an Al system affect one or multiple humans. Humans are
liable to distrust a decision unless they can gain an understanding of how the decision was reached,
especially where the decision is in some way adverse to them at a personal level (e.g. refusal of a loan
application).
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Explainability can also be a useful means of validating the Al system, even where the decisions do not
directly affect humans. For example, if an Al system is analysing an image of a scene to identify entities
in that scene, it can be useful to see an explanation of the reasons for a decision made about the content
of the scene, as a way of checking that what is identified is indeed what is being claimed. There are
counterexamples from the history of Al systems where no such explanations were available, and it was
discovered that the Al system was identifying some entities in a scene based on spurious correlations
that existed in the training data.

Explainability can be easier for some types of Al system than for others. Deep learning neural networks
can be problematic since the complexity of the system can make it hard to provide a meaningful
explanatipn of how the system arrives at a decision.

Rule-basg¢d algorithms, such as symbolic methods or decision trees, are often considered to be highly
explainablle, as those rules directly provide some explanation. However, the explanation canbe ldss
understaphdable when such models grow in size and complexity.

5.15.7 Al predictability

Predictability is the property of an Al system that enables reliable assumptions by stakeholdgrs
about thg output. Predictability plays an important role in the acceptability-.of Al systems and is often
mentioned in debates about ethics with regard to Al systems. Trust in the teehnology is often based pn
predictability: a system is trusted if users can infer how the system will behave in a particular situati¢n,
even if the users cannot explain the factors behind the system behaviour. On the contrary, users cpn
stop trusfing a system if the system starts to work surprisingly in-situations where the correct answer
seems obyious.

However,|there are several issues with a naive notion of predictability which is based on the idea thak a
human sHould be able to predict the behaviour of an Al system:

— A definition directly based on human understanding is inherently subjective. A definition |of
predictability should use objective, quantifiable‘criteria.

— Itshduld be possible to establish trust in a-Al system even if one (human) cannot predict its precise
behayiour in all situations. A statistical\guarantee of the appropriateness of its behaviour can pe
morejuseful. The rationale behind thissstatement is that many machine learning approaches produce
necegsarily unpredictable results!

Predictahility is associated with @accuracy. Methods to improve accuracy can reduce the likelihood that
Al systen}s generate unpredictable outputs.

5.15.8 Al transparency.

Transpargncy of Al systems supports human centred objectives for the system and is a topic of ongoipg
research [and dis€ussion. Providing transparency about an Al system can involve communicatipg
approprigte information about the system to stakeholders (e.g. goals, known limitations, definitions,
design cHoiees; assumptions, features, models, algorithms, training methods and quality assurarice
processe§).Additionally, transparency of an Al system can involve informing stakeholders about the
details of data used (e.g. what, where, when, why data is collected and how it is used) to produce the
system and the protection of personal data along with the purpose of the system and how it was built
and deployed. Transparency can also include informing stakeholders about the processing and level of
automation used to make related decisions.

NOTE That disclosure of some information in pursuit of transparency can run counter to security, privacy or
confidentiality requirements.

5.15.9 Al bias and fairness

In a general sense, the meaning of the term bias depends on its context.
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In Al, the term bias refers to the idea that different cases call for different treatment. In this sense, bias
is that which allows machine learning systems to judge that one situation is different from another and
to behave differently accordingly. As such, bias is fundamental to the machine learning process and to
adapting behaviour to the particular situation at hand.

In social context, however, the term bias often refers to the notion that certain differences in treatment
are unfair. To avoid confusion, in the context of Al, instead of bias, the term unfairness is used to refer
to unjustified differential treatment that preferentially benefits certain groups more than others.
Unfair Al system behaviour can lead to disrespect of established facts, beliefs and norms, leading to
favouritism or discrimination.

While certain bias is essential for proper Al system operation, unwanted bias can be introduced into an
Allsystem unintentionally and can lead to unfair system results. Sources of unwanted bjdsin Al systems
arg interrelated and include human cognitive bias, data bias and bias introduced by engineering
ddcisions. Bias in training data is major source of bias in Al systems. Human cognitive’biases fan affect
ddcisions about data collection and processing, system design, model training and other development
dgcisions.

MInimizing unwanted bias in Al systems is a challenging goal, but its<detection and treptment is
pdssible. [ISO/IEC TR 24027:2021].

5.6 Al verification and validation

Vdrification is the confirmation that a system was built cerrectly and fulfils specified requfirements.
Validation is the confirmation, through the provision of-objective evidence, that the requirements for
a §pecific intended use or application have been fulfilled,*Considerations in verification and yalidation
influde the following:

— Some systems are completely verifiable (e.g.all system components can individually be verified, as
can the complete system).

— Some systems are partially verifiable‘and partially validatable (e.g. at least one system c¢mponent
can individually be verified, and the remaining system components can be validated, as can the
complete system).

— Some systems are unverifiable but validatable (e.g. no system component can be verifi¢d, but all
system components canrbe validated, as can the complete system).

—| Some systems are unverifiable and partially validatable (e.g. no system component can be¢ verified,
but at least one sgsteém component can individually be validated).

—{ Some systeniSyare unverifiable and unvalidatable (e.g. no system component can either b verified
or validatéd)-

5.17 Jurisdictional issues

Al systems can be deployed and operated in jurisdictions other than those in which the system was
designed or manufactured. Developers and manufacturers of Al 3ysStems should be aware that
applicable legal requirements can vary between jurisdictions.

For example, a car manufactured in one jurisdiction can be required to comply with different legal
requirements to be authorized to enter a different jurisdiction.

Additionally, Al systems ordinarily require data to be gathered, processed and used during the
development and operation stages of the Al system and disposed of during the retirement phase.
Developers, manufacturers and users of Al systems should be aware that legal requirements for the
collection, use and disposal of data can also vary between jurisdictions.
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To mitigate the impact of varying legal requirements, developers and manufacturers of Al systems can

make use

of one or more of the following mitigations:

— Note the applicable legal requirements that can apply to the Al system during the preparation phase.
This should also include legal requirements pertaining to the collection, use and disposal of data.

— Develop a plan for complying with the applicable legal requirements in the jurisdiction(s) in which

the A

[ system is intended to be deployed and operated.

— Develop a plan to monitor compliance with legal requirements during the development, deployment,

oper

tion and retirement stages ofthe Al system

— Deve

op a plan to monitor and respond to any changes in legal requirements.

— Adopift flexible design, deployment and operation approaches.

5.18 Soq

ietal impact

Al systenps have a spectrum of risk, determined by the severity of the potentialiimpact of a failure
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pd behaviour. Relevant aspects for assessing the level of risk include thefollowing:

ype of action space the system is operating in (e.g. recommendations vs direct action in
onment);

resence or absence of external supervision;

pe of external supervision (automated or manual);
thical relevance of the task or domain;

vel of transparency of decisions or processing'steps;

pgree of system automation.
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For example, a system that only gives recommendations and cannot act on its own, in a domain that

has no et
negative
and its de

NOTE
which can

5.19 Al
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As showr
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hical relevance can be considered,low risk. Conversely, an Al system can be considered hi
Fisk if its actions have direct impact on human lives, it operates without external supervisi
cision-making is opaque.

go beyond the impact analysis described in this subclause.
stakeholder roles

eneral

in Figlre 2, Al can involve several stakeholder roles and sub-roles. These roles and sub-ro
jbed in 5.19.2 through 5.19.7.

oh
hn,

For specific application 'domains, additional legal requirements, policies and standards can apply

€S

NOTE

32

An organization or entity can take on more than one role or sub-role.
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Figure 2 — Al stakeholder roles and their sub-roles

5.19.2 Al provider

5.19.2.1 General

An Al provider is an organization or entity that provides products or services that uses one o more Al
systems. Al providers encompass Al platform providérs and Al product or service providers.

5.119.2.2 Al platform provider

An Al platform provider is an organization or entity that provides services that enaple other
sthakeholders to produce Al services or'products.

5.19.2.3 Al service or product provider

An Al service or product ptoyvider is an organization or entity that provides Al services or|products
either directly usable by an/Al customer or user, or to be integrated into a system using Al along with
ndn-Al components.

5.19.3 Al producer

5.19.3.1 General

An Ak producer is an organization or entity that designs, develops, tests and deploys prpducts or
seT'Vices that use one or more Al system.

5.19.3.2 Al developer

An Al developer is an organization or entity that is concerned with the development of Al services and
products. Examples of Al developers include, but are not limited to:

— Model designer: the entity that receives data and a problem specification and creates an Al model;

— Model Implementer: the entity that receives an Al model and specifies what computation to execute
(the implementation to use and on what compute resources, for example CPU, GPU, ASIC, FPGA);

— Computation Verifier: the entity that verifies that a computation is being executed as designed;

— Model Verifier: the entity that verifies that the Al model is performing as designed.
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5.19.4 Al customer

5.19.4.1

General

An Al customer is an organization or entity that uses an Al product or service either directly or by its

provision

5.19.4.2
An Al us

to Al users.

Al users

is an organization or entity that uses Al products or services.

5.19.5 Al partner

5.19.5.1
An Al paj

General

tner is an organization or entity that provides services in the context of Al. Al partners c

perform lLechnical development of Al products or services, conduct testing and validation of Al produc

and servi
partner t

5.19.5.2

An Al sy
compone

5.19.5.3

A data pr
services.

5.19.5.4

An Al aud
providing

5.19.5.5
An Al eva

es, audit Al usage, evaluate Al products or services and perform othertasks. Examples of
ypes are discussed in the following subclauses.

Al system integrator

stem integrator is an organization or entity that is comeerned with the integration of
hts into larger systems, potentially also including non-Al components.

Data provider

ovider is an organization or entity that is coeficerned providing data used by Al products

Al auditor

ts
Al

Al

itor is an organization or entity.that is concerned with the audit of organizations producing,

or using Al systems, to assess conformance to standards, policies or legal requirements.

Al evaluator

luator is an organization or entity that evaluates the performance of one or more Al systemls.

5.19.6 Al subject

5.19.6.1
An Al sub

General

ject'is an organization or entity that is impacted by an Al system, service or product.

[72)

5.19.6.2

Data subject

A data subject is an organization or entity that is affected by Al systems with following aspects:

— Subject of training data: where data pertaining to an organization or human is used in training an
Al system, there can be implications for security and privacy, for the latter particularly where that
subject is an individual human.

34
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5.19.6.3 Other subjects

Other organizations or entities impacted by an Al system, service or product can be for example in the
form of an individual or a community. For example, consumers who interacts with a social network that
provides recommendations based on Al, drivers of vehicles with Al-based automation.

5.19.7 Relevant authorities

5.19.7.1 General

Rdlevant authorities are organizations or entities that can have an impact on an Al systent) gervice or
prjoduct.

5.19.7.2 Policy makers

THese are organizations and entities that have the authority to set policieswithin an intefnational,
regional, national or industrial domain that can have an impact on an Al system, service or prpduct.

5.19.7.3 Regulators

These are organizations and entities that have the authority to,set, implement and enforce| the legal
reguirements as intended in policies set forth by policy makers (5:17.9.2).

6| Al system life cycle

6.1 Al system life cycle model

The Al system life cycle model describes :the evolution of an Al system from inceptior] through
refirement. This document does not prescribe a specific life cycle model but underlines some processes
thpt are specific to Al systems that cahioccur during the system life cycle. Specific proc¢sses and
tielines can occur during one or met€ of the life cycle stages and individual stages of thellife cycle
can be repeated during the system’s existence. For example, it can be decided to repeat the “design and
dgvelopment” and “deployment” stages many times to develop and implement bug fixes and ypdates to
the system.

A |system life cycle model helps stakeholders build Al systems more effectively and dgfficiently.
International Standards)are useful in developing the life cycle model, including ISO/IEC 15288 for
systems as a whole,\SO/IEC 12207 for software and ISO/IEC 15289 for system documentatipn. These
Infernational Standards describe life cycle processes for general systems, not specific to Al systems.
Figure 3 provides-an example of the stages and high-level processes that can be applied in the Al system
life cycle. Therstages and the processes can be iteratively carried out which is often requited for Al
system development and operation. There are various considerations that should be factorefl into the
entire life'cycle beginning to end. Examples of these considerations include:

—{ “governance implications arising from either the development or use of Al systems;

— privacy and security implications due to the use of large amounts of data, some of which can be
sensitive in nature;

— security threats that arise from data dependent system development;

— transparency and explainability aspects including data provenance and the ability to provide an
explanation of how an Al system’s output is determined.

Figure 3 shows an example of Al system life cycle model stages and high-level processes. Annex A shows
how this Al system life cycle model maps to an Al system life cycle definition from the OECD.
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Figure 3 — Example of Al system life cycle model stages and high-level processes

Al systemis differ from other types of systems, which can impact the life cycle model processes. Hor
example:

— Most|software systems are programmed to behave inprecisely defined ways that are driven py
their|requirements and specifications. The Al systems based on machine learning use data-driven
trainjng and optimization methods to deal with widely varying inputs.

tional software applications are usuallypredictable, which is less often the case for Al systems.

— Trad{tional software applications are also usually verifiable, while performance assessment of |Al

— Al systems typically need multiple iterations of improvement to achieve acceptable levels |of

The development andtesting processes also differ for Al systems, since these processes are also data-
based. This becomes>more challenging for Al systems which use continuous learning (also known [as
continuall learning, or lifelong learning) where the system learns in the operation stage and whdre
ongoing testing.is required.

The releafémanagement process for Al systems is different from traditional software. While traditional
software applications deal with code versioning and code diff functions, Al system releases include
code and model diffs, as well as training data diffs if machine learning is used.

Some of the processes of the Al life cycle that differ from those in the traditional software life cycle are
discussed in 6.2.

Figure 4 shows an example life cycle model for an Al system; different life cycle models are possible
based on different development techniques. Figure 4 shows a series of stages of the life cycle and
indicates some of the processes with each stage that are significant for Al systems and require special
consideration, beyond the consideration required for the development of typical non-Al systems.
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Figure 4 — Example Al system life cycle model with Al system-specific processeds

Aq shown in Figure 4, the development and opération of Al systems tends to be more iterative|in nature
thpn for non-Al systems. Al systems tend to-be less predictable and it typically takes some operational
experience and adjustment of the Al system to meet its objectives.

6.2 Al system life cycle stages and processes

6.2.1 General

The processes described, under each stage are representative examples as the specific procgsses will
dgpend on the Al syStem. The processes can be performed in different orders and in some cases, in
pdrallel.

These processes-are not necessarily Al-specific themselves, but the stakes associated with Al make
them of special importance in this context.

6.2.2< ‘Inception

InCepTion occurs Whem one or MOTe STakeNolders decides to turn an fdea into a tangibie system. The
inception stage can involve several processes and decisions that lead to a decision to proceed to
the design and development stage. The inception stage can be revisited during the life cycle as new
information is discovered in later stages. For example, it can be discovered that the system is not
technically or financially feasible. Examples of processes that can occur during the inception stage
include:

Objectives: Stakeholders should determine why an Al system needs to be developed. What problem
does the system solve? What customer need or business opportunity does the system address? What
are the metrics of success?

Requirements: Stakeholders should assemble a set of requirements for the Al system that spans the Al
system life cycle. Failure to consider requirements for deployment, operation and retirement can result
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in problems in the future. A multi-stakeholder approach including diverse subject-matter expertise can
help to identify potential risks and unintended consequences of the system. Stakeholders should ensure
the Al system requirements fulfil the Al system’s objectives. Requirements should take into account
that many Al systems are not predictable and the impacts this can have on achieving objectives.
Stakeholders should consider factors of regulations and ensure the development and operation of Al
system in compliance with relative compulsory policies.

Risk management: Organisations should assess risks in relation to Al during the whole life cycle of an
Al system. The output of this activity should be a risk treatment plan. Risk management, including the
identification, assessment and treatment of risk related to Al are described in ISO/IEC 23894.

Organizations should identify potential harms and benefits related to the Al system including conferting
with representative users. This process can yield a set of values that can guide development of parts|of
the system including features, user interface, documentation and uses. Organizations shouldfurther
study angl refine the values to the extent they can become part of the system requirefitents. Legpl,
human rights, social responsibility and environmental frameworks can help in refiningyand describipg
the valuep.

In additign to the typical risks considered for a system, such as security and privacy, the plan shoyld
also addrpss risks related to the values identified.

—

Transparency and accountability: Stakeholders should ensure that throughout the life cygle
considerdtions such as data provenance, validity of data sources, risk-mitigation efforts, procesges
and decidions implemented, are recorded to aid a comprehensive understanding of how the Al syst¢m
outcomed are derived as well as for accountability purposes.

Cost and Funding: Stakeholders should forecast the costs ‘0f’the Al system over the life cycle apd
ensure thlat funding is available.

Resources: Stakeholders should determine what reseirces are required to implement and complgte
each stage of the life cycle and they need to ensure the resources will be available when needé¢d.
Considergtion should be given to the data thatean be required for developing or evaluating an Al
system. Hor ML based Al system, Particular consideration should be given to the training, validatipn
and test data.

Feasibility: The inception stage leads to a decision of whether the Al system is feasible. A proof-pf-
concept ¢an be conducted to determine whether the system meets requirements and objectives.
Exampled of requirements and objectives can include:

— addresses the defined problem,
— addresses a business.apportunity or fulfilling a mission,
— meetp specifiedsedpabilities and attributes.

If the Al $ystemsis deemed to be feasible, the stakeholders can decide to proceed to the developmgnt
stage.

6.2.3 Design and development

The design and development stage creates the Al system and concludes with an Al system that is ready
for verification and validation. During this stage, and particularly before the conclusion, stakeholders
should ensure the Al system fulfils the original objectives, requirements and other targets identified
during the inception stage. Examples of processes that can occur during the design and development
stage include:

Approach: The stakeholders should determine an overall approach to designing the Al system, testing
it and making it ready for acceptance and deployment. The approach stage can include consideration of
whether both hardware and software will be needed, where to source components (e.g. develop from
scratch, buy off-the-shelf hardware, use open source software).

38 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=dc5bfa98969454697b6f93ca7b39cabe

ISO/IEC 22989:2022(E)

Architecture: The stakeholders should determine and document the overall architecture of the Al
system. The architecture and approach processes are related, and it can be necessary to iterate between
the two.

Code: Software code for the Al system is developed or acquired.

Training data: Al systems embody acquired knowledge. Training data processing is a fundamental
part of developing machine learning based Al systems (see 5.10).

Risk treatment: Organizations should implement processes and controls described in the risk
treatment plqn (cpp IQOI/IF(‘ 7?904)

6.2.4 Verification and Validation

Vdrification and validation checks that the Al system from the design and development stdge works
acpording to requirements and meets objectives.

Examples of processes that can form part of verification and validation include:

Vdrification: The software is tested for functionality and bugs as is any-hardware. Systems irftegration
tefting can also be done. A performance test can be conducted, checking whether the respdnse time,
delay or any other relevant performance characteristic of the Al system meets specific requirgments.

An important aspect of Al systems is the need to verify that the Al capabilities work as designed. This
refquires the acquisition, preparation, and use of test datay, "Test data needs to be separate [from any
other data used during design and development and it alsg needs to be representative of input/data that
the Al system is expected to process.

Adceptance: Stakeholders deem the Al system to befunctionally complete and at an acceptaljle level of
qyality and is ready to be deployed.

Risk monitoring and review: Organizations should review verification, test and validatign results
to[ be aware of events and conditions*eading to risks according to the risk treatment jplan (see
ISP/IEC 23894).

6.2.5 Deployment

The Al system is installed} released or configured for operation in a target environment| Example
prpcesses of the deployment stage can include:

Tqrget: Al systems ean be developed in one environment and then deployed to another. For gxkample, a
sel]f-driving systeni.éan be developed in a lab and then deployed in millions of automobiles. Other types
of[Al systems ¢anvbe developed on client devices and then deployed to the cloud. For some Al systems,
it |s importantto distinguish between the software components that are deployed and the njodel that
can be deployed separately and which is used by the software at runtime. Software and model can be
dgployed-independently.

RisKtreatment: Organizations should review and improve processes and controls for risk mahagement
and potentially update the risk treatment plan (see ISO/IEC 23894).

6.2.6 Operation and monitoring
During the operation and monitoring stage the Al system is running and generally available for use.
Example processes that can occur during the operation and monitoring stage include:

Monitor: The Al system is monitored for both normal operation and also for incidents including
unavailability, runtime failures or errors. These events are reported to relevant Al providers for action.

Repair: If the Al system fails or is experiencing errors, repairs to the system can be necessary.
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Update: Al system software, models and hardware can be updated to meet new requirements and to
improve performance and reliability.

Support: Users of the Al system are given any necessary support needed to successfully use the system.

Risk monitoring and review: Organizations should monitor Al systems during operation to assure
and improve the quality and effectiveness of the risk management process (see ISO/IEC 23894).

6.2.7 Continuous validation

If the Al i g, i ftort i i n
additiond]l stage of continuous validation. In this stage, incremental training takes place on an ongoipg
basis whille the system is running in production. The operation of the Al system is continually.chec
for correqt operation using test data. It is also the case that the test data itself can require some‘dpdates
to be moie representative of current production data and therefore provide a more faithful evaluatipn
of the Al $ystem capabilities.

Risk mahagement continuous improvement: Continuous validation should also be used to ena
continuoyis improvement to risk management processes (see ISO/IEC 23894).

6.2.8 Re-evaluation

After the|operation and monitoring stage, based on the results of th€ work of the Al system, the neged
for a reasgessment can arise. Example processes that can occur during the re-evaluation stage include:

Evaluate|operating results: The results of the system in opgration should be evaluated and assessed
against tIe objectives and the risks identified for the Al system:.

Refine objectives: If the original objectives cannot be achieved by the Al system, or that the objectivies
need modification once experience of operating the system is available. This leads to refinement of the
objectives.

Refine 1equirements: Operating experience “can provide evidence that some of the original
requiremgents are not valid in some ways and-this can lead to the refinement of requirements, possibly
with new|requirements or the removal of'some requirements.

Risk monitoring and review: Orgafiizations should monitor events and conditions leading to risks|as
described in the risk treatment plan(see ISO/IEC 23894).

6.2.9 Iletirement

At some point the Al system can become obsolete to the extent that repairs and updates are not gopd
enough tp meet new tequirements. Example processes that can occur during the retirement stalge
include:

Decommiissionand discard: If the purpose of the Al system no longer exists, or a better approach has
emerged,|the Al system can be decommissioned and completely discarded. This can include the dqta

associatedrwithrthe systenr:

Replace: If the purpose of the Al system continues to be relevant, but a better approach has emerged,
the Al system (or components of the Al system) can be replaced.

7 Al system functional overview

7.1 General

This document defines Al system as engineered system that generates outputs such as content,
forecasts, recommendations or decisions for a given set of human-defined objectives. Al systems do
not understand; they need human design choices, engineering and oversight. The degree of oversight
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depends on the use case. At a minimum, oversight is typically present during training and validation.
Such oversight is useful to ensure that the Al system is developed and used as intended, and that
impacts on stakeholders are appropriately considered throughout the system life cycle.

Figure 5 depicts a functional view of an Al system, where inputs are processed using a model to produce
outputs, and that model can be either built directly or from learning on training data. The parts drawn
with dashed lines are for ML based Al Systems.

Human design choices, engineering and oversight
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Figure 5 — Al system functional view

The purpose of this view is to provide a non-technical description of what Al systems do to achieve
a result. To summarize, Al systems contaih a model which they use to produce predictions find these
predictions are in turn used to successively make recommendations, decisions and actions, ir] whole or
in[part by the system itself or by human beings.

7.2 Data and information

D4dta can be input to the Al system in production, in which case it is called production data. I[nput data
can require preparatign)before it is presented to the Al system, such as the extraction of relevant
features.

Input to an Al system can also be information instead of data, typically for optimization tagks where
the only input-heeded is the information on what is to be optimized. Some Al systems do ngt require
arly input.dt all, but rather perform a given task on request (e.g. generating some synthetic image).

Fdr ML, \training data is used, to acquire some information about the domain of interest and the task to
bg dddressed.

Data has other uses for the development and evaluation of Al systems (see 5.10).

7.3 Knowledge and learning

The model used by the Al system for its processing and for problem-solving is a machine-readable
representation of knowledge.

There are two main types of such knowledge: declarative and procedural.

— Declarative knowledge is about what is. It is easy to verbalize and will translate into statements. For
example, “the death cap mushroom is poisonous” is declarative knowledge.
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— Procedural knowledge is about how to do something. It is often hard to verbalize. It will translate
into procedures. For example, to know if a mushroom is poisonous, you can apply procedural
knowledge: “If you have a mushrooms book, check into the book to see if you can identify your
mushroom. If yes, the book will tell you the answer. If you can’t, then go and see the pharmacist.”

Knowledge has various possible representations from implicit to explicit ones.

Knowledge can also come from various sources, depending on the algorithms used: it can pre-exist, it
can be acquired through sensing and learning processes, or it can be a combination of both.

system’s behaviour.

ML based Al systems: Al systems that involve learning are said to be machine learning based. Learnipg
entails cgmputational analyses of a training dataset to detect patterns, build a modelyand compdre
the outpyt of the resulting model to expected behaviours. It is also known as training. The resultipng
knowledge base is a trained model based on a mathematical function and training’set that represent$ a
best apprjoximation of the behaviour based on a given environment.

Continudus learning: Al systems also vary in terms of when and how data.is acquired. In some casgs,
the knowlledge base is static and provided at the outset, together with €he system’s pre-programmged
componehts. In other cases, the knowledge base changes or adapts:over time, with the informatipn
being upfated over the course of its operation. Machine learfing systems can be characterizged
by when,|during their lifetime, learning occurs. In many cases,an initial training phase yields somne
approximation of the actual target function, and the systeni-tontinues as-is without updating that
internal fepresentation based on new examples. An alternative approach, called lifelong or continuous
learning, [spreads the learning over time; the model is updated iteratively as new data is made availabjle.
In practife, models using lifelong learning usually-iniplement a combination of both approaches;
following| an initial training phase in which the bulk of learning occurs, the model is refined with
further data over time.

7.4 Frgm predictions to actions

7.4.1 (General

The result of input processing by~the Al system can be of various natures, depending on the level|of
automatipn of the system. Depending on the use case, the Al system can produce only a raw, technig¢al
output (gredictions), or it-can take more effective steps in proposing or applying itself actions on the
environmnjent (recommendations, decisions, and finally actions).

In the cade of classifi¢ation, erroneous results are usually categorized as false positive or false negative
errors. Alfalse positive is described as a positive prediction when the real result is negative. A false
negative |s a résult of the model incorrectly predicting a negative outcome. Users of Al systems need|to
understahd-the effects of an errant outcome including the possibility of a biased prediction. Such issyes

can direc ]y reflect characteristics of the tools processes or datausedto dpvn]np the system

A key point is that Al outputs are error prone. The output has a probability of being a correct, rather
than being absolutely true. Both the system designers and the users of Al systems need to understand
that such systems can produce incorrect outputs and the accountability implications of using such
incorrect outputs.

7.4.2 Prediction
The term “prediction” refers to the very first output of an Al system.

Al systems make predictions by applying model to new data or situations. In the credit scenario in 7.4.3,
an Al system was developed using previous loan records. To continue the example, when a new person
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applies for a loan, their information is fed to the model which then produces an estimate of how likely
that person is to repay a loan.

NOTE In artificial intelligence usage, prediction does not necessarily imply a statement about the future—it
only refers to the output of an Al system, which can be a type of flower in an image, or a translation into another
language.

7.4.3 Decision

Decisions correspond to choosing a specific course of action, with intention of applying it.
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8| Al ecosystem

8.1 General

Figure 6 represents an Al ecosystem in terms of functional layers. Large Al systems do n¢t rely on
a pingle technology, but rather on a mix of technologies developed over time. Such systemf can use
different technologies simultaneously, e.g. neural networks, symbolic models and prdbabilistic
repsening.

Each Iayer of FIgure b Uses the lower layers resources 1or the implementation of 1ts runctions. Lighter

shaded boxes are sub-components of a layer or function. The sizes of layers and sub-components are

no

t indicative of importance.
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Figure 6 — Al ecosystem

Creating Al systems remains a topic of ongoing research. Meanwhile, the use of Al technology is
becoming an inherent part of many industries, each with its own needs, values and legal constraints.

Specialized Al applications, such as those used for computer vision or for natural language processing,
are themselves becoming the building blocks for implementation of different products and services.
These applications are driving specialized Al system designs and, consequently, are setting the
priorities for research and development.
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Al technology often requires the use of significant compute, storage and network resources, for example
during the training phase of a machine learning system. Such resources, as shown in Figure 6, can be
provided efficiently using cloud computing.

The following subclauses describe the major components of the Al ecosystem as shown in Figure 6.

8.2 Al systems

Al systems can be used in numerous applications and to solve a multitude of tasks. Clause 9 describes
examples of applications using Al such as image recognition, natural language processing and predictive
mgintenance. Clause 5 lists numerous task categories that Al systems can address.

Allsystems follow a global functional path where information is acquired, either by hardceding (through
ernlgineering) or by machine learning to build a model of the domain. Then information, encoded in
the form of a model, is applied at a reasoning level, where potential solutions are“computefl, then at
a flecision level, where a choice is made among the potential actions that can)achieve the [goal. The
repsoning level includes spatial reasoning, temporal reasoning, common sense reasoning, ¢omputed
pdlicy application or any form of reasoning that can be coded. The decision‘level includes chdice based
or preferences or utilities among the actions.

8.8 Al function

Once the model is built, an Al function has the role to computed prediction, a recommendatioh or more
generally a decision that would help to reach the current ggalof the Al system.

Rdasoning is solely about applying the available data inthe current situation to the model ahd asking
the model what the possible options are.

Sdme examples of technologies which implement forms of reasoning include planning, |Bayesian
repsoning, automated theorem provers, temporal and spatial reasoning and ontology reasonefs.

Arnong these possible options that would-probably achieve the goal, the system still needs|to decide
which is the best.

Prieferences and utilities come in play: an automated taxi will maximize the well-being of the client, a
pdker playing program will maximize its profit.

8.4 Machine learning

8.4.1 General

Machine learning is a process using computational techniques to enable systems to learn from data
or|experience! It employs a set of statistical methods to find patterns in existing data and td then use
pdtterns«to.make predictions on production data.

In|traditional computer programming, a programmer specifies the logic to solve a given pijoblem by

steps, needed to solve the problem are not determined a priori.

Also, in contrast to traditional computer programming, machine learning models can improve over
time without being re-written by being re-trained on new, additional data and by using techniques to
optimize model parameters and data features.
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8.5 Engineering

851 G

eneral

In Engineering approaches by human experts, the processing relies solely on the expertise of the
developer and their understanding of the task. Knowledge is not learned from data but through
hardcoding by the developer based on their experience in a specific domain.

There are two main types of knowledge: declarative and procedural. See 7.3 for more details of both
types of knowledge.

8.5.2 Expert systems

As the nd
human es

An exper
base stor
informati

me implies, an expert system is an Al system that encapsulates knowledge prévided by
pert in a specific domain to infer solutions to problems.

system consists of a knowledge base, an inference engine and a user interface/The knowledge

bs declarative knowledge of a specific domain, which encompasses both'factual and heuris

for reaso

on. The inference engine holds procedural knowledge: the set of rulessand the methodolo
ing. It combines facts provided by the user with information from-the’knowledge base.

Fic
3%

Inference|is done using predefined rules according to the expert and with-logical statement evaluations.

Classes of problems that can be solved using expert systems include classification, diagnosis, monitori
and prediction.

8.5.3 Lpgic programming

Logic prdgramming is a form of programming based on*programming languages that express forn

logic. Pro
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8.6 Big

8.6.1 Blig data and data sources
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og is an example of a logic programming langrage.

gics for Al have been a significant research focus. Many kinds of formal logics target t
b of human reasoning in various situations. Logic programming provides a framework
t these models of human reasoning,-Al agents need to be capable of reproducing differe
easoning in a clearly specified, tfansparent and explainable fashion.

gramming with declarative statements coupled to strong natural language processing c
ent to reason by analogy,dvaw conclusions and generalize about objects and the environme

Apache Jenall?l is@semantic web framework that provides an inference engine.

data and data‘'sources — cloud and edge computing
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stems use data. That data can take various forms. In some cases, the data used by ML systeins
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Figure 7 — Big data and data sources

b data is extensive datasets whose characteristics in terms of volume, vatiety, velocity and v
quire specialized technologies and techniques to process and realize value. For example, tec

ha
C

hgve been developed specifically to manage large data volumes(that can be composed of of
valumes.

Big data has become important as organizations have increased the breadth and depth of data
arld therefore require specialized technologies and techniques to gain insights.

Far more information about big data, see ISO/IEC 20546 and ISO/IEC 20547-3.
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oad range of applications.
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e the transaction data they acquire from point-of-sale systems that they own. Data ca
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en sell or share the data with other organizations that put it to use. Additionally, data can be
querying and joinig data from different datasets, both 15t and 31 party.

ta can come fi'oyh many sources such as:
point ef'sale and other transactions;

polls-or surveys;

ariability
hnologies
Justers of
hnologies
her large

rollection

ability of

5 a result
Ly of vast

nounts of data for training resultsAn-improved machine learning models capable of being used a

retailers
h also be
data and
acquired

statistical research:

recorded observations;
Sensors;

images;

audio recordings;
documents;

interactions with systems.

© ISO/IEC 2022 - All rights reserved

47


https://standardsiso.com/api/?name=dc5bfa98969454697b6f93ca7b39cabe

ISO/IEC

22989:2022(E)

8.6.2 C(loud and edge computing

Cloud computing is a paradigm for enabling network access to a scalable and elastic pool of shareable
physical or virtual resources with self-service provisioning and administration on demand, see
ISO/IEC 17788 and ISO/IEC 17789.

Cloud computing is commonly associated with large, centralized data centres, which have the capability
of providing very large capacities of processing and data storage. Such large capacities can be essential
to some parts of the Al life cycle, particularly when processing large datasets to train the Al systems

and build

the models used within them.
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puting is distributed computing in which processing and data storage takes place at orne
of the network where the nearness is defined by the system's requirements. Thecedge
Hary between pertinent digital and physical entities, delineated by networked sensers a
(see ISO/IEC 23188).

iputing is largely about the placement and operation of software components and dd
Vhere software components, such as those associated with Al systems, atre dealing with I
tensors and actuators) there is often a need to minimize latencies afd - to produce resu

ion if communications are interrupted, or a need to protect the privacy of individual’s da
from edge devices. To achieve this can require that processing and data storage is done at
bdge. For details, see ISO/IEC 23188.

In this form, cloud computing can offer flexible and-dynamic deployment of both softw3
using virtualized processing and virtualized data’storage combined with resource pooli
elasticity and scalability to enable appropriate placement and operation of components of

honly the case that edge computing systems are combined with centralized systems to cre3
solutions, taking advantage of the capabilities of each type of system.

e, and model training in cloud and at the edge.

| services can be utilized(as a centralized platform for the training of ML models (Figure

[0 resource restrictions-of edge devices, computing and storage intensive tasks related
ng, validation and,maintenance of models are performed using a cloud infrastructure. On
bd, the model is-deployed, applied, and, if necessary, updated on edge devices. Data frd
devices can befurther used to perform training activities or, as in the case of reinforcems
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