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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The prjocedures used to develop this document and those intended for its further maintenance atre
descriled in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted’in accordance'with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iec.cifmembers

expertk/refdocs).

Attent]on is drawn to the possibility that some of the elements of.this document !yay be the subject
of pat¢nt rights. ISO and IEC shall not be held responsible. for, identifying dny or all such patent
rights.|Details of any patent rights identified during the development of the \d'ocument will be in the
Introdfiction and/or on the ISO list of patent declarations received (see wwwiisg.org/patents) or the IEC
. . . . ~ X

list of patent declarations received (see patents.iec.ch). )

N e

Any trhde name used in this document is information-given for the ¢envenience of users and does not

constiffute an endorsement. \

)\
For ar explanation of the voluntary natureé of standards,‘the meaning of ISO specific terms and
expressions related to conformity assessment, as well a$ itformation about I1SO's adherence to the
World [Trade Organization (WTO) principles in the TechniCal Barriers to Trade (TBT) see www.iso.org/

iso/forleword.html. In the IEC, see wwin.iec.ch/understan \ding-standards.
)

cument was prepared by Joint Techniczi\l.?(lommittee ISO/IEC JTC 1, Information technology,
mittee SC 42, Artificial-Intelligence. Q

Y W
Any fegdback or questions on'this documentshould be directedto the user’s national standards body. A
complgte listing of these bodies can befgﬁnd at www.isolorg/members.html and www.iec.ch/national-
commifttees.
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Introduction

Advancements in computing capacity, reduction of costs of computation, availability of large amounts
of data from many sources, inexpensive online learning curricula and algorithms capable of meeting or
exceeding human level performance in particular tasks for speed and accuracy have enabled practical

applications of Al, making it an increasingly important branch of information technology.

Al is a highly interdisciplinary field broadly based on computer science, data science, natural sciences,

lu.uuauitin:b, 1uat}u:1uati\.b, DULiCl]l DLiCllLCD aud ut}1c1 O TCI IS Dl.ll.}l adS “iutcniscut", “illtC}}i
“understanding”, “knowledge”, “learning”, “decisions”, “skills”, etc. are used threughout thisdoe
However, it is not the intention to anthropomorphize Al systems, but to describe the fact.that s

systems can rudimentarily simulate such characteristics.

There are many areas of Al technology. These areas are intricately linked and developing rapidly
difficult to fit the relevance of all technical fields into a single map. Research of Aljincludes aspec
as aspects including “learning, recogmtlon and prediction”, “inference, knowledge and languag
“discovery, search and creation”. Research also addresses mterdependenaes;mong these aspec

)
The concept of Al as an input and output process flow isshared by many(Alfesearchers, and rese:

gence”,
Lument.
bme Al

soitis
Es such
e” and
Fs(23],

irch on

each step of this process is ongoing. Standardized con¢epts and terminglogy are needed by stakelholders

of the technology to be better understood and adopted by a broadér ‘audience. Furthermore, cg
and categories of Al allow for a comparison @nd classificatigny Jof different solutions with 1

ncepts
espect

to properties like trustworthiness, robustness, resilience,. r&hébility, accuracy, safety, security and

privacy. This enables stakeholders to selectappropriate solqtlons for their applications and to cd
the quality of available solutions on the market.

As this document does provide a definition for the term Al in the sense of a discipline only, the ¢
for its usage can be described as‘follows: Al is a te€hnical and scientific field devoted to the engi
system that generates outputs.such as content, forecasts, recommendations or decisions for a gi
of human-defined objectives: LA

>
.,

mpare

ontext
heered
ven set

This document provides standardlzed o}lcepts and terminology to help Al technology to be|better
understood and used\by a broader set t"of stakeholders. It is intended for a wide audience in¢luding
experts and non-practitioners. The, reading of some specific clauses can however be easier [with a
stronger background in computerscience. These'concerns are described primarily Clauses 5.0, 5.11
and 8, which are more technjgal than the rest of the document.
'\vg
. N
Q) by
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Information technology — Artificial intelligence —
Artificial intelligence concepts and terminology

1 Scope

This document establishes terminology for Al and describes concepts in the'field of Al.

This document can be used in the development of other standards and in'support of communigations
among diverse, interested parties or stakeholders.

This document is applicable to all types of organizations (e.g, commercial enterprises, govefrnment
agencies, not-for-profit organizations).
2 Normative references e

There are no normative references in this document. - XA

3 Terms and definitions
RG)
For the purposes of this document, thefollowing terms aﬁa definitions apply.

NS
ISO and IEC maintain terminology databases for use\ifi standardization at the following address¢s:

&
— ISO Online browsing platferm: available at Ht?ps://www.iso.org/obp

e
— IEC Electropedia: available at https:[[;gﬁ w.electropedia.org/
)
N

A

3.1 Terms related'to Al 16
N

3.1.1 o,

Al agent A\’

automated (3.1.7) entity that;senses and responds to its environment and takes actions to achjeve its

goals N

3.1.2 ol
Al ’component
functional element that constructs an Al system (3.1.4)

3.1.3

artificialintelligence

Al

<discipline> research and development of mechanisms and applications of Al systems (3.1.4)

Note 1 to entry: Research and development can take place across any number of fields such as computer science,
data science, humanities, mathematics and natural sciences.

314

artificial intelligence system

Al system

engineered system that generates outputs such as content, forecasts, recommendations or decisions for
a given set of human-defined objectives

Note 1 to entry: The engineered system can use various techniques and approaches related to artificial intelligence
(3.1.3) to develop a model (3.1.23) to represent data, knowledge (3.1.21), processes, etc. which can be used to
conduct tasks (3.1.35).

© ISO/IEC 2022 - All rights reserved 1
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Note 2 to entry: Al systems are designed to operate with varying levels of automation (3.1.7).

3.1.5

autonomy

autonomous

characteristic of a system that is capable of modifying its intended domain of use or goal without
external intervention, control or oversight

3.1.6

appllc tion al)cu;f;\, ;utcsl ated-eireuit

ASIC

integrated circuit customized for a particular use

[SOURCLE: ISO/IEC/IEEE 24765:2017, 3.193, modified — Acronym has been moved to separate lifie.]

3.1.7

automatic

automfation \

automfated ¢\

pertaiping to a process or system that, under specified«conditions, funetions without human
intervégntion o\

s

[SOURCE: ISO/IEC 2382:2015, 2121282, modified — In. the definition,¥a process or equipment” has
been r¢placed by “a process or system” and preferred terms of “automated and automation” are added.]

3.1.8 o\
cognitiive computing
categoly of Al systems (3.1.4) that enables people and machings-to interact more naturally

Note 1|to entry: Cognitive computing tasks-are associated( with machine learning (3.3.5), speech processing,
natural|language processing (3.6.9), computer vision (3.7.1);antdhuman-machine interfaces.

)
3.19 \“
continuous learning Q
contiﬂzal learning Q
lifelong learning W

increnjental training.of an Al system (3-1.4) that takes placé on an ongoing basis during the operation
phase pf the Al system life cycle ANy

¥

3.1.10 X
conneftionism e, N
conneftionist paradigm®s~
conneftionist model

connegtionist approach
form (f cognitive~thodelling that uses a network of interconnected units that generally are simple
compulational Qinits

3.1.11

data mpining
comp%ﬁﬂﬁmmm

and dimensions, categorizing them, and summarizing potential relationships and impacts

[SOURCE: ISO 16439:2014, 3.13, modified — replace “categorizing it” with “categorizing them” because
data is plural.]

3.1.12
declarative knowledge
knowledge represented by facts, rules and theorems

Note 1 to entry: Usually, declarative knowledge cannot be processed without first being translated into procedural
knowledge (3.1.28).

2 © ISO/IEC 2022 - All rights reserved
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[SOURCE: ISO/IEC 2382-28:1995, 28.02.22, modified — Remove comma after “rules” in the definition.]

3.1.13

expert system

Al system (3.1.4) that accumulates, combines and encapsulates knowledge (3.1.21) provided by a human
expert or experts in a specific domain to infer solutions to problems

3.1.14
general Al

ACL

AUl

artificial general intelligence
type of Al system (3.1.4) that addresses a broad range of tasks (3.1.35)/with a satisfactory level of
performance

Note 1 to entry: Compared to narrow Al (3.1.24).

Note 2 to entry: AGI is often used in a stronger sense, meaning systems.that not only can-perform a wide|variety
of tasks, but all tasks that a human can perform. \
v
3.1.15 0
genetic algorithm FANN )
GA -5
algorithm which simulates natural selection by.creating and ‘eyolving a population of indiyiduals
(solutions) for optimization problems s

3.1.16 A,

heteronomy

heteronomous M

characteristic of a system operating under the constraint of external intervention, control or ovdgrsight
N

3.1.17 \, -
inference L

reasoning by which conelusions are derived from known-prenises
N
Note 1 to entry: In Al, a premise is eithet’a?act, arule, a model, a feature or raw data.
W
Note 2 to entry: The term "inferenege’ refers both to the.process and its result.

[SOURCE:=ISO/IEC 2382:20115, \2123830, modified - Model, feature and raw data have been |[added.
Remove (“Note 4 to entry:'>8.03.01 (2382)”. Remove “Note 3 to entry: inference: term and deffinition
standardized by ISOAEE2382-28:1995" ]

3.1.18 2
internet of things
IoT

infrastructire of interconnected entities, people, systems and information resources togethgqr with
services.that process and react to information from the physical world and virtual world

[SOURCE: ISO/IEC 20924:2021, 3.2.4, modified - “...services which processes and reacts to...” hgs been
oy« ; » ne.]

3.1.19

IoT device

entity of an IoT system (3.1.20) that interacts and communicates with the physical world through
sensing or actuating

Note 1 to entry: An IoT device can be a sensor or an actuator.

[SOURCE: ISO/IEC 20924:2021, 3.2.6]
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3.1.20
IoT system
system providing functionalities of [oT (3.1.18)

Note 1 to entry: An IoT system can include, but not be limited to, IoT devices, 10T gateways, sensors and actuators.
[SOURCE: ISO/IEC 20924:2021, 3.2.9]

3.1.21
knowledge

t=]
<artififial intelligence> abstracted information about objects, events, concepts..or rules, théir
relatiopships and properties, organized for goal-oriented systematic use

Note 1 fo entry: Knowledge in the Al domain does not imply a cognitive capability, contrary to usage df the term
in somg other domains. In particular, knowledge does not imply the cognitive act of understanding.

Note 2 fo entry: Information can exist in numeric or symbolic form.

Note 3 [to entry: Information is data that has been contextualized, so.that it is interpretgble. Data is created
through abstraction or measurement from the world. )

‘.’

3.1.22 ™

life cy¢le 30

evolution of a system, product, service, project or other human-made.erit'ity, from conception through
retirerhent N QC

[SOURCLE: ISO/IEC/IEEE 15288:2015, 4.1.23] o\’

3.1.23 Va
model @
physichl, mathematical or otherwise ldgical representation of a system, entity, phenomenon, process or

data Ve
P

[SOURCE: ISO/IEC 18023-1:2006, 3.1.11, mod%'fi%‘:d - Remove~comma after “mathematical” in the
definitjon. "or data" is added-atthe end.] o~

|
~

3.1.24 \§

narrow Al \¥

type of Al system (3.1.4) that is focused on defined tasks (3.1.35) to address a specific problem
Y

Note 1 o entry:'‘Compared to genqal’AI (3.1.14).

{

3.1.25 O™ g
performance
measufable result

Note 1 fo entry: Performance can relate either to quantitative or qualitative findings.

Note 2 fo entty+'Performance can relate to managing activities, processes, products (including services), systems
or orgapizations.

3.1.26

planning

<artificial intelligence> computational processes that compose a workflow out of a set of actions,
aiming at reaching a specified goal

Note 1 to entry: The meaning of the “planning” used in Al life cycle or Al management standards can be also
actions taken by human beings.

4 © ISO/IEC 2022 - All rights reserved
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3.1.27
prediction
primary output of an Al system (3.1.4) when provided with input data (3.2.9) or information

Note 1 to entry: Predictions can be followed by additional outputs, such as recommendations, decisions and
actions.

Note 2 to entry: Prediction does not necessarily refer to predicting something in the future.

Note 3 to entry: Predictions can refer to various Kinds of data analvsis or production applied to new data or

historical data (including translating text, creating synthetic images or diagnosing a previous power failyre).

3.1.28
procedural knowledge
knowledge which explicitly indicates the steps to be taken in order to selve a problem-or to reach a goal

[SOURCE: ISO/IEC 2382-28:1995, 28.02.23]

3.1.29 }
robot () 4
automation system with actuators that performs intended tasks (3.53’5) in the physical warld, by

N

means of sensing its environment and a software control system _ ()

-

|
Note 1 to entry: A robot includes the control system/nd interface of dcontrol system.
a A
Note 2 to entry: The classification of a robot as-industrial roboterservice robot is done according to its intended
application. N\

Note 3 to entry: In order to properly perform its tasks (3.1.35), a robot makes use of different kinds of sefpsors to

confirm its current state and perceive the elements cop&posing the environment in which it operates.
N

3.1.30 \

robotics 2 o

science and practice of designing, manuf\a()turing and applying robots

N
A

[SOURCE: 1S0O 8373:2012, 2.16] K
N

3.1.31 ‘oA

semantic computing W

field of computing that aims'to identify the meanings of computational content and user intentigns and

to express'them in a ma\chi'ne-processable form

3.1:32 A

soft computing- "

field of computing that is tolerant of and exploits imprecision, uncertainty and partial truth t¢ make

problem-solving more tractable and robust

Note 1_toventry: Soft computing encompasses various techniques such as fuzzy logic, machine learnjng and
probabilistic reasoning.

3.1.33

symbolic Al
Al (3.1.3) based on techniques and models (3.1.23) that manipulate symbols and structures according
to explicitly defined rules to obtain inferences

Note 1 to entry: Compared to subsymbolic Al (3.1.34), symbolic Al produces declarative outputs, whereas
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.

© ISO/IEC 2022 - All rights reserved 5
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3.1.34

subsymbolic Al

Al (3.1.3) based on techniques and models (3.1.23) that use an implicit encoding of information, that can
be derived from experience or raw data.

Note 1 to entry: Compared to symbolic Al (3.1.33). Whereas symbolic Al produces declarative outputs,
subsymbolic Al is based on statistical approaches and produces outputs with a given probability of error.

3.1.35
task

<artififial intelligence>action required to achieve a specific goal

Note 1 fo entry: Actions can be physical or cognitive. For instance, computing or creation.of predictions (311.27),
translations, synthetic data or artefacts or navigating through a physical space.

Note 2(to entry: Examples of tasks include classification, regression, ranking, clustering and(dimensionality
reductipn.

3.2 Terms related to data ¢\
3.2.1 A\
data apnotation XA

procesg of attaching a set of descriptive information todata without any ehange to that data

. A
Note 1 o entry: The descriptive information can take the form of metaddta; labels and anchors.
)

3.2.2 N

data quality checking Na

procesks in which data is examined for completeness, biassand other factors which affect its usefulness
for an Al system (3.1.4) 1*

3.2.3 PN,

data apgmentation X

procesk of creating synthetic samples by mod'@)ing or utilizing the existing data

3.24 W

data shmpling 7,

procesk to select a subset of data samples intended to present patterns and trends similar to that of the
larger Hataset (3.2.5) being analysed

Note 1 fo entry:ldeally, the sq,bset\of data samples will be representative of the larger dataset (3.2.5).

-

3.2.5 )
dataset
collectjon of data with a shared format

EXAMHLE 1 _Miero-blogging posts from June 2020 associated with hashtags #rugby and #football.

EXAMHLEZ2, ¥ Macro photographs of flowers in 256x256 pixels.

Note 1 to entry: Datasets can be used for validating or testing an Al model (3.1.Z3]. In a machine learning (3.3.5)
context, datasets can also be used to train a machine learning algorithm (3.3.6).

3.2.6

exploratory data analysis

EDA

initial examination of data to determine its salient characteristics and assess its quality

Note 1 to entry: EDA can include identification of missing values, outliers, representativeness for the task at hand
- see data quality checking (3.2.2).
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3.2.7
ground truth
value of the target variable for a particular item of labelled input data

Note 1 to entry: The term ground truth does not imply that the labelled input data consistently corresp
the real-world value of the target variables.

3.2.8
imputation

onds to

nracadiirasahbhaora matccin g dor o oo wanlo o d by actia ot d oo oo
lJl vltLilLuUuurcv vviici o llllddllls uddia drvoe1 L}Jlubbu Ll)’ ColllIrdaileu Ut 111

[SOURCE: ISO 20252:2019, 3.45]

3.29
input data
data for which an Al system (3.1.4) calculates a predicted output or.inference

3.2.10
label 7
target variable assigned to a sample

3.2.11 &
personally identifiable information 'S

PII >
personal data .
any information that (a) can be used to establish a link befyeen the information and the natural

to whom such information relates, or (b) is or can be diréctly or indirectly linked to a natural pe
O

Note 1 to entry: The “natural person” inthe definition_is t}/{e PII principal. To determine whether a PII p

is identifiable, account should be takenof all the means<vhich can reasonably be used by the privacy stak

holding the data, or by any otherparty, to establisll\the link betweenithe set of PII and the natural person

X

)
Note 2 to entry: This definition is included todefine the term(Pll as used in this document. A public ¢

person
son

fincipal
cholder

oud PII

processor is typically notin-a position to kngw explicitly whetherinformation it processes falls into any specified

category unless this.isimade transparenqtby the cloud serviee customer.
[SOURCE: ISO/IEC 29100:2011/A£n\\d'1:2018, 29]
3.2.12 N

production data ‘\'?
data acquired during the/operation phase of an Al system (3.1.4), for which a deployed Al system

calculates a predictédoutput or inference (3.1.17)

3.2.13
sample

atomic data-element processed in quantities by a machine learning algorithm (3.3.6) or an Al
(3.1.4)

3.2.14

(3.1.4)

system

test data

evaluation data
data used to assess the performance of a final model (3.1.23)

Note 1 to entry: Test data is disjoint from training data (3.3.16) and validation data (3.2.15).
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3.2.15

validation data

development data

data used to compare the performance of different candidate models (3.1.23)

Note 1 to entry: Validation data is disjoint from test data (3.2.14) and generally also from training data (3.3.16).
However, in cases where there is insufficient data for a three-way training, validation and test set split, the data
is divided into only two sets - a test set and a training or validation set. Cross-validation or bootstrapping are
common methods for then generating separate training and validation sets from the training or validation set.

Note 2 fo entry: Validation data can be used to tune hyperparameters or to validate some algorithmic choices, tip
to the gffect of including a given rule in an expert system.

3.3 Terms related to machine learning

3.3.1
Bayesljan network

probalilistic model (3.1.23) that uses Bayesian inference (3.1.17) for probability cozpputatlons using a
directg¢d acyclic graph

3.3.2 . .\\
decisipn tree ~ '\ ,
model [3.1.23) for which inference (3.1.17) is encoded(as paths from };h'e'root to a leaf node in a tree

structdire A

3.3.3 ONY%

human-machine teaming
integration of human interaction with machine mtelllgence ca‘pabllltles

K
3.3.4 ;‘

hyperparameter
characteristic of a machine learning-algorithm (3 §.§) that affects its learning process

Note 1 o entry: Hyperparameters are selected prJ'or to training and cah be used in processes to help estimate

model parameters.
N

Note 2 fo entry: Examples'of hyperparameters include the number of network layers, width of each layer, type
of activiation function; optimization méthod, learning rate for neural networks; the choice of kernel function in a
supporf vector machine; number ofleaves or depth of a tree; the K for K-means clustering; the maximum number
of iterafions of the.expectation ma\ximization algorithm; the number of Gaussians in a Gaussian mixture.

3.3.5 A
machipe learning
ML
procesp of optimizingmodel parameters (3.3.8) through computational techniques, such that the model’s
(3.1.23) behavigur reflects the data or experience

3.3.6

machipelearning algorithm

algoritharte-determine parameterst—— ol amachinedearningmode——remdataaecordinste
given criteria

EXAMPLE Consider solving a univariate linear function y = 8 + 8;x where y is an output or result, x is an

input, 6, is an intercept (the value of y where x=0) and 0 is a weight. In machine learning (3.3.5), the process of
determining the intercept and weights for a linear function is known as linear regression.
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3.3.7

machine learning model

mathematical construct that generates an inference (3.1.17) or prediction (3.1.27) based on input data
or information

EXAMPLE If a univariate linear function (y = 8, + 6,x) has been trained using linear regression, the resulting
model canbey =3 + 7x.

Note 1 to entry: A machine learning model results from training based on a machine learning algorithm (3.3.6).

3.3.8

parameter

model parameter

internal variable of a model (3.1.23) that affects how it computes its outputs

Note 1 to entry: Examples of parameters include the weights in a neural network and thetransition probgbilities
in a Markov model.

3.39 "

reinforcement learning )

RL M

learning of an optimal sequence of actions to. maxXimize a revs@r}i through interaction with an

environment ...'

3.3.10 ALY

retraining

updating a trained model (3.3.14) by training (3.3.15) w1th\dlfferent training data (3.3.16)
O

3.3.11 X

semi-supervised machine learning

machine learning (3.3.5) that makes use ofboth Pabelled and unlabelled data during training (3.3115)

2 O
3.3.12 %
supervised machine learning Q
machine learning (3.3.5) that makes only use of labelled data during training (3.3.15)
3.3.13 CN
support vector machine \
SVM )

machine'learning algorzthm (3 3.6) that finds decision boundaries with maximal margins

Note. 1 to entry: Sup-pprt vectors are sets of data points that define the positioning of the decision bouhdaries
(hyper-planes). A

3.3.14
trained model
result of\wiodel training (3.3.15)

3.3.15
training

model training
process to determine or to improve the parameters of a machine learning model (3.3.7), based on a
machine learning algorithm (3.2.10), by using training data (3.3.16)

3.3.16
training data
data used to train a machine learning model (3.3.7)

3.3.17
unsupervised machine learning
machine learning (3.3.5) that makes only use of unlabelled data during training (3.3.15)
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3.4 Terms related to neural networks

3.4.1

activation function
function applied to the weighted combination of all inputs to a neuron (3.4.9)

Note 1 to entry: Activation functions allow neural networks to learn complicated features in the data. They are
typically non-linear.

3.4.2
convol
CNN
deep c
DCNN

feed fo

3.4.3
convol
mathe

344

deep1
deep n
<artifi
(3.3.15

Note 1

3.4.5
explodi

utional neural network
bnvolutional neural network

rward neural network (3.4.6) using convolution (3.4.3) in at least one-of'its layers

ution

matical operation involving a sliding dot product or cross-correlation of the mf)ut data
= - ’\\

parning _s

pural network learning XN

Cial intelligence> approach to creating rich hierarchical represéntatlons through the training

) of neural networks (3.4.8) with many hiddenlayers \

o entry: Deep learning is a subset of ML (3:3.5).

-~

ing gradient X N

phenomenon of backpropagation training (3.3.15)/in, a neural network where large error gradients

accum

3.4.6
feed fq
FFNN
neural
only

3.4.7

1late and result in very large.updates to the Welghts makingthe model (3.1.23) unstable
\
N

rward neural network ~
"

hetwork (3.4.8)where 1nformat1b-r‘1 is fed from the input layer to the output layer in one direction
"

-

e

long short-term memory q

LSTM
typeof
for bot]

3.4.8
neura
NN
neural

0

recurrent neuralnietwork (3.4.10) that processes sequential data with a satisfactory performance
h long and short’span dependencies

network

net

artifici

al neural network

<artificial intelligence> network of one or more layers of neurons (3.4.9) connected by weighted links
with adjustable weights, which takes input data and produces an output

Note 1 to entry: Neural networks are a prominent example of the connectionist approach (3.1.10).

Note 2

to entry: Although the design of neural networks was initially inspired by the functioning of biological

neurons, most works on neural networks do not follow that inspiration anymore.

10
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3.49

neuron

<artificial intelligence> primitive processing element which takes one or more input values and
produces an output value by combining the input values and applying an activation function (3.4.1) on
the result

Note 1 to entry: Examples of nonlinear activation functions are a threshold function, a sigmoid function and a
polynomial function.

2410

recurrent neural network
RNN

neural network (3.4.8) in which outputs from both the previous layer and\the previous processing step
are fed into the current layer

3.5 Terms related to trustworthiness

3.5.1 74
accountable )
answerable for actions, decisions and performance ) \\’ )
[SOURCE: ISO/IEC 38500:2015, 2.2] .‘;.\ .

3.5.2 N Q2
accountability \

state of being accountable (3.5.1)

O
Note 1 to entry: Accountability relates to an allocatedvresponsibility. The responsibility can be bdsed on
regulation or agreement or throughassignment as par\{of delegation.
X

\ )
Note 2 to entry: Accountability.involves a person 9x entity being accountable for something to another pgrson or
entity, through particular méans and according€e-particular critéria,
\

[SOURCE: ISO/IEC 38500:2015, 2.3, rpo\d-l\fied — Note 2 to entry is added.]

3.5.3 %
availability <
property of being accessible\wd usable on demand by an authorized entity

"
[SOURCE:ISO/IEC 27009:2‘018, 3.7]

3.5:4 A

bias ’

systematic differénce in treatment of certain objects, people or groups in comparison to others

Note 1 to-entry: Treatment is any kind of action, including perception, observation, representation, prediction
(3.1.27)0owdecision.

[SOURCE: ISO/IEC TR 24027:2021, 3.3.2, modified - remove oxford comma in definition and hote to
entry]

3.5.5
control
purposeful action on or in a process to meet specified objectives

[SOURCE: IEC 61800-7-1:2015, 3.2.6]

3.5.6

controllability

controllable

property of an Al system (3.1.4) that allows a human or another external agent to intervene in the
system’s functioning
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3.5.7

explainability

proper

ty of an Al system (3.1.4) to express important factors influencing the Al system (3.1.4) results in

a way that humans can understand

Note 1 to entry: It is intended to answer the question “Why?” without actually attempting to argue that the
course of action that was taken was necessarily optimal.
3.5.8
predigtability
properjty of an Al system (3.1.4) that enables reliable assumptions by stakeholders (3:5.13) aboutthe
output]
[SOURLE: ISO/IEC TR 27550:2019, 3.12, “by individuals, owners, and operators about the Plland its
procesking by a system” has been replaced with “by stakeholders about the'outputs”.]
3.59
reliability \
properjty of consistent intended behaviour and results ¢ 4
[SOURLE: ISO/IEC 27000:2018, 2.55] , ,\\' )
_e
3.5.10 "%
resilignce >
ability|of a system to recover operational condition‘quickly followidg an incident
<A
3.5.11 N
risk >
effect ¢f uncertainty on objectives -
\¢
XN
Note 1 fo entry: An effect is a deviationfrom the expected. It-can be positive, negative or both and can address,
create ¢r result in opportunities and threats. O y
N
Note 2 fo entry: Objectives can have-different aspegts and categories and-can be applied at different levels.
. W
Note 3 fo entry: Risk is usually expressed in ter_m‘s of risk sourcesj potential events, their consequences and their
likelihdod. \
o
[SOURLE: ISO 31000:2018, 3.1, modified — Remove comma after “both” in Note 1 to entry. Remove
comma after “categories” in Noté 216 entry.]
3.5.12 Par)
robustness o
abilitylofa system to ndaintain its level of performance under any circumstances
3.5.13
stakeholder
any indlividual;group, or organization that can affect, be affected by or perceive itself to be affected by
a decidionoractivity

3.5.14

transparency
<organization> property of an organization that appropriate activities and decisions are communicated
to relevant stakeholders (3.5.13) in a comprehensive, accessible and understandable manner

Note 1

to entry: Inappropriate communication of activities and decisions can violate security, privacy or

confidentiality requirements.

12
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3.5.15

transparency

<system> property of a system that appropriate information about the system is made available to
relevant stakeholders (3.5.13)

Note 1 to entry: Appropriate information for system transparency can include aspects such as features,
performance, limitations, components, procedures, measures, design goals, design choices and assumptions,
data sources and labelling protocols.

Note 2 to entry:- Inannronriate disclosure of some asnocts of 2 custom can viglate cocurity  nri acy or
J rr r r J PAEES

confidentiality requirements.

3.5.16
trustworthiness
ability to meet stakeholder (3.5.13) expectations in a verifiable way

Note 1 to entry: Depending on the context or sector, and also on the specific product or service, data and teclhnology
used, different characteristics apply and need verification to ensure stakeholders’ (3.5.13) expectations afe met.

%
Note 2 to entry: Characteristics of trustworthiness include, for instance, reliability, availability, regilience,
security, privacy, safety, accountability, transparency, integrity, authenticity; Quallty and usability.
’ .\
Note 3 to entry: Trustworthiness is an attribute that can-be applied to se}wces, products, technology, data and
information as well as, in the context of governance,to organizationss, "

N\

o A
[SOURCE: ISO/IEC TR 24028:2020, 3.42, modified — Stakeholders’ expectations replaced by stakgholder
expectations; comma between quality and usability replacett by “and”]

3.5.17 M

verification ~

confirmation, through the provision of ob]ectrve evidence, that specified requirements havg been
fulfilled S,

Note 1 to entry: Verification only provides assiﬁ:ance that a product conforms to its specification.
N
[SOURCE: ISO/IEC 27042:2015, 3.21} 3
W
3.5.18 O,
validation
confirmation, through the p?bv151on of objective evidence, that the requirements for a specific intended
use or application have \been fulfilled

[SOURCE: 1SO/IECZ7043:2015, 3.16]

3.6 Termsrelated to natural language processing

3.6.1

automatic summarization
task (3.1.35) of shortening a portion of natural language (3.6.7) content or text while refaining
important semantic information

3.6.2

dialogue management

task (3.1.35) of choosing the appropriate next move in a dialogue based on user input, the dialogue
history and other contextual knowledge (3.1.21), to meet a desired goal

3.6.3

emotion recognition

task (3.1.35) of computationally identifying and categorizing emotions expressed in a piece of text,
speech, video or image or combination thereof

Note 1 to entry: Examples of emotions include happiness, sadness, anger and delight.

© ISO/IEC 2022 - All rights reserved 13


https://standardsiso.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

3.6.4

information retrieval

IR

task (3.1.35) of retrieving relevant documents or parts of documents from a dataset (3.2.5), typically
based on keyword or natural language (3.6.7) queries

3.6.5

machine translation

MT

task (3
using 3

[SOUR
3.6.6

.1.55) of automated translation of text or speech from one natural language (5.6./) to another
computer system

CE: 1SO 17100:2015, 2.2.2]

named entity recognition

NER
task (3
sequer]

Note 1

Note 2
exists.

Note 3
proper

3.6.7

.1.35) of recognizing and labelling the denotational names-of entities and t;beir categories for
ces of words in a stream of text or speech (&
e A4
o entry: Entity refers to concrete or abstract thing of interest, including aseom\ations among things.
o entry: “Named entity” refers to an entity with a denotational name where a specific or unique meaning
A \!’0

to entry: Denotational names include the specific names of ngs‘ons, locations, organizations and other
names based on the domain or application,

NS

v

-~

naturjl language \

langu

Note 1
etc.

Note 2
to be di

[SOUR
the us4

ge that is or was in active use in,a community-of people and whose rules are deduced from usage

fo entry: Natural language is.any human languogg‘e., which can belexpressed in text, speech, sign language,

Q

fo entry: Natural language is any humer_l language, such.as English, Spanish, Arabic, Chinese or Japanese,
stinguished fromprogramming ang/formal languages, 'such as Java, Fortran, C++ or First-Order Logic.

CE: ISO/IEC-15944-8:2012, .3%82} modified — “and the rules of which are mainly deduced from
1ge” replaced by “and its rules are deduced from usage. Removed comma after “Chinese” in Note

2 to enftry 3.6:8] O

3.6.8
naturs
NLG
task (3

3.69
naturd

X

= S
-
s

1] language generation

1.35) of cobverting data carrying semantics into natural language (3.6.7)

11 language processing

NLP

<system> information processing based upon natural language understanding (3.6.11) or natural
language generation (3.6.8)

3.6.10

natural language processing

NLP

<discipline> discipline concerned with the way systems acquire, process and interpret natural language

(3.6.7)

14

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

3.6.11

natural language understanding
NLU

natural language comprehension

extraction of information, by a functional unit, from text or speech communicated to it in a natural
language (3.6.7), and the production of a description for both the given text or speech and what it

represents

[SOURCE: ISO/IEC 2382:2015, 2123786, modified - Note to entry has been removed, hyphen in n

atural-

language has been removed, NLU has been added.|

3.6.12

optical character recognition

OCR

conversion of images of typed, printed or handwritten text into machine-encoded text

3.6.13
part-of-speech tagging

task (3.1.35) of assigning a category (e.g. verb, noun, adjective) to a wqrd '6ased on its graminatical

propertles A
PN\

3.6.14 X

questlon answerlng '.‘

task (3.1.35) of determining the most appropriate answer to a'questlon provided in natural la
(3.6.7)

‘.\
Note 1 to entry: A question can be open-ended or be intende\d to have a specific answer.
J
3.6.15 @
relationship extraction &)
relation extraction »
task (3.1.35) of identifying relationships aQto'ng entities mentioned in a text
3.6.16 0
sentiment analysis 3

task (3.1.35) of computatlonally identifying and(categorizing opinions expressed in a piece
speech or image, to determinea range of feeling such as from positive to negative
\

Note 1_toentry: Examples ‘G)f sentiments include approval, disapproval, positive toward, negative

agreementand disagreement.

{
& No

3.6.17 -

speech recogmtlon

speech-to-text

STT

conversion, by a functional unit, of a speech signal to a representation of the content of the speeq

[SQURCE: ISO/IEC 2382:2015, 2120735, modified — Note to entry has been removed.]

nguage

bf text,

oward,

27 10

speech synthesis
text-to-speech

TTS

generation of artificial speech

[SOURCE: ISO/IEC 2382: 2015, 2120745]
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3.7 Terms related to computer vision

3.71
computer vision
capability of a functional unit to acquire, process and interpret data representing images or video

Note 1 to entry: Computer vision involves the use of sensors to create a digital image of a visual scene. This can
include images, such as images that capture wavelengths beyond those of visible light such as infrared imaging.

3.7.2
face relcognition

automatic pattern recognition comparing stored images of human faces with the\image of an actual
face, indicating any matching, if it exists, and any data, if they exist, identifying the person to whom the
face bglongs

[SOURCLE: ISO 5127:2017, 3.1.12.09]

3.7.3 !
image ¢ v
<digitdl> graphical content intended to be presented visually (AP
A\

Note 1(to entry: This includes graphics that are encoded in-any;electronic forma.t\, including, but not limited
to, fornpats that are comprised of individual pixels (e.g. thosé produced by paiit’programs or by photographic

means)|and formats that comprised of formulas (e.g. those produced as scalab)'le vector drawings).
N

[SOUREE: ISO/IEC 20071-11:2019, 3.2.1] Ré) '
3.7.4 N
image|recognition .4

image [lassification process that classifies object(s), pa’gtgfn(s) or concept(s) in an image (3.7.3)

4 Abbreviated terms o3
Q
API application programming intefface
N
CPS cyber-physical systems. ‘o
CPU central processing ur\rft\

-

CRISPDM _eross-industry-precess model for data mining

& No

DNN deep neural nétwork

DSP digital’signal processor

FPGA field-programmable gate array

GPU graphics processing unit

HMM hidden Markov model

IT information technology

KDD knowledge discovery in data

NPU neural network processing unit

OECD organisation for economic co-operation and development
POS part of speech
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5 Al concepts

5.1 General

The interdisciplinary study and development of Al systems aim at building computer systems

able to

perform tasks that normally require intelligence. Al-enabled machines are intended to perceive certain

environments and take actions that fulfil their demands.

Al uses techniques from many fields, such as computer science, mathematics, philosophy, ling

istics,

economics, psychology and cognitive science.

Compared to most conventional non-Al systems, there is a number of interesting features that are

shared by some or all Al systems:

a) Interactive — inputs to Al systems are generated by sensors, or through interactions with h
with outputs which can result in stimulating an actuator<or providing responses to humn
machines. An example can be object recognition as a result.of an Al system being presented v

image of an object. (%4
=)

i mans,
ans or
vith an

b) Contextual — some Al systems can draw on multiple sources \t)f"{nformation, includinig both

structured and unstructured digital information; as well as senédl\y inputs.

c) Oversight — Al systems can operate with various degr.ees of human oversight and ¢
depending on the application. An exampleisa self-driving vehicle with varying levels of autor

d) Adaptive — some Al systems are engineered to utiize dynamic data in real time and ret
update their operation based on new data. N

v/

5.2 From strong and weak Al to general alijd narrow Al

From a philosophical point-of view, the feasﬂ:;hty of machineS possessing intelligence has been d
This debate has led to introduce two difféerent kinds of Al; the so-called weak Al and strong
weak Al, the system_can only process&ymbols (letters, numbers, etc.) without ever underst
what it does. In strong Al, the system-also processes symbols, but truly understands what it do

ontrol,
nation.

rain to

bbated.

Al In
anding
bs. The

denominations “weak AI" and sttong Al" are mostly important to philosophers but irrelevant to Al

researchers and-practitioners: %~

Following this debate, the(?{halifications of "narrow AI" vs "general Al" appeared, which ar
suitable.to the Al field. A jfiarrow Al" system is able to solve defined tasks to address a specific p
(possibly much bettel'than humans would do). A “general Al” system addresses a broad range g
with'a satlsfactory‘lﬁvel of performance. Current Al systems are considered as “narrow”. It is

known whether“general” Al systems will be technically feasible in the future.

5.3 Agent

It is passible to look at Al systems from an agent paradigm point of view since some applicatior]
aimhat simulating human intelligence and human behaviour. Defined as an engineering discip

b more
Foblem
f tasks
hot yet

s of Al
ine, Al

can be seen as the domain that tries to build artificial agents exhibiting rational behaviour. Th

P agent

paradigm establishes a clear line separating the agent and the environment in which it evolves. The

agent paradigm is illustrated in Figure 1.
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actions

agent environment

N

sensing

Figure 1 — The agent paradigm

v

., "
An Al 4gent interacts with its environment through sensors and.actuators, takigg'actions that maximize
its chapce of successfully achieving its goals. ;1\
Environments have different characteristics depending on the task ‘b‘e'ing undertaken, and these
characferistics impact the level of problem-solving difficulty. . QL

In this|paradigm, several types of Al agents can be defined, depertding on their architecture[22:
— reflex agents, which rely only on the cufrent situation te ¢hoose an action;

— mgdel-based agents, which rely oma'model of thejienvironment that allows them to consider the

results of their available actions; A

X

D
— gopl or utility-based agents, which rely on an’internal utility function that allows them to choose
actions that achieve goals, and among goa@ look for the most desirable ones;

— leqrning agents, which'can gather infermation on their.énvironment and learn to improve their
performance. D,

Severﬂl sophisticated and high-le\(el\architectures based on different theories have been developed to
implement agerts: -

5.4 Knowledge Ot

The Alspecific meaning of "knowledge" warrants a more detailed discussion, due to the prevalence of|
that concept in the,document and in the field.

While |in otherdomains, the term can be associated to cognitive capabilities, in the context of Al it is
a purely techiical term that refers to contents, not capabilities. The knowledge concept is part of the
data-ijfférmation-knowledge hierarchy, according to which data can be used to produce information,
and information cam be used To produce RNowiedge. I the COntext of Al, These are purety technical,
non-cognitive processes.

Knowledge differs from information in that information is observed by the system, while knowledge is
what the system retains from such observations. Knowledge is structured and organized; it abstracts
away from the specificities of individual observations. Depending on the goal, the same information can
lead to different knowledge.

Knowledge differs from its representation in that the same knowledge can have different
representations: it can appear under different concrete forms, each with their own pros and cons, but
they all have the same meaning.
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These distinctions have a technical impact, as some Al approaches, methods and other study topics
rely entirely on the ability to produce different knowledge for the same information, or different
representations for the same knowledge.

5.5 Cognition and cognitive computing

Cognition comprises the acquisition and processing of knowledge through reasoning, exclusive or
shared experience, learning and perception. It encompasses concepts such as attention, the formation
of knowledge, memory, judgment and evaluation, reasoning and computation/ problem solving and

decision making, comprehension and production of language.

Cognitive computing is among the subdisciplines of AI2Zl, [t aims to.implement cognitior] using
capabilities such as pattern identification from the processing of huge amounts of information. It
enables people to interact more naturally with machines. Cognitive computing tasks are ass¢ciated
with machine learning, speech processing, natural language processing, computer, vision and juman-
machine interfaces.

5.6 Semantic computing (€

%
s

e £

Semantic computing addresses the matching of computational contertsemantics to human intentions.
It provides representations for describing information and uses fh)s'e representations for retrfieving,
managing, manipulating and creating content (such as text, V1de0~ audio, process, function, devlce and
network). Semantic description of content enables uncertamty “reduction in cognitive procesges and
logical reasoning on information. This in turh helps to achigve information enrichment, deconfiction,
summarization and comparison. Therefore, semantic_éomtputing is an approach that combinef prior

information and learning. N
J

5.7 Soft computing :’4‘
Soft computing is a methodology that comblnes various techniques that can tolerate imprgcision,
uncertainty and partial truth to solve conplex problems. Conventional computing methods are geherally
applied to find precise.and rigorous so}atlons to problems: However, such solutions can be unspitable
or alternatively can'result in extreme‘comple)ﬂty Soft computing is built on the understanding that the
real world is often imprecise andiincertain. As a result, attempting to define precise solutions fo real-
world problems ean often have aSsociated costs and complexity. Thus, soft computing aims to lgverage
the tolerance.for imprecisieiy-uncertainty and partial truth to achieve tractable, robust and 1gw-cost
solutionsf?4l, Examples. 0f)soft computing techniques are fuzzy systems, evolutionary algorithms,
swarm intelligence andweural network systems.
PR

& No
”~

5.8" Genetic algorithms

Genetic algbrithms simulate natural selection by creating and evolving a population of indiyiduals
(solutions)for optimization problems. The creation of new solutions based on an initial populgtion is
inspired.from genetic mutations. The chromosome (set of “genes”) is represented as a string of|0s and
1s,/0uce an initial population of chromosomes is generated, the first step is just to calculate thefitness
of-each chromosome. The fitness function value quantifies the optimality of a solution by ranking it

dgdillbl. LIIC ULilUl bUluLiUllb. If LhE bUluLiUll Cl CdLUd ib I1OU U})Lillldl, L}lell d pdil Uthl UIITOSUIIICS ib S :leCted
for exchanging parts (crossover) and creating two offspring chromosomes. In the next step, a mutation
randomly changes at least one gene in the chromosomes. The initial population is replaced with the new
population and a new iteration starts. GA iterations end when one of the termination criteria (usually a
predefined number of iterations) is satisfied. In the end, the fittest chromosomes are retained[23l.

5.9 Symbolic and subsymbolic approaches for Al

In the discipline of Al, many different points of view with different paradigms exist. There is no
classification that will establish a clear-cut distinction between different types of Al. Nevertheless, it is
possible to provide some dimensions along which Al systems can be positioned.
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Since the foundation of Al as a discipline, two paradigms have developed in competition: symbolic Al
and subsymbolic Al.

Symbolic Al involves encoding knowledge with symbols and structures and it mostly uses logics
to model reasoning processes. In this paradigm, information is encoded explicitly using a formal
representation, whose syntax is processable by a computer and whose semantics is meaningful to
humans.

The other approach is subsymbohc AI usmg the connectlomst paradlgm This paradlgm is not based

5.10 Data (74

)

p

Data are central to many Al systems. Many of them are designed to procqss data and it is often
necesspry to use data for testing purposes. In the case of machine learmqg\systems their whole life
cycle relies on the availability of data. e,

¥

Data cpn come in structured form (e.g. relational .databases) or unst.ﬁlctured form (e.g. emails, text
documlents, images, audio and files). Data are a key aspect of Al sxs\tems and they go through processes
including:

— data acquisition, in which the data are-obtained from oﬁe or more sources. Data can be sourced
within the organization or brought.in from outside. "Qhe suitability of the data needs to be assessed,
for example, whether it is biased.in'some ways or Whether itis broad enough to be representative of
the expected operational datadinput; N

)

<

\
— exploratory data analysis; where the datacharacteristics are examined for patterns, relationships,
trgnds and outliers. Such analysis can guide later steps such as training and verification;

N
— dafaannotation, inwhich the significant elements of the data are added as metadata (e.g. information
abput data provenance or labels to.aid with training a model);

N

)
— daka preparation, in which.the'data are put into a form that can be used by the Al system;

N
— filtering,'which is the.feimoval of unwanted data. The effects of the filtering need to be carefully
expmined to avoid thedhtroduction of unwanted bias and other issues;

— nofrmalization,-which is the adjustment of data values to a common scale so that they are
mgthematically comparable;

— de}identification or other processes, which can be required if the dataset includes personally
id¢ntifiable information (PII) or is associated with individuals or organizations, before the data can
be|used by the Al system (e.g. see ISO/IEC 20889);

— data quality checking, in which the contents of the data are examined for completeness, for bias
and other factors that affect its usefulness for the Al system. Checking for data poisoning is crucial
to ensure that training data have not been contaminated with data that can cause harmful or
undesirable outcomes;

— data sampling, in which a representative subset of the data is extracted;

— data augmentation, in which the data that are available in too small quantities undergo several
kinds of transformations in order to expand the dataset;
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— datalabelling, in which datasets are labelled, which means that samples are associated with target
variables. Labels are often needed for test data and validation data. Some ML approaches also rely
on the availability of labels for training the model (see 5.11.1 and 5.11.3).

Depending on the use case and on the approach used, data in Al system can be involved in several ways:

— production data is the data processed by the Al system in the operation phase. not all ai systems
involve production data, depending on the use case, but this is independent of the technical design
and approach of the ai system.

— test data is the data used to evaluate the performance of the ai system, before its deploymeltxt. itis
expected to be similar to production data, and proper evaluation needstest data to be disjoint from
any data used during development. all ai approaches warrant evaluation but depending on the task
it is not always adequate to use test data.

— validation data corresponds to data used by the developer to.make or validate some algotithmic
choices (hyperparameter search, rule design, etc.). it has various names deperding on the fie|d of ai,
for instance in natural language processing it is typically. referred to as development data. there are
cases when no validation data are needed. 4

%
s

— training data is used specifically in the context of machine learm{{g: it serves as the raw njaterial
from which the machine learning algorithm extracts its mode}ro address the given task.

NOTE1 In software assessment frameworks, wvalidation lS thp process of checking whether |certain
requirements have been fulfilled. It is part of the'evaluation procé€ss.In Al-specific context, the term "val{dation”
is used to refer to the process of leveraging data to set certainivalues and properties relevant to the|system
design. It is not about assessing the system.with respect to ifsrequirements, and it occurs before the evdluation

stage. \
g Na

NOTE 2  In software assessment.frameworks, "tes‘t:&efers to various diverse processes such as searching for
bugs, performing unit tests and-measuring computation time. Its meaning in Al refers specifically to st3tistical
evaluation of the system performance against adedicated dataset
A%
\0
5.11 Machine learning concepts xO
|

~

5.11.1 Supervised machine lqa/r?l'ing

Supervised-machine learning-is defined as “machine learning that makes use of labelled data |during
training”*(3.3.12). In this_tase, ML models are trained with training data that include a kn¢gwn or
determined output or target variable (the label). The value of the target variable for a given yample
is also known as thé ground truth. Labels can be of any type including categorical, binary or numeric
values, or structared objects (e.g. sequences, images, trees or graphs) depending on the task.|Labels
can be part ofthe original dataset but in many cases, they are determined manually or through other
processes.

Supervised learning can be used for classification and regression tasks, as well as for more cpmplex
tasks-pertaining to structured prediction.

Fap information on supervised machine learning see ISO/IEC 23053.

5.11.2 Unsupervised machine learning

Unsupervised machine learning is defined as “machine learning that makes use of unlabelled data
during training” (3.3.17).

Unsupervised machine learning can be useful in cases such as clustering where the objective of
the task is to determine points of commonality among the samples in the input data. Reducing the
dimensionality of a training dataset is another application of unsupervised machine learning where the
most statistically relevant features are determined irrespective of any label.

For information on unsupervised machine learning see ISO/IEC 23053.
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5.11.3 Semi-supervised machine learning

Semi-supervised machine learning is defined as “machine learning that makes use of both labelled and
unlabelled data during training” (3.3.11). Semi-supervised machine learning is a hybrid of supervised
and unsupervised machine learning.

Semi-supervised machine learning is useful in cases where labelling all the samples in a large training
dataset would be prohibitive from a time or cost perspective. Refer to ISO/IEC 23053 for further details
about semi-supervised machine learning.

5.11.4| Reinforcement learning

Reinfofcement learning is the process of training an agent(s) interacting with its.environment te achieve
a predgfined goal. In reinforcement learning, a machine learning agent(s) learns through an‘iterative
procesp of trial and error. The goal of agent(s) is to find the strategy (i.e. build a model) for-gbtaining the
best rgwards from the environment. For each trial (successful or not), an indirect feedback is provided
by the|environment. The agent(s) then adjusts its behaviour (i.e. its.model) based)on this feedback.

Refer to ISO/IEC 23053 for further information on reinforcement learning. (7
))

5.11.5( Transfer learning « ,\< 2

s

Transfgr learning refers to a series of methods where data.intended for sovang one problem is leveraged
to apply the knowledge gained from it to a different'problem. For example, information gained from
recognlizing house numbers in a street view can be.used to recognize handwritten numbers. Refer to
ISO/IEL 23053 for further details about transferlearning. oN%

NS

5.11.6| Training data X

-~

N4
Training data consists of data samples.used to train a machine learning algorithm. Typically, the data
samplgs relate to some particular tepic of concern ;mti they can consist of structured or unstructured
data. The data samples can be unlabelled or label]\e‘d

In the [latter case, the labelis used to guide tﬁe process of training the machine learning model. For
example, where the inputdata are imagegiand the aim is to(decide whether an image shows a cat, the
label chn be "true” for an image that is(of'a cat and "false” for an image that is not of a cat. This allows
the trdined model to.represent a statlstlcal relationship between attributes of a training data sample

and the target variable. =

)

-

The nymber, of data samples In/the training data and selection of appropriate features contribute to
how well the resulting Ml model fits the distribution of the data or target variable. However, there is
a tradg-off of the computatfonal time and resources required for computing if the dataset is extremely
large.

5.11.7| Trained'model

This dpcument defines a trained model as the result of model training which in turn is defined as the
procesp o, establish or to improve the parameters of a machine learning model, based on a machine

learningatgortthmr by ustngtraimingdata—Amachime tearning modet s ammathrenmaticat corstruct tiat
generates an inference, or prediction, based on input data or information. The trained model should be
usable by an Al system to make predictions based on production data from the area of interest. Various
standardized formats exist to store and transmit the trained model as a set of numbers.

5.11.8 Validation and test data

To assess the trained model, it is common to split the data acquired for developing a model into datasets
for training, validation and test.

Validation data are used during and after training to tune hyperparameters. The test set is used to
verify that the model has learned what it was supposed to. Both consist of data that are never shown
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to the model during training. If one were to use training data for those purposes, the model is capable
of “remembering” the correct prediction without actually processing the data sample. To avoid
overestimating model performance, test data are not shown during tuning either.

When using cross-validation, data are split such that each data sample is used for both training and
validation. This approach emulates the use of a larger dataset, which can improve model performance.
Sometimes, insufficient data are available to allow for separate training, validation and test sets. In
such cases, data are split only into two sets, namely 1. training or validation data, and 2. test data.
Separate validation and training datasets are then generated from the training or validation data, for

example via boot-strapping, or cross-validation.
5.11.9 Retraining

5.11.9.1 General

Retraining consists of updating a trained model by training-with different @saining data. It can be
necessary due to many factors, including the lack of large training datasets, data drift and concept drift.

In data drift, the accuracy of the model’s predictions decays over time gltI,e"to changes in the statistical
characteristics of the production data (e.g. image resolution has chapged,or one class has becomfe more
frequent in data than another). In this case, the model'needs to be retrained with new training dqta that
better represents the current production data. . 53
A )
In concept drift, the decision boundary moves'(e.g. what is legal and what is not tends to chang¢ when
new laws are published), which also degtades the accur@é€y of predictions, even though the data have
not changed. In the case of concept drift, the target vatiables in the training data need to be relabelled
and the model retrained. Vi

-~

When retraining an existing model, a specific cq’rﬁsglderation is to overcome or minimize the challenges

of so-called catastrophic forgetting. Many machine learning algorithms are good at learning tasks only

if the data is presented all-atonce. As a modebis trained on a particular task, its parameters are aflapted

to solve the task. When new training daga‘is introduced,adaptations based on those new obseryations

overwrite knowledgethat the model had'previously acquiréd. For neural networks, this phenompnon is

known as “catastrophic forgetting’\', and is considered one of their fundamental limitations.
>

5.11.9.2 Centinuous learni{lg
Ay

Continuous learning, also Known as continual learning or lifelong learning, is incremental training of a
model that'takes plage.ar an ongoing basis while the system is running in production. It is a special case
of retraining, wherermodel updates are repeated, occur with high frequency, and do not involve any
interruption of gperation.

In many Al<ystems, the system is trained during the development process before the systenj is put
into production. This is similar in nature to standard software development, where the system |s built
and tested fully before it is put into production. The behaviour of such systems is assessed durjng the
verifieation process and is expected to be unchanged during the operation phase.

Alsystems that embody continuouslearning involve the incremental update of the model in the §ystem

as it operates during production. The data input to the system during operation is not only analysed
to produce an output from the system, but also simultaneously used to adjust the model in the system,
with the aim of improving the model on the basis of the production data. Depending on the design of
the continuous learning Al system, there can be human actions required in the process, for example
data labelling, validating the application of a specific incremental update or monitoring the Al system
performance.

Continuous learning can help dealing with limitations of the original training data and it can also help
deal with data drift and concept drift. However, continuous learning brings significant challenges in
ensuring that the Al system still operates correctly as it learns. Verification of the system in production
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is necessary, as is the need to capture the production data to become part of the training dataset in case
the Al system is updated at some future point.

Due to the risk of catastrophic forgetting, Continuous learning implies the ability to learn over time by
accommodating new observations made on current data, while retaining previous knowledge.

The characteristics of continuous learning include:

— learning over time in dynamic environments (ideally in the open world);

— augmenting the previously learned knowledge by learning new knowledge to improve performance
(either through new data or reasoning on existing knowledge);

— digcovering new aspects of the task to be learned and learning them incrementally;

— leqrning on the job or learning while the system is running in production.

5.12 Examples of machine learning algorithms !
v
))

o\
-5
5.12.1}1 General <%

¥

5.12.1| Neural networks

Neural| networks attempt to simulate intelligent{capability in gbserving, learning, analysing and
decisign making for complex problems. Hence, the design of ne%al networks draws inspiration from
the waly neurons are connected in the brains of humans and animals. The structure of neural networks
is composed of interconnected processing-elements, calledyneurons. Each neuron receives several
inputs|and generates only one output. They are organized‘into layers, where the output of one layer
becomgs the input to the next layer. Each connection hasan assigned weight related to the importance
of the input. The neural network “learns” by training‘wi\’ch known inputs, comparing actual output with
the expected one and using the error to adjust weights. Thus, the links which produce correct answers
are strengthened and those which generate incgri‘ect answers are.weakened.
N

This dpcument defines deep’learning as a'n\approach to creating rich hierarchical representations
through the training of neural network$ with many hidden layers. This process allows the neural
network to progressively refine the findl output. Deep learning can reduce or eliminate the need for
featur¢ engineering.as the most relevant features are identified automatically. Deep learning can
requirg significant.time and coniputing resources.

There pre many neural ngtw'oﬁ( “architectures” (essentially, arrangements of neurons) and this is an
active prea of research with new neural network architectures continuing to be introduced. Examples
of NNdrchitectures include:

— fe¢d forwardmeural network;
— re¢urrent-heural network;

— cohyvelutional neural network.

These NN architectures are described in 5.12.1.2 through 5.12.1.4

NOTE Refer to ISO/IEC 23053 for further information on NNs.

5.12.1.2 Feed forward neural network

FFNN is the most straightforward neural network architecture. It feeds information from the input to
the output in one direction only. There are no connections between the neurons within the same layer.
Two adjacent layers can be typically 'fully connected' in that each neuron in one layer has a connection
to each neuron in the subsequent layer.
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5.12.1.3 Recurrent neural network

5.12.1.3.1 General

RNNsl21l deal with inputs that appear in an ordered sequence, i.e. the ordering of the inputs in the
sequence matters. Examples of such inputs include dynamic sequences like sound and video streams, but
also static sequences like text or even single images. RNNs have nodes that both take input information
from the previous layer and also factor in information from themselves from a previous pass. RNNs
have a stateful property influenced by past learning. RNNs are widely used inn-speech recognition,

machine translation, time series forecasting and image recognition. Refer to‘ISO/IEC 23053 for further
information on RNN.

5.12.1.3.2 Long short-term memory network

An LSTM network is a form of RNN designed for problems that require remembgring informatign with
both longer and shorter time differences, making them suitable for learning_long-term conndctions.
They have been introduced to solve the vanishing gradient problem in RN/NS associated with back-

propagationl22], CS

LSTM networks can learn complex sequences, such.as writing like,Shglkespeare or composing|music.
Refer to ISO/IEC 23053 for further information on"LSTM. x'\ .

5.12.1.4 Convolutional neural network A QL

)
A CNN is a neural network that includes at least one ldy€¥. of convolution to filter useful information
from inputs. Common uses include image recognition;¥ideo labelling and natural language prodessing.
Refer to ISO/IEC 23053 for further information on CNN.
N4

N

5.12.2 Bayesian networks \

X

)
Bayesian networks are graphical modelsised for generating predictions on the dependencies b¢tween
variables. They can bé used to derive.probabilities for the causes or variables that can contribute to
the outcome. This causality is very useful in applications such as medical diagnosis. Other appli¢ations
where Bayesian.networks are useful include data‘analysis, addressing incomplete data and mitjgating
overfitting of models to data. Bdyesian networks rely on Bayesian probability: the probably of ah event
is dependent.on the extent of belief in that event. Further information on Bayesian networks [can be
found inl2%.and in ISO/IEG 23053.

N
5.12.3, Decision trées-

Decision treesuse a tree structure of decisions to encode possible outcomes. Decision tree algorithms
are widely ised for classification and regression. The tree is formed of decision nodes and leaf
nodes. Eachi~decision node has at least two branches, whereas leaf nodes represent the final dpcision
or classification. Generally, the nodes are ordered in terms of the decision that gives the stiongest
predietor. Input data needs to be split into various factors in order to determine the best oytcome.
Decision trees are analogous to flow charts where at each decision node a question can be agked to

determine which branch to prnrnnﬂ to

5.12.4 Support vector machine

SVM is a machine learning method widely used for classification and regression. SVMs mark data
samples into two different categories and then assigns new data examples to one category or the
other. SVM are maximum-distance classification algorithms. They define a hyperplane to separate
two classes above and below it, providing the maximal distance between the classifying plane and the
closest data points. The points that are closest to the border are called support vectors. The orthogonal
distance between support vectors and the hyperplane is half of the margin of SVM. The training of an
SVM involves maximizing the margin subject to the data from the different categories that are on the
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opposite side of the hyperplane. SVMs also use kernel functions to map data from the input space into a
higher-dimensional (sometimes infinite) space, in which the classifying hyperplane will be chosen.

These hard-margin SVM are rarely used in practice. A hard-margin classifier only works if the data is
linearly separable. With just one data sample on the wrong side of the hyperplane, the classifier cannot
be solved.

In contrast, soft-margin classifiers allow data samples to violate the margin (i.e. to be situated on
the wrong side of the hyperplane). Soft-margin classifiers attempt to achieve maximal margin while

limitingmmar giu viotations:

Categorization of unlabelled data and use in prediction and pattern recognition‘are examples af\the
applicgtion of SVM. When using SVM for regression, the objective is the reverse.of SVM classifier. In
SVM rggression, the objective is to fit as many data instances as possible(inside the margify, while
limitinjg margin violations (those samples outside the margin).

5.13 Autonomy, heteronomy and automation

%
Al systlems can be compared based on the level of automation anid whether theyfape subject to external
control. Autonomy is at one end of a spectrum and a fully human-controlled system on the other, with
degreds of heteronomy in between. Table 1 shows the relationship betwe(;I(a’J)tonomy, heteronomy and
automation, including the null case of no automation. S

X !;0
Table 1 — Relationship between autonomy, heteron‘o;ny and automation

A

N

Level of automation Comments

Autompted system [Autonomous |6 - Autonomy Thb’\system is capable of modifying its intend-
'ed domain of use or its goals without external
Intervention, control or oversight.

Ve -

4
N

Heteronomous_{5 ~Full automatign¥®, | The systemiis.capable of performing its entire
ot missionwithout external intervention

X
4 - High aut@mhation The system performs parts of its mission with-
e out external intervention
3 - Conditional auto- Sustained and specific performance by a sys-
matieh tem, with an external agent being ready to take
N\ over when necessary

)2 - Partial automation |Some sub-functions of the system are fully auto-
e mated while the system remains under the control
{00 of an external agent

& No
s 1 - Assistance The system assists an operator
0 - No automation The operator fully controls the system
NOTE In jurisprudence, autonomy refers to the capacity for self-governance. In this sense, also, “autonomous”

is a mignomer.as dpplied to automated Al systems, because even the most advanced Al systems are not self-
governing. Rather, Al systems operate based on algorithms and otherwise obey the commands of operators. For
these r¢asons, this document does not use the popular term autonomous to describe automation(39l,

Relevant criteria for the classification of a system on this spectrum include the following:

— the presence or absence of external supervision, either by a human operator (“human-in-the-loop”)
or by another automated system;

— the system’s degree of situated understanding, including the completeness and operationalizability
of the system’s model of the states of its environment, and the certainty with which the system can
reason and act in its environment;

— the degree of reactivity or responsiveness, including whether the system can notice changes in its
environment, whether it can react to changes, and whether it can stipulate future changes;
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— whether its operation persists up until or beyond the completion of a particular task

or the

occurrence of a particular event in the environment (e.g. relevant to achieving a goal, timeouts or

other mechanisms);

— the degree of adaptability to internal or external changes, necessities or drives;

— the ability to evaluate its own performance or fitness, including assessments against pre-set goals;

— the ability to decide and plan proactively in respect to system goals, motivations and drives.

Instead of substituting for human work, in some cases the machine will complement human
which is called human-machine teaming. This can happen as a side-effect of Al.development;-ord
can be developed specifically with the goal of creating a human-machine team. Systems that
complement human cognitive capabilities are sometimes referred to as‘intelligence augmentatiq

Overall, the presence of accountable supervision during operation can assist incensuring that

system works as intended and avoids unwanted impacts on stakeholders.

5.14 Internet of things and cyber-physical systems & 4
A\

5.14.1 General Q "

Al is increasingly used as a component in embedded systems like’internet of things and cyber-p
systems, either for analysing streams of information about,the physical world arising from s
or for making predictions and decisions-about physical processes that are used to send appr
commands to actuators to control or influence those physical processes.

*J\
5.14.2 Internet of things @

0 N\
[oT is an infrastructure of interconnected enutles systems and information resources togethe
services which process and react to 1nforma?t10n from the physical world and the virtual world
Essentially, an [oT system is a network of\ fddes with both sensors, which measure properties of p
entities then transmit data relating to*those measurements, and actuators, which change prope
physical entities inresponse to a dlglf'al input.

Medical monitoring and monitdrfﬁg the state of the atmosphere are examples of IoT systems,
the output of.the system is ibformation that is intended to assist human beings in their activit]
warnings'te medical staff, Weather forecasts for humans).

[oT systems involve networked IT systems interacting with physical entities. Foundational
systems are d1g1ta‘l"loT devices, in the form of sensors and actuators, that interact with p
entities. A sensorymeasures one or more properties of one or more physical entities and outpu
that can beAransmitted over a network. An actuator changes one or more properties of a p

work,
bystem
aim to
n.

the Al

hysical
ENSOr'S,
bpriate

r with
(3.1.8).
hysical
"ties of

where
es (e.g.

to IoT
hysical
[s data
hysical

entity in response to a valid input, received over a network. Both sensors and actuators can be i many

forms, such as thermometers, accelerometers, video cameras, microphones, relays, heaters, ro
industrial equipment for manufacturing or process control. See ISO/IEC 30141 for more informa

Alcan play an important role in the context of IoT systems. This includes the analysis of in

bots or
fion.

foming

data and decision making which can assist in achieving the goals of the system, such as the control of
physical entities and physical processes, by providing contextual, real-time and predictive information.

5.14.3 Cyber-physical systems

CPS are systems similar to 10T, but where control logic is applied to the input from sensors in order to

direct the activities of actuators and thereby influence processes taking place in the physical wo

rld.

Arobotis an example of a CPS system, where sensor input is directly used to control the activities of the

robot and perform actions in the physical world.
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Robotics encompasses all activities relating to the design, assembly, production, control and usage
of robots for different kinds of applications. A robot is composed of electronic, mechanical, firmware
and software components tightly interacting with each other to achieve the goals set for a specific
application. Robots are usually comprised of sensors to assess their current situation, processors
to provide control through analysis and the planning of actions and actuators to realize the actions.
Industrial robots set in manufacturing cells are programmed to repeat in a precise way the same
trajectories and actions over and over without deviation. Service robots or collaborative robots need
to adapt to changing situations and dynamic environments. Programming this flexibility is intractably
challenging because of all the variability involved.

Al sysfem components can serve as part of the control software and the planning process throughcthe
“sense|plan, act” paradigm, thus enabling robots to adjust when obstacles appearorwhen target ebjects
have njoved. Coupling robotics and Al system components enables automated.physical interaction'with
objectg, environment and people.

5.15 Trustworthiness

5.15.1| General (9 4

-’
e £

Trustworthiness of Al systems refers to characteristics which help relev nt‘s\takeholders understand
whether the Al system meets their expectations. These characterlstlcs can help stakeholders verify
that:

.0
,\’

— Allsystems have been properly designed and/validated in con(ormance with state-of-the art rules
an(d standards. This implies quality and robustness assurafee;

— Al|systems are built for the benefits of the relevant stakeRolders who have aligned objectives. This
imfplies awareness of the workings of Al algorithms aqd an understanding of the overall functioning
by| stakeholders. It also implies-qualification or cettification assurance of Al development and

operation in conformance with-legal requlremg{)ts and sectorialstandards when available;

— Al|systems are provided with proper identi{iéation of responsible and accountable parties;
N
N

— Al|systems are developed and operated'with consideration-for appropriate regional concerns.
N\

For fusther informatien.refer to ISO/IEC/TR 24028.

5.15.2| Al robustness DS

N

For Al pystems, robustnesscan’describe their ability to maintain their level of performance, as intended
by thejr,developers, undef“any circumstances. An example of robustness is the ability of a system to
perform within acceptable limits despite external or harsh environmental conditions. Robustness
can erjcompass otherattributes such as resilience and reliability. The proper operation of an Al
systen] relates to)or can lead to, the safety of its stakeholders in a given environment or context (see
ISO/IEC TR 24028).

For example; a robust ML-based Al system can have the ability to generalize to noisy inputs, such as
an abserce of overfitting. To achieve robustness, one option is to train the model or models using large

training datasets including noisy training data (see ISO/IEC TR 24028).

Robustness properties demonstrate the ability (or inability) of the system to have comparable
performance on atypical data as opposed to the data expected in typical operations, or on inputs
dissimilar to those on which it has been trained (see ISO/IEC TR 24029-1).

When processing input data, an Al system is expected to generate predictions (its outputs) within
some acceptable, consistent or effective range. Even if these outputs are not ideal, a system can still
be considered robust. An Al system whose outputs do not fall within this acceptable, consistent or
effective range when processing input data cannot be considered robust.
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Robustness can be considered differently for different types of Al systems such as:

— Robustness of a regression model is the ability to have acceptable metrics of amplitude of response
on any valid input.

— Robustness of a classification model is the ability to avoid inserting new classification errors when
moving from typical inputs to inputs within a certain range of those.

5.15.3 Al reliability

Reliability is the ability of a system or an entity within that system to perform’its required fUIIICtiOHS
under stated conditions for a specific period of time (see ISO/IEC 27040).

Reliability of an Al system refers to the ability that enables it to provide required prediction (3.1.27),
recommendation and decision consistently correctly during its operation stage (6.2:6).

Reliability can be affected by at least the robustness, generalizability, consisténcy and resiliende of an
Al system. All inputs and environment settings meeting stated criteria are supposed to be prdcessed
correctly during its functioning. Some of the inputs can-be different Wlth the ones used within its
development stage, but can happen when the system is used. Backup.6f an Al system or a component
also improve reliability, which would provide business logic 1mpleme\ntat10ns that behave th¢ same
with the original. It works when the Al system gets failed. ":,\
Reliability can support an Al system’s functional safety, in, thf,: sense that automatic protections and

operations are required (by stakeholders) forthe system ox part of it against defined failure.
.\

5.15.4 Alresilience >

Resilience is the ability of the system to recovqr@)perational condition quickly following an infcident.
Fault tolerance is the system's.ability to continue to operate when disruption, faults and failure$ occur
within the system, potentially with degradeq Capabilities.

X,
With Al systems, as with ether softwargssystem types, hardware faults can affect the correct exgcution
of the algorithm. Yol

~

Reliability relates to resﬂlence,.put the expected service levels and expectations are differenft, with

resilience expectations possibly-lower as defined by stakeholders. System with resilience cap offer

a degraded level of operatleh under some types of failure which can be acceptable to stakeholders.

Resilient systems should dl5o include approaches for recovery as needed.
N

5.15,5' Al controﬂqbility

Controllability s the property of an Al system that an external agent can intervene in its functlioning.
Controllability can be achieved by providing reliable mechanisms by which an agent can take over
control ofithe Al system.

A keyraspect of controllability is the determination of which agent(s) can control which components of
the Al system (e g. the service prov1der or product vendors, the provider of the constituent Al, t11e user

+lo ] £l
Ul dIl Clll,l\,y \AY4 lLll I CsulaLUl y adautllivl lLyJ

Further information on controllability can be found in ISO/IEC TR 24028:2020, 10.4.

5.15.6 Al explainability

Explainability is the property of an Al system that means that the important factors influencing a
decision can be expressed in a way that humans can understand. Explainability can be particularly
important when the decisions being made by an Al system affect one or multiple humans. Humans are
liable to distrust a decision unless they can gain an understanding of how the decision was reached,
especially where the decision is in some way adverse to them at a personal level (e.g. refusal of a loan
application).
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Explainability can also be a useful means of validating the Al system, even where the decisions do not
directly affect humans. For example, if an Al system is analysing an image of a scene to identify entities
in that scene, it can be useful to see an explanation of the reasons for a decision made about the content
of the scene, as a way of checking that what is identified is indeed what is being claimed. There are
counterexamples from the history of Al systems where no such explanations were available, and it was
discovered that the Al system was identifying some entities in a scene based on spurious correlations
that existed in the training data.

Explainability can be easier for some types of Al system than for others. Deep learning neural networks

can bd problematic since the complexity of the system can make it hard to provide-a meaningful
explanfption of how the system arrives at a decision.

Rule-bpsed algorithms, such as symbolic methods or decision trees, are often.considered to be highly
explaifable, as those rules directly provide some explanation. However,.the_éxplanation can‘be less
undergtandable when such models grow in size and complexity.

5.15.7| Al predictability

v

Predictability is the property of an Al system that enables.reliable assumptions by stakeholders
about the output. Predictability plays an important role in the acceptablllty 0LAT systems and is often
mentidned in debates about ethics with regard to Al systems. Trust in the. tec}lnology is often based on
predictability: a system is trusted if users can infer how the system will befn‘ave in a particular situation,
even if the users cannot explain the factors behind the-system behavqour On the contrary, users can
stop trjusting a system if the system starts to work surprisingly in Sifuations where the correct answer
seems jobvious. "\ %

However, there are several issues with a naive notion of predigtability which is based on the idea that a

human should be able to predict the behaviour of an Al system

X \

— A |definition directly based on/human understanding is inherently subjective. A definition of
predictability should use objective, quantifiable,criteria.

\0

— It should be possible to establish trustin a’Al system even if one (human) cannot predict its precise
behaviour in all situations. A statisticaligharantee of the‘appropriateness of its behaviour can be
mgre useful. The rationale behind thisstatement is thatmany machine learning approaches produce

nefcessarily unpredictable results. ¥/,

Predictability is associated with ag’éﬁracy. Methods to improve accuracy can reduce the likelihood that
Al systlems genherate unpredict&ble outputs.

X

5.15.8| Altransparency®s

Transgarency of ALsystems supports human centred objectives for the system and is a topic of ongoing
researfh and diselssion. Providing transparency about an Al system can involve communicating
appropriate information about the system to stakeholders (e.g. goals, known limitations, definitions,
design| choicés; assumptions, features, models, algorithms, training methods and quality assurance
processes)., Additionally, transparency of an Al system can involve informing stakeholders about the
detaild of‘data used (e.g. what, where, when, why data is collected and how it is used) to produce the

system and the protection of personal data along with the purpose of the system and how it was built
and deployed. Transparency can also include informing stakeholders about the processing and level of
automation used to make related decisions.

NOTE That disclosure of some information in pursuit of transparency can run counter to security, privacy or
confidentiality requirements.

5.15.9 Al bias and fairness

In a general sense, the meaning of the term bias depends on its context.
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In Al, the term bias refers to the idea that different cases call for different treatment. In this sense, bias
is that which allows machine learning systems to judge that one situation is different from another and
to behave differently accordingly. As such, bias is fundamental to the machine learning process and to
adapting behaviour to the particular situation at hand.

In social context, however, the term bias often refers to the notion that certain differences in treatment
are unfair. To avoid confusion, in the context of Al, instead of bias, the term unfairness is used to refer
to unjustified differential treatment that preferentially benefits certain groups more than others.
Unfair Al system behaviour can lead to disrespect of established facts, beliefs and norms, leading to

favouritism or discrimination.

While certain bias is essential for proper Al system operation, unwanted bias-can be introdugéd jnto an
Al system unintentionally and can lead to unfair system results. Sources.of unwanted bjas iri Al systems
are interrelated and include human cognitive bias, data bias and bias introduced“by engirneering
decisions. Bias in training data is major source of bias in Al systems. Human cognitive biases can affect
decisions about data collection and processing, system design, model training and other develgpment
decisions.

Minimizing unwanted bias in Al systems is a challenging goal, but its detectlon and treatrpent is

possible. [ISO/IEC TR 24027:2021]. &
’, .\
X9
5.16 Al verification and validation S,

¥
.
N\

Verification is the confirmation that a systéem was built coi‘réétly and fulfils specified requirgments.
Validation is the confirmation, through the provision of-abjective evidence, that the requiremgnts for
a specific intended use or application have been fulfilled. Considerations in verification and valjdation
include the following: N

— Some systems are completely verifiable (e. g.zﬂ'l system components can individually be verified, as

can the complete system]. \,

X

— Some systems are partially Verifiable'a‘ha partially validatable (e.g. at least one system component
can individually be werified, and th): remaining system components can be validated, as dan the
complete system). K

-

— Some systems are unverifiable but validatable_ (e.g. no system component can be verified, |but all

system coniponents cambe'validated, as can the complete system).
)

— Some systems are uriverifiable and partially validatable (e.g. no system component can be verified,
but atleast one §y.st‘em component can individually be validated).

+— "Some systems are unverifiable and unvalidatable (e.g. no system component can either be erified
or validated)-

5.17 Jurisdictional issues

Al_systems can be deployed and operated in jurisdictions other than those in which the systgm was
designed or manufactured. Developers and manufacturers of Al systems should be awatge that

applicabte fegat TequiTenTe s Tarr vary Detwee T jurisaictions:

For example, a car manufactured in one jurisdiction can be required to comply with different legal
requirements to be authorized to enter a different jurisdiction.

Additionally, Al systems ordinarily require data to be gathered, processed and used during the
development and operation stages of the Al system and disposed of during the retirement phase.
Developers, manufacturers and users of Al systems should be aware that legal requirements for the
collection, use and disposal of data can also vary between jurisdictions.

© ISO/IEC 2022 - All rights reserved 31


https://standardsiso.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

To mitigate the impact of varying legal requirements, developers and manufacturers of Al systems can
make use of one or more of the following mitigations:

Note the applicable legal requirements that can apply to the Al system during the preparation phase.
This should also include legal requirements pertaining to the collection, use and disposal of data.

Develop a plan for complying with the applicable legal requirements in the jurisdiction(s) in which
the Al system is intended to be deployed and operated.

Develgpaplantomonitor compliancewith legal reguirementsduring the development.-deplovment
} SR T 5 T 5 T L Sk 4

operation and retirement stages of the Al system.
Dgvelop a plan to monitor and respond to any changes in legal requirements.

Adopt flexible design, deployment and operation approaches.

5.18 Jocietal impact

Al systems have a spectrum of risk, determined by the severity-of.the potential ip;ﬁact of a failure or
unexp¢cted behaviour. Relevant aspects for assessing the level of risk include thefollowing:

AN
the type of action space the system is operating in‘(e.g: recommengdations vs direct action in an
enyironment); ad
the presence or absence of external supervision; >N
O
the type of external supervision (automated or manual); .
O

the ethical relevance of the task or domain; .4

-~

&
the level of transparency of decisions or processingls‘teps;

the degree of system automation. \ !

For expmple, a system that.enly gives recomm}endations and cannhot act on its own, in a domain that
has no|ethical relevance canbe considered;low risk. Conversely, an Al system can be considered high
negatiye risk if its actions have direct irryj\a'ct on human lives, it operates without external supervision,
and its|decision-makingis opaque. \

NOTE For specific application di)?nains, additional legal requirements, policies and standards can apply
which dan go beyond the impact a@al’ysis described in this subclause.

5.19 Alstakeholder, roigs

X

5.19.1| General

As shown in Eiglire 2, Al can involve several stakeholder roles and sub-roles. These roles and sub-roles
are degcribedin 5.19.2 through 5.19.7.

NOTE An oraganization or ontitu can tako an marathan ano ralo or cubhoralg
o J
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Al stakeholder

. . Relevant
Al provider Al producer Al customer Al partner Al subject authorities
Al plaFform L Al developer L Al user .Al system | Data subject | Policy makers
provider integrator
L] Al Product.or — Data provider ‘— Other subjects — Regulptors
service provider
— Al evaluator
— Al auditor,
v
. . (Y
Figure 2 — Al stakeholder roles-and their sub-roles
o\
-\
= |
5.19.2 Al provider 2%
A \!’0
5.19.2.1 General %)
p

An Al provider is an organization or entity that provides products or services that uses one or npore Al

systems. Al providers encompass Al platform provider's and Al product or service providers.
D

N
<

X

72Oy
An Al platform provider‘is an organization or entity' that provides services that enablg
stakeholders to produce Al services or@oducts.

~

5.19.2.2 Al platform provider

5.19.2.3 Al service or product p?dvider

An Al service or product pgomder is an organization or entity that provides Al services or pr
either directly usable by(@n*Al customer or user, or to be integrated into a system using Al alor]
non-Al components. \{

{ N %

5:19.3 Al producer

5.19.3.1 General

other

oducts
g with

An Alsproducer is an organization or entity that designs, develops, tests and deploys prodiicts or

services that use one or more Al system.

5.19.3.2 Al developer

An Al developer is an organization or entity that is concerned with the development of Al services and

products. Examples of Al developers include, but are not limited to:

— Model designer: the entity that receives data and a problem specification and creates an Al model;

— Model Implementer: the entity that receives an Al model and specifies what computation to execute
(the implementation to use and on what compute resources, for example CPU, GPU, ASIC, FPGA);

— Computation Verifier: the entity that verifies that a computation is being executed as designed;

— Model Verifier: the entity that verifies that the Al model is performing as designed.
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5.19.4 Al customer

5.19.4.1 General

An Al customer is an organization or entity that uses an Al product or service either directly or by its
provision to Al users.

5.19.4.2 Al users

An Al {iser is an organization or entity that uses Al products or services.
5.19.5| Al partner

5.19.5{1 General

An Al partner is an organization or entity that provides services in the context of Al:“Al partners can
perforin technical development of Al products or services, conducttesting and validdtion of Al products
and sefvices, audit Al usage, evaluate Al products or services and perform othektasks. Examples of Al

e £

partnefr types are discussed in the following subclauses. NS
_s
5.19.5{2 Al system integrator 5ad

X !)0

An Al|system integrator is an organization or entity that is coficerned with the integration of Al
compopents into larger systems, potentially alselincluding non-AK¢omponents.

5.19.5|3 Data provider Va
&
A data|provider is an organization or'entity that is coiicerned providing data used by Al products or
services. N
7O
\0
5.19.5|4 Al auditor Q

An Al quditor is an organization or entity\th;lt is concerned with the audit of organizations producing,
providfng or using Al systems, to assess.¢onformance to standards, policies or legal requirements.

5.19.5|5 Al evaluator W

-

An Al ¢valuator is an organizgt\lon or entity that evaluates the performance of one or more Al systems.

-
s

5.19.6| Al subject

5.19.6}{1 General

An Al qubjectis an organization or entity that is impacted by an Al system, service or product.

5-19-6-2 Data au‘ﬁjc»t
A data subject is an organization or entity that is affected by Al systems with following aspects:

— Subject of training data: where data pertaining to an organization or human is used in training an
Al system, there can be implications for security and privacy, for the latter particularly where that
subject is an individual human.
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5.19.6.3 Other subjects
Other organizations or entities impacted by an Al system, service or product can be for example in the

form of an individual or a community. For example, consumers who interacts with a social network that
provides recommendations based on Al, drivers of vehicles with Al-based automation.

5.19.7 Relevant authorities

51971 —General
Relevant authorities are organizations or entities that can have an impact-on-an Al system, service or
product.

5.19.7.2 Policy makers

These are organizations and entities that have the authority to set policies @ithin an international,
regional, national or industrial domain that can have an impact on an Al syst:a/m, service or prodfict.
))

‘.’

5.19.7.3 Regulators \«"
XN\

These are organizations and entities that have the authority to .s“e}, 'implement and enforce the legal
requirements as intended in policies set forth by policy makers (5:17.9.2).
a A

6 Al system life cycle o\’

6.1 Al system life cycle model Joe
N
The Al system life cycle model describes the*evolution of lan Al system from inception through
retirement. This document'does not prescrjbe‘a specific life cycle model but underlines some prgcesses
that are specific to Al systems that camoccur during the system life cycle. Specific processes and
timelines can occur during one or more'of the life cycle stages and individual stages of the life cycle
can be repeated during the system'sexistence. For example, it can be decided to repeat the “design and
development” and “deployment/-stages many timeés to develop and implement bug fixes and updates to
the system. \

N
A system life cycle model?helps stakeholders build Al systems more effectively and effigiently.
International Standardsjare useful in developing the life cycle model, including ISO/IEC 15488 for
systems as a whole/ISO/IEC 12207 for software and ISO/IEC 15289 for system documentation| These
International Standards describe life cycle processes for general systems, not specific to Al systems.
Figure 3 provides/an example of the stages and high-level processes that can be applied in the Al fystem
life cycle. THe stages and the processes can be iteratively carried out which is often required for Al
system deVelopment and operation. There are various considerations that should be factored into the
entire lifecycle beginning to end. Examples of these considerations include:

—Agovernance implications arising from either the development or use of Al systems;

— privacy and security implications due to the use of large amounts of data, some of which can be
sensitive in nature;

— security threats that arise from data dependent system development;

— transparency and explainability aspects including data provenance and the ability to provide an
explanation of how an Al system’s output is determined.

Figure 3 shows an example of Al system life cycle model stages and high-level processes. Annex A shows
how this Al system life cycle model maps to an Al system life cycle definition from the OECD.
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Figure 3 — Example of Al system life cycle model stages and~hi'gh-level processes

1. 9.
a A
N

Al systems differ from other types of systems, which can imp‘agt\the life cycle model processes. For

— M
th

— Tr
— Tr
sy
— Al
pe
Data n

prepai

The ddg
based:
contin

exampIe:

st software systems are programmed to behave it pﬁ‘easely defined ways that are driven by
bir requirements and specifications. "The Al systerq-s based on machine learning use data-driven

training and optimization methods.to deal with V\ildely varying inputs.

X

£ 3) . . .
hditional software applications are usually predictable, which isless often the case for Al systems.

Q
aditional software applications are also usually verifiable,while performance assessment of Al
stems often requireés statistical apRroaches and their verification can be challenging.

systems typically need multlpl/ iterations of improvement to achieve acceptable levels of
rformance. A

Y
hanagement (encompassing processes and tools for data acquisition, data annotation, data
ation;-data quality cHe@King, data sampling and data augmentation) is a key aspect of Al systems.

s

velopment and testing processes also differ for Al systems, since these processes are also data-
This becomes more challenging for Al systems which use continuous learning (also known as

ongoi

hal learning-or lifelong learning) where the system learns in the operation stage and where
testing.is required.

The releasé management process for Al systems is different from traditional software. While traditional
software-applications deal with code versioning and code diff functions, Al system releases include

code and model diffs, as well as training data diffs if machine learning is used.

Some of the processes of the Al life cycle that differ from those in the traditional software life cycle are
discussed in 6.2.

Figure 4 shows an example life cycle model for an Al system; different life cycle models are possible

based

on different development techniques. Figure 4 shows a series of stages of the life cycle and

indicates some of the processes with each stage that are significant for Al systems and require special
consideration, beyond the consideration required for the development of typical non-Al systems.

36
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Inception
Objectives

Requirements
Risk assessment
Risk treatment plan

Polices and compliance
yY Design and development
| Approach
I Architecture
I Code
] Training and validation
data
Risk treatment
) (e o
Re-evaluate Verification and validation
Evaluate operating results Test data
Refine objectives System verificatiop
Refine requirements Riskmenitoring ahd
Risk monitoring and review \review
A
/Operation and monitorin? Deployment
Operating data input _
odel execution Runtime deployment «
-———J] Model update -5 | Model deployment]
| Risk management | Risk treatment
! A 0
| : z 7
| I\
Retirement | Continuous validation : - XA
| ®)
| Test data ! N usi i
o 1 L using continuous
Data disposal *=~® System validation —d %"+ learning
Model disposal Risk management AN
Decommission and discard \Contmuous 1mprovement/
)

Figure 4 — Example Al system life cycle model with Al system-specific processes

<

N
As shown in Figure 4, the development and operation of Al systems tends to be more iterative innature
than for non-Al systems. Al'systems tend t@*be less predictable’and it typically takes some operptional
experience and adjustment of the Al system to meet its objectives.

N
N

6.2 Al system life cycle stagesand processes

O,
6.2.1 General W
\vg
The processes described ;under each stage are representative examples as the specific procesges will
depend.on the Al system. The processes can be performed in different orders and in some cgses, in

parallel. choe

s

These processés-are not necessarily Al-specific themselves, but the stakes associated with A] make
them of spe€ial importance in this context.

6.2.2 <“Inception

Ineeption occurs when one or more stakeholders decides to turn an idea into a tangible system. The

ICeption Stage Ccalr IMvoive Severdal ProcessSes anmd decisions trat teadtoa decision to proceed to
the design and development stage. The inception stage can be revisited during the life cycle as new
information is discovered in later stages. For example, it can be discovered that the system is not
technically or financially feasible. Examples of processes that can occur during the inception stage
include:

Objectives: Stakeholders should determine why an Al system needs to be developed. What problem
does the system solve? What customer need or business opportunity does the system address? What
are the metrics of success?

Requirements: Stakeholders should assemble a set of requirements for the Al system that spans the Al
system life cycle. Failure to consider requirements for deployment, operation and retirement can result
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in problems in the future. A multi-stakeholder approach including diverse subject-matter expertise can
help to identify potential risks and unintended consequences of the system. Stakeholders should ensure
the Al system requirements fulfil the Al system’s objectives. Requirements should take into account
that many Al systems are not predictable and the impacts this can have on achieving objectives.
Stakeholders should consider factors of regulations and ensure the development and operation of Al
system in compliance with relative compulsory policies.

Risk management: Organisations should assess risks in relation to Al during the whole life cycle of an
Al system. The output of this activity should be a risk treatment plan. Risk management, including the
identiffcation, assessment and treatment of risk related to AT are described in I[SO/TECZ3894.

Organizations should identify potential harms and benefits related to the Al system including conferhing
with r¢presentative users. This process can yield a set of values that can guide.development of-parts of|
the system including features, user interface, documentation and uses. Organizations should-further
study pnd refine the values to the extent they can become part of the/system requirements. Legal,
humar rights, social responsibility and environmental frameworks can help in refiningand describing
the values.

In addjtion to the typical risks considered for a system, such as security and prlvacy, the plan should

also address risks related to the values identified. "\
XN\

Transparency and accountability: Stakeholders should ensure that\throughout the life cycle
considgrations such as data provenance, validity of data sources, rlsk ‘hitigation efforts, processes
and decisions implemented, are recorded to aid a comprehensive lmde'rstandlng of how the Al system
outco]:es are derived as well as for accountability purposes. %)

Cost and Funding: Stakeholders should forecast the costs: of the Al system over the life cycle and
ensurd that funding is available. v

-~

Resoufces: Stakeholders should determine what resog?%es are required to implement and complete
each sfage of the life cycle and they'need to ensure the resources will be available when needed.
Consideration should be given to the data that} dah be required-for-developing or evaluating an Al
systen]. For ML based Al system, Particular cop51derat10n should-be given to the training, validation
and te§t data. {

~

Feasihility: The inception stage leads t/o a decision of whether the Al system is feasible. A proof-of-
concegt can be conducted to determine whether the system meets requirements and objectives.
Examples of requirements and objegtives can include:

\»

— ad{dresses the'defined problefn,

{ N 3
— adfdresses a business ap'portunity or fulfilling a mission,
— mgeets specified-capabilities and attributes.

If the Al systemris deemed to be feasible, the stakeholders can decide to proceed to the development
stage.

6.2.3 | Design and development

The design and development stage creates the Al system and concludes with an Al system that is ready
for verification and validation. During this stage, and particularly before the conclusion, stakeholders
should ensure the Al system fulfils the original objectives, requirements and other targets identified
during the inception stage. Examples of processes that can occur during the design and development
stage include:

Approach: The stakeholders should determine an overall approach to designing the Al system, testing
it and making it ready for acceptance and deployment. The approach stage can include consideration of
whether both hardware and software will be needed, where to source components (e.g. develop from
scratch, buy off-the-shelf hardware, use open source software).
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Architecture: The stakeholders should determine and document the overall architecture of the Al
system. The architecture and approach processes are related, and it can be necessary to iterate between
the two.

Code: Software code for the Al system is developed or acquired.

Training data: Al systems embody acquired knowledge. Training data processing is a fundamental
part of developing machine learning based Al systems (see 5.10).

Risk treatment: ﬂraahl’7nhnnc should 1mn]nmnn1’ processes and controls described in the risk

treatment plan (see ISO/IEC 23894).

6.2.4 Verification and Validation

Verification and validation checks that the Al system from the design and development stagelworks
according to requirements and meets objectives.

Examples of processes that can form part of verification and.validation incluc}/e:

=g - . . . . ) . .
Verification: The software is tested for functionality and bugs as is any hiardware. Systems integration
testing can also be done. A performance test can be ‘conducted, checking whether the responsg time,
delay or any other relevant performance characteristic of the Al sy‘s\sem meets specific requirements.

An important aspect of Al systems is the need to'verify that the* Al capabilities work as designed. This
requires the acquisition, preparation, and-iisé of test datae Test data needs to be separate frqm any
other data used during design and development and it alspdleeds to be representative of input dqta that
the Al system is expected to process.

i\ \
Acceptance: Stakeholders deem.the Al system to be functlonally complete and at an acceptable level of
quality and is ready to be deployed. O\

N

N\
Risk monitoring and reyiew: Organizations should review verification, test and validation fesults
to be aware of events.and conditions téading to risks‘according to the risk treatment pldgn (see
ISO/IEC 23894). Q

~
N

6.2.5 Deployment RN

The Al system is installed,\released or configured for operation in a target environment. Example
processesof the deploynientstage can include:

-
Target: Al systems.Can’be developed in one environment and then deployed to another. For example, a
self-driving systent€an be developed in a lab and then deployed in millions of automobiles. Othe} types
of-Al systems eafbe developed on client devices and then deployed to the cloud. For some Al systems,
it is importantto distinguish between the software components that are deployed and the model that
can be deployed separately and which is used by the software at runtime. Software and model|can be
deployed.independently.

Risk treatment: Organizations should review and improve processes and controls for risk management
and potentially update the risk treatment plan (see ISO/IEC 23894).

6.2.6 Operation and monitoring
During the operation and monitoring stage the Al system is running and generally available for use.
Example processes that can occur during the operation and monitoring stage include:

Monitor: The Al system is monitored for both normal operation and also for incidents including
unavailability, runtime failures or errors. These events are reported to relevant Al providers for action.

Repair: If the Al system fails or is experiencing errors, repairs to the system can be necessary.
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Update: Al system software, models and hardware can be updated to meet new requirements and to
improve performance and reliability.

Support: Users of the Al system are given any necessary support needed to successfully use the system.

Risk monitoring and review: Organizations should monitor Al systems during operation to assure
and improve the quality and effectiveness of the risk management process (see ISO/IEC 23894).

6.2.7

Continuous validation

If the

additid
basis v
for cor
to ben
of the 4

Risk n
contin

6.2.8

After t
for a rq

Evalug
agains

Refindg

Al system uses continuous learning, the operation and monitoring stage is“extended into~an
nal stage of continuous validation. In this stage, incremental training takes /place on an ongoing
Uhile the system is running in production. The operation of the Al system is continually-checked
rect operation using test data. It is also the case that the test data itself can require some-updates
nore representative of current production data and therefore provide.a more faithful*evaluation
\[ system capabilities.

hanagement continuous improvement: Continuous validation should also /be used to enable
lous improvement to risk management processes (see [SO/IEC 23894). , ()

\l ’ 4
Re-evaluation 9
he operation and monitoring stage, based on the results of thework of the Al system, the need
assessment can arise. Example processes that can occur duringfhe re-evaluation stage include:

RG)
ite operating results: The results of the system in opera’t}on should be evaluated and assessed
I the objectives and the risks identified for the Al syste}n.

objectives: If the original objectives cannot be a}cﬁieved by the Al system, or that the objectives

need npodification once experience of.operating the system is available. This leads to refinement of the
N\

objectives. O
Refing requirements: Operating experiencg can provide (evidence that some of the original
requirgments are not valid in)jsome ways anQ‘tTlis can lead to'the refinement of requirements, possibly

with n

bw requirements or.the removal of §ome requirements.

. . . . . N, : . . .
Risk rIomtorlng and review: Organizations should monitor events and conditions leading to risks as

descri

6.2.9

At som

ed in the risktreatment pla\.ifi?(see ISO/IEC 23894).

. e
Retirement XS

= S
-

¢ point the Al system can become obsolete to the extent that repairs and updates are not good

enoughy to meet new. nequirements. Example processes that can occur during the retirement stage

includ¢:

Deco

missionand discard: If the purpose of the Al system no longer exists, or a better approach has

emerged, the*Al system can be decommissioned and completely discarded. This can include the data
associated with the system.

Replace: If the purpose of the Al system continues to be relevant, but a better approach has emerged,
the Al system (or components of the Al system) can be replaced.

7 Al system functional overview

7.1 General

This document defines Al system as engineered system that generates outputs such as content,
forecasts, recommendations or decisions for a given set of human-defined objectives. Al systems do
not understand; they need human design choices, engineering and oversight. The degree of oversight

40

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=9da0e6e6f43b5d02430d3e741ffe00f7

ISO/IEC 22989:2022(E)

depends on the use case. At a minimum, oversight is typically present during training and validation.
Such oversight is useful to ensure that the Al system is developed and used as intended, and that
impacts on stakeholders are appropriately considered throughout the system life cycle.

Figure 5 depicts a functional view of an Al system, where inputs are processed using a model to produce
outputs, and that model can be either built directly or from learning on training data. The parts drawn
with dashed lines are for ML based Al Systems.

Human design choices, engineering and oversight

r ______________ al_--b\r __________________ | - 1
i M I
| Training data E" - Machine Learning n\ - o0}
i i ittty =
|\~ _,' N/ : E :
_____________ 1 @l
191
21 -
Model 1S 4
1 ))
1.5y Yo
15 A
=y N
15Oy AN
‘ 197 ~ X Outputs:
Pl o - Predictions
Inputs: . p \ N - - Actions
- Production data rocessing AN | - Recommendations
- Information ) - Decisions
N
i\ \
Figure 5 — Al system i functional view

4\
N

The purpose of this view is‘to'provide a nqn—’techmcal deseription of what Al systems do to gchieve

a result. To summarize, Al.systems contain a model which they use to produce predictions angl these

predictions are in turn'used to successively make recomimendations, decisions and actions, in whole or

in part by the system itself or by humari beings.
"

7.2 Dataand 1nf0rmat10n 2,

Data canbe input to the Al\'system in production, in which case it is called production data. Inpjit data
can require preparatlog before it is presented to the Al system, such as the extraction of r¢levant
features. {

& No
”~

Input to an Al system can also be information instead of data, typically for optimization tasks|where
the only input.needed is the information on what is to be optimized. Some Al systems do not fequire
any input atall, but rather perform a given task on request (e.g. generating some synthetic imagg).

For MEtraining data is used, to acquire some information about the domain of interest and the ftask to
beaddressed.

Data bac otbhax icnc £, tha davualonaaant oo d goliaoti oy o AT sotaxac fcan O 100

Dataas-otReraSsesrotrttne TV CTOPTITCTIC artTcr eV art oo+t J‘yaL\,AAAJ A e reavy B

7.3 Knowledge and learning

The model used by the Al system for its processing and for problem-solving is a machine-readable
representation of knowledge.

There are two main types of such knowledge: declarative and procedural.

— Declarative knowledge is about what is. It is easy to verbalize and will translate into statements. For
example, “the death cap mushroom is poisonous” is declarative knowledge.
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— Procedural knowledge is about how to do something. It is often hard to verbalize. It will translate
into procedures. For example, to know if a mushroom is poisonous, you can apply procedural
knowledge: “If you have a mushrooms book, check into the book to see if you can identify your
mushroom. If yes, the book will tell you the answer. If you can’t, then go and see the pharmacist.”

Knowledge has various possible representations from implicit to explicit ones.

Knowledge can also come from various sources, depending on the algorithms used: it can pre-exist, it
can be acquired through sensing and learning processes, or it can be a combination of both.

Heuristic systems: Al systems that do not involve learning are called heuristic. .Classical expért
systen]s or reasoning systems equipped with a fixed knowledge base are good examples. In these cases,
the system developers take advantage of human knowledge to provide reasonable rules for.the Al
systen]’s behaviour.

ML based Al systems: Al systems that involve learning are said to be machine learning hased. Learning
entails computational analyses of a training dataset to detect patterns, build a modeland compare
the oufput of the resulting model to expected behaviours. It is also known as training. The resulting
knowl¢dge base is a trained model based on a mathematical funetion and tralnlng‘se/t that represents a

best approximation of the behaviour based on a given environment. )
PR\

Continluous learning: Al systems also vary in terms of when and how dat;x is acquired. In some cases,
the knpwledge base is static and provided at the outset, together with the system’s pre-programmed
compopents. In other cases, the knowledge base changes or adaptsCover time, with the information
being updated over the course of its operation; Machine learn‘lng systems can be characterized
by whé¢n, during their lifetime, learning occurs..In many cases)an-initial training phase yields some
approyimation of the actual target function, and the systehi.continues as-is without updating that
internal representation based on new examples. An alternative approach, called lifelong or continuous
learning, spreads the learning over timej.the model is updated iteratively as new data is made available.
In praftice, models using lifelong learning usually. 1mplement a combination of both approaches;
followIng an initial training phase«in which the l;;ul'k of learning-oeccurs, the model is refined with
furthef data over time. O

7.4 JFrom predictionsto-actions -

7.4.1 | General

X
The repult of input processing hythe Al system can be of various natures, depending on the level of
automation of the’system. Depsndlng on the use case, the Al system can produce only a raw, technical
output] (predictions), or 1t~can take more effective steps in proposing or applying itself actions on the
envirohment (recommendatlons decisions, and finally actions).

In the ¢ase of classification, erroneous results are usually categorized as false positive or false negative
errors| A false positive is described as a positive prediction when the real result is negative. A false
negatiye is a result of the model incorrectly predicting a negative outcome. Users of Al systems need to
undergtandsthe effects of an errant outcome including the possibility of a biased prediction. Such issues
can difeetly reflect characteristics of the tools, processes or data used to develop the system.

A key point is that Al outputs are error prone. The output has a probability of being a correct, rather
than being absolutely true. Both the system designers and the users of Al systems need to understand
that such systems can produce incorrect outputs and the accountability implications of using such
incorrect outputs.

7.4.2 Prediction

The term “prediction” refers to the very first output of an Al system.

Al systems make predictions by applying model to new data or situations. In the credit scenario in 7.4.3,
an Al system was developed using previous loan records. To continue the example, when a new person
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applies for a loan, their information is fed to the model which then produces an estimate of how likely
that person is to repay a loan.

NOTE In artificial intelligence usage, prediction does not necessarily imply a statement about the future—it

only refers to the output of an Al system, which can be a type of flower in an image, or a translation into another
language.

7.4.3 Decision

DeCiSToNS COrTespomnd to CITO0SINE a SPECiiC COUTSE Of action, WitiT ITterntion of applymngit:

Decisions can be made either by the system itself or by human beings, based on the systefnouticomes.
They can be made based on recommendations, or directly based on predictions.

For example, is a person predicted to be a good credit risk, a human loan officer tan analype that
outcome together with this person’s other information and the lender’s situatign))and then defide to
approve this person’s loan application. Alternatively, the system'can make itself-a recommenddtion to
approve the loan and estimate the probability of that being the best course of action with respecf to the
lender’s expectations, so that a loan officer who deems that probability gccéf)table decides to approve
the loan. Or the loan application can be approved automatically, by applXi’n'g system decision thrgsholds
on such recommendations. ) (i\
Human judgment and oversight are involved in/various ways in that decision process. Human-defined
thresholds are typically set by considering therisks associatedwith automating decisions. Evenh when
decisions are fully automated, humans can‘use predictions 1;0' monitor the resulting decisions.
)\

7.4.4 Action A
Y

Actions follow decisions, this is ‘when the outg(uiles of the AI system start to affect the real word

(whether physical or virtual). \

Taking an action is the final step of appljl\i‘r;g information-in an Al system. For example, in thq credit
application example in"74.2, once the person’s loan is approved, the actions can include prepgration
of loan documents, (getting signature$ and issuing payments. Consider a robot. An action fan be
instructions to the robot’s actuataks to position its-arms and hands. Depending on the Al syst¢m, the
action can take(place within theAl'system boundary or outside of the Al system boundary.

Q\(\

8 Alécosystem "
Na

X

8.1) General .55~

Figure 6 represents an Al ecosystem in terms of functional layers. Large Al systems do not fely on
a single teghnology, but rather on a mix of technologies developed over time. Such systems dan use
different ‘technologies simultaneously, e.g. neural networks, symbolic models and probapilistic
reasoning.

Each layer of Figure 6 uses the lower layers' resources for the implementation of its functions. Lighter

Shiaded DOXes are SUb-COMpPONENts of a [ayer ol fTUNction. I he SiZes of fayers and sub-components are
not indicative of importance.
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Figure 6 — Al ecosystem

Creating Al systems remains a topic of ongoing research. Meanwhile, the use of Al technology is
becoming an inherent part of many industries, each with its own needs, values and legal constraints.

Specialized Al applications, such as those used for computer vision or for natural language processing,
are themselves becoming the building blocks for implementation of different products and services.
These applications are driving specialized Al system designs and, consequently, are setting the
priorities for research and development.
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Al technology often requires the use of significant compute, storage and network resources, for example
during the training phase of a machine learning system. Such resources, as shown in Figure 6, can be
provided efficiently using cloud computing.

The following subclauses describe the major components of the Al ecosystem as shown in Figure 6.

8.2 Al systems

Al systems can be used in numerous applications and to solve a multitude of tasks. Clause 9 describes
examples of applications using Al such as image recognition, natural language processing and pxedictive
maintenance. Clause 5 lists numerous task categories that Al systems can address.

Al systems follow a global functional path where information is acquired, either by hardeoding (through
engineering) or by machine learning to build a model of the domain. Then information, encdded in
the form of a model, is applied at a reasoning level, where potential solutions are computed, then at
a decision level, where a choice is made among the potential actions that cad{achieve the gopl. The
reasoning level includes spatial reasoning, temporal reasoning, common sense reasoning, cornputed
policy application or any form of reasoning that can be coded. The decision level includes choicq based
on preferences or utilities among the actions. oSS
AN
8.3 Al function st

N e

Once the model is built, an Al function has the role to compute@prediction, a recommendation dr more
generally a decision that would help to reach the current goal of the Al system.
\%

Reasoning is solely about applying the available data.in‘the current situation to the model and|asking

the model what the possible optionsiare. Va

Some examples of technologies. which implem&nt forms of reasoning include planning, Bgyesian
reasoning, automated theorem provers, tempo.ré’l and spatial reasoning and ontology reasoners.

Among these possible options that would\probably achjevethe goal, the system still needs to[decide
which is the best. Q

Yo

~

Preferences and utilities come inplay: an automated-taxi will maximize the well-being of the dlient, a
poker playing program will maximize its profit.
Y
8.4 Machine learning *
N

X %

8.4.1 | General ’.':'

s

Machine learning’ is a process using computational techniques to enable systems to learn from data
or experience-It employs a set of statistical methods to find patterns in existing data and to tHen use
patterns-toimake predictions on production data.

In traditional computer programming, a programmer specifies the logic to solve a given problem by
spec1fy1ng exact computatlonal steps us1ng a programmmg language In contrast, the logic of a nfachine

steps needed to solve the problem are not determmed a priori.

Also, in contrast to traditional computer programming, machine learning models can improve over
time without being re-written by being re-trained on new, additional data and by using techniques to
optimize model parameters and data features.
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8.5

8.5.1

Engineering

General

In Engineering approaches by human experts, the processing relies solely on the expertise of the
developer and their understanding of the task. Knowledge is not learned from data but through
hardcoding by the developer based on their experience in a specific domain.

There are two main types of knowledge: declarative and procedural. See 7.3 for more/details of both

types

8.5.2

of knowledge.

Expert systems

As the[name implies, an expert system is an Al system that encapsulates knowledge provided by a
human expert in a specific domain to infer solutions to problems.

An explert system consists of a knowledge base, an inference engine and-a user interfaée: The knowledge
base stores declarative knowledge of a specific domain, which encompasses both falctual and heuristic
information. The inference engine holds procedural knowledge:-the set of rules; and the methodology
for reajsoning. It combines facts provided by the user with information from ‘ghre knowledge base.

e

Inference is done using predefined rules according to the'expert and with l.o'glcal statement evaluations.
Classe$ of problems that can be solved using expert systems include clasplflcatlon diagnosis, monitoring
and prgdiction.

8.5.3

Logic

)\
Logic programming N
J
programming is a form of programming based ongprogramming languages that express formal

logic. Brolog is an example of a logic programming langgage

Formal logics for Al have been a significant reseérch focus. Many Kkinds of formal logics target the
modelling of human reasoning. in various Sltlﬁ;lt\.lons Logic programming provides a framework to

imple
kinds

Logic

ent these models of-human reasoning:Al agents need to’be capable of reproducing different
freasoning in a clearly specified, t£a_n‘Sparent and explainable fashion.

programming with declarative Statements coupled to strong natural language processing can

lead arf agent to reason by analogy, draw conclusions and generalize about objects and the environment.
'\

EXAMHLE Apache Jenall9l is Qse’mantic web framework that provides an inference engine.

8.6

8.6.1

X

Big data and data Sources — cloud and edge computing

Big data and-data sources

All ML[systems.iSe data. That data can take various forms. In some cases, the data used by ML systems
is big data, This block in Figure 6 represents the sources, formats and the typical processing of big data
regardlless of its uses. This subclause further describes the major components shown in Figure 7.
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Big data and data sources

Pre-processing

Filtering Normalization De-identification Imputation

(Exploratory) Data analysis

A P
ACYHUISIUIOIT

15t party collection 31 party collection Data querying

Figure 7 — Big data and data sources

Big data is extensive datasets whose characteristics in terms of volume, Varlevfy, velocity and var
require specialized technologies and techniques to process-and realize Va‘lue For example, techn
have been developed specifically to enable distributed processing o,f\iarge datasets using clug
computers while using simple programming models. Additionally,’storage and database techn
have been developed specifically to manage large-data volume‘s't'h'at can be composed of othe

N\

volumes. ~ A

ability
blogies
ters of
blogies
r large

Big data has become important as organizations have in¢greased the breadth and depth of data colfection

and therefore require specialized technoelogies and techniques to gain insights.

For more information about big data, see ISO/IEC 2-0546 and ISO/IEC 20547-3.
X \
Big data has many uses for Al’'systems, and.it iS-an enabler of . many such systems. The availal
large collections of unstructured data in.different application fields provide new insights as 3
of using Al techniques such as knowledgé discovery and ‘pattern recognition. The availability
amounts of data for training results m\lmproved machine learning models capable of being
broad range of applications. &
N

Data can be acquired by the same organization thatuses it (15t party collection). For example, rg
use the transaction data thqy acquire from point-of-sale systems that they own. Data can :
acquired by 3rd parties sach as research organizations and other data providers who collect d3
then sell er’share the data with other organizations that put it to use. Additionally, data can be ag
by querying and ]ommg data from different datasets, both 15t and 3rd party.

Data can come foim 1 many sources such as:
— point of'sale and other transactions;
— pollsior surveys;

—"\statistical research;

ility of
result
of vast
used a

tailers
Iso be
ta and
quired

— recorded observations;
— sensors;

— images;

— audio recordings;

— documents;

— interactions with systems.
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8.6.2

Cloud and edge computing

Cloud computing is a paradigm for enabling network access to a scalable and elastic pool of shareable
physical or virtual resources with self-service provisioning and administration on demand, see

ISO/IE

C 17788 and ISO/IEC 17789.

Cloud computing is commonly associated with large, centralized data centres, which have the capability
of providing very large capacities of processing and data storage. Such large capacities can be essential
to some parts of the Al life cycle, particularly when processing large datasets to train the Al systems
and buptdthemodetsused-withir themn:

Edge ¢
the ed

the bo
actuat

pmputing is distributed computing in which processing and data storage takes place at orthear
pe of the network where the nearness is defined by the system's requirements. The. edge is
indary between pertinent digital and physical entities, delineated by networked sensers and
prs (see ISO/IEC 23188).

Edge domputing is largely about the placement and operation of/software components and data

storage.
device}

Where software components, such as those associated with Al systems, are/dealing with [oT
(sensors and actuators) there is often a need to minimize latencies and to produce results

with sEmﬁcant time constraints (often termed real time), or & héed for resili€ncé'so that a system can

still ful
captur]

ction if communications are interrupted, or a need.to’protect the p-n\?acy of individual’s data
ed from edge devices. To achieve this can require that processing( a«n "data storage is done at or

near the edge. For details, see ISO/IEC 23188.

,\’

Howeer, it is important to understand that cloudcomputing can‘be deployed in many places within
a distrjibuted computing environment, including.in places that)dre not centralized and that are near

the ed

pe. In this form, cloud computing can loffer flexible and.dynamic deployment of both software

and dgta, using virtualized processing and\virtualized data’/storage combined with resource pooling

and ra

bid elasticity and scalability to enable appropriage\‘@lacement and operation of components of Al

systenis. \

Itis co

N

X

. . ; .
mmonly the case that edge computing systefs are combined with centralized systems to create

compléte solutions, taking adyantage of the ca@bllities of eachitype of system.

Three

principal ML system designs combme cloud and edge: model training in the cloud, model training

at the ¢dge, and model training in cloud and at the edge.

a) Cloud services.can be utilized.ds'a centralized platform for the training of ML models (Figure 8).
Dye to resource restrictions Jof edge devices, computing and storage intensive tasks related to
trgining, validation and maintenance of models are performed using a cloud infrastructure. Once
trained, the model ls.tieployed applied, and, if necessary, updated on edge devices. Data from

ed

pe-devices can be further used to perform training activities or, as in the case of reinforcement

leqgrning, providefeedback on the model quality.
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Figure 8 — Example of model training in the cloud
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