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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

jhe procedures used to develop this document and those intended for its further, maiy
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document|was dr

tenance
criteria
hfted in
tives or

1
dccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/dire
www.iec.ch/members_experts/refdocs).

ttention is drawn to the possibility that some of the elements of this documient may be the
f patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
ights. Details of any patent rights identified during the development\0of'the document will &
htroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
st of patent declarations received (see patents.iec.ch).

=== o %

Any trade name used in this document is information given4or the convenience of users and
gonstitute an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific tel
xpressions related to conformity assessment, as well as information about ISO's adhei
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
rww.iso.org/iso/foreword.html. In the IEC, seelwww.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Teehnical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 39, Sustainability, IT &Pata Centres.

—

his first edition cancels and replaces the first edition (ISO/IEC TS 22237-4:2018), which
pchnically revised.

(e

The main changes are as folows:
—+ availability requirements have been aligned with ISO/IEC 22237-1 and ISO/IEC 22237-3;
1 figures have been'updated.

list of all partsvn the ISO/IEC 22237 series can be found on the ISO and IEC websites.

subject
h patent
e in the
r the IEC

Hoes not

'ms and
ence to
BT) see

hnology,

as been

andards
ml and

ody. (A complete listing of these bodies can be found at www.iso.org/members.hf

A

Any feedback or questions on this document should be directed to the user’s national st
s

ww.iec.ch/national-committees.
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Introduction

The unrestricted access to internet-based information demanded by the information society has led to
an exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres
are housing and supporting the information technology and network telecommunications equipment

for data

processing, data storage and data transport. They are required both by network operators

(delivering those services to customer premises) and by enterprises within those customer premises.

Data centres need to provide modular, scalable and flexible facilities and infrastructures to easil

accommjodate the rapidly changing requirements of the market. In addition, energy consumption
of data fentres has become critical, both from an environmental point of view (reduction of cdibop
footprinit), and with respect to economic considerations (cost of energy) for the data centre operator.

The imp|
a) pur
b) secl
¢) phy
d) accd
NOTE

The nee
the obje
terms of
and phy

achievemment of the defined needs and objectives.

The ISO
involved

facilities
1) owr
2) con

and

3) sup
4) inst
At the
docume
— ISO

Gen

ementation of data centres varies in terms of:
bose (enterprise, co-location, co-hosting or network operator facilities);
Irity level;
sical size; and
mmodation (mobile, temporary and permanent constructions).
Cloud services can be provided by all data centre types mentioned.

ds of data centres also vary in terms of availability of Service, the provision of security and
ctives for energy efficiency. These needs and objectives influence the design of data centres ip
building construction, power distribution, envirommental control, telecommunications cablinig
sical security. Effective management and operational information are required to monitg

—

IEC 22237 series specifies requirements and recommendations to support the various partig
in the design, planning, procurementysintegration, installation, operation and maintenance af
and infrastructures within data centres. These parties include:

[%2)

ers, operators, facility managers,ICT managers, project managers, main contractors;

bultants, architects, building'designers and builders, system and installation designers, auditorjs
commissioning agents;

pliers of equipment;and
hllers, maintaimners.

fime of publication of this document, the ISO/IEC 22237 series comprises the followinlg
nts:

[E€.22237-1, Information technology — Data centre facilities and infrastructures — Part 1:

brdl concepts;

— ISO/IEC TS 22237-2, Information technology — Data centre facilities and infrastructures — Part 2:
Building construction;

— ISO/IEC 22237-3, Information technology — Data centre facilities and infrastructures — Part 3: Power
distribution;

— ISO/IEC22237-4 (thisdocument), Information technology — Data centrefacilitiesandinfrastructures —
Part 4: Environmental control,

— ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:
Telecommunications cabling infrastructure;

Vi
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— ISO/IEC TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:

Security systems;

— ISO/IEC TS 22237-7, Information technology — Data centre facilities and infrastructures — Part 7:

Management and operational information.

The inter-relationship of the specifications within the ISO/IEC 22237 series is shown in Figure 1.

Part 2
Building construction

Part 3
Power distribution
Part 4
Environmental control
Part 1
General concepts /Pa; 5
Telecommunications

cabling infrastructure

Part 6

Security systems

L D Part 7

Management and
operational information

Figure 1 — Schematic relationship between the ISO/IEC 22237 series of document

IBO/IEC TS 22237-2 to ISO/IEC TS 22237-6:specify requirements and recommendations for p3

facilities and infrastructures to support the relevant classification for “availability”, “physical g
and “energy efficiency enablement” selected from ISO/IEC 22237-1.

This document, ISO/IEC 22237-4, addresses the environmental control facilities and infras
within data centres together, with the interfaces for monitoring the performance of those
and infrastructures in linéswith ISO/IEC TS 22237-7 (in accordance with the requiren
IBO/IEC 22237-1).

]

5O/1EC TS 22237-7addresses the operational and management information (in accordance
equirements of ISOHEC 22237-1).

—

uilders, an@system and installation designers.

he ISO/IEC 22237 series does not address the selection of information technology and
blecormmmunications equipment, software and associated configuration issues.

o = louli—|

)

irticular
ecurity”

tructure
facilities
nents of

with the

his documentis intended for use by and collaboration between architects, building designers and

hetwork
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Information technology — Data centre facilities and
infrastructures —

Part 4:
Environmental control

1 Scope

—

his document addresses environmental control within data centres based upen the crit

» o«

lassifications for “availability”, “security” and “energy efficiency enablement” wyithin ISO/IEC

Q

This document specifies requirements and recommendations for the following:
d) temperature control;

h) fluid movement control;

d relative humidity control;

d) particulate control;

d) vibration;

f) physical security of environmental control systems.

Normative references

[ NS]

—

he following documents are referred to in the text in such a way that some or all of their
onstitutes requirements of this'document. For dated references, only the edition cited app
ndated references, the latest edition of the referenced document (including any amendments)

(ol

50 14644-8, Cleanrooms.dud associated controlled environments — Part 8: Classification of air cl¢
y chemical concentration-{ACC)

—_— N

b0 16890-1, Air filters for general ventilation — Part 1: Technical specifications, requirem
lassification system based upon particulate matter efficiency (ePM)

Q

]

50/1EC 22237-1, Information technology — Data centre facilities and infrastructures — Part 1
pncepts

Q

Y

BOMAEC 22237-3, Information technology — Data centre facilities and infrastructures — Part

bria and
p2237-1.

content
lies. For
applies.
banliness
bnts and

General

3: Power

distribution

ISO/IEC/TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:

Security systems

[EC 61439-1, Low-voltage switchgear and controlgear assemblies — Part 1: General rules

IEC 62040-3, Uninterruptible power systems (UPS) — Part 3: Method of specifying the performance and

test requirements

© ISO/IEC 2021 - All rights reserved
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC[Electropedia: available at http://www.electropedia.org/

3.1.1

access floor

system fonsisting of completely removable and interchangeable floor panels that are supported o
adjustable pedestals connected by stringers to allow the area beneath the floor to be used by buildin
service

0 =

Note 1 tgentry: Also known as raised floor.
[SOURCE: ISO/IEC TS 22237-2:2018, 3.1.1 - modified: added note 1 to entry]

3.1.2

comfort{ environmental control
control yhich produces an environment which is appropriate for theeffective performance of personngl
in a given space

3.1.3

dew point
tempergture at which the water vapour in a gas begins,to'deposit as a liquid or ice, under standardized
conditiopns

3.1.4
direct fresh air cooling
cooling $ystem that uses the external air thatcan be filtered to cool the IT equipment in the data centre

3.1.5
diesel rptary uninterruptible power system
DRUPS
system Where the output wayeform is produced by a rotating machine that is mechanically connected
to a flywheel stored energy’source, and the flywheel stored energy source is coupled to a backup engine
with an electro-magneticelitch

3.1.6
inlet aixf temperature
tempergture of-the (cold) air entering the rack or IT equipment

3.1.7
relativethumidity
ratio, expressed as a percentage, of the vapour pressure of water vapour in moist air to the saturation
vapour pressure with respect to water or ice at the same temperature

[SOURCE: IEC 60050-705:1995, 705-05-09]

3.1.8
return air temperature
temperature of the (warm) air re-entering the environmental control system, e.g. the air handling unit

2 © ISO/IEC 2021 - All rights reserved
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3.19
rotary uninterruptible power system
rotary UPS

system where the output waveform is produced by a rotating machine, using either batteries or

flywheel as stored energy source

3.1.10
static uninterruptible power system
static UPS

s stored energy source

111
pply air temperature
temperature of the (cold) air leaving the environmental control system e.g. the air-handling un

3.1.12
ventilation
sjupply of air motion in a space by circulation or by moving air through the space

Note 1 to entry: Ventilation can be produced by any combination of natural er/mechanical supply and ex

flltering or purification, and, in some cases, evaporative cooling.

3.2 Abbreviated terms

Hor the purposes of this document, the abbreviated;térms given in ISO/IEC 22237-1 and the f
apply.

AHU air handling unit

1):¢ direct expansion cooling unit

Ir information technology

ICT information and.communication technology

4 Conformance
Hor a data centrede,conform to this document:
d) itshall feature an environmental control solution that meets the requirements of Clauses 3

h) it shall/feature an approach to physical security in relation to the environmental control
thatmeets the requirements of Clause 7;

~

Note 2 to entry: Such systems can include partial treatment such as-heating, relative humidity (3.1.7)

lywheel

(i

haust.

control,

bllowing

and 6;

solution

s of the

it shall feature an energy efficiency enablement solution that meets the requiremen
relevant Granularity Level of Clause 8;

d) local regulations, including safety, shall be met.

The required Class of the Environmental Control system of a data centre is based on the required

Availability Class of the data centre.

© ISO/IEC 2021 - All rights reserved
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5 Environmental control within data centres

5.1 General

5.1.1 Design input

Power supply, distribution and environmental control are important primary facilities and
infrastructures of a data centre and have inter-related design aspects:

a) pow

b) pow

Ener|

5.1.2

The env
Excessiy
the datal

The fun
element
efficiend

from puplic grids, non-dedicated central cooling plants, geothermal systems, rivers, and compressd
systems).

Supply €
to thed
in devic

It shoul
system

er supplied to I'T equipment which is converted to heat output;

er supplied to the environmental control system to remove the heat output.

/ Supporting infrastructure \

Thermal
IT Equipment exhaust

[ ~

by flow > Electricity T ~ ,&\v, >

4 S
\J
Uncontrolled L ontrolléq

environment K envirg/m@nt /
Pa\

Cooling medium

Figure 2 — Logical representation of environmental control of data centre spaces

Functional elements

ronmental control system is one of théimost important parts of the data centre infrastructur¢.
e variations of temperature or relative humidity can directly affect the functional capability ¢
centre and its infrastructures.

=)

‘tional elements of the environmental control system are divided into supply and distributio
5. The division of environmental control systems into supply and distribution reflects energ
y where data centres tise multiple cooling sources in various combinations (e.g. cold wats

= < S

lements relateto the generation of temperature-controlled fluids. Distribution elements relat
stribution offluids generated by the supply elements. Distribution elements are differentiate
s (unitshand paths. See Table 1 for examples of these elements.

=

l beé ‘noted that for environmental control systems the electrical energy flow is into the
hnehthe thermal flow is from within the controlled environment outwards to the uncontrolled

environ

ment (exhausted from the building).

Some environmental systems combine the function of supply and distribution elements.

Table 1 — Examples of supply and distribution elements

Functional element(s)
Area Fluid Device/Functional ele- Path/Functional
ment element
Supply Water/Refrigerant External water supply, Pipe system
chiller, pump(s), condens-
ing unit

© ISO/IEC 2021 - All rights reserved
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Table 1 (continued)
Functional element(s)
Area Fluid Device/Functional ele- Path/Functional
ment element
Air Outside air intake, filter(s), Duct/Plenum system
heat exchanger
Distribution Water/Refrigerant Pump(s), heat exchanger Pipe system
Air CRAC, CRAH, louvres, AHU Duct/Plenum system

5.1.3 Requirements

—

he approach taken for the design of the environmental control system shall take into account g
echnology, physical security, data centre availability, maintenance and future exténsion (cont
ervice).

wn_ct

law]

hysical data centre location and external conditions (minimum, medjan ‘and maximum

—

dlements.

@ =

lements shall take into consideration the effect of vibration on the data centre spaces.

he design of the environmental control system and the seléction and installation of functional g
hall take into consideration the effect of friction and/or dbstruction in the pathways for temp
ontrolled fluids. Operational controls shall be provided to ensure no degradation of fluid floy
hanges in the pathways (see ISO/IEC TS 22237-7).

Q. 0o

=

uring the design phase, the requirement for the humber of air changes per unit time and air |
shall be established.

]

h all data centre spaces, the requirements for air quality shall be considered.

h all spaces with a risk of damiage to static-sensitive equipment from electro-static di
he relative humidity shall be maihtained in accordance with the instructions of the supplig
quipment to be accommodated.‘Where no information exists or where the equipment manufa
ot specified, a minimum dew point of 5,5 °C shall be maintained.

= @ ot =

Vhere direct fresh aix cooling solutions are chosen, the requirements analysis and the j
nethodology of manitoring and control is of prime importance. In these circumstances, p3
onsideration shall\be given to the control of contaminants.

Q 5 <

v w]

or guidance‘en-the ventilation requirements of activated gaseous suppression systems that h
ischarged; see ISO/IEC TS 22237-6.

(oW

An oyerview of the requirements on environmental conditions is given in Annex A.

(vailable
inuity of

external

bmperature and humidity rate) have to be taken into account for the selection of the functional

he design of the environmental control system and the selection and installation of fulnctional

lements
erature-
v due to

pressure

scharge,

br of the
cturer is

esulting
irticular

hve been

e | D dais
« LT NCLUUIIIIIITITIUAtivlLS

Opportunities for reductions in energy consumption exist where wider tolerances of temperature and

relative humidity can be accepted in defined data centre spaces (see CLC/TR 50600-99-1).

Measurements are requested at various points in the text to provide insight, the ability to ana
ultimately to improve energy efficiency.

Devices of the environmental control system with integrated vibration decoupling for all rotati
(e.g. fan, compressor) or low vibration parts should be selected.

lyse and

ng parts

Where devices of the environmental control system or other external devices with rotating parts are

not equipped with integrated vibration decoupling, the whole unit should be decoupled.

© ISO/IEC 2021 - All rights reserved
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Where the design of the cooling system relies on the use of “F-gaseous” coolants, the long-term
availability of such coolants and the subsequent effect on the cooling system efficiency should be
considered.

5.2 Environmental control of data centre spaces

5.2.1 Building entrance facilities

No specific requirements.

5.2.2 Personnel entrance(s)

Comfort{environmental controls shall be applied to this space.

5.2.3 Pocking/loading bay(s)

No specfific requirements.
5.2.4 [Generator space(s) including fuel storage

5.2.4.1 | Generator and DRUPS spaces

Temperature shall be maintained in accordance with the instructjdgns of the supplier of the equipment t
be accotnmodated. Where no information exists or where the equipment manufacturer is not specified,
the temjerature shall be maintained above 0 °C and should be‘above 10 °C.

[=}

Adequatle ventilation shall be provided for combustion and'for radiator cooling.
Where the manufacturer is not known at the time ofdesign, the maximum temperature shall be 35 °C

Anti-corjdensation measures shall be taken for,generator and switchgear.

5.2.4.2 | Fuel systems
The fuel|system shall be protected against sub-zero ambient temperatures to avoid fuel solidification.
NOTE The availability of generaters can be adversely affected by cold (< 10 °C) or poor-quality fuel and

can be improved through the installation of crankcase heaters, or by installing the generators in a conditionedl,
purpose-built space within the data centre facility.

5.2.5 [[ransformer.space(s)

D

The tenpperature~shall be maintained in accordance with the instructions of the supplier of th|
equipmgnt to bexaccommodated unless the system has been de-rated for operation at higher ambier]
tempergturesyWhere the manufacturer is not known at the time of design, the maximum temperatur
shall bee}n accordance with IEC 61439-1.

=

[

Where necessary, filtration against particulate contamination shall be provided to prevent build-
up of dust in accordance with the instructions of the supplier of the equipment to be accommodated.
Measures shall be provided to allow inspection and cleaning of the transformer and the transformer
space(s).

Forced air cooling of the transformer should be considered at the design phase where this would
represent an improvement in transformer efficiency.

Anti-condensation measures shall be taken for switchgear.

6 © ISO/IEC 2021 - All rights reserved
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5.2.6 Electrical distribution space(s)

Temperature shall be maintained in accordance with the instructions of the supplier of the equipment to
be accommodated. Where no information exists or where the equipment manufacturer is not specified,
the temperature shall be maintained above 0 °C and should be above 10 °C.

Where practicable, natural ventilation shall be provided.

The maximum ambient temperature shall not exceed the maximum temperature specified by the
supplier of the equipment to be accommodated unless the system has been de-rated for operation at

H
t

A
|

5

1gher ambient temperatures. Where the manufacturer 1s not known at the time ot design the m
emperature shall be 40 °C.

nti-condensation measures shall be taken.

f required, temperature-controlled air extraction shall be provided.

2.7 Telecommunication spaces(s)

D ct

(@x ]

QL =

(

oo <

lonlivel

emperature and relative humidity shall be monitored.

Vhere the data centre is supported by a single telecommunications space, or by multiple, non-
blecommunications spaces, the space(s) shall have a single‘path environmental control sys
xamples see 6.2.2.2 and 6.2.2.3).

.2.8 Main distributor spaces(s)

he requirements of 5.2.9 shall be applied.

.2.9 Computer room space(s) and associated testing space(s)

he computer room space is the mostimportant space from an environmental control perspec
esigner of the environmental control system shall assess the impact of the failure of the syste
ata centre infrastructure.

utside air shall be filtered according to ISO 16890-1, with the Class depending on the local aif

and minimum filter Clas§ Mb5.

n analysis examininng the balance between energy management and environmental control par

ata centre. The results of this analysis shall be compared with the business model for the dat
LC/TR 50600-99-1 provides further information to assist with this analysis.

nvironmental controls shall be applied that maintain the following parameters within limits
y the\requirements of the analysis described above:

aximum

emperature and relative humidity shall be maintained in accordance with the requirements of 5.2.9.

resilient
tem (for

five. The
m on the

quality,

ameters

Uith reference tofhe type of IT equipment to be accommodated shall be performed by the ownler of the

h centre.

defined

curnndg At b e,

3} SUpPPTy ofif coIiptraturc)

b) supply air relative humidity;

c) air quality:

1) particulate content;

2) gaseous contaminants.

For the classification of air cleanness by chemical concentration (ACC), ISO 14644-8 shall be applied.
Gaseous contaminants should be measured periodically or monitored continuously regarding ANSI/
[SA-71-04-2013. Where no information exists or where the equipment manufacturer is not specified,
a minimum class G1 should be maintained. Visual inspection of hardware within the space should
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be performed as part of the maintenance routines to mitigate the potential risk of damage due to
corrosion. Additional information as to the nature and concentration of contaminants can be obtained
by laboratory analysis of collected dust from the data centre and/or specimens collected using carbon
adhesive tabs.

The supply air temperature shall be monitored with temperature sensors in the supply path near the IT
equipment. The number of sensors shall be chosen so as to provide a representative average supply air
temperature and shall be in accordance with 8.2. In areas of high thermal load additional temperature
sensors can be necessary to detect hot spots.

=

Where gir containments are used, it is recommended that the supply air temperature be monitoxe
by tempjerature sensors in the containment. The number of sensors shall be chosen so as to provide
representative average supply air temperature.

a¥)

The relative humidity of supply air shall be monitored in the supply path. The number of senisors shall
be chosgn so as to provide a representative average value.

A combined sensor for temperature and relative humidity is allowed. Depending on the availabilit
class, redundant temperature and humidity sensors shall be installed.

<=

It is rec¢mmended to install a dew point sensor where relative humidity is measured, or to calculate p
dew poipt from temperature and relative humidity data.

5.2.10 Electrical space(s)

If the eldctrical space contains UPS equipment, see 5.2.15.
Anti-corjdensation measures shall be taken.

Where gracticable, natural ventilation shall be provided.

The makimum ambient temperature shall not exceed the maximum temperature specified by thie
supplier] of the equipment to be accommodated) unless the system has been de-rated for operatiop
at highgr ambient temperatures. Where the ntanufacturer is not known at the time of design, thie
maximujm temperature shall be in accordance with IEC 61439-1.

Temperature and relative humidity should be monitored.

5.2.11 Mechanical space(s)

If the mlechanical space accommodates electrical equipment, then the requirements of 5.2.10 apply.
Otherwise, temperaturezand humidity shall be maintained in accordance with the instructions of thie
supplier]of the equipnient to be accommodated.

5.2.12 Controlroom space(s)

Comforyenvironmental controls shall be applied to this space.

5.2.13 Office space(s)

Comfort environmental controls shall be applied to this space.

5.2.14 Storage and holding space(s)

Basic environmental controls should be applied (temperature and relative humidity); temperature
should be monitored. Measures addressing gaseous contaminants (see 5.2.9) should be considered.

8 © ISO/IEC 2021 - All rights reserved
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5.2.15 Accommodation of UPS equipment

5.2.15.1 Static UPS and rotary UPS

Temperature shall be maintained in accordance with the instructions of the supplier of the equipment
to be accommodated. Where no information exists or where the UPS equipment is not specified, the
temperature shall be maintained between 15 °C and 35 °C (non-condensing). Where storage batteries
are included in the UPS space, the requirements of 5.2.15.3 shall be applied.

ed fo hem mum-he 0 a a a S-svste sha he nrovidedi external

ambient conditions preclude the use of filtered fresh air.

onitoring for temperature shall be provided.

Waste heat should be used to pre-heat the standby generator plant of the UPS systeth ‘Where possible.

5.2.15.2 DRUPS

The environmental controls required for the accommodation of Diesel Rétary UPS are stated iy 5.2.4.1.

5.2.15.3 Batteries

Where batteries are located away from the UPS equipment that'they serve, the temperature(|shall be
dontrolled in accordance with the manufacturer’s instructions to maintain planned battery [lifetime.
Where no information exists or where the equipment/is” not specified the temperature hall be
maintained at (20 * 2) °C.

If required, a resilient fresh air ventilation shall be.provided to avoid hydrogen accumulation.
It is recommended that hydrogen monitoring be‘provided.

See EN 50272-2 for further information on safety requirements for secondary batteries.

6 Availability

4.1 General

—

he environmental control system shall be designed to support the Availability Class| chosen
bllowing the risk assessment undertaken in accordance with the availability classification d¢fined in
50/1EC 22237-1.

b =y

—

his document-defines four Classes of Environmental Control Systems of increasing availability (Class
1, Class 2, Class 3 and Class 4).

6.2 ¢ Availability Class design options

6.2.1 General

To maximize the utilization of capital plant, and to minimize energy standing losses, the designer shall
take into account the increased redundancy for running at partial load when choosing how to specify
the configuration.

In systems with multiple paths it is permissible to utilize different technologies for each path.
For examples of current “Best Practice” for environmental control, see CLC/TR 50600-99-1.
Scalable design options are not available for rooms other than those described in 6.2.2 and 6.2.3.

Four design options, of increasing Availability Class, are specified:

© ISO/IEC 2021 - All rights reserved 9
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A Class 1 solution (single path) is appropriate where the outcome of the risk assessment deems it
acceptable that:

— asingle fault in a functional element can result in loss of functional capability;
— planned maintenance can require the load to be shut down.

A Class 2 solution (single path with redundancy) is appropriate where the outcome of the risk
assessment deems it necessary that:

— routine planned maintenance of a redundant device shall not require the load to be shut down.

ot

NOTE Failure of the path can result in unplanned load shutdown and routine maintenance of1ion-redundar
devices gan require planned load shutdown.

A Class 3 solution (multiple paths providing a concurrent repair/operate solution),is appropriate wher
the outcpme of the risk assessment deems it necessary that:

[

— a faplt of a functional element shall not result in loss of functional capability;

— althjpugh a failure of a path can result in unplanned load shutdown,thaintenance routines shall nqt
reqiire planned load shutdown as the passive path serves to att as the concurrent maintenance
enabler as well as reducing the recovery of service time (minimizing the mean downtime) after thie
failyre of a path;

— planned maintenance shall not require the load to be shutdown.
All pathf shall be designed to sustain the maximum load:

A Class 4 solution (fault-tolerant solution except duriifg maintenance) is appropriate where the outcomie
of the rigk assessment deems it necessary that;:

— afatilt of a functional element shall not result in loss of functional capability;

=

— for power supply and distribution: any single event impacting a functional element shall not resu
in lgad shutdown;

— for ¢nvironmental control: a failure of one path shall not result in unplanned load shutdown;
— plajned maintenance shall not require the load to be shut down.

All pathf shall be designed to sustain the maximum load.
6.2.2 [Computériroom and telecom space(s)

6.2.2.1 | General

The designer of systems which require an additional primary supply (e.g. water) shall consider that the
continuity of the primary supply has to meet the requirements of the chosen availability class.

Environmental control systems shall be able to restart automatically after disruption to their power
supply. The designer of the system shall consider the effect of power supply disruption and the
duration of the restart time following power supply disruption on the environmental conditions within
the controlled space. The designer shall also consider delayed operation time in the design of the
environmental control system, e.g. sizing of buffer tanks.

When environmental control systems are connected to a UPS, the UPS should be separated from the
UPS for the IT equipment.

It should be noted that the examples given in the following subclauses are non-exclusive.

10 © ISO/IEC 2021 - All rights reserved
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6.2.2.2 (Class 1 — Supply: Single path system

6.2.2.2.1 General

Figure 3 shows a Class 1 cooling supply system with a single supply sub-system and a single path to the
distribution sub-system. Examples of a Class 1 cooling supply sub-system are:

a) asingle compressor-based chiller and a pump;

b) aninletfan and a cooling coil.

4.2.2.2.2 Power supply

The environmental control system shall be fed from a power supply system that meéts at least the
requirements of ISO/IEC 22237-3, Class 1.

4.2.2.2.3 Power distribution

The designer of the system shall determine the power connection requirements (e.g. unprotected or
drotected) of control and other functional elements of the environmental control system algng with
any required management routines such that the design objectives'e6.2.2.1 are met.

Virtual point
between
supply and distribution

S

Supply 4|— ————— ! Distribution

Figure'3 — Class 1 cooling supply sub-system

4.2.2.3 Class 1 — Distribution: single path system

4.2.2.3.1 General

wl

igure 4 shows-a Class 1 cooling system with a single distribution sub-system and a single path from
he supplysub-system. An example of a Class 1 cooling distribution sub-system is:

—

- a Single air-conditioning module.

L) 73 73 ) D 1
2.2.3.2—Powersupply

The environmental control system shall be fed from a power supply system that meets at least the
requirements of ISO/IEC 22237-3, Class 1.

6.2.2.3.3 Power distribution
The designer of the system shall determine the power connection requirements (e.g. unprotected or

protected) of control and other functional elements of the environmental control system along with
any required management routines such that the design objectives of 6.2.2.1 are met.
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Virtual point
between
supply and distribution

I
Distribution —I Thermal load
I

Figure 4 — Class 1 cooling distribution sub-system

6.2.2.4 | Class 2 — Supply: single path system

6.2.2.4.1 General

Figure J shows a Class 2 cooling system with redundant supply sub-system and 3 single path to the
distribufion sub-system. Examples of a Class 2 supply sub-system are:

a) arefdundant compressor-based chiller array and pumps;

b) arefdundant array of inlet fans and cooling coils.

Virtual point
between
supply and distribution

Supply

Supply

Figure 5 — Class 2 cooling supply sub-system

6.2.2.4.2 Power supply

The enviironmental*control system shall be fed from a power supply system that meets at least thie
requireI\ents o6f1SO/IEC 22237-3, Class 2.

6.2.2.4. Power distribution

The designer of the system shall determine the power connection requirements (e.g. unprotected,
protected or short-break) of control and other functional elements of the environmental control system
such that the design objectives of 6.2.2.1 are met.

6.2.2.5 Class 2 — Distribution: single path system

6.2.2.5.1 General

Figure 6 shows a Class 2 cooling system with redundant distribution devices and a single path from the
supply sub-system. An example of a Class 2 cooling distribution sub-systems is:
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— aredundant air-conditioning module.

6.2.2.5.2 Power supply

The environmental control system shall be fed from a power supply system that meets at |
requirements of ISO/IEC 22237-3, Class 2.

6.2.2.5.3 Power distribution

sfuch that the design objectives of 6.2.2.1 are met.

Virtual point
between
supply and distribution

S — | |

| ! : |

I Supply :——r— .L Distribution 1 Thermal load
I I | I
- J |

e ]

[

I Supply }——-' | Distribution

o ] |

Figure 6 — Class 2 cooling distribution sub-system

4.2.2.6 Class 3 — Supply: multi-path resilience and concurrent repair/operate solution

4.2.2.6.1 General

wwl

igure 7 shows a Class 3 cooling system with redundant supply sub-system and a redundant pa|
istribution sub-system. Exainples of a Class 3 supply sub-system are:

Q.

d) aredundant compressor-based chiller array and redundant pumps;

H) aredundant array of inlet fans and cooling coils.

Virtual point
between
supply and distribution

east the

Twmm—mwmmﬁmemw]otected,
drotected or short-break) of control and other functional elements of the environmental contrell system

th to the

| |

Sunnlv | i Nictrilb ibon |
~ | il 4 | IOt Toutivrni |

|

| e |
T 1

i L . |

Supply 4!____.: Distribution |
. | |

| ] |

Figure 7 — Class 3 cooling supply sub-system
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A passive delivery path (with automatic or manual changeover switches) shall be provided. All passive
sub-systems (e.g. the chilled water piping) shall also have in-built path redundancy where a failure in
such an element can result in a loss of cooling albeit with a rapid (manual) substitution of the active
path with the passive path.

6.2.2.6.2 Power supply

The environmental control system shall be fed from a power supply system that meets at least the
requirements of ISO/IEC 22237-3, Class 3.

6.2.2.6.3 Power distribution

The desligner of the system shall determine the power connection requirements (e.g. unprotected
protectdd or short-break) of control and other functional elements of the environmental control syster
such thdt the design objectives of 6.2.2.1 are met.

<

=

6.2.2.7 | Class 3 — Distribution: multi-path resilience and concurrent repair/opé€rate solution

6.2.2.7.1 General

-

Figure § shows a Class 3 cooling system with redundant distribution¢devices and a redundant pat
from th¢ supply sub-system. An example of a Class 3 cooling distribution sub-system is:

— arefundant air-conditioning module.

Virtual point
between
supply and distribution

I
|

|

I Supply :————Ji Distribution —{
I

I

|
|
I Thermal load
|

|
|
I Supply :————Ii Distribution —
|

Figure 8 — Class 3 cooling distribution sub-system

A passivie delivery path (with automatic or manual changeover switches) shall be provided. All passiv
sub-systems (e.gxthe chilled water piping) shall also have in-built path redundancy where a failure i
such an|element can result in a loss of cooling albeit with a rapid (manual) substitution of the actiy
path with the passive path, e.g. closed circular pipeline including a sufficient number of shut-off valves.

D =

6.2.2.7.2 Power supply

The environmental control system shall be fed from a power supply system that meets at least the
requirements of ISO/IEC 22237-3, Class 3.

6.2.2.7.3 Power distribution
The designer of the system shall determine the power connection requirements (e.g. unprotected,

protected or short-break) of control and other functional elements of the environmental control system
such that the design objectives of 6.2.2.1 are met.
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6.2.2.8 C(Class 4 — Supply: multi-path resilience, concurrent repair/operate, and fault tolerant
solution

6.2.2.8.1 General

Figure 9 shows a Class 4 active/active cooling supply sub-system. It comprises two segregated,
compartmentalized and entirely separate supply sub-systems including separated paths. Examples of a
Class 4 supply sub-system are:

) redundant comnressor-hased chiller arravs and numuns:
) o4 i 7

o

= N

) redundantarrays of inlet fans and cooling coils.

Virtual point
between
supply and distribution

|
Supply | Distribution i
|

|
Supply —i————l Distribution i
|

Figure 9 — Class 4.cooling supply sub-system

.2.2.8.2 Power supply

he environmental control system:shall be fed from a power supply system that meets at least the

equirements of ISO/IEC 22237-3;-€lass 2.

.2.2.8.3 Power distribution

he designer of the System shall determine the power connection requirements (e.g. unpr

otected,

rotected or short-break) of control and other functional elements of the environmental contro|l system

uch that the design objectives of 6.2.2.1 are met.

.2.2.9 _Elass 4 — Distribution: multi-path resilience, concurrent repair/operate, and fa
plerant solution

nlt

6

.2:2.9.1 General

Figure 10 shows a Class 4 active/active cooling distribution sub-system. It comprises two segregated,
compartmentalized and entirely separate distribution sub-systems including separated paths.
Examples of a Class 4 cooling distribution sub-systems are:

a) redundant air-conditioning modules;

b)

© ISO/IEC 2021 - All rights reserved
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Virtual point
between
supply and distribution

I

| | | I

| L . . . |

I Supply | | Distribution —‘

b _I :

Thermal load

i |

| ] |

I Supply I____I_ Distribution —‘

b _I '

Figure 10 — Class 4 cooling distribution sub-system - segregated
In the eample in Figure 10, both distribution sub-systems shall have their own air~conditioning module
arrays, With each array sized to meet the thermal load.
Virtual point
between

Figure 1
a shared

a single
with the

conditigEing moduléesrequired for a shared redundant cooling system is typically less than the quantit]

of air-c

Anothen
redundg

supply and distribution

|
| |
: Supply :———— | Distribution
| |

Thermal load

,_
I
I
I
I
I
I
I
I
I
I
I
L

o o
|
: Supply :————' Distribution |
| | | |
.\ |
Figure 11 — Class 4 coeling distribution sub-system - shared redundant
1 shows an example of a'Glass 4 shared redundant cooling distribution sub-system. It comprise

redundant sub-system within the distribution. The air-conditioning modules are configured i
hrray with redundaricy. All air-conditioning modules shall be connected to both supply source
ability to selectithe preferred supply with automatic changeover switches. The quantity of aij

2=

ditioning,ihodules required for an active/active cooling system.

exarple of a Class 4 shared redundant cooling distribution sub-system is a single array with
ney and redundant supply of different technology (e.g. chiller and DX).

6.2.2.9.2 Power supply

Each environmental control system for an active/active distribution sub-system shall be fed from a
power supply system that meets at least the requirements of ISO/IEC 22237-3, Class 2.

In a shared redundant distribution sub-system, all shared redundant elements shall be fed from both
power supply systems that meet at least the requirements of ISO/IEC 22237-3, Class 2 (with automatic

changeo

16

ver switches).
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6.2.2.9.3 Power distribution

The designer of the system shall determine the power connection requirements (e.g. unprotected,
protected or short-break) of control and other functional elements of the environmental control system
such that the design objectives of 6.2.2.1 are met.

6.2.3 UPS space

6.2.3.1 General

The requirements of this clause apply where the UPS equipment is not accommodated in the epmputer
rpom space.

(@

.2.3.2 Class 1: single path (no resilience)

he UPS space shall be cooled by a supply and distribution system of Class.1) ot better that|is rated
b supply a cooling capacity equal to the maximum possible power losses-inithe UPS and nof exceed
he temperature supported by the chosen UPS. If no vendor data exists/IE€ 62040-3 shall be|applied.
single failure in the cooling plant exposes the UPS to over-temperatur€ and shutdown/bypgass with
ssociated risk to the critical load.

Q N ot ot

(@

.2.3.3 Class 2: single path (resilience provided by redundancy of devices)

he UPS space shall be cooled by a supply and distribution’system of Class 2 or better that|is rated
b supply a cooling capacity equal to the maximum possible power losses in the UPS and nof exceed
he temperature supported by the chosen UPS. If no*vendor data exists, [IEC 62040-3 shall be|applied.
single failure in a device does not expose the UPS to over-temperature and shutdown/byppass with
ssociated risk to the critical load.

QO N ot ot

(@1

.2.3.4 Class 3: multi-path resilience and concurrent repair/operate solution

h case one UPS room is planned, thelUPS space shall be cooled by a supply and distribution system
f Class 3 or better that is rated to.supply a cooling capacity equal to the maximum possible power
psses in the UPS and not exceed the temperature supported by the chosen UPS. If no vendor data exists,
EC 62040-3 shall be applied %A single failure in the cooling system shall not expose the UPS|to over-
emperature and shutdown/bypass with associated risk to the critical load.

o — —

et

h case two separatecand redundant UPS rooms are used, the Availability Class 1 or better|shall be
hosen for the cooling system of each room and the cooling system shall be connected to the same
drimary power distribution system as the UPS it is supporting.

Q

4.2.3.5 Class 4: multi-path resilience, concurrent repair/operate, and fault tolerant solytion

Theredsno “Class 4 UPS room”, as in a Class 4 system, UPSs will be in two separate rooms, eagh with a
(lass.I'environmental control system or better which are supported by two individual Class 2 €lectrical
dower supply systems. For the power distribution, the designer of the system shall determine the power
connection requirements (e.g. unprotected, protected or short-break) of control and other functional
elements of the environmental control systems such that the design objectives of 6.2.2.1 are met.

6.3 Environmental control system capacity planning with respect to expansion

During the design phase the use of modular solutions providing capacity for the expected load with
respect to time shall be considered.

6.4 Environmental control system capacity planning with respect to resilience

Where resilience is provided by multiple CRACs or CRAHs, consideration shall be given to the number
of units and the fan speed at which each unit is operated.
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The design of the system shall accommodate an operating point where all CRACs or CRAHs run at
minimum fan speed.

The control system shall be set up in such a way that it conforms with the separation and redundancy
equal to the classes for supply and distribution elements. All devices in the system shall operate on a
standalone basis, no central control is required. A central control system can be used for monitoring
and manual adjustment. If the central control system fails, the components of the system will operate
in a fail-safe mode so that the operation of the data centre is not disrupted. For Classes 3 and 4, this can
also be achieved with a redundant control system.

7 Physical security

7.1 General

Based the security classification following the risk assessment undertaken in accordance with
ISO/IEC|22237-1, this document (ISO/IEC 22237-4) provides requirements and recomméndations (with
optional implementations as required) in relation to the following aspects with(the design, planning
and instpllation of the environmental control facilities and infrastructures.

7.2 Protection against unauthorized access

All controls and equipment comprising the environmental control system shall be in areas of Protectiop
Class 3 gr above as specified in ISO/IEC TS 22237-6.

Where pathways are routed in areas of alower Protection Classithey shall be monitored for unauthorized
access. Jee ISO/IEC TS 22237-6.

8 Eng¢rgy efficiency enablement

8.1 General

Based ofh the energy efficiency enablement granularity level defined in accordance with ISO/IEC 22237-1,
this clayse provides requirements and.recommendations (with optional implementations as required)
in relatipn to the following aspects.with the design, planning and installation of the environmental
control [facilities and infrastructures. 8.2 and 8.3 define requirements and recommendations fdr
measur¢ment by parameter.

8.2 Measurement oftemperature

8.2.1 xternal temperature

In all cakes, external temperature shall be measured and monitored. An external temperature sensd
shall be fused,located away from any building exhausts and from direct sunlight. The output from thi
sensor ghald be fed into the control system for the data centre. For data centres of Availability Class
and above, the feedback from the external temperature sensor shall be automatic.

Nwn =

A single sensor is required for Level 1.

For Level 2 and above, an additional sensor should be employed to provide resilience. See Table 2.

8.2.2 Computer room temperature

Computer room temperature shall be monitored. In an air-cooled environment, air temperature varies
by location. Where liquid-cooled enclosures are used, the temperature of the liquid coolant shall be
monitored. Where liquid-cooled IT equipment is used, the temperature of the liquid coolant shall be
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monitored. Temperature sensors should not be placed in areas of high turbulence and should be so
placed as to establish thermal gradient.

The purpose of a data centre cooling system is to deliver the correct volume of air within the accepted
environmental conditions to the inlet of the IT equipment. Temperature sensors located as close to the
IT equipment air intakes as possible (e.g. attached to rails/inside rack door) will help to determine how
effectively this is achieved. Where sufficient air volume is delivered and the hot and cold airstreams are
effectively segregated, the measurement of temperature in the cold aisle outside of the rack provides a
sultable proxy locatlon The number of sensors and placement of sensors should give a representative
erstand
any def1c1enc1es in cold air delivery (particularly in non-contained systems), for example infront of a
lfve device at one third and two thirds of the rack height.

0 understand and optimize the airflow demand from the IT equipment and load«on the| cooling
nits, it is useful to know the delta T across both. The cooling units usually report\supply and return
emperature. Where they do not, additional sensors can be installed to providé)this information. The
eturn temperature can vary across the return intake of the cooling unit. As the return temperature
An vary across the return intake of the cooling unit, an average of three readings is recommernded.

Q = o o =

he IT equipment outlet temperature will vary according to device type-and workload. To mepsure IT
quipment delta T, additional sensors would be required at the IT egiipment outlet. Similarly to the IT
quipment air inlet sensors, this needs to be as close to the equipmeént outlet as possible. Any|sensors
sed for this purpose should be paired with an IT equipment inlet air sensor. An average delta T can
hen be calculated across the IT devices where the inlet and-eutlet temperatures are measured,

o o @ O =

oy

n alternative to installing permanent sensors is to undertake a periodic survey of temperaturles.

Table 2 — Measurement requirements by Granularity Level

. Granularity Level
Requirement
Level 1 Level 2 Level 3
Inlet air Singlessensorin | One sensor per cold | One sensor per 10
temperature proximity to IT aisle cabinets or racks
equipment (5 on each side of
One sensor every 5 the aisle)
One sensor per cold | cabinets or racks in
aisle a cold aisle
Return air Single sensor in One sensor atthe | One sensor at the
temperatutre proximity to intake | air intake per CRAH air intake per
of return air to the CRAH
cooling equipment

If no air containments are used, the number of sensors can be increased.

8.3 Measurement of relative humidity

8.371 External relative humidity

In all cases, external relative humidity shall be measured and monitored. An external relative humidity
sensor should be used, located away from any building exhausts and from direct sunlight. The relative
humidity sensor should be co-located with the temperature sensor (see 8.2.1). The output from this
sensor shall be fed into the control system for the data centre. For data centres of Class 2 and above, the
feedback from the external relative humidity sensor shall be automatic.

A single sensor is required for Level 1.

For Level 2 and above, an additional, combined relative humidity and temperature sensor should be
employed to provide resilience.
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