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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

he procedures used to develop this document and those intended for its further mair
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document/was dr
ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/dire

tenance
criteria
hfted in
tives or

ww.iec.ch/members_experts/refdocs).

IO and IEC draw attention to the possibility that the implementation of this decument may iny
se of (a) patent(s). ISO and IEC take no position concerning the evidence;validity or applic3
ny claimed patent rights in respect thereof. As of the date of publicationof this document, ISO
ad not received notice of (a) patent(s) which may be required to implement this document. K
mplementers are cautioned that this may not represent the latest iniformation, which may be
Fom the patent database available at www.iso.org/patents and https://patents.iec.ch. [SO and
ot be held responsible for identifying any or all such patent-rights.

el Nt

Any trade name used in this document is information given for the convenience of users and
donstitute an endorsement.

or an explanation of the voluntary nature of‘standards, the meaning of ISO specific tel
xpressions related to conformity assessmeunt, as well as information about ISO's adhe;
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
yww.iso.org/iso/foreword.html. In the IEC;'see www.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 38, Cloud computing and distributed platforms.

This first edition of ISO/IEG\22123-3 cancels and replaces ISO/IEC 17789:2014, which h
technically revised.

The main changes are-as follows:

- added differentiation between cloud computing parties and role;

- Figures 13,14, and 15 were removed.
A list of all.parts in the ISO/IEC 22123 series can be found on the ISO and IEC websites.

Any~feedback or questions on this document should be directed to the user’s national st

rolve the
bility of
and IEC
[owever,
btained
EC shall

Hoes not

'ms and
ence to
BT) see

hnology,

as been

andards

Hody. A complete listing of these bodies can be found at www.iso.org/members.ht

ml and

www.iec.ch/national-committees.
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INTERNATIONAL STANDARD ISO/IEC 22123-3:2023(E)

Information technology — Cloud computing —

Part 3:
Reference architecture

1 Scope

This document specifies the cloud computing reference architecture (CCRA).

2 Normative references

o |

he following documents are referred to in the text in such a way that'some or all of their
onstitutes requirements of this document. For dated references, onljthe edition cited app
yUndated references, the latest edition of the referenced document (including any amendments)

Q

p—

50/1EC 22123-1, Information technology — Cloud computing — Part 1: Vocabulary

(]

50/1EC 22123-2, Information technology — Cloud computing>~ Concepts

3 Terms and definitions

Hor the purposes of this document, the terms and*definitions given in ISO/IEC 22123-1 and the f
Jpply.

I50 and [EC maintain terminology databases for use in standardization at the following addres|

-+ ISO Online browsing platform: ayailable at https://www.iso.org/obp

- [EC Electropedia: available at-https://www.electropedia.org/

3.1 Terms related tosecurity and privacy

311

personally identifiable information
RII

any informationthat (a) can be used to establish a link between the information and the naturd
tp whom such-information relates, or (b) is or can be directly or indirectly linked to a natural p

Note 1itoventry: The “natural person” in the definition is the PII principal. To determine whether a PII
idéntifiable, account should be taken of all the means which can reasonably be used by the privacy st4

content
lies. For
applies.

bllowing

Ses:

1 person
erson

principal
keholder

— -

olding the data, or by any other party, to establish the link between the set of PIl and the natural perso

n.

[SOURCE: ISO/IEC 29100:2011/Amd.1:2018, 2.9]

3.2 Terms relating to architecture

3.2.1
architecture

fundamental concepts or properties of a system in its environment embodied in its elements,

relationships, and in the principles of its design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.2]
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4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 22123-2 and
the following apply.

CCRA cloud computing reference architecture
KPI key performance indicator

MSA master service agreement

0SS operational support systems

QoS quality of service

ToS terms of service

VLAN virtual local area network

5 Conventions
The follgwing conventions apply:

1) Diagrams are used throughout this document to help illustrate the cloud computing referend
architecture (CCRA). Figure 1 provides the conventions in the’diagrams.

D

NOTE In Figure 1, “Aspect” is to be understood as referring to<“€ross-cutting aspect”.

Role

Sub-Role
Functional
component

Figure 1 — Conventions for CCRA diagrams

2) This CCRA uses the term ICT (information and communication technology as defined in
ISO/IEC/IEEE 24765:2017, 3.1853) and ICT systems. ICT is used to make it clear that the CCRA
covers not only the compute and storage technologies associated with computer systems, but also
the communications networks that link systems together.

6 Cloud computing reference architecture goals and objectives
Cloud computing is a paradigm for enabling network access to a scalable and elastic pool of shareable

physical or virtual resources with self-service provisioning and administration on-demand (see
ISO/IEC 22123-1).

2 © ISO/IEC 2023 - All rights reserved
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The CCRA presented in this document provides an architectural framework that is effective for
describing the cloud computing roles, sub-roles, cloud computing activities, cross-cutting aspects, as
well as the functional architecture and functional components of cloud computing.

The CCRA serves the following goals:
— to describe the community of stakeholders for cloud computing;

— to describe the fundamental characteristics of cloud computing systems;

4+ 1.£ L. H 1 | 43 -y Jd__LC 3 ] i PR A | H h :
1) DlJC\,ll‘y UdolIl ClIUUU LUllllJuLllls dULIVILICTS dllu 1TUlittivulial LUllllJUllCllLb, allu UtTOUlIl e t elr

relationships to each other and to the environment;
—+ to identify principles guiding the design and evolution of the CCRA.

The CCRA supports the following important standardization objectives:

- to enable the production of a coherent set of international standards for clould computing;

-+ to provide a technology-neutral reference point for defining standards\foer cloud computing;

- to encourage openness and transparency in the identification of clold computing benefits apd risks.

he CCRA focuses on the requirements of “what” cloud services, provide and not on “how tg” design
loud-based solutions and implementations. The CCRA does not'represent the system architecfure of a
pecific cloud computing system, although it can put constraints on a specific system. The CCRA does
ot define prescriptive solutions and is not tied to any spécific vendor products, services or rgference
mplementation.

leviliies 72 BN @ W |

The CCRA is also intended to:
+ facilitate the understanding of the operational intricacies of cloud computing;
+ illustrate and provide understanding-of'various cloud services and their provisioning and {ise;

-+ provide a technical reference to-enable the international community to understand, |discuss,
categorize and compare cloud services;

-+ be atool for describing, discussing, and developing a system-specific architecture using a fommon
framework of referende;

+ facilitate the analysis of candidate standards in areas including security, interopgrability,
portability, reversibility, reliability and service management, and support analysis of reference
implementations.

CCRAviewpoints

[ |

-

1.1 ~General

This document defines a CCRA that can serve as a fundamental reference point for cloud computing
standardization and which provides an overall framework for the basic concepts and principles of a
cloud computing system.

This clause provides an overview of the architectural approaches that are used in this document. The
cloud computing paradigm is composed of key characteristics, cloud computing roles and activities,
cloud capabilities types and cloud service categories, cloud deployment models, and cloud computing
cross cutting aspects.

7.2 CCRA architectural views

Cloud computing systems can be described using a viewpoint approach.

© ISO/IEC 2023 - All rights reserved 3
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Four distinct viewpoints are used in the CCRA (see Figure 2):

— userview;
— functional view;
— implementation view;

— deployment view.

User view =) Functional view

u

Deployment view |<4m

view

Implementation

Figure 2 — Cloud computing architectural'viewpoints

Table 1 provides a description of each of these views.

Table 1 — CCRA views

CCRA view

Description-of the CCRA view

Scope

User view

The system context; the parties, the roles, the
sub-roles and the cloud computing activities

Within scope

Functional view

The functions necessary for the support of
cloud computing activities

Within scope

Implementation view

The(functions necessary for the implemen-
tdtion of a cloud service within service parts
and/or infrastructure parts

Out of scope

Deployment view

How the functions of a cloud service are tech-
nically implemented within already-existing
infrastructure elements or within new ele-
ments to be introduced in this infrastructure

Out of scope

NOTE While details of the user view and functional view are addressed within this document, the
implementation and deployment views are related to technology and vendor specific cloud computing
implementations and actual deployments and are therefore out of scope of this document.

Figure shows the transition irom the user view to the runctional view. Detalls are presented 1n /.o.

© ISO/IEC 2023 - All rights reserved
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Multi-layer
functions

Layer functions
[

Functional

component \/ |

Sub-Role | Layer functions Funectional J
component

Sub-Role

Activity

Functional
component

@ Layer functions
[

@ Functional

component;

User view Functional view

Figure 3 — Transition from user view to functional view

7.3 User view of cloud computing

7.3.1 General

The user view addresses the following cloud computing concepts:

- parties;

—+ roles and sub-reles;

—+ cloud computing activities;
—+ cloud sérvices;

+ cleud deployment models;

~+C-gross-cutting aspects.

Figure 4 illustrates the relationships among parties, roles and sub-roles and their relationship to
activities and cross-cutting aspects.

© ISO/IEC 2023 - All rights reserved 5
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7.3.2

ISO/IEC
Cloud cd
Activitid
Cloud cd
7.3.3

ISO/IEC
group of

followinlg major parties-of.tloud computing:

— Clou
— Clod
— Clou

Activity

Figure 4 — User view entities

Cloud computing activities

22123-1 defines a cloud computing activity asta specified pursuit or set of tasks.
mputing activities have a purpose and deliver one or more outcomes.

s in a cloud computing system are conducted using functional components (see 7.4.2).

mputing activities are identified-and described in more detail in 8.3.

Parties
22123-1 defines a pdrty as a natural person or legal person, whether or not incorporated, or p
either. Parties in a€loud computing system are its stakeholders. ISO/IEC 22123-2 identifies thie
d service cystomer (CSC)

d service partner (CSN)

dcsetrvice provider (CSP)

ISO/IEC

22123-2 further describes that these parties are entities that play roles (and sub-roles). A

party can play more than one role at any given point in time and can only engage in a specific subset of

activitie

s of that role.

7.3.4 Roles and sub-roles

ISO/IEC
ISO/IEC

22123-1 defines a role as a set of cloud computing activities that serves a common purpose.

22123-2 identifies the following as the major cloud computing roles:

— cloud service customer role (CSC role);

© ISO/IEC 2023 - All rights reserved
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— cloud service provider role (CSP role);

— cloud service partner role (CSN role).

A sub-role is a sub-set of the cloud computing activities for a given role.

Different sub-roles can share the cloud computing activities associated with a given role.

Descriptions of the cloud computing roles are provided in 8.1.

/

]

—

(an)

T

(

(an)

Q O

2.0 (loud services

loud services are the essential elements of a cloud computing system. Cloud services.darg“co
5O/IEC 22123-2.

esources provided by the cloud service. The CCRA focuses on the following cloud\capabilities 1
- application capabilities type;

—~  platform capabilities type;

- infrastructure capabilities type.

loud capabilities types are described in ISO/IEC 22123-2:2023, 5.3.

loud services are also grouped into categories, where each category is a group of cloud serv
ossess some common set of qualities. Representative cloud service categories include:

- infrastructure as a services (IaaS);
— platform as a service (PaaS);
- software as a service (SaaS);

- network as a service (NaaS).

ther cloud service categories are described in ISO/IEC 22123-2:2023, 5.4 and Annex A.

.3.6 Cloud deployment models
loud deployment models are defined in ISO/IEC 22123-1 and described in ISO/IEC 22123-2:20

loud deployment models are a way in which cloud computing systems can be organized base
ontrol'and sharing of physical or virtual resources.

he-CCRA focuses on the following cloud deployment models:

vered in

loud services can be described in terms of the cloud capabilities types which they-offer, based on the

ypes:

ces that

he services in these categories.can include capabilities from one or more of the cloud capabilities types
above.

23,5.5.

d on the

— public cloud;

— private cloud;

— community cloud;

— hybrid cloud.

NOTE Additional cloud deployment models include multi-cloud and federated cloud. See ISO/IEC

a

dditional details.

© ISO/IEC 2023 - All rights reserved
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7.3.7 Cloud computing cross-cutting aspects

Cross-cutting aspects are behaviours or capabilities which need to be coordinated across roles and

implemented consistently in a cloud computing system.

Cross-cutting aspects can be shared and can impact multiple roles, cloud computing activities and
functional components.

Cross-cutting aspects apply to multiple individual roles or functional components.

L

Cross-cy
— aud
— ava
— gov
— inte
— mai
— perf
— por

— prof

tability;

lability;

brnance;

roperability;

htenance and versioning;
ormance;

ability;

ection of personally identifiable information;

— regllatory;

— resi
—  revd
— secl

— Sery

iency;
rsibility;
[rity;

ice levels and service level agreeménts.

7.4 Fynctional view of cloud computing

7.4.1

The fun
system.

General

computing activities

The fun
The fun

P + £ 1 1 b 1 -1 1. I1CAO
LLITE d5PTLLS U LIOUU COIIIPULIITEs UCSLTTDCU I IoU

A& m]
/1L

Pallte Yo ¥ i Yo Mite Wite Wa Vo Yo WPl | (=2 1 1
U LL1404.4UL0, UIAUST /7 IIICIUUC.

‘tional view is a techhology neutral view of the functions necessary to form a cloud computin|
The functional-view describes the distribution of functions necessary for the support of clou

'tional afchitecture also defines the dependencies among the functional components.

rtional view addresses the following cloud computing items:

(@]

A 11
— functionat IayTT's;

— functions;

— functional components;

— multi-layer functional components.

For the purposes of this document, the term “functional component” is used to represent a set of one or
more functions.

Figure 5 illustrates the concepts of functions, layers and functional components.

© ISO/IEC 2023 - All rights reserved
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Layer functions Multi-layer
functions

I
Functional

component

|
Layer functions Functional
' component

Functional
CONTpOITEnt

Layer functions
[

Functional
component

Figure 5 — Functional layering

The cloud computing functional architecture is described in subelause 9.1.

4.2 Functional components

et

50/IEC 22123-1 defines a functional component as a functional building block needed to enggge in an
ctivity, backed by an implementation.

job)

he capabilities of a cloud computing system are fully defined by the set of implemented fulnctional
omponents.

Q=

Hunctional components are further described in subclause 9.2.

71.4.3 Functional layers

Y

layer is a set of functional components that provide similar capabilities or serve a common pyrpose.

The functional architecture is partially layered (i.e. has layers and a set of multi-layer functions).

L

There are four distindt layers defined in the CCRA:

-+ user layer, which includes functional components that support the cloud computing activities of
CSCs and €SNs;

-+ accessVayer, which includes functional components that facilitate function distribution and
interéonnection;

—+Cservice layer, which includes functional components that provide the cloud services themse|ves plus
refatedadministrationrand business—capabilities; and-theorchestration—capabilittes necessary to
realize them;

— resource layer, which includes the functional components that represent the resources needed to
implement the cloud computing system.

Not all layers or functional components are necessarily instantiated in a specific cloud computing
system.

7.4.4 Multi-layer functions

The multi-layer functions include functional components that provide capabilities that are used across
multiple functional layers

© ISO/IEC 2023 - All rights reserved 9
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Multi-layer functional components can be classified on the basis of their purpose:
— development support;

— integration;

— security systems;

— operational support systems;

— business cnppnrt systems

Functioxllal components of the multi-layer functions are described in clause 9.2.6.

7.5 Relationship between the user view and the functional view

Figure 6lillustrates how the user view provides the set of cloud computing activities that areérepresentefd
within the functional view (and realized using the technologies of the implementation view).

Layer functions

Functional Multi-layer
| component functions

Layer functions
—ayer unction

3 Functional
component N~

Functional
component

Activity X

Layérfunctions
st e onL

[T Funetional
¢omponent ||

User View Functional View

Figure 6 — From user view to functional view

Further(details on the relationship.between the user view and functional view can be found in clause 1(.

7.6 Relationship of theuser view and functional view to cross-cutting aspects

Cross-cytting aspects;@as their name implies, apply across both the user view and across the functional
view of ¢loud computing.

Cross-cytting aspects apply to roles and sub-roles in the user view and directly or indirectly affect thie
activitiels which'those roles perform.

Cross-cutting aspects also apply to the functional components within the functional view, which are
used when performing the activities described in the user view.

Clause 8.2 provides additional information on cross-cutting aspects.

7.7 Implementation view of cloud computing

While details of the user view and functional view are addressed within this document, the
implementation view is out of the scope of this document.

10 © ISO/IEC 2023 - All rights reserved
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7.8 Deployment view of cloud computing

While details of the user view and functional view are addressed within this document, the dep
view is out of the scope of this document.

8 User view

8.1 C(Cloud computing roles and sub-roles

4.1.1 General

[ is often necessary to differentiate requirements and issues for the following majoy-cload co
arties: CSC, CSP, and CSN.

I
B
When playing a role, the party can restrict itself to playing one or more sub-roles. Sub-roles are
df the cloud computing activities of a given role.

Ih addition to the CSC role, CSP role, and CSN role (see 7.3.4), ISO/IEC.22123-2 identifies a se
rples for each and uses a naming convention in which the name of a sgb-role has the prefix of
(SC sub-roles, “CSN:” for CSN sub-roles, or “CSP:” for CSP sub-roles and then the sub-role name
shows the prefix for each of the three cloud computing roles.

Table 2 — Cloud computing’sub-roles

Role Sub-role prefix Example

CSCrole “CSc” CSC:cloud service admin-
istrator

CSP role “CSP” CSP:network provider

CSN role “CSN:" CSN:cloud auditor

Holes and sub-roles are sets of activities (see 8.2).

o wl

igure 7 shows the roles of cloud(computing, with their associated sub-roles.

loyment

mputing

a subset

t of sub-
CSC:” for
. Table 2

© ISO/IEC 2023 - All rights reserved

11


https://standardsiso.com/api/?name=1b1c6b3ac075caa59e0ff6624d6864d3

ISO/IEC 22123-3:2023(E)

/ Cloud service \

partner role
(CSN role)

CSN:
cloud service

Cloud service customer role (CSC role)

CSC:

CSC: CSC: CSC:
cloud service cloud service cloud service cloud service
user administrator business integrator
manager

developer

=

<

Cloud service prnvidpr role ((‘QP rnlp)

I

CSN:
dloud service
broker

- )

Additional information is provided on the CSC role in 8.1,2, the CSP role in 8.1.3, and the CSN role in

8.1.4.
8.1.2

8.1.2.1 | General

ISO/IEC
The CSC
CSC role
services

Figure 8
listed arfe not exhaustive:

Cloud service customer role

22123-1 defines a CSC as a party/that is acting in the cloud service customer role (CSC role).
is in a business relationship.with a CSP or a CSN for the purpose of using cloud services. The
can include ensuring the-smooth operation of the cloud services, acquisition and use of cloud
and integration of cloud services with a CSC’s existing ICT system:s.

shows the commorrsub-roles for the CSC role as well as the associated activities; the activitigs

CSP:
cloud service
deployment
manager

CSP:
cloud service
operations
manager

CSP:
cloud service

business
manager

CSP:
cloud service

manager

CSP: CSP:

customer CSP: loud ) CSP:
inter-cloud cloud Servick network
. security and
provider

risk manager

provider/

Figure 7 — Roles and sub-roles
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Cloud service customer role (CSC role)

CSC: CSC: CSC: CSC:
cloud service cloud service cloud service cloud service
user administrator business manager integrator

Perform .
- ial Perform business Connect ICT systems
. service tria . .
Use cloud service administration to cloud services

Monitor service

Administer service
security

Provide billing and

Select and purchase
service
usage reports
Handle problem Request
reports audit report

Administer tenancies

Figure 8 — Sub-roles and activities for the CSC role

§.1.2.2 CSC:cloud service user

—

he CSC:cloud service user is a sub-role of the CSC role which is associated with a CSC that us
services.

The CSC:cloud service user's cloud computing activities include: use cloud service (8.2.2.1).

o0

.1.2.3 CSC:cloud servicetadministrator

he CSC:cloud service_administrator is a sub-role of the CSC role which has a main goal of 4
he effective use of eleud services and that those cloud services are running well with the cu
xisting ICT systems-and applications. The CSC:cloud service administrator oversees all the ops
rocesses relating-to the use of cloud services and acts as the focal point for technical commur
etween the €5€’and one or more CSPs.

_ o @ oo

he CSC:cloud service administrator’s cloud computing activities include:

—+ ‘perform service trial (8.2.2.2);

es cloud

ensuring
stomer’s
rational
ications

— monitor service (8.2.2.3J;

— administer service security (8.2.2.4);

— handle problem reports (8.2.2.5);

— provide billing and usage reports (8.2.2.6);

— administer tenancies (8.2.2.7).
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8.1.2.4

The CSC
goals of

CSC:cloud service business manager

:cloud service business manager is a sub-role of the CSC role which aims to meet the business
the CSC through the acquisition and use of cloud services in a cost efficient way. The CSC:cloud

service business manager is concerned with financial and legal aspects of the use of cloud services. This

includes
goals.

The CSC

approval to operate as well as on-going ownership of, and accountability for, meeting business

:cloud service business manager's cloud computing activities include:

— perform business administration (8.2.2.5);

— seleft and purchase cloud service (8.2.2.9);

— req

8.1.2.5

The CSC
witha C

The CS(
services

8.1.3

8.1.3.1

ISO/IEC
CSP isin

The CSP
necessa
as cloud
services
Specific
8.1.3.9.

Figure 9
listed an

est audit report (8.2.2.10).

CSC:cloud service integrator

cloud service integrator is a sub-role of the CSC role that supports integration of cloud services
SC’s ICT systems, including applications, functions and data.

:cloud service integrator's cloud computing activities include: céonnect ICT systems to cloufd
(8.2.2.11).

Cloud service provider role

General

22123-1 defines a CSP as a party that is acting in the cloud service provider role (CSP role). Thie
a business relationship with a CSC or a CSN for the purpose of providing cloud services.

role is a set of activities that make cloud Services available. The CSP role focuses on activitigs
'y to provide a cloud service and activities necessary to ensure its delivery to the CSC as well
service maintenance. The CSP roleqincludes an extensive set of activities including. providinjg

deploying and monitoring sefvices, managing business plans, providing audit data, et¢.
descriptions of sub-roles for CSP role and associated activities are described in 8.1.3.2 through

shows the common sub-roles for the CSP role as well as the associated activities; the activitigs
e not exhaustive.

14
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Cloud service provider role (CSP role)

CSP:cloud service

operations manager CSP:cloud service CSP:cloud service CSP:cloud service

deployment manager manager business manager
Define environment

in n
and processes usiness pla
Deploy and M
: anage customer
Define and gather m relationships

metrics
Define _ -
deployment steps Manage fln_amc1a >
processing

CSP:inter-cloud CSP:cloud service CSP:network

CSP:customer . .
. security and risk rovider
support and care provider manager P

representative - -
Manage peer Manage security Provide ne;t\{vork>
cloud services and risks connectivity
Handle customer
requests Deliver network]
services

Provide networK
management servi

Prepare systems

Monitor and
administer services

Manage assets
and inventory

Perform service level
management

Provide audit data

Ll

Design@nd
implement
service continuity,

Ensure
compliance

Perform
peering, federation,
intermediation,
aggregation and
arbitrage

Figure 9 — Sub-roles-and activities for the CSP role

§8.1.3.2 CSP:cloud service operations manager

—]

he CSP:cloud service operatiofis)manager is a sub-role of the CSP role which is respongible for
gerforming all operational processes and procedures of the CSP, ensuring that all services and
ssociated infrastructure meet operational targets.

job)

The CSP:cloud operations-manager's cloud computing activities include:
1 prepare systems-(8.2.3.1);

-+ monitor and-administer services (8.2.3.2);

-+ manage assets and inventory (8.2.3.3);

—+ _provide audit data (8.2.3.4).

8.1.3.3 CSP:cloud service deployment manager

The CSP:cloud service deployment manager is a sub-role of the CSP role which has responsibility for
the planning of the deployment of a service into production. This includes defining the operational
environment for the service, the initial steps for deployment of the service and its dependencies, and
the enablement of operations processes which are used during the running of the service.

The CSP:cloud service deployment manager’s cloud computing activities include:
— define environment and processes (8.2.3.5);

— define and gather metrics (8.2.3.6);
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— define deployment steps (8.2.3.7).

8.1.3.4

CSP:cloud service manager

The CSP:cloud service manager is a sub-role of the CSP role which has responsibility for ensuring that
the CSP's services are available for use by CSCs, and that they function correctly and comply with targets
specified in the service level agreement. The CSP:cloud service manager is also responsible for ensuring
the smooth operation of the CSP's business support system and operational support system, as well as
the operation of the other functionalities offered to the CSCs and CSNs for management, administration

and oth
The CSP|
— proy
— dep
— perf

8.1.3.5

The CSP
for the |
creates
relation

The CSP|
— may
— may

—  maj

8.1.3.6

The CSP
for the (
cost effi

to the C$

The CSP:customer support and care representative’s cloud computing activities include: handle

customs

8.1.3.7

The CSP
CSPs to

relotdeomputingactivities:

cloud service manager's cloud computing activities include:
Fide services (8.2.3.8);

oy and provision services (8.2.3.9);

orm service level management (8.2.3.10).

CSP:cloud service business manager

:cloud service business manager is a sub-role of the CSP role which has overall responsibilit
pusiness aspects of offering cloud services to CSCs. The CSP:cloud service business manage
hnd tracks the business plan, defines the service offering stfategy and manages the busines
ship with CSCs.

cloud service business manager's cloud computing activities include:
age business plan to provide cloud services (8.2:3:11);
age customer relationships (8.2.3.12);

age financial processing (8.2.3.13).

CSP:customer support and care representative

customer support and care representative is a sub-role of the CSP role that is the main interfad
SC with the CSP and is responsible for reacting to customer issues and queries in a timely an
cient way, with the goal of maintaining customer satisfaction with the cloud service provide
C.

r requests (8.2.3.14).

CSP:primary inter-cloud provider

prifnary inter-cloud provider is a sub-role of the CSP role that relies on one or more secondar
provide part or all of the cloud services offered to CSCs by that CSP:primary inter-clou

— <]

[72)

[ o)

y
d

provider. The CSP:primary inter-cloud provider's main activities are the intermediation, aggregation,
or arbitrage of secondary CSPs' cloud services and their business and administration capabilities from
the CSC viewpoint - so that the CSC only uses the service, business and administration interfaces of the
primary cloud service provider.

The CSP

:primary inter-cloud provider's cloud computing activities include:

— manage cloud services from secondary inter-cloud providers (8.2.3.15);

— perform intermediation, aggregation and arbitrage (8.2.3.16).

16
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8.1.3.8 CSP:cloud service security and risk manager

The CSP:cloud service security and risk manager is a sub-role of the CSP role which has the respo

nsibility

of ensuring that the CSP appropriately manages the risks associated with the development, delivery,
use and support of cloud services. This includes ensuring that the information security policies of the

CSC and the CSP are aligned and meet security requirements stated in the SLA.
The CSP:cloud service security and risk manager's cloud computing activities include:

— manage security and risks (8.2.3.17);

-~ design and implement service continuity (8.2.3.18);

- address regulatory compliance obligations (8.2.3.19).

o0

.1.3.9 CSP:network provider

etwork services for the CSC, CSN and CSP. The CSP:network provider canprovide network con
etween systems within the CSP's data centre, or provide network cefinectivity between t
ystems and systems outside the provider's data centre, for example, CSC systems or systems b
b other CSPs.

o W ot 5 e

—

he CSP:network provider’s cloud computing activities include:

— provide network connectivity (8.2.3.20);

- deliver network services (8.2.3.21);

— provide network management services (8.2.8:22).

The CSP:network provider can also choose tgoffer dynamic control of network connectivity as
8.1.4 Cloud service partner role

4.1.4.1 General

]

50/1EC 22123-1 defines a £SN'as a party that is acting in the cloud service partner role (CSN r

he CSN role is a set of activities that support, or are auxiliary to, either the CSP role or the

r both. Activities of a-€SN role vary depending on the type of partner and their relationship
SP role and the €SETole (see ISO/IEC TR 23187). Specific descriptions of sub-roles for the CSN
ssociated activities are described in 8.1.4.2 through 8.1.4.4.

L MO

]

igure 10 shows the common sub-roles for the CSN role as well as the associated activities; the 3
sted arée.not exhaustive.

fa—)

he CSP:network provider is a sub-role of the CSP role which is to provide network connectilli/ity and

ectivity
he CSP's
blonging

a NaaS.

le).

"SC role,
with the
role and

ctivities
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Cloud service partner role (CSN role)

CSN:cloud service CSN:cloud CS}\I:cloud
developer auditor service broker
and maintain

Perform audit Acquire and assess
customers
service components

Compose services Report audit Assess market place
results
Test services Setup
legal ‘agreement

Design, create

Figure 10 — Sub-roles and activities for the CSN role

8.1.4.2 | CSN:cloud service developer

The CSN:cloud service developer is a sub-role of the ‘€SN role which is responsible for designing

developing, testing, and maintaining the implementation of a cloud service. This can involve composing
the servjice implementation from existing service implementations.
The CSN:cloud service developer’s cloud computing activities include:
— design, create and maintain service Components (8.2.4.1);

— comlpose services (8.2.4.2);

— test|services (8.2.4.3).

NOTE 1 | CSN:cloud serviceisitegrator and CSN:cloud service component developer describe sub-roles ¢f
CSN:clouf service developér;, where CSN:cloud service integrator deals with the composition of a service from
other sejjvices, and whete)CSN:cloud service component developer deals with the design, creation, testing and

maintengnce of individdal service components.

NOTE 2 | This_includes service implementations and service components that involve interactions with
secondaify cloud-service providers.

8.1.4.3 —€eSN-eloudauditer

The CSN:cloud auditor is a sub-role of the CSN role with the responsibility to conduct an audit of the
provision and use of cloud services. A cloud audit typically covers operations, performance and security
and examines whether a specified set of audit criteria are met. There are a variety of specifications for
the audit criteria, for example, ISO/IEC 27002 addresses security considerations.

The CSN:cloud auditor’s cloud computing activities include:
— perform audit (8.2.4.4);

— report audit results (8.2.4.5).
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The CSN:cloud auditor’s cloud computing activities are security audit, privacy impact audit and
performance audit. For all of these cloud computing activities, the CSN:cloud auditor can obtain audit
evidence from the CSP. The form of the audit evidence can vary depending on the type of audit and
the standard(s) that apply to the audit (see ISO/IEC TR 3445 for details on cloud audit). The evidence

can take the form of procedural documents, or the form of log records. In any case, the CSP ca
means by which the CSN:cloud auditor can obtain the required evidence.

8.1.4.4 CSN:cloud service broker

And CSPs. The cloud service broker is not itself a CSP and should not be confused with the< 3}
rimary inter-cloud provider (see clause 8.1.3.7). The CSN:cloud service broker role caribe c
ith or operate independently of the role of CSP:primary inter-cloud provider.

=4

The cloud computing activities of a CSN:cloud service broker include:

- acquire and assess customers (8.2.4.6);

— assess marketplace (8.2.4.7);

- setup legal agreement (8.2.4.8).

—]

he marketplace assessment can happen prior to customer acquisition, creating pre-agreeme
SPs and this can enable CSCs to select CSPs from a serviee catalogue, possibly negotiating
etails (e.g. service level objectives) at selection time.

(o Villan)

h either case, the CSN:cloud service broker only actsvduring the contracting phase of the

5 —

ervice. In such cases, the activities involve CSP rele-activities.

(%)

8.2 Cloud computing activities

8.2.1 General

jary

cloud computing activity is defined as a specified pursuit or set of tasks. Cloud computing 34
eed to have a purpose and deliver one or more outcomes.

=

fon)

iven that distributed services and their delivery are at the core of cloud computing, all cloud co
elated activities can be categorized into three main groups:

—

- activities that.use cloud services and are associated with the CSC role (8.2.2);

- activities/that provide cloud services and are associated with the CSPC role (8.2.3);

- activities that support cloud services and are associated with the CSN role (8.2.4).

8.2.2\." Activities associated with the CSC role

n have a

ren CSCs
b of CSP:
bmbined

nts with
service

service,

etween the CSC and CSP. The CSN:cloud service broker is not involved during the consumpti¢n of the

ctivities

mputing

8.2.2.1 Use cloud service

The use cloud service activity involves using the services of a CSP in order to accomplish some tasks.

The use cloud service activity typically involves:

— the provision of user credentials to enable the CSP to authenticate the user and grant access to the

cloud service;

— the invocation of the cloud service, which then operates and delivers its specified outcomes.
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8.2.2.2 Perform service trial

The perform service trial activity involves using the services of a CSP in order to ensure that the cloud
service is fit for the CSC’s business needs. The cloud services are used on a trial basis, with mutual
agreement and understanding between the CSP and CSC.

The perform service trial activity involves:

— The provision of the user credentials to enable the CSP to authenticate the user and grant access to
the “trial” cloud service;

— Thel|invocation of the “trial” cloud service, which can be tested by the CSC for business purposes.

8.2.2.3 | Monitor service

The mohitor service activity monitors the delivered service quality with respect to‘service level
as defined in the service level agreement (SLA) between CSC and CSP. This activity‘utilizes intrinsic
monitorfng functions of the cloud services. This activity involves:

v

— keeping track of usage (measured) of each cloud service, and by which users:This provides assurange
that{the use is appropriate;

— moijitoring the integration of the cloud services with customer’s existing ICT systems to ensure thdt
business goals are being met;

S

— defiping of measurement points and performance indicatorsrelated to the service in question (e.{
servyice availability, service outage frequency, mean time to-repair, responsiveness of the provider
help desk, etc.);

b

[72)

— moijitoring, analysing and archiving of these indicator data;
— comparing the actual service quality that is delivéred with the agreed service quality;

— evaluate and monitor data transfer in compliance to regulatory and other legal requirements.

8.2.2.4 | Administer service security

The adnjinister service security activity involves:

— ensliring appropriate security for CSC data that is placed into a cloud computing environment;
— puttingin place plans for'data backup and recovery, and potentially for data duplication and failover;
— adnjinistering security policies;

— defiping encryption and integrity technologies to apply to the CSC data both at rest and also ip
motfion;

— defiping'the handling of any personally identifiable information (PII) in the CSC data.

8.2.2.5 Handle problem reports

The provide billing and usage reports activity involves preparing reports of the usage of cloud services
by the customer organization and associated reports of the billing/invoice data which relate to that
usage. These reports are provided to the CSC:business manager.

8.2.2.6 Provide billing and usage reports

The handle problem reports activity involves the customer-side handling of any reported problems
associated with the usage of cloud services, which includes:

— assessing of the impact of each problem;
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troubleshooting to determine the cause(s) of the problem;
opening a problem report(s) with the CSP and tracking to resolution;

developing workarounds to address the problem;

escalating problems that are not fixed within agreed timescales or which have serious business

impacts.

8.2.2.7 Administer tenancies

job)

—

he administer tenancies activity involves administering the tenancies of the CSC with the-(
ctivity involves:

configuring and controlling security aspects including user accounts, securitysoles, ident
permissions;

identifying and controlling data that is shared between users within the temancy;
creating and removing tenants;
managing users and allocated resources of tenants;

defining enforcement policies for each tenant.

.2.2.8 Perform business administration

he perform business administration activity involves.the management of the business aspec

se of cloud services including the accounting and financial management. This activity includes:

adjusting business plan to accommodate use of cloud services;

tracking the use of the services and dealing with accounting and financial management;
handling billing/invoices received:from the CSP for the use made of cloud services;
ensuring that billing matches.the actual usage of cloud services made by the CSC;
making payments to the CSP;

keeping accounts in relation to the use of cloud services.

.2.2.9 Select and purchase service

he select andpurchase service activity involves:

examiwing the cloud service offerings of (one or more) CSPs to determine if the servicq
meets the business and technical requirements of the CSC. This typically involves the rea
product catalogue and the documentation for each service, which can include technical infd

SP. This

ties and

ts of the

D

offered
ling of a
rmation

Ahonttho coruica and 4+ QT Ac e huicinace informatinn el At g i cing.

T OO T T T ST vV ICC OO oo OO ©o; Proy Do iiC oS T o o cro I Cra o g P Icit sy

negotiating the terms for the cloud service (if the CSP permits variable terms for the service);

accepting the contract for the cloud service and performing registration with the CSP.

8.2.2.10 Request audit report

The request audit report activity involves the CSC requesting the report of an audit of the cloud service,
typically conforming to a particular audit standard or scheme. The CSC can request the report from
a cloud auditor, or possibly from the CSP, although it is expected that the audit report is prepared by
an entity independent of the CSP both before a purchase is completed and also periodically once the
service is in use.

© ISO/IEC 2023 - All rights reserved

21


https://standardsiso.com/api/?name=1b1c6b3ac075caa59e0ff6624d6864d3

ISO/IEC 22123-3:2023(E)

8.2.2.11 Connect ICT systems to cloud services

The connect ICT systems to cloud services activity includes the integration between existing ICT
systems and cloud services and involves the connection of existing ICT component(s) and applications
with the target cloud service(s) and also the connection of the customer monitoring and management
systems with the CSP's monitoring and control of cloud services.

The connection of existing ICT components and applications with the target cloud service(s) involves:

8.2.3

8.2.3.1

This act|
deployn

8.2.3.2

This act
which if

22

assessing the impact of cloud service(s) on existing processes, systems and services;

mag

invg
inpt

proy

defi
of d

inte]

periissions with the equivalent facilities for the cloud services;

cred

cloud services;

inte
and

assq

mod

morj

ping of business data between CSC's existing ICT systems and cloud services;

=)

king cloud service operations from existing ICT components and applications, with supply ¢
t data and handling of output data;

Fisioning of access rights for CSC:cloud service users;

hing and implementing security related requirements, including the confidentidlity and integritly
hta flows;

brating customer facilities for the administration of user accounts, security roles, identities and

ting and monitoring specific user accounts and identities fof.use of management interfaces fqr

orating logging and security incident management betiveen cloud services and CSC monitorinig
management infrastructure.

Activities associated with the CSP role

Prepare systems

jvity is focused on preparing the systems of the provider’s environment for new cloud service
ents. This activity involves:

ssing the impact of new serwice deployments or increase in use of existing services;

ifying or expanding the.reésources in the data centre to meet the needs of new deployments.

Monitor and administer services

ivity focuses*oh monitoring and administering services and the associated infrastructure
cludes useriand system privileges. This activity involves:

itoring'the services and infrastructure of the CSP;

capt

uring events and data that are significant to the business of the provider and presenting this

data in a form that is significant to the CSP:cloud service business manager. Such information
includes items such as the usage of the cloud services by CSCs and the cost of provision of those
services;

administering network infrastructure including routers, domain name servers, IP addresses, virtual
private networks (VPNs), firewalls, and content filtering;

allocating and administering storage;

administering user and system privileges;

configuring and maintaining operating systems and hypervisors;
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administering virtualization environment;

monitoring the behaviour of the ICT environment of the CSP to ensure that it is running correctly

and that provided cloud services are meeting the terms of the SLA;

recording problems, reporting problems appropriately (which can involve a message being sent to
one or more customers), and following problem resolution processes until the problem is fixed.

8.2.3.3 Manage assets and inventory

wn_n -

< =

This activity involves:

§.2.3.4 Provide audit data

his activity is the collection and provision of data relevantte’an audit request, such as that re
ecurity controls or to service performance. The data requested can depend on the auditing sg
tandard that is being used. This activity involves:

§8.2.3.5 Define environment and processes

his activity focusses on defining the required technical environment and operational proces
hen a service is running. This activity involves:

keeping track of all compute, storage, network and software assets and the relationship
them. This includes tracking aspects such as versions and patch levels, plus.‘“confi
information, where relevant;

on-boarding of new assets and disposal of old assets. This can include ensufing that new af
fit for purpose and have been properly checked from a security and manageability standp
can include the disposal of assets no longer required. This can include‘appropriate secure
of any assets that can hold data.

creating and sending appropriate audit informatjon from logs;

redacting information from any log records\or other data that can contain sensitive inforny
PIL

defining the required technical environment in terms of compute, storage and network re
the software dependencies including configuration;

defining policiesand processes for scaling up and scaling down the use of resources in res
changing usdge demand;

assuringthat the cloud service conforms to appropriate standards relating to security and b

defining the processes to follow when the service is running, including plans for fixes, upgr
migration.

between
buration

sets are
oint and
disposal

lating to
heme or

ation or

ses used

sources,

ponse to

usiness;

hdes and

.2.3.6 Define and gather metrics

This activity focuses on defining service level metrics and management. This activity involves:

defining the metrics that are used in relation to the operation of cloud services, which are typically

reflected in the SLA relating to those services;

designing how the metrics are captured for each cloud service;

defining how the metrics are reported and managed, in particular to ensure that SLA targets are

met.
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8.2.3.7

This acti

Define deployment steps

ivity focuses on defining the steps for deployment of services. This activity involves describing

each of the steps that need to be taken by the operations and support teams in order to get the service
implementation deployed and ready for use by CSCs.

8.2.3.8

Provide services

This act1v1ty involves all steps required to dehver a cloud serv1ce to its CSCs. The prov1de serv1ces

means df an instance of the service implementation, which can in turn involve the composition land
calling df other services as determined by the design and configuration of the service implementation

The provide services activity also involves the following:
— managing service fault handling process;

— managing the business support system and the operational support system;

— mai

— autgmating system processes;

— marjaging long term capacity and performance trends;

— inst]

storfage and network capabilities for the CSP's data centfe;

— inst

cloud service implementations. This includes applying fixes, updates and upgrades to that software,

asr

8.2.3.9

This actlivity involves getting a servicé_implementation running, making it available at a networ
endpoinf accessible to the CSC:cloud service users and able to handle service requests from users. Thi

activity

NOTE

8.2.3.1( Perform servicelevel management

This act

— monitoringthe metrics for each service and comparing them with the service targets required by
SLA for-the service;

the

— taki

catlon and authorlzatlon of the user 1dent1ty Processmg of a service 1nvocat10n is done b

htaining service and underlying infrastructure;

alling, configuring and performing maintenance updates on required hardware for computg,

plling and configuring software required to run'the cloud provider's data centre and support
pquired.

Deploy and provision services

wn A

includes: following the deployment processes defined for the service.

This activity also covers-the processes required to un-deploy and de-provision a cloud service.

vity focuses\on managing compliance with SLA targets. This activity involves:

back 1nto compliance with the SLA for example by followmg procedures lald down by the CSP cloud
service deployment manager;

— reporting a problem if compliance cannot be maintained.

8.2.3.11 Manage business plan

This act

— defi

ivity involves:

ning service offering, describing the technical aspects of the offering (functional interfaces,

SLAs, etc.) and business aspects of the offering;

24
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NOTE When establishing the service offering, the CSP takes into account aspects related to the interaction

with secondary cloud service providers.

— creating a business plan which covers the offering of one or more cloud services to customers,

handling both financial and technical aspects of the services, the target customer set, contr
SLAs, channels to market, sales targets;

acts and

— tracking the sales and service usage against the plan to ensure that financial targets are achieved

for the CSP;

- 1 - 1 1 1. - 1 1 - 1 L. | 1 1 -
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§4.2.3.12 Manage customer relationships

- creating and maintaining content of a product catalogue;

-+ acquiring customers;

—+ providing the point of contact for the customer for all business matters;
—+ discussing and resolving concerns or problems raised by the,cistomer;

-+ processing change requests (e.g. entitlement changes).

§.2.3.13 Manage financial processing
This activity involves:
-+ handling of billing updates or challenges;

-+ generating billing information and/or an invoice for charges relating to the use of cloud sery
transmitting the billing informationer invoice to the CSC;

—+ handling the receipt of paymentsfrom the CSC and their accounting.

o0

.2.3.14 Handle customer.requests

his activity involves: handling of support requests, reports, and incidents from CSCs,
eceived. Customers_€ah'be provided with a variety of means to communicate, from forums
mail, customer support desk system or web portals to real-time communication with provider
ersonnel.

OTE Seme requests or reports can only require the provision of information, or clarification g
ther requests and reports can require problem analysis, or can involve the creation of a change requeq

o=z = O = =]

§4.2.3.15 Manage cloud services from secondary inter-cloud providers

This activity involves the management of the business relationship of the CSP with the CSC including:

icesand

however
through
support

f details.
t.

This activity focuses on managing the usage of cloud services of a secondary inter-cloud
provider. This activity involves:

— selecting and using one or more services of a secondary inter-cloud service provider;

service

— monitoring and managing the secondary inter-cloud service provider’s cloud services to ensure

that they meet agreed SLA targets including the reporting and resolution of problems wi
services;

th those

— managing the business aspects of the cloud services of a secondary inter-cloud service provider,

including the business plan and financial processing;
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— keeping track of how much use is being made of each cloud service of a secondary inter-cloud
service provider, and by which users; including assurance that the use is appropriate and within the
business plan;

— monitoring the integration of the cloud services of a secondary inter-cloud service provider with
service implementations to ensure that business goals are being met;

— ensuring security and privacy protection obligations are met;

— coordinating identity and security credentials between the CSC and all the secondary inter-cloud

Sery

8.2.3.14

This act
ways:

— inte|
the
mar
(AP

— agg
sery

— arbitrage involves a CSP offering a cloud service which is based on selecting one service offerinjg

fron

8.2.3.17

This act
delivery]

— defi
and

— asse
mee
risk
risk
ord{

— mak
add
cov{

ICe providers.

Perform intermediation, aggregation and arbitrage

ivity involves the use of secondary inter-cloud service provider’s cloud services in/particula

—

rmediation involves a CSP offering a cloud service which is based on condijtioning or enhancin|

cloud service of a secondary inter-cloud service provider. Examples of.enhancements includE
aging access to cloud services, providing a cloud service application programming interfade
) facade, identity management, performance reporting, enhanced security, and so on;

egation involves a CSP offering a cloud service which is basedien the composition of a set af
ices provided by secondary inter-cloud service providers;

h a group offered by secondary inter-cloud service providers.

Manage security and risks

ivity focuses on the management of secufity and risks associated with the development,
use and support of cloud services. This activity involves:

hing information security policy - taking into consideration the service requirements, statutorjy
regulatory requirements and contractual and SLA obligations;

(s

ssing information security risksrelating to the cloud service and the approach to those risks thg
ts the business goals of the\€SP. A significant point here is that managing information securitly
s has an associated cost(and that the provider can take a business position of not handling somje
s, instead passing ovey responsibility for those risks to the CSC via the service agreement, ip
b1 to address the costrequirements of some part of the marketplace;

[ing design decisions and selecting the associated information security controls required t
Fess risks associated with the service provision and design decisions. The controls typicall
br a set of categories, such as:

< O

identity and access management;

dicr‘nvnr’ r‘nfngnri7n’ protect dataand information assets;

26

information systems acquisition, development, and maintenance;
secure infrastructure against threats and vulnerabilities;
problem and information security incident management;
security governance and compliance;

physical and personnel security;

security of networks and communications;
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— isolation (between tenants in a multi-tenant situation).

— ensuring that the identified controls are in place for the deployed service and the un

infrastructure;

— designing, implementing and evaluating system and application security;

— managing, designing, implementing and evaluating security of cloud services of seconda

service providers;

derlying

ry cloud

< = -3

Q. =

o o =
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- assuring that operating and business support systems provide data access to CSP staffbasg
particular CSCs tenants they provide service to.

.2.3.18 Design and implement service continuity

his activity involves considering potential modes of failure of a cloud seryice and the suj
hfrastructure and putting in place recovery processes that can enable thelcloud service to be 4
ithin the terms of the SLA, through techniques such as failover and redundancy.

.2.3.19 Ensure compliance

- ensuring that the implementation of the cloud serviceland its supporting infrastructure n
requirements of any standards that need to be suppeorted;

- ensuring that the implementation of the cloud-service and its supporting infrastructure (i
data handling) meets any regulatory obligations that can exist for the service or for the daf
stored or processed by the service.

.2.3.20 Provide network connectivity

his activity involves the settingiup of requested network connections and related cap
hcluding (amongst others) conneetions between the CSC and the CSP’s system and between o
ystem and another CSP's system. This can include the establishment of facilities such as a V
edicated bandwidth connedtions.

etwork capabilities inglude the ability to provide appropriate bounded delay, jitter, bandwidth|
f Service and reliability for all cloud service categories and for both cloud and non-cloud pur
he case of NaaS.

.2.3.21 Deliver network services

his aetivity involves the provision of network related services such as firewalls or load balang

ience;

d on the

bporting
\vailable

his activity involves implementing regulatory compliance and standards conformance, includjing:

eets the

hcluding
athatis

hbilities,
ne CSP's
PN, or of

Quality
poses in

ing.

8

$3 22 Provid s .

This activity focuses on managing the network infrastructure used to carry cloud services. This
activity provides methods, tools and procedures allowing operation, administration, maintenance and
provisioning of the cloud network infrastructure. It includes tasks for:

— keeping the network up and running smoothly;

— keeping track of resources in the network and how they are allocated;

functions;

— configuring resources in the network to support a cloud service.
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8.2.4 Activities associated with the CSN role

8.2.4.1 Design, create and maintain service components

This activity involves:

8.2.4.2

This act

8.2.4.3

This act
This act

8.2.4.4

desi

gning and creating software components that are part of the implementation of a service;

creating the functionality which is offered to users of the service, which also involves connecting

service _components to the provider's operational support systems, so that the service

the
imp

pro
proy

proy

creg
proy

des

designing an interface to the CSC representing the composed services from across multiple CS

offe

pert
sery

pert
perf

ensfiring interoperability with the cloud services provided by a secondary cloud service provider

test
ope

of the CSP's\data centre.

lementation can be monitored and controlled;

fessing problem reports relating to the operation of a service implementation;
Fiding fixes to service implementations;

iding enhancements to service implementations.

Compose services
vity focuses on composing services using existing services. This activity involves:

ting service functionality by means of composing together gne or more existing services
ided elsewhere;

ribing the technical aspects of the service (functional interfaces, SLAs, etc.);

8~

Fings;

orming composition which can involve interniediation, aggregation or arbitrage of the existing
ices.

Test services

ivity focuses on testing the components and services created by the cloud service develope
vity involves:

I

orming tests of the components that make up a service implementation to assure that thely
orm the functionality-ofithe service completely and correctly;

[72)

ing which should include checking that the connections to the CSP's operational support system
rate correctly’- as a result, it is typically necessary to perform some of the testing in a test are

s¥)

Perform audit

This activity involves:

28

requesting or obtaining audit evidence;

conducting any required tests on the system being audited;

obtaining evidence programmatically, through a set of interfaces provided by the system being
audited;

redacting the evidence, if necessary, in order to protect sensitive information or information subject
to regulatory control;
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— comparing the obtained audit evidence against the audit criteria as described by the audit scheme
or standard that is being used.

The type of audit evidence and the criteria used to evaluate it are determined by the audit scheme or
standard being used. Examples include data relating to security controls and performance data for
particular services. In addition to obtaining data, the perform audit activity can be asked to evaluate
the services provided by a CSP which includes security controls, privacy impact, performance, and
other cloud service related cloud computing activities identified by the audit requestor. The request can
come from the CSP itself, where the CSP wants proof of the quality of its cloud services which can then
be presented to patential CSCs

0

.2.4.5 Report audit results

his activity involves providing a documented report of the results of performing an audit, for pxample
n a given cloud service or on a CSP or on a CSC’s use of a cloud service. The form of the docimented
eport can be prescribed by the audit scheme that is being used. The results of ghe audit can be|given to
he CSP, or possibly on request to a CSC, depending on the business situation ot ,the legal context.

(il o NN

8.2.4.6 Acquire and assess customers

This activity includes the tasks required to market and sell cloud sérvices up to the point where a CSC
dgrees a contract to use one or more services. This cloud computing activity includes:

-+ providing information to potential customers about available services and associated SLAs and
contract terms;

—+ negotiating terms and prices with customer;

-+ assessing the customer’s needs and requirements for cloud services.

=z

OTE The CSC needs assessment activity.iticludes the actions taken to determine and address the CSC’s
pquirements as identified by a gap analysisperformed looking at the customer’s current capabilities pnd their
esired future capabilities.

(o Mille

§8.2.4.7 Assess marketplace

—

his activity focuses on assessing the current cloud services marketplace to find cloud service (s) that
meet the customers’ requirements. This cloud computing activity includes:

-+ surveying the product offerings of CSPs, obtaining both technical and business information;
-+ subscribingte’and receiving notifications of changes to the content of CSPs' product catalogues;

-+ matching‘the product offerings to the customer's needs and requirements, including t¢chnical,
business and regulatory aspects.

8.2.4.8 Setup legal agreement

This activity concerns the service agreement between the CSC and the chosen CSP(s). This involves
negotiating the service agreement between the CSC and the chosen CSP(s), aiming to meet the
customer’s needs.

8.3 Cross-cutting aspects

8.3.1 General

Cross-cutting aspects include both architectural and operational considerations: Cross-cutting aspects
apply to multiple elements within the description of the CCRA or in connection with its operation as
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an instantiated system. These cross-cutting aspects are shared issues across the roles, activities and
functional components.

Some cross-cutting aspects can apply to other cross-cutting aspects, so, for example, governance
applies to functional elements as well as to the cross-cutting aspects of performance and security.

For the CCRA, the cross-cutting aspects shall be as described in ISO/IEC 22123-2:2023, Clause 7. The
following clauses further elaborate on critical cross-cutting aspects.

8.3.2 uditability

operatidn and use of a cloud service, for the purpose of conducting an audit. Related to the governan
of cloud|services is the assurance that those services are provided and used in consistency with t
associated service agreements between the CSCs, CSPs and CSNs. This assurance is most pften achieve

The capability of collecting and making available necessary evidential information related to t%

jom

by meajls of independent audits of services. An audit typically consists of an audit report or audit
certificdtion made available to the parties of the associated service agreements: the GS€s, the CSPs and
the CSN§.

The audiit itself depends upon data and evidence being available, relating te.thé usage, environment,
availability and performance of services and associated resources. Suchcdata and evidence includes
records|and logs of activities and conditions of the operational enviconments of all parties of thie
governing agreements. These records and logs need to be collected andimaintained in a secure manne.

8.3.3 [Governance

The indjvidual governance practices used by CSCs and CSPs exist on a continuum from simple tp
sophistifated and are encapsulated within their role. It.is\the responsibility of each role to implemerjt
governar[;lce according to their needs. Cloud governance is'cited as a cross-cutting aspect because of thie
requireinent for transparency and the need to ratigfnalize governance practices with SLAs and othdr
contracfual elements of the CSC to CSP relationship,

8.3.4 [nteroperability

Interopgrability in the context of cloud cemputing includes the ability of a CSC to interact with a cloud
service pnd exchange information according to a prescribed method and obtain predictable results.
Typically, interoperability implies'that the cloud service operates according to an agreed specification,
one thafjis possibly standardized. The CSC should be able to use widely available ICT facilities in-hous
when infteracting with the cloud services, avoiding the need to use proprietary or highly specialize
software.

[*"¢)

—

Interopgrability also/ncludes the ability for one cloud service to work with other cloud services, eithd
throughlan CSP:primary inter-cloud provider relationship, or where a CSC uses multiple different cloufd
servicesin someform of composition to achieve their business goals.

Interopgrability stretches beyond the cloud services themselves and also includes the interaction of thie
CSC with ®he cloud service management facilities of the CSP. Ideally, the CSC should have a consister
and interoperable interface to the cloud service management functionality and be able to interact wit
two or more CSPs without needing to deal with each provider in a specialized way.

[

Standards are implemented in order to support interoperability between components or to support the
portability of data or of program components. The implementations should support the evolution of the
standards used, both from an earlier version of a standard to a later version, or from one standard to a
different one, while minimizing disruptive changes.

8.3.5 Maintenance and versioning

A significant item relating to governance is the maintenance of services and underlying resources.
Maintenance can take place for a variety of reasons, including the need to fix faults and also the need to
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upgrade or extend facilities for business reasons. Maintenance actions can have the effect of changing
the behaviour of cloud services - in particular changes can affect how a service operates when used by
a customer.

It is important to distinguish between maintenance performed by the CSP and maintenance performed
by the CSC. In the case of a SaaS service, it is likely that virtually all maintenance actions are to be
performed by the provider. In the case of [aaS and PaaS services, the application components belong to
the CSC and the CSC is responsible for the maintenance of those components. The provider is responsible
for the environment in which the application components run, which varies depending on the details
f the service but which can include such elements as the hardware resources_operating system, or
middleware.

(n the one hand, it can be in the customer's interests that a service or service platfortn'be upgraded
dr fixed. On the other hand, any changes to the behaviour of a service can have a négative impact on
the customer, possibly requiring changes to application components and to customer ICT systems or
dalling for retraining of customer service users. As a result, it is important that mairitenance of{services
i$ subject to governance practices that are transparent to the customer.

Naintenance practices should be documented in the SLA for the cloud s€rvices and should indlude the
apability for the customer to report problems and request fixes and-also a mechanism for the CSP to
otify the customer of pending maintenance changes and their schedule.

= QO

ersioning is the appropriate labelling of a service (or of components of a service, such as the operating
ystem level used in an laaS service), so that it is clear to thie’customer that a particular verdion is in
se. It is important that the service be given a new versipirlabel when maintenance of a cloud service
ccurs.

o v <t

Vhere significant changes are made to a service between two versions, the older version of the service
hould be available in parallel with the new versions for an agreed period of time.

v <

4.3.6 Performance

Herformance includes a set of non-functional facets, relating to the operation of a cloud service. The
bllowing can also apply:

-

- availability of the service;

- response time to complete service requests;

- data centre netweork [P address pool and/or virtual local area network (VLAN) range caparity.

Where the service-involves running an application (IaaS, PaaS) then the same facets of perfgrmance
ply to the behaviour of the application running in the CSP's environment.

epending-on the charging model, the ability of the cloud service to scale its use of resources in
ccordance’ with the terms of the SLA can also be an important facet of performance. Performance
should/have metrics defined in the SLA for each performance condition identified and these| metrics
should be monitored during operation of the cloud service to ensure that the service mpets the

£, i £l CI A
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8.3.7 Portability

Portability is significant in cloud computing since prospective CSCs are interested in avoiding lock-
in when they choose to use cloud services. CSCs need to know that they can move CSC data or their
applications between multiple CSPs at low cost and with minimal disruption. The amount of cost and
disruption that is acceptable can vary based upon the type of cloud service that is being used.

For example, if a CSC organization is considering moving from one IaaS CSP to another, the CSC should
be able to take its data and the virtual machine (VM) image and get it up and running on an equivalent
[aaS service in a relatively straightforward manner. In a SaaS environment, when a CSC organization
wants to move a SaaS application to a different CSP (i.e. switch SaaS service providers), the CSC needs to
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be able to take their data with them, but the rest of the switching cost can include exporting, mapping
and importing the data into the new CSP's SaaS application, and that cost is a function of how well the
data models and formats of the two SaaS CSPs line up. Ideally, SaaS CSPs should adopt standard data
interchange format(s) relevant to their application domain. Changing between SaaS applications can
also involve the CSC adapting to a new service interface (which relates to the interoperability of the
service).

However, since different cloud capabilities types can have different requirements related to portability,
it is more useful to focus on specific types of portability such as cloud data portability and cloud
applicatjon portahility

[72)

CSC datj is a class of data objects under the control of the CSC. Cloud data portability allows the/CSQ
the abilfty to copy CSC data into or out of a cloud service by network access or physical transfer ¢
storage fevices.

=)

Cloud application portability allows the migration of items such as a fully-stopped virtual machine
instancq or a machine image (IaaS service) from one CSP to another CSP, or the migration of applicatioh
compongnts (PaaS service) from one CSP to another. In both cases, there is a related aspect of thee
support| of portability of metadata relating to the application components,providing informatiop
about the relationships of program components and about the required infrastructure for the program
compongnts (e.g. load balancing configuration, firewall settings).

8.3.8 Protection of Personally Identifiable Information
ProtectTn of PIl is described in ISO/IEC 22123-2, 7.9.

CSPs shuld protect the assured, proper, and consistent colléction, processing, communication, use anfd
dispositjon of personally identifiable information (PII) in rélation to cloud services.

One of ah organization's key business imperatives is te‘ensure the protection of personally identifiable
information (PII). Though cloud computing provides-a flexible solution for shared resources, software
and information, it also poses additional confidentiality challenges to CSCs using cloud services and fqgr
the CSPY.

In many| jurisdictions, there are strict rules and regulations applied to the handling of PII (any use of
cloud sefvices to store and process PII often has to conform to those rules and regulations).

Statutorfy, regulatory, and legal requirements vary by market sector and jurisdiction, and they ca
change the responsibilities of bath CSCs and CSPs. Compliance with such requirements is often relate
to goverpance and risk management activities.

0=

8.3.9 Reversibility

The prirciple of the'right to be forgotten” can also apply, in that the CSC has a right to expect that onde
they indlicate to'the CSP their intention to cease use of the service(s), there is an orderly process for the
CSC to rptrieve-cloud service customer data and their application artefacts and that the CSP deletes all
copies apd-dees not retain any materials belonging to the CSC after an agreed period.

8.3.10 Security

8.3.10.1 General

It is critical to recognize that security is a cross-cutting aspect of the architecture that spans across all
views of the reference model, ranging from physical security to application security. Therefore, security
in cloud computing architecture is not solely a cross-cutting aspect under the control of CSPs, but also
affects CSCs and CSNs.

Cloud computing systems can address security requirements such as authentication, authorization,
availability, confidentiality, non-repudiation, identity management, integrity, audit, security monitoring,
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incident response, and security policy management. This clause describes cloud computing specific
perspectives to help analyse and implement security in a cloud computing system.

Security capabilities for cloud services include: access control, confidentiality, integrity and availability.
Security for cloud computing is described in detail in other specifications.

Security capabilities also include the management and administration functions which are used to
control cloud services, underlying resources and the use of cloud services, with particular attention
applied to access control for users of these functions. This is in addition to:

-FTacilities to enable early detection, diagnosis and fiXxing of cloud service and resourcd related
problems;

-+ secure logging of access records, activity reports, session monitoring and packet inspéctions on the
network;

-+ provision of firewalling, and malicious attack detection and prevention for,the CSPs’ systgms. One
user should not be able to disrupt other users’ use of cloud services.

et

htranet level security should be provided on the network connecting the €SC to the CSP (e.g.[through
he use of VPN capabilities).

—

(@s)]

ecurity measures in cloud computing exist to address a series of thfeats that relate to the use|of cloud
ervices by CSCs, which affect both CSCs and CSPs. These threats are more fully described [in other
pecifications, such as ISO/IEC 27018.

v _Wn

§4.3.10.2 Distribution of security responsibilities

A CSP and a CSC have differing degrees of contrelgver the computing resources in a cloud computing
slystem. Compared to traditional information techhology systems, where one organization hag control
dver the whole stack of computing resources;and the entire life-cycle of the systems, CSPs gnd CSCs
dollaboratively design, build, deploy, and operate cloud computing systems.

The split of control means that both Yoles now share the responsibilities in providing gdequate
drotections to the cloud computing-systems. Security is a shared responsibility. Security ¢ontrols,
ile., measures used to provide pratections, need to be analysed to determine which role is in|a better
fosition to implement such ¢ontrols. This analysis needs to include considerations from 4 service
dategory perspective, where'different cloud service categories imply different degrees of| control
hetween CSPs and CSCs(It)is important to provide a clear definition of the responsibilities of poth the
dustomer and the proyider and to ensure that all aspects of security are covered, to avoid responsibility
mbiguity:.

or example, acécount management controls for initial system privileged users for an laaS seijvice are
typically performed by the laaS CSP meanwhile application user account management for the application
eployedtojthat laaS service is typically the responsibility of the CSC who deploys the applicatipn using
the laaS:service. By contrast, for a SaaS application service, the account management controls for all
types af users are in the hands of the CSP (although the CSC can provide capabilities such as third party
thentication).

8.3.10.3 Cloud service category perspectives

A cloud service category defined in ISO/IEC 22123-1 is a group of cloud services that possess some
common set of qualities. Cloud service categories present CSCs with different types of service
management operations and expose different entry points into cloud computing systems, which in turn
also create different attack surfaces for adversaries. Hence, it is important to consider the impact of
cloud service categories and their different issues in security design and implementation.

For example, SaaS provides users with accessibility of cloud computing offerings using a network
connection, possibly over the Internet and through a Web browser. There has been an emphasis on Web
browser security in SaaS cloud computing system security considerations. CSC:cloud service users of
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[aaS services are typically provided with VMs that are executed on hypervisors on the hosts, therefore,
hypervisor security for achieving VM isolation has been studied extensively for [aaS CSPs that use
virtualization technologies.

8.3.10.4 Implications of cloud deployment models

The different cloud deployment models have important security implications. One way to look at the
security implications from the deployment model perspective is the differing level of exclusivity of
tenants in the deployment model. A private cloud is dedicated to one CSC organization, whereas a public
Cloudca -3+ SARE "",‘ cimedl atigatatocatioma o awxlatiag tela aaals arlao

Anotherfway to analyse the security impact of cloud deployment models is to use the concept of@ceess
boundaties. For example, an on-site private cloud service can or cannot need additional boundarly
controllers at the cloud service boundary when the private cloud service is hosted on_ site withip
the CSC|organization's network boundary, whereas an outsourced private cloud tends tp Fequire thie
establishment of such perimeter protection at the boundary of the cloud services.

8.3.10.§ Data protection strategy and responsibility

Protectipn of data assumes a new dimension in cloud computing. An organization can opt to store itls
data in ¢loud service but then the data protection responsibility and accountability needs to be agreef
upon clefarly. The first step that the CSC takes is to properly catalogue the-data and identify its sensitivitly
and the risk to the business of its leakage, loss or corruption. (See ISQ/IEC 27002 as a reference for hoyv
to identify the sensitivity of data).

Encryptjon is a potential technique to use but then key management has to be given consideratio
where the CSC or any third party manages the keys. If the keys are managed by the CSP then they ar
responsjble for logical and physical control of the keys aswell as the data.

[CHR=]

8.3.11 PBervice levels and service level agreements

Service |evels and service level agreements are‘described in ISO/IEC 22123-2, 7.14.

a~)

The cloyd computing service level agreemert (cloud SLA) is a service level agreement between a CS
and a CYC based on a taxonomy of cloud cemputing specific terms to set the quality of the cloud service
deliverefd. It characterizes quality of the cloud services delivered in terms of:

[72)

— asef of measurable propertiesSpecific to cloud computing (business and technical);
— agiyen set of cloud conipuiting roles (CSC and CSP and related sub-roles).

For instfince, CSCs need aCloud SLA to specify the technical performance requirements of one or mor
cloud sefvices. A clodd-SLA can cover terms regarding the quality of service, security, performance an
remedies for failures to meet the terms of SLA. A CSP can also list within the cloud SLA a set of promise
explicitly not madé to CSCs, i.e. limitations and obligations that CSCs need to accept. A cloud SLA shoul
define the clagsification of data objects (i.e. cloud service customer data, cloud service provider dat
and clouydsservice derived data), who has access and control of data objects in these data classification

and how thc_y camrbeused:

O9; &

wn

The service level agreement should specify information relating to the availability of the services, the
confidentiality and integrity of the services and the access controls which apply to the services. The
service level agreement should specify how any personally identifiable information is to be handled in
relation to the cloud services.

The service agreement - alternatively known as the master service agreement (MSA), terms of
service (ToS), terms and conditions (T & C), or simply “the contract” - is the higher order document in
agreements between parties and the service level agreement (SLA) is subservient. This is an important
distinction because the SLA acronym is frequently, and incorrectly, used to reference the contractual
relationship as a whole - a role that an SLA alone is incapable of performing. The service agreement
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addresses the whole of the contractual relationship and therefore contains contractual elem
directly related to cloud computing.

9 Functional view
9.1 Functional architecture

9.1.1 General

ents not

he functional architecture for cloud computing describes cloud computing in terms of a lrigh
f functional components. The functional components represent sets of functions that arereq
erform the cloud computing activities described in 8.2 for the various roles and sub=roles iny
loud computing.

Q4 O

—

he functional architecture describes functional components in terms of a layering framewor
pecific types of functions are grouped into each layer and where there are interfaces betw
inctional components in successive layers.

- W

9.1.2 Layering framework

9.1.2.1 General

—

he layering framework used in the CCRA has four layers{plus a set of functions which spans ac
hyers. The four layers are:

fa—

-+ user layer;

-+ access layer;
—+ service layer;
-+ resource layer.

The functions which span the layers are called the multi-layer functions.

—]

he layering framework is shown diagrammatically in Figure 11.

User layer Multi-layer
functions

Access layer

Service layer

level set
uired to
olved in

k where
yeen the

ross the

Resource layer

Figure 11 — Cloud computing layering framework
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Each of the layers in the framework is described in the following sub-clauses.

9.1.2.2 User layer

The user layer is the user interface, through which a CSC role interacts with a CSP role and with cloud
services, perform customer related administrative activities, and monitors cloud services.

NOTE The user layer represents all of the functions required for the interface between a CSU (a CSC:cloud
service user) and any available cloud service.

9.1.2.3 | Access layer

[72)

The accgss layer provides a common interface for both manual and automated access to the capabilitig
available in the services layer. These capabilities include both the capabilities of the servicesiand alsp
the admjinistration and business capabilities.

The accpss layer is responsible for presenting cloud service capabilities over ome ler more acceds
mechan]sms- for example, as a set of web pages accessed via a browser, or as a set of web services
which cpn be accessed programmatically, on secure communication. Another responsibility of the
access layer is to apply appropriate security functionality to the access to/cloud service capabilities.
The Acdess Layer is responsible for authenticating the request throughCthe use of user credentials
and for palidating the authorization of the user to use particular capabilities. The access layer is als
responsjble for handling encryption and checking for request integrity, where required.

=}

The accgss layer can also be responsible for enforcing QoS palicies on the traffic coming from thie
user laygr (e.g. service requests to the CSP) and the traffic towards the user layer (e.g. output of cloud
services]).

=

The accgss layer passes on validated requests to the components in the services layer. The access lays
accepts CSC or CSP’s cloud service consumption requests to access CSPs’ services and resources.

9.1.2.4 | Service layer

The seryice layer contains the implementation of the services provided by a CSP. The service laydr
containg and controls the software components that implement the services (but not the underlyinijg
hypervigors, host operating systems, device drivers, etc.), and arranges to offer the cloud services tp
users via the access layer.

The seryice implementation seftware in the service layer in turn relies upon the capabilities available
in the regsource layer to proyide the services that are offered and to ensure that the requirements of anjy
SLA reldting to the services-are met, for example through the use of sufficient resources.

9.1.2.5 | Resourcelayer

v

The resqurce layer includes equipment typically used in a data centre such as servers, network switche
and roufers, storage devices, and also the corresponding non-cloud-specific software such as hog
operatinjgisystems, hypervisors, device drivers and generic systems management software.

(s

The resource layer also includes the cloud transport network functionality which is required to provide
underlying connectivity between the CSP and the CSC(s), as well as within the CSP and among peer
CSPs.

For a CSP to provide services consistent with the cloud SLA, the CSP can require dedicated and/or
secure connections between CSUs and the CSP.
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The multi-layer functions include a series of functional components that interact with functional
components of the above four other layers to provide supporting capabilities including and not limited

to:

operational support systems capabilities (runtime administration, monitoring, provisioning and
maintenance);

business support systems capabilities (product catalogue, billing and financial management);

o o

vullll wl

9.2.1 General

9.2 Functional components

integration capabilities (linkage of different components to achieve required functionality);

igure 12 presents a high level overview of the CCRA functional components organized by mea
hyering framework.

security systems capabilities (authentication, authorization, auditing, validation, encryptign);

development support capabilities (involving the creation, testing and lifegycle managgment of
services and service components).

his clause describes the cloud architecture in terms of the common set of cloud computing fulnctional
omponents. A functional component is a functional element.of the CCRA which is used to pefform an
ctivity or some part of an activity and which has an implementation artefact in a concrete re
f the architecture, e.g. a software component, a subsystem or an application.

hlization

ns of the
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function function function systems support support support
systems systems
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Access control \uiection Provisioning
management
. Account
Monitoring management
Monitoring Authorization || || and reporting
integration and
g security policy|| || Service policy )
Service layer management || [| management ||| subscription Byild
management management
Service Business Administration Service
capabilities capabilities capabilities automation
Service
integration Encryption Service level Billing
Service management management
orchestration Incident and
problem Tést
management
Resource layer g Accounts || || Management

Resource abstraction

and control

Physical
resources

Peer service
integration

Platform and
virtualization
management

Peer service
management

© ISO/IEC 2023 - All rights reserved

Figure 12 — Functional components of the CCRA

37


https://standardsiso.com/api/?name=1b1c6b3ac075caa59e0ff6624d6864d3

ISO/IEC 22123-3:2023(E)

9.2.2 User layer functional components

9.2.2.1

General

The user layer functional components include:

— user function;

— Dbusiness function;

— adn]

The clou

categories, functional services and self-service management services. The latter can be further divided

into bus

The inte
cloud se
all cases

9.2.2.2

The use
services
as a broj
system 1

9.2.2.3

The bus
business
manage
themsel

9.2.2.4

The adn
CSC:cloy
profiles
adminis
9.2.3

9.2.3.1

The acce

Inistration function.

—

d services that are presented to CSC:cloud service users can be broken down into twg.majd

iness and administration services.

rface that is presented to the user of the cloud service encompasses the primary function of thie
vice. This is distinct from the interface that is used to manage the use of the cloud service. By
are cloud services, tailored for different types of capabilities.

=

User function

F function functional component supports the CSC:cloud serviee-user to access and use cloud
(the use service activity). In some cases the user function functional component can be as simple
vser running on a user device. However, in other cases, it.€an involve a sophisticated enterprise
unning business processes, applications, middleware and associated infrastructure.

Business function

iness function functional component supperts the cloud computing activities of the CS(:
manager including the selection and purchase of cloud services; the accounting and financis
ment relating to the use of cloud seryiees. It should be noted that business capabilities ar
7es offered via cloud services.

D —

Administration function

hinistration function funetional component supports the cloud computing activities of thie
d service administrator: This includes functions for the administration of user identities anfd
the monitoring of service activity and usage, event handling and problem reporting. Cloud
tration capabilitiesiai@ only accessed using cloud services.

Access layerfunctional components

General

ss’layer functional components include:

— access control:

service access;
business access;
administration access;

development access.

— connection management.

38
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9.2.3.2 Access control

Access control limits users to the use of particular services. Principally, access control

involves

authentication of a user, through the presentation and validation of credentials, followed by the

authorization of this authenticated user to use specific services. Associated with this is
management.

identity

Access control for cloud services, the resources they depend on, and the related control functions

should be provided.

9.2.3.3 Service access

The service access functional component provides access to the cloud services offered by the C

9.2.3.4 Business access

=]

he business access functional component provides access to business capabilities offered by
s implemented by the business support systems.

jo5)

9.2.3.5 Administration access

he administration access functional component provides accessto administration capabilitie
y the CSP, as implemented by the operational support systents.

o =

9.2.3.6 Development access

—

he development access functional component provides access to a set of capabilities
he provider's system that supports the devélopment, test and maintenance of cloud
mplementations.

—

9.2.3.7 Connection management

he connection management functional component provides enforcement of QoS policies regar

omponent interacts with the multi-layer functions to retrieve policies stored there and enfor
pcally in the access layer.

9.2.4 Service layer/functional components

9.2.4.1 General
The servicetlayer functional components include:
-+ serviee capabilities;

—+Cbusiness capabilities;

T
traffic from and/or to the user layer functional components. The connection management functional
g
1

the CSP,

b offered

within
service

ding the

es them

— administration capabilities;

— service orchestration.

9.2.4.2 Service capabilities

The service capabilities functional component consists of the necessary software required to implement
the service offered to CSCs. It implements the functionality defined by the service interface, i.e. the

interface offered to CSCs, independent of the service implementation.
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9.2.4.3 Business capabilities

The business capabilities functional component provides a set of capabilities for accessing the business
function related to the provision of cloud services. The business function itself is contained within the
business support systems functional components.

9.2.4.4 Administration capabilities

The administration capabilities functional component provides a set of capabilities for accessing the

administrationfunction related tothe prnvicinn of cloud services

The aer\inistration function itself is contained within the operations support systems and businegs
supportfsystems functional components.

9.2.4.5 | Service orchestration

=)

The service orchestration functional component provides coordination, aggregation @nd composition
multipld service components in order to deliver the cloud service. Service orchestration also specifig
the reqyired cloud resources and the dependencies between the resources.

[72)

9.2.5 Resource layer functional components

9.2.5.1 | General
The resqurce layer functional components include:
— resqurce abstraction and control;

— phykical resources.

9.2.5.2 | Resource abstraction and control

The resgurce abstraction and control functional component is used by CSPs to provide access to thie
physicall computing resources through software abstraction. Resource abstraction needs to ensure
efficient secure, and reliable usage of the inderlyinginfrastructure. The control feature of the functiongl
compongnt enables the management of the resource abstraction features. Service orchestration alsp
specifie$ the required cloud resoiirces and the dependencies between the resources.

The respurce abstraction and)control functional component enables a CSP to offer qualities such a
rapid elfsticity, resource pooling and on-demand self-service. The resource abstraction and contr¢
functiorjal component eal include software elements such as hypervisors, virtual machines, virtug
data stofage, and time-sharing.

—_—— N

The respurce abstraction and control functional component enables control functionality, enabling
monitorfng and.management capabilities implemented in the operational support systems functiongl
compongnt{see 9.2.6.3). For example, there can be a centralized algorithm to control, correlate and
connect|vavious processing, storage and networking units in the physical resources so that togethdr
they deliver an environment where NaaS$, [aa$, PaaS or SaaS cloud service categories can be offered.
The controller can decide which CPUs and/or racks contain which virtual machines executing which
parts of a given cloud service’s workload, and how such processing units are connected to each other,
and when to dynamically and transparently reassign parts of the workload to new units as conditions
change.

The decision whether the physical resources are virtualized or not depends on the workload
characteristics to be run. For many cloud services’ workloads (e.g. related to Compute as a Service and
Data Storage as a Service) it is convenient to virtualize the underlying physical resources, especially
since virtualization enables some scenarios which basically cannot be realized with a physical
infrastructure (e.g. scenarios related to image management or dynamic scaling of CPU capacity as
needed). For other workloads (e.g. analytics and/or search) it is required to have maximum compute
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capacity and use hundreds or thousands of nodes to run a single specialized workload. In such cases
non-virtualized physical resources can be more appropriate.

9.2.5.3 Physical resources

The physical resources functional component represents the elements needed by the CSP to run and
manage the cloud services that they offer.

Physical resources include hardware resources, such as computers (CPU and memory), networks

(WMMWWW d disks)
nd other physical computing infrastructure elements. These resources can include those that reside

ihside cloud data centres (e.g.,, computing servers, storage servers, and intra-data centre inetworks),
and those that reside outside of data centres, typically networking resources, such as inter-datia centre
networks and core transport networks.

All the elements of the physical resources are managed from the operational suppert systems functional
domponent, with the capability to place instances of each cloud service ontothe’resources asLlizquired
tp satisfy customer requirements. Typically, the operational support systems functional component
itself runs on some part of the physical resources.

9.2.6 Multi-layer functions

9.2.6.1 Integration functional components

\0

.2.6.1.1 General

he integration functional components are resp@nsible for connecting functional compohents in
he architecture to create a unified architecttite. The integration functional components|provide
hessage routing and message exchange mechanisms within the cloud architecture and its functional
omponents as well as with external functional components. Message routing can be based or various
riteria, e.g. context, policies.

Q. 0 =5 o

—

he integration functional components include:
-+ security integration;

-+~ monitoring integration;

-+~ service integration;

- peer service integration.

9.2.6.1.2 _Security integration

The security integration functional component provides integration to security capabilities including
thentication, authorization, encryption and integrity verification and to policy mechanigms that
late to security capabilities.

9.2.6.1.3 Monitoring integration

The monitoring integration functional component provides connection from functional components in
the access layer, services layer and resource layer to the monitoring and reporting capabilities of the
operational support systems.

9.2.6.1.4 Service integration

The service integration functional component provides connections to services running within
the provider's environment. The service integration functional component is an essential aspect of
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virtualizing the services so that, for example, their location and implementation details are hidden
from the components that depend on those services.

9.2.6.1.5 Peer service integration

The peer service integration functional component is used to connect to services of peer CSPs in a
controlled fashion, with appropriate security and with appropriate accounting for the usage, linking
back to the identity of the CSC. The peer service integration functional component also virtualizes the
links to the target services, so that the details of those services can change dynamically without impact

s 1 e alo b O +1 :
on the fyretionat compotrents trat rererence e services:

9.2.6.2 | Security systems functional components

9.2.6.2.1 General

[72)

The secfirity systems functional components are responsible for applying security related control
to mitigate the security threats in cloud computing environments. The security syStems functions
compongnts encompass all the security facilities required to support cloud serviges.

—_—

The secyrity systems functional components include:
— authfentication and identity management;
— authorization and security policy management;

— encyyption management

9.2.6.2.2 Authentication and identity management

The authentication and identity management functional component provides capabilities relating t
user ideptities and the credentials required to authénticate users when they access cloud services an
their relpted administration and business capabilities.

jo" e

Identitylmanagement can involve federated-identity management to permit users to employ the samle
identity|and credentials to access multiple cloud services, providing capabilities such as single sign-on
and uniffied authentication.

9.2.6.2.3 Authorization and security policy management

—

The authorization and sec¢drity policy management functional component provides capabilities fd
the confrol and application of authorization for users to access specific capabilities or data. Servid
policy mlanagement provides for the definition and application of security policies which relate to clou
services

[* e

selection are some of the capabilities provided.

9.2.6.3 Operational support systems functional components

9.2.6.3.1 General

The operational support systems functional components encompass the set of operational related
management capabilities required in order to manage and control the cloud services offered to
customers.
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The operational support systems functional components include:
— service catalogue;

— provisioning;

— monitoring and reporting;

— service policy management;

— service aqutomation;

—+ service level management;
-+ incident and problem management;
+ platform and virtualization management;

+ peer service management.

9.2.6.3.2 Service catalogue

—

he service catalogue functional component provides a listing of‘allthe cloud services of a particular
SP. A service catalogue can contain/reference all relevant technical information required t¢ deploy,
drovision and run a cloud service.

(an)

9.2.6.3.3 Provisioning

—

he provisioning functional component provides>the capabilities for provisioning servicgs, both
h terms of the provisioning of service implementations and of access endpoints and the workflow
equired to ensure that elements are provisioned in the correct sequence.

— =

Hrovisioning also includes managing cloud resource requirements and allocating quotas.

9.2.6.3.4 Monitoring and reporting
The monitoring and reporting functional component provides capabilities for:

-1 monitoring the cloud (computing activities of other functional components throughout the CSP's
system. This includes.the functional components that are involved in the direct use of cloud|services
by the CSC:cloud\service users such as the service access and service implementation |(e.g. the
invocation of acloud service operation by aparticularuser). Thisalsoincludes functional components
involved inthe’support of cloud services, such as functional components in the operational|support
systems {0SS) itself like the service automation functional component (e.g. the provisioning of a
service instance for a particular customer);

1 previding reports on the behaviour of the CSP's system, which can take the form of ajerts for
behaviour which has a time-sensitive aspect (e.g. the occurrence of a fault, the completion| of some
task), or can take the form of aggregated forms of historical data (e.g. service usage data);

— storage and retrieval of monitoring and event data as logging records.

There is a need to guarantee the availability, confidentiality and integrity of the logging records held
by the monitoring and reporting functional component. For multi-tenant cloud services, there is also
a need to design access to the records so that particular tenants can only gain access to information
about their own tenancy and about no other tenancy.
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9.2.6.3.5 Service policy management

The service policy management functional component provides capabilities to define, store and
retrieve policies that apply to cloud services. Policies can include business, technical, security, privacy
and certification policies that apply to cloud services and their usage by CSCs.

Some policies can be general and apply to a cloud service irrespective of the customer concerned. Other
policies can be specific to a particular customer.

9.2.6.3. Service automation

the marlagement and execution of service templates and the orchestration of services. The servi
automatfion functional component holds the service templates which define the cloud computin|
activities and workflows required to provision and deliver a specific entry in the service gatalogue.

The serpice automation functional component provides capabilities for service delivery includi%

Cloud service provisioning can be automated in order to support scalable resource operations, including
configufation and charging.

Cloud s¢rvice administration activities of the CSC can be capable of being aitémated and need ngt
require pny intervention by the CSP.

The seryice automation functional component works with the provisioning functional component anfd
service ntegration functional component to achieve its goals.

9.2.6.3.7 Service level management

The seryice level management functional component proyides capabilities for managing the servid
levels ofla particular cloud service, aiming to ensure that the cloud service meets the requirements
the SLA which applies to the service.

-~ (D

=}

The service level management functional componént manages the capacity and performance relating t|
a cloud gervice. This can involve the applicationh’of service policies (e.g. a placement rule which aims t
avoid simgle points of failure).

o

The senvice level management functional component obtains monitoring information from thie
monitorfng and reporting functional.component in order to measure and record key performande
indicatofs (KPIs) for the cloud service. Capacity is allocated or de-allocated based on the basis of these
KPIs.

o

The seryice level management functional component also keeps track of the overall state of allocate
and avallable resources.“The comparison of allocated capacity against cloud service performance KPIs
can assipt in the identification of current or potential bottlenecks, in support of capacity planning.

9.2.6.3.8 Incident and problem management

The incident.and problem management functional component provides capabllltles for the capture of

Incidents and problems can be detected and reported by the CSP's systems, or they can be detected and
reported by CSCs.

9.2.6.3.9 Platform and virtualization management

The platform and virtualization management functional component provides the capabilities for
managing the underlying resources of the CSP (compute, storage, networking) and for virtualizing the
use of those resources (e.g. by means of hypervisors).
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The resources are typically organized into resource pools with key characteristics:
— standardized hardware componentry and configuration;

— readily expandable through the additional of new hardware capacity;

— automated shifting of resources as workload needs change;

— protection and isolation of neighbouring workloads and data;

— reduce nnd,/nr eliminate downtime fhrm]gh movement of workloads and data between res

urces;

-+ manage resource consumption based on goals (e.g. performance, availability, licenses,.ehéf

9.2.6.3.10 Peer service management

he peer service management functional component provides capabilities for connécting the pt1

usiness capabilities of peer CSPs, in respect of peer cloud services that aré used by the provid

The peer service management functional component is responsible forestablishing the commu
dath(s) required, and for passing appropriate identity and credentials“with requests made to
(SPs.

9.2.6.4 Business support systems components

9.2.6.4.1 General

The business support systems functional cemiponents encompass the set of busines;
management capabilities dealing with customer's and supporting processes.

The business support systems functional cemponents include:
-+ product catalogue;

+ account management;

-+ subscription management;

4+ metering and billing;

-~ accounts.

9.2.6.4.2 Product catalogue

—

he product catalogue functional component provides capabilities for CSCs to browse a list of
ervice,offerings which they can purchase, plus a set of capabilities for the management of the

(%)

gy use).

ovider's

T
dperational support systems and business support systems to the admindstration capabilities and
s

ET.

nication
the peer

-related
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content
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fdroducts for customers to create resources

f the. catalogue which are available to staff of the CSP. It can also serve as a service entry flor cloud

Product catalogue entries consist of technical information about each of the service offerings
(capabilities provided by the service, interface definitions for the service including available service

operations, security information), plus related business information such as pricing or rating.

9.2.6.4.3 Account management

The account management functional component provides capabilities for managing CSC relati
including:

— mnanagement of contracts;
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— subscriptions to cloud services;

— entitlements;

— service pricing, which can involve customer-specific terms such as discounts;
— the policies that apply to the treatment of cloud service customer data.

The account management functional component and its related database(s) are subject to stringent
requirements for availability and security due to the importance and the sensitivity of the data related
to custopreraccotnts:

9.2.6.4.4 Subscription management

—

The subscription management functional component handles subscriptions from CSCs teparticula
cloud sqrvices, aiming to record new or changed subscription information from the ‘customer angd
ensure the delivery of the subscribed service(s) to the customer.

9.2.6.4.5 Metering and billing

The metering and billing functional component has capabilities for:

— the metering and rating of the use of cloud services by CSCs - where\metering is the measuremer]
of the consumption of cloud services by each CSC and rating is the application of pricing schedulg
to the metering data. The form of the metering data depends.dnthe nature of the cloud service an
the pricing schedules can involve customer-specific terms+(e‘g. discounts) and require algorithmic
application against the metering data;

= n —~+

— the generation of invoices based on the charges for théuse of cloud services created by the meterin
and|rating function, and the transmission of thenvoices to the CSCs. Invoice data is also lodge
with the accounts functional component and théZaccount management functional component;

= 0Q

— metpring management provides cloud resource order information and consumption details of CSC$.
Ordprinformation records the order inforimation about the CSC’s creation, allocation and destructio
of r¢sources. The consumption detailsirecord the CSC's resource consumption information in eac
metering cycle;

- =

— cosfaccounting and apportionment of cloud products and cloud services cost element arrangement,
cosf unit price calculation andCost apportionment.

9.2.6.4. Accounts

—

The accpunts functional component holds the capabilities relating to general ledger and geners:
accounting functions; including accounts receivable and accounts payable. The accounts functiong
compongnt is uséd for accounting for the CSP organization itself and does not deal with the maintenanc
of individual eustomer accounts (those are handled by the account management functional component).

D —

9.2.6.5 npvnlnpmpnf support functional components

9.2.6.5.1 General

The development support functional components support the cloud computing activities of the
cloud service developer. This includes support of the development and/or composition of service
implementations, build management and test management.

The development support functional components include:
— developer environment;

— build management;
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