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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

Data centre infrastructures are rapidly becoming virtualized due to increasing deployment of
virtualized servers (VSs) for cloud computing services and for internal IT services. Since VSs are
compute engines hosting many business-critical applications, they are key resources to be protected
in virtualized data centre infrastructure. As VSs are becoming mainstream in typical data centre
infrastructure setups, the secure design and implementation of VSs forms an important element in the
overall security strategy.

The-purpose-ofthisdocumentisto-providesectrity-gtidelnesforthe-designandimpltementation of VSs.
The motivation for this document is the global trend in enterprises and government agencieS)fleploying
sepver virtualization technologies within their internal IT infrastructure as well as thé use [of VSs by
clpud service providers. Hence the target audience is any organization using and/or providing|VSs.

The intended goal of this document is to facilitate informed decisions with respect to architlecting VS
configurations. Such design and implementation configuration is expected té)assure the appropriate
prptection for all virtual machines (VMs) and the application workloads running in them in the entire
virtualized infrastructure of the organization.

© ISO/IEC 2018 - All rights reserved v
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Information technology — Security techniques —
Security guidelines for design and implementation of
virtualized servers

1 —Scope

This document specifies security guidelines for the design and implementation of, VSk. Design
considerations focusing on identifying and mitigating risks, and implementation ré¢emmendations
with respect to typical VSs are covered in this document.

This document is not applicable to: (see also 5.3.2 Exclusions)
—|{ desktop, OS, network, and storage virtualization; and
— vendor attestation.

This document is intended to benefit any organization using and/ox. providing VSs.

2| Normative references

The following documents are referred to in the text*in’such a way that some or all of their content
copstitutes requirements of this document. For dated references, only the edition cited applies. For
urldated references, the latest edition of the referenced document (including any amendmentd) applies.

ISP/IEC 17788, Information technology — Clouid’ computing — Overview and vocabulary

3| Terms and definitions

Far the purposes of this documeént, the terms and definitions given in ISO/IEC 17784 and the
following apply.

ISP and IEC maintain terrhinological databases for use in standardization at the following addresses:

—{ ISO Online browsing platform: available at https://www.iso.org/obp

—| IEC Electropedia: available at http://www.electropedia.org

3.1
dgmain

information domain

coFlection or cluster of virtual machines (3.7) hosted in one or more VSs

3.2

guest operating system

guest OS

operating system that runs within a virtual machine (3.7)

3.3

host operating system

host 0OS

operating system onto which virtualization software (hypervisor) is installed

Note 1 to entry: Host OS is an optional component of a virtualized server.
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hypervisor
computer software that creates and runs one or more virtual machines (3.7)

3.5

management subsystem
component of a VS that enables administrators to configure the VS components

3.6
hardwar

e

physical y
3.7

3 ) S | o | radtad £3
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virtual machine

VM
software
(guest OS

3.8
virtualiz
VS
physical |

3.9
virtualiz

defined complete execution stack consisting of virtualized hardware (3.6), operating syste
), and applications

ed server

ed server administrator

VS administrator

person wi

3.10

th rights and responsibilities to configure and manage VS components

virtual mpachine manager

VMM
all softwz
VMs, virt

3.11

golden i
golden V
master c(

al and physical device drivers

hage
M image
py of disk image of a VM-or’server with a specific configuration

4 Symbols and abbreviated terms

API
CLI
COBIT 5

Application programming interface
Cominand line interface

€ontrol objectives for information and related technologies

ost on which a hypervisor (3.4) is installed to enable execution of multiple virtual machines (317

CSC
CSp
IT
NFV
OASIS
0S

Cloud service customer

Cloud service provider

Information technology

Network function virtualization

Organization for the advancement of structured information systems

Operating system

m

ire that enables VMs to run on a virtualized platform which includes the hypervisor, service
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PII Personally identifiable information
SDN Software-defined networking,

SSD Solid state drive

VLAN Virtual local area network

5 Overview of server virtualization

2018(E)

5
Se

computing stacks (consisting of an OS, middleware and applications) to be run ona.single phy

A
T}

T}
ty

5.

Se
ha

(v

Jl Types of server virtualization

rver virtualization is the abstraction of the underlying hardware resources,to, €nablé

VS is commonly classified along two perspectives.
e first perspective addresses full virtualization versus para-virtualization.

Full virtualization: The guest OS is unaware that it is in a virtualized platform. The h
exposes the interface of a hardware device that is physically-available to the VM and

drivers are available for guest OS, and it completely emulates the behaviour of that device.
allows the programs running in VMs to use the VM OS driyers that were designed to intg
the emulated device without installing any special drivef.or tool specified by the hypervis

Para-virtualization: In this implementation, the<hypervisor exposes a device that
physically exist, which is just software only, and presents a lightweight interface. How
scenario calls for having special drivers in the"VM, requiring modification to the guest
becomes para-virtualized-aware. This approach is intended to increase the performa
of the applications running in the VM, compared to the full emulation approach adopf
virtualization.

e second perspective is based on thé-platform on which the hypervisor is installed. Ther
pes of hypervisors:

Type 1 hypervisors, also known as bare-metal hypervisors, are installed directly over
hardware, with no need-or'an underlying host OS.

Type 2 hypervisors.are hosted on top of a host OS. Type 2 hypervisors are started like
software application’before any VMs can be run and controlled.

2  Components of a VS

rver virtualization in the context of this document relates to a VS that implements v
rdware-components on server-class hardware. It creates a virtualized hardware env
rtualtmachines or VMs) for each instance of a guest OS permitting these environments t

copearrently while maintaining the appearance of isolation and exclusive control over

multiple
bical host.

ypervisor
for which
mulation
ract with
b1 vendor.

does not
ever, this
0S which
nce level
ed in full

P are two

computer

a regular

rtualized
ironment
D execute

assigned

computing resources. Each VM instance supports applications such as file servers, web servers, and
mail servers. Server virtualization can also support client OSs in a virtual desktop or thin-client
environment.
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Virtual Virtual Virtual
machine machine machine
Guest OS Guest OS Guest OS
4
Management g 3
Subsystem Hypervisor
\. >
N
! Host OS (Optional) i
Hardware

Figure 1 — Functional components/ofa VS

A VS comprises the following functional components as illustrated in Figure 1:
— ahygervisor;

— virtupl machine(s);

— hardyvare;

— host PS (optional);

— othel} components such as management subsystem(s) for the VS administrator to configure a
mangdge the VS.

In generdl, for server virtualization products that are installed onto “bare metal,” the entire set

installed

hd

of

components constitutes the VS, and the hardware constitutes the platform. Also for produgts

that are lhosted by or integrated into a commercial off-the-shelf (COTS) OS, the components installed

expressly
the hardy

5.3 Teq

for impleméntihg and supporting virtualization are in the VS, and the platform comprises
vare and host OS.

hnical considerations

of

5.3.1 General

This document’s recommendations are applicable to both perspectives of server virtualization as
described in 5.1. From this viewpoint, the security guidelines in this document can be replicated across
alarger scale (for example, in environments with thousands of VS and more).

532 E

5.3.2.1

xclusions

Vendor attestation

A manufacturer or vendor of a product can claim an attestation of conformance to a standard.
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This document provides guidance regarding the design and implementation of existing products and
makes no specific requirements on the virtualization or associated products mentioned.

5.3.2.2 Operating environment

There are specific conditions that are assumed to exist in the operational environment where VS is
deployed and hence not addressed in this document. These assumptions include both practical realities
in the development of the VS security requirements and the essential environmental conditions on the
use of the VS.

6.

T}
V§

6.
T}

1 General

e threats and risks in a virtualized infrastructure (where the computing nodes are predd
s) can be classified into two types:

2  Common threats

e following threats are commonly faeced in virtualization setups in data centre infrastry
clpud computing environments, butot specific to just for VSs technology per se.

Physical security: Physical security should be commensurate with the value of the V5 an
it contains.

Platform integrity: The platform has not been compromised prior to installation'of'the

Trusted administrators: VS administrators are trusted to follow and apply all adm
guidance.

Overview of security threats and risks

Common threats: Threats common to all types of ITinfrastructures (virtualized or non-vir

VS-specific risks: Risks that impact the confidentiality, integrity and availability of VSs.

Administrator error: An administrator can unintentionally install or configure the VS in
resulting in ineffective security mechanisms.

Data leakage: If it/is possible for data to leak between domains when prohibited by polic
adversary on oneZdomain or network can obtain data from another domain. Such cross-do
leakage can, for,example, cause classified information, corporate proprietary informati
data to be nfade accessible to unauthorized entities.

Insecurenetwork configuration: The VS is itself a node of a larger enterprise network §
inseeure network location and insecure host-level protection can have an impact on all the
andapplications running in it.

H the data

S.

nistrator

minantly

fualized);

ctures or

correctly,

y, then an
main data
on, or PII

ind hence
software

the security and integrity of the plaform on which the VS executes.

Poor cryptography key management: When the keys of the cryptographic applications are stored

in insecure locations, the security of encrypted data can easily be compromised.

Third-party software: Vulnerabilities in third-party software used as a VS component (e
drivers) can compromise the security of an entire VS.

.g., device

Unauthorized access: A user can gain unauthorized access to the VS data and VS executable code.
A malicious user, process, or external IT entity can masquerade as an authorized entity in order to

gain unauthorized access to VS data or VS resources.
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— Unauthorized modification: Malware running on the physical host can undetectably modify
VS components while the components are in execution mode or at rest. Likewise, malicious code
running within a VM can modify VS components.

— Unauthorized update: A malicious program can gain administrative privileges to perform an
unauthorized update that can compromise the integrity of one or more VS functions.

— VMM compromise: Failure of security mechanisms can lead to unauthorized intrusion into or
modification of the VMM or bypass of the VMM altogether.

— Weak :
entrdpy to support security-related features ‘that depend on entropy to implement cryptograplhic
algorjithms.

6.3 VSqspecific risks

6.3.1 (eneral

VS-speciffic risks are examined in further detail here. Moving to a virtualized environment bringg a
unique sdt of risks not present in traditional IT environment. These risks in¢lude:

— VMr{sks;
— hypetvisor risks;
— opergtional risks related to implementation;

— cloud services risks.

6.3.2 M risks

The use df VMs can either introduce new and unique security risks or lead to more significant impagts
for partidqular known risks. Consequently, as part of assessing the risks of virtualization, the followihg

lized environmeits,“however, VMs can be allocated quickly, self-provisioned, or mo
een physical servers, bypassing the conventional change management process. Without

data can easﬂy be transported and tampered with. Although VM 1mages and snapshots prov1de a
way to deploy or restore virtual systems quickly and efficiently across multiple physical servers,
this capability means that copies of images and snapshots can be removed from a data centre easily.
This removal includes current memory contents, which are not intended to be stored on the storage
devices themselves. Therefore, in a virtualized environment, it is no longer possible to assure that
sensitive data such as system password files is safe from unauthorized personnel. This sensitive
information and the VM containing it can be moved easily, making it possible to compromise a
VM and reintroduce it into the system later. Without proper controls, security loopholes can exist
through the inadvertent capture, storage, and deployment of sensitive information, including rogue
virtual instances of critical services. Potential hackers or disgruntled staff can gain access and insert
malicious code into VM images and snapshots, which can then be rapidly deployed throughout the
environment, resulting in its compromise.

6 © ISO/IEC 2018 - All rights reserved
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— Security of offline and dormant VMs: Dormant and offline VMs can eventually deviate so far
from a current security baseline that simply powering them on introduces massive security
vulnerabilities. Dormant or offline VMs can easily be overlooked and left out of the execution of
important security procedures. For example, it is likely that a dormant VM is not updated with
the latest security patches. As a result, when the VM is run again, it can be exposed to the latest
vulnerabilities. Similarly, dormant VMs can also lack up-to-date access control policy or be excluded
from essential security monitoring functions, which can cause security loopholes in the virtualized

environment. Critical infrastructure, management, and security services are increasingly

packaged

and delivered as virtual appliances. These appliances require proper classification and treatment to

preventrogue instances of non-compliant policies and configurations. In addition, if these a

pliances

6.

A
fir
en
in
in

convenientssingle point of unauthorized access to all the VMs. The following security risks a

to

are not limited to specific clusters of physical hosts or storage, exposure to risk can incse

Security of pre-configured (golden image) VM/active VMs: Virtual machines existir
on a virtualization platform can easily be transported via physical means or thtotugh a
This can lead to unauthorized access, resulting in machine configuration changes or vir3
injection into the platform’s virtual disks. Unauthorized access through malicious intercq
compromise these VM images. Often, golden VM images are made, making it easy to depl
copies and to compromise the integrity of the virtualized environment.

Lack of visibility into and control over virtual networks: Software-defined virtual
can cause network security breaches, because traffic over virtudl networks cannot be
security protection devices on the physical network. Traditienal IT infrastructure netwq
is monitored and secured as data flows across actual routers, switches, and firewalls. On
network, this can become unmanageable unless the traffic is explicitly redirected to p
virtual appliances for monitoring. Virtual networksconfiguration can be modified wit
ease; this capability can cause conflicts with actualphysical network security policies.

Resource exhaustion: Uncontrolled physical wesource consumption by virtual proc
lead to reduced availability. Resource-intensive software tends to exhaust resources in i
server when it is implemented in multiple ¥Ms. For example, anti-virus and other securityj
interrupt every call to disk or memory in order to monitor and prevent security inciden
hacking or viruses. When anti-virusssoftware runs simultaneously in different VMs on
physical server, it can potentially consume the host resource pool. Similarly, automated O
on a large group of VMs can have-the same effect.

8.3 Hypervisor risks

Fisk factor unique to virtual environments is the hypervisor. The hypervisor is the softwa
mware responsibleforhosting and managing VMs. It provides a single point of access into t
vironment and is-also potentially a single point of failure. A misconfigured hypervisor (¢
a single point of compromise of the security of all its hosted components. It does not m
lividual VMSsdare hardened — a compromised hypervisor can override those controls and

the use-ofhypervisor:

Securing the hypervisor: It is the process of ensuring that the hypervisor, the softy

nSe.
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provisioning, and management.

hentation,

— A hypervisor can control all aspects of VM operation, so it is a natural target of malicious
attacks. Securing a hypervisor is vital, yet more complex than it seems. In an attack known as
“hyper-jacking,” malware that has penetrated one VM can attack the hypervisor. When a guest
VM attempts this attack, it is often called a “guest VM escape,” because the guest VM breaks out
of its isolated environment and attacks the host hypervisor. Once compromised, the hypervisor
can be used as an attack platform to compromise guest VMs hosted by it or other hypervisors

with which it can be able to interact.

— Allhypervisors in common use include a very rich set of remote management APl and hence their
attack surfaces are increased. Calling tools/scripts/applications not adequately implementing
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6.3.4 (perational risks related to implementation

identity and access control, especially if a hypervisor uses locally managed service accounts,
present greater risks.

Unauthorized access to hypervisor Administrative access controls to the hypervisor can be
insufficient to protect against potential hacker attacks.

— The hypervisor can be accessed using a local (host level) authentication scheme or enterprise
level authentication scheme. Local authentication schemes especially those using passwords
can provide only weak authentication and cannot support robust enterprise security policies
and associated authentication schemes.

— Hypervisors in a data centre can be managed individually or centrally through an enterpsise
irtualization management software. In the latter approach, if the management software
mmunicates with hypervisor without adequate integrity and network level protectiofs,
tackers can exploit this situation to gain unauthorized administrative control té multiple
Hypervisor hosts.

Comparefl to traditional IT environments, virtualization of IT systems in€vitably leads to changes
in operational procedures. As a result, some common defence-in-depth\practices used in securipg
physical gervers can be affected or ignored, while newly introduced features or functions can expdse
the envirpnment to additional risks. The following are the security risks related to changes in operatipn

procedurgs.

6.3.5 Cloud Services risks

Account or service hijacking through the self-service portal: Portal vulnerabilities can lead|to
privilege escalation attacks. A self-service portal is typicallyused to delegate specific parts of virtual
infraptructure provisioning and management to assigmed self-service administrators. Liberal uselof
self-service portals in cloud computing services increases susceptibility to security risks, including
account or service hijacking.

Worlkloads of different trust levels located)on the same server: Ensure that there is sufficignt
security segregation of workloads on a physical host. Enterprises can attempt to segregate VIMs
of diffferent trust levels on separate host:machines. However, that effort is effective only if therg is
effecive implementation of systems and data categorization, as well as implementation of adequdte
netwprk, security, and managenient controls. VMs of lower trust levels typically have wealer
secutity controls than VMs of higher trust levels. Those VMs can therefore be easier to compromise,
potentially providing a stepping-stone to higher-risk, more sensitive VMs on the same host. It]is
impoftant to have consistency in the levels of protection for VMs of different trust levels acrdss
physical and virtual envifonments. In short, hosting VMs of different trust levels on the same hgst
tendg to reduce overallsecurity for all components to that of the least-protected component.

Enterpride IT spersonnel can interact with virtualization technologies when they are using clopd

services ffromCSPs. In such cases, it can introduce additional risk factors, including the following:

Risk due to cloud service provider APIs: A hybrid (private/public) cloud virtualization
implementation can pose security risks due to account/authentication federation. CSPs expose a set
of software interfaces or APIs that an enterprise can use to manage and interact with cloud services.
Such interfaces when not designed properly to protect against accidental and malicious attempts to
circumvent enterprise policies, can pose additional risks.

Use of VMs within cloud services: Many CSPs offer services that are based on VM functionality.
As outlined in ISO/IEC 19941, the security requirements and the responsibilities for implementing
these requirements vary depending on the cloud service capabilities type. For example, in an
infrastructure cloud capabilities type of cloud service, the CSC can be responsible for configuring
and implementing various aspects of VM security (and in some instances, hypervisor security),
whereas some of this responsibility can fall to the CSP in the case of a platform cloud capabilities
type of cloud service.
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— General cloud services security: When securing VMs in a cloud environment, other aspects of
security should also be considered. Further information on this topic can be found in ISO/IEC 19086-

4,1SO/IEC 19941, ISO/IEC 27017 and ISO/IEC 27018.

7 Recommendations for secure VS lifecycle

7.1 General

The objectives of secure VS design and implementation are to assure the confidentiality,

integrity

arld availability of information processed and stored in the virtual hosts. Secure deployme
reguires several strategic tasks to be carried out in all the four typical phases of deploymeént;

nt of VSs
.e., initial

preparation, planning and design, implementation and disposition. These tasks are deScribed in 7.2 to

. In addition, Clause 8 provides security issues for consideration, and Clause 9 ptovides a
for the implementation of security of VSs.

When an organization embarks on a server virtualization initiative, it should ensure
information security governance framework also applies to its virtualized-IT systems and
Dglivering enterprise stakeholder value through virtualization initiatives requires good ga
arld management of IT assets. Organizations that choose to virtualize-should opt for a comp
framework, such as COBIT 5, that enables them to meet their technology goals and deliver val

integral part of security governance framework is the risk assessment process. The risk ag
cess in the context of a virtualized infrastructure consists of identifying the risks (see |

trols to address them before implementation. ISQO/FEC 27001 and ISO/IEC 27005 proy
ddtails on a process that can be used or adapted by enterprises of various sizes and complexif
of|the key elements to be considered when performling a risk assessment for virtualized infra
be found in Annex A.

AR organization should establish policies_and procedures that include an audit program
virtual IT systems. Roles and responsibilities of system administrators and users should |
ddfined and documented. An organization should govern a virtualization initiative by ej
difecting, and monitoring every step'in the process. In this context, IT managers should ag
their teams follow virtualization-policies and procedures holistically across the enterprise.

7.2 Initial preparation phase

Dyring the initial phase;-an organization should identify virtualization needs, providing an ove

checklist

that its
services.
vernance
rehensive
1e.

sessment
Clause 6),
propriate
ide more
ies. Some
Structure

peared to
pe clearly
Faluating,
sure that

rall vision

for how virtualization solutions support its mission; creating a high-level strategy for implementing

viftualization selutions; developing virtualization policy and identifying platforms and ap
thpt can be virttalized; and specifying business and functional requirements. The preparatio
the designand the implementation of VS security involves the following stages:

— assetidentification;

blications
) work for

—_requirements collection;

— review of requirements;
— evaluation of technical options and constraints;

— evaluation of existing designs and implementations with respect to security requirement

S.

ISO/IEC 27033-2 provides more details on how these five stages provide inputs to the design
and implementation of network security; however, these stages are also applicable to the design,

implementation and disposition of VS security.
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7.3 Planning and design phase

During the planning and design phase, an organization should provide necessary guidance for specifying
and evaluating the technical characteristics of the virtualization solution and related components,
including authentication methods and cryptographic mechanisms to protect communications. Major
considerations include selection of virtualization software including the security functionality of the
hypervisor and its assurance level, storage system, network topology, bandwidth availability and
deployment environment (cloud service or on premises). In particular, the assurance is required for
addressing all categories of risk in 6.3.3 and 6.3.5 as applicable to the deployment environment. As
an example, the set of certified hardware platforms on which the targeted hypervisor can be run and
the hardyvare support for virtualization by those platforms are key factors in reducing the runtime
vulnerablilities of the hypervisor. The design should also take into account the appropriate logi¢al
segregatipn of instances that contain sensitive data.

The manggement consoles or their equivalent that are part of hypervisor design should support secure
communifcation protocols. Separate authentication should be established for application/server, gugst
0S, hypervisor, and host OS to provide different layers of security and protection. Access‘control policies
for VS anfl VMs should be formulated. An organization should also define and doctument processes for
handling ncidents that involve virtualization solutions.

Security fonsiderations for planning and design phase are described in 8.2:

7.4 Implementation phase

During ithplementation, an organization should assure that sound security practices are established
through ¢xtensive assessment of the vulnerability of the virtualization components. The underlyipng
virtualizgtion platform should be hardened using vendor-proyided guidelines and/or third-party tod|ls.

In a virtpalized environment, robust key management is essential to access control and proof|of
ownership for both data and keys. Role-based accesspolicies should be enforced to enable segregatipn
of duties,|thereby facilitating proof of governance. Proper data governance measures are required |to
identify, frack, and control where data instanceés-tontaining sensitive assets reside at any given tine.
The hypdrvisor should have introspection. gapabilities to monitor VM behaviours and configuratipn
capabilities to enforce VM operations fo conformance to chosen security policies. Proper encryptipn
of VM filgs is required to significantly‘reduce the risk associated with unauthorized user access [to
physical §ervers and storage containing sensitive data. Implementation plan should include tasks STh

as initial|and on-going configuration review and security testing for side channel vulnerabilities |so
that data|leakage and unauthorized disclosure of sensitive data are prevented. Automated tools for
timely patching of hyperviser:vulnerabilities and monitoring of critical configuration files need to pe
considerdd at this phase.

A security checklist fapimplementation phase is described in 9.2.

7.5 Digpositien’phase

ideration for the disposition phase should begin early in the lifecycle for the secure deploymgnt
OfVSS.' o—cH itior arse—tasks—shottdte—cteatrtydefinred—as ._ edia
before disposition. The VM retirement process should prevent data leakage and breaches, including
shredding or revocation of keys associated with encrypted VMs. Periodic internal and external audits
of the virtualized environment facilitates early identification and mitigation of weaknesses and
vulnerabilities.

8 Planning and design phase: security considerations

8.1 General

The security considerations that enable the recommendations to be carried out for planning and design
phase (7.3) are given in Table 1. A brief description of each security consideration is also given in the table.
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8.2 Security considerations and satisfying requirements

Table 1 — Security considerations (Planning and design phase)

No. Security consideration Description

1 Can/Is the VM be isolated? As basic functionality, the VMM should support a security policy
that mandates no information transfer between VMs. Configure VMs
such that each executes in its own space and does not need to share
resources and data with other VMs resident in the VS.

2 Isthe lhfngrlfy ofthe VMM in ]nfngrﬁ'y lsacore cpr‘nrﬂ'y nl'\}nr‘flva for VS _To achieve cycfnm lntegrltY,

the VS taken care of? the integrity of each VMM component should be established)and
maintained. This objective concerns only the integrity ofthe {S —
not the integrity of software running inside of VMs or ©f the physical
platform. The overall objective is to assure the integrity of critical
components of a VS. Ensure that VMM is not modified or bypagsed so
that its ability to enforce isolation of VMs is not compromised

3 [s the integrity of the platform |The integrity of the VMM depends on the integrity of the hardare
taken care of? and software on which the VMM relies. Althiough the VS does ot have
complete control over the integrity ofthe platform, the VS should as
much as possible try to assure thatno-users or software hosted by the
VS is capable of undermining the intégrity of the platform. Engure the
integrity of the hardware (and optionally the host OS) on whigh the
VS components are installedysince if the integrity of the platfqrm is
compromised, the entire-V.S)can be compromised.

4 Is the access control for Only authorized administrators should exercise management
management functions in the VS |functions. Ensure thatho unauthorized access is allowed for YS
planned? management functjons.

5 Is the VS designed with The VS should support protocols that facilitate management of the VS
manageability? as an IT product. Ensure that there is API support for carrying out all

necessarny.management functions.

6 Can the VS be audited? Thepurpose of audit is to capture and protect data about whaf happens
onf@ system so that it can later be evaluated at a later time. Enpure that
logs of all events and actions on VS and resident VMs can be cijeated in

a form that facilitates analysis both in real time and post factd.

7 Are the administrative VS administrators should configure the VS and ensure that th¢re are
configurations set according to |flexible configuration options available to configure the VS foff a wide
the security policy? range of policy requirements.

8 Is physical security énsured? The environment provides physical security, commensurate with the

value of the VS and the data it contains. Ensure that there are pdequate
physical security safeguards both for normal and contingency

operations.
9 Will techimiques increasing Capability to ensure that there are processes for recruitment and
trust'offadministrators be training that guarantees trustworthiness of administrators.

implémented?

9 "Tmplementation phase: security checKIist

9.1 General

The security checklist that addresses each of the potential risks identified in Clause 6 and the
vulnerability exposure due to not implementing the associated measures is given in Table 2.
Collectively all the items in the checklist provide coverage for the strategic tasks to be carried out for
implementation phase (7.4). The implementation guidelines for implementing these security checklist
items are given in Annex B.
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9.2 Security checklist and vulnerability exposure

Table 2 — Security checklist (Implementation phase)

No. Security checklist item Addressed risk and vulnerability exposure due to non-
implementation

1 Have the policies and controls |Risk addressed: VM sprawl (6.3.2)

Whlc.h preyent uncontrolled Vulnerability exposure: An uncontrolled proliferation of VMs can

proliferation of VMs been o

: lead to an unmanageable condition of unpatched and unaccounted

implemented? L

2 Arqthe sensitive data within Risk addressed: Sensitive data within a VM (6.3.2)
i ?

the[VM being protected: Vulnerability exposure: Failure to consider the protection of sengsitive
data within the VS can lead to data easily transported and tampered
with. The organization can seek a solution that incorporates effective
policy-based key management of data stored in physiealyvirtual, and
cloud servers.

3 Arqthe security measures Risk addressed: Security of offline and dormantVMs (6.3.2)
impflemented for offline and Vulnerability exposure: Dormant and offling VMs can eventually
dormant VMs? . . . g o

deviate from a current security baseline thdab simply switching them on
introduces potential security vulnerabilitiés.
4 Ardthe security measures Risk addressed: Security of pre-configured (golden image) VM/active
implemented for pre- VMs (6.3.2)
conflgu_red (Golden Image) VM Vulnerability exposure: VMs €xist as files on a virtualization platform|
and active VMs? : . .
and can be easily transportedvia physical means or through a networlk.
However, this can lead to@nauthorized access, resulting in machine
configuration changes«or'viral payload injection into the platform’s
virtual disks. Unauthorized access through malicious interception caif
compromise thesé VM images. Often, golden VM images are created afd
stored in the image repository which are then cloned to be instantiatdd
into VM instances. These golden VM images when not protected againjst
unauthorized modification can result in compromised VM instances.
5 Is the visibility over trafficand |Risk@ddressed: Lack of visibility into and control over virtual
confrols in virtual networks networks (6.3.2)
ensjired? - . s
Vulnerability exposure: On a virtual network, visibility of network
traffic can become unmanageable unless the traffic is explicitly
redirected to physical or virtual appliances for monitoring. Virtual
network configuration can be modified with relative ease and can
cause conflicts with actual physical network security policies.
6 Ard controls and péli¢ies to Risk addressed: Resource exhaustion (6.3.2)
prepent resource ¢Xhaustion Vulnerability exposure: Uncontrolled physical resource consumption by
implemented? . N ! .
virtual processes can lead to reduced availability. Resource-intensive
software tends to exhaust resources in a physical server when it
is implemented in multiple VMs. For example, anti-virus and other
security software interrupt every call to disk or memory in order to
TNONITOr and Prevent Security INCidents Sucit as Nacking or VITUSES.
When anti-virus software runs simultaneously in different VMs on the
same physical server, it can potentially consume the host resource pool.
Automated OS patches on a large group of VMs can have the same effect.
7 Are measures taken to ensure |Risk addressed: Hypervisor risks (6.3.3)
. i

the security of the hypervisor? Vulnerability exposure: It is critical that the organization assures
that the hypervisor is secure throughout its life cycle, including
development, implementation, provisioning, and management.

8 Are the measures to prevent Risk addressed: Unauthorized access to hypervisor (6.3.3)
Enag}\;?;;ﬁ?naigfsesntfefj};e Vulnerability exposure: Inadequately managed administrative access

yp p ’ controls to the hypervisor are unable to protect against potential
hacker attacks.
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Table 2 (continued)

No. Security checklist item Addressed risk and vulnerability exposure due to non-
implementation
9 Are the controls and policies Risk addressed: Account or service hijacking through the self-service
to prevent account or service portal (6.3.4)
L 5
hijacking implemented: Vulnerability exposure: Service or account hijacking via portal
vulnerabilities can lead to privilege escalation attacks.
10 | Are security measures for Risk addressed: Workloads of different trust levels located on the same
proper and secure segregation |server (6.3.4)
_ofworkload on physical hosts Vulnerability exposure: Ensure that there is sufficient security
implemented? . X
segregation of workloads on a physical host.
11 |Are measures taken to ensure |Risk addressed: Risk due to cloud service provider APIs"(6.3.5))
the security of the cloud service Vulnerability exposure: A hybrid (private/publjé)€loud virtudlization
provider API? . . b S
implementation can pose security risks due toyaccount/authentication
federation. The API provided by cloud service providers shoulf also be
verified before implementing with the organization’s cloud computing
resources.
12 | Are there automated processes |Risk Addressed: Compromised Hypervisor in Hypervisor Rigk

in place to monitor patch
releases and apply them to
hypervisor software and Guest
0S software modules?

(6.3.3) and Compromised VM in.Operational risked related t
implementation (6.3.4)

Vulnerability Exposure: Exposure to known vulnerabilities thpt the
patches were designed te protect.

© ISO/IEC 2018 - All rights reserved
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Annex A
(informative)

Risk assessment for VSs

heral

tive of a risk assessment using Table A.1 is to evaluate the security risk of the existing(ornew
virtualised server and determine how best to mitigate those risks to meet the organizatio
he following steps:

ate the likelihood of the risk happening using Table A.2;

ate the severity of the impact to the enterprise due to confidentiality<integrity-availabil

ate the overall severity impact based on Table A.4 using the highest value of impact due
Hentiality-integrity-availability compromise in the previous,3 celumns;

define controls to eliminate or reduce the risk until the)overall severity impact is withi

table level;

ate the residual risk level after the controls have bgen applied;

It steps ¢) and e) for next highest impact due to confidentiality-integrity-availability until
have been eliminated/mitigated to acceptable levels.

k assessment matrix

provides a sample template for risk evaluation.

Table A.1 — Matrix for evaluation of risks

Yly
'S

—

y

risk

Evaluate Risk Evaluatd

Type of Likelihood

(Table A.2)

Impact due
to-eonfiden-
tiality com-

promise

(Table A.3)

Impact due
to integrity
compromise

(Table A.3)

Impact due
to availa-

bility com-
promise

(Table A.3)

risk level

(Table A.4)

treatment
control to be
implemented

residual ris
level

(Table A.4

k

VM sprawl

Low
Meditim
High

Low
Medium
High

Low
Medium
High

Low
Medium
High

Sensitive
datain VM

Tow
Medium
High

ow
Medium
High

Tow
Medium
High

Tow
Medium
High

Security of
offline/
dormant
VMs

Low
Medium
High

Low
Medium
High

Low
Medium
High

Low
Medium
High

Security
of pre-
configured
(golden
image) VM/
active VMs

Low
Medium
High

Low
Medium
High

Low
Medium
High

Low
Medium
High
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Type of Likelihood | Impactdue | Impactdue | Impactdue Evaluate Risk Evaluate
risk Table A.2 to confiden- | tointegrity to availa- risk level treatment | residual risk
(Table A.2) tiality com- | compromise | bility com- (Table A.4) control to be level
: . . impl
promise (Table A.3) promise implemented (Table A.4)
(Table A.3) (Table A.3)
Lack of Low Low Low Low
visibility Medium Medium Medium Medium
and controls |High High High High
onR virtual
n¢tworks
Resource Low Low Low Low
eyhaustion |Medium Medium Medium Medium
High High High High
Hypervisor| Low Low Low Low
sdcurity Medium Medium Medium Medium
High High High High
Low Low Low Low
Upauthorized | Medium Medium Medium Medium
adcess to High High High High
hypervisor
Account Low Low Low Low
ol service Medium Medium Medium Medium
hijacking High High High High
through
sdlf- service
portal
orkload Low Low Low Low
ofldifferent |Medium Medium Medium Medium
trjust levels |High High High High
located on
tHe same
sdrver
Risk due to| Low Low Low Low
C$P API Medium Medium Medium Medium
High High High High
Al3 Likeliheod rating

Tdble A.2 pfovides the evaluation criteria for determining the likelihood of risk for related vulmerability.

Table A.2 — Likelihood rating for related vulnerability

Likelihood rating Evaluation criteria

High Relevant security control(s) is not in place.

Medium Relevant security control(s) is in place but neither consistent nor
effective.

Low Relevant security control(s) is in place and effective.

A.4 Impactrating

Table A.3 defines the criteria for determining the impact severity of risk for related CIA compromise.

© ISO/IEC 2018 - All rights reserved

15


https://standardsiso.com/api/?name=a1ee11dc2a42585cb3c548fe5405b5e2

ISO/IEC 21878:2018(E)

Table A.3 — Impact rating for related confidentiality-integrity-availability (CIA) compromise

Impact rating

Evaluation criteria

High There is significant business impact to the enterprise.
Medium There is tangible or intangible loss to the enterprise

Low

operations.

There is insignificant business loss due to minor inconvenience/inefficiency in business

A.5 Risk matrix

Table A.4|defines the risk levels based on the inter-relationship between the likelihood rating (Tahle.A)2)

and the ikpact rating (Table A.3).

Table A.4 — Risk matrix showing the defined risk levels

. Impact
Likelihood -
Low Medium High
Low 1 (Insignificant) 2 (Minor) 3\(Medium)
Medium 2 (Minor) 3 (Medium) 4 (High)
High 3 (Medium) 4 (High) 5 (Very High)

16
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(informative)

2018(E)

Guidelines for implementing security checklist items in Table 2

Vit
\"%
The

B2
The

Have the policies and controls which prevent uncontrolled proliferati¢
s been implemented?

organization should consider the following during implementation.

Implement effective policies, guidelines, and processes to govern and“control VM
management, including self-service and automated scripts/DevOps tools.

Control the creation, storage, and use of VM images with a formal chanige management pr
tools. Approve additions only when necessary.

Keep a small number of known-good and timely patched images of a guest OS separatel
them for fast recovery and restoration of systems to the desired baseline.

Discover VMs, including dormant ones and the applicatign$ running on them, regularly. Di{
classifying, and implementing appropriate security centrols for each VM and its associateq
connections is critical. This process includes a ‘guarantine or rollback capability in
compromise.

Use virtualization products with management solutions to examine, patch, and apply
configuration changes to VMs.

Are the sensitive data within the VM being protected?
organization should consider the following during implementation.

Encrypt data stored on virtual and cloud servers to make it unreadable. Seek a solt
incorporates simple, policy-based key management of data stored in physical, virtual,
servers. Only release encryption/decryption keys to validated and authorized physical
servers. Providé.options to manage the keys on premises and/or in the cloud as a service. I
policy-based’key management system to determine where and when encrypted data canbe
In addition/apply identity and integrity checks when VMs request access to secure storagg
It is recenimended that both boot and data volumes be encrypted.

Develop policies to restrict storage of VM images and snapshots. If it is necessary to sto
dnd'snapshots, proper authorization, such as secondary level of approval, should be obt

bn of

lifecycle

pcess and

iy and use

covering,
| network
case of a

security

tion that
hind cloud
br virtual
everage a
accessed.
volumes.

"e images
hined and

eorresponding monitoring and control processes established. To reduce risk, carefully

consider

where to store these duplicate images or snapshots. For review or audit purposes, mitigation should
include logging of activities, as well as establishing a formal image change management process that

includes creation, distribution, storage, use, retirement, and destruction.

Implement policies to assure that backup and failover systems, including temporary upgrade/patch
instances, are cleaned when deleting and wiping (zero-filling) the VM images. Special care should

be taken when using SSD drives to avoid “residual data”.

Consider using cryptographic checksum protection to detect unauthorized changes to V
and snapshots.

M images

Identify critical data files within the VM that need a higher degree of monitoring as well as log

management.
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B.3 Are the security measures implemented for offline and dormant VMs?

The organization should consider the following during implementation.

— Create a controlled environment to apply security patches and control policies to an offlire
dormjant VM.

— Avoid problems such as VMs being accidentally or intentionally restarted or rogue~instang
being instantiated with measures such as appropriate architecture and design as well as regu
moniforing of virtual appliances that provide critical infrastructure, management, and secur
serviges.

B.4 Are the security measures implemented for pre-configured (Golden Image)

VM andlactive VMs?

The organpization should consider the following during implementatiom.

B.5 Ist{

The orgapization should censider the following during implementation.

18

Control the backup, archiving, distribution, and restart of VMs with effective policies, guidelines,
and processes such as suitably tagging the VM based on sensitivity/risk level.

Use virtualization products with management solutions that examine, patch, and apply security
configuration changes. While evaluating these products, consider the coverage provided across
hypervisors and if there are exceptions in fine print.

Assu

Augnpent VM OSs with built-in security measures, leveraging third-party security technology, su

as di
Cons

Encr)
conce

Implé
insta

Moni
caref
to pr

Cons

e proper hardening and protection of VM instances.

covery and monitoring tools, to provide layered§ecurity controls.
der implementing an integrity checksum mechanism for all VM images.

'pt VM images to prevent unauthorized @odification. At the same time, consider performan
rns depending on the data type and\the underlying physical server capabilities.

ment strict controls and proce$§ses around access, creation, and deployment of VM imagg
hces.

he visibility over-traffic and controls in virtual networks ensured?

for virtual petworks and data traffic similarly to physical networks. Organization shoy
ully determine the tool to use for this task and should configure it with network port mirrori
eferably\give a unified view of traffic across physical as well as virtual networks.

der‘a hypervisor that can monitor each guest OS (VM introspection) as itis running, if separ

or

(g

e

tools

are'not installed to monitor communications between VMs.

Implement security technologies that span physical and virtual environments with a consistent
policy management and enforcement framework.

Create consistent security policy and configuration across the physical/virtual network.

Use VM-specific security mechanisms embedded in hypervisor APIs to provide granular monitoring
of traffic crossing VM control and data planes. Leverage tools thatimplement emerging technologies
such as (SDN, NFV or OpenFlow. These mechanisms are opaque to traditional network security
controls.

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=a1ee11dc2a42585cb3c548fe5405b5e2

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviated terms
	5 Overview of server virtualization
	5.1 Types of server virtualization
	5.2 Components of a VS
	5.3 Technical considerations
	5.3.1 General
	5.3.2 Exclusions


	6 Overview of security threats and risks
	6.1 General
	6.2 Common threats
	6.3 VS-specific risks
	6.3.1 General
	6.3.2 VM risks
	6.3.3 Hypervisor risks
	6.3.4 Operational risks related to implementation
	6.3.5 Cloud Services risks


	7 Recommendations for secure VS lifecycle
	7.1 General
	7.2 Initial preparation phase
	7.3 Planning and design phase
	7.4 Implementation phase
	7.5 Disposition phase

	8  Planning and design phase: security considerations
	8.1 General
	8.2 Security considerations and satisfying requirements

	9 Implementation phase: security checklist
	9.1 General
	9.2 Security checklist and vulnerability exposure

	Annex A (informative)  Risk assessment for VSs
	Annex B (informative)  Guidelines for implementing security checklist items in Table 2
	Bibliography

