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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective—organizationtodealwith particular fields of technical activi SO _and _technical-committees
b in fields of mutual interest. Other international organizations, governmental and non-governmeéntal, in
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives;-Part 3.

The main ftask of the joint technical committee is to prepare International Standards. Draft International Standards
adopted by the joint technical committee are circulated to national bodies for voting. Pdblication as an Interpationa
Standard fequires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this International’Standard may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or @ll'such patent rights.

ISO/IEC 211827 was prepared by the International Systems Security Engineering Association (ISSEA) (formerly the
Systems [Security Engineering — Capability Maturity Model®?) .Project) and was adopted, under tHe PAS
procedurel, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its approval by
national bpdies of ISO and IEC.

Annexes A and B form a normative part of this InternationalkStandard. Annex C is for information only.

1) ®CMM and Capability Maturity Model are Service Marks of Carnegie Mellon University
Not-for-profit corporation

5000 Forbes Avenue, Pittsburgh, PA 15213
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Introduction

ystems soft

Based on the focus of the organization, some, but not all, of the security engineering practices defined will af
addition, the organization may need to look at relationships between different practices within the model to d
their appligability. The examples below illustrate ways in which the SSE-EMM® may be applied to software
facilities development and operation by a variety of different organizatiahs:

Security $ervice Providers

To measufe the process capability of an organization that performs risk assessments, several groups of prad
into play. During system development or integration, one would need to assess the organization with regard
to determipe and analyze security vulnerabilities and asséss the operational impacts. In the operational case
need to agsess the organization with regard to its ability~to monitor the security posture of the system, identif
analyze security vulnerabilities, and assess the operational impacts.

Countermeasure Developers
In the cas
would be
determinin

other grou
needs to U

b of a group that focuses on the.development of countermeasures, the process capability of an org
characterized by a combinatien;of SSE-CMM® practices. The model contains practices to address
g and analyzing security yulnerabilities, assessing operational impacts, and providing input and gu

nderstand the relationships between these practices.

Product Developers

The SSE-CMM® includes practices that focus on gaining an understanding of the customer's security needs
with the clistomer is.required to ascertain them. In the case of a product, the customer is generic as the prod
developed a prigriiindependent of a specific customer. When this is the case, the product marketing group o
group can|be-used as the hypothetical customer, if one is required.

her as
programs.

htegrators,
(eg.,

selection

d context

s is better
by use of

ply. In
btermine
systems,

tices come

o its ability
one would
and

Anization

idance to

ps involved (such as a.software group). The group that provides the service of developing counterineasures

Interaction
ct is
another

Practitionersin SeCUrltly engineecring recognize tat tne proauct Contexts dnd te metnodas useda 1o aCCoImplis

product

development are as varied as the products themselves. However, there are some issues related to product and project
context that are known to have an impact on the way products are conceived, produced, delivered, and maintained. The
following issues in particular have significance for the SSE-CMM®:

Type of customer base (products, systems, or services);

Assurance requirements (high vs. low);

Support for both development and operational organizations.

The differences between two diverse customer bases, differing degrees of assurance requirements, and the impacts of
each of these differences in the SSE-CMM® are discussed below. These are provided as an example of how an
organization or industry segment might determine appropriate use of the SSE-CMM® in their environment.

Vi © ISO/IEC 2002 — All rights reserved
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Specific Industry Segments

Every industry reflects its own particular culture, terminology, and communication style. By minimizing the role
dependencies and organization structure implications, it is anticipated that the SSE-CMM® concepts can be easily
translated by all industry segments into their own language and culture.

How Should the SSE-CMM® Be Used?
The SSE-CMM® and the method for applying the model (i.e., appraisal method) are intended to be used Tﬂa:

*  To¢l for engineering organizations to evaluate their security engineering practices and define improvements;
i i izati i stablish

The appraisal techniques can be used in applying the model for self improvement and in selecting suppliefs, if the users
of the njodel and appraisal met_hods thoroughly understand the proper application of the_model and its inhg¢rent

Enginering — Process Assessment — Part 4: Guidance on use for Process Improyement and Process Gapability

The trend for security is a shift from protecting classified government-data to a broader spectrum of concefns including
financigl transactions, contractual agreements, personal information,and the Internet. A corresponding prgliferation of
products, systems, and services that maintain and protect information has emerged. These security produfts and
systems typically come to market in one of two ways: through lengthy and expensive evaluation or withouf|evaluation. In
the fornmper case, trusted products often reach the market long.after their features are needed and secure systems are
being deployed that no longer address current threats. In the latter, acquirers and users must rely solely of the security
claims ¢f the product or system developer or operator. Eurther, security engineering services traditionally were often

This sityiation 'caIIs for organizations to practice security engineering in @ more mature manner. Specifically, the

To provde for these requirements;’a mechanism is needed to guide organizations in understanding and irmproving their
[ i i the state of the

Dst of

delivering secure systems,trusted products, and security engineering services. In particular, the following penefits are

Enginering organizations include System Integrators Application Developers, Product Vendors, and Seryice

. Cred|t for true capablhty to perform partlcularly in source selectlons
*  Focus on measured organizational competency (maturity) and improvements.

To Acquiring Organizations:

Acquirers include organizations acquiring systems, products, and services from external/internal sources and end
users. Benefits of the SSE-CMM® to these organizations include:

+ Reusable standard Request for Proposal language and evaluation means;

Reduced risks (performance, cost, schedule) of choosing an unqualified bidder;

Fewer protests due to uniform assessments based on industry standard;

Predictable, repeatable level of confidence in product or service.

© ISO/IEC 2002 — All rights reserved vii
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To Evaluation Organizations:

Evaluation organizations include System Certifies, System Accreditors, Product Evaluators, and Product Assessors.
Benefits of the SSE-CMM® to these organizations include:

* Reusable process appraisal results, independent of system or product changes;

+  Confidence in security engineering and its integration with other disciplines;

+  Capability-based confidence in evidence, reducing security evaluation workload.

viii © ISO/IEC 2002 — All rights reserved
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Information technology — Systems Security Engineering —

Capability Maturity Model (SSE-CMM®)

Sqope

The SSE-CMM® is a process reference model. It is focussed upon the requirements for implementing seq
system|or series of related systems that are the ITS domain. Within the ITS domain the SSE-CMM® Mod
focussgd on the processes used to achieve ITS, most specifically on the maturity of those processes. Thg
within the SSE-CMM® Model to dictate a specific process to be used by an organization;let alone a speci
methodplogy. Rather the intent is that the organization making use of the SSE-CMM® Model should use i
procesges, be those processes based upon any other ITS guidance document. _Thé 'scope encompasses:

lifepycle of: concept definition, requirements analysis, design, develepment, integration, installation, o
madintenance end de-commissioning;

requirements for product developers, secure systems developers’and integrators, organizations that g
computer security services and computer security engineering;

applies to all types and sizes of security engineering organizations from commercial to government ar
academe.

"Coordinate Security Practices" recoghizes the need to integrate security with all disciplines and g
on a project or within an organization:-Similarly, the Process Area "Coordinate Security" defines t
chanisms to be used in coordinating the security engineering activities.

This Int
improve
wherea

ernational Standard has a relationship to TR 15504, particularly part 2, as both are concerned with
ment and capability maturity.assessment. However, TR 15504 is specifically focussed on softwar
5 the SSE-CMM s focussed on security.

This Int
compat]

brnational Standard\has a closer relationship with the new versions of 15504, particularly CD 1550
ble with its appreaches and requirements.

2 Ngrmative.references

The foll

bwing normatlve documents contain provisions which, through reference in th|s text constltute pro

urity in a

Bl is

re is no intent
fic

ts existing

the system security engineering activities for a secure product or a trusted system addressing the complete

beration,
rovide
d the

d not imply
y, the

isciplines
. [The Common

roups
ne objectives

process
b processes,

-2, and is

isions

of this |
publications do not apply. However, parties to agreements based on this Internatlonal Standard are encou

se
raged to

investigate the possibility of applying the most recent editions of the normative documents indicated below. For undated
references, the latest edition of the normative document referred to applies. Members of ISO and IEC maintain registers

of currently valid International Standards.

ISO/IEC 12207, Information technology — Software life cycle processes

ISO/IEC TR 13335-1, Information technology — Guidelines for the management of IT Security — Part 1: Concepts and

models for IT Security

ISO/IEC 15288, Systems engineering — System life cycle processes

© ISO/IEC 2002 — All rights reserved
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ISO/IEC TR 15504-2, Information technology — Software process assessment — Part 2: A reference model for
processes and process capability

ISO/IEC TR 15504-4, Information technology — Software process assessment — Part 4: Guide to performing
assessments

ISO/IEC 17799: 2000, Information technology — Code of practice for information security management

3 Terms and definitions
For the purposes of this International Standard, the following terms and definitions apply.

31 ccountability
The propdrty that ensures that the actions of an entity can be traced uniquely to the entity. [ISO 7498-2:1988

3.2 ccreditation
In the confext of this document: formal declaration by a designated approving autherity that a system is approved to
operate in|a particular security mode using a prescribed set of safeguards.

Note: Thig definition is generally accepted within the security community; within ISO the more generally used definition
is: Procedpre by which an authoritative body gives formal recognition that\a body or person is competent to garry out
specific tagks. [ISO/IEC Guide 2].

3.3 ssessment
Verificatioh of a product, system, or service against a standardusing the corresponding assessment method to
establish gompliance and determine the assurance. [ISO/IEC 15443-1].

3.4 sset
Anything that has value to the organization [ISO 13335-1:1996].

3.5 ssurance
In the context of this document: Grounds for ‘confidence that a deliverable meets its security objectives. [ISOJIEC
15408-1]

Note: Thig definition is generally aceepted within the security community; within ISO the more generally used definition
is: Activity|resulting in a statement giving confidence that a product, process or service fulfills specified requirements.
[ISO/IEC Guide 2]

3.6 ssurance Argument
A set of stfuctured assurance claims, supported by evidence and reasoning, that demonstrate clearly how agsurance
needs haye been satisfied.

3.7 ssurance Claim
An assertipn or supporting assertion that a system meets a security need. Claims address both direct threatq (e.g.,
system dgta-are protected from attacks by outsiders) and indirect threats (e.g., system code has minimal flaws).

3.8 Assurance Evidence
Data on which a judgment or conclusion about an assurance claim may be based. The evidence may consist of
observation, test results, analysis results and appraisals.

3.9 Authenticity
The property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to entities
such as users, processes, systems and information. [ISO 13335-1:1996].

3.10 Availability
The property of being accessible and useable upon demand by an authorized entity. [ISO 7498-2: 1988].

2 © ISO/IEC 2002 — All rights reserved
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3.1 Baseline
A specification or product that has been formally reviewed and agreed upon, that thereafter serves as the basis for
further development, and that can be changed only through formal change control procedures. [IEEE-STD-610].

3.12 Certification
In the context of this document, the process producing written results of performing a comprehensive evaluation of

security[features and-other safeguards of a SyStenTto estabiisithe extentto which the desigmandimptermgntation meet
a set of[specified security requirements.

Note: This definition is generally accepted within the security community; within ISO the more generally used definition
is: Procedure by which a third party gives written assurance that a product, process or service conforms to| specified
requirements. [ISO/IEC Guide 2]

3.13 Confidentiality
The property that information is not made available or disclosed to unauthorized individuals, entities, or prgcesses
[ISO 74p8-2:1988].

3.14 Consistency
The degree of uniformity, standardization, and freedom from contradiction,among the documents or parts ¢f a system or
comporient. [IEEE-STD-610].

3.15 Correctness
For spetified security requirements, the representation of a product or system that shows the implementatfon of the
requirement is correct.

3.16 Customer
Recipient of a product provided by the supplier.

NOTE 1: In a contractual situation, the customet-is called the purchaser.
NOTE Z: The customer may be, for example;,.the ultimate consumer, user, beneficiary or purchaser.
NOTE 3: The customer can be either external or internal to the organization. [ISO 8402] [ISO/IEC TR 155p4]

317 Effectiveness
A properrty of a system or product representing how well it provides security in the context of its proposed ¢r actual
operatignal use.

3.18 Engineering Group
A collegtion of individuals’(both managers and technical staff) which is responsible for project or organizatipnal activities
related {o a particular‘engineering discipline (e.g. hardware, software, software configuration management| software

quality gssurance, systems, system test, system security).

3.19 Evidence
Directly|measurable characteristics of a process and/or product that represent objective, demonstrable prgof that a
specific activity satisftes a specified Tequirement.

3.20 Integrity
Integrity is defined as safeguarding the accuracy and completeness of information and processing methods.

3.21 Maintenance
The process of modifying a system or component after delivery to correct flaws, improve performance or other
attributes, or adapt to a changed environment. [[EEE-STD-610].

3.22 Methodology

A collection of standards, procedures and supporting methods that define the complete approach to the development of
a product or system.

© ISO/IEC 2002 — All rights reserved 3
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3.23 Penetration Profile
A definition of the activities required to effect a penetration.

3.24 Procedure
A written description of a course of action to be taken to perform a given task. [[IEEE-STD-610].

3.25 Process
A set of inferrelated activities, which transform inputs into outputs. [ISO/IEC 15288].

3.26 Reliability
The propefty of consistent behaviour and results. [ISO 13335-1:1996].

3.27 Residual Risk
The risk tHat remains after safeguards have been implemented [ISO 13335-1:1996].

3.28 Risk
The potential that a given threat will exploit vulnerabilities of an asset or group of assets to cause loss or damage to the
assets [ISP 13335-1:1996].

3.29 Risk Analysis
The proceps of identifying security risks, determining their magnitude, and.identifying areas needing safeguaids.
[ISO 1333p-1:1996].

3.30 Risk Management
Process of assessing and quantifying risk and establishing aceeptable level of risk for the organization.
[ISO 1333p-1:1996].

3.31 Security Policy

Within the[context of this document; rules, directives‘and practices that govern how assets, including sensitive
information, are managed, protected and distributed within an organization and its systems, particularly those
impact thel systems and associated elements:

3.32 Security Related Requirements
Requireménts which have a direct effect on the secure operation of a system or enforce conformance to a specified
security pglicy.

3.33 ystem
A discrete| distinguishable-entity with a physical existence and a defined purpose, completely composed of irtegrated,
interacting components;gach of which does not individually comply with the required overall purpose.
[ISO/IEC [15288].

Note 1: Inpractiee; a system is 'in the eye of the beholder' and the interpretation of its meaning is frequently [clarified
by the use of ‘an ‘associative noun, e.g. product system, aircraft system. Alternatively the word system may be
substituteq simply by a context dependent synonym, e.g. product, aircraft, though this may then obscure a syjstem
principles perspective.

Note 2: The system may need other systems during its life cycle to meet its requirements. Example - an operational
system may need a system for conceptualization, development, production, operation, support or disposal.

3.34 Threat
Capabilities, intentions and attack methods of adversaries, or any circumstance or event, whether originating externally
or internally, that has the potential to cause harm to information or a program or system or cause those to harm others.

3.35 Threat Agent
The originator and/or the initiator of deliberate or accidental man-made threats.
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Validation

Confirmation by examination and provision of objective evidence that the particular requirements for a specific intended

use are

3.37

fulfilled. [ISO/IEC 15288].

Verification

Confirmation by examination and provision of objective evidence that specified requirements have been fulfilled.
[ISO/IEC CD 15288].

3.38
Include

3.39
An artef

Note: A

4 B3

The Sys
an orga
does ng

Vulnerability

5 a weakness of an asset or group of assets which can be exploited by a threat [ISO 13335-1:1996].

Work Product
act associated with the execution of a process. [ISO/IEC TR 15504-9].

work product might be used, produced or changed by a process.

ckground

tems Security Engineering Capability Maturity Model® (SSE-CMNI®) describes the essential characteristics of

hization's security engineering process that must exist to ensdre-good security engineering. The S

is a sta
Th
Th
Co
eng
Inte
eva

The SS

:

t prescribe a particular process or sequence, but captures-practices generally observed in industry
dard metric for security engineering practices covering:

entire life cycle, including development, operation, maintenance, and decommissioning activities;
whole organization, including management, organizational, and engineering activities;

ncurrent interactions with other disciplines, such as'system, software, hardware, human factors, an
ineering; system management, operation, andumaintenance;

ractions with other organizations, including-acquisition, system management, certification, accredi
luation.

E-CMM® Model Description providés'an overall description of the principles and architecture upon

SSE-CNIM® is based, an executive overview of the model, suggestions for appropriate use of the model, t

includeq
the mog
engines

in the model, and a description of the attributes of the model. It also includes the requirements us
el. The SSE-CMM® Appraisal Method describes the process and tools for evaluating an organizat
ring capability against the SSE-CMM®.

4.1 Reason for Development

Both cu
The fiel
framew

BE-CMM®
The model

d test

ation, and

which the

he practices
ed to develop
on's security

stomers and suppliers are interested in improving the development of security products, systems, and services.

j of securityiengineering has several generally accepted principles, but it currently lacks a comprel
brk for evaluating security engineering practices. The SSE-CMM®, by identifying such a frameworK

way to measure;and improve performance in the application of security engineering principles.

ensive
, provides a

It must

pbe-Stressed that security engineering is a unique discipline, requiring unique knowledge, skills, and

processes

which warrants the development of a distinct CMM® Tor security engineering. This does not conflict with the premise
that security engineering is done in context with systems engineering. In fact, having well-defined and accepted systems
engineering activities will allow security engineering to be practised effectively in all contexts.

Modern statistical process control suggests that higher quality products can be produced more cost-effectively by
emphasizing the quality of the processes that produce them, and the maturity of the organizational practices inherent in
those processes. More efficient processes are warranted, given the increasing cost and time required for the
development of secure systems and trusted products. The operation and maintenance of secure systems relies on the
processes that link the people and technologies. These interdependencies can be managed more cost effectively by
emphasizing the quality of the processes being used, and the maturity of the organizational practices inherent in the
processes.
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The objective of the SSE-CMM® Project is to advance security engineering as a defined, mature, and measurable

discipline. The SSE-CMM® model and appraisal methods are being developed to enable:

*  Focussed investments in security engineering tools, training, process definition, management practices, and
improvements by engineering groups;

+  Capability-based assurance, that is, trustworthiness based on confidence in the maturity of an engineering group's
security practices and processes;

»  Selection of appropriately qualified providers of security engineering through differentiating bidders by capability
levelsramdassociatedprogrammatic risks:

4.2 The Importance of Security Engineering

With the irfcreasing reliance of society on information, the protection of that information is becoming, increasirgly
important.|Many products, systems, and services are needed to maintain and protect informatign. The focus pf security
engineerinlg has expanded from one primarily concerned with safeguarding classified government data to brgader
applications including financial transactions, contractual agreements, personal information, and the Internet. These
trends hae elevated the importance of security engineering.

4.3 Conspnsus

had repregentatives from several Nations, notably Australia, Canada, Europe and the US. In addition, the S$E-CMM®
project comtinually sought participation through various venues, including presentations and booths at confer¢nces and
through the public website www.sse-cmm.org.

The SSE-CMM® Model was developed by over 50 organization, many of them-multi-national corporations. %he Project

The particfpants were organized into a Steering Group, and a number of Working Groups. The majority of the
developmént was performed by the Working Groups, while the.Steering Group was responsible for overall prpject
progress gnd approval of Project deliverables.

The SSE-CMM® model was developed by a consensus process. All member organizations could send reprgsentatives
to the working group meetings, and the majority did. “Contributions were sent electronically to all members of|the
working group in the intervening period between Meetings. Meetings were held on a monthly basis where input
suggestions were discussed, revised and agreed. The results of any votes that were necessary were recordg¢d in the
working grioup meeting minutes issued for each meeting. These records have been maintained.

Each versjon of the SSE-CMM® Maodel was first approved by the working group tasked with development. Itjwas then
reviewed and approved by the Steering Group. After the Steering Group had approved the version it was thgn sent to a
group of “Key reviewers” drawn.from the ITS community at large for their review and comment. Each versior] was then
released for public review and.feedback. Based on the feedback from the Key reviewers and the community|at large,
the Steering Group made a.determination of the final release of that version of the SSE-CMM® Model.

The SSE-CMM® Model-has been approved first at the working group level; second at the Steering Group levgl, third at
the Key Reviewer lével, and finally at the community level. Thus, in essence, four levels of approval have been
obtained.

Additional j[approval and consensus has been achieved during the Pilot Appraisals through the impact of appl|cation of
the Model fo different applicalion domains. The Alternative Assurance Working Group (AAWG) of the Common Criteria
Project has reviewed the SSE-CMM® Model for applicability as an alternative to the generation of assurance by
evaluation and provided IT systems security community consensus feedback to the project.

Each maijor release of the Model was reviewed by a set of independent reviewers who had not been involved in its
development. Their comments were consolidated, reviewed and incorporated in the Model. Finally, each version of the
document was subjected to public review, the CDR and the two public workshops, and the comments received,
addressed.
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5 Structure of the Document

Clause 4 discusses some of the background of the document and the reasons for it development. Clause 6 addresses
the architecture of the SSE-CMM Model and the role of systems security engineering. Clause 7 describes the systems
security engineering process areas and base practices in detail. Annex A describes the capability maturity levels and
generic practices, while Annex B describes the project and organization process areas and base practices. Annex C
discusses the concepts of capability maturity models. ISO/IEC TR 15504-4 can also be applied to the use of the

SSE-CI

6 Md

The SS
backgrg
and the

6.1.1

The dri
enterpri
safegus
agreem
conside
availabi

The shi
an incrg
This ap
applicat
the defi
be deliv

6.1.2

Security
today. h
+ Ga
Est
Tra

VT

ddel Architecture

CMM® is a compilation of the best-known security engineering practices. To understand this mo
und in security engineering is required. This section provides a high level deseription of security er]
h describes how the architecture of the model reflects this basic understanding.

pcurity Engineering
What Is Security Engineering?

e toward pervasive interconnectivity and interoperability of\networks, computers, applications, and
5es is creating a more pivotal role for security in all systems ‘and products. The focus of security hg
rding classified government data, to a wider application, including financial transactions, contractu
ents, personal information, and the Internet. As a result, it is necessary that potential security nee

ity, accountability, privacy, and assurance.

t in focus of security issues elevates the importance of security engineering. Security engineering i
asingly critical discipline and should be‘akey component in multi-disciplinary, concurrent, enginee
plies to the development, integration, 0peration, administration, maintenance, and evolution of syst
ons as well as to the development;-delivery, and evolution of products. Security concerns must be
nition, management, and re-engineering of enterprises and business processes. Security engineeri
ered in a system, in a product,"or as a service.

Description of Security) Engineering

engineering is an-evolving discipline. As such, a precise definition with community consensus dos
owever, somé.generalizations are possible. Some goals of security engineering are to:

n understanding of the security risks associated with an enterprise;
ablish-abalanced set of security needs in accordance with identified risks;
nsform security needs into security guidance to be integrated into the activities of other disciplines

ap

d
red and determined for any application. Examples-of needs to consider include confidentiality, inteErity,

Hel, some
gineering,

even
s moved from

are

5 becoming
ing teams.
ems and
addressed in
hg can then

s not exist

employed on

roject and into descriptions of a system configuration or operation;

Est

ablish confidence or assurance in the correctness and effectiveness of security mechanisms;

(acceptable risks);

trustworthiness of a system.

6.1.3

Security Engineering Organizations

Security engineering activities are practised by various types of organizations, such as:
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Product vendors;
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* Integrators;
»  Acquirers (acquisition organization or end user);

»  Security evaluation organizations (system certifier, product evaluator, or operation accreditor);

+  System administrator;
»  Trusted third parties (certification authority);
»  Consulting/service organizations.

«  Enterprise engineering;

+  Systems engineering;

+  Softwpre engineering;

*  Humdn factors engineering;
«  Communications engineering;
*  Hardware engineering;

+  Test gngineering;

*  System administration.

Note 1: With respect to systems engineering, further information can be found in ISO/IEC 15288 which view$ security

from a systems perspective.

Note 2: With respect to software engineeringy further information can be found in ISO/IEC 12207:1995 which|views

security from a software perspective.

Security epgineering activities must/be-coordinated with many external entities because assurance and the acceptability
of residual operational impacts are_established in conjunction with the developer, integrator, acquirer, user, independent
evaluator, [and other groups. It is‘these interfaces and the requisite interaction across a broad set of organizalions that

make security engineering partieularly complex and different from other engineering disciplines.

6.1.6 $ecurity Engineering Specialties

While Seclirity Engineering and Information Technology Security are very often the driving disciplines in the gurrent
security and business environment, other more traditional security disciplines, such as Physical Security and|Personnel
Security should.not be overlooked. Security Engineering will need to draw upon these and many other specidlist
sub-disciplines if they are to achieve the most efficient and effective results in the performance of their work. [The list

below gives a few examples of specialty security sub-disciplines likely to be required, along with a short description of

each. Examples of security specialty sub-disciplines include:

«  Operations Security targets the security of the operating environment, and the maintenance of a secure operating

posture;

+ Information Security pertains to information and the maintenance of security of the information during its

manipulation and processing;

*  Network Security involves the protection of network hardware, software, and protocols, including information

communicated over networks;
*  Physical Security focuses on the protection buildings and physical locations;

»  Personnel Security is related to people, their trustworthiness and their awareness of security concerns;
+ Administrative Security is related to the administrative aspects of security and security in administrative systems;
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+  Communications Security is related to the communication of information between security domains, specifically the
protection of information while it is being moved through the transport medium;

+  Emanation Security deals with undesired signals generated by all machines that can transmit information outside
the security domain;

«  Computer Security deals specifically with the security computing devices of all types.

6.2 Security Engineering Process Overview

The SSE-CMM® divides security engineering into three basic areas: risk, engineering, and assurance;-seq figure 1.
While these areas are by no means independent from one another, it is possible to consider them separat¢ly. At the
simples} level, the risk process identifies and prioritizes dangers inherent to the developed product or syst¢m. The
securityl engineering process works with the other engineering disciplines to determine and implement solytions to the
problemn)s presented by the dangers. Finally, the assurance process establishes confidence inthe security solutions and
conveys this confidence to the customers.

Product, System,
or Service

Engineering
Process

Assurance
Process
At

Argument u Information

Figure 4~ The security engineering process has three main areas.

Risk Process

Assurance Risk

Together, these three“areas work together with the goal of ensuring that the security engineering process fesults
achievelthe goals described above.

6.2.1 Risk

A major goal of security engineering is the reduction of risk. Risk assessment is the process of identifying problems that
have no —Ri iTT Tketi iti y considering
the potential impact of an unwanted incident, see figure 2. Associated with that likelihood is a factor of uncertainty,
which will vary dependent upon a particular situation. This means that the likelihood can only be predicted within certain
limits. In addition, impact assessed for a particular risk also has associated uncertainty, as the unwanted incident may
not turn out as expected. Because the factors may have a large amount of uncertainty as to the accuracy of the
predictions associated with them, planning and the justification of security can be very difficult. One way to partially deal
with this problem in a cost-effective manner is to implement techniques to detect the occurrence of an unwanted
incident.

An unwanted incident is made up of three components: threat, vulnerability, and impact. Vulnerabilities are properties of
the asset that may be exploited by a threat and include weaknesses. If either the threat or the vulnerability is not
present there can be no unwanted incident and thus no risk. Risk management is the process of assessing and
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quantifying risk, and establishing an acceptable level of risk for the organization. Managing risk is an important part of

the management of security.

PAO04:Assess

— >

Impact

Threat \
I'hreat

Information
PA0S:Assess 5 PA03:Assess
Vulnerability . - Security Risk

Vulnerability Risk

Information Information

PA02:Assess 3

Impact
Information

Figure 2 - The security risk process involves threats, vulnerabilities, and

impact.

Risks are mitigated by the implementation of safeguards, which may address the threat, the vulnerability, the|limpact, or
the risk itsglf. However, it is not feasible to mitigate:all risks or completely mitigate all of any particular risk. This is in
large part due to the cost of risk mitigation, apd\to the associated uncertainties. Thus, some residual risk mugt always
be accept{d. In the presence of high uncertainty, risk acceptance becomes very problematical due to its inexjact nature.

One of th
process a
and assocjated risk.

6.2.2 Engineering

Security epgineering, like©ther engineering disciplines, is a process that proceeds through concept, design,

few areas under the risk taker's control is the uncertainty associated with the system. The SSE-CMM®
eas include activities that ensure that the provider organization is analyzing threats, vulnerabilities | impacts,

implementation, test, dépleyment, operation, maintenance, and decommission. Throughout this process, secprity
engineers [must work-clOsely with the other parts the system engineering team. The SSE-CMM® emphasizeq that
security engineers'are part of a larger team and need to coordinate their activities with engineers from other dlisciplines.
This helps|to ensuire that security is an integral part of the larger process, and not a separate and distinct activity.

Using the |nformation from the risk process described above, and other information about system requiremernts, relevant

laws, and policies, security engineers work with the customer to identify security needs, see figure 3. Once needs are
identified, security engineers identify and track specific requirements.

The process of creating solutions to security problems generally involves identifying possible alternatives and then
evaluating the alternatives to determine which is the most promising. The difficulty in integrating this activity with the rest
of the engineering process is that the solutions cannot be selected on security considerations alone. Rather, a wide
variety of other considerations, including cost, performance, technical risk, and ease of use must be addressed.
Typically, these decisions should be captured to minimize the need to revisit issues. The analyses produced also form a

significant basis for assurance efforts.

10
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Risk
Information

PA10: Specify

. 2 PA08: Monitor
Security Needs <+— 4—

Security Posture

! 1

' !

\ -
PAO09: Provide PA| dminister
Security Input e —_—> { ity Controls

Solutions,
Guidance, etc...

Requirements PA07: Coordinate Configuration
Policy, etc... Security Information

Figure 3 - Security is an integral part of the overall engineering process.

to the perceived risks, ensuring that new risks.do not make the system unsafe to operate.

Assurance

Ehip between different forms-of assurance is the subject of ongoing research.

the lifecycle, the security engineer is called on to:ensure that products and systems are properly ¢

—

PA ify and ;
V@e Security
D

Verification and

Validation PA06:Build
Evidence Assurance —>
Argument

bnfigured in

ce is defined as the degree of confidence that security needs are satisfied [NIST94a]. It is a very important

of security engineering. There are ‘'many forms of assurance. The SSE-CMM® contributes to one gspect, the
confidemce in the repeatability of the results from the security engineering process. The basis for this confi
a matur

lence is that

B organization is more likely-torepeat results than an immature organization, see figure 4. The detailed

Evidence

ASSUrance

| Argument
|
—>
Many othePAs

Figure 4 - The assurance process builds an argument establishing confidence.

Assurance does not add any additional controls to counter risks related to security, but it does provide the confidence

that the

controls that have been implemented will reduce the anticipated risk.
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Assurance can also be viewed as the confidence that the safeguards will function as intended. This confidence derives
from the properties of correctness and effectiveness. Correctness is the property that the safeguards, as designed,
implement the requirements. Effectiveness is the property that the safeguards provide security adequate to meet the
customer's security needs. The strength of the mechanism also plays a part but is moderated by the level of protection

and assurance being sought.

Assurance-s
the syste
developed

during the normal course of security engineering activities.

The SSE-CMM® activities themselves involve the production of assurance relevant evidence. For.€xample,
documentation can indicate that the development has followed a well-defined and mature engineering proces
subject to continuous improvement. Security verification and validation play a large role in establishing the
trustworthiness of a product or system.

Many of the example work products included within the process areas will contribute to)or form part of that e
Modern statistical process control suggests that higher quality and higher assurance _products can be produc
cost effectjvely and repeatedly by focussing on the process used to produce them:The maturity of the organi
practices Will influence and contribute to the process.

6.3 SSE-CMM® Architecture Description

The SSE-CMM® architecture is designed to enable a determination of\a security engineering organization's
maturity agross the breadth of security engineering. The goal of thé&larchitecture is to clearly separate basic
characteristics of the security engineering process from its management and institutionalization characteristig
to ensure this separation, the model has two dimensions, calleéd-"domain" and "capability" which are describe

, the SSE-CMM® does not imply that any particular group or role within an organization must do 2
processes|described in the model. Nor does it require.that the latest and greatest security engineering techni
methodolggy be used. The model does require, however, that an organization have a process in place that in
basic secUrity practices described in the model. The organization is free to create their own process and orgs
structure ih any way that meets their business-objectives.
6.3.1 he Basic Model
The SSE-CMM® has two dimensions,;"domain” and "capability." The domain dimension is perhaps the easie
dimensionk to understand. This dimension simply consists of all the practices that collectively define security

ing. These practices afe called "base practices." The structure and content of these base practices 2
discussed|below.

The capaljility dimension‘represents practices that indicate process management and institutionalization cap

roperties of
A

rocess
s that is

idence.
bd more
zational

rocess

s. In order
d below.

ny of the
fue or
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r of the two
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bility.

These praftices are.called "generic practices" as they apply across a wide range of domains. The generic practices

represent pctivities\that should be performed as part of doing a base practices.

Figure 5 illustrates the relationship between base practices and generic practices. A fundamental part of sec
engineeringis’the identification of security vulnerabilities. This activity is captured in the SSE-CMM® in Bas

|

e|Practice

rity

05.02, "ldentify System Security Vulnerabilities."

One way to determine an organization's ability to do something is to check whether they have a process for allocating

resources to the activities they claim to be doing. This "characteristic" of mature organizations is reflected in t
SSE-CMM® in Generic Practice 2.1.1, "Allocate Resources."

he

Putting the base practice and generic practice together provides a way to check an organization's capability to perform a
particular activity. Here an interested party might ask, "does your organization allocate resources for identifying system
security vulnerabilities?" If the answer is "yes," the interviewer learns a little about the organization's capability.

Answering all the questions raised by combining all the base practices with all the generic practices will provide a good
picture of the security engineering capability of the organization in question.
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Generic Practice 2.1.1
Allocate Resources
Base Practice 05.02
Identify System
Security Vulnerabilitie:

Capability Dimensioh
(Generic Practices)

A\ 4

Domain Dimension
(Base Practices)

Figure 5 - The model evaluates each process area against each
common feature.

The Base Practices

bcess areas, cover all major areas of security engineering. The remaining 68 base practices, orga
areas, address the project and organization’domains. They have been drawn from the Systems E

he base practices for security were‘gathered from a wide range of existing materials, practice, an
tices selected represent the best existing practice of the security engineering community, not untg

E-CMM® contains 129 base practices, organized into 22 process areas. Of these 61 base practicgs, organized

hized in 11
ngineering
ering process
] expertise.
sted

Identifying security engineering base-practices is complicated by the many different names for activities that are

essentiglly the same. Some ofthese activities occur later in the life cycle, at a different level of abstraction

typically
base pr

SSE-CNIM® ignores these-distinctions and identifies the basic set of practices that are essential to the pra

security

A base
. Ap
Do

performed by individuals in different roles. However, an organization cannot be considered to hav
actice if it is only performed during the design phase or at a single level of abstraction. Therefore, t

engineering:
practice:

lies across the life cycle of the enterprise;
bs ot 'overlap with other Base Practices;

or are
b achieved a
ne

ctice of good

Re

bresents a "best practice” of the security community;

Does not simply reflect a state-of -the-art technique;
Is applicable using multiple methods in multiple business contexts;
Does not specify a particular method or tool.

The base practices have been organized into process areas in a way that meets a broad spectrum of security
engineering organizations. There are many ways to divide the security engineering domain into process areas. One
might try to model the real world, creating process areas that match security engineering services. Other strategies
attempt to identify conceptual areas that form fundamental security engineering building blocks. The SSE-CMM®
compromises between these competing goals in the current set of process areas.

© ISO/IEC 2002 — All rights reserved
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Each process area has a set of goals that represent the expected state of an organization that is successfully
performing the process area. An organization that performs the base practices of the process area should also achieve
its goals.

A process area:

* Assembles related activities in one area for ease of use;

Relates to valuable security engineering services;

App“ s across-the life nyf‘ln of-the nnfnrprien;

Can He implemented in multiple organization and product contexts;

Can he improved as a distinct process;

Can he improved by a group with similar interests in the process;

Includes all base practices that are required to meet the goals of the process area.

The eleven systems security engineering process areas of the SSE-CMM® are listed below. Noie that they afe listed in
alphabeticpl order to discourage the notion that there the process areas are ordered by lifecycle phase or arga. These
process afeas and the base practices that define them are described in Clause 6., and listed below:
*  PAO1[Administer Security Controls;

PAO2|Assess Impact;

PAO3|Assess Security Risk;

PAO4|Assess Threat;

PAO5|Assess Vulnerability;

PAQ6|Build Assurance Argument;

PAOQ7|Coordinate Security;

PAO8|Monitor Security Posture;

PAO9|Provide Security Input;

PA10|Specify Security Needs;

PA11|Verify and Validate Security.

The SSE-CMM® also includes eleven process areas related:to project and organizational practices. These pfocess
areas wer¢ adapted from the SE-CMM®. These process-areas and the base practices that define them are described in
Annex B, and listed below:

*  PA12[- Ensure Quality;

PA13|- Manage Configuration;

PA14]- Manage Project Risk;

PA15[- Monitor and Control Technical Effert;

PA16]- Plan Technical Effort;

PA17]- Define Organization's Systems Engineering Process;

PA18|- Improve Organization's(Systems Engineering Process;

PA19|- Manage Product Ling-Evolution;

PA20[- Manage Systems Engineering Support Environment;

PA21[- Provide Ongoing.SKills and Knowledge;

PA22|- Coordinate withySuppliers.

Note: These PAs have been placed in an annex to facilitate future enhanced alignment with 15288.

6.3.3 Tlhe Generic Practices

Generic prlactices are activities that apply to all processes. They address the management, measurement, ar|d
institutionglization aspects of a process. In general, they are used during an appraisal to determine the capability of an
organization to perform a process.

Generic practices are grouped into logical areas called "Common Features" which are organized into five "Capability
Levels" which represent increasing organizational capability. Unlike the base practices of the domain dimension, the
generic practices of the capability dimension are ordered according to maturity. Therefore, generic practices that
indicate higher levels of process capability are located at top of the capability dimension.

The common features are designed to describe major shifts in an organization's characteristic manner of performing
work processes (in this case, the security engineering domain). Each common feature has one or more generic
practices. The lowest common feature is 1.1 Base Practices are Performed. This common features simply checks
whether an organization performs all the base practices in a process area.
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Subsequent common features have generic practices that help to determine how well a project manages and improves
each process area as a whole. The generic practices, described in Clause 5, are grouped to emphasize any major shift
in an organization's characteristic manner of doing security engineering. Table 3.1 lists some principles captured in the

generic practices.
Table 1 — Capability dimension principles
Principle How Expressed in SSE-CMM®
You hpve to do it before you can manage it The Performed Informally level focuses on whether|an
organization performs a process that incorporates‘the base
practices.
Understand what's happening on the project (where the The Planned and Tracked level focuses-Gn project-level
produgts are!) before defining organization-wide processes. definition, planning and performance issues.
Use the best of what you've learned from your projects to The Well Defined level focuses on diseiplined tailoring from
creatd organization-wide processes. defined processes at the organization level.
You can’t measure it until you know what “it” is. Although it is essential to begih_collecting and using basic project
measures early (i.e., at the\Plahned and Tracked lejel).
Measurement and use of data is not expected orgapization wide
until the Well Defined“and particularly the Quantitatively
Controlled levels have been achieved.
Managing with measurement is only meaningful when you're | The Quantitatively-Controlled level focuses on measurements
meas$ring the right things being tied to'the business goals of the organization
A cultyre of continuous improvement requires a foundation The ContihuoGsly Improving level gains leverage frgm all the
of sox.{wd management practice, defined processes, and management practice improvements seen in the earlier levels,
measurrable goals. then‘emphasized the cultural shifts that will sustain the gains
made.
The common features below represent the attributes ofimature security engineering necessary to achieve pach level.
These gommon features and the generic practices that define them are described in Clause 5.
Level 1
. 1.1 Base Practices are Performed;
Level 2
. 2.1 Planning Performance;
. 2.2 Disciplined Performanceg;
. 2.3 Verifying Performanceg;
. 2.4 Tracking Performance;
Level 3
. 3.1 Defining a Standard Process;
. 3.2 Perform thé Défined Process;
. 3.3 Coordinatéthe Process;
Level 4
. 4.1 Establishing Measurable Quality Goals;
. 4.2 Objectively Managing Performance;
Level 5

5 4¥Improving Organizational Capability;

5.2 Improving Process Effectiveness.

The SSE-CMM® also does not imply specific requirements for performing the generic practices. An organization is
generally free to plan, track, define, control, and improve their processes in any way or sequence they choose.
However, because some higher level generic practices are dependent on lower level generic practices, organizations
are encouraged to work on the lower level generic practices before attempting to achieve higher levels.

6.3.4

The Capability Levels

There is more than one way to group practices into common features and common features into capability levels. The
following discussion addresses these common features.

© ISO/IEC 2002 — All rights reserved
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The ordering of the common features stems from the observation that implementation and institutionalization of some
practices benefit from the presence of others. This is especially true if practices are well established. Before an
organization can define, tailor, and use a process effectively, individual projects should have some experience
managing the performance of that process. Before institutionalizing a specific estimation process for an entire
organization, for example, an organization should first attempt to use the estimation process on a project. However,
some aspects of process implementation and institutionalization should be considered together (not one ordered before
the other) since they work together toward enhancing capability.

Common features and capability levels are important both in performing an assessment and improving an(rganization's
process capability. In the case of an assessment where an organization has some, but not all common features
implemented at a particular capability level for a particular process, the organization usually is operating-at the lowest
completed capability level for that process. For example, an organization that performs all but one 6f the Lev¢l 2 generic
practices fpr some process area should receive a Level 1 rating. An organization may not reap thelfull benefif of having
implemented a common feature if it is in place, but not all common features at lower capability'levels. An assessment
team should take this into account in assessing an organization's individual processes.

In the cas¢ of improvement, organizing the practices into capability levels provides an‘otganization with an
"improvemnjent road map," should it desire to enhance its capability for a specific process. For these reasons, fthe
practices in the SSE-CMM® are grouped into common features, which are orderedby capability levels.

An assessment should be performed to determine the capability levels for each-of the process areas. This indlicates that
different pfocess areas can and probably will exist at different levels of capability. The organization will then Qe able to
use this process-specific information as a means to focus improvements’td’its processes. The priority and sequence of
the organiration's activities to improve its processes should take intoraccount its business goals.

Business goals are the primary driver in interpreting a model suchas the SSE-CMM®. But, there is a fundaniental order
of activitiep and basic principles that drive the logical sequence of typical improvement efforts. This order of gctivities is
expressed in the common features and generic practices ofthe capability level side of the SSE-CMM® architecture.

0 1 2 3 4 5
Noj Performed Planngd & Well Qualitatively Continuously
Performed Informally Tracked Defined Controlled Improving
Basé Committing to Defining a standard Establishing Establishing
praefices perform process measurable quantitative process
1 . . . \ Y ality o0s i 004
p¥formed Planning performancg Tailoring standard quality goals effectiveness goals
p Determining proce ving p
Disciplined process c(.ttrnln‘n,r‘lS process Irrrpll)"r‘(;‘VII:hcln)r()CLss
rTormance — pability+ Heetiveness
performance Using data achievegoals
< ino { P Perfe a defi i . . .
Tracking performande l)ﬁ(l;i(éls*;n a defined Objectively managing
Verifying performande I performance

Figure 6 - Capability levels represent the maturity of security engineering organizations.

The SSE-CMM® contains five levels, which are depicted in Figure 6.

These five levels are informally described below, and detailed in Annex A.
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Level 1, "Performed Informally," focuses on whether an organization or project performs a process that

incorporates the base practices. This level can be characterized by the statement, "you have to do
can manage it."
Level 2, "Planned and Tracked," focuses on project-level definition, planning, and performance iss

it before you

ues. This

level can be characterized by the statement, "understand what's happening on the project before defining

organization-wide processes."

Level 3, "Well Defined," focuses on disciplined tailoring from defined processes at the organization level. This

level can be characterized hy the statement "use the hest of what ynu'vp learned from your prnjprts to create

organization-wide processes."

. Level 4, "Quantitatively Controlled," focuses on measurements being tied to the business goals of the
organization. Although it is essential to begin collecting and using basic project measures early, measurement
and use of data is not expected organization wide until the higher levels have been achiéved. Thig level can be
characterized by the statements, "you can't measure it until you know what 'it' is" and-{managing with
measurement is only meaningful when you're measuring the right things."

. Level 5, "Continuously Improving," gains leverage from all the management practice improvements seen in the
earlier levels, then emphasizes the cultural shifts that will sustain the gains made! This level can bge
characterized by the statement, "a culture of continuous improvement requires-a foundation of soynd
management practice, defined processes, and measurable goals."

6.3.5 |[Capability Dimension / Measurement Framework Mapping

The capability dimension of the SSE-CMM® and the measurement framework of ISO/IEC 15504-2 differ spomewhat in

terms of structure, but very little in terms of the detail and intent. In thé case of the SSE-CMM® the capabllity dimension

is orgarized into a number of “capability levels”. Each capability level'is made up of a number of “commor) features”,

which inj turn are made up of one or more “generic practices”; séefigure 10. In the case of ISO/IEC 15504-2

measurgment framework, this is made up of a number of “levels” with each level consisting of a number of{ process

attributgs (PA)s. The table below sets out a mapping of the«gapability levels of the SSE-CMM® to the levels of 15504-2.

Table 2 - Capability Dimension to Measurement Framework Mapping
SSE-GMM® Capability Dimension 15504-2 Measurement Framework
[Not explicitly defined in the SSE-CMM®, but implicitly Level 0: Incomplete process
inferred].
Capadility Level 1 - Performed Informally Level 1: Performed process
Common Feature 1.1 Base Practices are performed PA 1.1 Process performance attribute
Capadility Level 2 - Planned and Tracked Level 2: Managed process
Comnlon Feature 2.3 Planning Performance PA 2.1 Performance management attribute
Comnon Featute)2.4 Tracking Performance
Common Feature 2.2 Disciplined Performance PA 2.2 Work product management attribute
Common_Feature 2.3 Verifying Performance
Capability Level 3 - Well Defined Level 3: Established process
Common Feature 3.1 Defining a Standard Process PA 3.1 Process definition attribute
Common Feature 3.2 Performing the Defined Process
[Not specifically addressed at this point, however these PA 3.2 Process resource attribute
aspects are addressed earlier in the following GPs].
GP 2.1.1 - Allocate Resources
GP 2.1.2 - Assign Responsibilities
GP 2.1.5 - Ensure Training
Common Feature 3.3 Coordinate Security Practices [No direct equivalent].
© ISO/IEC 2002 — All rights reserved 17
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Capability Level 4 - Quantitatively Controlled Level 4: Predictable process
Common Feature 4.1 Establishing Measurable Quality PA 4.1 Measurement attribute
Goals

Common Feature 4.2 Objectively Managing Performance | PA 4.2 Process control attribute

Capab|||t / Level 5 - Continuocushvylmproving Level 5: QOptimizina pbrocess
Y ™ ) g I

Common Feature 5.1 Improving Organization Capability PA 5.1 Continuously improving attribute

Common Feature 5.2 Improving Process Effectiveness PA 5.2 Process change attribute

6.3.6 R[Iationship to ISO/IEC CD 15288 - System Life Cycle Processes.

this International Standard the SSE-CMM® has been developed outside the normal ISQAEC environment. This means
that some[differences in the use of terminology and detail exist between ISO/IEC 21827 and ISO/IEC 15288.| In
addition, IPO/IEC 21827 is targeted at a different domain and discipline, systems, security engineering, which|inevitably,
gives rise fo some differences. These differences are minor and are note where applicable. However, the underlying
concepts and approaches used by both ISO/IEC 21827 and ISO/IEC 15288 are’very similar.

Some examples of relationships include:

. ISO/IEC 21827 Process Areas relate directly to ISOAEC 15288 Processes;
. ISO/IEC 21827 Base Practices relate directly to ISO/IEC 15288 Activities; and
. ISO/IEC 21827 Work Products relate directly to ISO/IEC 15288 Outcomes; and

ISO/IEC 21827 Process Descriptions are identical ISO/IEC 15288 process descriptions.
Table 3, below, maps the major relationships of the Process:Areas of ISO/IEC 21827 to the processes of ISQ/IEC
15288.

Note 1: Alrow containing multiple “x” indicates that the’particular process of ISO/IEC CD 15288 is covered inf more than
orle process area of ISO/IEC PAS DIS 21827.

Note 2: Alcolumn containing multiple “x” indicates that the particular process area of ISO/IEC PAS DIS 2182f is
cdvered in more than one process of ISO/IEC CD 15288.

18 © ISO/IEC 2002 — All rights reserved
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Table 3 - 21827 Process Areas to 15288 Processes Relationship
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6.4

This chart represents the model at a high level of abstraction. The practitioner is cautioned that each process area

Summary Chart

consists of a number of base practices, which are described in detail in Clause 7 and Annex B. Also, each common
feature consists of a number of generic practices, which are described in detail in Annex A.

5.2 Improving Proc. Effectiveness

5.1 Improving Org. Capability

4.2 Objectively Managing Perf.

4.1 Establish Meas. Quality Goals

3.3 Coordinate Practices

3.2 Perform the Defined Process

3.1 Defining a Standard Process

2.4 Tracking Performance

2.3 Verifying Performance

2.2 Disciplined Performance

2.1 Planned Performance

1.1 Base Practices Are Performed

Common
Features

Process
Areas

PAO1 - Admipister Security Controls

PA02 - Assess‘lmpact

PA03 - Assess SecurityeRisk

PAQ04 - Assess Threat

PA05 - Assess Vulnerability

PA06 - Build Assurance Argument
PAQ7 - Coordinate Security

PA08 - Monitor Security Posture

PAQ09 - Provide Security Input

PA10 - Specify Security Needs

PA11 - Verify and Validate Security

PA12 - Ensure Quality

PA13 - Manage Configuration

PA14 - Manage Project Risk

Manaae Svustems Ena Sunpnort

PA15 - Monitor and Control Technical E
PA17 - Define Org. Systems Eng. Proceg
PA18 — Improve Org. Systems Eng. Pro
PA19 - Manage Product Line Evolution

PA16 — Plan Technical Effort

PA20

P

7

Y

T

PA21 - Provide Ongoing Skills and Knld

PA22 - Coordinate with Suppliers

Security Engineering
Process Areas

o

roject and Organizationa
Process Areas

7

This clause contains the base practices, that is, the practices considered essential to the conduct of basic security
engineering. Note that the process areas are numbered in no particular order since the SSE-CMM® does not prescribe

Figure 7 - Summary of Process Areas and Common Features relationships

Security Base Practices

a specific process or sequence.

An organization can be assessed against any one single process area or combination of process areas. The process
areas together, however, are intended to cover all base practices for security engineering and there are many

inter-relationships between the process areas. At present, the SSE-CMM® comprises 11 security process areas, each

20
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of which contains a number of base practices. Each process area is identified in the following subsections.

The general format of the process areas is shown in Figure 8. The summary description contains a brief overview of the
purpose of the process area. Each process area is decomposed into a set of base practices. The base practices are
considered mandatory items (i.e., they must be successfully implemented to accomplish the purpose of the process
area they support). Each base practice is described in detail following the process area summary. Goals identify the
desired end result of implementing the process area.

PAOl - Process Area Title (in verb-noun form)

Summary Description — An overview of the process area
Goals — A list indicating the desired results of implementing this process area
Base Practices List — A list showing the number and name of each base practice
Process Area Notes — Any other notes about this process area

BP.01.01 - Base Practice Title (in verb-noun form)
Descriptive Name — A sentence describing the base practice
Description — An overview of this base practice
Example Work Products — A list of examples illustrating some possible output

Notes — Any other notes about this base practice
BP.01.02...

Figure 9 - Process Areaformat

71 PAO1 - Administer Security Controls
7.1.1 [Process Area
7.1.1.1 [Summary Description

The purpose of Administer Security Controls\isto ensure that the intended security for the system that wag integrated
into the|[system design, is in fact achieved by the resultant system in its operational state.

7.1.1.2 [Goals
. Security controls are preperly configured and used.

7.1.1.3 |Base Practice List

BP.01.01 Establish responsibilities and accountability for security controls and communicate them to
everyone in the organization.

BP.01.02 Manage the configuration of system security controls.

BP.04.03 Manage security awareness, training, and education programs for all users and ag@iministrators.

BP-01.04 Manage periodic maintenance and administration of security services and controlmechanisms.

7.1.1.4 Process Area Notes

This process area addresses those activities required to administer and maintain the security control mechanisms for a
development environment and an operational system. Further this process area helps to ensure that, over time, the
level of security does not deteriorate. The management of controls for a new facility should integrate with existing facility
controls.

7.1.2 BP.01.01 - Establish Security Responsibilities

Establish responsibilities and accountability for security controls and communicate them to everyone in the organization.
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7.1.2.1 Description

Some aspects of security can be managed within the normal management structure, while others require more
specialized management.

The procedures should ensure that those charged with responsibility are made accountable and empowered to act. It
should also ensure that whatever securlty controls are adopted are clear and conS|stentIy applled In addltlon they

7.1.2.2 E)
. ar
th
dd
re
dd

winhat output is expected and how it will be reviewed and used.

dd
er
dd

7.1.2.3 N¢

Some organizations establish a security engineering working group.which is responsible for resolving securit

issues. Ot
objectives
713 B

Manage th

7.1.3.1 Description

ftample Work Products

organizational security structure chart - which identifies the organization members retated to secu
Bir role.

cuments describing security roles - describes each of the organizational roles related to security a
sponsibilities.

cuments describing security responsibilities - describes each of the security.responsibilities in detd

cuments detailing security accountabilities - describes who is accountable for security related prob

suring that someone is responsible for all risks.
cuments detailing security authorizations - identifies what each member of an organization is allow
ptes

ner organizations identify a security engineering lead who is responsible for making sure that the s
are attained.

P.01.02 - Manage Security Configuration

e configuration of system security controls.

Security ¢
a great ex

configuration management practices may not capture the interrelated dependencies required for secure syste

7.1.3.2 Example Work Products

S

cdmmunications, including their location, the individual assigned, and related information.

S

refords of all software updates - tracks licenses, serial numbers, and receipts for all software and so
updates to the system, including date, person responsible, and a description of the change.

refpords of all.distribution problems - contains a description of any problem encountered during software
distributionnand a description of how it was resolved.

bnfiguration of all devices requites‘management. This base practice recognizes that system securi
ent on a number of interrelated components (hardware, software, and procedures) and that norma

tem security configuration - a database describing the current state of the system hardware, softw

but also the

ity and

nd their

il, including
lems,

ed to do.

related
bcurity

y relies to

ms.

tware

are, and

tém security configuration changes - a database describing any changes to the system security

configuration, including the name of the person making the change, a description of the change, the reason for
the change, and when the change was made.

of

the change, the name of the person making the change, and the date made.

noting any difficulties and action items.

having an effect on security, to help ensure that changes and their effects are intentional.

or

having an effect on security, to help ensure that changes and their effects are intentional.

configuration details.
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records of all confirmed software updates - a database tracking software updates which includes a description
periodic summaries of trusted software distribution - describes recent trusted software distribution activity,
security changes to requirements - tracks any changes to system requirement made for security reasons or
security changes to design documentation - tracks any changes to the system design made for security reasons

control implementation - describes the implementation of security controls within the system, including
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security reviews - describe the current state of the system security controls relative to the intended control

implementation.

control disposal - describes the procedure for removing or disabling security controls, including tra

Notes

nsition plans.

Malntalnlng currency of the conflgura’uon of secunty controls in any system is a complex task particularly for a large

Effective
the syst
assess§q

Proced

software

over the
These 1

This ba
version
configu
714

Manags

71.441

The sed
training

71.4.2

7143

In this G
includes

securlty requires the recordmg of certain mformatlon related to the security control mechanlsms t
m and not normally used by other disciplines. Similarly, proposed changes to an existing system
d to determine the impact on the overall system security posture.

res are required, particularly in a distributed environment, to ensure that all copies ofa particular n
network itself, it is essential to ensure that the software has not become corrupted in the distributi

cquirements apply to all software.

is maintained; all copies of the software are the same; updates are confirtned; and the security cor
ation is known and maintained.

BP.01.03 - Manage Security Awareness, Training, and Education Programs
security awareness, training, and education programs for-all users and administrators.

Description

and education needs to be managed.
Example Work Products

user review of security training material -
awareness and training material.

logs of all awareness, training and education undertaken, and the results of that training - tracks u
understanding of organizational and system security.

periodic reassessments of the user community level of knowledge, awareness and training with re
security - reviews the erganizational understanding of security and identifies possible areas to foct
future.

records of training;.awareness and educational material -

describes the effectiveness, applicability, and relevance

collection of security relevant training ma

Notes

pntextthe term users is taken to include not only those individuals who work directly with the syste
allindividuals who receive information from the system, either directly or indirectly, plus all admini
ment.

ecurity.
nat make up
must be

nodule of

or application are the appropriate version are the same. In addition, particularly if the software is distributed

DN process.

be practice should ensure that the software performs only those functions(that are intended; a seal¢d reference

trols

urity awareness, training and education of all staff-requires management in the same way that oth¢r awareness,

bf the security
Ser

pard to
s on in the

terial which

can be reused ¢hrotghout an organization. Can be integrated with other organizational training mgterials.

M, but also
stration and

manag§

It is vitally important that users are aware of the reasons that security is in place and the reasons for a particular security
mechanism or control. In addition, it is essential that the users understand how to use the mechanism or control
correctly. Thus users require initial, periodic refresher, and revised sessions when new mechanisms and controls are
introduced. All users require security awareness, some users require training in the use of security mechanisms, and a

few use

71.5

rs require much more in depth security knowledge and are thus candidates for security education.

BP.01.04 - Manage Security Services and Control Mechanisms

Manage periodic maintenance and administration of security services and control mechanisms.

© ISO/IEC 2002 — All rights reserved
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7.1.5.1 Description

The general management of security services and mechanisms is similar to other service and mechanism management.
This includes the protection of the services and mechanisms from corruption, either accidental or deliberate, and
appropriate archival in compliance with legal and policy requirements.

7.1.5.2 Example Work Products

m
pd
o
ar
ad
in
ad
ad
ex
sg
sh
sg
sh
sg
in

7.1.5.3 N¢

Some exa
managem

Each of th
parameter

These req
maintenan

Informatio
Some info
sensitive f
be achievg

Electronic
media ma
media is ¢
may neces
requireme

bintenance and administrative logs - record of maintenance, integrity checks, and operational chec
rformed on system security mechanisms.

riodic maintenance and administration reviews - contains analysis of recent system security)admin
d maintenance efforts.

ministration and maintenance failure - tracks problems with system security administration and mg
order to identify where additional effort is required.

ministration and maintenance exception - contains descriptions of exceptions made-to the normal
ministration and maintenance procedures, including the reason for the exception-and the duration
ception.

nsitive information lists - describes the various types of information in a system and how that inforn
ould be protected.
nsitive media lists - describes the various types of media used to store information in a system and
ould be protected.
nitization, downgrading, and disposal - describes procedures forensuring that no unnecessary risk
curred when information is changed to a lower sensitivity or when media are sanitized or disposed.

btes

Mmples of these services are identification and authentication (1&A); access mediation/control; and K
bnt.

b security services must involve establishing appropriate security parameters, implementing those
5, monitoring and analysing performance,“and adjusting the parameters.

Lirements are particularly applicable t0 Such security services as Identification and Authentication f
ce of users and authentication data;-and access control for the maintenance of permissions.

N assets, a subset of assets; are defined as the hardware, software, and data that belong to an org

urposes. Sanitization ensures that information is released to individuals who have a need to know
d by downgrading thie information or by selective removal of specific sensitive information.

media can retain‘residual traces of information even when it is overwritten with other information. §
need to be sanitized before it can be used for other less sensitive purposes. Once the useful life g

sitate the destruction of the media. The specific details of sanitization, downgrading, and disposal
hts are,dependent upon the specific community and applicable regulations.

ks
istration

intenance

pof the
hation
how each

S are

pr the

Anization.

‘mation assets may require the sensitive portions to be removed so that the remainder can be used for less

This may

ome
f magnetic

pmplete it-should be disposed of in a manner appropriate to the sensitivity of the residual informati¢n, which

7.2

7.21

PAO02 - Assess Impact

Process Area

7.2.1.1 Summary Description

The purpose of Assess Impact is to identify impacts that are of concern with respect to the system and to assess the
likelihood of the impacts occurring. Impacts may be tangible, such as the loss of revenue or financial penalties, or

intangible,

24

such as loss of reputation or goodwill.
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7.21.2 Goals
. The security impacts of risks to the system are identified and characterized.

7.2.1.3 Base Practice List

BP.02.01 Identify, analyse, and prioritize operational, business, or mission capabilities leveraged by the
system

BP.02.02 Identify and characterize the system assets that support the key operational capabilities or the
security objectives of the system.

BP.02.03 Select the impact metric to be used for this assessment,

BP.02.04 Identify the relationship between the selected metrics for this assessmeft and mefric
conversion factors if required,

BP.02.05 Identify and characterize impacts.

BP.02.06 Monitor ongoing changes in the impacts.

7.2.1.4 |Process Area Notes

Impact Is the consequence of an unwanted incident, caused either deliberately or accidentally, which affeg
The corjsequences could be the destruction of certain assets, damage to/the/T system, and loss of confid
integrity|, availability, accountability, authenticity or reliability. Possible indirect consequences include finan
and thelloss of market share or company image. The measurement gf impacts permits a balance to be ma
the resylts of an unwanted incident and the cost of the safeguards\te protect against the unwanted inciden
frequenty of occurrence of an unwanted incident needs to be taken into account. This is particularly impor
amount|of harm caused by each occurrence is low but where the aggregate effect of many incidents over

harmful|] The assessment of impacts is an important elementiin the assessment of risks and the selection

The imgact information produced by this process area.isiintended for use in PA03, along with the threat inf
from PAO4 and vulnerability information from PAO5, While the activities involved with gathering threat, vuln
impact information have been grouped into separate process areas, they are interdependent. The goal is t
combinations of threat, vulnerability, and impactithat are deemed sufficiently risky to justify action. Therefo
for imp4gcts should be guided to a certain extent, by the existence of corresponding threats and vulnerabilit

Since iMpacts are subject to change, they'must be periodically monitored to ensure that the understanding
by this process area is maintained at-all times.

7.2.2 |BP.02.01 - Prioritize Capabilities
Identify| analyse, and prioritize operational, business, or mission capabilities leveraged by the system.

7.2.2.1 |Description

Identify] analyse,-and prioritize operational, business, or mission directives. The influence of the business §

This in furn’is likely to influence the sequence in which risks are addressed in other base practices and prg

s the assets.
bntiality,

tial losses,
de between

. The

ant when the
ime may be

f safeguards.

lormation
erability, and
b find

re, the search
es.

generated

btrategies
e subjected.
cess areas. It

should Tlso be,considered. These will influence and moderate the impacts to which the organization may |

is therefore€limportant to factor in these influences when the potential impacts are being examined. This ba

Se practice is

related to the activities of PAO1 Specify Security Needs.

7.2.2.2 Example Work Products

. system priority lists and impact modifiers

. system capability profile - describes the capabilities of a system and their importance to the objective of the
system.

7.2.2.3 Notes

Functional and information assets can be interpreted to their value and criticality in the defined environment. Value can
be the operational significance, classification, sensitivity level, or any other means of specifying the perceived value of

© ISO/IEC 2002 — All rights reserved
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the asset to the intended operation and use of the system. Criticality can be interpreted as the impact on the system
operation, on human lives, on operational cost and other critical factors, when a leveraged function is compromised,
modified, or unavailable in the operational environment. Assets may also be defined in relation to their applicable
security requirements. For example, assets may be defined as the confidentiality of a client list, the availability of
interoffice communication, or the integrity of payroll information. Many assets are intangible or implicit, as opposed to
explicit. The risk assessment method selected should address how capabilities and assets are to be valued and
prioritized.

7.2.3 BP.02.02 - Identify System Assets
Identify and characterize the system assets that support the key capabilities or the security objectives of the $ystem.
7.2.3.1 Description
Identify syptem resources and data necessary to support the security objectives or the key-capabilities (operational,

business, pr mission functions) of the system. Define each of these assets by assessing’the’significance of epch asset

in providing such support within a defined environment.

7.2.3.2 Example Work Products

. prpduct asset analysis - contains an identification of the product assets-and their significance to the gperation of
the system.

. syistem asset analysis - contains an identification of the system(assets and their significance to the operation of
the system

7.2.3.3 Notes

Assets arg broadly construed to include the people, environment, technology and infrastructure in a system. fAssets also
include data and resources. This includes not only information, but also systems (e.g., communication, data retrieval,
applicatiors, or printing resources). The importance of these assets can be interpreted as their significance t¢ the value
and criticality of the capabilities they support in the defined environment. Assets need not be just security mefhanisms;
they can ilclude non-security mechanisms that support a security function or work in concert with security m¢chanisms.
In some cases, this practice is a review of the-work from PA02 Provide Security Input and PAO3 Verify and Vplidate
Security.

7.2.4 BP.02.03 - Select Impact Metric(s)
Select the|impact metric(s) to beused for this assessment.
7.2.4.1 Description

A number [of metrics cafi‘be used to measure the impact of an event. It is advantageous to predetermine whi¢h metrics
will be usgd for the paftticular system under consideration.

7.2.4.2 Example Work Products

. sdlected impact metrics.

7.2.4.3 Notes

A limited set of consistent metrics minimizes the difficulty in dealing with divergent metrics. Quantitative and qualitative
measurements of impact can be achieved in a number of ways, such as:

. establishing the financial cost;
. assigning an empirical scale of severity, e.g., 1 through 10; and
. the use of adjectives selected from a predefined list, e.g., low, medium, high.

7.2.5 BP.02.04 - Identify Metric Relationship

Identify the relationship between the selected metrics for this assessment and metric conversion factors if required.
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7.2.5.1 Description

Some impacts may need to be assessed using different metrics. The relationship between different metrics needs to be
established to ensure a consistent approach for all exposures throughout the impact assessment. In some cases it will
be necessary to combine metrics to be able to produce a single consolidated result. Thus an approach for consolidation
needs to be established. This will usually vary on a system to system basis. When qualitative metrics are in use, rules
also need to be established to guide the combination of qualitative factors during the consolidation phase.

7.2.5.2 |[Example Work Products

. impact metric relationships lists - describes the relationships between the metrics;
. impact metric combination rules - describes the rules for combining impact metrics.
7.2.5.3 [Notes

As an ekample if the exposure was to a meteor destroying a house, one potential impact.imight be the cos{ to rebuild the
house, 100,000 US dollars. Another impact might be the loss of shelter until the housé.€an be rebuilt, 6 mgnths. These

two imppcts can be combined if the cost of shelter per month is established, 250 US'dollars per month. The total impact
for this g¢xposure would then be 101,500 US dollars.

7.2.6 |BP.02.05 - Identify and Characterize Impacts

Identify jand characterize the unwanted impacts of unwanted incidentSwith either multiple metrics or consdlidated
metrics jas appropriate.

7.2.6.1 |Description

Starting| with the assets and capabilities identified in BP.02.01 and BP.02.02, identify the consequences that would
cause harm. For each asset, these might include corruption, disclosure, obstruction, or disappearance. Unwanted
impacts|to capabilities might include interruption, delay, or weakening.

Once afrelatively complete list has been created;-the impacts can be characterized using the metrics identffied in
BP.02.03 and BP.02.04. This step may requite-some research into actuarial tables, almanacs, or other soyrces. The
uncerta|nty in the metrics should also be captured and associated with each impact.

7.2.6.2 |Example Work Products
. exposure impact lists ~a list of potential impacts and the associated metrics.
7.2.6.3 |Notes

The impact assessmentis performed based on the impact metrics determined in BP.02.03 and the impact$ are
combingd based on\the rules established in BP.02.04. In most cases there will be some uncertainty assocjated with the
metrics jand likelihood that a specific impact will occur within the specified environment. It is generally morg effective to
keep the facters.of uncertainty separate so that when actions are taken to refine the working data it can bg seen
whethef thée\tefinement is a result to data itself or the uncertainty associated with the data.

7.2.7 BP.02.06 - Monitor Impacts

Monitor ongoing changes in the Impacts.

7.2.7.1 Description

The impacts applicable to any location and situation are dynamic. New impacts can become relevant. It is therefore

important to monitor both existing impacts and to check for the potential for new impacts on a regular basis. This base
practice is closely linked to the generalized monitoring activity in BP.07.02.
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7.2.7.2 Example Work Products

impact monitoring reports - describes the results of monitoring impacts;
impact change reports - describes changes to impacts.

7.2.7.3 Notes
Because i pgr“fe can r‘hangn, the impar\f assessment :\r‘fi\/ify can-be iterative and can-be conducted mllH‘ipl times in
the definedl environments. However, impact assessment repetition should not supplant impact monitoring
7.3 PAO3 - Assess Security Risk
7.31 Plocess Area
7.3.1.1 Summary Description
The purpole of Assess Security Risk is to identify the security risks involved with relying on a system in a defined
environmgnt. This process area focuses on ascertaining these risks based on an.established understanding ¢f how
capabilitiep and assets are vulnerable to threats. Specifically, this activity involyes identifying and assessingrim
likelihood pf the occurrence of exposures. "Exposure” refers to a combination of a threat, vulnerability, and imppact that
could cause significant harm. This set of activities is performed any time during a system's life cycle to suppoft decisions
related to gleveloping, maintaining, or operating the system within a knewn“environment.
7.3.1.2 Goals
. An understanding of the security risk associated with eperating the system within a defined environment is
adhieved;
. Risks are prioritized according to a defined methedology.
7.3.1.3 Base Practice List
BF.03.01 Select the methods, techniques, and criteria by which security risks, for the system ip a defined
environment are analysed, assessed, and compared.
B#P.03.02 Identify threat/vulnerability/impact triples (exposures),
BF.03.03 Assess the riskyassociated with the occurrence of an exposure.
B#.03.04 Assess the(totdl uncertainty associated with the risk for the exposure.
BiP.03.05 Order rigks by priority.
BiP.03.06 Monitor-ongoing changes in the risk spectrum and changes to their characteristics.
7.3.1.4 Process Area Nates
Security rigk is the likelihood that the impact of an unwanted incident will be realized. While related to project|risks
involving dost and 'sehedule, security risk deals specifically with protection against impacts to the assets and papabilities
of a syste
Risk estimiates always include a factor of uncertainty, which will vary dependent upon a particular situation. This means

that the likelihood can only be predicted within certain limits. In addition, impact assessed for a particular risk also has
associated uncertainty, as the unwanted incident may not turn out as expected. Thus the majority of factors have
uncertainty as to the accuracy of the predictions associated with them. In many cases these uncertainties may be large.
This makes planning and the justification of security very difficult.

Anything that can reduce the uncertainty associated with a particular situation is of considerable importance. For this
reason, assurance is important as it indirectly reduces the risk of the system.

The risk information produced by this process area depends on the threat information from PAO4, vulnerability
information from PAO5, and impact information from PAO2. While the activities involved with gathering threat,
vulnerability, and impact information have been grouped into separate process areas, they are interdependent. The goal
is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky to justify action. This
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information forms the basis for the definition of security need in PAO1 and the security input provided by PA02.

Since risk environments are subject to change, they must be periodically monitored to ensure that the understanding of

risk gen
7.3.2

Select t

erated by this process area is maintained at all times.
BP.03.01 - Select Risk Analysis Method

he methods h:r‘hniquna and criteria hy which melrify risks for the system in a defined environme

t are
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7.3.21
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in a way
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7.3.2.2

7.3.2.3
Method
system,
vulnera
7.3.3
Identify
7.3.31
The pur
identify
conside
7.3.3.2

7.3.3.3

This ba

d, assessed, compared, and prioritized.

Description

be practice consists of defining the method for identifying security risks for the systemcin a defined
that permits them to be analysed, assessed, and compared. This should include a scheme for cat

hg the risks based on threats, operational functions, established system vulnerabilities, potential lo

hents, or areas of concern.

Example Work Products

risk assessment method - describes the approach for identifying andcharacterizing risks;

risk assessment formats - describes the format in which risks will-be-documented and tracked, inc
description, significance, and dependencies.

Notes

The methodology used for the risk assessment should interface with the methodologies selected fi

ility, and impact assessments.

BP.03.02 - Exposure ldentification

threat/vulnerability/impact triples (exposures).

Description

pose of identifying the exposures is to recognize which of the threats and vulnerabilities are of con

the impact of an occurrence of the threat and vulnerability. These are the exposures that will need

red in the selection of safeguards to protect the system.

Example Work Products

system exposure lists - describes the exposures of the system.

Notes

be_practice depends on the outputs of the threat, vulnerability, and risk process areas.

bnvironment
egorizing and
5S, security

uding a

can be an existing one, tailored one, or one specific tajthe operational aspects and defined enviropment for the

Dr the threat,

cern and to
fo be

7.3.4
Assess
7.3.41
Identify

7.3.4.2

BP.03.03 - Assess Exposure Risk

the risk associated with each exposure.
Description

the likelihood of the occurrence of an exposure.
Example Work Products

exposure risk list - a list of the calculated risks;
exposure priority table - a prioritized table of the calculated risks.
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7.3.4.3 Notes

The likelihood of an exposure is a combination of the likelihood of the exposure, which results from the likelihood of the

threat and the likelihood of the vulnerability. In many cases the likelihood of a specific or generalized magnitu
severity of impact must also be factored in. In all cases there will be uncertainty associated with metrics. It is
effective to keep the factors of uncertalnty separate o) that when actlons are taken to refine the worklng data
seen whethe = = = A 3
strategies dopted to address the r|sks Th|s base practlce makes use of the I|keI|hood data gathered in BP g
"Assess tHe likelihood of an occurrence of a threat event," BP.05.03 "Gather data related to the properties.of
vulnerabilifies," and BP.02.05 Assess impact of the realization of an exposure with either multiple metrics or

consolidated metrics as appropriate.

7.3.5 BP.03.04 - Assess Total Uncertainty

Assess the total uncertainty associated with the risk for the exposure.
7.3.5.1 Description

Each risk yill have uncertainty associated with it. The total risk uncertainty is a.cumulation of the uncertaintie
been idenfified for the threats, vulnerabilities, and impacts and their characteristics in BP.04.05 "Assess the |

the uncertainty.

7.3.5.3 Notes

If uncertaipty is not kept separate from the likelifiood of an occurrence of an exposure then safeguards may v
implemented that will not achieve the benefijt perceived or risk may be mitigated when in fact there was not n
SO.
7.3.6

BP.03.05 - Prioritize Risks

Order risk$ by priority.

7.3.6.1 Description

The risks fhat have been identified should be ordered based on the organization priorities, likelihood of occur|
uncertainty associated with them and funds available. A risk can be mitigated, avoided, transferred or accept
Combinatipns of-these can also be used. The mitigation can address the threat, vulnerability, impact, or the r
Actions shiould\be selected with due regard to the stakeholders needs as identified in PAO1 Specify Security

de or
more

it can be
impact the
4.05

the

5 that have
kelihood of
P.02.05,
PAOG6

asure of

ell be
bed to do

rence,
bd.

sk itself.
Needs,

business pricrities, and the overall system architecture.

7.3.6.2 Example Work Products
. risk priority lists - a list prioritizing the risks;

safeguard requirement lists - lists of potential safeguards that can help mitigate the risks;
rationale for prioritization - a description of the prioritization scheme.

7.3.6.3 Notes

This step can be highly complex and often requires multiple iteration. Safeguards may address multiple risks,

or multiple

threats, vulnerabilities and impacts. This aspect can have the effect of changing the effective ordering of the risks to be
addressed. Therefore, this process area is closely related to PAO1 Specify Security Needs and PA02 Provide Security

Input.
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7.3.7 BP.03.06 - Monitor Risks and Their Characteristics
Monitor ongoing changes in the risk spectrum and changes to their characteristics.

7.3.7.1 Description

The ris spectrum applicable to any location and situation is dynamic. New risks can become relevant and|the
characteristics of existing risks can change. It is therefore important to monitor both existing risks and.thein
characteristics, and to check for new risks on a regular basis. This base practice is closely linked to the geperalized
monitor|ng activity in BP.07.02 Monitor changes in threats, vulnerabilities, impacts, risks and the’environment.

7.3.7.2 |Example Work Products

. risk monitoring reports - reports describing the current risk spectrum;

. risk change reports - describes the operational capabilities of a system and:their importance to thg objective of
the system.

7.3.7.3 |[Notes

Becauseg risks can change, the risk assessment activity can be conducted -multiple times in the defined enyironments.
Howevar, risk assessment repetition should not supplant risk monitoting:
7.4 PAO04 - Assess Threat

7.4.1 [Process Area

7.4.1.1 [Summary Description

The purpose of the Assess Threat process areatis to identify security threats and their properties and characteristics.
7.4.1.2 [Goals

. Threats to the security of the-system are identified and characterized.

7.4.1.3 |Base Practice List

BP.04.01 Identify applicable threats arising from a natural source.

BP.04.02 Identify applicable threats arising from man-made sources, either accidental or defiberate.
BP.04.03 Identify appropriate units of measure, and applicable ranges, in a specified environment.
BP.04.04 Assess capability and motivation of threat agent for threats arising from man-madg sources.
BP.04.05 Assess the likelihood of an occurrence of a threat event.

BP.04.06 Monitor ongoing changes in the threat spectrum and changes to their characterist|cs.

7.4.1.4 |Process Area Notes

Many approaches and methodologies can be used to perform a threat assessment. An important consideration for
determining which methodology to use is how it will interface and work with the methodologies used in other parts of the
chosen risk assessment process.

The threat information produced by this process area is intended for use in PAQ3, along with the vulnerability
information from PAO5 and impact information from PAO2. While the activities involved with gathering threat,
vulnerability, and impact information have been grouped into separate process areas, they are interdependent. The goal
is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky to justify action. Therefore,
the search for threats should be guided to a certain extent, by the existence of corresponding vulnerabilities and
impacts.
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Since threats are subject to change, they must be periodically monitored to ensure that the understanding generated by
this process area is maintained at all times.

7.4.2 BP.04.01 - Identify Natural Threats
Identify applicable threats arising from a natural source.

7.4.21 Desrrilr_\finn

Threats arjsing from natural sources include earthquakes, tsunami, and tornadoes. However, not all natural hased
threats caf occur in all locations. For example it is not possible for a tsunami to occur in the centre of(@ large|continent.
Thus it is important to identify which natural based threats can occur in a specific location.

7.4.2.2 Example Work Products

. applicable natural threat tables - tables documenting the character and likelihood, ef'natural threats.
7.4.2.3 Notes

Much of the information required for this assessment can be obtained from actuarial lists and natural phenomniena
occurrence databases. While this information is valuable, it should be usedwith’caution as it may be highly generalized
and therefpre may need to be interpreted to address the specific environnient.

7.4.3 BP.04.02 - Identify Man-made Threats

Identify applicable threats arising from man-made sources, eithefZaccidental or deliberate.
7.4.3.1 Description

Threats arjsing from man-made sources require a somewhat different type of approach. There are basically two types of
man-madg threats: those that arise from accidental sources and those that result from a deliberate act. Somg
man-madg threats may not be applicable in the target environment. These should be eliminated from further

considerafions in the analysis.

7.4.3.2 Example Work Products

. threat scenario descriptions’- descriptions of how the threat works;
. threat severity estimates=measurements of likelihood associated with a threat.
7.4.3.3 Notes

In some cases, to aid inithe understanding of a deliberate threat it can be helpful to develop a scenario descrjbing how
the threat might occur\Use of generic man made threat databases should be assessed for completeness andl
relevancy.

7.4.4 BP.04:03 - Identify Threat Units of Measure

Identify appropriate units of measure, and applicable ranges, in a specified environment.

7.4.4.1 Description

The majority of natural threats and many man-made threats have units of measure associated with them. An example is
the Richter scale for earthquakes. In most cases the total range of the unit of measure will not be applicable in a
particular location. It is therefore appropriate to establish the maximum, and in some cases the minimum, occurrence of
an event that can occur in the particular location under consideration.

7.4.4.2 Example Work Products

. threat table with associated units of measure and location ranges.
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7.4.4.3 Notes
In cases where a unit of measure for a particular threat does not exist an acceptable unit of measure should be created

that is specific to the location. The associated range, if applicable, and the unit of measure should be described in
testable terms.

745 BP.0404-Assess Threat Agent Capability

Assess |capability and motivation of threat agent for threats arising from man-made sources.

7.4.5.1 |Description

This prqcess area focuses on the determination of a potential human adversary's ability and‘capability of executing a
succesgful attack against the system. Ability addresses the adversaries knowledge of attacks (e.g. do they| have the

training|/ knowledge). Capability is a measure of the likelihood that an able adversary,can’ actually execute|the attack
(e.g. do|they have the resources).

7.4.5.2 |Example Work Products
. threat agent descriptions - capability assessments and descriptions:
7.4.5.3 |Notes

Deliberate man-made threats are to a large extent dependent upon the capability of the threat agent and the resources
that the|threat agent has at their disposal. Thus a relatively inexperienced hacker who has access to the haicking tools
of much more experienced and capable hackers, is a much<more dangerous threat, but not as dangerous fs the
experienced hacker themselves. However, the inexperienced hacker may well cause unintended damage which the
experienced hacker is less likely to do. In addition to the’agent capability, an assessment of the resources [that the agent
has available should be considered along with their metivation for performing the act which may be affected by the
agent's [ikely assessment of the attractiveness of‘the target (asset).

A threaf agent may use multiple attacks in ,seguence or concurrently to achieve the desired goal. The effedt of multiple
attacks pccurring in sequence or concurrently needs to be considered. The development of scenarios can fssist in
performjng this task.

7.4.6 (BP.04.05 - Assess Threat Likelihood

Assess [the likelihood of an eccurrence of a threat event.
7.4.6.1 |Description

Assess how likely-a\threat event is to occur. Many factors need to be considered in making this assessment ranging

from thg chance.occurrence of a natural event to the deliberate or accidental act of an individual. Many of {he factors to
be congidered.do not lend themselves to calculation or measurement. A consistent metric for reporting is desirable.

7.4.6.2 |[EXxample Work Products

. threat event likelihood assessment - report describing the likelihood of threats.
7.4.6.3 Notes

This is a complicated probability calculation as, many of the factors involve varying probabilities. Associated with any
estimate of likelihood is a factor of uncertainty as to the accuracy and validity of that assessment. The uncertainty of the
assessed likelihood should be reported separately to reduce potential confusion. In all cases there will be uncertainty
associated with the metrics and likelihoods. It is normally more effective to keep the factors of uncertainty, which is also
a compound expression, separate so that when actions are taken to refine the working data it can be seen whether the
refinement is to the data itself or to the uncertainty associated with the data.
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7.4.7 BP.04.06 - Monitor Threats and Their Characteristics

Monitor ongoing changes in the threat spectrum and changes to their characteristics.

7.4.7.1 Description

Trt:e thr;[eat spectrum appllcable to any location and situation |s dynamlc New threats can become relevant and the
characteri

characteri >t|cs and to check fornew threatson aregular baS|s ThIS base practlce |s closely I|nked to the gemeralized
monitoring activity in BP.07.02 Monitor changes in threats, vulnerabilities, impacts, risks and the environmen{.

7.4.7.2 Example Work Products

. threat monitoring reports - documents describing the results of the threat monitoring effort;
. threat change reports - documents describing changes in the threat spectrum.
7.4.7.3 Notes

Because threats can change, the threat assessment activity can be conducted multiple times in the defined
environmgnts. However, threat assessment repetition does not supplant threat.monitoring.

7.5 PAO5 - Assess Vulnerability

7.5.1 Process Area

7.5.1.1 Summary Description

The purpole of Assess Vulnerability is to identify and characterize system security vulnerabilities. This procegs area
includes ahalysing system assets, defining specific vulnerabilities, and providing an assessment of the overall system
vulnerabilify. The terms associated with security risk‘and vulnerability assessment are used differently in mary contexts.
For the purposes of this model, "vulnerability" refers-to an aspect of a system that can be exploited for purpoges other
than thosd originally intended, weaknesses, secufity holes, or implementation flaws within a system that are likely to be
attacked by a threat. These vulnerabilities are-independent of any particular threat instance or attack. This seft of
activities i$ performed any time during a system's life-cycle to support the decision to develop, maintain, or operate the
system within the known environment

7.5.1.2 Goals
. An understanding of system security vulnerabilities within a defined environment is achieved.

7.5.1.3 Base Practicelist

BFP.05.01 Select the methods, techniques, and criteria by which security system vulnerabilities|in a
defined environment are identified and characterized.

B#P.05:02 Identify system security vulnerabilities.

BiP.05.03 Gather data related to the properties of the vulnerabilities.

BP.05.04 Assess the system vulnerability and aggregate vulnerabilities that result from specific
vulnerabilities and combinations of specific vulnerabilities.

BP.05.05 Monitor ongoing changes in the applicable vulnerabilities and changes to their characteristics.

7.5.1.4 Process Area Notes

The analyses and practices associated with this process area are often "paper-studies”. Discovery of system
vulnerabilities by active tools and techniques is another method that supplements but does not replace other
vulnerability analysis techniques. These active techniques may be viewed as a specialized form of vulnerability analysis.
This type of analysis can be useful when trying to validate the security vulnerability of a system after a significant
system upgrade, or to identify security vulnerabilities when two systems are interconnected. Active vulnerability analysis
is needed in some cases to validate the security posture of a system and to increase the perception and understanding
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of existing security vulnerabilities. Active vulnerability analysis, sometimes referred to as penetration testing, is a
process in which security engineers attempt to circumvent the security features of the system. The security engineers
typically work under the same constraints applied to ordinary users but may be assumed to use all design and
implementation documentation. The process of attacking security is not exhaustive and it is constrained by time and
money.

The vulnerab|I|ty mformatlon produced by thls process area is mtended for use in PAO3, along W|th the threat
informatia
vulnera )|I|ty, and |mpact information have been grouped into separate process areas, they are interdepend ent The goal
is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky to justify action| Therefore,
the seafch for vulnerabilities should be guided to a certain extent, by the existence of corresponding)threats and
impacts|

Since viilnerabilities are subject to change, they must be periodically monitored to ensure that'the understanding
generated by this process area is maintained at all times.

7.5.2 |BP.05.01 - Select Vulnerability Analysis Method

Select the methods, techniques, and criteria by which system security vulnerabilities in a defined environment are
identified and characterized.

7.5.2.1 |Description

This bage practice consists of defining the method for establishing-security vulnerabilities for the system inja way that
permits|them to be identified and characterized. This may include a scheme for categorizing and prioritizing the
vulnerabilities based on threats and their likelihood, operationalfunctions, security requirements, or other areas of
concerr] when provided. Identifying the depth and breadth of'the analysis allows the security engineers andgl the
customer to determine target systems to be part of the exercise and its comprehensiveness. Analysis shoyld be
performied within the framework of a known and recorded configuration during a prearranged and specified time period.
The methodology for the analysis should included expected results. Specific objectives for the analysis shguld be clearly
stated.

7.5.2.2 |[Example Work Products

. vulnerability analysis method %identifies the approach for finding and addressing system security
vulnerabilities, including the-analysis, reporting, and tracking process;
. vulnerability analysis formats’- describes the format of the results of a vulnerability analysis to ensyre a

standardized approach;
attack methodologycand philosophy - includes objectives and the approach for performing the attagk testing;
attack procedures--"détailed steps for performing the attack testing;

attack plans - includes resources, schedule, description of the attack methodology;
penetration study - the analysis and implementation of attack scenarios targeted at identifying unkpown
vulnerabilities;

. attack scenarios - description of the specific attacks that will be attempted.

7.5.2.3 |[Notes

The vulnerability analysis method can be an existing, tailored, or one specific to the operational aspects and defined
environment for the system. It often is based on or compliments the risk analysis methodology selected in PAO3 Assess
Security Risk. Note that understandings about threats, capabilities, and value may not be provided, in which case the
methodology must either narrow its scope or adopt a set of suitable assumptions.

The method used to analyse the vulnerabilities may be qualitative or quantitative. Often, analysis of vulnerabilities
includes a reflection of likelihood. Attack results can be conveyed in written report but attacks may also be
demonstrated in a presentation.

At least two fundamentally different approaches exist for the identification of vulnerabilities. These two approaches are

characterized as analysis based approaches or testing based approaches. Testing based approaches are good for
identifying vulnerabilities that are present and for which there is a known threat which is included in the test sets.

© ISO/IEC 2002 — All rights reserved 35


https://standardsiso.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

Analysis based approaches are best for identifying new vulnerabilities and those that are not immediately available for
exploitation, but which can be available once another problem has been exploited. Other options that should be
considered when selecting a vulnerability methodology include qualitative or quantitative based approaches. The ability
to control the completeness of the analysis or testing should also be considered.

7.5.3 BP.05.02 - Identify Vulnerabilities

|dent|fy Syr‘fom secl |r|fy vulnerabilities

7.5.31 Dlscription

System vylnerabilities may be found in both security and non-security related parts of the system. In,many cdses,
non-securfty mechanisms that support security functions or work in concert with security mechanisms are foynd to have
exploitablg vulnerabilities. The methodology of attack scenarios as developed in BP.05.01 should be followed to the
extent tha{ vulnerabilities are validated. All system vulnerabilities discovered should be recorded.

7.5.3.2 Example Work Products

. vylnerability list describing the vulnerability of the system to various attacks;
. pgnetration profile includes results of the attack testing (e.g., vulnerabilities).
7.5.3.3 Notes

In this pragtice, vulnerabilities are seen as inherent to the system without consideration of the likelihood of any threats.
The orderihg of such vulnerabilities may be prioritized in accordan¢e-with threat analysis. Attacks that are no
reproduciljle make the task of developing countermeasures difficult.

Vulnerabillties are identified in part based on prioritized functions PA03 Assess Security Risk, and the businesss priorities
and objectives identified in PA01 Specific Security Needs.dh addition the assets considered in PA02 need to|be taken
into accoupt.

7.5.4 BP.05.03 - Gather Vulnerability Data

Gather daia related to the properties of the yvulnerabilities.
7.5.4.1 Description

Vulnerabillties have properties associated with them. The intent of this base practice is to gather data associated with
those progerties. In some caseS-a-vulnerability may have a unit of measure similar to those associated with threats, see

BP.04.03 ldentify Threat Unit.of Measure. The ease with which the vulnerability can be exploited and the likelihood that
the vulnerability exists shauld’be identified and gathered.

7.5.4.2 Example Work Products

. vyinerability property tables - tables that document the characteristics of vulnerabilities of the produc{ or system.

7.5.4.3 Notes

Much of the data gathered during this activity will be used later to perform PAO3 Assess Security Risk. It is thus
important that the data is gather and stored in a format that will be usable by PAQ03. In all cases there will be uncertainty
associated with the metrics and likelihoods. It is normally more effective to keep the uncertainty separate so that when
actions are taken to refine the working data it can be seen whether the refinement is a result of the data itself or the
uncertainty associated with the data.

7.5.5 BP.05.04 - Synthesize System Vulnerability

Assess the system vulnerability and aggregate vulnerabilities that result from specific vulnerabilities and combinations of
specific vulnerabilities.
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Description

Analyse which vulnerabilities or combination of vulnerabilities result in problems for the system. Analysis should identify
additional characteristics of the vulnerability, such as the likelihood of vulnerability exploitation and the chance for
successful exploitation. Recommendations for addressing the synthesized vulnerabilities may also be included in the

results.

7.5.5.2

Example Work Products

vulnerability assessment report - includes a quantitative or qualitative description of the vulnetabili
in a problem for the system, including the likelihood of attack, likelihood of success, and thé)impac
attack;
attack reports - documents the results and analysis of the results including vulnerabilities-found, th
for exploitation, and recommendations.

ies that result
t of the

eir potential

ns about

7.5.5.3 |[Notes

Results|of an analysis and attack exercise need to be captured. Any vulnerabilities found and their potential for
exploitation need to be identified and documented in sufficient detail to allow the‘tustomer to make decisio
countermeasures.

7.5.6 |BP.05.05 - Monitor Vulnerabilities and Their Characteristics

Monitorlongoing changes in the applicable vulnerabilities and changes to their characteristics.

7.5.6.1 |Description

The vulherability spectrum applicable to any location andssituation is dynamic. New vulnerabilities can bec

and the
vulnera
closely
risks an

7.5.6.2

7.5.6.3

Becaus
environ

7.6

characteristics of existing vulnerabilities can change. It is therefore important to monitor both existi
ilities and their characteristics, and to check for new vulnerabilities on a regular basis. This base p
inked to the generalized monitoring activity-in BP.07.02 Monitor changes in threats, vulnerabilities,
d the environment.

Example Work Products

vulnerability monitoring reports ™ documents describing the results of the vulnerability monitoring e
vulnerability change reparts="documents describing new or changed vulnerabilities.

Notes
e vulnerabilities(Can’ change, the vulnerability assessment activity can be conducted multiple times

ments. However;'this should vulnerability assessment repetition should not supplant vulnerability m

PA06--Build Assurance Argument

7.6.1

bme relevant

ng
ractice is
impacts,

ffort;

in the defined
onitoring.

Process Area

7.6.1.1

Summary Description

The purpose of Build Assurance Argument is to clearly convey that the customer's security needs are met. An
assurance argument is a set of stated assurance objectives that are supported by a combination of assurance evidence
that may be derived from multiple sources and levels of abstraction.

This process includes identifying and defining assurance related requirements; evidence production and analysis
activities; and additional evidence activities needed to support assurance requirements. Additionally, the evidence
generated by these activities is gathered, packaged, and prepared for presentation.

© ISO/IEC 2002 — All rights reserved

37


https://standardsiso.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

7.6.1.2 Goals
. The work products and processes clearly provide the evidence that the customer's security needs have been
met.

7.6.1.3 Base Practice List

BR.06.01 Idonfify the sect |rif‘\,/ assurance nhjnnfi\/nc

B#.06.02 Define a security assurance strategy to address all assurance objectives.

BF.06.03 Identify and control security assurance evidence.

B#P.06.04 Perform analysis of security assurance evidence.

BFP.06.05 Provide a security assurance argument that demonstrates the customer's.Security ng¢eds are
met.

7.6.1.4 Process Area Notes

Activities ipvolved in building an assurance argument include managing the identificationyplanning, packaging, and
presentatipn of security assurance evidence.

7.6.2 BP.06.01 - Identify Assurance Objectives
Identify th¢ security assurance objectives.

7.6.2.1 Description

Assurancg objectives as determined by the customer, identify thé’level of confidence needed in the system. The system
security agsurance objectives specify a level of confidence that the system security policy is enforced. Adequiacy of the
objectives|is determined by the developer, integrator, customer, and those who will approve the operation of the system,

if any.

Identificatipn of new, and modification to existing, secutrity assurance objectives are coordinated with all security-related
groups intérnal to the engineering organization and-groups external to the engineering organization (e.g., cugtomer,
systems sgcurity certifier, user).

The securlty assurance objectives are updated to reflect changes. Examples of changes requiring a modificalion in
security agsurance objectives include changes in the level of acceptable risk by the customer, system security certifier,
or user, orfchanges in the requirements’or interpretations of the requirements.

Security agsurance objectives must be communicated so as to be unambiguous. Applicable interpretations afe included
or developed if necessary.

7.6.2.2 Example Work. Products

. statement ‘ofisecurity assurance objectives - identifies the customer's requirements for the level of confidence
ngedediinia system's security features.

7.6.2.3 Notes

In cases where a specific claim is not mandated, it is helpful if the assurance objectives can be stated or related to a
specific assurance claim to be achieved or met. This helps to reduce misunderstandings and ambiguity.

7.6.3 BP.06.02 - Define Assurance Strategy
Define a security assurance strategy to address all assurance objectives.
7.6.3.1 Description

The purpose of a security assurance strategy is to plan for and ensure that the security objectives are implemented and
enforced correctly. Evidence produced through the implementation of a security assurance strategy should provide an
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acceptable level of confidence that the system security measures are adequate to manage the security risk. Effective
management of the assurance related activities is achieved through the development and enactment of a security
assurance strategy. Early identification and definition of assurance related requirements is essential to producing the
necessary supporting evidence. Understanding and monitoring the satisfaction of customer assurance needs through
continuous external coordination ensures a high quality assurance package.

7.6.3.2 Example Work Products

. security assurance strategy - describes the plan for meeting the customer's security assurance oblectives and
identifies the responsible parties.

7.6.3.3 |[Notes

The sequrity assurance strategy is coordinated with all affected internal engineering groups 'and external gfoups (e.g.,
customer, systems security certifier, or user) as defined in PA09 Coordinate Security.

7.6.4 (BP.06.03 - Control Assurance Evidence
Identify jand control security assurance evidence.
7.6.4.1 |Description

Security assurance evidence is gathered as defined in the security assurance strategy through interaction with all
security| engineering process areas to identify evidence at various Jevels of abstraction. This evidence is c@ntrolled to
ensure turrency with existing work products and relevancy with security assurance objectives.
7.6.4.2 |Example Work Products

. security assurance evidence repository (e.g., database, engineering notebook, test results, evidence log) -
stores all evidence generated during development, testing, and use. Could take the form of a datapase,
engineering notebook, test results, or evidence log.

7.6.4.3 |Notes

Assurarce work products can be develeped from the system, architecture, design, implementation, engingering
process, physical development envirenment, and physical operational environment.

7.6.5 |BP.06.04 - Analyse Evidence
Perform analysis of security~assurance evidence.

7.6.5.1 |Description

Assurarjce evidence analysis is conducted to provide confidence that the evidence that is collected meets [the security
objectives, thus'satisfying the customer's security needs. An analysis of the assurance evidence determings if system
security| engineering and security verification processes are adequate and complete enough to conclude tiat the
security| features and mechanisms are satisfactorily implemented. Additionally, the evidence is analysed t¢ ensure that
the engineering artifacts are complete and correct with respect to the baseline system. In the event of insufficient or
inadequate assurance evidence, this analysis may necessitate revisions to the system, security work products and
processes that support the security objectives.

7.6.5.2 Example Work Products

. assurance evidence analysis results - identifies and summarizes the strengths and weaknesses of evidence in
the repository.

7.6.5.3 Notes

Some assurance evidence can only be generated from a consolidation of other system engineering artifacts or inferred

© ISO/IEC 2002 — All rights reserved 39


https://standardsiso.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

from a consolidation of other assurance.
7.6.6 BP.06.05 - Provide Assurance Argument
Provide a security assurance argument that demonstrates the customer's security needs are met.

7.6.6.1 Description

An overall|lassurance argument is developed to demonstrate compliance with security assurance objectives gnd
provided tp the customer. An assurance argument is a set of stated assurance objectives that are supported py a
combinatign of assurance evidence that may be derived from multiple levels of abstraction. The assufrance ajgument
should be [reviewed for deficiencies in the presentation of evidence as well as for deficiencies in meeting secyirity
assurance] objectives.

7.6.6.2 Example Work Products

. agsurance argument with supporting evidence - a structured set of assurance objéctives supported by various
pig¢ces of assurance evidence.

7.6.6.3 Notes

The high-level security assurance argument might be that objectives of therelevant criteria have been met. Qther
possible pprts of the assurance argument might address how threats to{system assets have been addressed| Each of
the assurgnce objectives is supported by relevant and sufficient evidence to meet the applicable standard of proof. This
argument may be used by the customer, systems security certifier,<and users.

7.7 PAO7 - Coordinate Security
7.71 Process Area

7.7.1.1 Summary Description

The purpoke of Coordinate Security is to ensure that all parties are aware of and involved with security engingering
activities. This activity is critical as security.engineering cannot succeed in isolation. This coordination involvgs
maintaining open communications between all project personnel and external groups. Various mechanisms may be

used to coordinate and communicate the security engineering decisions and recommendations between thede parties,
including memoranda, documents;e-mail, meetings, and working groups.

7.71.2 Goals

. All members of‘the project team are aware of and involved with security engineering activities to the gxtent
ngcessary to.perform their functions;

. De¢cisions ‘and recommendations related to security are communicated and coordinated.

7.7.1.3 Base Practice List

BP.07.01 Define security engineering coordination objectives and relationships.

BP.07.02 Identify coordination mechanisms for security engineering.

BP.07.03 Facilitate security engineering coordination.

BP.07.04 Use the identified mechanisms to coordinate decisions and recommendations related to
security.

7.7.1.4 Process Area Notes

This process area ensures that security is an integral part of the total engineering effort. Security engineers should be
part of all major design teams and working groups. It is especially important that security engineering establishes
relationships with other engineering teams early in the life cycle when critical design decisions are made. This process
area can be equally applied to both development and operational organizations.
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BP.07.01 - Define Coordination Objectives

Define security engineering coordination objectives and relationships.

7.7.21

Description

Many groups need to be aware of and mvolved W|th securlty englneerlng actlvmes The object|ves for sharing

informati
requirer
many fq

7.7.2.2

7.7.2.3

Coordin
commu
day ope
aspect

7.73
Identify
7.7.31

There &
groups.

It is not
engineq
selectio
comporn
underst
system,
identifie]

7.7.3.2

hents. Relationships and commitments W|th the other groups are establlshed Successful relations
rms, but must be acknowledged by all the involved parties.

Example Work Products

information sharing agreements - describe a process for sharing information betweéen ‘groups, ider
parties involved, media, format, expectations, and frequency;

membership, roles of members, purpose, agenda, and logistics;
organizational standards - describe the processes and procedures for communicating security reld
information between the various working groups and with the customer:

Notes

ation objectives and relationships should be defined as early(@s possible in the project, to ensure t
nication lines are well established. All engineering groups should define roles for security engineery
rations (e.g. sit in on reviews, attend training, review designs). If this is not done, the risk of missin
bf security increases.

BP.07.02 - Identify Coordination Mechanisms

coordination mechanisms for security engineering.

Description

re many ways that the security engineering decisions and recommendations can be shared with al
This activity identifies the different ways that security is coordinated on a project.

uncommon to have multiple security personnel working on the same project. In these situations, al

n, training and development efforts need to be conducted in such a way as to ensure that each seqg
ent operates as expected when placed in the operational system. Additionally, all engineering tean
bnd the security’engineering efforts and engineering activities, to allow for clean integration of secu
The customep’must also be aware of events and activities related to security to ensure that require
d and addressed appropriately.

Example Work Products

Ject
Nips take

tifying the

working group memberships and schedules - describe the organization's working’groups, including their

ted

hat
in the day to
j a key

engineering

security

rs should be working teward a commonly understood goal. Interface identification, security mechanism

urity

ns must
rity into the
ments are

7.7.3.3

None.

communication plans - include the information to be shared, meeting times, processes and proce
used between members of working groups and with other groups;

communication infrastructure requirements -
information between working group members and with other groups effectively;

templates for meeting reports, message, memoranda - describe the format for various documents,
standardization and efficient work.

Notes
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7.7.4 BP.07.03 - Facilitate Coordination
Facilitate security engineering coordination.
7.7.4.1 Description

Successful reIatlonshlps rer on good faC|I|tat|on Communlcatlon between dlfferent groups with dlfferent prlontles may
result in condflicts 3 = = os-that disputes-areresolved-inan-s 2 s

7.7.4.2 Example Work Products

. prpcedures for conflict resolution - identifies the approach for efficiently resolving conflicts within and|between
orpanizational entities;
. meeting agendas, goals, action items - describes the topics to be discussed at a megting; emphasizipg the
gqals and action items to be addressed;
. adtion item tracking - identifies the plan for working and resolving an action itemy including responsibllity,
sghedule, and priority.

7.7.4.3 Notes

None.
7.7.5 BP.07.04 - Coordinate Security Decisions and Recommendations
Use the identified mechanisms to coordinate decisions and recommendations related to security.
7.7.5.1 Description

The purpofe of this base practice is to communicate seculrity decisions and recommendations among the vafious
security engineers, other engineering groups, external entities, and other appropriate parties.

7.7.5.2 Example Work Products

. dgcisions - communication of security-related decisions to affected groups via meeting reports, memeoranda,
working group minutes, e-mail, sécurity guidance, or bulletin boards;
. recommendations - communigation of security related recommendations to affected groups via meeting reports,

memoranda, working group/minutes, e-mail, security guidance, or bulletin boards.
7.7.5.3 Notes

None.

7.8 PAO8 - Monitor Security Posture

7.8.1 Process Area

7.8.1.1 Summary Description

The purpose of Monitor Security Posture is to ensure that all breaches of, attempted breaches of, or mistakes that could
potentially lead to a breach of security are identified and reported. The external and internal environments are monitored
for all factors that may have an impact on the security of the system.

7.8.1.2 Goals

. Both internal and external security related events are detected and tracked;

. Incidents are responded to in accordance with policy;

. Changes to the operational security posture are identified and handled in accordance with the security
objectives.

42 © ISO/IEC 2002 — All rights reserved


https://standardsiso.com/api/?name=9f0d7ceb5965779f127838ed81db434c

7.81.3

ISO/IEC 21827:2002(E)

Base Practice List

7814

Security
and any
Vulnera
environ
before,
for the s
conjung
the mor

7.8.2
Analys¢g
7.8.21

Examin
interest

records

7.8.2.2

BP.08.01 Analyse event records to determine the cause of an event, how it proceeded, and likely future
events.

BP.08.02 Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

BP.08.03 Identify security relevant incidents.

BP 08 04 Moanitaor the performance and functional effectiveness of security safequards

BP.08.05 Review the security posture of the system to identify necessary changes.

BP.08.06 Manage the response to security relevant incidents.

BP.08.07 Ensure that the artifacts related to security monitoring are suitably protected.

Process Area Notes

posture indicates the readiness of the system and its environment to handle current threats, and
impact to the system and its assets. This process area then, involves the activities in PA10 Deterr
bilities and PA05 Assess Operational Security Risk. The data gathered about both the internal and
ment is analysed both in its own context and in relation to other data thatay result from events og
n parallel with, or after an event in question. The process area addresses both the target environm
ystem and the environment in which the system is developed. Any particular system has to functio
tion with existing systems which can affect its overall security, thus these existing systems should
itoring.

BP.08.01 - Analyse Event Records

event records to determine the cause of an event, ‘hew it proceeded, and likely future events.
Description

e historical and event records (compositions‘of log records) for security relevant information. The e
should be identified along with the factors used to correlate events among multiple records. Multip
can then be fused into a single eventirecord.

Example Work Products

descriptions of each event identifies the source, impact, and importance of each detected event;
constituent log records-and sources - security related event records from various sources;

event identification parameters - describe which events are and are not being collected by various

system;

listing of all cUfrent single event alarm states - identifies all requests for action based on events wh
formed fromymultiple log records;

doesspreliminary analysis;
log“analysis and summaries - performs analysis on the alarms that have occurred recently and rep

ulnerabilities
hine Security
external
curring

ent intended
nin

pe included in

vents of
e event

parts of a

listing of all current’single log record alarm states - identifies all requests for action based on singl¢ log records;

ich are

periodic\report of all alarm states that have occurred - synthesizes alarm listings from multiple sysfems and

orts the

results for broad consumption.

7.8.2.3

Notes

Many audit logs are likely to contain information related to a single event. This is particularly the case in a
distributed/networked environment. Often an event leaves a trace in multiple locations across the network. To ensure
that individual records are valuable and contribute to a complete understanding of the event and its behaviour, the

individual log records need to be combined or fused into a single event record.

Analysis can be performed on single records and on multiple records. Analysis of multiple records of the same type
often uses statistical or trend analysis techniques. Analysis of multiple records of different types may be performed on
log records and event (fused) records, although it is more normal to perform multiple event record analysis on the same
type of events.
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Alarms, i.e. requests for action based on a single occurrence, should be determined for both log records and fused
event records. Log and event records from the development environment also need to be included in the analysis.

7.8.3 BP.08.02 - Monitor Changes
Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

7831 D

cription
L

Look for aphy changes that may impact the effectiveness of the current security posture, either positively-orndgatively.

The securlty implemented for any system should be in relation to the threats, vulnerabilities, impacts and riskg as they
relate to it environment both internal and external. None of these are static and changes influenceboth the
effectivengss and appropriateness of the system's security. All must be monitored for change, ‘and the changgs
analysed tp assess their significance with regard to the effectiveness of the security.

7.8.3.2 Example Work Products

. report of changes - identifies any external or internal changes that may affect the security posture of fhe system;

. pgriodic assessment of significance of changes - performs analysis on.¢hanges in security posture tq determine
their impact and need for response.

7.8.3.3 Notes

Both internal and external sources should be examined as well as the development and operational environments.

When chapges are noted a response should be triggered, usually a review of the risk analysis or part thereof] See PA05
Assess Operational Security Risk.

7.8.4 BP.08.03 - Identify Security Incidents
Identify sepurity relevant incidents.

7.8.4.1 Description

Determing if a security relevant incident\has occurred, identify the details, and make a report if necessary. Sgcurity
relevant incidents may be detected @sing historical event data, system configuration data, integrity tools, and|other
system infpbrmation. Since some incidents occur over a long period of time, this analysis is likely to involve comparison

of system ktates over time.

7.8.4.2 Example Work Products

. in¢ident list and definitions - identifies common security incidents and describes them for easy recogpition;

. in¢ident respense instructions - describes the appropriate response to security incidents that arise;

. in¢identireports - describes what incident occurred and all relevant details, including source of the ingident, any
dgmage, response taken, and further action required;

. repotts related to each intrusion event detected - describes each intrusion event detected and provides all
relevant details, including the source, any damage, response taken, and further action required;

. periodic incident summaries - provides a summary of recent security incidents, noting trends, areas that may

require more security, and possible cost savings from lowering security.
7.8.4.3 Notes

Security incidents can occur in both the development and operational environment. These incidents can impact the
system being developed or the operational system in different ways. Deliberate technical attacks by hackers or
malicious code (viruses, worms, etc.) necessitate a different approach than protection against random events. Analysis
of the system configuration and state is required to detect the attacks. Appropriate response plans should be prepared,
tested and put into action. Many technical attacks require rapid, predefined response to minimize the ongoing spread of
the damage. In many cases uncoordinated responses can make the situation worse. In the cases that necessitate it, the
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response should be identified and defined (BP.07.06).
7.8.5 BP.08.04 - Monitor Security Safeguards
Monitor the performance and functional effectiveness of security safeguards.

7.8.5.1 Description

Examing the performance of safeguards to identify changes in the performance of the safeguard.

7.8.5.2 |Example Work Products

. periodic safeguard status - describes the state of the existing safeguards in order to detect possible mis-
configuration or other problems;
. periodic safeguard status summaries - provides a summary of the state of existing safeguards, nofing trends,

needed improvements, and possible cost savings from lowering security.
7.8.5.3 [Notes

left in ap inappropriate or non-effective state after use. Many safeguards provide indications of their current status,
effectivéness and maintenance requirements. All three aspects need tobe reviewed on a periodic basis.

SafeguIrds protecting the development and operational environments should.be monitored. Many safegudrds can be
7.8.6 |BP.08.05 - Review Security Posture

Review|the security posture of the system to identify necessany changes.
7.8.6.1 |Description

The sequrity posture of a system is subject to changé-based on the threat environment, operational requirgments, and
system [configuration. This practice re-examines the‘reasons why security was put in place and the requirefments
security| places on other disciplines.

7.8.6.2 |[Example Work Products

. security review - contains a-description of the current security risk environment, the existing security posture,
and an analysis of whethgr the two are compatible;
. risk acceptance review- a'statement by the appropriate approval authority that the risk associated with

operating the systentis-acceptable.
7.8.6.3 [Notes

A review of the security posture should be conducted in the light of the current operational environment and changes
that have occurred/ If other events, such as changes, have not triggered a complete review of security, a réview should
be triggered based on the time since the last review. Time triggered reviews should be in compliance with pppropriate
policy and.fegulations. The review should lead to a reassessment of the adequacy of current security and the
approprjaténess of the current level of risk acceptance. The review should be based on the organizations @approach to
security assessment, see PA05 Assess Security Risk. In the same manner that the operational environment is
reviewed, the development environment in which the systems is created should also be periodically reviewed. In fact,
the development environment can be considered as an operational environment for the development of systems.

7.8.7 BP.08.06 - Manage Security Incident Response
Manage the response to security relevant incidents.
7.8.7.1 Description

In many cases, the continued availability of systems is critical. Many events can not be prevented, thus the ability to
respond to disruption is essential. A contingency plan requires the identification of the maximum period of
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non-functionality of the system; the identification of the essential elements of the system for functionality; the
identification and development of a recovery strategy and plan; testing of the plan; the maintenance of the plan.

In some cases contingencies may include incident response and active engagement of hostile agents (e.g. viruses,
hackers etc.).

7.8.7.2 Example Work Products

. syistem recovery priority list - contains a description of the order in which system functions will be profected and
reptored in the case of an incident causing failure;

. tept schedule - contains the dates for periodic testing of the system to ensure that security related functions and
prpcedures are operational and familiar;

. tegt results - describes the results of periodic testing and what actions should be taken to_-Keep the system
sgcure;

. maintenance schedule - contains the dates for all system maintenance, both upgrades’and preventafive and is
typically integrated with the test schedule;

. in¢ident reports - describes what incident occurred and all relevant details, including source of the ingident, any
dgmage, response taken, and further action required;

. pgriodic reviews - describes the procedure to be performed during periodicreviews of the security ofjthe
syistem, including who is to be involved, what checks will be made, and:what the output will contain;

. cgntingency plans - identifies the maximum acceptable period of system downtime, the essential elements of

the system, a strategy and plan for system recovery, business resumption, situation management, and
prpcedures for testing and maintenance of the plan.

7.8.7.3 Notes

Future evgnts can not be pre-determined, but, unless they are«to cause chaos, they must be managed. If the|situation
falls outside the pre-identified scenarios, it is elevated to thetvappropriate business management decision levs

7.8.8 BP.08.07 - Protect Security Monitoring Artifacts
Ensure that the artifacts related to security monitering are suitably protected.

7.8.8.1 Description

If the prodlcts of monitoring activities can not be depended upon they are of little value. This activity includeq the

sealing and archiving of related logs, audit reports and related analysis.

7.8.8.2 Example Work Products

. a listing all archivedylogs and associated period of retention - identifies where artifacts associated with security
monitoring are stored and when they can be disposed;

. pgriodic resulfs of spot checks of logs that should be present in archive - describes any missing repofts and
identifies the.appropriate response;

. udage, ofsarchived logs - identifies the users of archived logs, including time of access, purpose, and pny
cdmments;

p4riadic results of testing the validity and usability of randomly selected archived logs - analyses randomly
selected logs and determines whether they are complete, correct, and useful to ensure adequate monitoring of
system security.

7.8.8.3 Notes

The maijority of monitoring activities, including auditing, produce output. This output may be acted upon immediately or
recorded for later analysis and further action. The contents of the logs should be designed to aid in the understanding of
what occurred during an incident, and to detect changes in trends. The output log should be managed in compliance
with applicable policy and regulations. Logs must be reliable and protected from tampering or accidental damage. When
the log is full it must be replaced with a new one or emptied. When the log is changed any records that are not required
should be removed and other reduction actions that may be required performed. Logs should be sealed, to prevent any
changes from going undetected and should be archived for the proscribed period.
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PAO09 - Provide Security Input
Process Area
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7.9.2

information they need. This information includes security archltecture de3|gn or implementation)g
urity guidance. The input is developed, analysed, provided to and coordinated with the appropriate
's based on the security needs identified in PAO1 Specify Security Needs.

Goals

All members of the project team have an understanding of security so they can\pérform their funct

The solution reflects the security input provided.

Base Practice List

BP.09.01 Work with designers, developers, and users to ensure that appropriate parties ha
understanding of security input needs.

BP.09.02 Determine the security constraints and considerations needed to make informed ¢
choices.

BP.09.03 Identify alternative solutions to security related engineering problems.

BP.09.04 Analyse and prioritize engineering altérnatives using security constraints and cons

BP.09.05 Provide security related guidance to\the other engineering groups.

BP.09.06 Provide security related guidanceto operational system users and administrators.

Process Area Notes

cess area provides security input to support system design and implementation activities. The focy
is an integral part of system developiment and not an end unto itself. Each of the base practices us
e engineering organization, produces security specific results, and communicates those results ba
hgineering organization. The precesses identified are applicable to the development of new facilitie
n and maintenance of existing-ones.

cess area covers security.input to both development (designers and implementors) and operation
trators). In addition, by.,eombining the design and implementation security activities into a single pr
izes that these activities are very similar, but are at different levels of abstraction. The alternative s
scope from full'system architectures to individual components. Some aspects of security requiren
ronment in whieh the system is developed rather than the system itself.

practices\wwithin this process area can be iterative and all occur at multiple points through the syst

BP.09.01 - Understand Security Input Needs

lternatives
organization

All system issues are reviewed for security implications and are resolved in accordance with security goals;

ons;

€ a common

ngineering

siderations.

s is on how
es input from
ck to the

s or the

users and
Dcess area, it
plutions

ents impact

bm life cycle.

Work wi
security

7.9.21

input needs.

Description

th designers, developers, and users to ensure that appropriate parties have a common understanding of

Security engineering is coordinated with other disciplines to determine the types of security input that are helpful to
those disciplines. Security input includes any sort of guidance, designs, documents, or ideas related to security that
should be considered by other disciplines. Input can take many forms, including documents, memoranda, e-mail,

training,

and consultation.

This input is based on the needs determined in PAO1 Specify Security Needs. For example, a set of security rules may
need to be developed for the software engineers. Some of the inputs are more related to the environment than the
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system.

7.9.2.2 Example Work Products

. agreements between security engineering and other disciplines - definition of how security engineering will
provide input to other disciplines (e.g., documents, memoranda, training, consulting);

. descriptions of input needed - standard definitions for each of the mechanisms for providing security input.

7.9.2.3 Notes

Assurancg objectives may have an influence on the specific security needs, particularly in such aspects;as
dependenties. They may also provide additional justification to security needs. In this case, security\enginee
to provide [the other disciplines with guidance on how to produce the appropriate evidence.

7.9.3 BP.09.02 - Determine Security Constraints and Considerations

Determing the security constraints and considerations needed to make informed engineéring choices.

7.9.3.1 Description

The purpofe of this base practice is to identify all the security constraints and censiderations needed to make
engineering choices. The security engineering group performs analysis tedetermine any security constraints
considerafions on the requirements, design, implementation, configuration;yand documentation. Constraints 1
identified at all times during the system's life. They may be identified at.many different levels of abstraction. N
these constraints can be either positive (always do this) or negative (Aever do this).

7.9.3.2 Example Work Products

. sgcurity design criteria - security constraints and-¢considerations that are needed to make decisions r
oVerall system or product design;

. sgcurity implementation rules - security constraints and considerations that apply to the implementati
syistem or product (e.g., use of specific mechanisms, coding standards);

. dqcumentation requirements - identification of specific documentation needed to support security req

(elg., administrators manual, users manual, specific design documentation).
7.9.3.3 Notes
These corlstraints and considerations are used to identify security alternatives (BP.02.03) and to provide sec
engineerinlg guidance (BP.02.05):-A major source of the constraints and considerations is the security releva
requiremefts, identified in PAQOI Specify Security Needs.
7.9.4 BP.09.03 - Identify Security Alternatives

Identify soJutions to.security related engineering problems.

7.9.4.1 Description

ing need

informed
and
hay be
ote that

bgarding
pn of a

uirements

irity
ht

The purpose of this base practice is to identify alternative solutions to security related engineering problems.

This

process is iterative and transforms security related requirements into implementations. These solutions can be provided
in many forms, such as architectures, models, and prototypes. This base practice involves decomposing, analysing, and

recomposing security related requirements until effective alternative solutions are identified.

7.9.4.2 Example Work Products

. security views of system architecture - describe at an abstract level relationships between key elements of the
system architecture in a way that satisfies the security requirements;
. security design documentation - includes details of assets and information flow in the system and a description
of the functions of the system that will enforce security or that relate to security;
. security models - a formal presentation of the security policy enforced by the system; it must identify the set of
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rules and practices that regulate how a system manages, protects, and distributes information; the rules are
sometimes expressed in precise mathematical terms [NCSC88];

. security architecture - focuses on the security aspects of a systems architecture, describing the principles,
fundamental concepts, functions, and services as they relate to the security of the system;
. reliance analysis (safeguard relationships and dependencies) - a description of how the security services and

mechanisms interrelate and depend upon one another to produce effective security for the whole system;
identifies areas where additional safeguards may be needed.

7.9.4.3 |Notes

The solpition alternatives include architecture, design, and implementation solutions. These securityalternatives should
be consistent with the constraints and considerations identified when determining security constraints and
considefations (BP.02.02). The alternatives are also a part of the trade-off comparisons (BP.02.04). This activity is

related o providing security engineering guidance (BP.02.05) in so much as once the preferred alternativel has been
selected, guidance to the other engineering disciplines is required.

7.9.5 |BP.09.04 - Analyse Security of Engineering Alternatives

Analysq and prioritize engineering alternatives using security constraints and considerations.
7.9.5.1 |Description

The purpose of this base practice is to analyse and prioritize engineefing alternatives. Using the security cpnstraints and
considerations identified when determining security constraints and\considerations (BP.02.02), security engineers can
evaluatg¢ each engineering alternative and come up with a recommendation for the engineering group. Theg security

enginedrs should also consider the engineering guidance fromZother engineering groups.

These gngineering alternatives are not limited to the security alternatives identified (BP.02.03), but can include
alternat|ves from other disciplines as well.

7.9.5.2 |Example Work Products

. trade-off study results and recommendations - includes analysis of all engineering alternatives corjsidering
security constraints and considerations as provided in BP02.02;
. end-to-end trade-off study results - results of various decisions throughout the life cycle of a produft, system, or

process, focussing on areas-where security requirements may have been reduced in order to meet other
objectives (e.g., cost, functionality).

7.9.5.3 [Notes
None.
7.9.6 |[BP.09.05-Provide Security Engineering Guidance

Provide|security-related guidance to engineering groups.

7.9.6.1 |Description

The purpose of this base practice is to develop security related guidance and provide it to the engineering groups.
Security engineering guidance is used by the engineering groups to make decisions about architecture, design, and
implementation choices.

7.9.6.2 Example Work Products

. architecture recommendations - includes principles or constraints that will support the development of a system
architecture that satisfies the security requirements;

. design recommendations - includes principles or constraints that guide the design of the system;

. implementation recommendations - includes principles or constraints that guide the implementation of the
system;
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. security architecture recommendations - includes principles or constraints that define the security features of
the system;

. philosophy of protection - high-level description of how security is enforced, including automated, physical,
personnel, and administrative mechanisms;

. design standards, philosophies, principles - constraints on how the system is designed (e.g., least privilege,
isolation of security controls);

. coding standards - constraints on how the system is implemented.

7.9.6.3 Notes

The amoupt of guidance required and the level of detail depends on the knowledge, experience and faniliarity of the

other engipeering disciplines with security. In many cases much of the guidance may relate to the developmgnt

environmgnt rather than the system under development.

7.9.7 BP.09.06 - Provide Operational Security Guidance

Provide sqcurity related guidance to operational system users and administrators.

7.9.7.1 Description

The purpoke of this base practice is to develop security related guidance and provide it to system users and

administrators. This operational guidance tells the users and administratars,what must be done to install, configure,

operate, ahd decommission the system in a secure manner. To ensurecthat this is possible, the development|of the

operationd| security guidance should start early in the life cycle.

7.9.7.2 Example Work Products

. administrators manual - description of system administrator functions and privileges for installing, configuring,
operating, and decommissioning the system in a.Seécure manner;

. ugders manual - description of the security mechanisms provided by the system and guidelines for thgir use;

. sdcurity profile - security environment (threats; organizational policy); security objectives (e.g., threat$ to be
cquntered); security functional and assurafice requirements; rationale that system developed to thesg
reguirements will meet the objectives:

. syistem configuration instructions - instructions for configuration of the system to ensure its operation{will meet
the security objectives.

7.9.7.3 Notes

The develppment environment(s considered to be an operational environment for the development of systens.

710 PA10 - Specify.Security Needs

7.10.1 Process Area

7.10.1.1 Summary Description

The purpose of Specify Security Needs is to explicitly identify the needs related to security for the system. Specify

Security Needs involves defining the basis for security in the system in order to meet all legal, policy, and org
requirements for security. These needs are tailored based upon the target operational security context of the

anizational
system,

the current security and systems environment of the organization, and a set of security objectives are identified. A set of
security-related requirements is defined for the system that becomes the baseline for security within the system upon

approval.

7.10.1.2 Goals

. A common understanding of security needs is reached between all parties, including the customer.
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7.10.1.3 Base Practice List

BP.10.01 Gain an understanding of the customer's security needs.

BP.10.02 Identify the laws, policies, standards, external influences and constraints that govern the
system.

BP.10.03 Identify the purpose of the system in order to determine the security context.

BP.10.04 Capture a high-level security oriented view of the system operation.

BP 10 05 Capture high-level goals that define the security of the system

BP.10.06 Define a consistent set of statements which define the protection to be implementgd in the
system.

BP.10.07 Obtain agreement that the specified security requirements match the customer's needs.

7.10.1.4 Process Area Notes

This prqcess area covers the activities defining all aspects of security in the entire information system (e.g|, physical,
functional, procedural). The base practices address how the security needs are identified/and refined into & coherent
baseling of security-related requirements which used in the design, development, verification, operation, anpd
mainterfance of the system. In most cases it is necessary to take into account the{existing environment an¢l associated
security|needs. The information gained and produced by this process area is colfected, further refined, usgd, and
updated throughout a project (particularly in Provide Security Input (PA02)), in order to ensure customer n¢eds are
being afldressed.

7.10.2 |BP.10.01 - Gain Understanding of Customer's Security Needs
Gain anfunderstanding of the customer's security needs.

7.10.2.1 Description

The purpose of this base practice is to collect all information necessary for a comprehensive understanding of the
customer's security needs. These needs are influenced by the importance to the customer of security risk.[The target
environent in which the system is intended to operate also influences the customer's needs with regard tp security.
7.10.2.2 Example Work Products

. customer security needs statement - high-level description of security required by the customer.

7.10.2.3 Notes

The terin customer may refer.fo-a specific recipient of a product, system, or service, or may refer to a gengralized
recipient based upon market.research or product targeting. Different groups of users may need to be identjfied and
distingujshed. For example; ordinary users may have different needs from administrators.
7.10.3 |BP.10.02- Identify Applicable Laws, Policies, And Constraints

Identify the laws, policies, standards, external influences and constraints that govern the system.

7.10.3.1 Description

The purpose of this base practice is to gather all external influences which affect the security of the system. A
determination of applicability should identify the laws, regulations, policies and commercial standards which govern the
target environment of the system. A determination of precedence between global and local policies should be
performed. Requirements for security placed on the system by the system customer must be identified and the security
implications extracted.

7.10.3.2 Example Work Products
. security constraints - laws, policies, regulations, and other constraints that influence the security of a system;

. security profile - security environment (threats, organizational policy); security objectives (e.g., threats to be
countered); security functional and assurance requirements; rationale that system developed to these
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requirements will meet the objectives.
7.10.3.3 Notes

Particular consideration is required when the system will cross multiple physical domains. Conflict may occur between
laws and regulations that are applicable in different countries and different types of business. As part of the identification
process, conflicts should at a minimum, be identified and resolved if possible.

7.10.4 BP.10.03 - Identify System Security Context
Identify trlpurpose of the system in order to determine the security context.

7.10.4.1 Description
The purpope of this base practice is to identify how the system's context impacts security. This/involves understanding
the purpoge of the system (for example, intelligence, financial, medical). Mission processing and operations gcenarios
are assessed for security considerations. A high-level understanding of the threat to which the system is or may be
subject to |s required at this stage. Performance and functional requirements are assessed for possible impag¢ts on
security. Qperating constraints are also reviewed for their security implications.

The envirgnment might also include interfaces with other organizations or systems in order to define the secyrity
perimeter pf the system. Interface elements are determined to be either inSide or outside of the security perimeter.

Many factgrs external to the organization also influence to varying degrees the security needs of the organizgtion.
These faclors include the political orientation and changes in political-focus, technology developments, econgmic
influences| global events, and Information Warfare activities. As.fione of these factors are static they require monitoring
and periodic assessment of the potential impact of change.

ample Work Products

. expected threat environment - any known or\presumed threats to the system assets against which prjotection is
ngeded; include threat agent (expertise, available resources, motivation), the attack (method, vulnerabilities
eXploited, opportunity), the asset;

. target of evaluation - description of the’system or product whose security features are to be evaluated (type,
infended application, general features, limitations of use) [CCEB96].

7.10.4.3 Notes

The securlty perimeter of the system is not necessarily identical to the system boundary. For example, the security

perimeter pould contain the facility in which the system resides and the personnel operating the system whergas the

system bopundary may stop ‘at'the human-machine interface. This expanded security perimeter enables physical
measures [to be considered as effective safeguards for access control in addition to purely technical measures.

7.10.5 BP.10.04 ~.Capture Security View of System Operation

Capture alhigh-level security oriented view of the system operation.

7.10.5.1 Description

The purpose of the base practice is to develop a high-level security oriented view of the enterprise, including roles,
responsibilities, information flow, assets, resources, personnel protection, and physical protection. This description
should include a discussion of how the enterprise can be conducted within the constraints of the system requirements.
This view of the system is typically provided in a security concept of operations and should include a high-level security
view of the system architecture, procedures, and the environment. Requirements related to the system development
environment are also captured at this stage.

7.10.5.2 Example Work Products

. security concept of operations - high-level security oriented view of the system (roles, responsibilities, assets,
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information flow, procedures);
architecture.
7.10.5.3 Notes

None.

conceptual security architecture - a conceptual view of the security architecture; see BP02.03 security

7.10.6 |[BP.10.05 - Capture Security High-Level Goals

Capturg high-level goals that define the security of the system.

7.10.6.1 Description

The purpose of this base practice is to identify what security objectives should be met to.provide adequate
the sysfem in its operational environment. The assurance objectives of the system, determined in PA06 By
Assurance Argument may influence the security objectives.

7.10.6.2 Example Work Products

operational/environmental security policy - rules, directives, and praetices that govern how assets
protected, and distributed within and external to an organization;

distributed by a system or product.

7.10.6.3 Notes
The obj
present
constra
as ami

bctives should be, as far as possible, independent-of any particular implementation. If particular co
due to the existing environment they should be‘addressed in PA02 Provide Security Input when sg
nts and considerations for making informed_engineering choices are determined. The security obje
imum address the availability, accountability, authenticity, confidentiality, integrity and reliability re

the system and information.
7.10.7 |BP.10.06 - Define Security Related Requirements
Define a consistent set of requiremenis‘which define the protection to be implemented in the system.

7.10.7.1 Description

The purpose of this base practice is to define the security-related requirements of the system. The practicq
ensure gach requirementis’consistent with the applicable policy, laws, standards, requirements for securit
constraints on the system. These requirements should completely define the security needs of the system
those rgquirements\to-be provided through non-technical means. It is normally necessary to define or speg
boundary of thetarget, logical or physical, to ensure that all aspects are addressed. The requirements sho,
mapped or refated to the objectives of the system. The security-related requirements should be clearly ang
stated gnd-/should not contradict one another. Security should, whenever possible, minimize any impact o

security for
ild

Bre managed,

system security policy - rules, directives, and practices that govern how assets are managed, protgcted, and

hstraints are
curity

ctives should
uirements of

should
y and
including
ify the
Lild be
concisely
the system

functionality and performance. The security-related requirements should provide a basis for evaluating the

security of

the system in its target environment.

7.10.7.2 Example Work Products
. security related requirements - requirements which have a direct effect on the secure operation of
enforce conformance to a specified security policy;

traceability matrix - mapping of security needs to requirements to solutions (e.g., architecture, desi
implementation) to tests and test results.

7.10.7.3 Notes

a system or

gn,

Many requirements apply to multiple disciplines, so few requirements are exclusively security. This process area,
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therefore, requires a great deal of coordination with other disciplines to work out exactly what the system requirements
are. The activities associated with this interaction are described in PA09 Security Coordination.

7.10.8 BP.10.07 - Obtain Agreement On Security
Obtain agreement that the specified security requirements match the customer's needs.

7.10.8.1 Description

The purpope of this base practice is to obtain concurrence between all applicable parties on the security-requirements.
In cases where a generic group is identified, rather than a specific customer, the requirements should satisfy [the

objectives|set. The specified security requirements should be a complete and consistent reflection.0f governipg policy,
laws, and pustomer needs. Issues should be identified and reworked until concurrence is gained;

7.10.8.2 Example Work Products

. agproved security objectives - stated intent to counter identified threats and/orieomply with identified [security
pqlicies (as approved by the customer);
. sdcurity related requirements baseline - the minimum set of security related’requirements as agreed fo by all

applicable parties (specifically the customer) at specified milestones.
7.10.8.3 Notes
It is important to ensure that what agreed is truly understood by all concerned and that all have the same understanding.
Particular tare is required to ensure that the security requirements*mean the same thing to all those involved|in the
process.

711  PA11 - Verify and Validate Security

7.11.1 Process Area

7.11.1.1 Summary Description

The purpoge of Verify and Validate Security is to ensure that solutions verified and validated with respect to decurity.
Solutions are verified against the security-requirements, architecture, and design using observation, demonsfration,
analysis, gnd testing. Solutions are yalidated against the customer's operational security needs.

7.11.1.2 GQoals
. Solutions meet security requirements;
. Solutions meetthe’customer's operational security needs.

7.11.1.3 Base Practice List

BP.11:01 Identify the solution to be verified and validated.

BRP.14.02 Define the approach and level of rigour for verifying and validating each solution.

BP.11.03 Verify that the solution implements the requirements associated with the previous level of
abstraction.

BP.11.04 Validate the solution by showing that it satisfies the needs associated with the previous level of
abstraction, ultimately meeting the customer's operational security needs.

BP.11.05 Capture the verification and validation results for the other engineering groups.

7.11.1.4 Process Area Notes
This process area is an important part of system verification and validation and occurs at all levels of abstraction.

Solutions include everything from operational concepts to architectures to implementations and span the entire
information system, including environment and procedures.
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In the interest of obtaining objective results, the verification and validation group should be a group that is different than
the engineering groups; however, the group may be working side-by-side with the engineering groups. The results of
both verification and validation may be fed back to the entire engineering groups at any time during the solution life
cycle. Verification and validation are sometimes associated with the concepts of correctness and effectiveness.

7.11.2 BP.11.01 - Identify Verification and Validation Targets

Identify the salution ta be verified and validated

7.11.2.1 Description

The purpose of this base practice is to identify the targets of the verification and validation activities; respegtively.
Verificafion demonstrates that the solution is correctly implemented, while validation demonstrates that thg solution is
effectivg. This involves coordination with the all the engineering groups throughout the life cycle.

7.11.2.2 Example Work Products

. verification and validation plans - definition of the verification and validation)effort (includes resourg¢es, schedule,
work products to be verified and validated).

7.11.2.3 Notes

Many wprk products can be verified and validated, spanning a wide range of abstraction and complexity. These include
requirements, designs, architectures, implementations, hardware items, software items, and test plans. Work products

associated with operation and maintenance of a system can alsé be verified and validated, including system
configufation, user documentation, training materials, and incident response plans.

7.11.3 |BP.11.02 - Define Verification and Validation Approach

Define the approach and level of rigour for verifying and validating each solution.
7.11.3.1 Description

The purpose of this base practice is to define the approach and level of rigour for verifying and validating gach solution.
Identifying the approach involves selecting how each requirement is verified and validated. The level of rigpur should
indicatel how intense the scrutiny of/the verification and validation effort should be and is influenced by the joutput of the
assurar|ce strategy from PA06 Build-Assurance Argument. For example, some projects may require a curgory

inspectipn for compliance with.the Tequirements and others may require much more rigorous examination.

The mefhodology should also’include a means to maintain traceability from customer's operational security needs to
security| requirements to solutions to validation and verification results.

7.11.3.2 Example-Work Products

. test, analysis, demonstration, and observation plans - definition of the verification and validation methods to be
used (e.g., testing, analysis) and the level of rigour (e.g., informal or formal methods);

. test procedures - definition of the steps to be taken in the testing of each solution;

. traceability approach - description of how verification and validation results will be traced to customer's security

needs and requirements.
7.11.3.3 Notes
The verification and validation approach should be compatible with the overall system verification and validation
approach. This will require significant coordination and interaction. Activities related to coordination are described in
PAQ9 Coordinate Security.
7.11.4 BP.11.03 - Perform Verification

Verify that the solution implements the requirements associated with the previous level of abstraction.
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7.11.4.1 Description

The purpose of this base practice is to verify that the solution is correct by showing that it implements the requirements
associated with the previous level of abstraction including the assurance requirements identified as a result of PA06
Build Assurance Argument. There are many methods of verifying requirements, including testing, analysis, observation,
and demonstration. The method to be used is identified in BP.03.02. Both the individual requirements and the overall
system are examined.

7.11.4.2 Ijxample Work Products

. rafv data from test, analysis, demonstration, and observation - results from any approaches used in erifying
that the solution meets the requirements;
. prpblem reports - inconsistencies discovered in verifying that a solution meets the requirements.

7.11.4.3 Notes
None.
7.11.5 BP.11.04 - Perform Validation

Validate the solution by showing that it satisfies the needs associated with the ‘previous level of abstraction, {ltimately
meeting the customer's operational security needs.

7.11.5.1 Description
The purpoke of this base practice is to validate that the solution satisfies the needs associated with the previgus level of
abstraction. Validation demonstrates that the solution meets these needs effectively. There are many ways tq validate
that these [needs have been met, including testing the solution in an operational or representative test setting] The
method to|be used is identified in BP.03.02.

7.11.5.2 Example Work Products

. prpblem reports - inconsistencies diseovered in validating that a solution meets the security need;
. ingonsistencies - areas where the solution does not meet the security needs;
. ingffective solutions - solutions that do not meet the customer's security needs.

7.11.5.3 Notes
This practice is related to traceability.
7.11.6 BP.11.05 - Provide)Verification and Validation Results

Capture tHe verification"and validation results for engineering groups.

7.11.6.1 Tscription

The purpopeof this base practice is to capture and provide the verification and validation results. The verificgtion and
validation results should be provided in a way that is easy to understand and use. The results should be tracked so that
the traceability from needs, to requirements, to solution, and to test results is not lost.

7.11.6.2 Example Work Products

. test results - documentation of outcome of testing;

. traceability matrix - mapping of security needs to requirements to solutions (e.g., architecture, design,
implementation) to tests and test results.

7.11.6.3 Notes

None.
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the purgose of the process area. Each level is decomposed inte, a set of common features that consist of g
generic

A.2

A.21
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Annex A
(normative)

Generic Practices

General

a process appraisal to determine the capability of any process. The generic practices are grouped
N feature and capability level. The generic practices are divided into the following ¢capability levels,

Capability Level 1 - Performed Informally;
Capability Level 2 - Planned and Tracked;
Capability Level 3 - Well Defined;

Capability Level 4 - Quantitatively Controlled;
Capability Level 5 - Continuously Improving.

practices. Each generic practice is described in detail following the common feature summary.

Capability Level 1 - Capability Level Title
Summary Description - An oyeiview of the capability level
Common Features List - Alist showing the number and name of each common feature
Common Feature 1.1 - Common Feature Title
Summary Description.=’An overview of the capability level
Generic Practices.List - A list showing the number and name of each generic practice
GP 1.1.1 - Generic Practice Title
Description - An overview of this generic practice
Notes - Any other notes about this generic practice

Relationships - Any relationships with other parts of the model
GPIM2...

Figure 10 - Capability Level Format

Capability Level 1 - Performed Informally

Capability Level Common Features

A.2.1.1 Common Feature Generic Practices

A2111 Summary Description

Base practices of the process area are generally performed. The performance of these base practices may not be

nex contains the generic practices, that is, the practices that apply to all processes. The generic practices are
according to
bach of which

overview of

rigorously planned and tracked. Performance depends on individual knowledge and effort. Work products of the process
area testify to their performance. Individuals within the organization recognize that an action should be performed, and
there is general agreement that this action is performed as and when required. There are identifiable work products for
the process.
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A.21.1.2

Common Features List

This capability level comprises the following common features:

. Common Feature 1.1 - Base Practices Are Performed.

A.2.2 Common Feature 1.1 - Base Practices Are Performed

A.2.2.1 C¢
A2.211

The Gene
performed

are likely t

A.2.2.1.2

bmmon Feature Generic Practices

Summary Description
in some manner. However, the consistency or performance and the quality of the Work products p
b be highly variable due to the paucity of controls in place.

Generic Practices List

This comnpon feature comprises the following generic practices:

. G
A222 G
A.2.2.21

Perform a
customer.

A.2.2.2.2

This proceg
the organi

A3 C

P 1.1.1 - Perform the Process
P 1.1.1 - Perform the Process

Description

A.3.1 Capability Level Common Features

A.3.1.1 C¢

A.3.1.11

Performan

bmmon Feature-Generic Practices
Summary Description

ce of the base practices in the process area is planned and tracked. Performance according to spe

procedure

5 is/verified. Work products conform to specified standards and requirements. Measurement is use

ic Practices of this Common Feature simply ensure that the Base Practices of the ProCess Area afe being

oduced

process that implements the base practices of thé process area to provide work products and/or s¢rvices to a

Notes
ss may be termed the "informal process." The customer(s) of the process area may be internal or ¢xternal to
yation.
apability Level 2 - Planned and Tracked

cified
d to track

process afea’performance, thus enabling the organization to manage its activities based on actual performan
primary disLt_l_t_fﬂ_Pﬁ'l_t_n_ﬂw_rm—rfh—l_dﬁ'mc jon from Level T, Performed Informally, IS that the performance of the process IS planned an

A.3.1.1.2

Common Features List

This capability level comprises the following common features:

Common Feature 2.1 - Planning Performance;
Common Feature 2.2 - Disciplined Performance;
Common Feature 2.3 - Verifying Performance;
Common Feature 2.4 - Tracking Performance.

A.3.2 Common Feature 2.1 - Planning Performance
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Common Feature Generic Practices

1 Summary Description

The Generic Practices of this Common Feature focus on the aspects of planning to perform the Process Area and its
associated Base Practices. Thus the documentation of the process, provision of appropriate tools to perform the
process, planning of the performance of the process, training in the performance of the process, allocation of resources

tothe p

racacce and tha acoianmant Af racnancihilitygy far tha narfarmanan Af tha nracnacce ara all addraccond
T T SO HeHTOT TSToHTty ToTtHe-perortance trre-—pt < <

Practics

A3.21

ooTooTTria o™ Y © TOoPOT 154 Ot ProcTcooat T oo TTr oooTt™

s form an essential foundation for disciplined performance of the process.

2 Generic Practices List

This conmon feature comprises the following generic practices:

A.3.2.2
A.3.2.2
Allocats
A3.2.2
None.

A.3.2.2
Identific
A3.2.3
A.3.2.3
Assign
A3.2.3

None.

GP 2.1.1 - Allocate Resources;

GP 2.1.2 - Assign Responsibilities;

GP 2.1.3 - Document the Process;

GP 2.1.4 - Provide Tools;

GP 2.1.5 - Ensure Training;

GP 2.1.6 - Plan the Process.

GP 2.1.1 - Allocate Resources

1 Description

adequate resources (including people) for performing-the process area.

2 Notes

3 Relationships

ation of critical resources is dofe in process area PA16 Plan Technical Effort.

GP 2.1.2 - Assign Responsibilities

1 Description

esponsibilities.for developing the work products and/or providing the services of the process area.

2 Notes

A.3.2.3.

3 Retationshi

This practice is particularly related to process area PA16 Plan Technical Effort.

A3.2.4

A3.24.

GP 2.1.3 - Document the Process

1 Description

Document the approach to performing the process area in standards and/or procedures.
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A.3.2.4.2 Notes

Participation of the people who perform a process (its owners) is essential to creating a usable process description.
Processes in an organization or on a project need not correspond one to one with the process areas in this model.
Therefore, a process covering a process area may be described in more than one way (e.g., policies, standards, and/or
procedures), to cover a process area, and a process description may span more than one process area.

A.3.2.4.3 —Retationships

RelationsHip to other generic practices: This is the Level 2 process description. The process descriptions evgive with
increasing|process capability (see 3.1.1, 3.1.2, 5.2.3, 5.2.4 for descriptions of this process).

Standards|and procedures that describe the process at this level are likely to include measuremients, so that the
performange can be tracked with measurement (see common feature 2.4).

This practice is related to process areas PA17 Define Organization's Security Engineering Process and PA18 Improve
Organizatipn's Security Engineering Processes.

A.3.2.5 GP 2.1.4 - Provide Tools

A.3.2.5.1 Description

Provide appropriate tools to support performance of the process area:
A.3.2.5.2 Notes

The tools fequired will vary dependent upon the process being performed. The individual(s) performing the grocess
likely havg a good understanding of the tools required to perform the process.

A.3.2.5.3 Relationships

RelationsHip to other generic practices: Tool changes may be part of process improvements (see 5.2.3, 5.2.4 for
practices ¢n process improvements).

Tools are nanaged in PA20 Manage Security Engineering Support Environment.
A.3.2.6 GP 2.1.5 - Ensure Training

A.3.2.6.1 Description

Ensure that the individuals performing the process area are appropriately trained in how to perform the process.

A.3.2.6.2 Notes

Training, gnd-how it is delivered, will change with process capability due to changes in how the process(es) i$
performedandTmanaged:

A.3.2.6.3 Relationships

Training and training management is described in PA21 Provide Ongoing Skills and Knowledge.
A.3.2.7 GP 2.1.6 - Plan the Process

A3.2.71 Description

Plan the performance of the process area.
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A.3.2.7.2 Notes

Plans for process areas in the engineering and project categories may be in the form of a project plan, whereas plans
for the organization category may be at the organizational level.

A.3.2.7.3 Relationships

[} Dl LI£Lo ot
T LI FLTTUTL.

PrOjeCt p:cu Yt ue] is-deseribedn process—area ar—technica
A.3.3 [Common Feature 2.2 - Disciplined Performance
A.3.3.1|Common Feature Generic Practices

A.3.3.1/1 Summary Description

The Geperic Practices of this Common Feature focus on the amount of control exercised over the process| Thus the
use of glans for the performance of the process, performing the process according-ta standards and procefures, and
placing the work products produced by the process under configuration management are all addressed. These Generic
Practicgs form an important foundation for being able to verify the performance 6f the process.
A.3.3.1)2 Generic Practices List

This conmon feature comprises the following generic practices:

. GP 2.2.1 - Use Plans, Standards, and Procedures;
. GP 2.2.2 - Do Configuration Management.

A.3.3.2|GP 2.2.1 - Use Plans, Standards, and Procedures

A.3.3.211 Description

Use dogumented plans, standards, and/or{procedures in implementing the process area.
A.3.3.212 Notes

A procepss performed according-to-its process descriptions is termed a "described process." Process measures should
be defirled in the standards, procedures, and plans.

A.3.3.23 Relationships

Relationship to other'generic practices: The standards and procedures used were documented in 2.1.3, arjd the plans
used were documented in 2.1.6. This practice is an evolution of 1.1.1 and evolves to 3.2.1.

A.3.3.3|GP 2.2.2 - Do Configuration Management

A.3.3.3.1 Description

Place work products of the process area under version control or configuration management, as appropriate.

A.3.3.3.2 Notes
None.
A.3.3.3.3 Relationships

The typical practices needed to support systems engineering in the configuration management discipline are described
in process area PA13 Manage Configurations.
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Where process area PA13 Manage Configurations focuses on the general practices of configuration management, this
generic practice is focussed on the deployment of these practices in relation to the work products of the individual
process area under investigation.

A.3.4 Common Feature 2.3 - Verifying Performance

A.3.4.1 Common Feature Generic Practices

A3.4.1.1 Summary Description
The Genefic Practices of this Common Feature focus on confirming that the process has been performed as jintended.
Thus verification that the process was performed in compliance with the applicable standards and-procedures, and the
auditing off the work products are addressed. These Generic Practices form an important foundatioh for the apility to
track the gerformance of the process.

A.3.4.1.2 Generic Practices List

This comnpon feature comprises the following generic practices:

. GP 2.3.1 - Verify Process Compliance;
. GP 2.3.2 - Audit Work Products.

A.3.4.2 GP 2.3.1 - Verify Process Compliance
A3.4.21 Description

Verify compliance of the process with applicable standards;and/or procedures.

A.3.4.2.2 Notes
None.
A.3.4.23 Relationships

Relationship to other generic practices:The applicable standards and procedures were documented in 2.1.3 pnd used
in2.2.1.

The quality management and/or-assurance process is described in PA12 Ensure Quality.
A.3.4.3 GP 2.3.2 - Audit'Work Products
A.3.4.31 Description

Verify compliance of work products with the applicable standards and/or requirements.

A.3.4.3.2 Notes
None.
A.3.4.3.3 Relationships

Relationship to other generic practices: The applicable standards and procedures were documented in 2.1.3 and used
in2.2.1.

Product requirements are developed and managed in process area PA10 Specify Security Needs. Verification and
validation is further addressed in PA11 Verify and Validate Security.
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A.3.5 Common Feature 2.4 - Tracking Performance

A.3.5.1 Common Feature Generic Practices

A.3.5.1.1 Summary Description

The Generrc Practices of thrs Common Feature focus on the ab|I|ty to control the progress of prOJect performance Thus
trackingrthe-performance-of-the-process-againstameastrablepltanand-takingcorrective-actionwhen-thejperformance

of the pfocess deviates significantly from that plan are addressed. These Generic Practices form an essential
foundat|on to having the ability to achieve well-defined processes.

A.3.5.1)2 Generic Practices List
This conmon feature comprises the following generic practices:

. GP 2.4.1 - Track with Measurement;
. GP 2.4.2 - Take Corrective Action.

A.3.5.2|GP 2.4.1 - Track with Measurement

A.3.5.21 Description

Track the status of the process area against the plan using measurement.

A.3.5.212 Notes

Buildind a history of measures is a foundation for managing by data, and is begun here.
A.3.5.23 Relationships

Relationship to other generic practices: The-use of measurement implies that the measures have been defined and
selected in 2.1.3 and 2.1.6, and data have'been collected in 2.2.1.

Project fracking is described in processtarea PA13 Monitor and Control Technical Effort.
A.3.5.3|GP 2.4.2 - Take Corrective Action

A.3.5.31 Description

Take cqrrective actiofi/as appropriate when progress varies significantly from that planned.
A.3.5.312 Notes

Progress,may vary because estimates were inaccurate, performance was affected by external factors, or the

requirernents, on which the plan was based, have changed. Corrective action may involve changing the prbcess(es),
changing the plan, or both.

A.3.5.3.3 Relationships

Relationship to other generic practices: The use of measurement implies that the measures have been defined and
selected in 2.1.3 and 2.1.6, and data have been collected in 2.2.1.

Project control is described in process area PA15 Monitor and Control Technical Effort.

A.4 Capability Level 3 - Well Defined
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A.41 Capability Level Common Features
A.4.1.1 Common Feature Generic Practices
Ad4111 Summary Description
Base practices are performed according to a well-defined process using approved, tailored versions of standard,
documentedprocessesThe primmary distimctiom fromrtevet- 2 Ptammedand-TFracked; s that theprocess s planned and
managed {sing an organization-wide standard process.

A4.1.1.2 Common Features List

This capability level comprises the following common features:

. Common Feature 3.1 - Defining a Standard Process;
. Common Feature 3.2 - Perform the Defined Process;
. Common Feature 3.3 - Coordinate Security Practices.

A.4.2 Common Feature 3.1 - Defining a Standard Process
A.4.2.1 COommon Feature Generic Practices
A4.21.1 Summary Description

The Genefic Practices of this common feature focus on the institationalization of a standard process for the
organizatipn. The origin or basis of the institutionalized process:may be one or more similar processes used
successfully on specific projects. An organization standard.process is likely to need tailoring to specific situatjonal usage
so the devielopment of tailoring needs is also considered.Thus documentation of a standard process for the
organizatipn, and tailoring of the standard process to specific uses are addressed. These Generic Processes|form an
essential foundation to the performance of defined processes.

A4.21.2 Generic Practices List
This comnpon feature comprises the following generic practices:

. GP 3.1.1 - Standardize the Process;
. GP 3.1.2 - Tailor the Standard Process.

A.4.2.2 GP 3.1.1 - Standardize the Process
A4.2.21 Description

Document|a standard process or family of processes for the organization, that describes how to implement the base
practices ¢f the process area.

A.4.2.2.2 Notes

The critical distinction between generic practices 2.1.3 and 3.1.1, the Level 2 and Level 3 process descriptions, is the
scope of application of the policies, standards, and procedures. In 2.1.3, the standards and procedures may be in use in
only a specific instance of the process, e.g., on a particular project. In 3.1.1, policies, standards, and procedures are
being established at an organizational level for common use, and are termed the "standard process definition."

More than one standard process description may be defined to cover a process area, as the processes in an
organization need not correspond one to one with the process areas in this capability maturity model. Also, a defined
process may span multiple process areas. The SSE-CMM® does not dictate the organization or structure of process
descriptions. Therefore, more than one standard process may be defined to address the differences among application
domains, customer constraints, etc. These are termed a "standard process family."
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A4.223 Relationships

Relationship to other generic practices: The Level 2 process description was documented in 2.1.3. The Level 3 process
description is tailored in 3.1.2.

The process for developing a process description is described in process area PA17 Define Organization's Security
Engineering Process.

A.4.2.3|(GP 3.1.2 - Tailor the Standard Process
A4.2.31 Description

Tailor the organization's standard process family to create a defined process that addresses the'particular jneeds of a
specificluse.

A.4.2.312 Notes

Tailoring the organization's standard process creates the "level 3" process definition. For defined processgs at the
project level, the tailoring addresses the particular needs of the project.

A4.2.33 Relationships

Relationship to other generic practices: The organization's standard, process (family) is documented in 3.1]1. The
tailored [process definition is used in 3.2.1.

Tailoring guidelines are defined in process area PA17 Define.Organization's Security Engineering Process.
A.4.3 |Common Feature 3.2 - Perform the Defined Process
A.4.3.1|Common Feature Generic Practices

A4.3.11 Summary Description

The genjeric practices of this common.feature focus on the repeatable performance of a well-defined process. Thus the
use of the institutionalized processthe review of the results of the process, work products, for defects, andl use of data
on the gerformance and results of the process are addressed. These Generic Practices form an important foundation to
the coofdination of security practices.

A.4.3.1)2 GenericPractices List

This conmon feature ‘comprises the following generic practices:

. GP 3.2:1%-"Use a Well-Defined Process;
. GP@3\2:2 - Perform Defect Reviews;
. GPR,3.2.3 - Use Well-Defined Data.

A.4.3.2 GP 3.2.1 - Use a Well-Defined Process

A4.3.21 Description

Use a well-defined process in implementing the process area.

A.4.3.2.2 Notes

A "defined process" will typically be tailored from the organization's standard process definition. A well-defined process

is one with policies, standards, inputs, entry criteria, activities, procedures, specified roles, measurements, validation,
templates, outputs, and exit criteria that are documented, consistent, and complete.
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A4.3.23 Relationships

Relationship to other generic practices: The organization's standard process definition is described in 3.1.1. The defined
process is established through tailoring in 3.1.2.

A.4.3.3 GP 3.2.2 - Perform Defect Reviews

A.4.3.3.1 —Description

Perform défect reviews of appropriate work products of the process area.

A.4.3.3.2 Notes

None.

A4.3.3.3 Relationships
None.

A.4.3.4 GP 3.2.3 - Use Well-Defined Data

A4.3.41 Description

Use data ¢n performing the defined process to manage it.
A.4.3.4.2 Notes

Measuremlent data that were first collected at Level 2 are\more actively used by this point, laying the foundation for
quantitative management at the next level.

A4.343 Relationships

RelationsHip to other generic practices: This is an evolution of 2.4.2; corrective action taken here is based on|a
well-defingd process, which has objective\criteria for determining progress (see 3.2.1).

A.4.4 Common Feature 3.3 - Coordinate Practices
A.4.4.1 Common Feature Generic Practices
Ad4.411 Summary-Description

The generjc practices/of this common feature focus on the coordination of activities throughout the project and the
organizatiin. Many: significant activities are performed by disparate groups within and project and by organiinon

service grpups.on behalf of the project. A lack of coordination can cause delays or incomparable results. Thup the
coordinatipn-of intra-group, inter-group, and external activities and addressed. These generic practices form
essential foundation 10 having the ability 10 quantiatively control processes.

n

A4.41.2 Generic Practices List

This common feature comprises the following generic practices:

. GP 3.3.1 - Perform Intra-Group Coordination;
. GP 3.3.2 - Perform Inter-Group Coordination;
. GP 3.3.3 - Perform External Coordination.

A.4.4.2 GP 3.3.1 - Perform Intra-Group Coordination
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1 Description
ate communication within an engineering discipline.
2 Notes

This type of coordmatlon addresses the need for an englneerlng d|SC|pI|ne ensure that deC|5|ons with regard to technical

issues
respong
issues 3
A.4.4.2

Relatior
well def

Coordin
A4.43
A.4.43
Coordin
A443
This typ
Risk As
verify th

A relatiq
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ibilities of the appropriate engineers are documented and agreed upon among the those involyed,
re tracked and resolved.

3 Relationships

ship to other generic practices: This generic practice is closely tied to GP 3.2.1 inthat processes n
ned in order to be effectively coordinated.

ation objectives and approaches are addressed in PAO7 Coordinate Security.

GP 3.3.2 - Perform Inter-Group Coordination

1 Description

ate communication among the various groups within the organization.

2 Notes

e of coordination addresses the need of engineers\to ensure that the relationships between techni
sessment, Design Input, Security Testing) are;addressed among the affected engineering areas. T

at the data gathered as part of GP 3.3.1 is coordinated with the other engineering areas.

nship between engineering groups is established via a common understanding of the commitment

expectgtions, and responsibilities of each engineering activity within an organization. These activities and

underst
various
engines

A.4.43

Relatior
well def

Coordin
practice
Provide

andings are documented and agreed upon throughout the organization and address the interaction
ring groups within a project/-erganization.
3 Relationships

ship to other genéri¢ practices: This generic practice is closely tied to GP 3.2.1 in that processes n
ned in order to‘be effectively coordinated.

ation objectives and approaches are addressed in PAO7 Coordinate Security. Specific security eng
s for ensuring other engineering groups are provided with timely and accurate input are addressed
Security Input.

ctations, and
Engineering

eed to be

tal areas (e.g.
he intent is to

S,

among

groups within a project / organization. Engineering issues are tracked and resolved among all the affected

eed to be

ineering
in PAO9

A.443

A.4.43.

Coordin

A.443.

TTOTT

1 Description
ate communication with external groups.

2 Notes

This type of coordination addresses the needs of external entities that request or require engineering results (e.g.,

consum

ers, certification activities, evaluators).

A relationship between external groups (e.g., customer, systems security certifier, user) is established via a common
understanding of the commitments, expectations, and responsibilities of each engineering activity within an
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organization. The engineering groups will identify, track, and resolve external technical issues.
A4.43.3 Relationships

Relationship to other generic practices: This generic practice is closely tied to GP 3.2.1 in that processes need to be
well defined in order to be effectively coordinated.

Coordinatip ggustomer
are identified in PA10 Specify Security Needs The customers assurance needs are addressed in PAO6 Build
Assurancg Argument.

A.5 Chpability Level 4 - Quantitatively Controlled
A.5.1 Capability Level Common Features

A.5.1.1 Common Feature Generic Practices

A5111 Summary Description

Detailed measures of performance are collected and analysed. This leads‘to a quantitative understanding of process
capability and an improved ability to predict performance. Performangeg, is objectively managed, and the qualify of work
products i$ quantitatively known. The primary distinction from the Well Defined level is that the defined procegs is
quantitatively understood and controlled.
A.5.1.1.2 Common Features List

This capability level comprises the following common features:

. Common Feature 4.1 - Establishing Meastirable Quality Goals;
. Common Feature 4.2 - Objectively Managing Performance.

A.5.2 Common Feature 4.1 - Establishing Measurable Quality Goals
A.5.2.1 Common Feature Generic.Practices

A5.21.1 Summary DescCription

The generjc practices of-this common feature focus on the establishment of measurable targets for the work products
developed by the organization's processes. Thus the establishment of quality goals is addressed. These gengric

practices fporm an essential foundation to objectively managing the performance of a process.

A.5.2.1.2 Generic Practices List

This comnomn feature comprises tre 101owing generic praclces.
. GP 4.1.1 - Establish Quality Goals.

A.5.2.2 GP 4.1.1 - Establish Quality Goals

A5.2.2.1 Description

Establish measurable quality goals for the work products of the organization's standard process family.
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A.5.2.2.2 Notes

These quality goals can be tied to the strategic quality goals of the organization, the particular needs and priorities of the
customer, or to the tactical needs of the project. The measures referred to here go beyond the traditional end-product
measures. They are intended to imply sufficient understanding of the processes being used to enable intermediate
goals for work product quality to be set and used.

A.5.2.2 3— Relationships

Relationpship to other generic practices: Data gathered via defect reviews (3.2.2) are particularly impaortant |n setting
goals fgr work product quality.

A.5.3 |Common Feature 4.2 - Objectively Managing Performance
A.5.3.1|Common Feature Generic Practices

A.5.3.111 Summary Description

The genjeric practices of this common feature focus on determining a quantitative’ measure of process capability and
making use of quantitative measures to manage the process. The determining the process capability quantitatively, and
using the quantitative measures as a basis for corrective action are addressed. These generic practices form an
essential foundation to having the ability to achieve continuous improvement.
A.5.3.1)2 Generic Practices List

This conmon feature comprises the following generic practices:

. GP 4.2.1 - Determine Process Capability;
. GP 4.2.2 - Use Process Capability.

A.5.3.2|GP 4.2.1 - Determine Process Capability

A.5.3.21 Description

Determine the process capability ofthe defined process quantitatively.
A.5.3.212 Notes

This is g quantitative process capability based on a well-defined (3.1.1) and measured process. Measurenjents are
inherent in the process‘definition and are collected as the process is being performed.

A.5.3.2[3 Relationships

Relationship to other generic practices: The defined process is established through tailoring in 3.1.2 and pgrformed in
3.2.1.

A.5.3.3 GP 4.2.2 - Use Process Capability

A.5.3.31 Description

Take corrective action as appropriate when the process is not performing within its process capability.
A.5.3.3.2 Notes

Special causes of variation, identified based on an understanding of process capability, are used to understand when
and what kind of corrective action is appropriate.
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A.5.3.3.3 Relationships

Relationship to other generic practices: This practice is an evolution of 3.2.3, with the addition of quantitative process
capability to the defined process.

A.6 Cfpabrhfy—tevel+remﬁnumiy improving
A.6.1 Capability Level Common Features

A.6.1.1 Common Feature Generic Practices

A6.1.1.1 Summary Description

Quantitative performance goals (targets) for process effectiveness and efficiency are established, based on the
business goals of the organization. Continuous process improvement against these goals is enabled by quarftitative
feedback from performing the defined processes and from piloting innovative ideas-and technologies. The primary
distinction[from the quantitatively controlled level is that the defined process and the standard process undergo
continuous refinement and improvement, based on a quantitative understanding of the impact of changes to these
processes|

A.6.1.1.2 Common Features List
This capability level comprises the following common features:

. Common Feature 5.1 - Improving Organizational Capability;
. Common Feature 5.2 - Improving Process Effectiveness.

A.6.2 Common Feature 5.1 - Improving Organizational Capability
A.6.2.1 Common Feature Generic Practices

A.6.2.1.1 Summary Description

The Genefic Practices of this common feature focus on comparing the use of the standard process throughotit the
organizatipn and making comparisons between those different uses. As the process is used opportunities arg sought for
enhancing the standard process;and defects produced are analysed to identify other potential enhancements to the
standard grocess. Thus goadlsifor process effectiveness are established, improvements to the standard procgss are
identified, pnd are analyséd for potential changes to the standard process. These generic practices form an gssential
foundation to improving ‘process effectiveness.

A.6.2.1.2 Generic Practices List

This comnllon feature comprises the following generic practices:

. GP 5.1.1 - Establish Process Effectiveness Goals;
. GP 5.1.2 - Continuously Improve the Standard Process.

A.6.2.2 GP 5.1.1 - Establish Process Effectiveness Goals
A.6.2.2.1 Description

Establish quantitative goals for improving process effectiveness of the standard process family, based on the business
goals of the organization and the current process capability.
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A.6.2.2.2 Notes

None.

A.6.2.2.3 Relationships
None.

A.6.2.3|GP 5.1.2 - Continuously Improve the Standard Process
A.6.2.31 Description

Continupusly improve the process by changing the organization's standard process family to increase its gffectiveness.
A.6.2.3]2 Notes
The infgrmation learned from managing individual projects is communicated back-te'the organization for apalysis and
deployment to other applicable areas. Changes to the organization's standard precess family may come from
innovatipns in technology or incremental improvements. Innovative improvements will usually be externally driven by
new technologies. Incremental improvements will usually be internally drivei by improvements made in taijoring for the
defined[process. Improving the standard process attacks common causes| of variation.
A.6.2.3[3 Relationships

Relationship to other generic practices: Special causes of variation are controlled in 4.2.2.

Organizational process improvement is managed in process area PA18 Improve Organization's Security Ejngineering
Procesges.

A.6.3 |Common Feature 5.2 - Improving Process Effectiveness
A.6.3.1|Common Feature Generic Practices

A.6.3.111 Summary Description

The genjeric practices of this common feature focus making the standard process one that is in a continualfstate of
controllxd improvement. Thus(eliminating the cause of defects produced by the standard process, and continuously
improving the standard process are addressed.

A.6.3.1)2 Generic Practices List

This comnmon feature comprises the following generic practices:

. GPR&62.1 - Perform Causal Analysis;
. GP,5.2.2 - Eliminate Defect Causes;
hd GP 523 = CUI |ti||uuu>iy iIIIPIUVU ti 1< Dcfillcu' PlUbUba.

A.6.3.2 GP 5.2.1 - Perform Causal Analysis
A.6.3.21 Description

Perform causal analysis of defects.

A.6.3.2.2 Notes

Those who perform the process are typically participants in this analysis. This is a pro-active causal analysis activity as
well as re-active. Defects from prior projects of similar attributes can be used to target improvement areas for the new
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effort.
A.6.3.2.3 Relationships
Relationship to other generic practices: Results of these analyses are used in 5.2.2, 5.2.3, and/or 5.2.4.

A.6.3.3 GP 5.2.2 - Eliminate Defect Causes

A.6.3.3.1 Description
Eliminate the causes of defects in the defined process selectively.
A.6.3.3.2 Notes

Both common causes and special causes of variation are implied in this generic practice, @nd each type of de¢fect may
result in different action.

A.6.3.3.3 Relationships

RelationsHip to other generic practices: Causes were identified in 5.2.1.

A.6.3.4 GP 5.2.3 - Continuously Improve the Defined Process

A.6.3.4.1 Description

Continuougly improve process performance by changing the defined process to increase its effectiveness.
A.6.3.4.2 Notes

The improjements may be based on incremental.improvements (5.2.2) or innovative improvements such as hew
technologies (perhaps as part of pilot testing). Improvements will typically be driven by the goals established jn 5.1.1.

A.6.3.4.3 Relationships

RelationsHip to other generic practices; Practice 5.2.2 may be one source of improvements. Goals were estaplished in
5.1.1.

Product technology insertion.is managed in PA19 Manage Security Product Line Evolution.
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Annex B
(normative)

Project and Organizational Base Practices

B.1

The SS
areas a

Each pn
process

B.2

In addit
general

B.2.1

The Prg
related
enginee
security
manags
referen

B.2.2
Althoug

aspects
need to

applicalple to an organization:“The few exceptions are noted in the security considerations area.

B.2.3

The terin "Systems’Engineering"” is used throughout the Project and Organization process areas (for exam

Organiz
term "S

General

e an important part of the SSE-CMM® and for interpreting the generic practices.

pcess area includes a "security considerations” section that indicates some considerations for app

General Security Considerations

on to the specific considerations on the interpretation sheet for\each process area, the following se
considerations with respect to security engineering for all of the Project and Organization process

Project Risk vs. Security Risk

ject and Organization process areas use the term.!risk." In these cases, the reference to "Project R
o the successful completion of a project, addressing issues related to cost and schedule. The syst
ring process areas address "Security Risk" a¢tivities as determining whether operational impacts d
risks are tolerable. Results of security risk@ssessments may provide input to, and influence projeq
ment activities, though project and Organization process areas do not address management of se
ed in the Engineering process areas.

Applicability to Operational:Phase
h the wording of the Project;and Organization process areas seem to imply applicability to only dey

the process areas apply equally to the operation and maintenance phase of a life cycle. The proc
be interpreted for ap-assessment or improvement purposes based on the view of the process areg

Security Engineering vs. Systems Engineering

ation's,Systems Engineering Processes"). The use of these process areas, however, is broadly ap
stéms Engineering" should be substituted with the term "Security Engineering" when the process

E-CMM® includes the Project and Organization process areas adapted from the SE-CMM®. Thesg process

ying the

area in the context of security engineering. This section also references related-SSE-CMM® procgss areas.

ctions include
breas.

Risk" is risk
Ems security
ue to residual
t risk

Curity risks

elopment
bss areas will
s that are

ple, "Improve
plicable. The
breas are

applied

inthe context of security engineering. Process areas also need to address the security engineering perspective

by ensu

B.2.4

ring the integration of security engineering with other engineering disciplines.

Engineering Relationships

Systems engineering and security engineering relationships are indicated for each process area. Note there are many
relationships between the various process areas (in these sections only the major relationships are identified).

B.3

B.3.1

PA12 - Ensure Quality

Process Area
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B.3.1.1 Security Considerations

PAO06 Build Assurance Argument is related to ensure quality. Assurance can be considered a specific type of security
related quality.

B.3.1.2 Summary Description

The purpogeof Ersure Quatity istoaddress ot onty thequatity of thesysten, butatso thequatity of theprogess being
used to cre¢ate the system and the degree to which the project follows the defined process. The underlying cgncept of
this process area is that high-quality systems can only be consistently produced if a process exists to continuously
measure gnd improve quality. In addition, this process must be adhered to throughout the system life cycle. Key aspects
of the progess required to develop high-quality systems are measurement, analysis, and corrective action.

B.3.1.3 Goals

*  Procegss quality is defined and measured;
+  Expegted work product quality achieved.

B.3.1.4 Base Practice List
The followjng list contains the base practices that are essential elements of\good systems engineering:

BP.13.01 Identify quality requirements for each work product,

BP.13.02 Ensure the defined system engineering processs.adhered to during the system life cycle.

BP.13.03 Evaluate work product measures against the requirements for work product quality.

BP.13.04 Measure the quality of the systems engineering process used by the project.

BP.14.05 Analyse quality measurements to develop.xecommendations for quality improvement or cofrective
action as appropriate.

14.06 Obtain employee participation in identifying and reporting quality issues.

BP.13.07 Initiate activities that address identified quality issues or quality improvement opportunities

14.08 Establish a mechanism or a set\6f mechanisms to detect the need for corrective actions to|processes

or products.

B.3.1.5 Hrocess Area Notes

e solely
in" quality

are

fidence of

J a the
particular values of derlved or allocated reqwrements and form | issues, such as whether the customer prefers
instructions on product use to be in paper or electronic form. Higher than planned costs and delays in the schedule can
also be considered defects and would be dealt with as are other defects.

Organizations may wish to determine the variances, from expected values, of technical and other issues in increments
that correspond to the schedule commitments of the organization. For example, if the organization has committed to
deliver or roll-out a product during a given week, then it would be wise to measure or determine its progress, by
measuring variances, on a weekly basis.

B.3.2 BP.12.01 - Identify the requirements for work product quality.

Identify quality requirements for each work product.
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Description

Different types of work products and different specific work products may have different quality requirements. These
quality requirements should be identified when the work product is defined.

B.3.2.2

*  Wdrk product quality requirements;

« Ge

B.3.2.3

None.

B.3.3

Ensure

B.3.3.1

Ensure

useful iptervals. Deviations from the defined process and the impact of the deviation should be assessed 3

B.3.3.2
* rec
* rec
*  qué
B.3.3.3
The def
in or ob
percent
B.3.4
Evaluat

B.3.4.1

Measur|
and tim

—Exampie-WorkProducts

neric work product quality requirements lists.
Notes
BP.12.02 - Monitor Conformance to the Defined Process

the defined system engineering process is adhered to during the system life cycle.
Description

that the project's execution follows the defined system engineering process. Compliance should bg

Example Work Products
brded deviations from defined systems engineering process;
brded impact of deviations from defined systems engineering process;
lity handbook (paper or on-line).
Notes
ned process can be monitored.in a number of ways. For example, a designated auditor/reviewer ¢
serve all (or a sample percentage of) process activities, or an auditor/reviewer may inspect all (or g
hge of) in-process work products.
BP.12.03 - Measure Quality of the Work Product
e work produgtmeasures against the requirements for work product quality.

Description

ng+the characteristics of the work product, related to conformance with requirements and standard

checked at
nd recorded.

BN participate
sample

5, correctness

bliness, provides an indication of the quality of the system. Measurements should be designed to a

5Sess

whethe

he work prodauct will meet customer and engineering requirements. Froduct measurements snou

designed to help isolate problems with the system development process.

B.3.4.2

Example Work Products

+ assessment of the quality of the product;

* pro

B.3.4.3

duct quality certification.

Notes

Example approaches to measurement of work product quality include:
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»  statistical process control of product measurements at various points in the development process;
* measurement of a complete set of process results against requirements such as:

specification value,

planned value,

tolerance band,

demonstrated value,

demonstrated technical variance,

cLrrent-estimate.
L

predicted technical variance.

B.3.5 BP.12.04 - Measure Quality of the Process

Measure the quality of the systems engineering process used by the project.

B.3.5.1 Description

The procegs that is used to create a quality product is as important as the quality of the product. It is important to have a

system dejvelopment process that is checked by measurement so that degrading eanditions are identified eanly, before

the final wprk product is produced and found to not meet requirements. Thus, having a process that is measyred may

lead to lesp waste and higher productivity.

B.3.5.2 Hxample Work Products

»  proceps quality certification.

B.3.5.3 Notes

Examples |of tools to use in measuring the process include:?

»  proceps flow chart: can be used to determine which characteristics should be measured and to identify potential
sources of variation, in addition to defining the-process;

»  statistical process control on process parameters;

« design of experiments.

B.3.6 BP.12.05 - Analyse Quality Measurements

Analyse quiality using the measurements to develop recommendations for quality improvement or corrective action, as
appropriate.

B.3.6.1 Description

Careful examinatiop-oftall of the available data on product, process, and project performance can reveal cauges of
problems. |This infarmation will then enable improvement of the process and product quality.

B.3.6.2 Hxample Work Products

analysis of deviations.;

failure analysis;

defect reports;

system quality trends;

corrective action recommendations;
cause and effect diagrams.

L] L[] L] L] L] .

B.3.6.3 Notes
Examples of measurements that support quality improvement include:

+ trend analysis, such as the identification of equipment calibration issues causing a slow creep in the product
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parameters;

+ standards evaluation, such as determining if specific standards are still applicable due to technology or process
changes.

B.3.7 BP.12.06 - Obtain Participation

Obtain employee participation in identifying and reporting quality issues.

B.3.7.1
The de
of all of
each en
B.3.7.2

+ en
e cay

B.3.7.3
A qualit
*  pro
[ a q

° an

B.3.8

Description
elopment of a quality work product, using a quality process that is adhered to, requires the focus a
the people involved. Ideas for improving quality need to be encouraged, and a forum needs to exig
nployee to raise process-quality issues freely.
Example Work Products

ironment that promotes quality;
tured inputs and resolutions from workers.

Notes

y environment can be fostered by:

cess action teams;

uality assurance group with a reporting chain of command that is independent of the project;

ndependent channel for reporting quality issues.

BP.12.07 - Initiate Quality Improvement Activities

Initiate activities that address identified quality issues or quality improvement opportunities.

B.3.8.1

In order
develop
minimiz
B.3.8.2
*  rec
LI [VF:

e pro

B.3.8.3

Description

to continuously improve quality;.specific actions must be planned and executed. Specific aspects
ment process that jeopardize product or process quality need to be identified and corrected. This v
ng cumbersome or bureducratic systems.

Example Work Products
bmmendations,for improving the systems engineering process;

lity improvement plan;
cess revigions.

Notes

nd attention
t that allows

bf the system
ould include

Effectiv

B.3.9

BP.12.08 - Detect Need for Corrective Actions

H-— | tot: £ | H N + CHWH H H 4 P H bt 1 o i
CTTTPTCTITCTTIAtOT T U quanty PO ve T T I At iUVt TS TO U TS S TITPUO T ATrTa ooy T Uy tric WU PToOU oo Tte

Establish a mechanism or a set of mechanisms to detect the need for corrective actions to processes or products.

B.3.9.1

Description

Such a mechanism must be available throughout the life cycle of the product (development through manufacturing
through customer use). Mechanisms may include online reporting systems, workshops, periodic reviews, customer
focus groups, etc. Mechanisms must be available to all affected groups, including design, manufacturing, customers,
customer support, etc.
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B.3.9.2 Example Work Products

ongoing database or repository containing identified needs, process improvements, and product improvements;
clearly described processes, methods, and avenues for getting identified needs into a database or repository;
identified needs for process improvement;
identified needs for product improvement;
trouble reports.

B.3.9.3 N

This base
life-cycle g

Needs for
Technical

Trouble re|

B4 F

otes

practice is critical to the effective use of systems engineering in the production, operations, and ma
hases.

corrective action are detected in this base practice. Corrective actions are directedin the Monitor g
F-ffort process area (PA11).

ports also flow into this base practice from the Verify and Validate System-process area (PA11).

A13 - Manage Configurations

B.4.1 Process Area

B.4.1.1

ecurity Considerations

In BP.13.(2 the determination of the level of configuration units identified for a system/project should conside
of detail rdquired by the assurance objectives in PA06 Build Assurance Argument.

Manage

nfigurations provides evidence to PA06 Build Assurance Argument. Also, the configuration mana

system selected should itself be managed according to PA0O8 Administer Security Controls.

B.4.1.2

The purpo
and contrd
accurate 4

This proceg
work prod
items, des|

B.4.1.3 G

ummary Description

e of Manage Configurations’is to maintain data on and status of identified configuration units, and
| changes to the system and'its configuration units. Managing the system configuration involves pr
nd current configuration‘data and status to developers and customers.

ss area is applicabfe'to all work products that are placed under configuration management. An exg

gn rationale, requirements, product data files, or trade studies.

oals

intenance

nd Control

r the level

jement

to analyse

bviding

mple set of

icts that may be placed under configuration management could include hardware and software conpfiguration

. Contr

blcover work product configurations is maintained.

B.4.1.4 Base Practice List

The follow

ing list contains the base practices that are essential elements of good systems engineering:

BP.13.01 Decide on appropriate method for configuration management..

BP.13.02 Identify the indivisible units for configuration management.

BP.13.03 Maintain a repository of work product baselines.

BP.13.04 Control changes to established configuration units.

BP.13.05 Communicate status of configuration data, proposed changes, and access information to a

78

groups.
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Process Area Notes

The configuration management function supports traceability by allowing the configuration to be traced back through the
hierarchy of system requirements at any point in the configuration life cycle. Traceability is established as part of the

practice

s in the Derive and Allocate Requirements process area (PA02).

When the practrces of this process area are used to manage requrrements changes to those requrrements need to be

iterated
changes$

B.4.2
Decide
B.4.2.1

Three p
includin

 the
o wh
o the

B.4.2.2

gui
tim
sel
sel

B.4.2.3
Exampl

neg
uni
ney
exy

e o o o

These d
Exampl

pon
if s

5 to the customer or thelr surrogate

BP.13.01 - Establish Configuration Management Method
bn appropriate method for configuration management.
Description

rimary trade-off considerations will have an impact on the structure and cost\of configuration mana
o}

level of detail at which the configuration units are identified;
bn the configuration units are placed under configuration management;
level of formalization required for the configuration management/process.

Example Work Products

Helines for identifying configuration units;

eline for placing configuration units under configuration management;
bcted configuration management process;

bcted configuration management process deseription.

Notes

b criteria for selecting configurationunits at the appropriate work product level include:
d to maintain interfaces at amanageable level;

ue user requirements suchas field replaceable units;

v versus modified design;

ected rate of change.

riteria will affect the level of visibility into the design effort.

b criteria for \determining when to place work products under configuration management include:

tion,of the development life cycle that the project is in;
stem element is ready for test;

ree of formalization selected,

e-the impact of

jement,

deg

e o o o o

cost and schedule limitations;
customer requirements.

Example criteria for selecting a configuration management process include:

e o o o o

req

portion of the development life cycle;

impact of change in system on other work products;

impact of change in system on procured or subcontracted work products;
impact of change in system on program schedule and funding;

uirements management.
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B.4.3 BP.13.02 - Identify Configuration Units

Identify the indivisible units for configuration management.

B.4.3.1 Description

A configuration unit is one or more work products that are treated as an indivisible unit for configuration management.
The selectformrof-work-productsforconfigurationmrmanagement shoutd-be based-omreriteria estabtishedimthegelected

configuration management strategy. Configuration units should be selected at a level that benefits the develgpers and
customerg, but that does not place an unreasonable administrative burden on the developers.

B.4.3.2 Bxample Work Products

«  work product configuration;
* identified configuration units.

B.4.3.3 Notes

Configuratfion units in the area of requirements management could vary from individual requirements to groupings of
requiremepts.

Configurafion units for a system that has requirements on field replacement should have an identified configyration unit
at the field-replaceable unit level.

B.4.4 BP.13.03 - Maintain Work Product Baselines
Maintain al repository of work product baselines.

B.4.4.1 Description

This practice involves establishing and maintaining-a repository of information about the work product configyration.
Typically, this consists of capturing data or describing the configuration units. This could also include an estaplished
procedure|for additions, deletions, and modifications to the baseline, as well as procedures for tracking/ monitoring,

auditing, and the accounting of configuration'data. Another objective of maintaining the configuration data is fo provide
an audit trail back to source documents at any point in the system life cycle.

B.4.4.2 Bxample Work Products
. decisipn database;
e confiduration baseling;

e tracegbility matrix.

B.4.4.3 Notes

irade study

¢ of-hardware configuration units, the configuration data would consist of specifications, drawings,

Software configuration units typically include source code files, requirements and design data, and test plans and
results.

B.4.5 BP.13.04 - Control Changes

Control changes to established configuration units.
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Description

Control is maintained over the work product configuration baseline. This includes tracking the configuration of each of
the configuration units, approving a new configuration, if necessary, and updating the baseline.

Identified problems with the work product or requests to change the work product are analysed to determine the impact
that the change will have on the work product, program schedule and cost, and other work products. If, based upon

change into

analysisg
the wor

Change
official

B.4.5.2
*  ney
B.4.5.3

Change
shorter

B.4.6
Commu
B.4.6.1
Inform 3

should i
product

customers, and other affected groups..

B.4.6.2
+ sta
B.4.6.3
Exampl

+ Prg
* Ma

a-nroabosad-chanaato awark nraduct ic accanta a cohadula ic idantifia orinecorborating
th dch to-th ] Al '3 tad hadul d tifiad £ 3 $
T o PTropP oS Ca-Cramtg ot C—v Ot pProtduat oot oopte oSt auC oo CCTOTSOT et gt

product and other affected areas.

d configuration units are released after review and formal approval of configuration changes|,Chan
ntil they are released.

Example Work Products
v work-product baselines.
Notes

control mechanisms can be tailored to categories of changes. For éxample, the approval process
for component changes that do not affect other components.

BP.13.05 - Communicate Configuration Status
nicate status of configuration data, proposed changesand access information to affected groups.
Description
hclude information on when accepted changes to configuration units will be processed, and the as
5 that are affected by the change. Access-to configuration data and status should be provided to dg
Example Work Products
us reports.
Notes
bs of activities-fer)‘communicating configuration status include:

vide access'permissions to authorized users;
ke baseline copies readily available to authorized users.

ges are not

should be

ffected groups of the status of configuration data whenever there are any status changes. The stafus reports

sociated work
velopers,

B.5
B.5.1

B.5.1.1

PA14 - Manage Project Risks
Process Area

Security Considerations

Manage Project Risks refers to risk related to the successful completion of the project, addressing issues related to cost
and schedule. The Engineering process areas address "Security Risk" activities, by determining whether operational
impacts due to residual security risks are tolerable. Results of security risk activities may provide input to and influence
project risk management activities.
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PAQ7 Coordinate Security should be taken into account to ensure that security issues are addressed.
B.5.1.2 Summary Description

The purpose of Manage Project Risks is to identify, assess, monitor, and mitigate risks to the success of both the
systems engineering activities and the overall technical effort. This process area continues throughout the life of the
project. Similar to the Plan Technical Effort (PA16) and Monitor and Control Technical Effort (PA15) process areas, the
scope of thisprocess-areaincludes-both-the-systems-engineering-activittes-and-the-overat-technicatprojecteffort, as
the systenps engineering effort on the project cannot be considered successful unless the overall technical effort is
successful.

B.5.1.3 Goals

* Risks|to the program are identified, understood, and mitigated.

B.5.1.4 Base Practice List

The followjng list contains the base practices that are essential elements of good systéems engineering:

BP.14.01 Develop a plan for risk-management activities that is the basis for identifying, assessing, mitigating,
and monitoring risks for the life of the project.
BP.14.02 Identify project risks by examining project objectives with/respect to the alternatives and cgnstraints,
and identifying what can go wrong.

BP.14.03 Assess risks and determine the probability of occutrence and consequence of realization.
BP.14.04 Obtain formal recognition of the project risk assessment.

BP.14.05 Implement the risk-mitigation activities.

BP.14.06 Monitor risk-mitigation activities to ensure that the desired results are being obtained.

B.5.1.5 Hrocess Area Notes

All system|development efforts have inherent risks;-some of which are not easily recognized. Especially early on, the
likelihood pf known risks and the existence of-.unknown risks should be sought out. Poor risk management is foften cited
as a primdry reason for unsatisfied customers,.and cost or schedule overruns. Early detection and reduction pf risks
avoid the ihcreased costs of reducing risks at a more advanced state of system development.

It is important to note the distinctionc@among risk types, analysis, and management approach. Good risk manggement
operates dn all three dimensions~FKor example, analysing developer risk primarily deals with the management
approach,|i.e., profit and market.building; whereas analysing user risk primarily is concerned with types and gnalysis,
i.e., missign and goal satisfaction.

B.5.2 BP.14.01 - Develop Risk Management Approach

Develop a|plan forrisk-management activities that is the basis for identifying, assessing, mitigating, and monjtoring risks
for the life |of the project.

B.5.2.1 Description
The purpose of this base practice is to develop an effective plan to guide the risk-management activities of the project.
Elements of the plan should include identification of members of the risk-management team and their responsibilities; a
schedule of regular risk-management activities, methods, and tools to be employed in risk identification and mitigation;

and methods of tracking and controlling risk-mitigation activities. The plan should also provide for the assessment of
risk-management results.

B.5.2.2 Example Work Products

* risk-management plan.
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B.5.2.3 Notes
Examples of risk-management approaches include:

»  Use a spiral management approach where the objectives for the next cycle and the objectives for the overall project
are clarified and documented periodically;
*  Formally identify and review risks at the beginning of each cycle and develop mitigation approaches;

. At ha aond aof aach ovola ravicaw nraaracce mada in radicina aanh ricl
He-CHo o CatrCy CreTeviiewprogresoraccmt < Hg-caorT1oKks

B.5.3 | BP.14.02 - Identify Risks

Identify [project risks by examining project objectives with respect to the alternatives and constraints, and identifying
what can go wrong.

B.5.3.1| Description

Examing the project objectives, the project plans (including activity or event depepdencies), and the syster
requirements in an orderly way to identify probable areas of difficulties and what:can go wrong in these argdas. Sources
of risk blased on past experience should be considered to identify potential risks.“This activity is enacted ddring the Plan
Technidal Effort process area (PA12). Establishing critical development dependencies and providing tracking and
correctiye action is performed in the Monitor and Control Technical Effortprocess area (PA11).

-

B.5.3.2| Example Work Products

+ list|of identified risks.

B.5.3.3| Notes

Examples of activities to identify risks include:

*  Deyelop a common risk classification scheme or risk taxonomy to categorize risks. This taxonomy cortains the
history of risks for each category, including probabilities of occurrence (which system elements contriqute most to
ris), estimated cost of occurrence, and/mitigation strategies. This practice is very useful in improving frisk estimates
and in reusing successful risk-mitigation [Charette 89].;

*  Fogus mitigation resources and-eontrols on system elements which contribute most to risk;

+  Collect all the information spgcifying project and systems engineering objectives, alternative technical(strategies,
corjstraints, and success eriteria. Ensure that the objectives for the project and the systems engineering effort are
clegrly defined. For each.alternative approach suggested to meet the objectives, document items that|may prevent
attainment of the objectives: these items are risks. Following this procedure results in a list of risks pef alternative
approach. Note, semerisks will be common across all the alternatives;

* Intgrview technical-and management personnel to uncover assumptions and decisions leading to risk|Use
historical data.from similar projects to find out where problems have arisen in similar contexts.

B.5.4 BP.14.03 - Assess Risks

Assess [risks and determine the probability of occurrence and consequence of realization.

B.5.4.1 Description

Estimate the chance of potential loss (or gain) and the consequence if the previously identified risks occur. Analyse the
risks independently of one another and understand the relationships between different individual risks. The analysis
methodology should take into account factors such as the probability of failure due to the maturity and complexity of the
technology.

B.5.4.2 Example Work Products

. risk assessment.
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B.5.4.3 Notes

Examples of activities to assess risks include:

B.5.5 BP.14.04 - Review Risk Assessment
Obtain formal recognition of the project risk assessment.

B.5.5.1 Description

Develop standards for estimating the probability and cost of risk occurrence. Possible standards range from a
simple high-moderate-low qualitative scale to quantitative scales in dollars and probability to the nearest tenth of a
percent;
Estabtisk cal-standard-based-or
customer environment [Charette 89].

i, and

Review adequacy of the risk assessment and obtain a decision to proceed, modify, pr\cancel the effort baseq on risks.

This reviey should include the potential risk-mitigation efforts and their probability©fsuccess.

B.5.5.2 Hxample Work Products

B.5.5.3 Notes

Examples|of activities to review the risk assessment include:

B.5.6 BP.14.05 - Execute Risk Mitigation
Implement{ the risk-mitigation activities.

B.5.6.1 Description

risk-mitigation strategy.

Hold & meeting of all stakeholders of the project interral to the company to present the risk assessment.|To help
communicate a sense of control over the risks, present possible mitigation strategies along with each risk;
Obtain agreement from the attendees that the risk’'estimates are reasonable and that no obvious mitigatipon
stratepies are being overlooked.

Risk-mitigation activities mayaddress lowering the probability that the risk will occur or lowering the extent of|the
damage tte risk causeswhen it does occur. For risks that are of particular concern, several risk-mitigation agtivities may

be initiated at the same_time.

B.5.6.2 Bxample-Work Products

risk-mitigation plan.

B.5.6.3 Notes

Examples of activities to mitigate risks include the following:

To address the risk that the delivered system will not meet a specific performance requirement, build a prototype of
the system or a model that can be tested against this requirement. This type of mitigation strategy lowers the
probability of risk occurrence;

To address the risk that the delivery schedule will slip due to a subsystem not being available for integration,
develop alternative integration plans with different integration times for the risky subsystem. If the risk occurs (i.e.,
the subsystem is not ready on time), the impact of the risk on the overall schedule will be less. This type of
mitigation strategy lowers the consequence of risk occurrence;

Use predetermined baselines (risk referents) to trigger risk-mitigation actions [Charette 89].
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B.5.7 BP.14.06 - Track Risk Mitigation
Monitor risk-mitigation activities to ensure that the desired results are being obtained.
B.5.7.1 Description

On a regular basis, examine the results of the risk mitigation that have been put into effect, to measure the results, and

; b atlbar ik TTPNpT] b b £.1
determipe-whetherthe mMttgatonavevee—SucCCesSsTur

B.5.7.2| Example Work Products

. risi status;
*  risK taxonomy.

B.5.7.3| Notes

For a project with a development schedule of about six months, re-assess risks eyery'two weeks. Re-estimate the
probability and consequence of each risk occurrence.

B.6 PA15 - Monitor and Control Technical Effort
B.6.1 Process Area
B.6.1.1| Security Considerations

PAOQO7 Monitor Security Posture and PA08 Administer Sec¢urity Controls need to be taken into account both|during the
develogment effort and during the operation of the system.

PAQ9 Cpordinate Security should be taken inte'account to ensure that security issues are addressed.
B.6.1.2| Summary Description

The purpose of Monitor and Control Technical Effort is to provide adequate visibility of actual progress an( risks.
Visibility encourages timely corrective action when performance deviates significantly from plans.

Monitorland Control TechnicalEffort involves directing, tracking and reviewing the project's accomplishmepts, results,
and risKs against its documehted estimates, commitments, and plans. A documented plan is used as the Hasis for
tracking the activities and'risks, communicating status, and revising plans.
B.6.1.3| Goals

. The teechnical effort is monitored and controlled.

B.6.1.4 Base Practice List
The following list contains the base practices that are essential elements of good systems engineering:

BP.15.01 Direct technical effort in accordance with technical management plans.

BP.15.02 Track actual use of resources against technical management plans.

BP.15.03 Track performance against the established technical parameters.

BP.15.04 Review performance against the technical management plans.

BP.15.05 Analyse issues resulting from the tracking and review of technical parameters to determine corrective
actions.

BP.15.06 Take corrective actions when actual results deviate from plans.
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B.6.1.5 Process Area Notes

Similar to the Plan Technical Effort process area (PA12), this process area applies to the project's technical activities as
well as to the systems engineering effort.

Progress is primarily determined by comparing the actual effort, work product sizes, cost, and schedule to the plan
when selected work products are completed and at selected milestones. When it is determined that the plans are not
belng met \JUIICUt;VC G\JtIUI 1o dI'T ta=\C| L T:—ICOU GUtIUI 1o IIIGy ;I |u:udc IGV;O;I Iy thc |J:GI 1o tU |cﬂcut thc autua:

accomplishments and replanning the remaining work, or taking actions to improve performance or reduce.risks.

B.6.2 BP.15.01 - Direct Technical Effort
Direct technical effort in accordance with technical management plans.
B.6.2.1 Description

Carry out the technical management plans created in the Plan Technical Effort process,area. This practice injolves
technical direction of all of the engineering activities of the project.

B.6.2.2 Hxample Work Products

*  matri¥ of responsibilities;
e work @uthorizations.

B.6.2.3 Notes
Effective tgchnical direction includes the use of appropriate.gommunication mechanisms and timely distributipn of
technical ipformation to all affected parties. All technical ditection must be captured to preserve the basis for flecisions
and actions.

B.6.3 BP.15.02 - Track Project Resources

Track actyal use of resources against technical management plans.
B.6.3.1 Description

Provide cyrrent information on the use of resources during the project to help adjust the effort and plans whep needed.
B.6.3.2 Bxample Work Products

° resouyce usage.

B.6.3.3 Notes

Tracking dostincludes comparing the actual costs to the estimates documented in the project plan to identify|potential
overruns ana unaerruns.

B.6.4 BP.15.03 - Track Technical Parameters

Track performance against the established technical parameters.

B.6.4.1 Description

The actual performance of the project and its products is tracked by measuring the technical parameters established in

the technical management plan. These measurements are compared to the thresholds established in the technical
management plan so that warnings of problems can be communicated to management.
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B.6.4.2 Example Work Products
«  profile of technical performance management.
B.6.4.3 Notes

An example of a performance tracking scenario follows:

For each technical parameter, define a bench marking activity that will be used to obtain the measurement Use persons
from oufside the control of the project manager to perform the bench marking activities to ensure objective
measurgments. Periodically perform the bench marking activity and compare the actual measurement with the planned
values ¢f the parameters.

B.6.5 | BP.15.04 - Review Project Performance

Review |performance against the technical management plans.
B.6.5.1| Description

The performance of the project and its products is reviewed periodically and.when technical parameter thr¢sholds are
exceedegd. The results of analysing the measurements of technical performance are reviewed, along with gther
indicators of technical performance, and corrective action plans are approved.
B.6.5.2| Example Work Products

»  chgnge requests for the technical management plan;
*  approved corrective actions.

B.6.5.3| Notes

Examples of reviewing performance include:

*  Holding a meeting of all stakeholders ofthe project internal to the organization to present analyses of performance
and suggested corrective actions;

*  Writing a status report which farms the basis of a project review meeting.

B.6.6 | BP.15.05 - Analyse Project Issues

Analysq issues resulting from the tracking and review of technical parameters to determine corrective actigns.

B.6.6.1| Description

New project issues surface frequently and continuously through the project life cycle. Timely identification, [analysis, and
tracking of issues is crucial to controlling project performance.

B.6.6.2 “Exampte WorkProducts

* analysis of project performance issues;
*  approved corrective actions.

B.6.6.3 Notes

New information is integrated with historical project data. Trends that are hurting the project are identified, along with
new issues that indicate risks to the project's success. Obtain more detailed data, as needed, for issues and trends that
are inconclusive. Analysis frequently requires modelling and simulation tools as well as outside expert opinions.
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B.6.7 BP.15.06 - Take Corrective Action

Take corrective actions when technical parameters indicate future problems or when actual results deviate from plans.

B.6.7.1 Description

When corrective actions are approved, take the corrective actions by reallocating resources, changing methods and

procedure
necessary

B.6.7.2 E
* resou
*  chang
* chang

B.6.7.3 N

This base
discovereq

B.7 H

5, o creasinyg adterence to theexistimg ptans—Whenchanges tothetechmicat mamagement ptam
employ the practices of the Plan Technical Effort process area (PA12) to revise the plan.

xample Work Products

rce reallocation;

es to methods and procedures;
e orders.

otes

practice covers whatever actions are needed to prevent anticipated problems or to correct the prok
. The possible actions taken under this base practice are varied and_numerous.

A16 - Plan Technical Effort

B.7.1

B.7.1.1

PAQ09 Coordinate Security should be taken into account, particularly during the performance of BP0O5 Identify

Activities

customerg and suppliers.
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isposal. System engineering activities must be integrated into comprehensive technical planning fd
ical effort invOlves developing estimates for the work to be performed, obtaining necessary commi
Acing groups, and defining the plan to perform the work.
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B.7.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:
BP.16.01 Identify resources that are critical to the technical success of the project.
BP.16.02 Develop estimates for the factors that affect the magnitude and technical feasibility of the project.

BP.16.03 Develop cost estimates for all technical resources required by the project.
BP.16.04 Determine the technical process to be used on the project.
BP.16.05 Identify technical activities for the entire life cycle of the project.

BP.16.06

BP.16.07 Develop technical schedules for the entire project life cycle.
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BP.16.08 Establish technical parameters with thresholds for the project and the system.

BP.16.09 Use the information gathered in planning activities to develop technical management pla
serve as the basis for tracking the salient aspects of the project and the systems engineering effort.
BP.16.10 Review the technical management plans with all affected groups and individuals, and obtain group

B.7.1.5

commitment.

Process Area Notes

ns that will

Planning begins with an understanding of the scope of the work to be performed, along with the constraint
goals that define and bound the project. The planning process includes steps to estimate the size of work

estimat
steps m

B.7.2

Identify
B.7.2.1
Critical
project.
identifie
B.7.2.2
+ ide
B.7.2.3
Exampl
resourc
requireq
B.7.3
Develoy
B.7.3.1
The pro
those o

parame

Historic
refined

the resources needed, produce a schedule, consider risks, and negotiate commitments. Iferating
ay be necessary to establish a plan that balances quality, cost, and schedule goals.

BP.16.01 - Identify Critical Resources
resources that are critical to the technical success of the project.

Description
resources are resources that are essential to the success of the project and that may not be availa
Critical resources may include personnel with special skills, tools,facilities, or data. Critical resour
d by analysing project tasks and schedules, and by comparing this project with similar projects.
Example Work Products
ntified critical resources.
Notes
b practice: Examine the project schedules<and think of the types of resources required at each poir
ps that are not easily obtainable. Crosscheck and augment this list by thinking of engineering skills
to synthesize the system and work-'products.

BP.16.02 - Estimate Project'Scope

estimates for the factors(that affect the magnitude and technical feasibility of the project.
Description
ect's scope and size can be estimated by decomposing the system into component elements that
other projects. The size estimate can then be adjusted for factors such as differences in complexi

ers.

bl sources often provide the best available information to use for initial size estimates. These estim

5, risks, and
broducts,
through these

ple for the
es can be

tin time. List
that are

are similar to
y or other

htes will be

bs-more information on the current system becomes available.

B.7.3.2

Example Work Products

+  estimates of the scope of the system;

B.7.3.3

number of source lines of code;

number of cards of electronics;

number of large forgings;

number of cubic yards of material to be moved.

Notes

Example practice: Analyse the available project documentation, and interview project personnel to determine the main
technical constraints and assumptions. Identify the possible highest level technical approaches and the factors that may
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keep the project or the systems engineering effort from being successful. Identify the major technical parameters and
estimate the acceptable range for each parameter.
B.7.4 BP.16.03 - Estimate Project Costs

Develop cost estimates for all technical resources required by the project.

B.7.4.1

cription

A detailed|estimate of project costs is essential to good project management, whether or not a customeérrequires it.
Estimates |of project costs are made by determining the labour costs, material costs, and subcontractor.costs|based on
the scheddile and the identified scope of the effort. Both direct costs and indirect costs (such as the cost of topls,
training, special test and support items) are included. For labour costs, historical parameters or €ost models gre
employed to convert hours to dollars based on job complexity, tools, available skills and experience, schedulgs, and
direct and|overhead rates. Appropriate reserves are established, based on identified risksg
B.7.4.2 Bxample Work Products

total labour cost by skill level and schedule;
cost df material by item, vendor, and schedule;
cost df subcontracts by vendor and schedule;
cost df tools;

cost df training;

suppqrting rationale.

A considefable amount of project data such as scope, schédule, and material items must be collected prior tg estimating
costs. Chgcklists and historical data from other projects-¢an be used to identify cost items that may otherwisg be
. Variance reports and "lessons-learned™-documents are typically good sources of this type of infofmation.

B.7.5 BP.16.04 - Determine Project's Process
Determing the technical process to be used on the project.
B.7.5.1 Description

At the highest level, the techni€al process should follow a life-cycle model based on the characteristics of the|project,
the charadteristics of the organization, and the organization's standard process. Typical life-cycle models include
waterfall, @volutionary spifaly'and incremental. In the process definition, include process activities, inputs, outputs,

sequences$, and quality‘measures for process and work products.

B.7.5.2 Hxample-Work Products

. selec1ed systems engineering process for the project.

B.7.5.3 Notes

Establish and maintain an integrated management plan that defines the project's interaction with all internal and external
organizations (e.g., the subcontractor) performing the technical effort. Include the planned project life-cycle model for
the project and specific project activities.

B.7.6 BP.16.05 - Identify Technical Activities

Identify technical activities for the entire life cycle of the project.
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Description

Project and systems engineering activities may be selected from applicable standards, known best practice within the
industry segment, reference models such as the SSE-CMM®, or the organization's historical experience.

B.7.6.2

. ide

Example Work Products

B.7.6.3

Use his
the list i

FH P I | 1 THWH H
TrmcUu tourimmnmoedl dUUVILITO.
Notes

orical records from similar projects, where possible, to develop the list of activities andto gain con
5 complete. Use the "rolling wave" paradigm for planning. The "rolling wave" paradigm/is’used to d

near-tefm activities more precisely than activities that start later in the project.

For exa
until ea
approxi
approxi
working

B.7.7

Define s
B.7.7.1
Project

executid
tasking,

th activity is approximately two weeks in duration. Activities 3 to 12 months-away should be planne]
mately a month in duration. Activities starting more than a year away can.be’described at a very hig
mately two months in duration. For the non systems engineering technical activities, use this same
with other disciplines according to the Integrate Disciplines processarea (PA04).

BP.16.06 - Define Project Interface
pecific processes to support effective interaction with customer(s) and supplier(s).
Description
nterfaces include all those with organizations :and individuals who are necessary to successful pro

n, whether they are inside or outside the project group. Types of interaction include information ex
and deliveries. Methods and processes (including controls) for interaction are established as appr

parties {hat are interacting.

B.7.7.2
. defi
B.7.7.3
For the
order to
define 4

mecharn

B.7.8

Example Work Products
ned processes for project interfaces.

Notes
project, identify the-groups internal and external to your organization that the project needs to inter
be successful.‘For each group, perform the base practices of the Integrate Disciplines process arg
nd implement&ach interface in terms of interaction mechanisms, interaction frequency, and problg

isms.

BP.16:07 - Develop Project Schedules

idence that
bfine

Mmple, the systems engineering activities would be decomposed into activities{planned for the next three months

d at
h level,
method while

ect
change,
ppriate for the

Act with in
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B.7.8.1

tachnicalschedidles forthe-entire-broiectlifacvele
e HEea-SE6H8atHe SO He-BRteprojBetHHe-6y61e-

Description

Project schedules include system and component development, obtaining procured items, training, and preparing the
engineering support environment. Schedules are based on verifiable effort models or data for identified tasks, and they
must allow for task interdependencies and the availability of procured items. Schedules should also include slack time
appropriate for identified risks. All affected parties must review and commit to the schedule.

B.7.8.2

Example Work Products

. project schedules.

© ISO/IEC 2002 — All rights reserved

91


https://standardsiso.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

B.7.8.3 Notes
Schedules typically include both customer and technical milestones.
Example: Within project constraints (contractual, market timing, customer-provided inputs, etc.), define system

increments consistent with the overall technical approach. Each increment should provide more system capability from
the user's point of view. Estimate the additional staff hours required to develop each increment.

To create p schedule that uses resources at a level rate, select dates for completion of each increment propcirtional to
the amour(t of work required to develop the increment. Derive detailed schedules for technical activitieswithin each

increment|by sequencing the activities from the start of the increment and taking into account dependencies between
activities.

For an evgnt-driven schedule, the loading is typically not level. For non critical path activitiessit may be necegsary to
adjust the factivity duration, activity sequencing, or activity start dates to avoid unacceptable resource peaking.

B.7.9 BP.16.08 - Establish Technical Parameters

Establish fechnical parameters with thresholds for the project and the system.
B.7.9.1 Description

Establish key technical parameters that can be traced over the life of.the'project and that will serve as in-progress
indicators for meeting the ultimate technical objectives. Key technicabparameters can be identified through interaction
with the cystomer, customer requirements, market research, prototypes, identified risks, or historical experierfce on
similar projects. Each technical parameter to be tracked should\have a threshold or tolerance beyond which gome
corrective jaction would be expected. Key technical parameters should have pre-planned assessments scheduled at
useful points in the project schedule.
B.7.9.2 Hxample Work Products

* techn|cal parameters;
» techn|cal parameter thresholds.

Examples|of technical parameters include:

payload capacity of cargo aircraft;
sensdr resolution;
le stereo weight;

e o o o o
©
o
=+
Q

Example: |dentify aspects of the system that are primary drivers of system performance. Develop a metric foll each

B.7.10 BP.16.09 - Develop Technical Management Plan

Use the information gathered in planning activities to develop technical management plans that will serve as the basis
for tracking the salient aspects of the project and the systems engineering effort.

B.7.10.1 Description

Establish and maintain an integrated management plan that defines project interaction with all internal and external
organizations (e.g., the subcontractor) performing the technical effort.
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B.7.10.2 Example Work Products
« technical management plan.
B.7.10.3 Notes

Technical management plans typically include;

+  plaps for developing the system;
« plaps for interacting with other organizations (e.g., subcontractors) performing the technical effort:

B.7.11 | BP.16.10 - Review and Approve Project Plans
Review|the technical management plans with all affected groups and individuals, and obtain group commifment.
B.7.11.1 Description

The objgctive of project plan reviews is to ensure a bottom-up, common understafiding of the process, respurces,
schedule, and information requirements by affected groups and individuals throughout the project. Inputs gn the project
plan arg solicited from all responsible organizational elements and project staff. Whenever possible, these|inputs are
incorporated to build team ownership of the plans. If an input is rejected-of modified, feedback is provided fo the
individupl who gave the input. Interim and completed project plans are distributed for review. A commitment to the
project plans should be obtained from all groups comprising the project team.

B.7.11.2 Example Work Products

intgrface issues between disciplines/groups;
risks;
project plan inputs;

project plan comments;

project plan issues and resolutions.

B.7.11.3 Notes
Affecteq groups and individuals typically include;

soffware engineering;
hadware engineering;
mahufacturing;
mapagement;
cugtomers;

users;

partners;
suljcontraetors.

Example_activity: Identify questions that each group should answer as part of their review . (The questions may be
different for different groups.) Communicate to the groups how the review will be conducted. Provide the technical
management plans to the groups and, at the pre-arranged time, meet with them to discuss their comments. Produce a
list of issues from the reviewers' comments and work on each issue until it is resolved.

B.8 PA17 - Define Organization's Systems Engineering Process

B.8.1 Process Area
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B.8.1.1 Security Considerations

This process area uses the term "Systems Engineering" However, this process area is broadly applicable and the term
"Systems Engineering" can be replaced with the term "Security Engineering" when assessing an organization's security
engineering capability.

Base practices need to address the mtegratlon of securlty englneerlng W|th systems englneerlng and other englneerlng
d|SC|pI|ne. Re e PABS-Coordinate-Sectrity-shottd-betakerinto-accotnt-when-defining-the-organ on's security

B.8.1.2 Summary Description
The purpofe of Define Organization's Systems Engineering Process is to create and manage the organizatiop's

standard dystems engineering processes, which can subsequently be tailored by a project toform the unique processes
that it will {follow in developing its systems or products.

Define Organization's Systems Engineering Process involves defining, collecting, and\maintaining the procegs that will
meet the Qusiness goals of the organization, as well as designing, developing, and:decumenting systems-engineering
process agsets. Assets include example processes, process fragments, process-related documentation, prodess

architectures, process-tailoring rules and tools, and process measurements.

B.8.1.3 Goals

+ A stapdard systems engineering process is defined for the organijzation.

B.8.1.4 Base Practice List

The followjng list contains the base practices that are esséntial elements of good systems engineering:

BP.17.01 Establish goals for the organization's systems engineering process from the organization's|business
goals.

BP.11.02 Collect and maintain systems=engineering process assets.

BP.17.03 Develop a well-defined standard systems engineering process for the organization.
BP.17.04 Define guidelines for tailoring the organization's standard systems engineering process for|project use
in developing the project's defined process.

B.8.1.5 Process Area Notes

This procgss area covers the-initial activities required to collect and maintain process assets, including the
organizatipn's standard systems engineering process. The improvement of the process assets and the organjzation's
standard dystems engineering process are covered in the process area Improve Organization's Systems Endineering
Processeq (PA14).

B.8.2 BP.17.01- Establish Process Goals

Establish goa

B.8.2.1 Description

The systems engineering process operates in a business context, and this must be explicitly recognized in order to
institutionalize the organization's standard practice. The process goals should consider the financial, quality, human
resource, and marketing issues important to the success of the business.

B.8.2.2 Example Work Products
» goals of the organization's systems engineering process;

*  requirements for the organization's standard systems engineering process;
* requirements for the organization's process asset library;
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*  process asset library.

B.8.2.3

Notes

Establishing goals may include determining the tradeoff criteria for process performance based on time-to-market,
quality, and productivity business issues.
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B.8.4
Develoy

B.8.4.1

—BP-4702—CollectProcess-Assets

And maintain systems-engineering process assets.
Description

rmation generated by the process definition activity, both at the organization and project levels, ne|
E.g., in a process asset library), made accessible to those who are involved in tailoring and proces
bnd maintained so as to remain current.

Example Work Products

ructions for use of a process asset library;
ign specifications for a process asset library;
cess assets.

Notes

pose of a process asset library is to store and make:available process assets that projects will find
the process for developing the system. It should eontain examples of processes that have been ds
surements of the process. When the organizatiaoh's standard systems engineering process has be
be added to the process asset library, along with guidelines for projects to tailor the organization's s
engineering process when defining the project's process.

assets typically include:

organization's standard systems engineering process;

approved or recommended-dévelopment life cycles;

ect processes together with-measurements collected during the execution of the processes;
Helines and criteria fortailoring the organization's standard systems engineering process;
cess-related reference,documentation;

bsurements of the project's process.

BP.17.03 - Develop Organization's Systems Engineering Process

a well-defined standard systems engineering process for the organization.

eds to be
5 design

useful in
tfined, and
en defined, it
tandard

Description

The organization's standard systems engineering process is developed using the facilities of the process asset library.
New process assets may be necessary during the development task and should be added to the process asset library.

The org
B.8.4.2

° org

anization's standard systems engineering process should be placed in the process asset library.
Example Work Products

anization's standard systems engineering process;

* inputs to training;
* inputs to systems engineering process improvement.
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B.8.4.3 Notes

The standard systems engineering process should include the interfaces to the organization's other defined processes.
In addition, references used to define the systems engineering process (e.g., military standards, IEEE standards) should
be cited and maintained.

To develop the standard systems englneerlng process, an orgamzatlon can |dent|fy aII the process eIements or activities
of the orggn reefingprocess—The-orgar S c i onsistency
of inputs and outputs redundant activities, and mlssmg act|V|t|es Incon3|stenC|es must be resolved between process

elements and provision made for appropriate sequencing and verification features. The resulting process shquld be well
defined.

A well-defined process includes:

readirness criteria;
inputs;
stand@rds and procedures;
verifigation mechanisms:

*  peerreviews;

*«  outputs;

*  cpmpletion criteria [SPICE].

B.8.5 BP.17.04 - Define Tailoring Guidelines

Define guidelines for tailoring the organization's standard systems engineering process for project use in devgloping the
project's defined process.

B.8.5.1 Description
Since the prganization's standard systems engineerinig process may not be suitable for every project's situatipn,

guidelines|for tailoring it are needed. The guidelines.should be designed to fit a variety of situations, while nof allowing
projects to bypass standards that must be followed or substantial and important practices prescribed by orgapization

policy.
B.8.5.2 Hxample Work Products

» tailoring guidelines for the organization's standard systems engineering process.
B.8.5.3 Notes

Guidelineg should enablethe organization's standard systems engineering process to be tailored to address fontextual

variables guch as the.domain of the project; the cost, schedule, and quality tradeoffs; the experience of the pfoject's
staff; the rfature of the customer; the technical difficulty of the project, etc.

B.9 PA18 - Improve Organization's Systems Engineering Processes

B.9.1 Process Area

B.9.1.1 Security Considerations

In Improve Organization's Systems Engineering Processes, the term "Systems Engineering” is used. This process area
however, is broadly applicable and the term Systems Engineering is substituted with the term "Security Engineering"

when assessing an organization's security engineering capability. In addition, base practices need to address the
integration of security engineering with systems engineering disciplines.
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B.9.1.2 Summary Description

The purpose of Improve Organization's Systems Engineering Processes is to gain competitive advantage by
continuously improving the effectiveness and efficiency of the systems engineering processes used by the organization.
It involves developing an understanding of the organization's processes in the context of the organization's business
goals, analysing the performance of the processes, and explicitly planning and deploying improvements to those
processes.

B.9.1.3| Goals

* Improvements to the standard systems engineering process are planned and implemented.

B.9.1.4| Base Practice List

The follpwing list contains the base practices that are essential elements of good systems engineering:
BP[18.01 Appraise the existing processes being performed in the organization to understand their|strengths and

weaknesses.

BP}18.02 Plan improvements to the organization's processes basedon.analysing the impact of potential

improvements on achieving the goals of the processes.

BP}18.03 Change the organization's standard systems engineering process to reflect targeted imgrovements.
BP|18.04 Communicate process improvements to existing prejects and to other affected groups, gs appropriate.

B.9.1.5| Process Area Notes
This prqcess area covers the continuing activities to measuréand improve the performance of systems engineering
processes in the organization. The initial collection of the @rganization's process assets and the definition ¢f the
organizgtion's standard system engineering process is covered in the process area Define Organization's Bystems
Enginegring Process (PA13).
Guidange on improving the standard process may be obtained from several sources, including lessons leafned,
applicafjon of the generic practices, and appraisals of the standard process against the SE-CMM®. The repulting profile
of capability levels against process areas will point to the most needed areas for improvement. Incorporating the generic
practices in these process areas will be useful.
B.9.2 | BP.18.01 - Appraise the Process
Appraisg the existing processes’being performed in the organization to understand their strengths and wegknesses.
B.9.2.1| Description

Appraisg the existing processes being performed in the organization to understand their strengths and weagknesses.

B.9.2.2| Exaimple Work Products

process mnhlrii‘\]/ Ir_\rnfilne;
process performance analyses;
appraisal findings;

gap analyses.

B.9.2.3 Notes

An example appraisal scenario: Appraise the organization's current systems engineering processes using the
SE-CMM® and its associated appraisal method. Use the results of the appraisal to establish or update process
performance goals.

If delays and queues occur in the execution of the existing systems engineering process, then an organization may
focus on them as starting points for cycle-time reduction. Recheck such process features as readiness criteria, inputs,

© ISO/IEC 2002 — All rights reserved 97


https://standardsiso.com/api/?name=9f0d7ceb5965779f127838ed81db434c

