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INTERNET OF THINGS (loT) -
INTEROPERABILITY FOR loT SYSTEMS -

Part 4: Syntactic interoperability

FOREWORD

respective organization to deal with particular fields of technical activity. ISO and IEC technical committe
collaborate in fields of mutual interest. Other international organizations, governmental and non-goverpment
in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearlyas’possible, an

international consensus of opinion on the relevant subjects since each technical committee as’representatiol
from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and(are accepted by IEC an
ISO National bodies in that sense. While all reasonable efforts are made to ensure ¢hatthe technical content
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the,way in which they are use
or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies, undertake to apply IEC and IS
documents transparently to the maximum extent possible in their national and regional publications. An
divergence between any IEC and ISO document and the corresponding national or regional publication shall b
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independéent certification bodies provide conformi
assessment services and, in some areas, access to IEC and\}SO marks of conformity. IEC and ISO are n
responsible for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition ofithis document.

No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individu
experts and members of its technical committees and IEC and ISO National bodies for any personal injur
property damage or other damage of any nature\whatsoever, whether direct or indirect, or for costs (includin
legal fees) and expenses arising out of the publieation, use of, or reliance upon, this ISO/IEC document or an
other IEC and ISO documents.

Attention is drawn to the Normative references cited in this document. Use of the referenced publications {s

indispensable for the correct application.of this document.

Attention is drawn to the possibility that some of the elements of this ISO/IEC document may be the subject
patent rights. IEC and ISO shallnot‘be held responsible for identifying any or all such patent rights.

5O/IEC 21823-4 has been-prepared by subcommittee 41: Internet of Things and Digital Twin
f ISO/IEC joint technical-committee 1: Information technology. It is an International Standard.

he text of this International Standard is based on the following documents:

Draft Report on voting

JTC1-SC41/255/FDIS JTC1-SC41/269/RVD

ull’information on the voting for its approval can be found in the report on voting indicated i
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he-above table

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs and www.iso.org/directives.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates

that it contains colours which are considered to be useful for the correct understanding

of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

In the world of the Internet of Things (loT), heterogeneous systems and devices need to be
connected and exchange data with others. How data exchange can be implemented becomes

a key issue of interoperability among loT industries. Information models (IMs), which can we

represent specifications of data, are adopted and utilized to solve the interoperability problem.
Meanwhile, as systems and devices in loT can have different information models with different
modelling methodologies and formats, interoperability based on different information models is

recognized as an urgent problem. The loT interoperability related systems and application

S

havean tTtriftton market potentially |_Ij".

Tlhe ISO/IEC 21823 series standards address issues that relate to interoperability both betwee
different 10T systems and within a single 10T system. ISO/IEC 21823-1 [2] describesta genera
framework for interoperability for 10T systems. It includes a five facet model for interoperabilit
nat includes transport, syntactic, semantic, behavioural, and policy viewpoints;

—

Different parts of ISO/IEC 21823, based on one of the facets, provide specifications from the
corresponding viewpoints. Each of the parts can refer to others but is independent. Currently
IBO/IEC 21823-2 [3] defines specifications from the transport viewpeint, ISO/IEC 21823-3 [4
defines requirements, provides guidance, etc. from the ¢semantic viewpoint, an
50O/IEC 21823-4 specifies the syntactic interoperability.

yntactic interoperability means that exchanged information can be understood by th
articipating loT systems which contain 10T devices. In m@redetail, the syntactic interoperabilit

related to the information models' representing formats, structures, and grammar of the
modelling languages such as a length of a data string, €¢onstraints on data types, and forbidde
characters.

O (N

H-

—

his document first provides the principle of how to achieve syntactic interoperability based o
etamodel-driven approaches. In other welkds, the reason why the information exchange rule
ased on metamodels can support syntactic interoperability among different 0T systems wi
e elaborated. Secondly, requirements.on information models such as metamodels and model
f loT systems including loT devices:dre described. Features related to loT devices such as th
entifier, device type, setup envitonments, and functions need to be considered to accomplis
yntactic interoperability among different information models utilized in 10T systems. Thirdly,
amework for processes on.developing information exchange rules related to loT devices fror
ne syntactic viewpoint is provided. For example, the kinds of metamodels, and the types g
ntities and relationships that shall be selected are specified, and the procedure of how to buil
ne information exchiange rules from different information models is provided.

—~ O = = v

n Annex A, pessible intrinsic and extrinsic properties of IoT devices are listed as additiona
'Jformation of. Clause 6. In Annex B, a use case of how the syntactic interoperability i

ccordanceywith specifications in this document among industrial 1oT systems and loT device
$ described.

OS5 o0 50 0 0 5 - =< O —

O o =

With) this document, system and device vendors, who need to improve and/or develop the

r

products to comply with loT requirements, can implement specifications of this document to

their products for an automatic or semi-automatic realization of loT syntactic interoperability.

T Numbers in square brackets refer to the Bibliography.
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Part 4: Syntactic interoperability

1 o
I oCcope

—

his part of ISO/IEC 21823 specifies the 10T interoperability from a syntactic point of miew. |
nis document, the following specifications for 10T interoperability from a syntactic viewpoint ar
mcluded:

- —+

-{ a principle of how to achieve syntactic interoperability among loT systems which include lo
devices;

- requirements on information related to 10T devices for syntactic interoperability;

- aframework for processes on developing information exchange rdles related to loT device
from the syntactic viewpoint.

N

Normative references

he following documents are referred to in the text in sugh'a way that some or all of their conter

mo —

or undated references, the latest edition of ¢the referenced document (including an
mendments) applies.

Q

5O/IEC 20924, Internet of Things (loT) — Mecabulary

3 Terms and definitions

-

or the purposes of this document, the terms and definitions given in ISO/IEC 20924 and th
bllowing apply.

—h

50 and IEC maintain“terminological databases for use in standardization at the following we
ddresses:

Q

ISO Online‘browsing platform: available at http://www.iso.org/obp

o/ |EC Eleétropedia: available at http://www.electropedia.org/

3.1
instance

onstitutes requirements of this document. For dated.réferences, only the edition cited applies.

D S

—

()

O

individual entity having its own value and possibly its own identity

[SOURCE: ISO 19103:2015 [5], 4.20]

3.2
metamodel
special kind of model that specifies the abstract syntax of a modelling language

Note 1 to entry: A model is an instance (3.1) of a metamodel

Note 2 to entry: |oT syntactic interoperability is achieved by information exchange rules through the structure, data

format, and syntactic constraints using syntactic aspects of the metamodel.
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[SOURCE: ISO/IEC 19506:2012 [6], modified — The description that follows the definition has
been deleted. Notes to entry have been added.]

3.3
model
abstraction of some aspects of reality

[SOURCE: ISO 19109:2015 [7], 4.15]

.4
roperty
articular characteristic of an object type

[BPOURCE: ISO 16484-5:2017 [8], 3.2.74]

.5

yntactic interoperability
interoperability such that the formats of the exchanged information caid<be understood by th
plarticipating systems

4%

Note 1 to entry: System means loT system.

Note 2 to entry: |oT device, loT gateway, sensor and actuator are considéred as system.

[BOURCE: ISO/IEC 19941:2017 [9], 3.1.4, modified — Notes to entry have been added.]

4 Abbreviated terms

adrS coordinate reference system

BPIloT extrinsic properties of physical ToT devices
IPloT intrinsic properties of physical loT devices
0T Internet of Things

JSON JavaScript Object Notation

MOF Meta Object Fatility

UmMmL Unified Modelling Language

XML extensjble markup language

§ Principle for loT syntactic interoperability

5.1 General

n _the' ISO/IEC 21823 series, ISO/IEC 21823-1 [2] defines an overall framework for lofl
nteroperability. It specifies that loT interoperability shall be supported by standards from five
facets: transport, semantic, syntactic, behavioural, and policy. A standard based on each of the
facets shall provide specifications from its corresponding viewpoint. Each of the standards can
refer to or can be independent of standards based on other facets. ISO/IEC 21823-2 [3] defines
specifications from the transport viewpoint. ISO/IEC 21823-3 [4] defines requirements, provides
guidance, etc. from the semantic aspect. ISO/IEC 21823-4 (this document) addresses the
syntactic interoperability that provides specifications from the syntax viewpoint.

5.2 Principle for loT syntactic interoperability

In this subclause, a principle for loT syntactic interoperability is specified. In order for an loT
system to achieve syntactic interoperability with other loT systems and devices, the information
exchange rules between their data are adopted.
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The information exchange rules for syntactic interoperability provide the following types of

information exchange.

a) Format exchange.
— The term "format" is bound for a data format.

— The "format exchange" means that information in different data formats can be

exchanged.
For example, data in the UML format can be exchanged with data in the XML format.

by —Structure exchange.
— The term "structure" is bound for a data structure that has a hierarchy and branchés.

— The "structure exchange" means that information in different structures-can b
exchanged.

For example, information defined in a hierarchical tree structure can be transformed into
flat tree structure.

cd) Syntactic constraint exchange.

— The "syntactic constraint exchange" means that information with different constraint
can be exchanged.

For example, data in loT System1 have a value of one digit after the decimal point, and dat
in loT System2 have a value of two digits after the «ddecimal point. Their data accurac
exchange is classified into syntactic constraint exchange.

Hurthermore, information of loT systems is expressed with models. In each IoT system, it
'(Tformation can be represented with a metamodél; models, and instances [10]. In order t
escribe information exchange rules between |6T systems for their syntactic interoperability
yntactic aspects in their metamodels and models are utilized. In addition, specific requirement
br metamodels, models, and information iexchanges in the 10T domain are included in thi
ocument.

o —hw»w

5.3 Relevant technologies for.syntactic interoperability
5.3.1 Metamodel and syntactic interoperability

A metamodel, as the model's model, consists of statements about models. Especially in th
UML as described in [10];-the metamodel specifies the abstract syntax of the UML. The abstrag
syntax defines the set.of UML modelling concepts, attributes, relationships as well as rules fd
combining concepts. t0 construct partial UML models.

Tlhere are alsa@ other definitions for metamodel in ISO/IEC and IEEE standards. Some of ther
dre listedsin{Table C.1 in Annex C. Several metamodel definitions in different resources ar
cpllectedxin ISO/IEC/IEEE 24765:2017 [11]. In this document, Definition 7 of metamodel i
Tlable 'C+1, i.e. "special kind of model that specifies the abstract syntax of a modelling language
i$ adopted. From this definition, it is clear that an approach of creating information exchang

— The term "constraint" is a condition related to syntax or syntacticréquirements on datg.

()

<

(2

= —~ D

2> O 5

D -

Hae with alamaontc Availahla in matamadale ic antiially haoad An tha ovntay Aand tharafara |

riles—with-elements—available-in-metamodels—isactualy-based-on-the-syntax—and-therefore

o

acceptable for syntactical interoperability. UML, OWL (Ontology Language), OntoML (Ontology
Markup Language [12]), XML, etc. are modelling languages adopted and utilized in different

systems and domains.
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5.3.2 Metamodel-driven approaches supporting interoperability issues

Metamodel-driven information exchange and interoperability approaches are adopted a

S

holistic approaches in industry domains [13], [14] to enable a model-driven engineering
approach in the area of information integration and interoperation. By creating declarative
mapping specifications, i.e. exchange rules, automatic information exchange can be executed
at run-time and off-line among heterogeneous systems and devices. As the metamodel-driven
approaches tackle the interoperability problems at a higher abstraction level than models, it can

increase the efficiency of achieving interoperability among heterogeneous systems and device

S

which comply with the same metamodel. In other words, information exchange rules can be

reused by loT systems and loT devices whose information models are in compliance with th
sfame metamodel.

5.4 The overall structure of the proposed approach

— ]
: Principle i Clause 5

e ~F) wause? _ ..
I #information exchange rule example l FrameWOfk for I
I 1. Def MM1 cls J developing
2. Def MM2 rdfs \ information |
| 3. Translation rules (MM1, MM2); { exchange rule ! |
I Input | |4 Operation rules (IoT System1, loT System2);, (o | Lomomom ]
5. #Def event for updating on rules if necessary Input |
: loT System1 6. If MM1.device.value.updated() regenerate_rules();... loT System?2 1
|
[ Metamodel1 Metamodel2 |
| (MM1) (MM2) |
I - Clause 6, Annex A -
Requirements T e e ¢ ; . . |
; " . : R ts <<instanceOf>>
| <<instanceOf>> on,...=< Required properties and Resolutions 1,57 ,
4" : tee.,
I #Example information 6floT Devices and DIoTS A Model2 |
| Model1 b
s
- T - Name <<instanceOf>> '
I <<instanceOf>> - deviceType(sensor | actuator | composed l
[ Inst 1 device | othres) Inst 2
nstance — Protosol nstance |
| - Value |
[ -.Others
L = Mismatch resolution: SampleFrequency(); l
____________________ d

i._.._: Scope of this document
IEC

Figure 1 — The overall structure of the proposed approach

Higure 1 illustratés the overall structure of the proposed approach. Figure 1 shows two lo
slystems: 107~System1 and loT System2. In each loT system, its information consists of
metamodel,) model, and instance data. In order to achieve syntactic interoperability betwee
these {wo systems, the information exchange rules based on the metamodels of both lo
slystems need to be created. To create information exchange rules, their required propertie

a)
-

(/2B I I By |

and_resolutions to support executing information exchange need to be analysed and defined.

In Figure 1:

— lines starting with "#" denote comment lines;

— in the text box of "information exchange rule example", sample information for syntacti
interoperability is listed;

— in the text box of "required properties and resolutions”, example properties and syntacti
resolution for mismatch are listed.

In this document, three major clauses are specified to support achieving loT syntacti
interoperability.

Cc

c

c
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a) In Clause 5, relevant technologies of the metamodel and their applicability in the area of
solving syntactical interoperability issues are explained. The methodology of how to create
information exchange rules among heterogeneous loT systems and devices is specified.
The information exchange rules are in general categorized into two groups:

1) translation rules that specify transformations among elements in metamodels. Details
are in 5.6;

2) operation rules that specify mismatches between loT systems. Details are in 6.3.

b) In Clause 6, requirements on loT-related information are specified. Requirements include:

=)

1) Ttirstly, the required properties related to lol devices for translation rules (specitieq, |
6.2). For example, an identifier of an 0T system or an loT device is a required property;

2) secondly, the required properties and resolutions for mismatches between IoT system
for operation rules. Mismatches occur during information exchange between lo
systems. Resolutions are required to resolve these mismatches. For example) if the tim
interval requesting information exchange is different, i.e. not matcheddnlinvolved lo
systems for their interoperability, then syntactic resolutions are required to fill up thi
mismatch. Required properties and resolutions for mismatches- are analysed an
described in 6.3.

d) In Clause 7, a framework of how to create information exchange‘rules is specified. Th
necessary procedures to realize the loT syntactic interoperabitity following the propose
approach are defined. Whether it is necessary to creat& or extend an loT system'
metamodel, what kinds of information exchange rules arerdefined, and how exchange rule
can be executed and evaluated are also described.

= D

O —

(2B SN

5.5 The methodology of metamodel-driven information exchange

MO-Layer: (real) instance
: M1-Layer: model -
 M2-Layer: metamodel ¢ Input Information Input

| (OMG MOF1.4 (ISO/IEC 19502) F} Exchange rules

M2-Layer Metamodel1 : Metamodel2

<<instanceOf>> ’ <<instanceOf>>
execute
Mi-Layer || Modelldninodeliing |, exchange *'\>g Model2 in modelling
3 language1 N 4l language2
- i . I kS
<<instanceOf>> i <<instanceOf>>
N
loT System1 loT System1

IEC

Figure 2 — Model hierarchies and metamodel-driven information exchange rules

During the last decades, in the field of model-based engineering (MBE), models have been
constructed to represent information from the physical world. The community of OMG proposes
MOF (ISO/IEC 19502 [15]), a four-layer modelling architecture to describe models. Models here
in general include the instance in MO-Layer, the model in M1-Layer, the metamodel in M2-Layer,
and the meta-metamodel in M3-Layer. M3-Layer is not included in this document thus it is
omitted from Figure 2.
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As shown in Figure 2, the model in M1-Layer defines structures, available entities, relationships,
etc. for instances in MO-Layer, and the metamodel in M2-Layer specifies the syntax for the
models. Therefore, models in M1-Layer are the instances of their metamodel in M2-Layer, i.e.
M1-Layer has relationships with M2-Layer as "<<instanceOf>>". And the same relationships
exist between MO-Layer and M1-Layer. Each metamodel can have many models and each
model can have many instances. In Figure 2, Model1 in loT System1 is the model of Instance1,
and Metamodel1 is the metamodel of Model1. Model2 and Metamodel2 in loT System2 have
the same relationships.

O = 00 o

5.6 Information exchange rules

5.6.1 Categories of information exchange rules

As explained in 5.2 and 5.5, for an loT system including loT devices (loT System1), in order t
dchieve syntactic interoperability with other loT systems and devices (loT System2), informatio
gxchange rules are adopted. Figure 3 shows that the infarmation exchange rules can b
dassified into two categories.

D S5 O

- Translation rules

Translation rules are created with elements_in“the metamodels of loT System1 and loJ
System2. Elements in the metamodels, are classes, properties, relationships, etg.
Transformation rules among these elemgnts are defined and named "translation rules" i
order to achieve structure, data format,\and syntactic constraints transformations betwee
loT systems. Required properties forctranslation rules are specified in 6.2.

R

- Operation rules

Operation rules are specified t0 resolve mismatches between two 10T systems. Potentia
operational mismatches that happen during processes of achieving interoperability ar
detected. To solve these-mismatches, necessary properties and available resolutions ar
specified. Mismatches\that cannot be resolved from syntactic viewpoints are out of th
scope. Simultaneously, resolutions not based on syntactic approaches for mismatches ar
also out of the seope. Details of the operation rules are specified in 6.3.

DO O =

Information exchange rules

Operation rules

Input Input
loT System1 ‘ loT System?2

Metamodel1 K j Metamodel2

(MM1) (MM2)

'y A
Model1 Model2 Legend

7y A A

<<instanceOf>>
Instance1 Instance2
IEC

The overlapped area includes properties used both in translation rules and operation rules.

Figure 3 — Categories of information exchange rules
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5.6.2 Information exchange rules expression

Information exchange rules shall include translation rules among metamodels, and operation
rules for loT syntactic interoperability. Information exchange rules can be expressed in various
languages. Some well-known languages such as QVT (Query/View/Transformation [17]),
OCL (Object Constraint Language [18]), ATL (Atlas Transformation Language [19]),
TGG (Triple graph grammar [20], [21]), etc. can be applied to describe information exchange
rules among different metamodels and models. This document does not provide new languages
for information exchange rules, and sample information exchange rules are described in
Annex B. An implementation of this document can define information exchange rules with
selected language and data format.

5.6.3 Information exchange rules expression example
(1) module Probel2Fiware;
(2) create OUT: Fiware from IN: ProbeVehicle;
(3) —-— translation rule: from “name” to “identifier”
(4) rule id {
(5) from
(6) p:Probe!ProbeDataElementType,
(7) pv:Probe!VelocityType
(8) to
(9) v:Fiware!Vehicle schema (
(10) id <- p."ASN.l name" + p."ASN/1l object identifier"
(11) )
(12) 1}
(13)
(14) -- operation rule: if unit mismatch désgcted dm to m
(15) helper def : transDecimeterToMeter (dps Integer): Integer =
(16) dm / 10;

IEC

Figure 4 — Excerpted information exchange rules for Annex B

m

xcerpted information exchange rules in ATL for Annex B are listed in Figure 4. In Figure 4;

-{ loT System1 is a connected-vehicle; 10T System2 is a traffic management system (TMS
adopting FIWARE to reptesent its system. Metamodels of these two systems are defined ip
line (2) as IN: ProbeYehicle and OUT: Fiware, respectively.

~

UJ

— Lines (4) to (12)_show the translation rule of a vehicle "name" and "identifier" to the TM
"name". Propert{ies utilized in translation rules are defined separately in each metamode
[22] and [23].

-{ Lines (15)/and (16) show an implementation of the operation rule for a unit mismatc
resolution: Here, while the unit mismatch is detected, the exchange between different unit
is specified manually. As explained in 6.3, the implementations of resolutions are out of th
scope. This example is a guide for implementers.

D O 0

6—Requ o . Hated-totoT-devi

6.1 General

In Clause 6, requirements on the information which is necessary for IoT syntactic
interoperability are described. The information shall be defined in the metamodel or model of
an loT system or an loT device. The requirements apply to 10T devices for the data exchange
among loT systems, excluding cloud-computing-based back-end services.

In coincidence with the two categories of the information exchange rues described in 5.6.1, the
requirements for the information related to loT devices are also classified into two groups: the
requirements on translation rules and those on operation rules as shown in Figure 5.
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Requirements on translation rules are further divided into two groups depending on required
properties. One group is "Required intrinsic properties of physical 10T devices" and the other
is "Required extrinsic properties of physical IoT devices" [24], [25]. They are specified in
6.2.2 and 6.2.3, respectively. An intrinsic property is defined as a property of a specified
subject that exists itself or within the subject, and an extrinsic property is a property not
essential or inherent to the subject that is being characterized [25].

Required properties and resolutions for operation rules are specified in 6.3.

Subclause 6.2

6.2
.2

1 General

ontains loT devices, and the information ofloT devices is represented with properties. In 6.2,

6

Tlhe translation rules are specified with elements in metamodels of IoT systems. An loT syster
G

required properties related to loT devicegs)for syntactic interoperability are specified.

NOTE The above descriptions are to avoid misunderstanding.
6.2.2 Required intrinsic properties of physical loT devices (IPloT)

In ©rder to support 10T syntactic interoperability, intrinsic properties of physical loT devices ar|

loT System
Remrirer

. — "[Required properties for translation rules J
|

Y

Required intrinsic properties
of physical loT devices(IPloT)

Requirements on

Required extrinsic properties
of physical IoT devices(EPIo[T)

Subclause 6.3
Required properties and resolutions fot.operation rules
IEC

Figure 5 — Classifications of requirements on information related to loT devices

General requirements on the translation rules

=

—

No new identification structure«nor new data modelling method is specified in this documer
for loT syntactic interoperability.

Existing ID standards and\data models adopted in the loT systems shall be applied if they
are used in an loT systen while realizing its syntactic interoperability.

For each property,-no-specific property definitions, formats, or classifications are required.
But if there are standards for its definition, format, etc., and these standards are used in ap
loT system, then-the property complying with these standards shall be applied for realizing
its 10T syntactic interoperability.

D

H | ol HI I [ o 4 A H D - 4 4 Hr : i [ H I
I’.,qullc:u dliud proviucu Uy diT TUT SyolTIlil. Avalldulc TTTUTTITative TTUiioic PpTUpPeTics dit MolTU 1

Clause A.1. Some typical properties utilized in 10T use cases are explained in Table 1.
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Table 1 — Required intrinsic properties of physical loT devices

ISO/IEC 21823-4:2022 © ISO/IEC 2022

Property name

Description

Mandatory/Optional

ID loT device identifier based on a given Mandatory
standardized object identification system.
Name loT device name. Optional
NOTE For example, UID, IRDI,
identifiable strina name such as
"DeviclD.temperature" can be used.
DeviceType Type of an loT device. It shall be a Mandatory
sensor, actuator, composed loT device, )
and any user-defined device type. N?lTE Value of this property can be
null.
Location Uniquely identifiable physical point or Optional
area
Note 1 to entry: The location can be
characterized by coordinates.
[SOURCE: ISO 29404:2015, 3.11]
NOTE For a moveable IoT device, the
current coordinates obtained from a
positioning system such as GPS can be
used as the location. For a fixed loT
device its setting location can be utilized,
DeviceOwner Person(s) or organization(s) which has Optional
legal title to the product to be used
Note 1 to entry: The owner may,also be
the operator.
[SOURCE: ISO/TR 20183:2015, 2.21]
MaintenanceRecord Device maintenanee history Optional

6.2.3

P

Tlable 2.

bquired and provided by an

Required extrinsic properties of physical loT devices (EPloT)

 order to support loT-syntactic interoperability, extrinsic properties of physical 10T devices ar
loT system. Extrinsic properties shall
Jetamodel/model of-an loT device or an loT system. Available informative extrinsic propertie

re listed in Clause A.2. Some typical properties utilized in loT use cases are explained i

be defined in

> 0 U
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Table 2 — Required extrinsic properties of physical loT devices

executable to device datum.

NOTE Device data means data produced by the device in
operation.

Property name Description Mandatory
/Optional
DatalD Identifier of a piece of data based on a given standardized Mandatory
or user-defined data reference system.
DevicelD ID of the device from which a datum is collected. Mandatory
NOTE __"ID" inTable 1 shall be used
Value Data value Mandatory
[SOURCE: ISO/IEC 20944-1:2013, 3.18.2.7]
Timestamp Attribute or field in data which denotes the time of data Mandatory
generation
[SOURCE: ISO/TS 27790:2009, 3.73]
Accuracy Closeness of agreement between a test result or Optional
measurement result and the true value.
[SOURCE: ISO 3534-2:2006, 3.3.1]
AccessAuthority Access permission such as forbidden, readable; writable, Optional

-

irectly created.

6.3 General requirements on the operation rules

6.3.1 Overview of mismatches between loT systems

Required properties and resolutions far operation rules are related to the mismatches betwee
what one 10T system is expecting-and what the other 10T system can provide. A mismatch is
jifference between these twaq ‘loT systems regarding a specified property for data. T

ccomplish syntactic interopéerability, the mismatches between loT systems are detected b
comparing the required properties of two 10T systems. The operation rules are prepared t
resolve the mismatches.(These required properties and resolutions are defined as requirement
dn the operation rules.

igure 6 shows~the overall procedures for mismatch detection and resolution. Firstly, th
ismatch is detected by comparing the required properties. If the property is defined in th
etamodel, the translation rule is created to resolve the format and structural differences. Aftg
reating the translation rules, the operation rules are created. If the property is not defined i
the metamodel, either the metamodel is extended to include the property, or operation rules ar

O O O o

D S5 = (0 @
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Mismatch detection

The property is
in metamodel?

Extend NO

metamodel?

YES

| Extend metamodel |

, l

Create translation rules |

l

Create operation rules <

IEC

Figure 6 — A procedure for mismatch detection and resolution

Higure 7 shows an example of 10T mismatch and it syntactic resolution. loT System2 require
c1ata with 3 significant figures for the temperature;, while l1oT System1 can provide data with
sfignificant figures. Required properties fofi*this mismatch are "significantFigure". Th
significantFigure" describes the precision wr’uncertainty of data by the number of digits. Th
property of loT System1 has RDF format;while the property of loT System2 has JSON forma
hus they have format differences. They*also have structural differences.

—

n the example in Figure 7, firstly \the mismatch is detected by comparing the "significantFigurg
roperties. Then, the differences in format and structure are resolved by translation rules. Fg

QT =

significantFigure":{"type™:'int", "value":5}. Then, the operation rule detects the mismatch b,
omparing the value pf the "significantFigure" property between loT System1 (i.e. 5) and lo
Jystem2 (i.e. 3). Im-case that the prepared "syntactic resolution" for this "significantFigur
r:l:ismatch" is "truncation", a user can implement the "truncation" function to establis

teroperability{bgtween loT System1 and loT System2. Finally, the value or temperatur|
"P4.475" is truncated to "24.4" in this case.

(@]

—

hese_kinds of mismatches are intended to be resolved by the operation rules. However, fg
ach{ mismatch, it can have resolution methods from various perspectives such as syntactic

(0]

xample, loT System1's-significantFigure property is translated to JSON formaf:

> D (0 OrTw’m

—

D o0 I<<

—

—

[}
[ D

mrantic, policy-based, etc. Only syntactic resolutions are specified, and resolutions from othg

aspects of toT inmteroperabitity are out of the scope-
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Can send data of 5 Need data of 3
significant figures of |:> <:I significant figures of
temperature Input Input temperature

In

it

6.3.2 Required properties and syntactic resolutions for potential loT mismatches

Hor reference, the data qualityindicators defined in ISO/IEC 25012 [26], which might b
jgected by the mismatches, are’ described. To avoid degradations of data quality whil
S

loT System1 Outputﬁ IoT System?2
Metamodel1 Metamodel2
(MM1) Operation rule: (MM2)
« Mismatch detection
o Mi tch luti
—ModeH ismatch resolution . Model2
14—\ i
TNStance’ Instance2

: @prefix qudt-unit-1-1: <http://qudt.org/1.1/vocab/unit#> ezoosemooeooaae
i <DHT22#observation> rdf:itype qudt-1-1:Quantity : 1 “Temperature o i
qudt-1-1:numericValue “24.475""xsd:double ; “v.alu.e’.’:24.5,.
unit “CelsiusDegree”; : "S|gn|ﬁcantF|.gure":
significantFigure [ {"type": "int", "walte": 3},
schema:lnt 5. ] . “unit”:“CelsiusDegree”}

Figure 7 — An example of mismatch detection and resolution

6.3.2, required properties and syntactic resolutions for ‘potential IoT mismatches ar
scribed. Table 3 lists the minimal required properties~and resolutions for the potentia
smatches between loT systems.

The required properties and syntactic resolutions<for each mismatch are specified.

The classification of syntactic resolutions (F::Format, S: Structure, C: Syntactic Constrain
is also specified in the "Type" column of Table 3.

For reference, sample non-syntactic «tésolutions are explained in the "non-syntacti
resolution” column of Table 3 to clarify. that there can exist other resolutions except syntacti
ones.

changing information between IoT systems, the resolutions which supplement mismatche
all be considered.

142

O O

(22N AN
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Table 3 — Required properties and resolutions for potential loT mismatches

Affected
Syntactic Non- da:_at
Name Title Type? | Required property h syntactic quality Example
resolution .
resolution (ISO”EC
25012)
mismatch1 | Synchro- F/S/IC |latestSynchronizedTime |"synchronize" consistency |different
nization or "mismatch time
mismatch notification" stamp
mismatch2 |Sampling F/S samplingFrequency "resampling” o accuracy every
frequency "interpolation” hour'vs.
mismatch every
minute
mismatch3 |Location F/S location "compensate accuracy. room
mismatch location temperat
differences” re at
or "mismatch centre vs
notification" wall
mismatch4 |Data F/S dataRecordingPattern "compensate accessibility | periodic
recording recording VS.
pattern pattern” or change-
mismatch "mismatch driven
notification"
mismatch5 |Precision F/S/C |precision "truncation™ precision +0,2° C
mismatch or "mismatch VS.
notification" +1,0° C
mismatch6 |Significant |F/S/C |significantFigure "rouhding"” or precision 2 digits
figure "truncation” VS.
mismatch of "mismatch | See tables 5 digits
notification" in 6.3.3
mismatch7 |Range F/S operatingRange "range credibility +50,0 °C
mismatch check" or VS.
"mismatch +30,0 °C
notification"
mismatch8 |Calibration |F/S/C |calibrationTime "recalibrate” credibility different
mismatch or timestam
"compensate p
calibration
differences”
mismatch9 |Response |F/S responseTime "response adjustment |20 ms vs
time time 40 ms
mismatch compensatio
n" or
"mismatch
notification"
mismatch10_|'Acquisition |F/S acquisitionStatus "status credibility failure vs
status notification” success
mismatch
mismatch11 | Unit F/S unit "unit precision Celsius
mismatch conversion" VS.
Fatmen=
heit

a

F: format, S: structure, C: syntactic constraint.

6.3.3

In 6.3.3, each mismatch listed in Table 3 is expressed in detail.

Details of required properties and syntactic resolutions for potential loT
mismatches
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For all tables in 6.3.3, the "Required property" line defines the property by a pseudo schema in
XML format. The "<name>" tag specifies the required name of the property. The "<datatype>"
tag adopts IEC 61360-1:2017 [27] for its description. Other tags in the XML are for additional
information of the property.

The "Function Signature" in "Mismatch detection" and "Syntactic resolution" lines specifies the
method name, arguments, and requirements.

— Mismatch1: Synchronization mismatch

oece lable 4.

Table 4 — Mismatch1: Synchronization mismatch

Mismatch1: Synchronization mismatch

Name mismatch1
Title Synchronization mismatch
Description The "Synchronization mismatch" is the mismatch of clocks between IoT systems.

For example, if the "latestSynchronizedTime" defined in\leT System1 is "2004-04-
01T12:00Z" while in loT System2 is "2004-01-01T11:00Z", then there is a
mismatch.

Required property <property>

<id>MS1</id>

<name>latestSynchronizedTime</name>,

<datatype> DATE_TIME_TYPE </datatype>

<description>The "latestSynchronizedTime" records the latest synchronized time
with the format of ISO 8601 (RFC,3339), i.e., the time scale of "UTC" shall be
used.</description>

<resource> ISO/IEC 22417</resource>

</property>

Mismatch detection Function Signature:
mismatchDetection(loT\System1.latestSynchronizedTime, loT
System2.latestSynchrohizedTime)

Requirement:

The synchronization mismatch shall be detected when the
"latestSynchronizedTime" property defined in these two loT systems does not
match.

Syntactic resolution Function Signature:

syniacticResolution(loT System1.latestSynchronizedTime, loT
System2.latestSynchronizedTime)

Reéquirement:

The syntactic resolution shall implement either "synchronize" or "mismatch
notification".

Non-syntactic resolution Non-syntactic resolutions are out of the scope of this document. For example, a
resolution can be realized through a hardware-based time synchronization or a
software-based time synchronization [28].
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— mismatch2: Sampling Frequency mismatch
See Table 5.

Table 5 — Mismatch2: Sampling frequency mismatch

mismatch2: Sampling frequency mismatch

Name mismatch2
Title Sampling frequency mismatch
Ubbl;pt;ull T:IU “Sdlllp“lly fIU\.{uUII\.’y Illibllldt\;:l“ ;D t:IU III;DIIIdtU:I Uf u'ata balllp“lly fquuUllbiUb

between loT systems.

For example, if loT System2 requires data every minute, while loT System1 can
only provide data hourly, then there is a mismatch.

Required property <property>

<id>MS2</id>

<name> samplingFrequency </name>

<datatype> REAL_MEASURE_TYPE</datatype>

<description> The "samplingFrequency" is the frequency of datalsampling
cycles.</description>

<resource> [https://www.w3.0rg/TR/2017/REC-vocab-ssn=*
20171019/,https://w3id.org/iot/qoi, http://www.ontology=0f-units-of-
measure.org/resource/om-2/Unit]</resource>

</property>

Mismatch detection Function Signature:

mismatchDetection(loT System1.samplingFregquency, loT
System2.samplingFrequency)

Requirement:

The sampling frequency mismatch shall be detected when the "samplingFrequency"
property defined in these two loT §ystems does not match.

Syntactic resolution Function Signature:

syntacticResolution(loT System1.samplingFrequency, loT
System2.samplingFrequeney)

Requirement:

The syntactic resolution‘'shall implement either "resampling” or "interpolation”.

Non-syntactic resolution Non-syntactic resolutions are out of the scope of this document. For example, a
resolution canbe-realized through a policy-based harmonization of data acquisition
timings.
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— mismatch3: Location mismatch

See Table 6.

Table 6 — Mismatch3: Location mismatch

mismatch3: Location mismatch

Name

mismatch3

Title

Location mismatch

L.
CoUITYUUTI
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For example, if loT System1 requires the "room temperature" that represents the
temperature of the room, while loT System2 can provide the temperature measured
at the wall, then there is a mismatch.

Required property

<property>

<id>MS3</id>

<name> location </name>

<datatype> STRING_TYPE(geo URI) </datatype >

<description> The "location" is the geospatial information wheresthe data is
acquired or expected to be acquired at a given coordinatesreference system (CRS).
The CRS shall be specified in the datatype of geo URI. </description>
<resource>"geo URI"=https://tools.ietf.org/rfc/rfc5870</résource>

</property>

Mismatch detection

Function Signature:

mismatchDetection(loT System1.location, loT Sysstem2.location)

Requirement:

The location mismatch shall be detected.when the "location" property defined in
these two loT systems does not match®

Syntactic resolution

Function Signature:

syntacticResolution(loT System1.location, loT System2.location)
Requirement:

The syntactic resolution shalkimplement either "compensate location differences" or
"mismatch notification".

Non-syntactic resolution

Non-syntactic resolutions are out of the scope of this document. For example, a
resolution can be rgalized by interpolation or correction factors.
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— mismatch4: Data recording pattern mismatch
See Table 7.

Table 7 — Mismatch4: Data recording pattern mismatch

mismatch4: Data recording pattern mismatch

Name mismatch4
Title Data recording pattern mismatch
Ubbl;pt;ull T:IU “Ddtd |c\.,u|u'i||g pdttclll III;DIIIdt\.’:I“ ;D t:IU III;DIIIdt\.’:I Uf u'ata dbquib;t;ull tilll;llyb

between loT systems.

For example, if loT System1 expects periodically recorded data, but loT System?2
can only record data when data change is acknowledged, then there is a mismatch.

Required property <property>

<id>MS4</id>

<name> dataRecordingPattern </name>

<datatype> ENUM_CODE_TYPE ("periodic","change-driven") &/datatype>
<description>The "dataRecordingPattern" specifies the pattern indicating whether
the information is acquired with a periodical specified freguency or through a
change-driven method.</description>

<resource> https://www.w3.org/TR/websub/ </resountes

</property>

Mismatch detection Function Signature:

mismatchDetection(loT System1.dataRecordingPattern,

loT System2.dataRecordingPattern)

Requirement:

The data recording pattern mismatch.shall be detected when the
"dataRecordingPattern" property defined in these two loT systems does not match.

Syntactic resolution Function Signature:

syntacticResolution(loT Systemdl~dataRecordingPattern,

loT System2.dataRecordingPattern)

Requirement:

The syntactic resolution'shall implement either "compensate recording pattern" or
"mismatch notification™

Non-syntactic resolution Non-syntactic resolutions are out of the scope of this document. For example, a
resolution can-berealized by interpolation or a change point detection.
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mismatch5: Precision mismatch

See Table 8.

Table 8 — Mismatch5: Precision mismatch

mismatch5: Precision mismatch

Name mismatch5
Title Precision mismatch
Description The "PTecision mismatch. 15 the mismatch of data precisions Detween 101 SysStems.

For example, if loT System1 requires the precision +0,2 °C of the temperature
sensor, while |oT System2 can only provide £1,0 °C precision, then there is-a
mismatch.

Required property

<property>

<id>MS5</id>

<name> precision </name>

<datatype> REAL_MEASURE_TYPE</datatype>

<description> The "precision” is a quantitative symmetrical-or asymmetric offset
of a physical quantity by specified values with its associated.unit at specified
conditions.</description>

<resource> https://www.w3.org/TR/vocab-ssn/ </resource>
</property>

Mismatch detection

Function Signature:

mismatchDetection(loT System1.precision, loT\System2.precision)

Requirement:

The precision mismatch shall be detected.when the "precision" property defined in
these two loT systems does not match:

Syntactic resolution

Function Signature:

syntacticResolution(loT SystemA,.precision, 10T System2.precision)
Requirement:

The syntactic resolution shalhimplement either "truncation” or "mismatch
notification".

Non-syntactic resolution

Non-syntactic resolutions are out of the scope of this document. For example, a
resolution can be realized through a policy-based harmonization of data
precisions.
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— mismatch6: Significant figure mismatch

See Table 9.

Table 9 — Mismatch6: Significant figure mismatch

mismatch6: Significant figure mismatch

Name

mismatch6

Title

Significant figure mismatch

L.
CoUITYUUTI

T:IU “S;yllifibdllt ﬁyulc III;DIIIdtU:I“ ;D t:IU III;DIIIdt\.’:I Uf b;yll;ﬁballt fiHUIUD Uf \J‘dtd
between loT systems.

For example, if loT System1 requires two significant figures for temperature_ data;
while loT System2 can provide five significant figures, then there is a mismatch.

Required property

<property>

<id>MS6</id>

<name> significantFigure </name>

<datatype> REAL_TYPE</datatype>

<description>The "significantFigure" is used to express, in an approximate way, the
precision or uncertainty associated with a reported numerjcal _fesult. </description>
<resource> https://www.w3.org/TR/vocab-ssn/ </resouree?

</property>

Mismatch detection

Function Signature:

mismatchDetection(loT System1.significantFigute, loT System2.significantFigure)
Requirement:

The significant figure mismatch shall be detetted when the "significantFigure"
property defined in these two 10T system$s _does not match.

Syntactic resolution

Function Signature:

syntacticResolution(loT System1.significantFigure, loT System2.significantFigure)
Requirement:

The syntactic resolution shall implement "rounding" or "truncation” or "mismatch
notification".

Non-syntactic resolution

Non-syntactic resolutions are out of the scope of this document. For example, a
resolution can be realized through a policy-based harmonization of significant
figures.
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— mismatch7: Range mismatch
See Table 10.

Table 10 — Mismatch7:Range mismatch

mismatch7: Range mismatch

Name mismatch7
Title Range mismatch
Ubbl;pt;ull T:IU “F‘\dllyc III;DIIIdt\.’:I“ ;D t:IU Illiblllatbil Uf Upvldt;lly rariycs Il.lC:tVVC:C:II :UT Dybtclllb.

For example, if loT System1 expects +50,0 °C operating range while l1oT System2
can only provide +30,0 °C operating range, then there is a mismatch.

Required property <property>

<id>MS7</id>

<name> operatingRange </name>

<datatype> LEVEL (MIN, MAX) OF REAL_MEASURE_TYPE

</datatype>

<description> The "operatingRange" describes a required range‘inside which a
system is operated.</description>

<resource> https://www.w3.org/TR/vocab-ssn/ </resource>

</property>

Mismatch detection Function Signature:

mismatchDetection(loT System1.operatingRangg, 10T System2.operatingRange)
Requirement:

The range mismatch shall be detected whend¢the "operatingRange" property defined
in these two loT systems does not match:

Syntactic resolution Function Signature:

syntacticResolution(loT System1.operatingRange, loT System2.operatingRange)
Requirement:

The syntactic resolution shalkimiplement either "range check" or "mismatch
notification".

Non-syntactic resolution Non-syntactic resolutiong’are out of the scope of this document. For example, a
resolution can be realized through a system-wide harmonization of operating
ranges.
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— mismatch8: Calibration mismatch
See Table 11.

Table 11 — Mismatch8: Calibration mismatch

mismatch8: Calibration mismatch

Name mismatch8
Title Calibration mismatch
Ubbl;pt;ull T:IU “Cd“‘uldt;ull III;DIIIdtU:I“ ;D t:IU III;DIIIdt\.’:I Uf de:;luldt;ull tilllvb dt d B;VUII tiIIIU
scale.

For example, if loT System1 requires a specific calibration time, while 10T System2
can only provide a different calibration time, then there is a mismatch.

Required property <property>

<id>MS8</id>

<name> calibrationTime </name>

<datatype> REAL_MEASURE_TYPE </datatype>

<description> The "calibrationTime" describes the timestamp whén the system is
calibrated. </description>

<resource> https://www.w3.org/TR/vocab-ssn/ </resouree?

</property>

Mismatch detection Function Signature:

mismatchDetection(loT System1.calibrationTimés 10T System2.calibrationTime)
Requirement:

The calibration mismatch shall be detected‘when the "calibrationTime" property
defined in these two 10T systems does not match.

Syntactic resolution Function Signature:

syntacticResolution(loT System1.calibrationTime, loT System2.calibrationTime)
Requirement:

The syntactic resolution shall jmiplement either "recalibrate" or "compensate
calibration differences".

Non-syntactic resolution Non-syntactic resolutions are out of the scope of this document. For example, a
resolution can be realized through adjustments based on a system-wide policy.
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— mismatch9: Response time mismatch

See Table 12.

Table 12 — Mismatch9: Response time mismatch

mismatch9: Response time mismatch

Name mismatch9
Title Response time mismatch
Ubbl;pt;ull T:IU “F‘\UD}JUIIDU tiIIIU |||i0|||atu:|" ;D t:lc III;DIIIdt\.’:I Uf ICopPuUIIotT tilllcb ‘UUtVVUUII :UT
systems.

For example, if loT System1 expects "20 ms" for the response time, but loT
System2 provides a "40 ms" response time, then there is a mismatch.

Required property

<property>

<id>MS9</id>

<name> responseTime </name>

<datatype> REAL_MEASURE_TYPE </datatype>

<description> The "responseTime" is the difference between-the time when an loT
device sets a value and when the loT device observes this yalue. </description>
<resource> https://www.w3.org/TR/vocab-ssn/ </resourte>

</property>

Mismatch detection

Function Signature:

mismatchDetection(loT System1.responseTime,loT System2.responseTime)
Requirement:

The response time mismatch shall be detectéd when the "responseTime" property
defined in these two loT systems does not match.

Syntactic resolution

Function Signature:

syntacticResolution(loT System1.résponseTime, loT System2.responseTime)
Requirement:

The syntactic resolution shallNimplement either "response time compensation" or
"mismatch notification".

Non-syntactic resolution

Non-syntactic resolutionssare out of the scope of this document. For example, a
resolution can be realized through a policy-based compensation of response times.
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— Mismatch10: Acquisition status mismatch
See Table 13.

Table 13 — Mismatch10: Acquisition status mismatch

Mismatch10: Acquisition status mismatch

Name mismatch10
Title Acquisition status mismatch
ESTTpHon Fe—Acquisitionm status TisTmateir s themismater betweem dataacquisition
statuses.

For example, if loT System1 expects that the data is acquired successfully, while
loT System?2 fails to acquire data or can only provide erroneous data, then there is
a mismatch.

Required property <property>

<id>MS10</id>

<name> acquisitionStatus </name>

<datatype> ENUM_CODE_TYPE ("success","failure","error")

</datatype>

<description>The "acquisitionStatus" is an enumeration«of states occurring in the
data acquisition among different loT systems. It can be\'success" or "failure" or
"error". </description>

<resource> https://www.w3.org/TR/vocab-ssn/ </reseurce>

</property>

Mismatch detection Function Signature:

mismatchDetection(loT System1.acquisitionStatus, loT System2.acquisitionStatus)
Requirement:

The "Acquisition status mismatch" shall be detected when the " acquisitionStatus”
property defined in these two loT Systems does not match.

Syntactic resolution Function Signature:

syntacticResolution(loT System1.acquisitionStatus, loT System2.acquisitionStatus)
Requirement:

The syntactic resolution(shall implement "status notification".

Non-syntactic resolution Non-syntactic resolutions are out of the scope of this document. For example, a
resolution can berealized through a translation or notification of failure codes and
error codes.
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— Mismatch11: Unit mismatch
See Table 14.

Table 14 — Mismatch11: Unit mismatch

Mismatch11: Unit mismatch

Name mismatch11
Title Unit mismatch
Ubbl;pt;ull T:IU I”LJ.IIH. |||io|||atu:|" ib t:IU |||io|||atu:| Uf t:IU Ullitb Uf |||caou|c|||c||ta Ith:tvvt:t;ll :UT
systems.

For example, if loT system 1 expects room temperature in "Celsius" while 10T
system 2 provides temperature in "Fahrenheit", then there is a mismatch.

Required property <property>

<id>MS11</id>

<name> unit </name>

<datatype> CLASS_REFERENCE_TYPE(0112/2///62720)

</datatype>

<description> The "unit" is the unit of the measurement. s/description>
<resource> |IEC 62720 </resource>

</property>

Mismatch detection Function Signature:

mismatchDetection(loT System1.unit, loT System2.unit)

Requirement:

The "Unit mismatch" shall be detected whef/he "unit" property defined in these two
loT systems does not match.

Syntactic resolution Function Signature:

syntacticResolution(loT System1.unit,*loT System2.unit)
Requirement:

The syntactic resolution shall implement "unit conversion".

Non-syntactic resolution Non-syntactic resolutions ake out of the scope of this document. For example, a
resolution can be realized through a system-wide harmonization of units [29].
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7 A framework for loT syntactic interoperability

7.1

General

Procedure B

Create
information
exchange
rules

-n —

igure 8 shall

1
10T system’ VIIVI'L

----- gl polthen

StepB1: Check metamodel and apply
necessary extension (if any) )

A / |

StepB2: Create information exchange

1
IIVIZ ToT SystemZ I

Procedure A

‘ Preparations of operation
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'

4l_| Properties andEsLutigﬂs__l_u

Dataset for operation réjes
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MM1_2_Mwm2
Exchange rule

Dataset for information exchange rules
(Operation rules + translation rules)
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== Data flow

D File
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Procedure C
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information
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Figure 8 — A framewaork for processes on developing information exchange

rules related to loT devices from the syntactic viewpoint

Hrocedures'in-the framework are classified into three groups.

h order to realize thé syntactic interoperability between loT systems, a framework shown i
be ~provided according to descriptions
mplementation of‘the framework is out of the scope.

in Clause 5 and Clause 6. Th

- Precedure A enclosed by a blue dashed line is to prepare necessary properties an
resolutions based on the requirements of 6.3. This procedure's output is "dataset fag
Operation rules"(DOR).

=)

- O

Procedure B enclosed by a red dashed line is to create information exchange rules. This

procedure's output is "dataset for information exchange rules" (DIER). DIER is composed

of DOR and "dataset for translation rules" (DTR).
Procedure C enclosed by a green dashed line is to execute the information exchange rules

and check the result.

In Figure 8, the created DOR shall be reused by loT systems for syntactic interoperability. And
the DIER shall be reused if an 10T system has the same metamodel as Metamodel1 (MM1) or
Metamodel2 (MM2).

Once the DOR and DIER are created, Procedure A and Procedure B can be omitted for two loT
systems that are satisfied to reuse DOR and DIER.
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7.2 A conceptual model for dataset of operation rules (DOR)

Figure 9 shows the conceptual model for DOR. The following requirements apply for the classes
shown in Figure 9.

— DOR shall be created through Procedure A, and it shall contain required properties and
required resolutions for mismatches defined in Table 2, required intrinsic properties for loT
devices defined in 6.2.2 and required extrinsic properties for loT devices specified in 6.2.3.

— The class "RequiredPropertyOfMismatch" shall define required properties for mismatches.
- The ctass "Requited SetOftP1o T shalt define required IMtrinsic properttes for foT devices. |
- The class "RequiredSetOfEPIoT" shall define required extrinsic properties for loT devices

- The class "RequiredResolutionOfMismatch" shall inherit all properties from the ahove thre
classes.

[

=

—- The class "RequiredResolutionOfMismatch" shall contain possible fresolutions fg
mismatches. Each mismatch in 6.3.3 is defined as a class, which shall contain the require
properties and syntactic resolutions for the mismatch. The class- representing eac
mismatch has a name the same as the title of each mismateh./For example, th
"Class:Synchronization mismatch" is defined in accordance with mismatch1 in 6.3.3.Thi
class has a property as "latestSynchronizedTime" and a'_syntactic resolution a
"syntacticResolution()". Other classes for mismatches are defined in the same approach.

22

>

[l entities in this conceptual model shall be flexibly modified; updated, deleted and addef
ccording to evolving requirements from loT systems and {oT devices.

Defined in 6.25 Befined in6.2.3
| ‘ \

Q

-
I - I
Class:RequiredSetOfintrinsicP | Class:RequiredPropertyOfMismatch 1| Class:RequiredSetOfExtrinsicPr
roperty for loTDevice(IPloT) 1 +LatestSynchronizedTime I | operty for IoT Device(EPIOT)
! +Precision . - |} B
+ 1D: Serial number : N S : + 1D: Serial number
+ Name: String ] Defined in 6.3 1 | + DevicelD: String
+DeviceType:Enumeration 1 ) 1| +Value
+Location:String : : +Timestampe
AN 1 ) Defined in 6.3 1 AN
I s I
: Class:RequiredResolutionOfMismatch :
N\ i
______
r - 1
i 2 i
i |
1 [ [ ] 1
. | | | !
: Class:Sychronization mismatch Class:Precison mismatch vCl-ags: Title ofa “‘“f“a_‘ih 1
1 |#tatestSynchronizedTime +Precision + “Required properties :
D $syntacticResolution() + SyntacticResolution() + SyntacticResolution() 1
o e o e e e e e e e o o o o e e e e e e e e e e e e e e e o o e o

Figure 9 — An excerpted conceptual model of DOR (dataset of operation rules)

7.3 Detailed procedures for a syntactic interoperability framework
7.3.1 Procedure A to prepare the required properties and resolutions

In order to prepare DOR according to descriptions in Clause 6, an overall flowchart of
Procedure A is illustrated in Figure 10. In this procedure, the following steps shall be equipped.
The order of step A1, step A2, and step A3 can be changed.

— In Step A1, properties for IPloT shall be defined to achieve syntactic interoperability.

— In Step A2, properties for EPloT shall be defined.

— In Step A3, properties and syntactic resolutions for loT mismatches shall be defined.
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In Step A4, all defined data shall be saved to DOR. The DOR shall be in coincidence with
the conceptual model shown in Figure 9.

When there are updates on DOR, updated data shall be defined in Step A5 and be saved to
an updated DOR.

StepA1

Define intrinsic properties for loT
Devices(IPloT)

Dataset for
operation rules

i T S

= —

< T0Xr

bllowing steps are required.

y=vt AD o4 Ad
StepRZ StepReT

Define extrinsic properties for loT N Store
Devices(EPIoT)

Properties and
resolutions

Y

StepA3

Define properties and syntactic
resolutions for loT mismatches

Updates on
operation rules

StepAS
IEC

Figure 10 — Steps of ProcedureA

.3.2 Procedure B to create information exchange<rules (DIER)

=

general flowchart of Procedure B is shown in Figure 8 from step B1 to step B3. Throug
rocedure B, information exchange rules betweef;two loT systems can be generated. The

N

In step B1, if Metamodel1 (MM1) of loT\'\System1 and Metamodel2 (MM2) of IoT System
do not contain mandatory properties”required for the syntactic interoperability, the
necessary properties shall be considered to be appropriately added to the metamodels.

=)

In step B2, information exchangé-rules between MM1 and MM2 shall be created.

In step B3, created information exchange rules shall be saved as DIER, which shall b
utilized to execute information transformation between MM1 and MM2.

nformation exchange rules can be one-directional or bi-directional.

he information exchange rules are dependent on MM1 and MM2. lIoT systems complying with
IM1 and MM2 eab’reuse these information exchange rules for their syntactic interoperability

.3.3 Procedure C to execute the information exchange rules and check the result

-

flowghart of Procedure C is shown in Figure 8, enclosed by a green dashed line. Throug
rocedure C, Model1 and data in loT System1 can be transformed into an loT System2 or vic
ersa. In Procedure C, the following steps shall be installed.

4%

In step C1, data in 10T System1, i.e. MM1 and Model1 in loT System1, and the created
information exchange rules shall be input to execute the information transformation.

— Through step C1, Model1 is transformed to Model1' which shall be in accordance with MM2,

the metamodel of 10T System?2.

— In step C2, it shall be checked whether Model1' complies with MM2. If Model1' complies

with MM2, then Model1' can be understood and utilized by IoT System2.

Through procedures in Clause 7, the syntactic interoperability between loT System1 and
loT System2 can be achieved with the created information exchange rules based on their
metamodels.
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Annex A
(informative)

Properties for physical loT devices and data

Intrinsic properties of physical loT devices

Possible intrinsic properties of physical loT devices are listed in Table A.1. This list can be

Table A.1 — Intrinsic properties of physical loT devices

gvolved in accordance with requirements from loT devices and loT systems.

1D

Name

M/0?

Description

Available 10T, use case

[PloT_P1

ID

See "ID" in Table 1.

ISO/IEC TR 224%7: 10T usecases

[PloT_P2

Name

See "Name" in Table 1.

ISO/IEC R 22417: 10T usecases

[PloT_P3

DeviceType

See "DeviceType" in Table 1.

ISO/IEC AR 22417: 10T usecaseq

[PloT_P4

Location

See "Location" in Table 1.

ISO/JEC TR 22417: 10T usecases

[PloT_P5

Digital communication
protocol type

value list of protocol types
used in digital communication

NOTE 1 A product can be
manufactured allowing
communication by ohe or
many digital communication
protocols.

NOTE 2 n.operation, a
product,occurrence is using
one defined communication
protocol only.

ISO/IEC TR 22417: 10T usecases

[PloT_P6

HeartBeatCurrentStatus

qualifier that specifies
operating stages of an item

[SOURCE: IEC 61360-4 CDD,
61360_4#ADA356 —
operational state qualifier]

ISO/IEC TR 22417: 10T usecases

[PloT_P7

Event

Events emitted from the loT
device

ISO/IEC TR 22417: 10T usecases

[PloT_P8

SecurityLevelOfDevice

Combination of a hierarchical
security classification and a
security category that
represents the sensitivity of
an object or the security
clearance of an individual

[SOURCE: ISO/IEC 20944-1:
2013, 3.11.1.14]

ISO/IEC TR 22417: 10T usecaseqg

[P1oT.P9

CommunicationAddress

Address that is permanently
assigned to a device or

ISO/IEC TR 22417: 10T usecaseqg

storage tocatiomamdtihat
identifies the device or
location without the need for
translation or calculation

[SOURCE: ISO/IEC/IEEE
24765:2017, 3.19]

IPloT_P10

Receiver

Party intended to receive the
message

[SOURCE: ISO 16609:2012,
3.20]

NOTE Party stands for a
device.

ISO/IEC TR 22417: 10T usecases
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1D Name M/02 Description Available 10T use case
IPloT_P11 Power (0] Source of energy (battery, ISO/IEC TR 22417: |oT usecases

mains)
[SOURCE: ISO 14708-5:
2020, 3.18]
IPloT_P12 |Port O interface for communicating ISO/IEC TR 22417: 10T usecases
with a computer program over
a network
[SOURCE: ISO 17532:2007,
3.29]
[PloT_P13 |Sender O Party responsible for, and ISO/IEC TR 22417: 10T usecases
authorized to, send a
message
[SOURCE: ISO 16609:2012,
3.21]
NOTE Party stands for a
device.
|IPloT_P14 |Description (6] Description of an loT device [ISO/IEC 'R 22417: l1oT usecaseg
[PloT_P15 |DeviceOwner 0 See "DeviceOwner" in ISONEC TR 22417: 10T usecases
Table 1.
[PloT_P17 |AC|DC (6] Power supply type: AC or DC\ | ISO/IEC TR 22417: 10T usecaseg
[PloT_P18 | Cardinality (0] Cardinality with related ISO/IEC TR 22417: loT usecases
equipment
[PloT_P19 |StateOfDevice O loT device current ISO/IEC TR 22417: 10T usecases
status(running]stopped|error|,
etc.)
[PloT_P20 |PrivacyOfDevice (0] loT device\privacy (privacy ISO/IEC TR 22417: loT usecases
information, level, etc.)
[PloT_P21 SamplingFrequency O Fregqtency of data collection |[ISO/IEC TR 22417: loT usecasef
from loT device
[PloT_P22 | ContinuousWorkingPeriod |O Period (months/days/hours, ISO/IEC TR 22417: 10T usecases
etc.) that an object has been
continuously running
[PloT_P23 |Size O Relevant dimensional ISO/IEC TR 22417: 10T usecases
characteristics of the
equipment as defined by the
manufacturer
[SOURCE: ISO 10432:2004,
3.25]
[PloT_P24 |RatedPower (0] A conventional value of ISO/IEC TR 22417: loT usecases
apparent power, establishing
a basis for the design of a
transformer, a shunt reactor
or an arc-suppression coil,
the manufacturer's
guarantees and the tests,
determining a value of the
rated current that may be
carried with rated voltage
applied, under specified
conditions
[SOURCE: IEC 60050-421:
1990, 421-04-04]
IPloT_P25 |[MaintenanceRecord (0] See "MaintenanceRecord" in |ISO/IEC TR 22417: loT usecases
Table 1.
IPloT_P26 |RoHS O RoHS compliance status ISO/IEC TR 22417: 10T usecases
IPloT_P27 |StartTimestamp]| O Startup timestamp ISO/IEC TR 22417: 10T usecases

OnTimestamp
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ID Name M/02 Description Available loT use case
IPloT_P28 |StopTimestamp| O Shutdown timestamp ISO/IEC TR 22417: 10T usecases
OffTimestamp
IPloT_P29 | OnOffCount 0 Number of on/off ISO/IEC TR 22417: 10T usecases
IPIoT_P30 |Relation O Relationship with related ISO/IEC TR 22417: 10T usecases
equipment
IPloT_P31 SecurityLevelOfEnvironme | O Security level of the location |ISO/IEC TR 22417: 1oT usecases
nt where an loT device is
illbi.d“c\j
[PloT_P32 |BatteryLife (0] Life of a timekeeping W3C Semantic Sensor Network
instrument without a new Ontology
energy supply
[SOURCE: ISO 6426-2:2002,
3.20]
IPloT_P33 |VersionOfSoftware 0 Software version -
identification
[PIoT_P34 |VersionOfDevice O Device version information -
(serial number, year, etc.)
[PloT_P35 |CO2 O CO, emissions <
[PloT_P36 |Readable| (0] Restrictions on whether or -
) not an loT device can bg
Writable writable or readable
[PloT_P37 | MeasurementRange O Set of values of meaSurands |W3C Semantic Sensor Network
for which the errocof a Ontology
measuring insttument is
intended to lie, within
specified Nmits
[SOUREE: ISO 26782:2009,
3.111
IP1oT_P38 |ActuationRange (0] Range of actuator data W3C Semantic Sensor Network

Ontology

M: mandatory; O: optional.

D T

.2

Extrinsic properties of physical loT devices

ossible extrinsic preperties of physical 10T devices are listed in Table A.2. This list can b
volved in accordance with requirements from loT devices and loT systems.

[
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Table A.2 — Extrinsic properties of physical loT devices

ISO/IEC 21823-4:2022 © ISO/IEC 2022

ID Name M/0?2 Description Available loT use case
EPIoT_P1 DatalD M See "DatalD" in Table 2. -
EPIloT_P2 DevicelD M See "DevicelD" in Table 2. ISO/IEC TR 22417: 10T usecases
EPloT_P3 Timestamp M See "Timestamp" in Table 2. ISO/IEC TR 22417: 10T usecases
EPloT_P4 DataFormat (0] arrangement of data in a file or ISO/IEC TR 22417: 10T usecases
stream
[SOURCE: ISO/IEEE
11073-10201:2004, 3.14]
FPIoT_P5 DataType (6] Domain of values ISO/IEC TR 22417: loT usecases
[SOURCE: ISO 10303-11:2004,
3.3.5]
FPloT_P6 AccessAuthority (0] See "AccessAuthority" in Table 2. [ISO/IEC TR 22417: 10T usecases
FPloT_P7 Value M See "Value" in Table 2. ISO/IEC TR 2244/7:10T usecases
FPloT_P8 Accuracy (0] See "Accuracy" in Table 2. ISO/IEC TR 22417: 10T usecases
EFPloT_P9 DataDomain (0] Industry domain of information. ISO/IEC,TR)22417: |loT usecases
FPIoT_P10 |DataPrivacy (0] Privacy of device data. ISO/IEE€ TR 22417: loT usecases
NOTE Device data means data
produced by the device in
operation.
FPIoT_P11 |ProtocolOfData (0] Information communication ISO/IEC TR 22417: loT usecases
protocol.
If not specified, the same{as‘when
connecting.
FPIoT_P12 | Analog|Digital (0] Kind of data collected\from the ISO/IEC TR 22417: 10T usecases
device(Analogue/Dijgital).
FPloT_P13 | Security (0] Data security |ével. ISO/IEC TR 22417: |oT usecases
LevelOfData
FPloT_P14 |MessageFormat (0] Format of\a“message. If not ISO/IEC TR 22417: loT usecases
specified; the same as data-format
FPIoT_P15 |[Version (0] Information version. ISO/IEC TR 22417: 10T usecases
FPloT_P16 |DataSize (0] Size of data such as byte or ISO/IEC TR 22417: 10T usecases
megabyte.
EPloT_P17 |DataSurvivalPeriod [O Valid date of information. ISO/IEC TR 22417: 10T usecases
FPloT_P18 |OwnerOfData O Data owner. ISO/IEC TR 22417: 10T usecases
NOTE Owner has the same
description as IPloT_P15.
FPIoT_P19 |ValueRange (0] Range of values. ISO/IEC TR 22417: loT usecases
Difference between the maximum
and minimum values of a set of
values.
FPloT_P20~\ValidPeriod (0] Expiration date of information. ISO/IEC TR 22417: |loT usecases
If not specified, there is no
expiration date.
FPIOT. P21 |DiscreteData|Contin |O Whether the data collected from -
uousData an loT device is continuous or
distributed.
EPloT_P22 |Sensitivity (0] Group of relevant data for a W3C Semantic Sensor Network
specific purpose. Ontology
EPloT_P23 |Precision The closeness of agreement

between independent test results
obtained under stipulated
conditions.

[SOURCE: ISO 3534-2:2006,
3.3.4]

a8 M: mandatory; O: optional.
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