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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the |
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Introduction

Current technologies permit the modification or synthetic creation of media assets. Some, like deep learning

methods, can create media assets that are hard for people to distinguish from natural media assets.

These

technologies open new, creative opportunities that are useful for business and research usage. However,

these technologies can also lead to issues relating to the use of manipulated media to spread misinfor

mation

or disinformation. Misuse of manipulated media can cause social unrest, spread rumours for political gain

or encourage hate crimes.

Media modlflcatlons are not always negatlve as they are 1ncreasmgly anormal and legal component of many

modifi atlons that were performed on the medla asset A lack of such declaratlons in these 51tuat10
reveal the lack of trustworthiness of media assets or the intention to hide the existence of manipu
To addfess such problems and attempt to avoid negative impacts, some companies, including|socia
platforims and news outlets, are developing mechanisms to clearly detect and annotate manipulated
when they are shared.

There is a need to have a standardized way to annotate media assets (regardless of the intent) and s
link thg assets and annotations together. This document (JPEG Trust) ensures (nferoperability bet
wide rgange of applications dealing with media asset creation and modificatiofiy providing a set of st
mechanisms to describe and embed information about the creation and modification of media assets

Furthefmore, a key aspect of understanding the trustworthiness of @ media asset is the nature ¢
itself. No single trust model can accommodate all the expressions of media asset trust in society. Thig
that the standard requires a flexible architecture for accommaodating diverse trust models. Throy

ations.
media
media

pcurely
ween a
andard

f trust
means
igh the

mechanism of user-defined trust profiles, this document empoweérs various communities to define trust

modelq that meet the specific demands of their trust requirements.

This dpcument (JPEG Trust) provides a comprehensive;framework for individuals, organizations, and

governfing institutions interested in establishing an environment of trust for the media that they u
to support trust in the media they share online. Thisframework addresses aspects of providing prov
informption, extracting and evaluating trust indicators, and handling privacy and security concerns.

se, and
enance
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pcument specifies a framework for establishing trust in media. This framework includes :
enticity, provenance and integrity through secure and reliable annotation of’'the media
hout their life cycle.

)rmative references

owing documents are referred to in the text in such a way that somelopall of their content conj
ments of this document. For dated references, only the edition cited'applies. For undated refe
st edition of the referenced document (including any amendments) applies.

[ 10918-1, Information technology — Digital compression<and coding of continuous-tone still
ments and guidelines

[ 15444-1:2024, Information technology — JPEG 2000 iimage coding system — Part 1: Core coding
[ 18181-2:2024, Information technology — JPEG XL image coding system — Part 2: File format

[ 18477-1, Information technology — Scalableé-compression and coding of continuous-tone still im
Core coding system specification

[ 18477-3, Information technology — Scalable compression and coding of continuous-tone still im
Box file format

[ 19566-4, Information technologies — JPEG systems — Part 4: Privacy and security

(JUMBF)

L 19566-6, Information technologies — JPEG systems — Part 6: JPEG 360

[ 19566-7, lnformation technologies — JPEG systems — Part 7: JPEG linked media format (JLINK)
[ 1956628y Information technologies — JPEG systems — Part 8: JPEG Snack

[ 21122-1, Information technology — JPEG XS low-latency lightweight image coding system —

Core co

ispects
assets

titutes
rences,

mages:

system

pges —

nges —

[ 19566-5:2023, Information technologies — JPEG systems — Part 5: JPEG universal metad@ta box

Part 1:

[ng system

IETF RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace, available at: https://www.rfc-editor

.org/in

fo/rfc4122

W3C Recommendation JSON-LD 1.1, A JSON-based Serialization for Linked Data, available at: https://www.w3
.org/TR/json-1d11/

3 Terms and definitions

For the

purposes of this document, the following terms and definitions apply.

© ISO/IEC 2025 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

actor

actors

human or non-human (hardware or software) that is participating in the media ecosystem.

EXAMPLE Camera (capture device), generation or editing software, cloud service or the person using such tools.

3.2
mediajasset
digital pssets including images, videos, audio or text

3.3
medialasset content
portion of a media asset (3.2) that represents the actual content, such as the pixel data of an imagg, along
with afy additional technical metadata required to understand or render the content (e.g. a colour profile or
encodihg parameters)

3.4
mediajasset metadata
portion of a media asset (3.2) that represents non-technical informatjon’about the media asset or its dontent,
such aq location, creator, annotations or IPR information

3.5
naturdl media asset
sensorfacquired media asset

3.6

region|of interest

ROI

subsetwithin the media asset content (3.3) identified for a particular purpose

EXAMPLE the face portion of a portrait image, an extracted foreground object(s) or scene cuts of a video
3.7

synthdtic media asset
synthetically generated media‘asset
media @sset (3.2) generated‘atleast partially by a computer program

3.8
generdtive Al media‘asset
media @sset (3.2) éreated by means of artificial intelligence (Al) and machine learning (ML)

3.9
JPEG 1
commdn-image compression data format and means of reference to ISO/IEC 10918-1

3.10
digital master
master media asset as intended by its creator

3.11

manipulated media asset

manipulated media

media asset (3.2) that has been changed with the intention to induce misinterpretation

© ISO/IEC 2025 - All rights reserved
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3.12
media asset original
media asset (3.2) produced by a device or method without any modifications

3.13
media asset provenance
set of information about a media asset (3.2) including the trail of modifications starting from an actor (3.1)

EXAMPLE Media asset origin.

Note 1 to entry: Modifications that are missing from the asset’s provenance are treated the same as an invalid or
unverifiable provenance chain.

3.14
medialfasset source
non-hujman actor (3.1) that created the media asset original (3.12)

3.15

modifled media asset
media @sset (3.2) that has been changed

3.16
assertjon
data stfucture which represents a statement asserted by an actor (3.1) coneerning the media asset (3|.2)

Note 1 Yo entry: This data is a part of the trust manifest (3.19).

3.17
claim
digitally signed and tamper-evident data structure that refefénces one or more assertion (3.16) by one ¢r more
actors (3.1), concerning a media asset (3.2) and the information necessary to represent the content_binding

Note 1 fo entry: If any assertion was redacted, then a deglaration to that effect is included. This data is a part of the
trust mgnifest (3.19).

3.18
claim §ignature
digital signature on the claim (3.17) usingthe private key of an actor (3.1)

Note 1 fo entry: The claim_signature is‘a part of the trust manifest (3.19).

3.19
trust manifest
set of information about the media asset provenance (3.13) of a media asset (3.3). A trust manifest is part of a
trust rgcord (3.23)

3.20
trust declaration
specifif type oftrust manifest (3.19) that, when present, is always first in the trust record (3.21). It represents
the actpr (3.X) that created the media asset (3.2) and contains only mandatory assertions

3.21
trustrecord

collection of one or more trust manifest (3.21) that can either be embedded into a media asset (3.2) or be
external to its media asset

3.22

trustindicators

information derived from a combination of the media asset (3.2) and the trust record (3.21) that indicate a
level of trustworthiness of a media asset in a given context

© ISO/IEC 2025 - All rights reserved
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3.23
trust credential
the set of trust indicators (3.22) that are derived from a media asset (3.2) and its trust record (3.23)

3.24

trust profile

set of expressions that are used to evaluate each trust indicators (3.22) in a given trust credential (3.23) to
indicate a level of trustworthiness for a given media asset (3.3)

3.25

trust l‘eport
result ofevaluating a-trustcredential (3.23) against a-trust-profile {3.24)
o \E J l=} r J ——J

3.26
authentic media asset
media gsset (3.2) that is verifiable (3.27) or trustworthy (3.28) or both

3.27
verifiable
able to|be checked

3.28
trustworthy
able to|be relied on as being what it is asserted to be

3.29
medialasset integrity
lack of corruption of a media asset (3.2)

3.30
registration
proces$ of storing information (e.g. media asset, metadata or provenance) about a media asset (3.2), s¢parate
from thhe media asset itself

3.31
signer
actor (B.1) who digitally signs a media gsset(3.2)

3.32
signing

proces$ that establishes the relation between an actor (3.1) and a media asset (3.2) in a tamper-evident inanner

3.33
intellectual property fights
IPR
exclusipye right of thé actor (3.1) to the intellectual work of their creation

3.34
anonymization
proces$ of,altering data in a media asset with the aim to protect the privacy of an actor (3.1) by obscuring
identiftablefeatures

3.35
obfuscation
process of altering data in a media asset with the aim to protect unauthorized access

3.36

JUMBF

universal format to embed any type of metadata in any box-based JPEG file format and means of reference to
ISO/IEC 19566-5

© ISO/IEC 2025 - All rights reserved
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4 JPEG Trust framework

4.1 Description

This document describes a framework for establishing trust in media that comply with the JPEG standards

developed by ISO/IEC JTC1 SC 29 including ISO/IEC 10918-1 (JPEG 1), ISO/IEC 15444-1 (JPEG

2000),

ISO/IEC 18477-1 (JPEG XT), ISO/IEC 18181-2 (JPEG XL), ISO/IEC 21122-1 (JPEG XS), ISO/IEC 19566-6 (JPEG
360), ISO/IEC 19566-7 (JLINK) and ISO/IEC 19566-8 (JPEG Snack)). The core components of the framework

are built on the ISO/IEC 19566-5 (JPEG Universal Metadata Box Format, JUMBF), as described

in 6.1.

Therefore, the core pr1nc1p1es can also be applled on other types of media that can embed ]UMBF containers.

The mqde all
with tHe technlcal aspects of the C2PA archltecture

NOTE

4.2 (verview

aligned

For more information about the relationship between this document (JPEG Trust) and C2PA;see Arjnex B.

The JPEG Trust framework establishes that a media asset consists of the media asset content, media asset
metadata, and a Trust Record. The Trust Record (4.3) is a tamper-evident unit ¢onsisting of a one dr more

Trust Manifests. The Trust Manifests contain a series of statements, called assertions, that cover are
as asseft creation, creation device details, authorship, edit actions, bindings to\content and other infor
associdted with the media asset.

A set of Trust Indicators (4.5) can be derived from the trust record 49 well as from other metadata
media asset content. These Trust Indicators are gathered togethep-itito a Trust Credential (4.6), which
used tq assess the trustworthiness of a media asset in a given<ontext through the use of a specifie
Profile|(4.7). The result of this evaluation is documented in a Trust Report (4.8).

The frgmework and its core components are illustrated invFigure 1.

hs such
mation

or the
can be
d Trust

© ISO/IEC 2025 - All rights reserved
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Trust profile
= f( )’ ) ’ )
A=f(0,0)
A=1f0,0,0)

A =f(0,0,0,0)

YAML file containing a series
of JSONFormula expressions

that are used to evaluate
trust indicators in a given
trust credential to indicate
a level of trustworthiness
for a given media asset.

H
: A 4
Media asset Trust credential Trust report
Media asset content » 00O A
O000000O0 A
A
Media asset metadata > >
Trust record
Data mode] representing YAML file containing the
Trust declaration .| asetoftrustindicators result of evaluating a
"] that@re derived from the trust credential against
media asset content, a trust profile
. hiedia asset metadata and,
Trust manifest its trust record

43 1

The Tr
identif

Figure 1 — Trust Framework

'rust Record

ust Record is a JUMBF superbox composed of a series of other JUMBF boxes and superboxd
ed’by'their own UUID and label in their JUMBF Description box. The Trust Record Descript

s, each
on box

shall h

ve-a label of c2pa, a UUID of 0x63327061-0011-0010-8000-00AA00389R71 (c2pa) and shall cont

hin one

or more Trust Manifest superboxes (which may be a Trust Manifest or a Trust Declaration). The Trust Record
may also contain JUMBF boxes and superboxes whose UUIDs are not defined in this document.

NOTE

Allowing other boxes and superboxes enables custom extensions to this document (JPEG Trust) as well as
enabling the addition of new boxes in future versions of this document without breaking compatibility.

A Trust Record (see Figure 2) shall contain at least one Trust Manifest. The set of Trust Manifests, as stored
in the asset’s Trust Record, represents its Media Asset Provenance.

© ISO/IEC 2025 - All rights reserved
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Trust record

Trust declaration

Mandatory assertions

hard created

binding action

Claim Q(f/o
N
X\
Claim signature ©
N
9V
O

&

\
Trust manifest O

N
VCStore C\
15
L
\

Assertions

HAN
. C\)j“ Claim
)
N
AN
O Claim signature
O
O .

O
&K
D
?\

A
4.4 ']‘I%t Manifests

Figure 2 — A Trust Record

4.4.1 General

A Trust Manifest (see Figure 3) is the set of information about the media asset provenance, while a Trust
Declaration is a special type of Trust Manifest with only mandatory assertions that always comes first in the
Trust Record.

© ISO/IEC 2025 - All rights reserved
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Trust manifest

VCStore

Assertions

Claim y<\,

Claim signature O

Figure 3 — A Trust @mfest
Q

\06
4.4.2 | Components of a Trust Manifest $\
Each Trust Manifest may contain a Verifiable Q’g’dentials (VC) Store, Assertions, a Claim, and 2
Signatyre. \O

Assertjons (5.2) are statements about ‘\&edia asset provenance of a given media asset; such a
creation, capture device details, autho(sjl'p, edit actions, and bindings to content. Assertions are w
up with additional information int@’djgitally signed entity called a Claim.

The W
be add

Togeth
Trust M

4.4.3

The Tr
identif

BC Verifiable Credentiaf individual actors that are involved in the creation of the Asserti
bd to the VCStore of a6 st Record to provide additional Trust Indicators concerning actors.

br, these Asserti 1{9Claims, Verifiable Credentials and Signatures are all bound together i
[anifestby a h are or software component called a Claim Generator.

Details@%"]‘rust Manifest

15t ifest is a JUMBF superbox composed of a series of other JUMBF boxes and superboxg
e heir own UUID and label in their JUMBF Description box. The UUID for each Trust Manife

Claim

S asset
rapped

pns can

hto the

s, each
st shall

be elthn Oxecl332cnc1 0011 _0010_28000_00AN002330DRT ] (')m )’ Oxecl33203cn0_ 0011 _0010_23000_007AN0(

389B71

(c2cm), 0x6332756D-0011-0010-8000-00AA00389B71 (c2um), Or 0x63326D64-0011-0010-8000-00AA00389B71
(c2md) depending on the type of manifest. In order to enable uniquely identifying each Trust Manifest, they
shall be labelled with a RFC 4122 (UUID) optionally proceeded by an identifier of the claim generatorand a :.

EXAMP
4FAA-B

NOTE

LE
6BF-329BF39FAlE4.

A label for the fictitious ACME claim generator might look like acme:urn:uuid:F9168C5E-CEB2-

More information about the JUMBF structure of Trust Manifests can be found in the C2PA specification.[e]

© ISO/IEC 2025 - All rights reserved
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Trust Declaration

A Trust Declaration is a specific type of Trust Manifest (which is specified using the vuip: 0x63326D64-0011-
0010-8000-002200389R71 (c2md)) that shall only be defined during creation of a media asset and shall only
contain a specific set of mandatory assertions, as well as the Claim and Claim Signature. The Requestable and
Label Present toggles shall both be set in the JUMBF Description box of the Trust Manifest’s JUMBF superbox.

These mandatory Assertions are:

— exactly one hard binding to content assertion

— eitheracZpa.hash.data, c2pa.hash.boxes, or c2pa.hash.bmff.v2 based on the type of asset and version

— €eX

NOTE

trained
uses ex
digitals|

If a spg
of a Tr
examp

4.5

Trust I
contex
trustr

for which the manifest is destined.
ctly one actions assertion

consisting ofasingle c2pa.createdaction thatspecifies the time of creationand a gigitalsoud
field whose values indicate if it was created by a camera, software tool or generative Al.

The digitalSourceType field would have the value https://cv.iptc.org/newscodes/digitalsour
AlgorithmicMedia when the media asset is created from scratch by generative) AI. When a gener
isting media assets in addition to newly created ones, then the value of\littps://cv.iptc.org/new
purcetype/compositedWithtrained AlgorithmicMedia is used.

cific workflow requires additional assertions, those requirements—an be reflected through
st Profile (4.7) that would be used to evaluate the Trust Credential (4.6) of the media ass¢
e, a workflow might require that a media asset contain the-ddte, time and location when it is g

'rust Indicators

hdicators are parameters that may be used to asséss the trustworthiness of a media asset in
. Trust Indicators are derived from one or more of the following sources: media asset contg
bcord, and the media asset metadata. Each ofthese is represented as a separate “section” of thi

Credential, along with any additional indicators-that a given workflow may produce. Trust Indicat

expres
NOTE
time to

4.6 1

4.6.1

The Tr
metada3

A Trust
Indicat]
purpos

ted in the Trust Credential as specified:in4.6.

suit specific workflows.
‘Tust Credential

General
st Credential eensists of Trust Indicators extracted from the two portions of the media asset,

ta (including’both Trust Record and other metadata) and content.

ors. Additionally, this document describes how to map well known serializations to JSON-LD
es Of consistent processing by a validator.

ceType

cetype/
htive Al

scodes/

the use
pts. For
reated.

A given
ent, the
e Trust
prs are

While some Trust Indicators are.declared in this document, new Trust Indicators can be defined at any

hamely

Credential should be serialized into a JSON-LD object, with fields representing groupings of thle Trust

for the

NOTE

Other serializations, whether ephemeral or persistent, are possible, but are not specified in this document.

The Trust Credential’s JSON-LD serialization shall contain an JSON-LD standard econtext field (such as
Figure 4) whose value shall be either an object or an array listing terms (also known as namespaces) that
are used in the Trust Credential. In the case of an object, the terms shall be listed as key-value pairs, where
the key is the term name and the value is the URI of the term. In the case of an array, only the URI is required
since it shall apply to all terms not otherwise identified by a specific term.
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"Qcontext": [
"https://Jjpeg.org/jpegtrust/"
]

Figure 4 — Example of a JSON-LD cecontext field

Since a econtext element can appear inside of any object in JSON-LD, it is possible to have custom values,
and their associated @context elements in multiple places throughout a single JSON-LD document, where the

terms 4

4.6.2

A Trus
repres
fields o

with their associated @context. For example, Figure 5 shows a content object-that contains infor

about t

4.6.3

4.6.3.1

As des
other t
Declar
repres
the maq
shall cq

NOTE
any Tru

1 1 1 1 L ol 1. 1 - i)
e 10CallZc to tldt SPeCIiiC ODJECL, SUCIT a5 TIT 'IgUI€ O.

For media asset content

Credential may contain a field named content whose value is an object containing informati
nts the Trust Indicators derived from the media asset content. There are curgently no pre-
f the content object, but workflow-centric Trust Indicators may be added to the ¢ontent objeq

he image, such as its width and height.
"content": {
"Qcontext": |
"myimg": "http://example.com/images/",
"myalgos"™: "http://example.cem/algorithms"

by

"myimg:width": 612,

"myimg:height": 792,

"myalgos:aigc probabiligy™: 0.95
|

Figure 5 — Customrcontent Trust Indicators

For Trust Manifests

General

Cribed in 4.4, a Trust Manifest consists of a set of Assertions, Claims, and Signatures (and p
hings) that are boundyjtogether into a single entity. There are two types of Trust Manifests
htions and standard Trust Manifests. If a Trust Declaration is present, its Trust Indicators 4
bnted as fields ofthe declaration object. For any Trust Manifests present, there shall be an o
ifests arrayywhich is the value of the manifests field of the Trust Credential. Each of those
ntain a listef Trust Indicators derived from the Trust Manifest.

It ispossible to produce a Trust Credential for a media asset that contains neither a Trust Declara
st Manifests. This is a valid state and the lack of a Trust Declaration or any Trust Manifests serves a{

on that
lefined
talong
mation

ossibly
: Trust
hall be
bject in
pbjects

rion nor
a valid

trustin

dicator (4.5).

4.6.3.2

JSON-LD serialized assertions

For any Assertion which is serialized into JSON-LD that will be incorporated into the Trust Credential, the
Trust Indicator shall be described using the same JSON-LD object. An example stds. iptc assertion is shown

in Figure 6.
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"stds.iptc": {

"Qcontext" : {
"IptcdxmpExt": "http://iptc.org/std/IptcdxmpExt/2008-02-29/",
"dc" : "http://purl.org/dc/elements/1.1/",

"dc:creator": [ "Julie Smith" 7,

"IptcdxmpExt:LocationCreated": {
"IptcdxmpExt:City": "Beijing, China"

}

Figure 6 — A JSON-LD serialized assertion

NOTE
Standard

4.6.3.3

For eath Assertion, which is serialized into CBOR, that will be incorporated inte the Trust Cre
the Tryst Indicator shall be described as the same key name in the CBOR map‘and its value type {

The various terms and context namespaces in Figure 6 are defined as part of IPTC Pheto M
J[12]

CBOR serialized assertions

deternjined by Table 1:

Table 1 — Mapping from CBOR to JSON-LD

etadata

Hential,
hall be

CBOR Type(s) JSON-LD Type
integer} unsigned integer unsigned number
negatiye integer integer
byte stfing string (base64 encoded)
UTF-8 string string
array array
map object
False, True boolean
Null null
half-prgcision float, single-precision float, double-precision float float
date-tijne string (as defined in ISO 8601-1)

Since (JBOR allows map keys ofany type, whereas JSON-LD only allows strings as keys in object value§, CBOR

maps With keys other than (UTF-8 strings shall have those keys converted to UTF-8 strings. An exa

mple of

a CBOR serialized assertion is shown in Figure 7, and its equivalent JSON-LD representation is shown in
Figure|8.
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"actions": |

{

"action": "c2pa.cropped",
"when": 0("2020-02-11T09:30:002")

I
{

32

"action": "c2pa.filtered",
"when": 0("2020-02-11T09:00:00z"),
"actors": [
{
"credentials": [
{ D
"url": "self#jumbf=c2pa/urn:uuid:F9168C5E-CEB2- 4faas%6BF—

9BF39FAlE4/c2pa.credentials/Joe Bloggs",

}
] 0‘1,
) \\(</
1 @)
¥ \
1, 3
"metadata": { <k
"reviewRatings": [ <§D
: A\
"value": 1, QS}
"explanation": "Content bindin@s did not validate"
} o\
] o
} K\

"alg": "sha256",
"hash": b64'hoOspQQllFTy/4Tp8Epx670E5QW5Nwk Nb3OKFXug

xO
Figure 7 — Cejé'biagnostics for an Actions assertion
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"actions": [
{
"action": "c2pa.cropped",
"when": "2020-02-11T09:30:002"
|
{

"action": "c2pa.filtered",
"when": "2020-02-11T09:00:002",
"actors": |
{
"credentials": [
{
"url": "self#jumbf=c2pa/urn:uuid:F9168C5E-CEB2-4fa@-B6B
329BF39FAlE4/c2pa.credentials/Joe Bloggs",
"alg": "sha256",
"hash": "hoOspQQllFTy/4Tp8Epx670E5QW5NwkNR+2B30KEFXug="
}
]
}
]I
}I
:II
"metadata": {
"reviewRatings": [
{
"value": 1,
"explanation": "Content bindings did not validate"

4.6.4

}

Figure 8 —JSON-LD representation of Figure 7

Claim

Since g Claim is a special type-of Assertion, it shall be serialized in the same manner as a CBOR sef

asserti

In addi

signat

assert

bn (4.6.3.3). An exdmple is found in Figure 9.

Lion, the following two fields shall be present in all Claim objects:

pre_stakls' A field whose value is a single C2PA status codel®l determined from validation ¢
signature.

F_

ialized

fthe

Lom status A field whose value is an object, where each field is the label of the Assertion an

value 1s the CZ2PA status codel®l determined from validation.

For the active Trust Manifest, the following additional field shall be present in the Claim object:

conten

NOTE

dits

t_status A field whose value is a single C2PA status codel®l determined from validation of the
content bindings.
This is present only in the active Trust Manifest, since that is the only one that can be used to check the

validity of the content bindings.
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"claim": {

"alg" : "sha256",

"claim generator": "Joe's Photo Editor/2.0 (Windows 10)",

"claim generator info" : [
{
"name": "Joe's Photo Editor",
"version": "2.0",
"schema.org.SoftwareApplication.operatingSystem": "Windows 10"
}

1,

"signature" : "self#jumbf=c2pa/urn:uuid:F9168C5E-CEB2-4faa-B6BF-

329BF39FAl1E4/c2pa.signature",

"dc:format": "image/Jjpeg",

"signature status": "claimSignature.validated",

"assertion status": {
"c2pa.thumbnail.claim.jpeg": "assertion.hashedURI.matgh'',
"c2pa.hash.data": "assertion.hashedURI.match",
"c2pa.actions": "assertion.hashedURI.match",

bo

"content status": "assertion.dataHash.match"

by

Figure 9 — A JSON-LD serialized claim

4.6.5 | For claim signature

The JSON-LD representation of the X.509 certificate fromzthe claim signature is based on a logical mjapping
of its ASN.1 serialization as defined in IETF RFC 5280.to JSON-LD. An example certificate is in Figure 10.
Additignal mappings, such as the mapping of the distihguished name (as defined in IETF RFC 4514) tp JSON-

LD shall also be done in the most logical fashion pessible.

NOTE An X.509 certificate can contain all soxts of information, but only the information that is relevant to the
trust frhimework would be included in the JSON-ED representation.
"signature": ({
"signature_algorithm": "shalWithRSAEncryption",
"subject™N {
"CN':,"Mike Smith",
"MAJL": "mike@smith.com",
9" : "Smith Inc.",
"c"o.o o "gs"
} 14
"issuer": {
"CN": "Alice's Trust Services",
"O" : "Alice Corporation",
"c" o "gs"

1

"validity": {
"not before": "2015-12-03T12:19:06",
"not after": "2023-12-31T20:17:50.2452Z"

by

Figure 10 — Representation of an X.509 Certificate

An example of Trust Profile showing how to test some of these values can be found in 4.7.6.4.

© ISO/IEC 2025 - All rights reserved
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4.6.6 For verifiable credentials

Since W3C verifiable credentials, found in a Trust Record, are serialized into JSON-LD, this Trust Indicator,
when present, shall be described using the same JSON-LD object and placed into an array which is the value
of the credentials field of the trust credential. An example is shown in Figure 11.

"credentials": [

{

"Qecontext": [
"https://www.w3.0rg/2018/credentials/v1l",
"http://schema.org"

1

"type": [

"VerifiableCredential",
"NPPACredential"

I

"issuer": "https://nppa.org/",

"credentialSubject": {

"id": "did:nppa:eblbb9934d9896a374c384521410c7£14",
"name": "John Doe",
"memberOf": "https://nppa.org/"
b
"proof": {
"type": "RsaSignature2018",
"created": "2021-06-18T21:19:102",
"proofPurpose": "assertionMethod",
"verificationMethod":

'did:nppa:eblbb9934d9896a374c384521410¢7f14# QqOUL2FQg651Q0Fjd6TvnYE

FaHiOpR1 PVQcY -tA4A",

"jws": "eyJhbGciOiJQUzIINiIsImIZNCI6ZmEsc2UsImNyaXQiOlsiYjYOTI119
DIBMvVFAICOONnSGB6TNOXKbbEIX®rsaJZREWVR2aONYTQOxnyXirtXnlewJMB
Bn2h9hfcGZrvnClb6PgWmukzEY1IiH1dWgnDIS81BH-IxXnPkbuYDeySorc4
QUIMIxdVKYSEL4HYbcI fwKi®X4LBQ2 ZHZIuljdgLcRZgHcsDF5KKy1Kc1TH
nS5VRWy5WhYg gBnyWny8E6Qkrze53MR7OUAMMNIImInN8SxDrG6a08L78J0-
Fbas50jAQz3c17GY8mVaDPOBIOVIMEghBlgl3n01ilysxbRGhHLEK4 sO0KKbeR
0gZ2dgt1DkQxDFxxn4 IQWDw mmMCJjs9qgxglzczZzgEJw"

Figure 11 — Representation of a Verifiable Credential

4.6.7 | For media asset metadata

To representvarious types of media asset metadata, it is necessary to serialize the information intp JSON-
LD, for|inclusion in the Trust Credentials structure. The data, if present, shall be the value of the ndtadata

B Ll m PPN PSR |
field of‘theTFrusttredential:

Since both ExiflZ] and IPTCI2] metadata can be expressed in XMP, it is recommended that these are first
incorporated into the XMPI2l, Then the XMP data shall be serialized according to the rules of the JSON-LD
serialization of XMP.

The JSON-LD object may also contain other properties, from other metadata schemas contained within the
media asset metadata, provided that they are serialized as JSON-LD.

The @context property within the JSON-LD object shall be present, as it is required to provide context &
namespaces for all used metadata schemas.
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An example can be found in Figure 12.

"metadata" : {

"Qcontext" : {

"exif": "http://ns.adobe.com/exif/1.0/",

"exifEX": "http://cipa.jp/exif/2.32/",

"tiff": "http://ns.adobe.com/tiff/1.0/",

"IptcdxmpCore": "http://iptc.org/std/IptcdxmpCore/1.0/xmlns/",
"IptcdxmpExt": "http://iptc.org/std/IptcdxmpExt/2008-02-29/",
b

"IptcdxmpExt:DigitalSourceType":

T T pebemcin

"IotcdxmpExt:LocationCreated": {
"IptcdxmpExt:City": "San Francisco"
I
"IotcdxmpExt:PersonInImage": [
"Erika Fictional"

"TIotcdxmpCore:AltTextAccessibility": "Photo of Erika Fiet¥onal
in front of the Golden Gate Bridge at sunset.",
exif:GPSVersionID": "2.2.0.0",
exif:GPSLatitude”: "39,21.102N",
gxif:GPSLongitude": "74,26.5737W",
exif:GPSAltitudeRef": O,
gxif:GPSAltitude": "100963/29890",
gxif:GPSTimeStamp": "2019-09-22T18:22:572%,
gxif:GPSSpeedRef": "K",
gxif:GPSSpeed": "4009/161323",
exif:GPSImgDirectionRef": "T",
gxif:GPSImgDirection": "296140/911%,
gxif:GPSDestBearingRef": "T",
"gxif:GPSDestBearing": "296140/9%1",
gxif:GPSHPositioningError": ™13244/2207",

gxif:ExposureTime": "1/100%,

exif:FNumber": 4.0,

gxif:ColorSpace": 1,

gxif:DigitalZoomRatié™: 2.0,

tiff:Make": "CamernaCempany",

tiff:Model": "Sheorer S1",

exifEX:LensMakeg!+ "CameraCompany",

exifEX:LensMgdel": "17.0-35.0 mm",

exifEX:LensSpecification": { "@list": [ 1.55, 4.2, 1.6, 2.4 ]

Figure 12 — Example of JSON-LD serialized XMP

. — 1 I L i I L W1 — 1
IlL,L,LdD. O . LMLLU L ULY/TICTWOTLUUTS/ULYLLAdLoSUULULTLYPTE/ ULyl tdltdpyLuLT

standi

NOTE Thevarfous termsand Comtext MaIespaces 1T Figure 12 are defined as part of 1P TCPhoto ™

Standard[12] and ExiflZl.
4.6.8 Example Trust Credentials

4.6.8.1 Camera

An example Trust Credential for a JPEG image from a camera might look like Figure 13:
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{

"Qcontext": [

"http://jpeg.org/jpegtrust/"

1,

"declaration" : {
"claim": {

"alg" : "shaz256",

"claim generator info" : [
{

"name": "Joe's Camera App"
}

1,

"signature" : "self#jumbf=c2pa/urn:uuid:F9168C5E-CEB2-4faa-B6BF-
329BF39FAlE4/c2pa.signature",
"dc:format": "image/jpeg",
"signature status": "claimSignature.validated",
"assertion status": {
"c2pa.hash.data": "assertion.hashedURI.match",
"c2pa.actions": "assertion.hashedURI.match"
}
I
"assertions": {
"c2pa.hash.data": {
"alg" : "sha256",
"pad"™ : "",
"hash": "Auxjtmax46cC2N3Y%aFmBO9Jfay8LEwJWzBUtZ0sUMBgA="",
"name": "JUMBF manifest",
"exclusions": |

"start": 9960,
"length": 4213
}
]
}s
"c2pa.actions": {
"actions": [
{
"action": "c2pa.cregated",
"when": "2023-02-11T09:00:002z",
"softwareAgentl \v {
"name": "Joe'(s\Camera App"
by
"digitalSourceType":
"https:/A&V). 1ptc.org/newscodes/digitalsourcetype/digitalCapture"
}
]
}
¥
o

"manifests": [
{
N O 7 | e
"alg" : "sha256",

"claim generator info" : [

© ISO/IEC 2025 - All rights reserved
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"name": "Joe's Camera App"

1,
"signature" : "self#jumbf=c2pa/urn:uuid:F9168C5E-CEB2-4faa-B6BF-

329BF39FAlE4/c2pa.signature",
"dc:format": "image/jpeg",

"signature status": "claimSignature.validated",

"assertion status": {
"stds.exif":_"assertion.hashedURI.match",
"c2pa.hash.data": "assertion.hashedURI.match",
"stds.iptc": "assertion.hashedURI.match"

b

"content status": "assertion.dataHash.match"
by
"assertions": {

"stds.exif": {
"@context" : {

"exif": "http://ns.adobe.com/exif/1.0/"
by
"exif:GPSVersionID": "2.2.0.0",
"exif:GPSLatitude": "39.918522630419034",
"exif:GPSLongitude": "116.39726729279847",
"exif:GPSAltitudeRef": O,
"exif:GPSAltitude": "100963/29890",
"exif:GPSTimeStamp": "2019-09-22T18:22:572",
"exif:GPSSpeedRef": "K",
"exif:GPSSpeed": "4009/161323",
"exif:GPSImgDirectionRef": "T",
"exif:GPSImgDirection": "296140/911",

"exif:GPSDestBearingRef": "T",
"exif:GPSDestBearing": "296140/91 XM,
"exif:GPSHPositioningError": "13844/2207",
"exif:ExposureTime": "1/100",
"exif:FNumber": 4.0,
"exif:ColorSpace": 1,
"exif:DigitalZoomRatio" : 20

I

"stds.iptc": {
"Qcontext" : {
"IptcdxmpExt": "hibtp://iptc.org/std/IptcdxmpExt/2008-02-29/",
"dc" : "http://{purl.org/dc/elements/1.1/",

by

"dc:creatdr": [ "Julie Smith" 7,

"Iptc4xmpExt:LocationCreated": {
"Iptc4xmpExt:City": "Beijing, China"

}

¥

}
1,

' . T ‘
COITCTITC ¢ 1

}

Figure 13 — Example Trust Credential from a camera

4.6.8.2 Generative Al

An example Trust Credential for a JPEG image created by a generative Al might look like Figure 14:
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{
"Qcontext": [
"http://Jjpeg.org/jpegtrust/"
1,
"declaration" : {

"claim": {
"alg" : "sha256",
"claim generator": "Joe's Photo Editor/2.0 (Windows 10)",
"claim generator info" : [

{
"name": "Joe's Photo Editor",
"version": "2.0",

"schoma ora Softwarclonlication onoratingS ftem" . "Windows 10"
) ™T T )

}
] 4
"signature" : "self#jumbf=c2pa/urn:uuid:F9168C5E-CEB2-4faa-B6BF-
329BF39FA1E4/c2pa.signature",
"dc:format": "image/png",
"signature status": "claimSignature.validated",
"assertion status": {
"c2pa.hash.data": "assertion.hashedURI.match",
"c2pa.actions": "assertion.hashedURI.match"
b
"content status": "assertion.dataHash.match"
b
"assertions": {
"c2pa.hash.data": {
"alg" : "sha256",
"pad" : "",
"hash": "Auxjtmax46cC2N3Y9aFmBO9Jfay8LEwJWzBUtZ0sUM8gA="",
"name": "JUMBF manifest",
"exclusions": [

"start": 9960,
"length": 4213
}
]
bo
"c2pa.actions": {
"actions": [
{
"action": "c2pa.created",
"when": "2023-02F3»T09:00:00z2",
"softwareAgent!' ¢ {
"name": "Joe/s .Photo Editor",
"version": (270",
"schema.grg.SoftwareApplication.operatingSystem": "Windows 10"
b
"digitteldSourceType":
"http:\//cv.iptc.org/newscodes/digitalsourcetype/trainedAlgorithmicMedia”
}
]
1
}

I
"content": {

}
}

Figure 14 — Example Trust Credential from a Generative Al

4.6.8.3 No Trust Manifests

An example Trust Credential for a JPEG image without any trust manifests might look like Figure 15:
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{

"Qcontext": [
"http://Jjpeg.org/Jjpegtrust/"
1y

"content": {

Figure 15 — Example Trust Credential without any trust manifests

4.7 1

4.7.1

A Trus
a blocK

Credential. Each statement has an expression/formula that takes one or more trustindicators as an in

produd
formul

4.7.2

The Tr
inform
in Tabl

'Tust Profile

General

L Profile enables the generation of a Trust Report from a Trust Credential. AxTrust Profile ¢
of information about the Trust Profile and a set of statements that are evaluated against

es a single output value. The Trust Profile is expressed in YAMLIL3] andithe statement expre
hs are expressed as json-formula.[13]

Trust Profile information

st Profile information block provides additional informatjon about the specific Trust Profi
htion is signalled in the Trust Profile as a dictionary named metadata that can contain the key|

Table 2 — Trust Profile metadata

bntains
h Trust
but and
ssions/

e. This
s listed

Key Value Type Mandafory
name Name of the Trust Profile. String yes
issuer Name of the issuer of the Trust:Profile. String yes
date Date when the Trust Profilewas issued. date (as defined in |yes
ISO 8601-1)
versior Version number of the Trust Profile. String (SemVer |yes
formatted)
language Default of thetext in the Trust Profile for non-multilingual |BCP-47 language |no
fields. tag
When 4 field is expressed in multiple languages, these multilingual fields use a dictionary with IETF|BCP 47
languape tags as kéy-and the text in the corresponding language as value as in Figure 16. These types are

indicat

ed as ML Di¢t.

field name:
en: Text in English.

es: Text in Spanish.

4.7.3

fr: Text in French.

Figure 16 — Example of multilingual fields

Statements

The metadata is followed by a list of statements represented as dictionaries with predefined fields.
Statements can be grouped in sections by inserting YAML document separators (triple-dash separator
---). The first optional statement of a section of grouped statements may be used to specify a section title
and an optional section description. These statements are referred to as section statements. Table 3 gives
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an overview of the structure of section statements. All other statements are referred to as expression
statements.

Table 3 — Structure of section statements

Key Value Type Mandatory
id Identifier that uniquely identifies the statement/section String yes
within the Trust Profile. la-zA-20-9_.-]*
description A human readable description of the statement/section String no
that will not be taken over in associated Trust Reports.
title Section-title-that-willbe-copiedinthe-TrustReports: SeriagMi—biet1yes
report|text Text that provides additional information about the sec- String | ML Dict |no

tion and is copied in the Trust Reports.

Table 4| gives an overview of the structure of expression statements.

Table 4 — Structure of expression statements

Key Value Type Mandatory
id Identifier that uniquely identifies the statement within the |String yes
Trust Profile. [d;2A-20-9_.-]*
descrigtion A human readable description of the statement that will String |ML Dict |no
not be taken over in associated Trust Reports.
expresgion Expression/formula to be evaluated against the Trust json-formula yes
Credential.
report|text Text that goes in the associated Trust Report toexplain the [String | ML Dict |no

output value of this statement to an end user.

4.7.4 | Expressions

Statemlents contain expressions that take one or more Trust Indicators as an input and produce a single value
as an dutput. The output value can be binary;numeric (floating point), textual (string), or a URI reference
which ¢an be internal (JUMBEF reference) or'external (URL).

4.7.5 | Predefined statement IDs

Some qtatement IDs are defined.by this document and are used to signal an expression with a pafticular
purpogde. Table 5 gives an overview of these predefined IDs.

Since this document does.hot associate any meaning with the values of the predefined IDs, the Trust|Profile
should|assign meaningsto these values.

Table 5 — Predefined statement IDs

ID Purpose Type Mandatory
jpt.profile.compliance |Expression that produces a binary output that signals|Boolean no
+hao avaya Hecarmnlia anfaandio cccnt it +hic

n
THC-OvV CTam CoOTH Pt oo O asSSCtvv ro oS

Trust Profile.

jpt.profile_score Expression that produces a score between 0 and 1 Float [0..1] no
that signals the overall compliance of a media asset
with this Trust Profile.

jpt.profile_label Expression that produces a textual label to indicate |String no
the trustworthiness of a media asset according to [a-zA-20-9_.-]*

this Trust Profile.

jpt.profile_summary |Expression that produces a textual summary that String no
describes the result of this Trust Profile for a given
media asset.
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4.7.6 Examples

4.7.6.1 Camera

An example Trust Profile for a JPEG image from a camera might look like Figure 17:

# Example Trust Profile for evaluating camera credential.json

metadata:
name: Experimental Camera Profile
issuer: JPEG Trust Committee
date: 2023-09-28T13:19:36.705%

eIl S10IT. 1.U.U
language: en

profile metadata:
something: value

# Section 1

description: Section 1 - General Information
title: General Information

report text: This section provides information about genexdl stuff

- # check for content modification
# description provides additional context that dods mot go into the
report
id: content
description: content is unmodified
expression: >
@manifest [0] .content status == "assertign.dataHash.match"
result text:
"true":
en: This content has not been medified
es: Translation in Spanish.
zh: Translation in Simplifigd Chinese.
"false":
en: This content has beendmodified

# Section 2 - GPS & Locatien information

- # check the GPS leeation
id: gps
description: GRS\location approximate to China's
expression: %

(manifests 0] .assertions."stds.exif"."exif:GPSLatitude" > 20) &&
(mantfests[0] .assertions."stds.exif"."exif:GPSLatitude" < 50) &&
(m@nifests[0] .assertions."stds.exif"."exif:GPSLongitude" > 80) &&
(marfifests[0] .assertions."stds.exif"."exif:GPSLongitude" < 120)

repgrt text:

en: The GPS information shows that the image was taken inside of

china

fr: Translation in French.

zh: Translation in Simplified Chinese.

- # check the human entered value for the city
id- cit

description: name of the city contains "China"
expression: >
contains (manifests[0] .assertions."stds.iptc"
"IptcdxmpExt:LocationCreated"
M"IptcdxmpExt:City"
, 'China')
report text:
en: The city is in China
fr: Translation in French
zh: Translation in Chinese

jp: Translation in Japanese

Figure 17 — Example Trust Profile for a camera
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4.7.6.2 Generative Al

An example Trust Profile for a JPEG image created by generative Al might look like Figure 18:

# Example Trust Profile for evaluating genai credential.json

metadata:
name: Experimental Generative AI Profile
issuer: JPEG Trust Committee
date: 2023-10-31T00:16:40.34672

versiones 1 0 0

llanguage: en

prdfile metadata:
qJomething: value

# Jection 1

(@]

escription: Section 1 - General Information

o

itle: General Information
eport text: This section provides informationlJabout general stuff

=

- # check for content modification

#l description provides additional context. that does not go into the
regort

ild: content

description: content is unmodified
gxpression: >
@declaration.content statusw== "assertion.dataHash.match"
result text:
"true":

en: This content hag not been modified

es: Translation in-+Spanish

zh: Translation-&n Simplified Chinese
"false":

en: This content has been modified

# Jection 2 =\1Is produced by Generative AI (AIGC)?

- # Is. Génerative ATI?
# Chiecks for 'trainedAlgorithmicMedia' which includes both regular
and cOmposited flavors.
idi) aigce

description: Is AIGC?

expression: >

contains (declaration.assertions."c2pa.actions".actions[0] .digitalSour

ceType,

'trainedAlgorithmicMedia')
result text:
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"true":
en: This media asset was produced by generative AI
de: Translation in German
zh: Translation in Simplified Chinese
"false":
en: This media asset was not produced by generative AI

- # See 1f the asset has been modified after creation

id: declaration only
description: is there a declaration and no manifests present?
expression: contains(keys (@), 'declaration') && !'contains(keys (@)

14

4.7.6.3

An exa

manifest')
result text:
"true":
en: No modifications took place after it was created
"false":
en: This media asset was modified after creation, buD with ful
rovenance

#i Section 3 - Compliance

# check compliance
id: jpt:profile compliance
description: is the asset compliant withywhis profile?
expression: >
@profile.aigc && @profile.declaration only
result text:
"true":
en: This media asset is compliant with this profile.
"false":
en: This media asset is\not compliant with this profile.

Figure 18 —(Example Trust Profile for generative Al

No manifests

ple Trust Profile fera JPEG image without any trust manifests might look like Figure 19:
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# Example Trust Profile for evaluating no manifests credential.json

metadata:
name: Experimental No Manifests Profile
issuer: JPEG Trust Committee
date: 2023-11-02T01:03:16.443%
version: 1.0.0
language: en

rofile metadata:
something: value

t Section 1

description: Section 1 - General Information
title: General Information
report text: This section provides information akeQ@t general stuff

- # check for manifests
id: manifests
description: does the asset contain any méanifests
expression: not null(@.manifest) || notynudll (€.declaration)
result text:
"true":
en: This media asset has one ofymore trust manifests
de: Translation in German
zh: Translation in Simplified Chinese
"false":
en: No trust manifestsy(Pound in this media asset

- # check compliance
id: jpt:profile complldance
description: is thebhasset compliant with this profile?
expression: >
@profile.manifests
result text:
"true":
en: This media asset is compliant with this profile.
"falseM:
enY This media asset is not compliant with this profile.

Figure 19 — Example Trust Profile without any trust manifests

4.7.6.4 Certificate validation

An example Trust Profile to checking the information about the X.509 certificate from the Claim Signature
might look like Figure 20:
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# Example Trust Profile for evaluating no manifests credential.json

metadata:
name: Experimental Signature Validation Profile
issuer: JPEG Trust Committee
date: 2023-09-28T13:19:36.705%
version: 1.0.0
language: en

profile metadata:
something: value

# Section 1

description: Section 1 - Date checks
title: Validity checking based on dates
report text: This section checks the validity dat&s

- # check for "not before®
id: not before
description: check the current date is afifter "not before’
expression: datetime (signature.validityy,ngbt before) < now ()
result text:
"true'":
en: The "not before date is pZior to right now
fr: Translation in French
zh: Translation in Simplified Chinese
"false":
en: The certificate isf(hot yet valid

- # check for ‘not afgtex”
id: not after
description: checklthe current date is before "not after’
expression: datetlme (signature.validity.not after) > now()
result text:
"true":
en: Thes<€ertificate is currently wvalid
"falsels
enf{/The certificate is no longer wvalid
f©¢ Translation in French

zh: Translation in Simplified Chinese
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4.8 Trust Report

4.8.1

A Trugt Report is produced from the combination, of a Trust Profile and a Trust Credential, fhereby
enting the result of evaluating the Trust Credential against the Trust Profile. The evaluation Relps to
e a level of trustworthiness for a given media-asset. A Trust Indicator presented in the Trust Credential
(extradted from the media asset) passes the evaluations if it satisfies the Trust Indicator requirement listed
in the Trust Profile.

docum
indicat|

A new
update

A Trus
Profile
Profile

The sty

ISO/IEC 21617-1:2025(en)

# Section 2

description: Section 2 - Check the CA/issuer
title: Make sure the issuer is on our Trust List
report text: This section checks for valid issuers
- # check the issuer against known ones
id: issuer
description: see if the issuer is on our trust list
expression: >
(signature.issuer.CN="Alice's Trust Services" &&
signature.issuer.C="US")
| | (signature.issuer.CN="ICK HBY" && signature.issuer.C="UA")
result text:
"true":
en: The issuer is trusted
fr: Translation in French

zh: Translation in Simplified Chinese
"false":
en: The issuer is not trusted

Figure 20 — Example Trust Profile for an X.509.certificate

General

the Trust Record of the media asset to further enhance the trustworthiness of the media assett.

against a given media-asset’s Trust Credential.

ucture of statements in the Trust Report are provided in Table 6.

Table 6 — Structure of Trust Report statements

Key. Value Type Mandatory

id Identifier of the specific statement in the associated Trust |String yes
Profile: fa-zAZ0-9—1*

title Title of section statements. String no

report_text Text generated by the associated statement in the Trust String | ML Dict |yes
Profile.

value The raw output value of the expression of the associated |Boolean | Float |yes (except for
statement in the Trust Profile. [0..1], String |section state-

ments)
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4.8.2 Examples

4.8.2.1 Camera

An example Trust Report, which is the result of processing the example Trust Credential (Figure 13) for the
JPEG image from a camera, using the example Trust Profile (Figure 17) might look like Figure 21:

metadata:
name: Experimental Camera Profile
issuer: JPEG Trust Committee
date: 2023-09-28T13:19:36.7057%

version:s 1 1 0

language: en # this report has been generated in English

# other online or offline available signed copies of this report in
her languages

related reports: # alternative languages, previously generated, reports,
alternate versions,

fr: https://jpeg.org/trustreports/exp-fr.yaml
es: self#jumbf=exp-es.yaml

pury

o

#|Section 1
#|section info, English strings extracted, exceptifor description

title: Example section title
report text: This is an example of a sectlOn description.

# 'Jjpegtrust.compliance' is a resery@ed ID that can (optionally) be us¢d
t¢ signal the result of an overall hinary profile compliance test
id: jpt.profile compliance

report text: This media asset passed the compliance test of this
pyofile.

value: True

# 'jpegtrust.score' &dsv a reserved ID that can (optionally) be used to
slgnal the result offlan overall binary profile compliance test

id: jpt.profile_skdre

report text: This media asset scored a 0.8 compliance score according
t¢ this profile\

value: 0.8

id: cohtent
# N&ed for multilingual reports probably exists, maybe we should
optionally allow the following (in addition/alternative to the references
a qnggmq#md above) -
report text:
en: This content has not been modified
es: Translation in Spanish
value: False

Figure 21 — Example Trust Report for a camera
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4.8.2.2 Generative Al

An example Trust Report, which is the result of processing the example Trust Credential (Figure 14) for the
JPEG image created by generative Al, using the example Trust Profile (Figure 18) might look like Figure 22:

metadata:
name: Experimental Generative AI Profile
issuer: JPEG Trust Committee
date: 2023-10-31T20:23:30.668%
version: 1.1.0
language: en # this report has been generated in English

# dection 1

# dection info, English strings extracted, except for description

ct

itle: Example section title
eport text: This is an example of a section descriptionh,

=

# 'jpt.profile compliance' is a reserved ID that,.cah (optionally) be
usqd to signal the result of an overall binary proffle compliance test
ijd: jpt.profile compliance

feport text: This media asset is compliant with this profile.
Value: True

# Need for multilingual reports probdbly exists, maybe we should
opfionally allow the following (in addition/alternative to the referenlces
as |suggested above) :

id: content

yeport text:

en: This content has not leen modified
es: Translation in Spapish

Yalue: True

# Is Generative AI2

idd: aigc

Heport text:

en: Thig\nedia asset was produced by generative AI
de: Tfanslation in German

zh:Translation in Simplified Chinese

Values—True

Any modifications?
id: declaration only
report text:
en: No modifications took place after it was created
value: True

Figure 22 — Example Trust Report for generative Al
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4.8.2.3 No manifests

metadata:

name: Experimental No Manifests Profile

issuer: JPEG Trust Committee

date: 2023-09-28T13:19:36.705%

version: 1.1.0

language: en # this report has been generated in Fnglish

An example Trust Report, which is the result of processing the example Trust Credential (Figure 15) for
the JPEG image without any Trust Manifests, using the example Trust Profile (Figure 19) might look like

Figure 23:

S+

Section 1

S+

section info, English strings extracted, except for description

title: Example section title
report text: This is an example of a section description.

# 'jpt.profile compliance' is a reserved ID tha®/ can (optionally)
uped to signal the result of an overall binaryeprofile compliance te
id: jpt.profile compliance

report text: This media asset is not compliant with this profile.
value: False

id: manifests
report text:

en: No trust manifests found™n this media asset
value: False

Figure 23 — Example Trust Report without any Trust Manifests

i
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4.8.3 Trust Report generation procedure
Trust profile definition phase
Predefined
trust profile
Trust establishment phase
1 B 2 Trust 3 4 5
Medi :(> indicator Trust Validation T
edia extraction credential rust repgpt
asset T
A |
I [
I [
|
New trust Optional !
manifest <«<«—-—-——77"—"—"—""—"—"""—"—" "~ —-——————— —— \S————-— /
Figure 24 — Trust Report Generation‘Procedure
The Trpist Report generation procedure is illustrated in Figuxe 24, and the detailed procedure is as fgllows:

— The Trust Profile definition phase involves the €reation of one or more Trust Profiles, whi

be

th may

created by governments, media platforms, users, etc. It can happen at any time prior to the trust
esflablishment phase;

— The trust establishment phase starts with media assets, consisting of the media asset contgnt and

mdgtadata (including both Trust Record-and media asset metadata);

— The media asset (1) is passed to an‘extraction algorithm (2), which extracts Trust Indicators (4.5) from

the¢ metadata (including both Trust Record and other metadata) and content of the media asset;
— Thk extracted Trust Indicdtors are then used to generate the Trust Credential (3) for this media

— Nekt, the Trust Credential is sent to the verification process (4) along with the predefined Trust

Us

— Th
of

— Afterwards, a new Trust Manifest may be generated based on the Trust Report. The Trust Recor

m

h Trust.Creédential against a Trust Profile;

diz‘asset would then he npr‘]afﬂd hy ar‘]ding inthe new Trust Manifest

isset;

Profile.

ngthat Trust Prafile, the verification algorithm checks whether TrustIndicatorsin the Trust Credential
safisfy the Trustindicators’ requirements in the predefined Trust Profile;

e verification algorithm then generates a Trust Report (5), which documents the result of the evaluation

] in the

5 Media asset life cycle annotations

5.1 Overview

This document establishes media asset life cycle annotations to facilitate the production and distribution
and consumption of media assets in a trustworthy manner. This is based on the use of JUMBF in which to
serialize the various annotations (called assertions)into many different media asset formats. The use of
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these annotations is expected to improve trust in media consumption by expressing the provenance of a
media asset throughout its lifecycle while ensuring media integrity and authenticity.

Reliable association of the media lifecycle annotations with the corresponding media asset is essential for
ensuring that no information is tampered with. This enables detection capabilities in the events of alteration
of the media asset. The document specifies that to achieve a wide adoption of such an annotation ecosystem,
interoperability is essential.

Hard
bindings
Media asset / (hashes) IPR — Asset creation
nformation — ifi 1 .
Content Type of mO(.ilflcatlon.
— Transcoding,
Metadata Actions contrast,
Trust record —— > Assertion (creation and > brightnesé\celour.
modifications)
— Category of modificatjon
— Global
EXIE IPTC, XMP ~ Local
— Restoration
— Enhancement
— Region of Interest (RQI)
— Purpose of modificatipn
Y
— Howx
Assertion | — Acter(s)
metadata "| — When
—Where
Figure 25 — JPEG Trust Assertions Diagram
In addiftion, it identifies that media assets consist of at least two parts — content and metadata. Figure 25
provides an overview of the media life cycle annotations, represented in the trust record aspectg of the
media fisset metadata.
5.2 Assertions
5.2.1 | Description
In this|framework, an @nnotation for representing information about the provenance of a media asset is
called §n assertion,AnJassertion is labelled data representing a statement made by an actor about 4 media
asset. Each of the.actors in the system that creates or processes an asset should produce one or more
assertipns about Wwhen, where, and how the asset originated or was transformed. Actors may be human,
thus adding iuman-generated information (i.e. copyright) or machines (software/hardware) providing the
informptien they generated (i.e. camera type or lens details). An assertion may also include inforjmation
about the-actors themselves.
5.2.2 IPRinformation
5.2.2.1 General

Intellectual Property Right (IPR) information is aimed at any actor who may wish to:

— share their media asset through web services or other means; or

— fin

d if a media asset is being used unlawfully;
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— find if a media asset can be used lawfully.

While there might be multiple levels of information that can be included in this assertion, the following basic
information is proposed as a minimum:

— ownership of the media asset by single or multiple entities;

— genre or type of media asset, for example, artistic, style, journalistic, product or other genre(s).

In specific cases where assets are created through digitization of physical assets, clarifications are expected
about the copyright ownership whether and how the ownerships are shared among the original owner of
the asset and the new owner of the asset.

5.2.2.2

Depending on the type of information that is desired to be represented, either a Creative Work'asser

or alP]

An exa

Creative work

['C Photo and Video Metadata assertionl12] can be used to represent IPR information.

ple Creative Work assertion for a media asset might look like Figure 26:

tion[19]

© ISO/IEC 2025 - All rights reserved
33


https://standardsiso.com/api/?name=7bbe350b5dad8983e236afd7f4e29a6a

ISO/IEC 21617-1:2025(en)

"Qcontext": |

"http://schema.org/",

{

"credential": null

}
1,
"@type": "CreativeWork",
"datePublished": "2021-05-20T23:02:36+00:00",
"publisher": {

"name": "Example Corp. News",
"publishingPrinciples": "https://www.example.com/news/publishings=
principles",
"logo": "https://www.example.com/news/images/example news_ lo§p pndg"
"parentOrganization": {
"name": "Example Corp",
"legalName": "The Example Corporation"
}
4
'url": "https://www.example.com/news/stories/221074238+~f7ba-4c4f-a01p-
d9p2ae7e3e59",
'identifier": "22107423-f7ba-4c4f-a015-d952ae7e3€b9",
'producer": {
"name": "Joe Bloggs",
"credential": [
{
"url": "self#jumbf=c2pa/urn:uuidsF9168C5E-CEB2-4faa-B6BF-

32PBF39FAlE4/c2pa.credentials/Joe Bloggs",
"alg": "sha256",

]

14

'copyrightHolder": {
"name": "Example Corpiw.’News",
"legalName": "Exampile' Corporation News"

'copyrightYear": 2023,
'copyrightNotice": "Copyright © 2023 Example Corp. News"

Figure 26 — A Creative Work assertion

5.2.2.3] Training and data mining

An actormmavwish to provide information about whether the media asset may bhe used as parf of

"hash": "Auxjtmax46cC2N3Y9%aFmBO9Jfay8LEwJWzBUtZ0sUM8gA"

a data

J 3¢
mining or AI/ML training workflow. For example, the actor may wish to assert:

— whether media asset’s use is allowed or not allowed for training other machine learning models;

— whethermediaasset’suseisallowed butinaconstrained manner where permission is notunconditionally

granted for this usage. In this case consumers wish to contact the right holder;

— whether Al generated media asset used only copyright free media assets, obtained all necessary usage
permission or a combination of both during the training of the machine learning models that was used to

produce the current media asset.
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For the first two items in the above-mentioned list, this assertion follows the C2PA Training and Data Mining
assertion[l? structure.

5.2.3

5.2.3.1

Using existing metadata standards

Exif

The Exif Information assertion[?] can be used to ensure that ExiflZ] information, for example about the
capture device or the location where an asset was created, is added to the asset in a way that can be validated
cryptographically.

5.2.3.2

Additiq
locatio

5.2.4

5.2.4.1

This as
of the 1
involvd

5.2.4.2

Each 3

perforied on a media asset including but limited to tranScoding, contrast, brightness, colour tempe

adding
Action

5.2.4.3

For ea
can eif|
identif

how thjs is represented is defined-by the C2PA region of interest (ROI) metadata.[®]

5.2.4.4 Purpose of modification(s)

Each a
modifi

The ‘re|

5.2.4.5

IPTC

nally, the stds. iptc assertionl1?] can be used to provided addition location information (such
h information) in addition to IPR information such as administrative and rights information.

Actions

Description

Sertion records an array of actions that are carried out during the creation or subsequent modif
hedia asset. While the creation refers to the activity relating to theumedia asset source, a modif
s any type of change to the media asset including the media asset content and media asset con

Type of modification

ction element within the Actions assertion provides information on the type of modif

annotations, etc. The current version of the Actions assertion follows the structure defined b
6]

Region of interest (ROI)

th action, it is possible to identifya region of interest (ROI) within the media asset. This
her be defined spatially (e.g. a hounding box) or temporally (e.g. time). The ROI could be u
ing a modification region, taxget region for privacy perseverance or any other reasons. The dg

Ction may also provide a reason field that provides a free text description of the purposéd
fation. This fieldds optional and may be used to provide additional information about the modif

ason’ field s explicitly defined in the c2pa.actions schema.ll

How was it created

hs IPTC

ication
ication
tent.

ication
rature,
y C2PA

region
sed for
tails of

of the
cation.

Since t

he actor performing a given action could be either a human or a machine, it is important to provide

information about how the action was performed and what additional tools were used in the process. The
information may contain (not limited to):

— acamera capture original media asset;

artly modified camera capture media asset;

— acomposite of two or more media assets;

— ad

igitized version of physical media asset;
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— amodified version of digitized media asset;

— asynthetically generated media asset including drawing;

enerative Al media asset (using machine learning models, such as generative Al);

— acombination of some or all of the other items in this list.

This information is recorded using the IPTC Digital Source Type.[12]

5.2.4.6

Category of Modifications

The ca
the act
resized

5.2.5

5.2.5.1

In orddg
existin

5.2.5.2

egory of modification can be determined by examining the values of the Actions assertions,
ion itself. Figure 27 shows a test that can be added to a Trust Profile to determine if the‘im3g
in some way.

- # Resize type of action?
# Checks the value of each action for one of the possible values
id: resized
description: Was the image resized or re-oriented
expression: >
contains (actions[*].action, "c2pa.cropped") ||
contains (actions[*].action, "c2pa.resized") A\
contains (actions[*].action, "c2pa.orientatdion™)

result text:
"true":
en: This media asset was resized ©x re-oriented
de: Translation in German
es: Translation in Spanish

jp: Translation in Japanese
"false":
en: This media asset did=not change size or orientation

zn: Translation in Sinmfplified Chinese

Figure 27 — TrustProfile fragment for testing resize actions

Bindings (hashes)

General

I to establish-the integrity of the media asset content and media asset metadata, a series of ass
b to establish'both hard and soft bindings between the trust record and the media asset.

Hard bindings

such as
ge was

ertions

The ha

rdbinding ensures integrity through established hashing algorithms, as further explained in §

.2, and

is one of the mandatory assertions in any Trust Manifest and Trust Declaration. This assertion follows the
C2PA Hard Binding structure with relevant hashing algorithms.

5.2.5.3

Soft bindings

Soft bindings refer to verifying content integrity even when some bits are changed due to processing of
the media such as format changes or enhancements. This is typically managed by perceptual hashing or
techniques such as digital fingerprinting and digital watermarking. The soft binding assertion(®] provides a
list of predefined algorithms that can be used to generate such soft binding.
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5.3 Assertion metadata

5.3.1

General

In various scenarios it is necessary or useful to provide additional information about an assertion, such
as the actors, when (date and time) it was generated or other data that may help users to make informed
decisions about the provenance or veracity of the assertion data.

5.3.2 Actors
An actor object references a particular person or organization. A valid actor object shall have either:
— anfidentifier field containing an identifier, or
— adredentials or credential field containing at least one hashed_uri to a W3C Verifiable Credential in the
Credential Store that is associated with the actor, or
— both (in which case, the id field in the credentialSubject W3C Verifiable Credential-object should match
the identifier field of the actor).
5.3.3 | When (date and time)
An ISO[8601-1 formatted date and time string may be included as the value/of the dateTime field of tHe C2PA
assertipn metadata assertion.[®]
5.3.4 | Extent of modification(s)
5.3.4.1 Description
This agsertion is used to provide a means to signal the-extent of modifications of this asset compared to a
refererjce version of the asset by providing one or more of the following objective similarity metrics:
— Ropt mean square error (RMSE);
— Pepk signal-to-noise ratio (PSNR).
NOTE Additional metrics such as SSIM;E7Z] FSIMI[18] and UIQ[16] can also be used.
An ext¢nt of modification assertion'shall have a label of jpt .mod-extent.
5.3.4.2) Metadata structire
The exfent of modification is expressed in this CBOR-serialized assertion by signalling the existende of an
objectiye metric, type of objective metric and an associated value. Table 7 gives an overview of the flields of
the mod-extent-mip:
Table 7 — Extent of Modification fields
ID Purpose Type Mandatory
compliance A binary output that signals the compliance/ex- |Boolean no
istence of an objective metric indicating extent of
modification.
metric Expression that provides the information about |String no
the objective metric used to express the extent of
modification.
score Expression that produces a score that is pro- Float no
duced by the objective metric.
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Schema

The schema for this type is defined by the mod-extent-map rule in Figure 28:

mod-extent-map = {
? "compliance" : bool,
? "metric" : tstr .size (l..max-tstr-length),
? "score" : float

Figure 28
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Jse of JUMBF

r to support many of the requirements of JPEG Trust, Trust Manifests need(tio be stored (serf}
tructured binary data store that enables some specific functionality including:

lity to store multiple manifests (e.g. parents and ingredients) in a single‘container;
lity to refer to individual elements (both within and across manifests) via URIs;
lity to clearly identify the parts of an element to be hashed;

lity to store pre-defined data types (e.g. JSON and CBOR);

lity to store arbitrary data formats (e.g. XML, JPEG).

tion to supporting all of the requirements in the list above, the chosen container format |
[ 19566-5) is also natively supported by the JPEG standards developed by ISO/IEC JTC1 SC
patible with the box-based model (ISO/IE€14496-12) used by many common image and vi
5. Using JUMBF enables all the same, benefits of other native box-based formats but with

alized)

JUMBF,
29 and
leo file

a few

additional benefits, such as URI References,in addition to being able to work with the various JPEG standards

as well

NOTE 1
such as

A Trus

as other formats.

The JUMBEF serialized format can be used when the Trust Records are stored separately from th
in a separate file or URI location:

t Manifest consumer_shall never process an assertion, assertion store, claim, claim signa

e asset,

fure or

Trust Manifest that is not eontained inside of a Trust Record. Additionally, when a Trust Manifest Consumer

encourn
conten

NOTE 2
ones of

6.2 K

ters a JUMBF box‘or’ superbox whose UUID it does not recognize, it shall skip over (and ign
[S.

This means that the Trust Manifest Consumer can process private boxes that it knows about, bu
which itiswnaware.

imbedding manifests into JPEG assets

pre) its

[ ignore

6.2.1

Embedding manifests into JPEG 1 and JPEG XT

The Trust Record shall be embedded as the data contained in an APP11 Marker as defined in ISO/IEC 18477-3.

Since a single marker segment in JPEG 1 cannot be larger than 64K bytes, it is likely that multiple APP11
segments will be required, and they shall be constructed as per ISO/IEC 10918-1 and ISO/IEC 19566-5:2023,
D.2. When writing multiple segments, they shall be written in sequential order, and they shall be contiguous
(i.e. one segment immediately following the next).

NOTE

The previous requirement is specific to JPEG Trust, as JPEG 1 allows the segments to be written in any
order and does not require them to be contiguous.
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6.2.2 Embedding manifests into JPEG XL

As described in ISO/IEC 18181-2:2024, Clause 4, JPEG XL supports two different formats for the data. It may
use a box structure that is compatible with JPEG 2000 and JPEG XS or it may be a direct JPEG XL codestream
without the box structure. A JPEG XL file that uses the box structure shall contain at most one JUMBF (5umb)
superbox (ISO/IEC 18181-2:2024, 9.4) containing a Trust Record Description box (4.3), which contains the
Trust Record as described in C2PA Technical Specification.le] A JPEG XL file that is only a codestream is
unable to include an embedded Trust Record.

Figure 29 shows an example of a Trust Manifest embedded in a JPEG XL image.

IPEG XL i
J G Im':loq'_e

Vi
‘jumb’ box with trust record description (‘c2pa’) q/Q
A
Trust manifest (‘c2ma") %'\
A
Claim signature (‘c2cs’) Q/O
N
40
s\\.?
O
X
QV
Claim (‘chB&\\
9
$®
R
S

O

Assertion store ("c2as’)

Figure 29 — A Trust Manifest embedded in a JPEG XL image

O
S
?\

2

6.2.3 Embedding manifests into JPEG 2000

The JPEG 2000 file format, as codified in ISO/IEC 15444-1:2024, Annex I, provides a box-based container
format for storing data similar to ISO/IEC 14496-12 (ISO BMFF). The Trust Record shall be embedded into a
JPEG 2000 file (i.e. J2C, JP2 or JPX) as the data of a box whose TBox shall have a value of jumb as described in
6.2.2 and in ISO/IEC 18181-2:2024, 9.3.

The jumb box may appear anywhere in the file, though it is recommended to put it earlier in the file to
improve retrieval. There shall be only one jumb box, containing a Trust Record Description box (4.3), in a
JPEG 2000 file.
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6.2.4 Embedding manifests into JPEG XS
As JPEG XS uses the same box format as JPEG 2000, the same approach as described in 6.2.3 shall be used.

The jumb box may appear anywhere in the file, though it is recommended to put it earlier in the file to improve
retrieval. There shall be only one jumb box, containing a Trust Record Description box (4.3), in a JPEG XS file.

6.3 Embedding manifests into other asset types

JUMBF can be embedded into assets that are not JPEG, including other raster image formats, vector formats,
audio and video formats and more. Details can be found in C2PA Technical Specification.[e]

6.4 Hxternal manifests

In somp cases, it is not possible (or practical) to embed a Trust Record in an asset. In those ‘cases, lfeeping
the Mahifests external to the asset is an acceptable model for providing providence to assets. The njanifest
should|be stored in a location, referred to as a manifest repository, that is easily logatable by a manifest
consumer working with the asset, such as by reference or URI. As the Trust Record is aJUMBF box, it shall be
served|with the JUMBF Media Type, application/c2pa.

Some common reasons to use an external manifest are:
— It ik not practical, such as when the size of the Trust Record is larger.thian the asset’s digital cont¢nt;
— Itik not appropriate, such as when it would modify an asset that should not be modified.

NOTE An example of this is creating a manifest for a pre-exisping asset.

6.5 Embedding a reference to the active manifest

If the |asset has embedded XMP (ISO 16684-1), it iS recommended that the claim generator|add a
dctermp:provenance key to the XMP, the value (a.UR! reference) being where to locate the Active Manifest.
The URI shall either be a JUMBF URI for an embedded Manifest or a standard URI for any non-empedded
scenar]os, whether stored remotely or locally:dn the same storage system as the asset itself.

An example JUMBF URI would be stored as-shown in Figure 30:

<dcterms:provenance>
self#jumbf=c2pa/wrn:uuid:F9168C5E-CER2-4faa-B6BF-329BRF39FA1E4
</dcterms:provehance>

Figure 30 — Example JUMBF URI

7 Idpntification of actors

7.1 Identity and actors

7.1.1 Verifiable credentials

7.1.1.1 General

Actors may wish to provide their W3C Verifiable Credentials to the claim generator as part of establishing
provenance for an asset. Actors may be individuals, groups or organizations.

W3C Verifiable Credentials, as specified in W3C Verifiable Credentials Data Model, are used in this document
to provide additional detail about the actors identified in assertions with more information, potentially
providing additional trust signals. Although these W3C Verifiable Credentials can include proofs of their own
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authenticity, they are not a mechanism for verifying that a particular actor authorized a claim, assertion or
piece of metadata. Any validation or usage of the W3C Verifiable Credential is out of scope of this document.

EXAMPLE Conveying a W3C Verifiable Credential for the actor identified as the author in an assertion might link
that author’s ID with an email address, social media ID, or real name, or it might identify that actor as a member of a
particular professional body or provide other qualifications relevant to the actor’s involvement in the asset.

Any provided W3C Verifiable Credentials shall be compliant with the JSON-LD serialisation described in the
W3C Verifiable Credentials Data Model.[14]

NOTE1 JSON-LD serialization is mandated as it is the most commonly used of the three syntaxes presented in
section 6 of the W3C Verifiable Credentials specification. It is also the one that aligns best with its extensibility model,
which cputd-be Usefui to Some IMpIiementers.

An exgmple of a compliant credential for an individual might be one issued by the National Press
Photographers Association (NPPA), which links an identifier for a person to their name (“John/Doe”)) and a
statempnt about their membership of the NPPA. A W3C Verifiable Credential example is shown in Fighre 31:

'Qcontext": [
"https://www.w3.0rg/2018/credentials/v1l",
"http://schema.org"

'type": |

"VerifiableCredential",

"NPPACredential"
"issuer": "https://nppa.org/",
'credentialSubject": {

"id": "did:nppa:eblbb9934d9896a374¢c384521410c7£14",

"name": "John Doe",

"memberOf": "https://nppa.org/"

4
'proof": {

"type": "RsaSignature2018';

"created": "2021-06-18T2L:19:10z2",

"proofPurpose": "assettionMethod",

"verificationMethod!:
'did:nppa:eblbb9934d9896a374c384521410c7£14# QqOUL2FQg651Q0FjdeTvnYET
[aHiOpR1PVQCY -tA4RY,
"Jjws": "eyJhbEeiOiJQUzIINiIsImI2NCI6ZmEsc2UsImNyaXQiOlsiYjY0I119
DIBMvVFAICOONnSGBOTnOXKbbFO9XrsaJZREWVR2aONYTQOxnyXirtXnlewJMB
Bn2h9hfcGZrvia€lbe6PgWmukzFJ1I1iH1dWgnDIS81BH-IxXnPkbuYDeySorc4
DUIMIxdVKYSELAHYbcI fwKj 6X4LBQ2 ZHZIuljdgLcRZgHcsDF5KKy1Kcl1TH
NOSVRWySWhYg gBnyWny8E6Qkrze53MR7OuUAMMNIImInN8SxDrG6a08L78J0—
Fbas505A0z3¢c17GY8mVuDPOBIOVIMEghB1g13n0ilysxbRGhHLEK4s0KKbeR
pgZdgblDkOxDFxxn41Q0WDw mmMCjs9gxgOzcZzgEJw"

+

Figure 31 — Example W3C Verifiable Credential
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A W3C Verifiable Credential used as part of this document shall contain only a single credentialsubject and
that credentialsubject shall have an id value.

NOTE 2  Although Figure 31 and many examples in the W3C Verifiable Credentials Data Model specification use
Decentralized Identifiers (DIDs) as the value of the id field, DIDs are not necessary. Specifically, W3C Verifiable
Credentials do not depend on DIDs and DIDs do not depend on W3C Verifiable Credentials. DID-based URLs are just
one way to express identifiers associated with subjects, issuers, holders, credential status lists, cryptographic keys,
and other machine-readable information associated with a W3C Verifiable Credential.

7.1.1.2 VCStore

The set.of W3C Verifiable Credentialsin a JPEG Trust manifest are collected ‘rngp‘rhpr intoa ]ngir‘;ﬂ construct

that is referred to as the VCStore and it shall be stored as described in 6.1. Just as with the assertion store,
the VC$tore shall always be included/embedded in the JUMBF — it is not stored separately.

For ea¢h JPEG Trust manifest, there shall be no more than one VCStore associated with it"However, as an
asset npjay have multiple JPEG Trust manifests associated with it, there may be multiple VCGStores asspciated
with ;1 asset.

7.1.1.3] Using verifiable credentials

Some gssertions, such as Creative Work and Actions, may contain references to Persons or Organisations
which are responsible for various roles and responsibilities. An examplé-of a creative work assertipn is in

Figure|32.

Referefces to Actors are defined in C2PA Technical Specification 22}

{
"@context": "http://schema.org/",
"@type": "CreativeWork",
"copyrightHolder": {
"name": "Example Corp",
"legalName": "The Examplelorporation",
"identifier": "https://www.example.com/",
"credential": [
{
"url": "self#jumbfFc2pa/urn:uuid:F9168C5E-CEB2-4faa-B6BF-
329BF39FA1E4/c2pa.credentials/https://www.example.com/",
"alg": "sha2p6§"v,
"hash": "Auxjtmax46cC2N3Y9aFmBO9Jfay8LEwJWzBULtZ0sUM8gA"
}

]
b
"copypightYear": 2021,

"copyrightNotice": "Copyright © 2021 Example Corp."
}

Figure 32 — Referencing a VC from a CreativeWork assertion

7.1.1.4 Verifiable credential security considerations

In most W3C Verifiable Credential workflows, the information about the subject (e.g. the cryptographic
keys) is fetched on demand at the time of validation. While that is an acceptable model, it does open up a
possible attack vector by providing an attacker with an externally-visible signal about what the validator
is validating. Therefore, this document also supports having the information captured and embedded at
the time of signature. This not only prevents leakage, but also makes it very clear what data the signer is
asserting about the credential’s subject.
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7.1.1.5 Redaction of verifiable credentials

Since a W3C Verifiable Credential can contain personally identifiable information, there may be workflows
where it is necessary to remove/redact a W3C Verifiable Credential from the VCStore. To redact a W3C
Verifiable Credential, a claim generator shall overwrite the contents of the credential in the W3C Credential
Store with all zeroes, just as one would when redacting an assertion, however, doing only that will cause
validation failures later on since the hashed uri to the W3C Verifiable Credential will fail to resolve causing
a validation failure. To fully redact a W3C Verifiable Credential, the associated (referencing) assertion would
also need to be redacted.

8 Mediaassebcontentbinding

8.1 (eneral

Any mgdia asset may contain a trust manifest which is bound to the media asset using a signed cryptographic
hash. Trust manifests are validated by a process that tests the validity of the associated\claim signdture as
well as|the time stamp and any included credential revocation information.

A validator may also evaluate each of the assertions in the trust manifest, and\those results becorphe new
trust ipdicators that are added to the full list of trust indicators (for a given asSet) and compiled tggether
into a frust credential. This trust credential may also then undergo evaluation and reporting in alignment
with tHe requirements of a provided trust profile(s).

8.2 (ryptographic binding to content

A key 3spect to a trust manifest is that is cryptographically:hound to a uniquely identifiable media asset.
This is|accomplished through the use of standard cryptographic hashes, such as SHA2-256. These |hashes
also enfable a validator to detect if the asset has been modified since the trust manifest was constructed.

Becauge media assets can be packaged in various_well-known formats, that may differ in how the data
contained therein is serialised — there are multiplé@approaches to how to perform and then store the(results
of the hashing algorithm used. For example, aJPEG 1 file could be hashed using a simple C2PA data hash
assertipn while a JPEG 2000 file could be hashed using a C2PA general box hash.le] However, either cpuld be
used fdr the other format, and the results stored in the trust manifest.

8.3 Use of digital signatures

A trust{manifest is signed by theelaim generator of the manifest, using a certificate for a specific actpr. This
signatyre is used to not only-ensure that the manifest has not been tampered with since it was created, but
also toclearly identify (and-enable validation of) the actor that claims to have created it. This is accomplished
through the use of standard digital signatures algorithms and key types, such as RSA or ECDSA.

Because the majority-of assertions in a trust manifest are serialized into CBOR, which enables native|binary
data, the signapur¢’is also serialized into CBOR, specifically COSE (IETF RFC 8152).[11] This enables the
signatyre to bestored in the trust manifest in a compact and efficient manner that is also compatible with
the resf of the-assertions and claim in the manifest.

8.4 alidation

The determination of whether the Trust Record for a given media asset is valid is accomplished through
the use of a the standard C2PA Manifest validation process.[¢] The process works by first determining if the
Claim Signature of the active trust manifest is valid, including validation of an associated time stamp and
included credential revocation information. If there are no problems with the active trust manifest, then
each of the assertions in the trust manifest is validated, including checking its associated hash provided
in the Claim. If any of the assertions are invalid, then the entire trust manifest is considered invalid. The
results of each of these validations are expressed as trust indicators which will then make their way out to
the trust credential, as described in 4.6.
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