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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

2019(E)

Technology for real-time access control is widely used in many situations such as entrance gates of
facilities and service access control systems. Membership and settlement services also benefit from
real-time access control systems connected via networks and using database information.

Sophisticated cloud, virtualisation, database, networking technology and services and the evolution of
authentication technology such as biometrics, NFC, QR codes used in distributed and modular access
control systems enable previously underserved users and operators to innovate around new use cases.
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Ti(ing into account the many technologies, this document specifies the reference model and

trol functions. It gives direction for ongoing innovation and development of technolegyar
fegration of distributed real-time access control system.

is 2nd edition of the Standard introduces new functionalities on performdnce ma
bchanisms. Performance management mechanisms allow an Access system)to be eval
rformance by using specific elements and metrics. This edition also proyvides a number of
provements and clarifications to the text of the Standard.

TE In the 1st edition the title of the Standard was Access systems.
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Information technology — Distributed application
platforms and services (DAPS) — Framework for
distributed real-time access systems

This document specifies a framework for a distributed real-time Access system. It includes:

1)| an ID triggered modular system architecture, the functions of the modules{’the semantics of
messages those modules exchange, and elements of messages;

2)| the system behaviour from the time it receives an access request until theltime it sends the result
along with the sequence;

3)| performance measurement mechanisms using a time stamping fun¢tion that can be employed for
the evaluation of the system.
2| Normative references

There are no normative references in this document.

3| Terms and definitions and acronyms
Far the purposes of this document, the following terms, definitions and acronyms apply.
ISP and [EC maintain terminological databases for use in standardization at the following addresses:

—|{ IEC Electropedia: available at http://www.electropedia.org/

—|{ ISO Online browsing platform: available at https://www.iso.org/obp

aqcess-ID-obtained-time
ti =pot

3.4
access-point-1D
identifier of an Access-point module

3.5
Access-request
request trigger of processing for access system

© ISO/IEC 2019 - All rights reserved 1
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3.6

Distributed real-time access system

data processing system distributed in the network which is activated by an access request and
completed when the processing result accepts or denies that request within a reasonable period of time

3.7
Final-Result-Notification
notification of the final result of a transaction

3.8
functionfb
identifier{of function

3.9
Policy-gdtter
message fo request the Policy module to set the rules

3.10
Policy-sdtter
message to set the rules to the RED module

3.11
Processipng-request
request tp execute a function

3.12
Processipg-response
response(to a Processing-request

3.13
RED
Rule Evaluation and Dispatching

3.14
received[lime
time wheh a module receives a request from another module

3.15
Retrievefrequest
request tp retrieve data from storage

3.16
Retrievefresponse
responsefto a Retrieyetrequest

3.17
rule-ID
identifier|dfnules

3.18
sendingTime
time when a module sends a response or a Transaction-start-request to another module

3.19
Store-request
request to store data to storage

3.20
Store-response
response to a Store-request

2 © ISO/IEC 2019 - All rights reserved
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3.21

Ti

me-stamp-Notification

notification to provide time stamp information

3.22
transaction-ID
identifier of a transaction

3.23
Transaction-start-request
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Conformance

specified herein.

Overview

bo 2 external interfaces “In” and “Out”.

e Access system model is shown in Figure 1.

Policy-interface

Processing

Processing-interface

Access-interface
Access-point

Storage-interface

External
interface (In) |

Figure 1 — Access system model

is clause is an overview of the system model and the functions of adistributed real-time Acce

e Access system consists of 5 modules "Access-point,-Policy, Processing, RED and Sto}
nterfaces "Access-interface, Policy-interface, Processing®interface and Storage-interface”.

Exte
inte
(Out

nformant Access systems progress transactions by interpreting the applicable-rules. Conformant
bdules implement the requests on their interfaces, the corresponding respoenses and time

stamping

s system.

age" and
[here are

face

The Access system starts a transaction triggered by an Access ID which is included in Access request
from the Accessor through the external interface (In). After the necessary process, the Access system
completes the transaction by sending the final result to the receiver through the other external
interface (Out).

The Access system has a mechanism, the time stamp function, to measure processing time for the
evaluation of the Access system performance.

© ISO/IEC 2019 - All rights reserved
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6 Transaction

A transaction is a suite of functions and message exchanges to generate a final result and send it to a
receiver. A transaction starts from the time an Access system receives an access request and completes
after it sends the result.

When an Access-request is received by the Access-point module, a transaction proceeds to a generated
state. In the generated state, the Access-point module generates a transaction-ID which identifies a
transaction. The transaction_ID is created based on an activated access-ID. The Access-point module
sends Transaction-start-request with the transaction-ID to the RED module.

After sending a Transaction-start-request, a transaction proceeds to an on-going state. At the/gn-
going stafte, the RED module interprets the rules set by the Policy module. According to the\resplt
of the intlerpretation, the RED module sends request messages to the Processing or Storage imodulle.
Upon redeiving a request message, the Processing module and the Storage module sénd’response
messaged to the RED module. The RED module interprets the rules again. The RED module repeats the
above prgcedure until the final result is decided based on rules and sends a final result (Final-Resylt-
Notification) to the receiver through the external interface (Out).

After senlding the final result, the transaction proceeds to a completed state;yWhen a transaction|is
completefl, the usage of the access-ID is also completed. An example of message sequence is shown|in
Annex A.

The state|machine of a transaction is shown in Figure 2.

NOTE 1 [access-ID is not defined in this document and is usually managed by a service provider. The life cyfle
and generition of an access-ID is not in the scope of this document.

NOTE 2 | This behaviour of a transaction described above is for a transaction under stable condition when a
response hased on a request during a transaction is received-within a reasonable period of time.

In the cape of a system fault, such as power loss;~network failure, or module malfunction when ho
responselis received within a reasonable period«oftime, this document does not define any exceptional
system njanagement rules. However, the rules-for providing such system failure, such as stopping a
transactipn, resetting the system, or making-a re-access request to the Accessor, should be provided|in
the actua] system.

4 © ISO/IEC 2019 - All rights reserved
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Access-request

generated

Iransaction-start-request

on-going

Final-Result-Notification

A 4

completed

Figure 2 — Transaction State Machine

Figure 3 illustrates a procedural step_and Figure 4 illustrates a branch step. A procedural step
dgtermines the next execution. A branch step selects the next rule depending on the branch c¢ndition.

7

The rules are composed of procedural steps and branch steps to determine exchanges of({lsessages.

Procedure
Result is XXX

A

( \

/

Figure 3 — Procedural step
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if XXX

then YYY else 777
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&

—/

Figure 4 — Branch step

shall define:
pquence of exchanging messages;
bnditions of granting or denying access;

inction-ID which specifies a request function for the Processing module and identifies t
r function of the Processing module in messages of the.storage interface;

estination of Final-Result-Notification.
should define:
pstination and the timing of Time-stamp-Notification.

he rule is linked to Access ID.

e stamping function

lule except the Policy module has a time stamping function. The time stamping function
easure the durationof-a transaction, request performance time and the processing time
le. Usage of time stamping functions are shown in Annex C.

stamping fun€tion of each module records receivedTime and sendingTime in each respon
The time stamping function of the RED module also logs the time when it sends and receiyj

wle

is
at

es

This clause describes the modules that are shown in the Access system model (Figure 1).

8.1 Policy module

The Policy module is a module that defines the behaviour of an Access system.

The Policy module shall keep the source of the rules.

The Policy module shall set the rules identified by rule-ID to the RED module.

© ISO/IEC 2019 - All rights reserved
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8.2 Access-point module

The Access-point module is an interface module between an Access system and Accessors.

The Access-point module receives an access request and generates a transaction.

2019(E)

When an Access-point module receives an Access-request including an access-ID, it shall generate a
transaction-ID and Transaction-start-request and shall send it to the RED module.

The Access-point module shall have its own identifier as access-point-1D.

8.
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3 RED module

e RED module is a module for the rule evaluation and dispatching (RED) functions of a di
hl-time access system.

e RED module shall process a transaction and manage time stamping functionyflogging, noti
ese functions shall be controlled by the rules that are set by the Policy mgdule.

manage time stamping information, the RED module shall log receivedTime and sendingTin]
pssage. The RED module also shall log the time when it sends and receives messages. The RE
all send Time-stamp-Notification to the receiver(s) through the external interface (Out).

A Processing module

e Processing module is a module that executes various-functions related to transactions.

e Processing module shall execute functions requésted by the RED module.

hction identified by function-ID in the Progéssing-request. After that it shall generate a P
sponse that includes the execution resultand shall send it to the RED module.

cessing data in the Storage module:

5 Storage module
e Storage module is a1nodule that stores data related to transactions.
e Storage module'shall store and retrieve data by requests from RED module.

hen the Storage module receives a Store-request, the Storage module shall store the d
nerate a Store-response and shall send it to the RED module. When the Storage module 1
trieve-request, the Storage module shall retrieve the data, shall generate a Retrieve-resp
Cludes;the retrieved data and shall send it to the RED module.

T}

stributed

ications).

he in each
D module

hen the Processing module receives a Processing-request from the RED module, it shall egecute the

ocessing-

e Processing module shall be able to;send Store-request and Retrieve-request to the RED module for

ata, shall
eceives a
onse that

e-Storage module may be used for sharing information between different transactions in

the same

Access system or a different Access system as shown in Annex B.

9

Messages of each interface

This clause specifies the messages which each module shall exchange via interfaces. Each message shall
contain a number of elements specified in Clause 9. In this document, the messages are specified by an
ASN.1 expression. Encoding rules are not specified.

Messages exchanged in the Access system are shown in Annex D.1.

© ISO/IEC 2019 - All rights reserved
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9.1 Messages of Policy interface

The Policy interface is the interface between the Policy module and the RED module. Policy-setter and
Policy-getter messages are exchanged though the Policy interface.

The Policy module uses Policy-setter to set the rules for the RED module and may send Policy-setter at

any time.

The RED module may use Policy-getter to request the Policy module to set the rules at any

time. Policy-getter is an optional message.

(1) Policy-setter

Policy-sef
The strug
Policy-sef

{

rule-
rule

}
(2) Polic
Policy-ge
The strug
Policy-ge
{

rule-

}

9.2 Me
The Acce

ter contains rule-ID and rule at least.
ture of Policy-setter is as follows.
ter ::= SEQUENCE

(D OCTET STRING,
OCTET STRING,

y-getter
[ter contains rule-ID at least.
ture of Policy-getter is as follows.

rter ::= SET

(D OCTET STRING,

ssage of Access interface

ss interface is the interface between the Access point module and the RED module, ahd

Transaction-start-request is sent through the access interface.
Transaction-start-request-c¢entains transaction-1D, access-point-ID and sendingTime at least.
The strudture of Transaction-start-request is as follows.
Transaction-start‘request ::= SET
{
trangaetion-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
b
sendingTime GeneralizedTime,
}
8 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=eb32c257aaf7237911f0788912fe6d2e

ISO/IEC 20933:2019(E)

9.3 Messages of Processing interface

The processing interface is the interface between the RED module and the Processing module, and-
Processing-request, Processing-response, Store-request, Store-response, Retrieve-request, Retrieve-
response are exchanged though the processing interface.

(1) Processing-request
Processing-request contains transaction-ID, function-ID and set-of-parameter at least.

The structure of Processing-requestis as follows

Prlocessing-request ::= SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime;
}
function-ID OCTET STRING,
set-of-parameter SET {
parameter OCTET STRING
}
}

(2) Processing-response

Prjocessing-response is the response messagé sent from the Processing module in resp¢nse to a
Prjocessing-request sent from the RED module to the Processing Module.

Processing-response contains transaction-ID, function-ID, receivedTime, sendingTime and resullt at least.
The structure of Processing-response is as follows.

Prjocessing-response ::= SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
}
funetion-1D OCTET STRING,
receivedTime GeneralizedTime,
bCllL‘lillgTilllC GCllCl d}iLCdTilllC,
result OCTET STRING,
}

receivedTime indicates the time at which the Processing module received the corresponding Processing-
request from the RED module.

sendingTime indicates the time at which this response is sent.
result includes the result of executing the function.

(3) Store-request

© ISO/IEC 2019 - All rights reserved 9
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Store-request is a request message for storing data sent from the Proccessing module to the Storage
module through the RED module. Store-request contains Transaction ID, function-ID, data-type and

data at least.

The structure of Store-request is as follows.

Store-request ::= SEQUENCE
{

transaction-1D

SEQUENCE {

access-1D

QCTET STRING.

function-ID
dataftype
data

}

(4) Retrieve-request

Retrieve-request is a message for retrieving data for execution ef{processing. It is sent from t

access-point-ID
access-ID-obtained-time
b

OCTET STRING,

OCTET STRING,
OCTET STRING

OCTET STRING,
GeneralizedTime,

he

Processirlg module to the Storage module through the RED¢{module. Retrieve-request contains
transactipn-ID, function-ID and data-type at least.

The strudture of Retrieve-request is as follows.

Retrieve-request ::= SEQUENCE

{
trangaction-1D
function-ID
dataftype

}

(5) Storg-response

The RED modulesends Store-response to the Processing module in response to a Store-request. Stot
response(contains transaction-ID, function-ID, receivedTime, sendingTime and result at least.

SEQUENCE {

access-1D
access-pointID
access-ID-obtained-time

OCTET STRING,
OCTET STRING,

OCTET STRING,
OCTET STRING,
GeneralizedTime,

e-

The structure of dltore-response 1s 4s 10l1IOWSs.

Store-response ::= SEQUENCE
{

transaction-1D

function-I1D
receivedTime

10

SEQUENCE {

access-ID
access-point-ID
access-ID-obtained-time

OCTET STRING,

GeneralizedTime,

OCTET STRING,
OCTET STRING,
GeneralizedTime,

© ISO/IEC 2019 - All rights reserved
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sendingTime GeneralizedTime,
result OCTET STRING,

}

function-ID is the same as the function-ID in the corresponding Store-request.

receivedTime indicates the time at which the Storage module received the corresponding Store-request
from the RED module.

se dingTimp indicates the time at which this respanse is sent

refult indicates whether data in the corresponding Store-request is stored or not.
(6) Retrieve-response

The RED module sends Retrieve-response to the Processing module in response-to Retrieve-request.
Rdtrieve-request contains transaction-ID, function-ID, receivedTime, sendingTime and data af least.

ThHe structure of Retrieve-response is as follows.

Rdgtrieve-response ::= SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
b
function-ID OCTET STRING,
receivedTime GeneralizedTime,
sendingTime GeneralizedTime,
data OCTET STRING,
}

fuhction-ID contains the same'data as function-ID in the corresponding Retrieve-request.

receivedTime indicates-the” time at which the Storage module received the corresponding [Retrieve-
refquest from the RED-module.

sendingTime indicates the time at which this response is sent.

dgta includes\the data which is retrieved upon the corresponding Retrieve-request.

9.4 Messages of Storage interface

The cfnvagn interface isthe interface hotween the RED module and the Storace maodule Staor -request’

o
Retrieve-request, Store-response and Retrieve-response messages are exchanged through the storage
interface.

Store-request and Retrieve-request are sent from the RED module to the Storage module and Store-
response and Retrieve-response are sent from the Storage module to the RED module in response to a
request from the RED module

(1) Store-request
Store-request contains transaction-ID, function-ID data-type and data at least.

The structure of Store-request is as follows.

© ISO/IEC 2019 - All rights reserved 11
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Store-request ::= SEQUENCE
{

transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
b

function-ID OCTET STRING,

dataftype OCTET STRING,

data OCTET STRING,

}

(2) Retripeve-request

Retrieve-fequest contains transaction-ID, function-ID and data-type at least.

The strudture of Retrieve-request is as follows.

Retrieve-request ::= SEQUENCE

{
trangaction-1D
function-I1D
dataftype

}

(3) Storg-response

SEQUENCE {

access-ID
access-point-ID
access-ID-obtained-time
b

OCTET STRING,

OCTET STRING,

OCTETSTRING,
OCGTET STRING,
GeneralizedTime,

The Storage module sends Store-tesponse to the RED module in response to Store-request. Stofe-

response|contains transaction-1D,.function-ID, receivedTime, sendingTime and result at least.

The strudture of Store-response is as follows.

Store-response ::= SEQUENCE
{

trangaction=IP

SEQUENCE {
access-1D
access-point-ID

OCTET STRING,
OCTET STRING,

function-ID
receivedTime
sendingTime
result

}

(4) Retrieve-response

12

dCCeSs-1D-0Dbtdined-tme

OCTET STRING,
GeneralizedTime,
GeneralizedTime,
OCTET STRING,

Generalized1lme,

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=eb32c257aaf7237911f0788912fe6d2e

ISO/IEC 20933:2019(E)

The Store module sends Retrieve-response to the RED module in response to Retrieve-request.
Retrieve-response contains transaction-ID, function-ID, receivedTime, sendingTime and data at least.

The structure of Retrieve-response is as follows.

Retrieve-response ::= SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
nr‘r‘pcc-pninf-ln QCTET STRING,
access-ID-obtained-time GeneralizedTime,
b
function-ID OCTET STRING,
receivedTime GeneralizedTime,
sendingTime GeneralizedTime,
Data OCTET STRING,
}

10 Messages of external interfaces

THis clause specifies an access request and notifications befwéen an Access system and entiti¢s located
oytside of the Access system as shown in Figure 1. Eachimessage shall contain a number of|elements
splecified in Clause 10. In this document, the messagesare specified by an ASN.1 expression.[Encoding
rulles are not specified.

Messages exchanged between inside and outsidé of the Access system are shown in Annex D.3.

10.1 Access request from external initerface (In)
Adcess-request is a request sent by anaccessor and is received by the Access point module.
Adcess-request contains access:ID.at least, and its structure is as follows.

Adcess-request ::= SET

{
access-1D OCTET STRING,

}

10.2 Final'Tresult notification to external interface (Out)

Fipal-Result-Notification is a notification of the final result of a transaction (grant or d¢ny). It is

ad Lo 1o RN PR | 3 1 L. An} 3 d _Ca
generarea oy e o otau e uSmg e MmesSsages—sucn—as—T rocessgresponse—ana—storeresponse

from the Processing module and the Storage module according to the rule.

Final-Result-Notification contains transaction-ID, Result_Of Transaction at least, and its structure is as
follows.

Final-Result-Notification :: = SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
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resultOfTransaction ENUMERATED{ GRANT, DENY },
}

10.3 Time stamp notification
Time-stamp-Notification is a notification to output time stamp information.

The RED module sends Time-stamp-Notification to the receiver(s). Time-stamp-Notification contains

transactipn-ID, Time-Stamp-Information at least and its structure is as follows.
Time-stap-Notification :: = SETOF
{
trangaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime;
b
Timg-Stamp-Information CHOICE {
transactionProcessingTime GeneralizedTime,
requestPerformanceTimes SET OF GeneralizedTime
moduleProcessingTimes SET OF GeneralizedTime
dataTransmissionTime SET OF GeneralizedTime
requestPerformanceTimesForRetrieve SET OF GeneralizedTime
moduleProcessingTimesForRetrieve SET OF GeneralizedTime
dataTransmissionTimeForRetrieve SET OF GeneralizedTime
requestPerformanceTimesForStore SET OF GeneralizedTime
moduleProcessingTimesForStore SET OF GeneralizedTime
dataTransmissionTimeForStore SET OF GeneralizedTime
b
}
transactipnProcessingTime, Request processing, Module processing time and dataTransmissionTie
are calculated at RED module (seé 11.1).
11 Access system performance management
A performnance management scheme is introduced to confirm the conformance of the real-tie

ce of an*Access system.

Ce,management mechanisms allow an Access system to be evaluated for performance
using specif s . e . L
Those metrics are measured by logged time in the RED module.

The RED module can measure the following time:

1) transaction processing time;

2) request performance time;

3) module processing time;

4) datatransmission time.
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The choice of performance elements and metrics depends on application and service requirements.
For example, the performance is specified “The maximum time (metric) of transactionProcessingTime
(element) is less than x seconds (value)”.

11.1 Transaction processing time

transactionProcessingTime (t;) shown in Figure 5 describes the performance of an Access system to
process a transaction. t¢p is measured by calculating the difference between the following two values
for a transaction at the RED module:

(1) trz: The time when receiving Transaction-start-request from the Access-point module,

(2) trz : The time when sending Final-Result-Notification corresponding to the Transaction-start-
request in (1).

ttp = tR2 ~ tR1 (11.1)

Access-point RED

Transaction-start-request

R1

. transactionProcessingTimg¢: ¢,
receiver

/ tRz

Final-Result-Notification

Figure 5 — transactionProcessingTime

11.2-Request performance time

Request performance time (trp) shown in Figure 6 describes the performance of the Processing module
and the data transmission time. t;p is measured by calculating the difference between the following
two values for a set of Request message and Response message logged by the RED module:

(1) tr3z:The time when sending a Processing Request.
(2) tgs:The time when receiving a Processing Response corresponding to the Processing Request in (1).

trp = tR4 ~ tR3 (11.2)
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RED Processing
t
Processing-request
tR3
\ I'tPI
\
moduleProcessinigTime
Reqtiest performance [
time >
™
) th
4
>
t \ B i e e 7
R4 Processing-response
dataTransmissionTime
tdt
Figurg 6 — Requestperformance time, Module processing time and dataTransmissionTime
11.3 Mddule processing time

Module ppdeessing time (tmp) shown in Figure 6 describes the performance of the Processing mod
The data o - M : Tt . .

the following two values for a set of Request message and Response message logged by the RED module:

(1) tps:receivedTime stored in a Processing-response.
(2) tpz:sendingTime stored in the same Processing-response with (1).

tmp = tp2 = tp1 (11.3)
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11.4 Data transmission time

dataTransmissionTime (tqt) shown in Figure 6 describes the performance of the network which
connects the RED module and the Processing module. t4; is measured by calculating the difference
between t,p and tpp.

tdt=trp — tmp (11.4)

11.5 Request performance time for retrieve

Rgquest performance time for retrieve (typr) shown in Figure 7 describes the performance.ofyetrieving
dgqta from the Storage module. t;pr is measured by calculating the difference between thé follqwing two
values for a set of Request message and Response message logged by the RED module;

(1) tgs: The time when sending a Retrieve request.

(2) tre: The time when receiving a Retrieve response corresponding to theRetrieve request |n (1).

trpr = tR6 — tR5 (11.5)
RED Storage
t Retrieve-request
Crs [ ————————————————————————————— 1
o I
moduleProcessingTinjes
requestPerformance > ForRetrieve
TimesForRetrieve < mpr

rpr

N J

R6 .
Retrieve-response

dataTransmissionTinpe
ForRetrieve
t

dtr

Figure 7 — Request performance time for retrieve, Module processing time for retrieve and
dataTransmissionTimeForRetrieve

11.6 Module processing time for retrieve

Module processing time for retrieve (tmpr) describes the performance of retrieving data in the Storage
module. The data transmission time is not included in tmpr. tmpr is measured by calculating the
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difference between the following two values for a set of Request message and Response message logged

by the RED module:
(1) tsz:receivedTime stored in a Retrieve-response.
(2) tsz:sendingTime stored in the same Retrieve-response with (1).

tmpr = ts2 — ts1 (11.6)
11.7 Data-transmission-time forretrieve
dataTran$missionTimeForRetrieve (t4tr) describes the performance of the network which connects the
RED and ptorage modules. t4¢r is measured by calculating the difference between trpr and typr.

tdtr = ffrpr — tmpr (117)
11.8 Request performance time for store
Request performance time for store (trps) describes the performance of¢stering data from storage
module ap shown in Figure 8. t;ps is measured by calculating the differencebetween the following tyvo
values for a set of Request message and Response message logged by the(RED module:
(1) tgy: The time when sending a Store request.
(2) tgg: The time when receiving a Store response corresponding to the Store request in (1).

trps =|tR8 — tR7 (11]8)

RED Storage
t
Store-request
tR7
moduleProcessingTimes
Re|

time for store
t

rps

[uest performancé < > ForStore

mps

R8

dataTransmissionTime
ForStore
t

dts

Figure 8 — Request performance time for store, Module processing time for store and
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11.9 Module processing time for store

Module processing time for store (tmps) describes the performance of storing data in the storage module.
The data transmission time is not included in Module processing time for store. tmps is measured by
calculating the difference between the following two values for a set of Request message and Response
message logged by the RED module:

(1) ts3:receivedTime stored in a Store-response.

(2) tss:sendingTime stored in the same Store-response with (1).

11

da
RJ
da

1]

Ad
m
be

(1
(2

tmps = ts4 — ts3
.10 Data transmission time for store
LD and Storage modules. t4s is measured by calculating the difference between trps and ti)

taTransmissionTimeForStore_request and dataTransmissionTimeForStére_response:

tdts = trps = tmps

.11 Access point processing time
cess point processing time (tap) shown in Figure 9 describes the performance of the acq
tween the following two values for a set of Requestmessage logged by the RED module:
tas : access-ID-obtained-time stored in a Transaction-start-request.
taz: sendingTime stored in the same Transaction-start-request with (1).

tap =taz — taz

© ISO/IEC 2019 - All rights reserved

(11.9)

taTransmissionTimeForStore (tqts) describes the performance of the network which conpnects the

s tdts are

(11.10)

ess point

pdule. The data transmission time is not included in‘tyy. tap is measured by calculating the dlifference

(11.11)
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Access-point RED

Accessor

Access-request

ACTTESS POINt ProTessing tnret;

p

Transaction-start-request

Figure 9 — Access point processing time
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This service access control system provides an authentication process for ensuring that the user can

B

T}

Y
m

Th
Pr
fu

T}
th

T}
re

ceiver.

access-ID

‘ Access-point ’

the device for access request.

‘ Policy ’

Policy-setter

RED

1

1

1

1

1
Final-Result-Notification :
(Grant, Deny) |
1

4

1

1

€-----------=

example of message sequence for the validation process is shown in Figure A.1.

e Policy module sends Policy-setter to the RED module to set the rules.

‘ Storage ’

hen the Access-point module obtains access-ID from a device which userfaccess the Acdess Point
bdule, then it sends a Transaction-start-request to the RED module.

e RED module interprets the rules based on the Transaction-startrequest, and then if sends a
ocessing-request with function-ID for validation to the Processing, module to execute a yalidation
hction to validate access-ID.

e Processing module executes a validation function and then'it sends a Processing-responsefincluding
e result (OK or NG) to the RED module.

e RED module sends a Final-Result-Notification ineluding the final result (grant or dery) to the

‘ Procesging

_____________________________________ L
1
1
processing-request 1
(Validation) '
ol |
A

. I'\/alidate
processing-response access-ID

(OK,NG)

Scope of transaction

Figure A.1 — An example of message sequence for the authentication process
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