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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

organizatjons, governmental and non-governmental, in liaison with ISO and IEC, also take partin t
work. In the field of information technology, ISO and IEC have established a joint technical’epmmitt
ISO/IEC][IC 1.

The procpdures used to develop this document and those intended for its further, maintenance 3
described in the ISO/IEC Directives, Part 1. In particular the different approval.ériteria needed for 4
different [types of document should be noted. This document was drafted”in accordance with t
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives):

Attention|is drawn to the possibility that some of the elements of this,document may be the subject

patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

Details of any patent rights identified during the developmernt of the document will be in 4
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trad¢ name used in this document is information given for the convenience of users and does 1
constitut¢ an endorsement.

For an eiplanation on the meaning of ISO specific terms and expressions related to conform
assessmept, as well as information about ISQ's ‘adherence to the World Trade Organization (WT]
principleg in the  Technical Barriers to  Trade (TBT) see  the followi
URL: wwyv.iso.org/iso/foreword.html.

ISO/IEC 20933 was prepared by EcmaThternational (as ECMA-412) and was adopted, under a special “fast-trdg
proceduref, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its approval
national bgdies of ISO and IEC.
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Introduction

Technology for real-time access control is widely used for many situations such as entrance gate of facilities
and service access control systems. Membership and settlement services also benefit from real-time access

control systems connected via networks and using database information.

Sqphisticated cloud, virtualisation, database, networking technology and services and the (eyolution of
authentication technology such as biometrics, NFC, QR codes used in distributed and modular-accgss control

syptems enable previously underserved users and operators to innovate around new use cases.

Tdking into account the many technologies, this International Standard specifies théreference model and

common control functions. It gives direction for ongoing innovation and development of techn
syptem integration of distributed real-time access control system.

pblogy and
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INTERNATIONAL STANDARD ISO/IEC 20933:2016(E)

Information technology — Distributed Application Platforms and
Services (DAPS) — Access Systems

1 Scope

THis International Standard specifies:

1)| an ID triggered modular access system, the functions of the modules and the messages-they gxchange,
and the sequence of messages, i.e. transitions of the transaction;

2)| the system responsibility from receiving an access request until sending thé Ttesult. i.e. al complete
transaction;

3)| the responsibilities of the modules, including time stamping and responding to the requests they received;
and

4)| the sequence and semantics of the messages and their elements.

2 Conformance
Caonformant Access Systems progress transactions by evaluating the applicable rules. Conformant modules

implement the requests on their interfaces, the corresponding responses and time stamping ag specified
herein.

3 Normative references

Nagne.

4| Terms, definitions:and acronyms
Fdr the purposes ofthis document, the following terms, definitions and acronyms apply.

4.1
ID
Idéntifier

4.2
RED
Rule Evaluation and Dispatching

4.3
transaction
request for access

5 Model

Figure 1 illustrates the Access System structure.

© ISO/IEC 2016 — All rights reserved 1
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The Access System has 5 modules "Access-point, Policy, Processing, RED and Storage" and 4 interfaces
"Access-interface, Policy-interface, Processing-interface and Storage-interface".

Policy-interface

Access-interface

Access-point Processing
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final resul
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Figure 1 — Access System
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5S System progresses a transaction by exchanging messages between modules and decides
| (grant or deny). A transaction starts when an Access-point module obtains Access_request

to rules which are set by the Policy module.

saction

n ID identifies a transaction. Transaction ID shall consist of Access ID, Access-point ID and time
Access_request is obtained. Access ID is included in Access_request.

pecifies the state machine of a transagtion.

ction changes to on-going state by sending a Transaction_start_request including Transaction
ccess-point module to the RED module.

going state, the RED. Mmodule evaluates rules until final result is obtained. According to the result
ition, the RED modufe sends a request message to Processing or Storage module and receiveq

message.

RED module obtains the final result, it sends Final_Result_Notification and the transaction

e
d

when the RED module sends Final_Result_Notification. Each module shall have a time stamping
The message exchanging and the time stamping functionCare managed by the RED module

at

ion is generated at the time of Access_request acceptance by an Access-point module. After that

ID

of
a

S
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Access_request

Transaction_start_request

on-going

Final_Result_Notificatio

completed

Figure 2 — Transaction State Machine

7| Time stamping function
THe purpose of Time stamping function is to measure the duration<f transaction and request procegsing.

THe Access-point modules shall set the Access_ID_obtained, time in the Transaction_start_request|message.
Fgr the other modules, time stamping shall be activated and-deactivated through time stamping rules. Upon
evgluating of the time stamping rules, the RED module shall set the TimeStampingFlag value in the¢ requests
to[TRUE or FALSE according to the evaluation. Depending on the TimeStampingFlag value in thg requests,
modules shall either time stamp the ReceivedTime “and SendingTime or exclude those elemepts in the
corresponding response.
THe RED module shall send the time stamping measurements by responding to the Time_stamp_Naqtification.
THe RED module is able to measure following time.
1)|transaction processing time

2)request processing time.

When the Time stamping function of each module is activated, the RED module shall measure th¢ following
tinpe.

3)|module processing time.

THe RED module shall measure the transaction processing time by calculating the difference between the
tinpe that the RED module received Transaction_start_request and the time that FinaI_ResuIt_Not[fication is
sent:

The RED module shall measure the request processing time by recording the sending time of the request and
the received time of the response, and calculating the difference between them.

Processing_response, Store_response and Retrieve_response have the information about the received time
of the corresponding request and the sending time of the response itself as long as the Time stamping
function is activated. By using them, the RED module is able to measure the module processing time. For
example, the module processing time of the Processing module for one request from the RED module is
measured by the difference between RecievedTime and SendingTime in the corresponding
Processing_response.

Annex C illustrates the usage of time stamping.

© ISO/IEC 2016 — All rights reserved 3
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8 Module

8.1 Common requirements

Modules shall have a time stamping function.

8.2 Policy module

The Policy module shall have the source of rules, and shall set the rules to the RED module. Each rule shall
be identifiee ftis—RtHe—b- Hes—sha } he aet 8 f i
International Standard that the Access System modules conform with. And the rules shall identify
receiver(s) of the Final_Result_Notification and the receiver(s) of the Time_stamp_Notification.

8.3 Acdgess-point module

When an Access-point module obtains an Access_request, It shall generate a Transaction _start request and
send it to the RED module.

The Access-point module shall have its own identifier as Access-point ID.

8.4 RED module
The RED module shall accept and hold rules that are set by the Policysmedule.
Rules are|composed of procedure rules and branch rules, Figuré 3illustrates a procedure rule and Figurg 4

illustrates [a branch rule. A procedure rule determines the next @xecution. A branch rule selects the next rlile
depending on the branch condition. At least one rule is linked<e ‘Access ID.

<O

Procedure
Result is XXX

O+

Figure 3 — procedure rule

()

rule

if XXX
then YYY else 777

/
Figure 4 — branch rule

During a transaction, the RED module is driven by messages. When the RED module receives messages, It
shall evaluate the rules. The RED module shall dispatch the request and response from one module to

4 © ISO/IEC 2016 — Al rights reserved
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another according to the rules. When the result of the transaction is settled as grant or deny, the RED module
shall send the Final_Result_Notification to the receiver(s) specified in the rules.

The RED module makes a Processing_request according to the rules and sends it to the Processing module.
The RED module shall receive a Processing_response corresponding to the Processing_request.

When the RED module receives a Store_request from the Processing module, it shall transfer it to the Storage
module. When the RED module receives a Retrieve_request from Processing module, the RED module shall
transfer it to the Storage module. When the RED module receives Store_response from the Storage module,
the RED module shall transfer it to the Processing module. When the RED module receives a

R,-A-' £ ey il MY ballt £ s +la D H il
UICTVT TTOPUTNIOT ITUTNT otUTAyT TTTUUUIT, TU oSTTAIl traliolTh TU U UTC T TULT o oIy TTTUuUuUIT.

Td manage time stamping information, the RED module shall log time when it sends and rec€ives messages
asllong as the Time stamping function is activated. The RED module shall send Time_stamp_Not|fication to
the receiver(s) specified in the rules.

8.p Processing module
THe Processing module shall have at least one function. Each function shall be.dentified by its Function ID.

When the Processing module receives a Processing_request from~the RED module, it shall efecute the
function identified by the Function ID in the request, make Procé€ssing_response including execution result

and send it to the RED module.

THe Processing module may request the RED module to store and retrieve data.

8.p Storage module

When the Storage module receives Store_request; it shall store data, make Store_response and sepd it to the
RED module. When the Storage module receives Retrieve request, it shall retrieve dgta, make
Regtrieve_response including retrieved data and send it to the RED module. Data is specified by Data_type.

THe Storage module may be used for sharing information between different transactions in the same Access

Syistem or different Access System as illustrated in Annex B; Annex A is an example use case that does not
use Storage module.

9| Message definition and Interface

9.1 General

THis clausé. specifies the messages exchanged via interfaces. Each message shall include the| elements
definedn\clause 9 and may include other elements. In this document, the messages are specified|by ASN.1
expression. Encoding rules are not specified.

Requests and responses include a Transaction ID. The type of Transaction ID is:

TransactionID_TYPE ::= SEQUENCE {
Access_ID OCTET_STRING,
Access-point_ID OCTET_STRING,
Access_ID_obtained_time GeneralizedTime

© ISO/IEC 2016 — All rights reserved 5
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9.2 Policy interface

The Policy module shall use the Policy_setter to set the rules to the RED module and may use it at any time.
The RED module may use the Policy_getter to request the rules at any time. The Policy_getter depends on

implementations.

Policy setter ::= SEQUENCE {

RULE_ID OCTET STRING,

RULE OCTET STRING
}
Policy getter ::= SET {

RULK_ID OCTET STRING
}

9.3 Acgess request
The Access-point module obtains the following message from an accessor.

Access_rgquest ::= SET {
Acceps_ID OCTET STRING

}

9.4 Acgess interface

The Acce$s-point module shall use the following request to generate a new transaction.

Transactign_start_request ::= SET {
Trangaction_ID TransactionID_TYPE
}

9.5 Processing interface

The RED module shall use the following request to execute the function according to the rule.

Processing_request ::= SEQUENCE {

Trangaction_ID TransactionID_TYPE,
Function_ID OCTET STRING,
TimeBtampingFlag BOOLEAN,
SetOfParameter SET{
Parameter OCTET STRING
}

}

TimeStampingFlag shall indicate the information whether the Time stamping function is activated |or

deactivatee
The Processing module shall use the following corresponding response.

Processing_response ::= SEQUENCE {

Transaction_ID TransactionID_TYPE,
Function_ID OCTET STRING,
ReceivedTime GeneralizedTime,
SendingTime GeneralizedTime,
Result OCTET STRING

}

6
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Function_ID shall be the same data as Function_ID in the corresponding Processing_request.
Processing_response shall include ReceivedTime if TimeStampingFlag in the corresponding
Processing_request is TRUE. ReceivedTime shall indicate the time at which Processing module received the
corresponding Processing_request from RED module.

Processing_response shall include SendingTime if TimeStampingFlag in the corresponding
Processing_request is TRUE. SendingTime shall indicate the time at which this response is sent.

Result shall include result of executing the function.

THe Processing module may use the following requests to store and retrieve data.

Stpre_request ::= SEQUENCE({

Transaction_ID TransactionID_TYPE,
Function_ID OCTET STRING,
TimeStampingFlag BOOLEAN,
Data_type OCTET STRING,
Data OCTET STRING

}

TimeStampingFlag shall be the same as TimeStampingFlag ,in. the Processing_request that has|the same
Transaction_ID.

Retrieve_request ::= SEQUENCE{

Transaction_ID TransactionID_TYPE,
Function_ID OCTET STRING,
TimeStampingFlag BOOLEAN,
Data_type OCTET STRING

}

TimeStampingFlag shall be the sameras TimeStampingFlag in the Processing_request that has|the same
Transaction_ID.

THe RED module shall use the following responses.

Stpre_response ;= SEQUENCE({

Transaction_ID TransactionID_TYPE,
Function_ID OCTET STRING,
ReceivedTime GeneralizedTime,
SendingTime GeneralizedTime,
Result OCTET STRING

}

Function ID shall he the same as Function ID in the corresponding Store request

Store_response shall include ReceivedTime if TimeStampingFlag in the corresponding Store_request is
TRUE. RecievedTime shall indicate the time at which Storage module received the corresponding
Store_request from RED module.

Store_response shall include SendingTime if TimeStampingFlag in the corresponding Store_request is TRUE.
SendingTime shall indicate the time at which this response was sent.

Result shall indicate whether Data in the corresponding Store_request is stored or not.

© ISO/IEC 2016 — All rights reserved 7
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Retrieve_response ::= SEQUENCE({

Transaction_ID
Function_ID
ReceivedTime
SendingTime
Data

}

TransactionID_TYPE,
OCTET STRING,
GeneralizedTime,
GeneralizedTime,
OCTET STRING

Function_ID shall be the same data as Function_ID in the corresponding Retrieve_request.

Retrieve_ esponse shall InClude Recievedlime It IimesStampingklag In the corresponding Retrieve_reques

S

TRUE. RgcievedTime shall indicate the time at which Storage module received the correspending
Retrieve_tequest from RED module.

Retrieve_fesponse shall include SendingTime if TimeStampingFlag in the corresponding Retriéve~ request
TRUE. SendingTime shall indicate the time at which this response is sent.

Data shalllinclude the data which was retrieved upon the corresponding Retrieve_request.

9.6 Stofage interface
The RED module may use the following requests to store and retrieve data,

Store_reqpest ::= SEQUENCE{

Trangaction_ID
Function_ID
TimetampingFlag
Data| type

Data

}

TransactionID_TYPE,
OCTET STRING,
BOOLEAN,

OCTET STRING,
OCTET STRING

Retrieve_tequest ::= SEQUENCE{

Trangaction_ID
Function_ID
TimetampingFlag
Data| type

}

The Storape module shall usedhe“following corresponding responses.

TransactionID; . JYPE,
OCTET STRING,
BOOLEAN,
OCTET'STRING

Store_response ::= SEQUENCE{

Trangaction_ID
Funcfion_ID
Rece|vedTime
Send|ngTime
Result

}

TransactionID_TYPE,
OCTET STRING ,
GeneralizedTime,
GeneralizedTime,
OCTET STRING

S

Retrieve_response ::= SEQUENCE{

Transaction_ID
Function_ID
ReceivedTime
SendingTime
Data

}

TransactionID_TYPE,
OCTET STRING,
GeneralizedTime,
GeneralizedTime,
OCTET STRING

Each element is the same as in 9.5 Processing interface.

© ISO/IEC 2016 — Al rights reserved
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9.7 Final result Notification
The RED module shall use the following Final_Result_Notification to notify the final result(grant or deny).
Final_Result_Notification :: = SEQUENCE({

Transaction_ID TransactionID_TYPE,
ResultOfTransaction ENUMERATED{ GRANT, DENY },

}

9.8 Time stamp Notification

THe RED module shall use the following Time_stamp_Notification to output timestamp information.~Timing of
sending this message depends on the rules.

Time_stamp_Notification :: = SETOF{
Transaction_ID TransactionIlD_TYPE,

TimeStamplnformation CHOICE{
Transaction processing time  Generalizedtime,

Request processing times SET OF._GeneralizedTime,
Module processing times SET'OF GeneralizedTime
}

© ISO/IEC 2016 — All rights reserved 9
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Annex A
(informative)

Service access control system

In this service access control system, users need some kind of authentication before using devices.

An Acces$ System, a service access control system, provides such authentication process.

A typical gxample of message sequence is as follows:

‘ Policy ’
‘ Access-poinf ’ RED ‘ Storage ’ ‘ Processing ’

Policy_setter

Access ID i~
........................ '
‘

1 » . 1
' Processing_request
1 (Validation)

L N

Processing_response Validate Access ID

(0K, NG)

A

Final_Result_Notification E
(Grant, Deny) 1
< u

|

Scopé of transaction

The Policy module sends Poligy_setter to the RED module to set the rules.
If the Accgss-point modulg obtains Access ID, then it sends a Transaction_start_request to the RED modulg.

The RED|module evaluates the rules and then it sends a Processing_request to the Processing module|to
execute afvalidationfunction.

The Procgssing module executes a validation function and then it sends a Processing_response including tre

result (OKler-NG)of validationfunction-to-the RED module.

The RED module sends a Final_Result_Notification including the final result (grant or deny) to the receiver.

10 © ISO/IEC 2016 — All rights reserved
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Annex B
(informative)

Share information between different Access Systems

<1

<2

Fdg
Sy

Th

Facility X

Access System X and Y.

between Facility X and Y (e.g. discount, point ptogram and so on), the usage log which ig
shared Storage module is used by Facility Y.

r these purposes, Access systems may“have a Storage module which is shared with anoth
Stem.

e example of two Access systems which have shared a Storage module is as follows:

> User uses Facility X by his ID. Then usage log is stored in-a Storage module which is sharefl between

> After using Facility X, user uses to Facility Y by thexsame ID. In order to provide combinatipn service

stored in

pr Access

Processing

i
<1I>510re usdage log Or A \
P

Access System X

/ <2> Retrieve usage log of

Access System Y

X

g g

©l

SO/IEC 2016 — All rights reserved

11


https://standardsiso.com/api/?name=06ffd423768631e4abd0f19e497aa289

	1 Scope
	2 Conformance
	3 Normative references
	4 Terms, definitions and acronyms
	5 Model
	6 Transaction
	7 Time stamping function
	8 Module
	8.1 Common requirements
	8.2 Policy module
	8.3 Access-point module
	8.4 RED module
	8.5 Processing module
	8.6 Storage module

	9 Message definition and Interface
	9.1 General
	9.2 Policy interface
	9.3 Access request
	9.4 Access interface
	9.5 Processing interface
	9.6 Storage interface
	9.7 Final result Notification
	9.8 Time stamp Notification




