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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bo
are members of ISO or IEC participate in the development of International Standards

2018(E)

technical
dies that
through

technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international organizations, governmental and non-governmental, in liaison with ISO and
take part in the work.

IEC, also

THe procedures used to develop this document and those intended for its further maintelllance are

dgscribed in the ISO/IEC Directives, Part 1. In particular, the different approval critéria n
the different types of document should be noted. This document was drafted in accordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this documeént may be th
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the development of\the document will
Infroduction and/or on the ISO list of patent declarations received (see@www.iso.org/patents)

stitute an endorsement.

Fgr an explanation of the voluntary nature of standards, the meaning of ISO specific t
ressions related to conformity assessment, as wellYas information about ISO's adheren
rld Trade Organization (WTO) principles in theTechnical Barriers to Trade (TBT) see
.org/iso/foreword.html.

This document was prepared by Joint Techifical Committee ISO/IEC JTC 1, Information te
Subcommittee SC 27, IT Security techniques:
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Any feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

It is well-established that major benefits can be derived from processing electronically stored data,
including so-called “big data”. However, where this data includes personally identifiable information
(PII), as is often the case, processing this data needs to comply with applicable personal data protection
principles. The appropriate use of de-identification techniques is an important component of measures
to enable the exploitation of the benefits of data processing while maintaining compliance with the
relevant [SO/IEC 29100 privacy principles.

The immediate—+elevanee—of-th SHHTET sersotral-datapr Srsaeranete
principal§), but the term “data principal”, defined and used in this document, is
principal{ and, for example, includes organizations and computers.

This docyment focuses on commonly used techniques for de-identification of structured datasets as
as on datgsets containing information about data principals that can be represented logically in the form
of a tablel In particular, the techniques are applicable to datasets that can be converted to having
form of aftable (e.g. data held in key-value databases). It is possible that the technigles described in this
document do not apply to more complex datasets, e.g. containing free-form text, itnages, audio, or videp.

The use pf de-identification techniques is good practice to mitigate re-idemntification risk, but ddes
not always guarantee the desired result. This document establishes the notion of a formal priva
measurerment model as an approach to the application of data de-identification techniques.

NOTE1 |[AnnexC clarifies how selected de-identification techniques désecribed in this document are applicable
for de-identification of free-form text.

NOTE 2 | The application of de-identification techniques can be-a privacy risk treatment option arising from a
privacy infpact assessment, as described in ISO/IEC 29134[32],

The seledtion of de-identification techniques needs.tg effectively address the risks of re-identificatipn
in a giver| operational context. There is therefore aneed to classify known de-identification techniques
using stgndardized terminology, and to desetibe their characteristics, including the underlyipg
technologies and the applicability of each technique to the reduction of the risk of re-identification. This
is the mdin goal of this document. The relationship between the terminology used in this documgnt
and relatpd terminology used elsewhere(e.g. the notion of anonymization) is described in Annex|B.
However,|the specification of detailed processes for the selection and configuration of de-identificatipn
techniqugs, including assessment$ of data usefulness and the overall risk from a re-identificatipn
attack, isfoutside the scope of this.document.

NOTE 3 | Authentication, credential provisioning, and identity proofing are also outside the scope of this
document

De-identification techniques are typically accompanied by technical and other organizational measures
to enhange their effectiveness. The use of these measures is also described wherever applicable.

This docfiment’provides an overview of core concepts relating to the de-identification of data, ahd
establishes’a standard terminology for, and description of, the operation and properties of a range|of
de-identiftication tcuhuiqucb. However-itdoesnot apc\,if_y how-these tcuhuiquca shroutdbe llldlldscd in
a particular use case. It is anticipated that sector-specific framework standards will be developed to
provide such guidance.
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Privacy enhancing data de-identification terminology and
classification of techniques
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Tl
ed to describe and design de-identification measures in accordance with the privacypptipciples in

us
IS

In
ac
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companies, government entities, and not-for-profit organizations, that/are PII controlle
ocessors acting on a controller's behalf, implementing data de-identification processes fqr privacy

p1]
en

2
T}

Scope

D/IEC 29100.

cording to their characteristics, and their applicability for reducing the risk of+e=identificatji

hancing purposes.

Normative references

es, to be

particular, this document specifies terminology, a classification of de-identification t¢chniques

on.

is document is applicable to all types and sizes of organizations, in¢luding public and private
rs or PII

e following documents are referred to in the text inisuch a way that some or all of thejr content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

urj

IS
Sy

I

[%2)]

3

Far the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/I

an

IS

btems — Overview and vocabulary

D/IEC 29100, Information technology —Security techniques — Privacy framework

Terms and definitions

d the following apply.

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Eleetropedia: available at http://www.electropedia.org/

|
gregated data

q fd ncipals (3.4)_suck lection of statistical s of

3.2
attribute
inherent characteristic

[SOURCE: ISO 9241-302:2008, 3.4.2]

3.3

formal privacy measurement model
approach to the application of data de-identification techniques (3.7) that enables the calculation of re-
identification risk (3.33)
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3.4
data principal
entity to which data relates

Note 1 to entry: The term “data principal” is broader than “PII principal” (or “data subject” as used elsewhere),
and is able to denote any entity such as a person, an organization, a device, or a software application.

3.5
dataset
collection of data

[SOURCE{ISO 19115-1:2014, 4.3, modified — The word “identifiable” has been deleted in the definitioh.]

3.6
de-identification process
process ¢f removing the association between a set of identifying attributes (3.14)cahd the ddta
principal |(3.4)

3.7
de-identification technique
method for transforming a dataset (3.5) with the objective of reducing the extent to which informatipn
is able to pe associated with individual data principals (3.4)

3.8
de-identified dataset
dataset (3.5) resulting from the application of a de-identificationprocess (3.6)

3.9
differentlial privacy
formal privacy measurement model (3.3) that ensures that the probability distribution of the output frgm
a statisti¢al analysis differs by at most a specified value, whether or not any particular data principal
(3.4) is regpresented in the input dataset

Note 1 to ¢ntry: More specifically, differential privaey provides:

a) a mathematical definition of privacy which posits that, for the outcome of any statistical analysis to |be
considered privacy-preserving, the analysis results from the original dataset are indistinguishable from thqse
obtained if any data principal is addedtgor removed from the dataset; and

b) a meapure of privacy that enables monitoring of cumulative privacy loss and setting of an upper bound {or
“budget”) [for loss limit. A formal\definition is as follows. Let € be a positive real number, and M be a randomized
algorithm [that takes a datasetas’input. The algorithm M is said to be e-differentially private if for all datasets|D1
and D, thjt differ in a single-element (i.e. the data for one data principal), and all subsets S of the range of|M,
pr[m(p

NE SJ <efPr [M (D2 ) € S] , where the probability is taken over the randomness used by the algorithnj.

3.10
direct identifier
attribute|(3.2) 'that alone enables unique identification of a data principal (3.4) within a specific
Operatjor al-context

Note 1 to entry: Here and throughout, the operational context includes the information that the entity processing
(e.g. de-identifying) the data possesses, together with information that third parties and potential attackers can
possess or that is in the public domain.

3.11
equivalence class
set of records (3.30) in a dataset (3.5) that have the same values for a specified subset of attributes (3.2)

3.12

generalization

category of de-identification techniques (3.7) that reduce the granularity of information contained in a
selected attribute (3.2) or in a set of related attributes (3.2) in a dataset (3.5)

2 © ISO/IEC 2018 - All rights reserved
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3.13

identifier

set of attributes (3.2) in a dataset (3.5) that enables unique identification of a data principal (3.4) within
a specific operational context

Note 1 to entry: See Annex B for a discussion of how this definition relates to those given in other standards.

3.14
identifying attribute
attribute (3.2) in a dataset (3.5) that is able to contribute to uniquely identifying a data principal (3.4)

N N 1L 3 ] + +
Wentir=a SPCLITTICOPCTatToIrar COITTCTAT

3.15
identity disclosure
rejidentification (3.31) event in which an entity correctly assigns an identity to a dataprincipdl (3.4)

attribute (3.2) that, together with other attributes (3.2) that can be in thedataset (3.5) or extdrnal to it,

ack of deducing otherwise unknown information with non-negligible probability, using the|values of

Ndte 1 to entry: The deduced information can be the value of one or more attributes of a data pripcipal, the
presence or absence of a data principal in a dataset, or the value of one or more statistics for a pogulation or

mal privacy measurement model (3.3)<that ensures that for each identifier (3.13) in a datpset (3.5)
re is a corresponding equivalence class (3.11) containing at least K records (3.30)

19
iversity
mal privacy measurement model (3.3) that ensures that for a selected attribute (3.2) each equivalence

Ndte 1 to entry: L-divetsity is a property of a dataset that gives a guaranteed lower bound, L, on the diversity of

linkability
property-for‘a dataset (3.5) that it is possible to associate (by linking) a record (3.30) concernjng a data
principal'(3.4) with a record (3.30) concerning the same data principal in a separate dataset

3.1
linking

act of associating a record (3.30) concerning a data principal (3.4) with a record (3.30) concerning the
same data principal in a separate dataset (3.5)

3.22
macrodata
dataset (3.5) comprised of aggregated data (3.1)

3.23
microdata
dataset (3.5) comprised of records (3.30) related to individual data principals (3.4)

© ISO/IEC 2018 - All rights reserved 3
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3.24

noise addition

de-identification technique (3.7) that modifies a dataset (3.5) by adding random values to the values of a
selected attribute (3.2)

3.25

permutation

de-identification technique (3.7) for reordering the values of a selected attribute (3.2) across the records
(3.30) in a dataset (3.5) without modifying these values

3.26

pseudox:}rm
unique identifier created for a data principal (3.4) to replace the commonly used identifier (3.13) |or
identifier§ (3.13)] for that data principal (3.4)

Note 1 to ¢ntry: A pseudonym is sometimes also known as an alias.

3.27
pseudonymization
de-identiffcation technique (3.7) that replaces an identifier (or identifiers) for a-data principal (3.4) with
a pseudorfym (3.26) in order to hide the identity of that data principal

3.28
quasi-idé¢ntifier
attribute|(3.2) in a dataset (3.5) that, when considered in conjunetion with other attributes in the
dataset, sjngles out (3.35) a data principal (3.4)

3.29
randomifation technique
de-identiffcation technique (3.7) in which the values ofwattributes (3.2) are modified so that their ngw
values differ from their true values in a random way;

3.30
record
set of attfibutes (3.2) concerning a single data principal (3.4)

3.31
re-identification
process off associating data in a de-identified dataset (3.5) with the original data principal (3.4)

Note 1 to ¢ntry: A process that€stablishes the presence of a particular data principal in a dataset is included|in
this definition.

3.32
re-identification@ttack
action pefformed-on de-identified data by an attacker with the purpose of re-identification (3.31)

3.33
re-identificationrisk

risk of a successful re-identification attack (3.32)

3.34

sensitive attribute

attribute (3.2) in a dataset (3.5) that, depending on the application context, merits specific, high-
level protection against potential re-identification attacks (3.32) enabling disclosure of its values, its
existence, or association with any of the data principals (3.4)

Note 1 to entry: Designating an attribute as sensitive depends on the application context, and such a designation
is an input to the design of the de-identification process (3.6) in a specific use case.

4 © ISO/IEC 2018 - All rights reserved
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3.35
single out
isolate records (3.30) belonging to a data principal (3.4) in the dataset (3.5) by observing a set of
characteristics known to uniquely identify this data principal

3.36
T-closeness
formal privacy measurement model (3.3) that ensures that the distance between the distribution of a
selected attribute (3.2) in an equivalence class (3.11) and the distribution of this attribute (3.2) in the
entire table is no more than a threshold T

ISO/IEC 20889:2018(E)

Ng
co

3.
tr
fa

Ng

3.

te 1 to entry: A table is said to have T-closeness with respect to a selected attribute if all equivalellce classes
htaining this attribute have T-closeness.

87

nthful data
ctual data that has not been accidentally or deliberately distorted

te 1 to entry: Reducing granularity maintains data truthfulness.

B8

u

attribute (3.2) in a dataset (3.5) that alone singles out a data principal (3.4) in the dataset

ique identifier

3.9
ugefulness

ddgree of suitability of the type and format of inforthation in a dataset (3.5) for applica

splecific purpose
Ndte 1 to entry: The term utility is sometimes used with a similar meaning.
4| Symbols and abbreviated terms
ICPp Information Commissioner's Office (UK)
PI Personally Identifiable.Information
PHDM  Privacy-Preserving Data Mining
PHDP Privacy-Préserving Data Publishing
SOC Statistical Disclosure Control
SOL Statistical Disclosure Limitation
€ privacy budget
C privacy cost
D1,D>  datasets
k number of records or a parameter (percentage) used in the threshold rule
K parameter used in the K-anonymity model
L parameter used in the L-diversity model
randomized algorithm
N number of queries posed

© ISO/IEC 2018 - All rights reserved
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n threshold value or number of queries/values (depending on context)
D parameter (percentage) used in the ambiguity rule

Pr probability function

q parameter (percentage) used in the ambiguity rule

S sensitivity of a query

T paranreter-usedimrthe-Fclosenesssmodet

€ is an element of (a set)

5 Overview

The goal|of this document is to provide organizations that are implementing privacy and securjty
measurey with information to support the selection and design of appropriaté de-identificatipn
techniqugs in the context of their organization. After introducing the terminolegy used in this documgnt
in Clause|6, the threat of re-identification is described in Clause 7; the riskcfre-identification attadks
must be pssessed as part of the process of selecting appropriate de-identification techniques. The
degree tofwhich usefulness of data after de-identification is retained is the subject of Clause 8.

De-identification techniques are classified in Clause 9 according“to their underlying technologigs.
Each technique is further assessed in terms of its effectivenessiagainst re-identification as well as |ts
usefulnegs in a variety of use cases. The organization's objectives provide an essential context for the
choice of| de-identification techniques and other supportiig measures. While definition of security
technologies is outside the scope of this document, their‘use as part of de-identification techniques|is
described wherever applicable. The use of technical and other organizational measures to enhance the
effectiveness of de-identification techniques is also.described wherever applicable.

required l¢vel. This level can differ between two processes depending on the use case (e.g. the dataset dimensifn,
the type ahd nature of the data, the type and@ature of the data principal, the motivation of the attacker, and the
availability of other sources of information):

NOTE A de-identification process can be deemied to be successful if the output is de-identified to }he

Formal pfivacy measurement modélsprovide a means of assessing the effectiveness of de-identificatipn
and are described in Clause 10. This is followed in Clause 11 by a discussion of principles for the use|of
de-identification techniques, The'main body of the document concludes in Clause 12 with a review|of
additiond|l technical or orgattizational measures that can be applied for de-identification.

6 Technical model and terminology

De-identificatiofirefers to a process that removes the association between a set of data attributes ahd
the data principal which they concern. A de-identification technique is a method for transforming a
dataset witlhthe objective of reducing the extent to which data can be associated with specific dqta
principals.

Unless otherwise stated, the focus of this document is on de-identification of datasets that are
represented as a collection of records, where each record is comprised of a set of attributes. Each record
carries information about a data principal and each attribute carries a known meaning.

Regardless of its physical or logical arrangement, any dataset that fits these characteristics is capable
of being viewed as a table. That is, it can be represented as a table with rows and columns, where each
data principal is represented by a single row and each column represents an attribute with a known
meaning. This includes key-value databases, i.e. repositories for data consisting of pairs made up of a
key and a value. The assumption that each data principal is only associated with a single row is made
for the purposes of this document in giving a conceptual description of de-identification techniques and
formal privacy measurement models. However, in practice, data principals are sometimes represented

6 © ISO/IEC 2018 - All rights reserved
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by multiple rows (e.g. because of the formal privacy measurement model considered), or in aggregated
form with attributes represented by both rows and columns.

NOTE 1 If, in practice, multiple rows exist corresponding to a single data principal, then, if possible, for the
purposes of applying the concepts described in this document they need to be merged.

Some datasets are not organized as a collection of records each carrying information about a single
data principal. Examples of such datasets are free-form text files, log files of events recorded in order
of their occurrence, and logical graphs that indirectly contain information about data principals. Such
datasets can still contain fields carrying personal or sensitive characteristics relating to potential data

nnnnnnnnnn

Annex C describes a number of existing approaches to the de-identification of free-form |text, and
clarifies how some of the de-identification techniques described in this document ar¢ able tp be used
for the de-identification of free-form text. Transactional/longitudinal data can be,réorganied into a
bihary view with each data principal represented by a single row (see Annex D),

The classification of attributes used in this document, as summarized below, reflects the difference
bdtween singling out a data principal in a dataset and identifying a data principal within p specific
oferational context, where the operational context includes information possessed by the entity
prpcessing (e.g. de-identifying) the data, together with informationi-that third parties and|potential
atfackers can possess:

NQTE 2  Singling out a data principal in the dataset is a necessaryprecursor to singling out the datj principal
in[the population; re-identification occurs if the data principalyecan be singled out in the populatidn, but not
necessarily if the data principal is only singled out in the dataset(which can be a sample).

— Identifier (see 3.12): a set of attributes in a dataset that enables unique identification|of a data
principal within a specific operational context;

—| Localidentifier: a set of attributes in a dataset that together single out a data principal in the dataset;

— Direct identifier (see 3.9): an attributein a dataset that alone enables unique identification of a data
principal within a specific operatienal context;

— Unique identifier (see 3.37): an attribute in a dataset that alone singles out a data principal in the
dataset;

NOTE3 Pseudonyms-areexamples of unique identifiers.

—|{ Indirect identifier(see 3.15): an attribute in a dataset that, when considered in conjundtion with
other attributes\that can be in the dataset or external to it, enables unique identification of a data
principal within’a specific operational context;

NOTE 4 S A'related term sometimes used to describe “indirect identifier” is “key attribute”.

NOTES5* In the context of PII, examples of indirect identifiers include: birth date, postal area|code (ZIP
cade), and sex.

NoTn £ faud] se sl RPN I 1 L £l PR A ; do ta s lif
NOTL O TIere ISt potettrar tor—arar geproportoror tire—attr rotatesTHr—Ssofre—tatasetrs—to-quallly as

indirect identifiers. This can be considered during the selection of de-identification techniques.

— Quasi-identifier (see 3.27): an attribute in a dataset that, when considered in conjunction with other
attributes in the dataset, singles out a data principal;

Sensitive attributes (see 3.33) require specific, high-level protection against potential re-identification
attacks enabling disclosure of their values, existence, or association with any of the data principals.
Designating an attribute as sensitive depends on the application context.

NOTE 7 In some contexts (such as in specific jurisdictions), attributes are deemed sensitive depending on the

nature of the PII, and can, for example, include racial or ethnic origin, political opinions, religious or other beliefs,
personal data on health, sex life or criminal convictions.
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Figure 1 depicts the relationships between the various types of identifier described above. Any attribute
that is equal to or part of one of the types of identifier defined above is deemed to be an identifying
attribute. In Figure 1, “Dataset” refers to the dataset to which de-identification techniques are to be
applied, and “context” refers to information derived from the operational context of the dataset.

OPERATIONAL CONTEXT

Identifier
can consist of

Direct identifier

o

Indirect identifiers

——1

Figure 1 — Types of identifier

7 Re-identification

7.1 General

A de-identification technique is designed toreduce the risk of re-identification by generating data thaf is
less vulngrable to known re-identification attacks. Typically, a de-identification technique alone canrjot
provide quantifiable guarantees against re-identification attacks. To achieve this, a range of formal
privacy njeasurement models have’been devised, enabling the calculation of the risk of re-identificatipn
- core mpdels are described. in/Clause 10. General considerations regarding the effectiveness of de-
identification techniques are“described as known at the time of publication. The vulnerability of a
specific data processing-system to re-identification attacks can only be assessed in the context of the
organizatlion, and is oGtside the scope of this document.

Re-identification-events in which an entity correctly assigns an identity to a data principal, are knoyn

s “identity disclosures”. Re-identification events in which an entity correctly assigns data from a de-
identified se€t\to a data pr1nc1pal are known as attrlbute dlsclosures The two dlsclosure types ¢
help enalle-e
attribute disclosures, while attrlbute dlsclosure for an unknown data principal can contrlbute to its
identity disclosure.

7.2 Re-identification attacks

A re-identification attack is an action performed on de-identified data by an attacker with the purpose
of re-identification.

Typically, a re-identification attack involves the creation of an “observation” dataset representing
some or all of the data principals from the original dataset. Note that it is possible that the resulting
information about the data principals is not identical to or consistent with the original data as a result
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of modifications to the original values of data attributes in the course of data de-identification, its
subsequent re-identification, or a combination of both.

Exact disclosure occurs when an attacker determines the exact value of an attribute for a data principal.
Statistical disclosure occurs when aggregated data enables an attacker to obtain a better estimate of
an attribute value than is possible without it. More generally, deterministic re-identification happens
when an attacker correctly associates the data in a de-identified dataset with the original data principal
without using statistics in the process of re-identification.

In this document, an attacker is an entity (either a person or an automated tool) that has access to the de-
identifted data, Hrtheformdictated ]u_y the dcoisu of-the—de-identification tCL}llliLiuC (C.s. ]u_y 1 etrieving
the de-identified dataset or through de-identified responses to data queries), as well as accgss to any
additional reasonably available data external to the de-identified data. Given this defihition, the cost
of[implementation, the amount of time required, the technology at the time of the procéssing, and the
tefhnological developments available to the attacker are important consideratiofs-in the grocess of
selecting de-identification techniques.

Td separate the discussion of de-identification techniques from the security measures implemented by
the data processing system, this document focuses on de-identification tec¢hniques and formal privacy
measurement models and their effectiveness against re-identification'performed by a resourceful
atfacker without breaching technical or other organizational measures.

While attackers differ in their motivations for the act of data re-identification (which can|include a
prpof of concept demonstration or receipt of monetary benefits), known re-identification attagks can be
classified according to their goals, as follows:

—| Re-identify a record belonging to a specific data principal, possibly using pre-existing knqwledge.

NOTE1 Such an attack is sometimes referred tg:as a “Prosecutor attack” (see for example, Lan et al.[38]
and Wjstl[38]) or a “Prosecutor risk” (see, for example, El Emam and Dankar[13]).

— Re-identify the data principal of a specifit record, possibly using pre-existing knowledge.

NOTE 2  Such an attack is sometimes referred to as a “Journalist attack” or a “Journalist risif” (see, for
example, El Emam and Dankar[13]):

— Re-identify as many records with their corresponding data principals as possible, possibly using
pre-existing knowledge:

NOTE 3  Such an attack is sometimes referred to as a “Marketer attack” or “Marketer risK’ (see, for
example, Dankar and-El Emamlél).

—| Establish thepresence of a specific data principal in a dataset.

NOTE 4 \;Such anattackis sometimesreferred to asa “(In-)distinguishability attack” or a “data mgmbership
attack™ 5 see IS0 25237:2017, B.2[27],

— Deéduce a sensitive attribute associated with a group of other attributes.

NoTrTo o el 1 dede. Les 4o £ e (e £ dade. 1.2 L £, 1 el [54_]
INUTL J QULIT dIl dLUAdULN IS SUIITLIIICS TTITITTU U d5 da HIITITIILT dltldLiR(5TCC, TUL TAAIITPIT, OVWTT ley ==1].

Despite the differences in goals of re-identification attacks, an attacker typically employs a combination
of re-identification approaches. As a result, in a given operational context all applicable re-identification
approaches need to be considered.

Known approaches used in re-identification attacks include, but are not limited to:

— singling out: isolating some or all records belonging to a data principal in the dataset by observing
a set of characteristics known to uniquely identify this data principal;

— linking: associating records concerning the same data principal or a group of data principals across
separate datasets;
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— inference: deducing with non-negligible probability the value of an attribute from the values of a set
of other attributes.

NOTE 6  An inference of the type described above does not always equate to an attack, since legitimate data
analyses can attempt to do so; for example, in a clinical trial one can attempt to establish whether groups of
people with a certain set of symptoms can be more prone to a particular condition.

8 Usefulness of de-identified data

De-identified data can be collected, processed, stored, or shared for a wide range of applications and
purposes} Each application requires the de-identified data to possess specific properties in order [to
accomplisgh its purpose. It is therefore necessary to preserve these properties after de-identificatign.
For example:

— testing of software applications requires data that pertains to or emulates certain characteristjcs
of th¢ anticipated real data in order to achieve behaviour under the test as close as.possible to the
condltions that will apply during use of the application;

— statigtical reporting includes collecting data at the level of individual data principals and generatipng
statigtical reports for a population on certain characteristics or events;

— publishing of data for research purposes [also known as Privacy-Preserving Data Publishing (PPDP)]
often|involves sharing sensitive data at the level of individual dataprincipals;

— perfdrming data analytics on behalf of another party [alsoxknown as Privacy-Preserving Ddta
Minipg (PPDM)] requires the transfer of data at the level, ofiindividual data principals as well as|of
statigtical data;

— accegsing and processing of sensitive, truthful, unencrypted data at the level of individual dqta
prindipals by authorized internal parties in data géntres;

— linking data to its corresponding data principal in certain cases by specially appointed parties.

To ensurg that the de-identified data is able:tg be used for its intended purposes, the desired usefulngdss
of de-idejtified data needs to be determined before selecting the techniques appropriate for each cade.

NOTE The de-identification techniquesapplied to individual attributes in a dataset can differ. For example|in

data analyftics, modification of the attributes subject to research is typically minimized, whereas other attributes
can be mofe significantly modified to.achieve an appropriate level of de-identification,

9 De-identification‘techniques

identification techniques.

NOTE The relationship between the terms used in this document and those employed in the field of
Statistical Disclosure Control is discussed in B.4.

9.1.2 Sampling

Data sampling is a statistical analysis technique that selects a representative subset of a larger dataset
in order to analyse and recognize patterns in the original dataset. To reduce the risk of re-identification,
sampling is performed on data principals.
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Performing a random sampling adds uncertainty about the dataset. For example, an attacker, by merely
matching attributes of a certain record from the sample with external information, cannot be sure that
the record corresponds to the specific data principal since there is no certainty that the data principal
is present in the sample dataset. More generally, applying generalization or randomization techniques
on a sample, rather than on a whole population, can increase the effectiveness of these de-identification
techniques.

The methods for drawing samples from data vary broadly and their selection depends on the dataset
and the anticipated use cases. An example of a common algorithm is a simple probability sampling
where random numbers are used to select the records in a dataset ensuring that there is no correlation
arfiong the records In the resultant sample.

The output of sampling used in this way is microdata.

9.1.3 Aggregation

Aggregation involves the combination of related attributes, or of attribute values,to provide information
atfa broader level than at which detailed observations are taken.

—| Aggregation of attribute values includes the set of broadly used(statistical functions that, when
applied to an attribute in microdata, produce results that represent all the records in the original
dataset. The resulting statistical aggregated values are intended to be useful for the purposes of
reporting on or analysis of the data as a whole without revealing any individual records.

— Aggregation of related attributes includes attributes‘within a common branch of a hiefarchy, or
statistical functions that produce results that represent all the attribute values of tHe related
attributes in any individual record. The resulting aggregated attributes remain within thefr original
records.

If Hone effectively, aggregation reduces the abjility of an attacker to single out, link, or deduce|the value
offan attribute from the values of one or more'of the other attributes in the same data record.

The output of aggregation is macrodata (i‘e. data that is aggregated in frequency or magnitudg).
9.2 Cryptographic tools

9.2.1 General

Crlyptographic tools can be used to implement security measures that enhance the effectiveness of de-
identification techniques, as well as acting as a part of de-identification techniques themselves (see, for
example, 9.4.3.3)~Subclause 9.2 only describes tools that are usable as de-identification techniques in
their own rightWhen used as de-identification techniques the output is microdata.

NOTE1 Ingeneral, using cryptographic techniques makes the implementation of controlled re-ideptification
sitppler((see 9.4), but using cryptography for de-identification can be more computationally demarding than
usfng/hon-cryptographic techniques.

—_

NOTEZ Whenever cryptographiic Keys are used, great care needs to De taken to safeguard them from
unauthorized access. General guidance on key management principles is provided in ISO/IEC 11770-1[63].

9.2.2 Deterministic encryption

Deterministic encryption is a form of non-randomized encryption, as standardized in ISO/IEC 18033
(all parts)[24]. When employed as part of a de-identification technique, deterministic encryption can be
used to replace any identifying or sensitive attribute within a data record with an encrypted value.

The property of deterministic encryption that enables the usefulness of the de-identified data is that
two equal values encrypted under the same private key produce two equal ciphertexts. Deterministic
encryption does not reduce the truthfulness of the data.
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Deterministic encryption produces microdata that is capable of being searched for exact matches,
linked and analysed (e.g. discrete analysis of frequencies or distributions). Deterministic encryption
retains data usefulness for limited statistical processing and limited privacy-preserving data mining.
Analytical operations on deterministically encrypted data are limited to equality checking.

Full re-identification of deterministically encrypted data is only implementable for a party in possession
of the appropriate cryptographic key. Re-identification attacks on deterministically encrypted
attributes are limited to the extent that the attributes can be analysed without having access to the
cryptographic key. Linkability attacks are possible only for attributes deterministically encrypted
using the same key. The success of these attacks depends on the choice of parameters for the encryption

Controlled re-identification of deterministically encrypted data is possible for the party controlling

—-

Data encryption techniques are standardized in ISO/IEC 18033 (all parts)[24k}-Determinisftic
encryption techniques are not explicitly standardized in ISO/IEC 18033 (all parts), but certain'ef the symmetfic
encryption techniques standardized there can be used to realize deterministic encryptiony

9.2.3 rder-preserving encryption

Order-préserving encryption is a form of non-randomized symmetric eacryption. When employed |as
partof a de-identification technique, order-preserving encryption can be'wsed to replace any identifying
or sensitive attribute within a data record with an encrypted value.

The propgrty of order-preserving encryption that enables theiusefulness of the de-identified datalis
that two palues encrypted with the same private key retain thé ordering of values in the ciphertexis.
For example, if two values have a fixed ordering, then the sdme ordering holds in the encrypted valugs.
Order-pr¢serving encryption provides a higher level ofcusefulness for the de-identified data thpn
determinjstic encryption. Order-preserving encryptionidoes not reduce the truthfulness of the data.

Order-pr¢serving encryption produces microdatasthat is capable of being searched for range matches
and analysed (e.g. continuous analysis of frequencies or distributions). Re-identification attacks pn
determinjstically encrypted attributes areJlimited to the extent that the attributes can be analysed

limited s{atistical processing and limited privacy-preserving data mining and also secure outsourced
storage and processing of data. Analytical operations on data encrypted using an order-preservipg
techniqug¢ are limited to checkingeguality and order relations (e.g. greater-than and less-than).

Full re-identification of dataceherypted using an order-preserving technique is only possible for a paifty
in posseskion of the apprepriate cryptographic key. The success of a linkability attack depends on the
choice of parameters for the order-preserving encryption scheme used for the attribute.

ot

NOTE 1 |[Controlled ve-identification of data encrypted in an order-preserving way is possible for the pai
controlling the private key.

y

NOTE 2 |Order-preserving encryption techniques are not currently standardized in any parts of 150/
IEC 18033241,

9.2.4 Format-preserving encryption

Format-preserving encryption is designed for data that is not necessarily binary. In particular, given any
finite set of symbols, like the decimal numerals, a method for format-preserving encryption transforms
data that is formatted as a sequence of the symbols in such a way that the encrypted form of the data
has the same format, including the length, as the original data. Thus, for example, a format-preserving-
encrypted 9-digit social security number is a sequence of nine decimal digits.

Format-preserving encryption facilitates the de-identification or pseudonymization of sensitive
information, as well as the retrofitting of encryption technology to legacy applications where a
conventional encryption mode is not feasible.
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9.2.5 Homomorphic encryption

Homomorphic encryption is a form of randomized encryption. When employed as part of a de-
identification technique, homomorphic encryption is able to be used to replace any identifying or
sensitive attribute within a data record with an encrypted value.

The property of homomorphic encryption that enables the usefulness of the de-identified data is that
two values encrypted with the same public key can be combined with the homomorphic operator of
the cryptographic scheme to produce a new ciphertext representing the result of the operation on
the de-identified values. Homomorphic encryption typically has a significantly lower performance
a . o o ; L ng of the
dg-identified data without re-identifying the data. Homomorphic encryption does not cgduce the
trjithfulness of the data.

Homomorphic encryption produces microdata that can be processed withim-the limits of the
hdmomorphic operations, without requiring access to the private key necessaryto decrypt|/the data.
This enables a third party data handler to process the data in a way such that the|result of the pocessing
is plso encrypted under the private key. While some homomorphic encryptiénischemes suppoft a single
sefure operation, partially and fully homomorphic encryption schemescan provide more|than one
sefure operation (e.g. secure addition and multiplication of encrypted yalues without decryjpting the
values). Homomorphic encryption schemes are semantically securémaking re-identificatign attacks
infeasible without access to the appropriate private key.

Homomorphic encryption schemes retain data usefulness forlimited processing and privacy-pfeserving
dqta mining and also secure outsourced storage and_processing of data. Full re-identif]cation of
hdmomorphically encrypted data is only possible for a party in possession of the private key[matching
the public key used for encrypting the data.

NOTE1 Controlled re-identification of homomorphically encrypted data is possible for the party ¢ontrolling
the private key.

NOTE2 Homomorphic encryption techniques are standardized in ISO/IEC 18033-6[24].

NOTE3 Homomorphicencryptionandgsécure multi-party computation arerelated cryptographic corlllcepts, and
sefure multi-party computation schemes are capable of being used to help realise certain types of homhomorphic
enfryption. Secure multi-party computation can therefore be used as part of a data de-identification pjrocess.

9.2.6 Homomorphic secret sharing

Homomorphic secret-sharing enables a secret to be divided into “shares”, specified subsetd of which
arg usable to reconstruct the secret, such that if the same mathematical operation is performed on all
the shares used to,reconstruct the secret then the result is the effect of performing this mathematical
oferation on the-original secret. When employed as part of a de-identification technique, hompmorphic
secret sharingcan be used to replace any identifying or sensitive attribute within a data reford with
two or more shares produced by a message sharing algorithm. These shares can then be distributed
to[two ‘Or'more share-holders, the number of which is determined by the instantiation of ghe secret
sharing scheme.

The property of homomorphic secret sharing that enables the usefulness of the de-identified data is
that two values secret-shared among the same share-holders can be combined with the homomorphic
operation of the cryptographic scheme to produce new shares representing the result of the operation
on the original attribute. Furthermore, homomorphic secret sharing can be combined with secure
multi-party computation to perform any secure operation on the de-identified data. Homomorphic
secret sharing does not reduce the truthfulness of the data.

Homomorphic secret sharing has a relatively low performance overhead for computation, but has an
additional overhead incurred with exchanging shares with the share-holders. The storage overhead of
secret-shared data is limited. The homomorphic processing of data de-identified with homomorphic
secret sharing is limited, but has a negligible overhead. The processing of data de-identified with
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homomorphic secret sharing using secure multi-party computation is flexible, but can come at a
significant performance cost, depending on the scheme used.

Homomorphic secret sharing produces distributed instances of microdata that are able to be processed
within the limits of the homomorphic operation or using secure multi-party computation. Homomorphic
encryption schemes are randomized, making re-identification attacks infeasible without control over
all share-holders.

NOTE1 Controlled re-identification of homomorphically secret shared data is possible if the necessary
number of shareholders holding shares of the de-identified data agree to the re-identification.

Homomorphic secret sharing retains full usefulness of de-identified data when both the homomorp}llic
operatior] and secure multi-party computation are used. This makes the de-identification technology
potentially useful for joint privacy-preserving statistical analysis and data mining and al§¢,secure
data sharfing and outsourced storage and processing of data. Full re-identification of homemotphically
secret-shiired data is only possible for a party having control over the number of‘share-holdgrs
determingd by the instantiation of the secret-sharing scheme.

NOTE 2 | Secret sharing techniques are standardized in ISO/IEC 19592 (all parts)[25], The use of secure multi-
party computation for processing of de-identified personal data is described in ISO/IEC\29101[31].

9.3 Suppression techniques

9.3.1 (eneral

Suppress]on techniques involve removing selected attributes across all records (e.g. masking), selected
attribute|values (e.g. local suppression), or selected records from a dataset (e.g. record suppressiop).
Suppressjon techniques are mostly applicable to categoricaldata (see 11.6).

Suppressjon techniques are relatively easy to implement and they preserve data truthfulne
Suppress]on techniques result in microdata. The drawbacks include the inevitable loss of informatipn
and the peed to be combined with additional\.de-identification techniques to achieve robust de-
identification results.

12}
v

9.3.2 Masking

The term|“masking” refers to a de-identification technique that involves removing all direct identifigrs
from the|dataset, and potentially/stripping out some or all of the additional remaining identifying
attribute$ for all records in the dataset. Removing a portion of a direct identifier so that it is no longe a
unique identifier is also considered to be a masking technique.

NOTE1 |However, rempving a portion of a direct identifier so that it is no longer a direct identifier but still a
unique idgntifier is considered to be a pseudonymization technique (see 9.4).

NOTE 2 | For further information see, for example, Appendix 2 of the ICO anonymisation code of practicel20].

The outphitof masking is microdata.

After masking has been performed, typically additional de-identification techniques are applied to the
dataset, such as those described in 9.4, 9.5, 9.6 and 9.7.

In systems in which masking is the only de-identification techniques being used, protection of the de-
identified data is typically reinforced by technical and other organizational measures. Masking is also
known by a number of different names that are listed below for reference:

— partial data removal: this term refers to the case where not all identifying attributes, and possibly
not even all local identifiers (see Clause 6), are removed during the process of masking;

— data quarantining: this term refers to the case where masking needs to be accompanied by
stringent security measures to ensure only authorized access to the dataset, such as access control
or contractual terms;
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— data limitation: this term refers to the case where data suppression is performed at the time of
collection in the context of the specified purpose;

— complete data removal: this term refers to the case where all identifying attributes and all local
identifiers (see Clause 6) are removed during the process of masking.

9.3.3 Local suppression

The term “local suppression” refers to a de-identification technique that involves removing specific
values of attributes from selected records that, in combination with other identifying attributes,
can identify the data principal. Typically, Iocal suppression is applied to remove rare valuep (or rare
combinations of values) of indirect identifiers that still appear after generalization (9:6)|has been
pdrformed. Local suppression is most often applied to categorical values, while generaljzation is
typically applied to numerical values with the common goal of increasing the numberofrecords sharing
the values of their identifying attributes.

9.8.4 Record suppression

The term “record suppression” refers to a de-identification techniquethat involves remfoving an
e(rltrilre record or records from a dataset. Typical candidates for remogval are records that conptain rare
combinations of attributes (e.g. outliers).

9.4 Pseudonymization techniques

9.4.1 General

The term “pseudonymization” refers to a category.ofde-identification techniques that involvefreplacing
a flata principal's identifier (or identifiers) withlindirect identifiers specifically created for pach data
prfincipal.

Aq such, pseudonymization is a technique’ that enables linking of associated records from|different
dqtasets without revealing the identities-of the data principals.

Pseudonymization used alone does'not reduce the risk that an individual data principal can be sihgled out.
NOTE For further discussienof these issues, see the Article 29 opinion on anonymization techniqpesl1l.
The output of pseudonymization is microdata.

A pseudonymization\process generates supplementary information that can include identifierd removed
frgm the original-dataset, pseudonym assignment tables, or cryptographic keys, as describgd in 9.4.2
arld 9.4.3. Suchinformation can be used in the process of a controlled re-identification. To prptect this
information.from re-identification attacks, appropriate technical and other organizational mmeasures
nded to hé.applied to such supplementary information in accordance with the organization’s ¢bjectives
arld re-identification risk assessment.

9.4;2—Setectiomof attributes

In order to achieve the desired level of de-identification, it is important to correctly select the subset
of identifying attributes to be replaced with the pseudonym. Pseudonymization involves replacing
all direct identifiers and potentially some additional or all remaining identifying attributes with a
pseudonym. Examples of guidance on attributes to be replaced by pseudonyms are in ISO/IEC 29100[22]
and ISO 25237[27]. However, the selection of attributes is specific to each use case and needs to be
performed in accordance with the organization’s objectives and re-identification risk assessment.
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9.4.3 Creation of pseudonyms

9.4.3.1 General

Various techniques can be used to create pseudonyms. The choice of technique is based on factors
such as the costs of creating the pseudonyms, the collision-resistance factor of a hash function (i.e. the
probability of two inputs hashing to the same output), and the means by which the data principal can be
re-identified for the purposes of a controlled re-identification.

9.4.3.2 Dcﬂndnnymc indnpnndnhf of idnnﬁfying attributes

The pseudonym values can be independent of the replaced attributes’ original values. Such metholds
include g¢neration of random values.

When ps¢udonyms are generated independently of the attributes, a table containing the)thappings (or
assignmejnts) of the original identifier(s) to the corresponding pseudonym can be created. For security
reasons, gppropriate technical and organizational security measures need to be applied to limit and jor
control agcess to such a table, in accordance with the organization’s objectives andre<identification risk
assessmepnt.

9.4.3.3 [Pseudonyms derived from identifying attributes using cryptography

9.4.3.3.1| Overview of cryptography use for pseudonymization

Pseudonyms can be cryptographically derived from the valués of the attributes that they repldce
through gncryption or hashing. Such a process is sometimes,referred to as “key coding” the attribufes
in the dataset. It is important to note that, given the appropriate key, encrypted attributes can pe
decryptefl using the corresponding algorithm, while hashing is a one-way mathematical process.

NOTE1 [Data encryption techniques are standardised'in ISO/IEC 18033 (all parts)[24l. Cryptographic hgsh
functions fire specified in ISO/IEC 10118 (all parts)[22],

Variationg and combinations of these cryptographic methods can be used to better safeguard the origin
of pseudgnyms.

NOTE 2 | For further discussion of theSe\issues see the Article 29 working party opinion on anonymization[1}.

9.4.3.3.2| Encryption

The use ¢f encryption methods to create pseudonyms can be complex. However, these methods gre
effective [because decryption is, in practice, infeasible in any reasonable period of time withdut
knowledge of the appropriate cryptographic keys.

When using encryption, special measures need to be taken to safeguard the cryptographic keys fram
unwarranted-access. These include keeping the keys separated from the data, not sharing the keys with
third parties, or can involve securely erasing the keys altogether in order to prevent re-identification|.

NOTE Key management principles and techniques are specified in ISO/IEC 11770 (all parts)[23].

9.4.3.3.3 Hashing

The use of a cryptographic hash-function is suitable for the purpose of pseudonymization because of
their one-way and collision-resistance properties. However, hashes can be inverted if the hash algorithm
is known, if the hash key is known (if a keyed hash is used - see below), and if it is possible to iterate
through all possible values that can have been hashed. For example, if an 8-decimal-digit identifying
attribute is hashed, it is possible to pre-compute a dictionary of the 100 million hashes of all possible
8-decimal-digit numbers. This dictionary can then be used to invert any hashed attribute.
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The following additional example illustrates how small pieces of information can have a major effect.
Suppose an attacker knows the unique identifier and the hash algorithm that was used. The attacker
now applies the same hash algorithm to the unique identifier and looks for the result among the hashes
in the database. This reveals whether or not a data principal is within the dataset/sample, and also the
values of all attributes that are stored in clear for this data principal.

Using keyed hash functions (i.e. cryptographic hash functions in combination with a secret key, such
as the constructions specified in ISO/IEC 9797-2[21]) involves the addition of another randomizing
input which increases their suitability for pseudonymization, as they offer increased protection against
unauthorized re-identification using brute force searching techniques.

Even assuming that appropriately secure hashing techniques are being used, negligence related to the
use or implementation of hashing algorithms, or the sharing of keys with unauthorized pafrties, can
repult in re-identification of data.

9.5 Anatomization

The term “anatomization” refers to a category of de-identification techniques that didassociate
identifiers from the remainder of the data by splitting a dataset into_ two tables: a table cpntaining
the existing identifiers (such as quasi-identifiers) and a table containing the remainder of §he useful
atfributes. The attributes table is created in such a way that its rows.represent the equivalenfe classes
of[records in the original table. A new attribute specifying an equiyalence class is added to bdth tables.
This attribute allows the identifiers to be mapped to their attributes (which are shared by alllmembers
of|the equivalence class).

The two tables are subject to different access rights. Earyexample, the identifiers table can bg¢ securely
gyarded, while the table with useful attributes can be made public.

Atttribute linkage attacks are distorted by increasing the number attributes in an equivalepce class.
Unlike generalization or suppression, anatomization neither modifies the identifiers nor the useful
atfributes.

9.6 Generalization techniques

9.6.1 General

The term “generalization”Fefers to a category of de-identification techniques that reduce the gjanularity
offinformation containedyin a selected attribute or in a set of related attributes in a dataset.

Ggneralization techniques preserve data truthfulness at the record level. As a result, data that is de-
identified using<generalization is useful for cases involving traceable data principal specific|patterns,
sulch as for frauddetection, healthcare outcome assessments, etc.

Tylpically,-thé objective is to reduce the number of unique values of an attribute (or, more generally,
urlique Combinations of values for subsets of attributes), so that each generalized value is (or §ubsets of
luesare) shared by multiple records in the resultant dataset, making it difficult to single gut a data
Heipal—Censequently—the-attributes—sele g aHzationare-typiealyider irg—attributes,
although any attribute (especially sensitive attributes) can be considered for generalization depending
on the specific use case.

The output of generalization is microdata.

Generalization techniques are applicable to both numerical and non-numerical data attributes. For
example: replacing “221B Baker Street London” with “London” is a generalization of a non-numerical
attribute. Specific approaches to generalization of numerical data attributes are described below.
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9.6.2 Rounding

Rounding involves deciding on a rounding base for a selected attribute and then rounding each value
up or down to the nearest multiple of the rounding base. Whether to round up or down is decided
probabilistically based on how close the observation is to the nearest multiple of a rounding base. For
example, if the rounding base is 10 and 7 was observed, 7 is rounded up to 10 with probability 0,7 and
rounded down to 0 with probability 0,3. Controlled rounding is also a possibility, which ensures that
the sum of the rounded values is the same as the rounded value of the sum of the original data.

9.6.3 Top and bottom coding

This gengralization technique sets a threshold on the largest (or smallest) value that a given attribyte
can take.|Values that are above (or below) the threshold are replaced with a single value indicating
the top (¢r bottom) category. This technique is applicable to attributes that are either cofitinuous [or
categorichl ordinal. For example, if an individual has an extremely large salary, rather than recordipg
or reportjng the exact amount the value is set to “over 100 000 USD".

9.6.4 Combining a set of attributes into a single attribute

The granplarity of information contained in a set of selected (related) attributes can be reduced py
replacing|them with a single attribute, whose value is computed by applying a specific function to the
values of the selected attributes in the same record. The output of the aggregation of related attributes
is microdpta,

9.6.5 Lpcal generalization

Local genjeralization involves generalizing specific values.of attributes from selected records; such
a procediyire is used if it is possible that the attribute walues, in combination with other identifyipng
attribute$, can be used to identify the data principal. Typically, local generalization is applied to remove
rare valugs (or rare combinations of values) of indirect identifiers without modifying the remainipg
values ofthis attribute across all records. Localgeneralization is typically applied to numerical valyes
with the |common goal of increasing the number of records sharing the values of their identifyipng
attributes.

9.7 Randomization techniques

9.7.1 (eneral

The term| “randomization”.réfers to a category of de-identification techniques in which values of pn
attribute|are modified §o)that their new values differ from their true values in a random way. Such a
process reduces theability of an attacker to deduce the value of an attribute from the values of other
attribute$ in the same data record, thereby reducing the effectiveness of inference attempts.

NOTE Anpther term sometimes used to describe “randomization” is “perturbation”.

Randomitation techniques do not preserve data truthfulness at the record level. To achieve the chasen
objectives, an effective randomization process resulting in useful data needs to be tailored on a case
by case basis. Such tailoring involves both a detailed understanding of the nature of the data as well as
the choice of appropriate parameters for the selected randomization techniques (and typically involves
performing a statistical evaluation).

The output of randomization is microdata.

Certain randomization techniques, such as permutation, are applicable to both numerical and non-
numerical data attributes. Specific approaches to randomization are described below.
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9.7.2 Noise addition

Noise addition is a randomization technique that modifies a dataset by adding random values, “random
noise”, to the values of a selected attribute with continuous values, while as much as possible retaining
the original statistical properties of the attribute across all records in the dataset. Such statistical
properties include the distribution, mean, variance, standard deviation, covariance, and correlation of
the attribute.

Noise addition to a selected continuous attribute is performed by adding, or multiplying by, a stochastic
or randomized number. Many different noise addition algorithms have been developed with the goal of
preservingthrestatisticat propertieso cde-rdentifieddataamdtsusefulme ordiffere 1Se cases.

beneral review of these techniques is outside the scope of this document.

9.7.3 Permutation

rmutation is a technique for reordering the values of a selected attribute across the redords in a
taset without values’ modification. As a result, permutation retains(the exact statistical digtribution

NOTE Other terms used to describe the process of permutatjon’ are “data confusion”, “shuffling”, and

rmutation techniques are applicable to both numeric ahd non-numeric values. Special considerations
ed to be taken to ensure that the resulting dataset<appears to be consistent and realistid, because
observable inconsistencies can help to reconstruct-the permutation algorithm. For example, [it is to be
expected that men are taller than women on average; it is also to be expected that first or givien names

rmutation approaches or algorithms_differ both in their approach and their complexjty. Some
gorithms are based on repeatedly swapping values between records until all values are| replaced
for the selected attribute; other algorithms follow logic designed for the specific application|needs. In
order to preserve the correlation among the distributions of selected attributes (i.e. selected columns

Knowledge of a deterministi¢ permutation algorithm typically allows the data to be restofed to its
orjiginal state by back-tracking the algorithm, which makes a controlled re-identification popsible. On
other hand, using.a‘non-deterministic permutation algorithm (i.e. an algorithm that gmploys a
gree of randomness as part of its logic) makes the process of re-identification less trivial pnd more

refilient to re-idéntification attacks.

Bdcause of this; specific organizational objectives for controlled re-identification as well as apjpropriate
tefhnical and organizational measures to safeguard the knowledge of the algorithms from unwarranted
acgess fieed to be taken into consideration while choosing or designing the algorithm.

9. 74— Mictroaggregation

The term “microaggregation” refers to a category of de-identification techniques that replace all values
of continuous attributes with their averages computed in a certain algorithmic way. For each continuous
attribute (or for a selected set of continuous attributes), all records in the dataset are grouped such that
the records with closest values of the attribute (or attributes) belong to the same group and there are at
least k records in each group, for a sufficiently large value of k. The new value of each attribute is then
computed to be the average of the attribute’s values in the group. The closer the values in each group
are, the more data usefulness is preserved.

The output of microaggregation is microdata. Microaggregation does not preserve data truthfulness.
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Microaggregation techniques vary in the way that the attributes are selected, the way that the closeness
between the values and across attributes is calculated, and other considerations - such considerations
are outside the scope of this document.

9.8 Synthetic data

Synthetic data is an approach to generating microdata artificially to represent a predefined statistical
data model. By definition, a synthetic dataset does not contain any data collected from or about existing
data principals, but looks realistic for the intended purposes. Synthetic data fitting the original data too
closely can reveal information about genuine data principals, such as their personal data.

There ar¢ various ways to create synthetic data. Theoretically, data can be randomly generated/basgd
on a numper of selected statistical properties. Key characteristics of such a model are the distributions
of each attribute (overall and in subpopulations) and the internal relationships among the attributes.
In practide, the generation of synthetic data can involve multiple or continuous transformations on real
datasets using randomization techniques (9.7) and sampling (9.1.2), as described in\this document.
Typically|synthetic data is used for testing tools and applications.

Synthetid data can be used for developing queries. In some applications synthetic data can be usgd
as a surrpgate for real data: in these cases, the data curator should reproduce queries performed pn
synthetic|data on actual data, to ensure that inferences drawn on the synthetic data are correct when
drawn or| real data.

The privdcy guarantees of synthetic data can be evaluated using thé.differential privacy model.

10 Formal privacy measurement models

10.1 General

A formal| privacy measurement model is an approach to the application of data de-identificatipn
techniqugs that enables the calculation of, re-identification risk and, in some cases, provides
mathemaftical guarantees against re-identification risk. A formal privacy measurement model refleg¢ts
the contekt of the use case.

All the mjodels described in Clause 40 depend on the selection of parameters based on an empiri¢al
assessmejnt of the use case, which(includes both the re-identification risks of the specific system, ahd
the chardcteristics of the specific-dataset. System re-identification risks depend on security and otHer
technicalland operational measures that are in place. The characteristics of a specific dataset include
the likelihood of an attempted re-identification attack on the dataset (which is driven by an appetjte
for potential incentives)and the perceived impact on the data principals and/or the organization if the
attack is $uccessful.

Many additional models have been discussed in the academic literature; examples of some of the mdre
prominert models are outlined in Annex E.

10-2 K' llUllylll;ty lllUdCl

10.2.1 General

K-anonymity is a formal privacy measurement model that ensures that for each identifier there is a
corresponding equivalence class containing at least K records. While the resulting dataset has limited
(i.e. 1/K) linkability, it does not contain measures designed to prevent potential inference attempts.

NOTE For further information, see, for example, [52] and [54].

Some of the de-identification techniques described in this document can be used either independently
or in combination with each other to satisfy the K-anonymity model. Suppression techniques,
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generalization techniques, and microaggregation can be applied to different types of attributes in a
dataset to achieve the desired results.

A number of enhancements to the concept of K-anonymity exist, including L-diversity and T-closeness.

10.2.2 L-diversity

L-diversity is an enhancement to K-anonymity for datasets with poor attribute variability. It is designed
to protect against deterministic inference attempts by ensuring that each equivalence class has at least
L well-represented values for each sensitive attribute. L-diversity is not a single model but a group of
mpdels (E.7]. Each model has diversity defined slightly differently, e.g. by counting distinct yajues or by
entropy.

L-fiversity can be difficult to achieve and can cause significant loss in data utility due‘to thfe implicit
assumption of how values for each sensitive attribute are distributed. Its abilit§?to prote¢t against
inferences is also limited when data values are unevenly distributed. This variant of K-anopymity is
supject to attacks, which have led to the development of M-invariance and T-closeness.

NOTE For further information, see, for example, [40] and [42].

10.2.3 T-closeness

T-floseness is an enhancement to L-diversity for datasets with@ttributes that are unevenly digtributed,
bdlong to a small range of values, or are categorical. It-is)designed to protect against gtatistical
inference attempts, as it ensures that the distance between the distribution of a sensitive atfribute in
arly equivalence class and the distribution of the attributein the overall dataset is less than a threshold
T.[This technique is useful when it is important for the resulting dataset to remain as close af possible
to[the original one.

Erfforcing T-closeness can cause significant less;in data utility as it eliminates the correlationg between
qyasi-identifiers and sensitive attributes. This variant of K-anonymity is not resilient to lipking via

co[nposition attacks, [16].
|

A
f

hough not equivalent, T-closenessiand e-differential privacy (10.3) are related to one angther (see,
- example, [7]).

]

NOTE For further information, see, for example, [39].
10.3 Differential privacy model

10.3.1 General

Diffferential-privacy is a formal privacy measurement model that, if incorporated in the d¢sign of a

pdrticularstatistical analysis, provides mathematical guarantees that the probability digtribution

of[the, dutput of this analysis differs by a factor no greater than a specified parameter regardless of

whether any particular data principal is included in the input dataset. The specified parameter can be
< e-the“pri “ th SYERRE isin < i i i . 0.3.4.4).

used Reasy a 3 0SS 3 2133 SIS UES e me aVala des-a outb

The term “privacy loss” is conventionally used in the differential privacy discipline. It does not refer to
actual loss of privacy but instead to a reduction in the probability that privacy is maintained (10.3.4.4).
Privacy loss refers to the cumulative knowledge that a theoretical attacker acquires over time from the
output of a particular statistical analysis. Differential privacy bounds the probability that the presence
or absence of any particular data principal in the dataset is able to be inferred from the de-identified
dataset or from system responses. This probability bound is maintained even if the attacker has access
to other, related, datasets, as long as the privacy loss is limited to a certain level.

More formally, differential privacy provides:

— a mathematical definition of privacy which posits that, for the outcome of any statistical analysis
to be considered privacy-preserving, the analysis results have essentially the same statistical
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distribution independent of whether any given data principal is added to or removed from the
dataset; and

— ameasure of privacy that enables monitoring of cumulative privacy loss and setting of a “budget”
for loss limit.

These two elements are applied in the design of differentially private algorithms that, when adequately
implemented and used, provide a mathematically proven guarantee of privacy. Any algorithm that can
be proven to meet the formal definition, can be called “differentially private”.

implemenjtation can be. A comprehensive discussion, including selection of the appropriate probability
distribution and parameters, as well as practical details for implementation, is outside the-scope of thi
document.

NOTE For detailed treatment of these and other relevant topics on the subject, see [9][45] and [15].

Differentfally private algorithms are built by adding a certain amount of-ranhdom noise” that|is
generated from a carefully selected probability distribution, such that the desired usefulness of datq is
preservedl. Random noise is added either to the outputs provided by the differentially private system|to
an analysdt (server model), or at the user device to inputs from each data principal (local model).

Variants pf the differential privacy model exist - some of the more prominent examples are described
in Annex [E.

10.3.2 Server model

Mechanigms that follow the “server model” for differential privacy typically preserve data |in
unmodifipd form in a secure database. In order to préserve privacy, responses to queries are only alle
to be obthined through a software component ory“middleware”, known as the “curator”. The curator
takes quéries from system users, or from reporting software, and obtains the correct, noise-free
answer fifom the database. However, before.fesponding to the user or reporting software, the curator
adds random noise whose magnitude is inversely proportional to the privacy loss implied by the query.
In this c3se, “random noise” means a_combination of basic primitives, including but not limited |to
the additjon of appropriately generated random numbers, to obtain algorithms that deliver a certdin
degree off utility in exchange for Some level of privacy loss. The curator is also responsible for keepipg
track of the cumulative privacgy\less and ensuring that it does not exceed the privacy budget. WhetHer
the curatpr should stop ansivering queries or take other measures, if and when the privacy budget]is
exhaustefl, is established by;'system-specific policies defined on a case-by-case basis.

An example of a server model use of differential privacy is an application that periodically (d.g.
monthly, [weekly, or,some other period) publishes a report detailing consumption of a resource like
water, or i
deviations,
the inferg
known to R

versions of algorlthms that are commonly used to bulld machlne learmng models; optlmlzatlon linear
algebra methods like singular value decomposition (SVD), commonly used for least squares fitting, and
k-nearest neighbours for non-supervised learning. Such algorithms can provide privacy protection to
data principals whose information is part of a training dataset for a machine learning model.

NOTE See [43] and [17] for further details.

10.3.3 Local model

The local model is useful when the entity receiving the data is not necessarily trusted by the data
principals, or if the entity receiving the data is looking to reduce risk and practice data minimization.
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In this model, data belonging to a single data principal, or the results of computations on these data, are
first randomized before they are transferred to, and stored on, a server.

Data is randomized by adding a random quantity, chosen from a specific probability distribution, to
each individual datum or measurement taken from data belonging to the data principal, at the user
device. As a result, the individual data is randomized and thus is not representative of the actual
activity taking place in each device, so does not impact the privacy of data principals. Nevertheless,
when the randomized data from a large number of data principals is aggregated and used for statistical
analysis at the server, the results closely follow the collective behaviour of the population. Because
noise is added before transmission, data reports from the principals can, in many instances, be stored
at[the server without additional privacy-protective measures, and the resulting database Is pble to be
either shared or queried directly without the need for a curator.

O:rre scenario where the local model for differential privacy can be useful, involves privacy pfeserving
surveys, where each data principal’s responses are randomized before being sen®back to the server.
The pollster can then analyse the results which, assuming the usual poll criteria-for sampling where
followed, should closely match the opinions of the population.

10.3.4 Key considerations for a Differentially Private System

10.3.4.1 Probability distribution

Injthe context of differential privacy, random noise takes the foexim of random numbers that are generated
acpording to a selected probability distribution. Research literature suggests the use of: Gausfian (also
krown as “the bell curve”), Laplacian or Exponential prebability distributions, with mean gero. The
mpst appropriate choice for each case depends on the types of queries to be made and other specifics of
the model in use.

NOTE For further details, see [11] and [15].

The parameter that determines whether higher or lower noise values are likely to be produded by the
ndise generator is the standard deviation;-a measure of how tightly the most probable noise yalues are
grpuped around zero. The magnitude ofthe standard deviation for a given differentially privafe system
is proportional to the quotient S / € where S represents the sensitivity of a given query, and € represents
the associated privacy budget.

10.3.4.2 Sensitivity

The sensitivity, S, ofrargiven query or function describes the worst case scenario of how much the
arlswer to that query or that function can change if a single data principal is removed from the database.
Therefore, in order to “hide” the presence of a data principal whose data causes the greatest fhange to
the answer, a ptoportional amount of noise needs to be added to all answers for that particylar query
orffunction:

10.34.3 Privacy budget, ¢

The privacy budget, designated by the Greek letter ¢, Is a design choice. selecting the best value for a
given differentially private algorithm or query is not a straightforward process. Given that the standard
deviation of the noise is proportional to S / ¢, alarger € results in a smaller standard deviation, typically
“spending” more of the privacy budget when answers are provided to users, but also carries a greater
privacy risk because smaller noise values are more likely to be added to the actual results. A smaller
€ on the other hand increases the magnitude of the standard deviation, consequently increasing the
likelihood that larger noise values are added to the actual results, thus providing greater privacy
protection. At the time of this publication, ways of selecting the best ¢ for a specific scenario are still
under research.
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10.3.4.4 Cumulative privacy loss

Every query that the differentially private algorithm responds to, carries with it a privacy cost or
privacy loss. In a well-designed differentially private algorithm, these losses are small enough that
privacy is not breached, but their cumulative effect can eventually lead to a breach of privacy. In order
to calculate the changes in a privacy budget, the notion of a cumulative loss from multiple queries is
defined.

In a simple case, if n queries with a similar privacy cost, C, are posed to a differentially private algorithm,
the total privacy budget spent is no greater than nC. (This is also true if the n queries asked are all the
same questiom-—Estimmating theexactprivacy costof agivenmrquery ira gerrerat tase; ictudig scerrarios
when qudries of different sensitivity are asked and the random noise component comes from differgnt
probability distributions, is not trivial and are described in [9].

It is impdrtant, however, to point out that exhausting the privacy budget of a specific system does 1ot
imply an putomatic breach of privacy, but rather invalidation of the mathematical guarantee. Once the
guarante¢ is invalidated, output from the algorithm can be used by an attacker to apply‘inference, linkipng
and other| types of re-identification approaches, which can result in a successful re;identification attadk.

10.4 Lirear sensitivity model

10.4.1 General

Linear sepsitivity is a model that refers to a set of measures witly specified parameters that indicqdte
how clos¢ a data principal’s contribution can be estimated from the aggregation of an attribute|in
microdatp, regardless of whether the released data contains the aggregated value (macrodata releage)
or the individual values collectively conforming to the model(microdata release). Specified parametdrs
are used [to ensure a “sufficient distance” from the true‘value, to make it difficult for an attacker|to
estimate [too closely the contribution of any specific;data principal based on knowledge of anotHer
data prinfcipal. Typically, a combination of linear sensitivity measures are used, addressing differgnt
potentialfrisks.

More formally, a linear sensitivity measuré_is the linear weighted sum of all values of a selected
attribute|across the records in a dataset{ (e.g. based on an equivalence class, or an equivalence cldss
and a sensitive attribute), in which the values are ordered in decreasing order, and the correspondipg
sequence|of weights are also decreasing. The linear sensitivity measure is considered “sensitive” when
the lineayy weighted sum is strictly greater than 0.

The theoty of linear sensitivity measures has driven methodology and practice for several decadgs.
Although|typically describedand used in the release of macrodata, they are also used in the release|of
microdath. Commonly usedlinear sensitivity measures include the threshold rule, dominance rule, and
ambiguity rule.

10.4.2 Threshold rule

Inference
attribute 3
class, or the number of data pr1nc1pals contrlbutlng to the aggregation of a sensmve attrlbute A
minimum number of data principals in a selected attribute is define by a threshold, n, below which the
number of data principals in the selected attribute is deemed sensitive.

can often be drawn where there isan 1nsuff1c1ent number n, of data prmapals ina select

NOTE1 The threshold rule is also known as the n-rule.

NOTE 2  For microdata, a threshold n corresponds to the parameter K in K-anonymity for a selected subset of
identifying attributes (10.2), and a threshold n corresponds to the value L in L-diversity (10.2.2).
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10.4.3 Dominance rule

Aggregation can be “dominated” by a small number of the largest values in a selected attribute across
the records in a dataset, and therefore be subject to inference. A specific number, n, of the largest
attribute values can be compared against a maximum percentage, k, of the aggregation. The aggregation
is deemed sensitive if the n largest attribute values contribute more than the maximum percentage, k,
of the aggregation. This model does not, however, provide consistent protection for the aggregation of
all attributes being released.

NOTE The dominance rule is also known as the (n,k)-rule.

10.4.4 Ambiguity rule

The contribution of one value by a data principal in a selected attribute in aggregation.cah be ¢stimated
bdfore and after data has been released. The information gained through data release can be deemed
top revealing because of the inferences that can be drawn. Estimating a data principal’s contribution
to|aggregation to within a certain percentage, p, before data release can be.compared to estiimating a
dqta principal’s contribution to aggregation to within a certain percentage,-q, after data release. The
aggregation is deemed sensitive if the information gain (p / q) before and dfter data release |s greater
thpn a maximum information gain. This model provides consistent protection across all aggregation,
but requires quantification of prior knowledge.

NOTE The ambiguity rule is also known as the p/q-rule.

11 General principles for application of de-identification techniques

11.1 General

This document describes a broad range of;de-identification techniques for reducing the rjisk of re-
identification. The process of selecting the de-identification techniques (which are characterized in
Clause 9) needs to be tailored to each specific use case. Although there is no best or standafd way in
which the selection process can be done'in all cases, the factors are presented in a logical ordefr that can
bd used in practice as a part of a data'processing system design. Not all the listed steps are re¢levant in
evlery use case.

NOTE Existing sector-spécific guidelines specify detailed processes for the selection of de-ideptification
te¢hniques. For example, 1IS0.25237(2Z], addresses the health sector. Specification of such processes is qutside the
scppe of this document.

@

In|a specific data processing system, feasible technical and organizational measures are implemented
to|balance the need for preservation of data usefulness with the need for data de-identificfition (see
Clause 12). Théy provide an essential context for the choice of the degree to which the dpta is de-
identified. dnjturn, this degree of de-identification can be achieved by tuning the selection of identifying
atfributes;and the techniques as a part of the selection process described in Clause 11.

Parfeyming data minimization, i.e. limiting the data to what is directly relevant and necgssary to
accomplish a Specified purpose, at the earliest possible stage typically makes the task ot data de-
identification easier.

In some cases, quantifiable guarantees against the risk of re-identification need to be achieved. This
can be done by implementing one of the formal privacy measurement models described in Clause 10.
Suggested designs and implementations of such models tailored to different use cases and objectives
are described in the existing literature. They are not presented in this document.

11.2 Sampling considerations

Performing a random sampling of individual records in the dataset as the first step in the de-
identification process adds uncertainty about the presence of a specific data principal in the dataset
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and thus can increase the effectiveness of subsequent de-identification techniques. Sampling can also
simplify the calculation of aggregated values of very large data populations.

11.3 Aggregated vs. microdata

The output of de-identification techniques can be of two main types: aggregated data, which is data
representing a group of data principals, such as a set of statistical properties of the group or microdata,
which is a dataset comprised of records about individual data principals.

Since microdata contains records aboutindividual data principals there is always some risk of successful
re-identiffication. In this sense, data aggregation is the more robust de-identification technique; Hut
it is only|applicable to certain types of data and is useful in a limited set of use cases. Generation|of
aggregated data is described in 9.1.3. Therefore, it is beneficial to decide on whether data aggregatior is
feasible ajpd sufficient for the use case in hand. If the answer is positive, the selection processican stop.

11.4 Classification of attributes

All attribpites need to be classified according to the technical model defined in Clause 6. The attributes
in a partifcular dataset that can be classified as identifying attributes (and in/particular those that qre
direct identifiers) first need to be determined. In certain contexts, classificatien'into indirect identifigrs
can depend on the assessment of data available outside the dataset&Classification into sensitive
attribute$ depends on the meaning and the nature and type of data.

All knowh re-identification methods can be considered for the selection of a subset of attributes |to
be subjedted to de-identification techniques in a given operational context (e.g. all direct identifigrs
only, all ynique identifiers and most indirect identifiers, or all-identifying attributes and all sensitive
attributes). Collectively, the decisions made in the selection‘process determine the extent to which the
de-identified data can be associated with individual data principals.

Certain cpnditions can help inform the classificationof attributes: the stability of attribute values oyer
time so that the values occur consistently in relatien to the data principal; the variability of an attribyte
to distinguish among data principals in a dataset; and the attacker’s knowledge in a given operational
context.

11.5 Hapdling of direct identifiers

The two dJommon ways of dealingwith direct identifiers is either removing them from the dataset (usipg
masking gs described in 9.3.2) or replacing their values with pseudonyms (using pseudonymizationjas
described in 9.4). Unlike ma$king, pseudonymization preserves the ability of linking records belonging
to the sarhe data principal-even after the data is de-identified.

=}

11.6 Hapdling of remaining attributes

In order fo protect data and to avoid re-identification attacks using linking and inference approachgs,
the uniqye combinations of indirect identifiers and sensitive attributes need to be removed from the
dataset.

This can be achieved by selectively applying generalization (9.6), randomization (9.7), suppression (9.3)
or encryption-based (9.2) de-identification techniques to the remaining attributes.

The outliers (i.e. values of attributes that are much larger or smaller than most of the other values of
this attribute in the dataset) can be removed at either local (9.3.3) or record (9.3.4) level. For statistical
or aggregation purposes, record suppression typically results in a greater distortion of data than local
suppression.

To preserve data usefulness for certain use cases (such as fraud detection or healthcare outcome
assessments), de-identified data needs to remain truthful. Data is considered truthful if it is factual and
has not been accidentally or deliberately distorted. Truthful data cannot contain incorrect or artificially
generated information. Generalization typically preserves data truthfulness. Suppression preserves
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data truthfulness at the record level but not at the aggregated level, because the statistical analysis
is distorted by the removal of certain records or attribute values. Conversely, randomization does not
preserve data truthfulness at the record level, but does preserve it at the aggregated level because
statistical functions computed per attribute give the same result as when no randomization is applied.

Both generalization and randomization techniques use mathematical or logical operations on attribute
values. Since only particular operations can be performed on particular value types, attributes need
to be classified into numerical, categorical, or ordinal. Numerical values can be discrete or continuous.
Discrete values are countable. Continuous values typically represent measurements in terms of
real numbers and are not countable. Categorical values represent characteristics and do not have a
mfthematical meaning. Urdinal values also represent characteristics, however, unlike categogical data,
the categories (typically represented by numbers) can be ordered.

NOTE Another term sometimes used to describe “categorical” is “qualitative”.

Once attributes are classified according to their value type, only de-identificatiomtechniquep suitable
for that value type can be considered for each of the attributes. Subsequently, if multipl¢ suitable
tefthniques are found to be available, the usefulness of the resulting data is a tnajor factor in thegselection
of|the best fitting de-identification technique.

11.7 Privacy guarantee models

Tylpically, a de-identification technique alone cannot provide quantifiable guarantees against re-
identification attacks. To achieve such a goal, a range of “formal privacy measurement models” have
bden designed, each relying on a different selection of one or more de-identification technjques and
h providing its own approach to calculating the risk of re-identification in mathematidal terms.
These models are described in Clause 10.

12 Additional technical or organizational measures

12.1 General

Inforder to balance the need for préservation of data usefulness with the need for data de-identification,
-identification techniques and .models typically need to be accompanied by technical gnd other
organizational and operational' measures to enhance their effectiveness. These measuregs include
authentication, authorization/ encryption, legal agreements, regulations to protect the data af rest and

tors playing an essential role in the design of technical and other organizational measures are: the
ta flow; and the means used to access the data. These factors are orthogonal to the chargcteristics
of|the de-identified data. Therefore, if more than one de-identification technique or model is deemed

A e nse—ease 3 —5 } —Clayse —the ibity of the
deployment of technical and other organizational measures to protect de-identified data for each
selected technique or model need to be assessed before deciding on the most practical approach to de-
identification for a given use case.

Detailed discussion of the implementation of technical and other organizational measures is outside
the scope of this document.

12.2 Data flow scenarios

Typically, an organization sets its objectives for privacy and security measures, including data de-
identification, in accordance with its business needs and relevant laws and regulations, and in support
of widely held privacy principles.

© ISO/IEC 2018 - All rights reserved 27


https://standardsiso.com/api/?name=d93ad201954b5ad8b9b3d3f822b7d553

ISO/IEC

20889:2018(E)

As a result, organizations are incentivized to implement data de-identification techniques in various

data flow

scenarios including:

— collection of data about a large number of individuals, such as for research purposes;

— collection of data under a contract, such as for processing users’ data by a PII processor;

— collection of data automatically generated by sensors and that is directly or indirectly related to a
natural person, device, etc.;

— shari

ng of data within the organization, such as using data by multiple applications;

— sharing of data with a third party, such as for secondary use by another PII controller;

— publik sharing (or release) of data;

— testi

The natu
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12.4 Controlled re-identification
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g/training of models or systems using personal data.

re of the relationships between the parties participating in the data flow ‘affects wheth
lentification needs to be performed before its collection, after its celléction but before

r only before it is shared with the next party in the data flow. This decision, in turn, affects t
r of technical and other organizational measures to enhance the gffectiveness of a particu
ication technique in each use case.

ress to de-identified data

bmentation of de-identification techniques and models-can vary depending on the techni
pvided to access the resulting data. The distinction.is‘in whether the de-identified dataset c
hed or retrieved as a whole, or the informationcan only be retrieved through responses
d data queries.

In the latter case, in addition to security measures, the responses can include data manipulati
the de-identification techniques or the madel.

all de-identification techniques and’ models described in this document can be designed
ither approach to access the data)the required technical and other organizational measury
significantly between the two cases.

d re-identification‘i$ a process that can be built into the data processing system to ensu
rministic data.‘re-identification is possible using specified technical and organizatior
. An exampleofthe need for controlled re-identification is to support data principal requef

L. The-notion of controlled re-identification is introduced solely to clarify how the terminolo
hdused in this document relates to certain terms used in the prior art (see Annex B).

to their own data. Further discussion regarding possible circumstances in which controll}rd
re-identiffication iS.performed, and the techniques by which it is achieved, are outside the scope of t
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Annex A
(informative)

Summary of de-identification tools and techniques

Table A.1 summarizes the key properties of the de-identification techniques and tools described in this

ddcument, and identifies risks that can be reduced through the use of each technique.
Table A.1 — Properties of de-identification tools, techniques and models
[Technique name Data Applicable to | Applicable to Reduces-the risk of
truthfulness |types of values typ_es of Singling Linking Ihference
atrecord level attributes out
Statistical tools
Sampling
Apgregation N/A Continuous, | All attributes Yes Yes Yes
discrete
Cryptographic tools Yes
Dterministic Yes All All attributes No Partially No
encryption
Ofder-preserving Yes All All'attributes No Partially No
encryption
Hpmomorphic Yes All All attributes No No No
encryption
Hpmomorphic secret Yes All All attributes No No No
sHaring
Suppression Yes
Masking Yes Categorical Local identi- Yes Partially No
fiers
Lecal suppression Yes Categorical Identifying at- | Partially Partially Partially
tributes
Record suppression Yes N/A N/A Partially Partially Partially
S@mpling Yes N/A N/A Partiallya | Partially Partially
Pseudonymization Yes Categorical Direct identi- No Partially No
fiers
Generalization Yes All, subjectto | Identifying at-
meaning tributes
Rpuinding Yes Continuous Identifying at- No Partially Partially
tributes
Top/bottom coding Yes Continuous, | Identifying at- No Partially Partially
ordinal tributes
Randomization No Identifying at-
tributes
Noise addition No Continuous | Identifyingat- | Partially Partially Partially
tributes
a  Ifthe data principal record is not included in the sample.
b Unless K-anonymity is implemented using microaggregation.
N/A Not applicable.
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Table A.1 (continued)

Technique name Data Applicable to | Applicable to Reduces the risk of
truthfulness |types of values typ_es of Singling Linking | Inference
atrecord level attributes out

Permutation No All Identifying at- | Partially Partially Partially
tributes

Micro aggregation No Continuous | Indirect identi- No Partially Partially

fiers, and all
attributes

Differentjal privacy No All Identifying at- Yes Yes Partialhy
tributes

K-anonymity Yesb All Quasi identi- Yes Partially No

fiers

a  Ifthe dlata principal record is not included in the sample.

b Unlesq K-anonymity is implemented using microaggregation.

N/A Not applicable.
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Annex B
(informative)

Prior art terminology

B
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controlled re-identification (as showxrin Table B.1 below) as well as to describe mathematical g

of
TH

1 General

e purpose of this annex is to clarify how the terminology used in this document relates
ing used in prior art.

is document reuses prior terminology wherever it has been defined and used ephsistently.

cause the prior art sometimes uses terminology inconsistently and notin.accordance with
the art; the terms used in this document have been formulated to captufe the latest unde
the field of data de-identification, and avoids using terms that have been used inconsistent
t as discussed below.

e prior art tends to entangle technical de-identification,techniques with technical 3
canizational measures implemented to enhance the¢ effectiveness of de-identificat
'minology defined in this document has been designed‘to allow the discussion of de-ider]
be distinguished from technical and other organizational measures, and as a result per
cument to focus on de-identification techniques.

2 Definitions of individual terms

is document does not use the term “reversible” or its derivatives (i.e. irreversible, reversih
cause this term has been used to dehote organizational measures being taken to allow of

transformation functions (e.g. of-eryptographic hash-functions).

is document also does ot use the term “anonymize” or its derivatives (i.e. anony

to terms

However,

some cases the definitions provided in this document are not always identical to earlier definitions

the state
Fstanding
y in prior

nd other
ion. The
tification
mits this

ility, etc.)
disallow
roperties

misation,

arfonymization, anonymised,”anonymized, anonymous, anonymity, etc.) because the term [has been
used in the past to conyey-a range of different meanings, as shown in Table B.1 below.
Table’B.1 — Mapping of de-identification terminology to the prior art
Term used'in IS0 25237127] 1SO 29100[29] ICO Article 29
this document 2012[29], 201411,
De-identification De-identification, Anonymization Anonymisation N/p
Anonymization
MasKing N/A N/A Anonymisation N7
Pseudonymization Pseudonymization Pseudonymization | Anonymisation | Pseudonymisation
with controlled reversible
re-identification
Pseudonymization Pseudonymization Anonymization Anonymisation | Pseudonymisation
without controlled irreversible
re-identification
Randomization N/A N/A Anonymisation Anonymisation
Generalization N/A N/A Anonymisation Anonymisation
Differential Privacy N/A N/A N/A Anonymisation
N/A Not applicable.
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B.3 Relationship to ISO/IEC 19944

Table B.2 shows how the privacy enhancing de-identification techniques described in this document,
when used to process data containing PII, can result in a state of data characterized by one or more of
the data identification qualifiers listed in ISO/IEC 19944(26].

NOTE Use of the techniques listed in this table are not the only way of achieving the data identification states

described by the qualifiers.

Table B.2 — Mapping between ISO/IEC 19944 and ISO/IEC 20889 terminology

ISO/JIEC 19944 data identification
qualjifiers describing state of data

ISO/IEC 20889 Privacy enhancing data
de-identification techniques whose application
leads to the corresponding state of data

Identified data original, unprocessed data containing identifiers;in other
words, no de-identification techniques are applied yet; for th

other qualifiers, the identifiers are removed (masked)

4

Pseudonymized data data processed using pseudonymizationtechniques with

controlled re-identification possible/implemented

Unlinked pseudonymized data data processed using pseudonymization techniques with

no controlled re-identification allowed

Anonymized data

data processed using'generalization and/or
randomization techniques

Aggregated data

data processeddising aggregation techniques

B.4 Relationship to Statistical Disclosure Control terminology

Statisticall Disclosure Control (SDC) [also known, as*Statistical Disclosure Limitation (SDL)] is
disciplingd that was originally developed for controlling the disclosure risk when publishing census a
survey ddta. Subsequently, SDC has been applied®o other, similar, use cases, such as the publication

a
hd
of

health repords and medical statistics. As such,.SDC significantly contributed to the broader practice

of data dp-identification, which is the focns of this document. Many SDC techniques are, in fact, d

identification techniques and are included-in this document.

Since the|establishment of SDC, both'refinements to known de-identification techniques and new g
identificE[ion models have been@developed to address additional use cases for data de-identificati
I\

As ares
identific

t, new terms, rooted-in additional disciplines, have been introduced to the field of data d
ion. This documentnormalizes the resulting general-purpose terminology, which has becoine

the predgminantly used términology across a range of industries and academia.

In some dases, the termiinology used in this document overlaps with SDC terminology. Table B.3 bel

lists such|cases where a simple mapping is possible.

Table B.3 — Mapping to SDC terminology

e_

e-
n.
e-

w

Terminology SDCTerminoiogy
in this document
Attribute Variable
Attacker (Data) Intruder
Data usefulness Data utility
Generalization Global recoding
Indirect identifier Key variable

In addition, in some cases similar terminology is used to refer to different concepts as described below.

In SDC, the term “tabular data” (also known as “aggregate tabular data” or “aggregate data”) refers to the
practice of creating (and subsequently publishing) tables solely containing statistics about the original

32
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values of the attributes, such as frequency count table. In this document, the terms “aggregation” and
“aggregated data” refer to statistical computations on the original data, neither implying the format nor
specifying the means to access the resultant computations.

The term “tabular” is not used in this document to avoid confusion between its specific meaning in the
field of statistical disclosure control and its English meaning of “in a structured form”.
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Annex C
(informative)

De-identification of free-form text

C.1 Geperal

The purfose of this annex is to describe a number of existing approaches to de-identification |of
free-forn] text and clarify how selected de-identification techniques described in this document gre
applicable for de-identification of free-form text.

In additidn to the complexity involved with de-identification of structured data, the nature of free-foym
text creafles additional challenges specific to this format.

Firstly, in|free-form text, the semantics of each word is not specified as a part(of the dataset. Therefote,
segmentdtion of text by parsing is typically performed before any kind of de-identification can take plage.

Secondly,| multiple data principals can be described or referred to, in‘a given text without obvious
associatign between each principal and its characteristics. Consequently, the de-identification modé¢ls
presenteI in this document, which enable the calculation of retidéntification risk, are typically rot
applicabl¢ to de-identification of free-form text.

Where a de-identification approach involves the removal of ififormation from a free-form text document,
the procedures and technology described in ISO/IEC 27038(29] can be used as appropriate.

The folloyving clauses describe several known de-identification techniques that are specific to frge-
form text]

NOTE In the existing literature, the term.‘data segmentation” is sometimes used to describe the whole
process cdntaining any of the de-identificatiofi techniques described below. The text in this annex distinguishes
between multiple stages and different techniques in a process.

C.2 An‘rotating

Annotating (or named entity“pecognition) is not a de-identification technique on its own. Rather, it i$ a
process that needs to be performed on free-form text before any type of de-identification can take plage.

The objedtive of annatating is to divide logically a given free-form text into segments and annotate the
segmentq with theirsemantics whenever possible. A segment can be a single word or a string of wordls.
A segment can hierarchically contain other segments.

Annotatingiean be either rule-based or dictionary-based. Dictionary-based annotating can be enhanced

. . B .
by using lear g e CITa s IS,

A basic example of rule-based annotating is dividing a text into tokens (e.g. words) in conformance to
the rules of syntactic grammar. For example, it can be done by defining whitespace characters as the
delimiters between the tokens. Another example of rule-based annotating is dividing the text into a
defined number of words (also known as n-gram text).

More advanced rules can be defined by using regular expressions. For the purpose of de-identification,
each regular expression represents a structure of a commonly used attribute, such as a date or an
e-mail address.

Dictionary-based annotating is based on matching the text to a set of known segments. For the purpose
of de-identification, the dictionary contains the values of known identifying, sensitive and other
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attributes. Additionally, the dictionary can contain text segments serving the purpose of the application
using the de-identified data. The dictionary can be populated upfront and can be updated during the
process of annotating.

The process of annotating can be performed in different ways. That is, the text can be matched
against the available patterns (i.e. regular expressions and segments) sequentially, in parallel, or as a
combination of both. The available patterns can be prioritized according to different considerations. To
achieve dynamic prioritization, learning mechanisms can be used during the annotating process.

The output of annotating is the original text with each delimitated segment being marked with its

o 1. 11
Seprantres-wireire verposstore:

Ude of machine learning, natural language processing (NLP), and other forms of context analysis can
bg used to improve the understanding and quality of classifying sensitive data. It is also impprtant for
context-specific models such as language-specific, healthcare, financial, etc.

C.3 Conversion of data to the form of a table

In|some cases, as a result of parsing, it is possible to arrange the delimitated segments as a tlable with
columns and rows according to their semantics and discard the rest efthe data. In such case, the parsed
file has effectively been converted into a structured dataset that is able to be de-identified usjng any of
the techniques presented in this document.

In[practice, due to complexity of a given free-form text, often.it is impossible to convert the text into a
stfuctured dataset without losing much of its value. This limits the selection of the de-iderjtification
tefhniques that are applicable to free-form data as described in C.4 below.

C4 Scrubbing

The objective of scrubbing is to produce a free-form text that preserves the structure and mfyich of the
content of the original free-form text, butiwhich neither contains the identifiers of data principals nor it
coptains any presumably sensitive information about them.

Scrubbing effectiveness relies on ‘the ability of the parsing process to assign semantics tol as many
repognisable segments as possible. Scrubbing is performed by applying selective de-iderftification
tefhniques described in this document to the recognized attributes according to their semantjics.

Multiple data principalSycan be described or referred to in a given text without obvious agsociation
bdtween a principal~and its attributes. Performing de-identification on each recognized |attribute
inflependently frofrothers limits the type of de-identification techniques applicable to free-form text.
Ad a result, masking (9.3.2) and pseudonymization (9.4) are the two de-identification technigues being
mostly used for scrubbing. The specific choice of the de-identification technique to be applidd to each
repognized.attribute depend on its semantics and type.

Dg-idéntification can be performed on-the-fly during the parsing. Alternatively, during the pgrsing the
repbgnized segments can be marked with their meaning (i.e. semantics) and de-identified|after the
parsing 1s completed.

C.5 Segmentation

The objective of free-form text segmentation is to produce (and potentially share or publish) a set of
text segments such that the segments:

— neither contain the identifiers of data principals nor any presumably sensitive information
about them;

— cannot be put together to reconstruct the original text.
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Parsing and scrubbing together are used to produce a useful set of segments. The length of the output
segments can be one of the parameters to the parsing process. The shorter the segments are, the less is
the risk of re-identification.

Risk of re-identification can be reduced by only releasing the segments that are also found in publicly
available text content, such as large text corpuses from Web sites.

C.6 Aggregation

This apprnar‘h is-similar to the agaregation de-identification technigues presented-in this document
55 °5 T T .

The objeqtive of free-form text aggregation is to produce a set of text segments (as described incEl5)
with statjstics about them.

The freqiency of data segments in a given text is an example of straightforward statistics) Statistics
related t sensitive attributes removed (or otherwise de-identified) during de-identification of the
segment qre another example of aggregation functions.
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Annex D
(informative)

Normalization of structured data

If, in practice, multiple rows exist corresponding to a single data principal, then it is possible to merge

thepm. However, not all the formal privacy measurement models described in this documen
exjpected, or in an optimal way, depending on the way the data is merged. Some examples.ofhow data

C

In

arg transformed into attributes themselves. For example, the attribute “month ©f visit” is tra
info attributes representing the months of the year (i.e. “January”, “February”, i, “December’
the binary view are then just indicators of whether the data principal ‘has this attribut¢ or note.

in
Hq

the attribute “year of visit” is transformed into attributes representing each year, independ
atfribute “month of visit” (i.e. which “year” is associated with which “month” is lost). Alte
atfribute values can be combined.

In

single data principal determines the number of new ordexed attributes that are created. For e

th
ha
th
tr
th
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be merged are presented.

a binary view of the data, attributes that have multiple values across records for a'single data

» o«

wever, the relationship between attribute values can be lost in this\ répresentation. For

e attribute “month of visit” has at most three values £or a single data principal, the transp
s three attributes “month of visit 1”, “month of visit,2”, and “month of visit 3”. Entries in thd
en the multiple values across records for a single'data principal’s attribute values themsg
insposed view has fewer attributes than the binary view, preserve the order of records, and
e relationship between the multiple attribute values for a single data principal. However, d
the formal privacy measurement model-or the operational context, attribute values can be ¢

L work as

principal

nsformed

). Entries
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a transposed view of the data, the maximum number of-attribute values for a single attrijute and a
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