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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotech

nical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through tech
committees established by the respective organization to deal with particular fields of tech

nical
nical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

ot gduibatiuub, gover mrentatand non-gover nmrentab-imrHatsomrwith1S6andHEGatsotake partt
work. In the field of information technology, ISO and IEC have established a joint.technical conm
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for\its further maintenanc
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria neede
the different types of document should be noted. This document was drafted in accordance wit
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

1 the
ttee,

b are
d for
h the

Attention is drawn to the possibility that some of the elements of this doctitnent may be the subject

of patent rights. ISO and IEC shall not be held responsible for identifﬁf‘fg any or all such p
rights. Details of any patent rights identified during the development.of the document will be i
Introduction and/or on the ISO list of patent declarations received (se&4vww.iso.org/patents).

A

. . A ) . e .
Any trade name used in this document is information given for“the convenience of users and doe
constitute an endorsement. RN

!

For an explanation of the voluntary nature of standax‘\ﬁs, the meaning of ISO specific terms
expressions related to conformity assessment, as wéllas information about 1SO's adherence t
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
iso/foreword.html. -

e
This document was prepared /by Joint Tec@'nical Committee | ISO/IEC JTC 1, Information technd

Subcommittee SC 42, Artificial intelligence. >

Alist of all parts in the ISO/IEC 20547\6e\ries can be found on the ISO website.

Any feedback or.questions on thig:iocument should bedirected to the user’s national standards bo
complete listing-of these bodiesiean be found at www.iso.org/members.html.
O

htent
h the

S not

and
b the

lorg/

logy,
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Introduction

The ISO/IEC 20547 series is intended to provide users with a standardized approach to developing
and implementing big data architectures and provide references for approaches. ISO/IEC TR 20547-1

prov

ides users with an overview of the reference architecture framework described in this document

and a process for applying that framework in developing an architecture. ISO/IEC TR 20547-2 provides

a col
big

arch
to ds

lection of big data use cases and decomposes those use cases into technical considerations that

ata—atrchitects—and system ilup}cllltllttlb camrconsider—Thisdoctmentdescribes—thereference
tecture in terms of User and Functional views. Those views can be used by the big:data architeget
scribe their specific system. ISO/IEC 20547-4 describes the security and privacy aspects unigue

to big data. ISO/IEC TR 20547-5 provides a list of standards and their relationship to the refererice

arch
thein

Eachl

In ge

tecture that architects and implementers can consider as part of the design and implementation of
system.

of these parts is built on the common vocabulary and concepts described in ISO/LEC 20546.

neral terms, reference architecture provides an authoritative source of information about a specific

subjgct area that guides and constrains the instantiations of/multiple archite@it‘ﬁres and solutions

(see
and

The
prod

The
desc

3.2). Reference architectures generally serve as a reference foundation fer’solution architectures
an also be used for comparison and alignment purposes. N

<\
key goal of this reference architecture is to facilitate a shared gﬁ‘derstanding across multiple
jucts, organizations, and disciplines about currentarchitectures:and future direction.

reference architecture presented in this“document prowgl(les an architecture framework for
Fibing the big data components, processes, and systemst0 establish a common language for the

variqus stakeholders named as big data reférence architectul\e\(BDRA). It does not represent the system

arch

tecture of a specific big data system. Instead, it is a tool for describing, discussing, and developing

syst¢m-specific architectures using an.architecture framework of reference. It provides generic high-

level
oper

architectural views that areran-effective tool for discussing-the‘requirements, structures, and
htions inherent to big data. The model is not tied to any specific vendor products, services or

reference implementation, nor does it define pr&sériptive solutionsthat inhibit innovation.
~

Vi
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Information technology — Big data reference
architecture —

Part 3:

Reference architecture

1 Scope

This document specifies the big data reference architecture (BDRA). The refetrence archite¢ture
includes concepts and architectural views.

The reference architecture specified in this document defines two architec‘tﬁ}fal viewpoints:

— auser view defining roles/sub-roles, their relationships, and types of activities within a big|data
ecosystem; N 8

— afunctional view defining the architecturallayers and the c[éSses of functional components wjithin
those layers that implement the activitieS of the roles/subsroles within the user view.

The BDRA is intended to: K '\<

. . N
— provide a common language for'the various stakeholders;
N
\
— encourage adherence to common standards¢specifications, and patterns;

— provide consistency of implementationof technology to‘solve similar problem sets;
(7,
— facilitate the understanding of the\o})erational intricacies in big data;
&

— illustrate and understand thewarious big data components, processes, and systems, in the context

of an overall big data concep’,tﬁal model;
A

— provide a technical _reference for government departments, agencies and other consumefs to
understand, discuss;\categorize and compare big data solutions; and
N

) )

— ~facilitate the @palysis of candidate standards for interoperability, portability, reusability| and
extendibility.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited appliey. For
undated references, the latest edition of the referenced document (including any amendments) ap;rlies.

[SO 8000-2, Data quality — Part 2: Vocabulary

[SO/TS 8000-60, Data quality — Part 60: Data quality management: Overview

ISO 8000-61, Data quality — Part 61: Data quality management: Process reference model
ISO/IEC 38500, Information technology — Governance of IT for the organization

ISO/IEC 38505-1, Information technology — Governance of IT — Governance of data — Part 1: Application
of ISO/IEC 38500 to the governance of data

© ISO/IEC 2020 - All rights reserved 1
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ISO/IEC TR 38505-2, Information technology — Governance of IT — Governance of data — Part 2:
Implications of ISO/IEC 38505-1 for data management

ISO 55000, Asset management — Overview, principles and terminology
ISO 55001, Asset management — Management systems — Requirements

IS0 55002, Asset management — Management systems — Guidelines for the application of 1SO 55001

ISO/[EC/IEEE 42010, Systems and software engineering — Architecture description
ISO/|EC 20546, Information technology — Big data — Overview and vocabulary

ISO/|EC 17789, Information technology — Cloud computing — Reference architecture

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 8000-2)ISO/TS 8000-60,
ISO §000-61, ISO/IEC 38500, ISO/IEC 38505-1, ISO/IEC TR 38505-2, ISO 55000, {$0°55001, ISO 55002,
ISO/|EC/IEEE 42010, ISO/IEC 20546, ISO/IEC 17789 and the following apply., (-5

ISO gnd [EC maintain terminological databases for use in standardization‘at}tﬁe following addresses:
\0

— IS0 Online browsing platform: available at https:[[www.iso.org[obgl

!

— IEC Electropedia: available at http://www.electropedia.org,l\(

R
3.1 <

A\
data AN
reintlerpretable representation of information (3.3) in a formalized manner suitable for communication,
interjpretation, or processing %

[SOURCE: ISO/IEC 2382:2015, 2121272] &

3.2 O

reference architecture LY

authpritative source of)information-aligut a specific subject area that guides and constrains the
instgntiations of multiple architectures and solutions

Q¥ N . “ .
Note |l to entry:.This document utilizes the definition of reference architecture from DoD “reference architecture
descifiption”[Z], A\

AN
~

|
Note |2 toentry: Reference-architectures generally serve as a foundation for solution architectures and can also
be usgd for comparison-and’alignment of instantiations of architectures and solutions.

3.3
information
data|(3.1) thatare processed, organized and correlated to produce meaning

Note[l to'entry: Information concerns facts, concepts, objects, events, ideas, processes, etc.

34
activity
specified pursuit or set of tasks

[SOURCE: ISO/IEC 17789:2014, 3.2.1]

3.5
knowledge
maintained, processed, and interpreted information (3.3)

[SOURCE: ISO 5127:2017, 3.1.1.17]

2 © ISO/IEC 2020 - All rights reserved
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3.6
functional component
functional building block needed to engage in an activity (3.4), backed by an implementation

[SOURCE: ISO/IEC 17789:2014, 3.2.3]

3.7
data governance

prnpnri—y or ahi]ify that needs to bhe coordinated and imp]nmnnfnr‘l hy a set of gactivities ('-’. A.) 2im

design, implement and monitoring a strategic plan for data asset management
Note 1 to entry: Governance of data is described in ISO/IEC 38505-1.

Note 2 to entry: Data asset is understood as a set of data items, or data entities, that have a real or pot
benefit for an organization. Data asset is a subset of asset defined in ISO 55000. A benefit is'afy advantage t
organization of the actionable knowledge derived from an analytic system: It is often ascribed to big data d
the understanding that data has potential benefit that was typically not considered previously.

Note 3 to entry: A strategic plan for data asset management is a dacument specifyirgirow data management (

is to be aligned to the organizational strategy. This term has the'same meaning as strategic asset managd
plan (SAMP) defined in ISO 55000 with data point of view. )
3.8 - ‘,§
data quality ! ;;‘
degree to which the characteristics of data satisfy stated and implied needs when used under speq
conditions \
-\(

[SOURCE: ISO/IEC 25024:2015, 4.11] :

A\
39 QW
data quality management <

coordinated activities to direct’and control a\ﬁoorganization withiregard to data quality

[SOURCE: ISO 8000-2:2018, 3.4.9] \'<

~

3.10 \
party S
natural person.or legal perso, whether or not incorporated, or a group of either

[SOURCE:1SO/IEC 17789:2014, 7.2.3]
3.11 N

AN
~

policy Y
intention and direction of an organization as formally expressed by its top management

[SOURCE: 1S0)55000:2014, 3.1.18, modified — The term has been changed to the singular form an
final stop.has been removed from the definition.]

3.12
role
set of activities (3.4) that serves a common purpose

od to

bntial
o the
ue to

3.15)
ment

ified

d the

[SOURCE: ISO/IEC 17789:2014, 3.2.7]

3.13
stream
list of flow objects attached to a port of a flow object

[SOURCE: ISO/IEC 10179:1996, 4.33, modified — by deleting leading article and trailing full stop.]
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3.14
sub-role
subset of the activities (3.4) of a given role (3.12)

[SOURCE: ISO/IEC 17789:2014, 3.2.9]

3.15
data management

set of-activities (Q A.) aimed to implnmnnf the hig data architecture that hest meet husiness gnq]c hy

following the strategic plan for data management assessment

3.16
datallifecycle
stag¢s in the management of a data

Note [l to entry: The target of lifecycle (defined in ISO 55000) is data in this document.

3.17
appljcation programming interface N 9’
API )
bourldary across which application software uses facilities; of progran@iﬁg languages to invoke
services \\
'\'
[SOURCE: ISO/IEC 18012-2:2012, 3.1.4, modified — Note-1 to entry hasibeen removed and the final stop
has heen deleted from the definition.] O\
) ‘\<

4 Abbreviated terms Vo

QN
ACID atomicity, consistency, isolation, and durability
API application programming interface ,/.\\ J
CEP complex event processing Vo \
CPU central processing unit N
BDA big data auditor J

N

BDAP big data application provider

BDA¢P big data accesS pFovider

BDARP big data analytics provider

BDC big data consumer

BDCP big’data collection provider
BDF]I’ big data framework provider
BDIP big data infrastructure provider
BDP big data provider

BDPlaP big data platform provider
BDPreP big data preparation provider

BDProP big data processing provider

4 © ISO/IEC 2020 - All rights reserved
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BDRA big data reference architecture

BDSD big data service developer

BDSO big data system orchestrator

BDSP big data service partner

BBVP big-datavistaltizationprovider

DG data governance

DM data manager

DQM data quality manager

PII personally identifiable information

RA reference architecture ,;3.
5 Conventions BN

\0
The diagrams that appear in this document are presented using the conventions that are shown in
Table 1. This notation is used as described in ISO/IEC 17789.55°
~X
)

Table 1 — Legend to the diagrams uged throughout this document

Object N Meaning

* Party

Role

Sub-Role
5

Activity

Functional component

Cross-cutting aspect

6 Bigdata reference architecture concepts

6.1 General

This document defines a BDRA that serves as a fundamental reference point for big data standardization

and which provides an overall architecture framework for the basic concepts and principles of a big
data system.

This document describes the logical relationships between the roles/sub-roles, activities, and functional
components, and cross-cutting aspects that comprise a big data system architecture.

Standards can be relevant to some of these relationships. Standards associated with a relationship can
be used to:

— specify degrees of information flow or other types of interoperability; and/or

— ensure specified degrees of quality (e.g. security or service level).

© ISO/IEC 2020 - All rights reserved 5
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Logical relationships defined in this architecture are a significant part of specifying the BDRA and its
behaviour. The relationship describes matters such as the categories of information flows between the
functional components in the BDRA.

6.2 Views

Big data can be described using a viewpoint approach. Four distinct viewpoints are used in the BDRA

(see Figure 1 and Table 2):
B

l
S B

Key
1 ser view N O
2 nctional view C5¢)
3  implementation view N&K
. N\
4 eployment view 25
N ’
. ) FE N\ ]
Figure 1 — Transformations between arcglte'ctural views
$)
N

Table 2 — BDRA \Qesz

BDRA view Description of tHe/'BDRA view Scope
Userjview The ecosystem of big data with the stakeholders'(used in ISO/ | Within scope
IEC/IEEE 42010), the rolesgthe sub-roles and(the big data
activities \
Fundtional view The functions necessa\v‘y for the support-of big data activities |Within scope
Implementation view The functions negessary for the implementation of big data Out of scope

within servicé\g’a’rts and/or infrastructure parts

Deplpyment view How the functions of big data are technically implemented Out of scope
withinalready existing infrastructure elements or within new

elements to be introduced in this infrastructure
"

&
NOTH While details ,of-the user view and functional view are addressed within this document, the
implgmentation and deployment views are related to technology and vendor-specific big data implementations
and actual deployments,-and are therefore out of the scope of this document.

6.3 | Overview of user view

The Iser view addresses the ecosystem of big data with the following concepts:

either or both parties in a big data ecosystem are its stakeholders;

— roles and sub-roles: a role is a set of big data activities that serves a common purpose. a sub-role
is a subset of the big data activities for a given role, and different sub-roles can share the big data
activities associated with a given role;

— activities: an activity is defined as a specified pursuit or set of tasks. big data activities need to have
a purpose and deliver one or more outcomes and these are conducted using functional components;

6 © ISO/IEC 2020 - All rights reserved
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cross-cutting aspects: cross-cutting aspects can be shared and can impact multiple roles, and
big data activities. Cross-cutting aspects may map to multi-layer functions and their associated
functional components which implement the activities within the cross-cutting aspect.

NOTE A party can assume more than one role at any given point in time and can engage in a specific subset of
activities of that role. Examples of parties include, but are not limited to, large corporations, small- and medium-
sized enterprises, government departments, academic institutions and private citizens.

Figure 2 illustrates the entities that are defined for the user view.

U s W N

6.4

party

role

sub-role

activity
cross-cutting aspect

Figu\'e 2 — User view entities
N

A“

Overview of functional-view

The functional view is a te¢hnology-neutral view of the functions necessary to form a big data system.
The functional view describes the distribution of functions necessary for the support of big|data
) |

activities. {
The functional architecture also defines the dependencies between functions.

The functjenal view addresses the following big data concepts:

~
|

functional components: a functional component is a functional building block needed to engage in
anractivity, backed by an implementation;

functional layers: a layer is a set of functional components that provide similar capabilities or

STIVE d LUIITIUIT PpUl pustc,

multi-layer functions: the multi-layer functions include functional components that provide
capabilities that are used across multiple functional layers, and they are grouped into subsets.

NOTE Not all layers or functional components are necessarily instantiated in a specific big data system.

Figure 3 illustrates the concepts of functional components, layers and multi-layer functions.

© ISO/IEC 2020 - All rights reserved 7
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6.5

Figu
the f

Multi-layer
Functional Layer Functions
Component
4 N
——
Functional Layer
Component [ L
\_ ) Functional
Component
4 N
Functional Layer
Component \ /
\§ J
Functional View D
Figure 3 — Functional layering N
\.'\
v,

Relationship between the user view and the functionaljview

e 4 illustrates how the user view provides the set of big dqt'aéctivities that are represented within

inctional view. 4
\
N
— ( Multi-layer
Functional\ Layer Functions
Component
\
N
\
Functional Layer
Component -
Functional
Component
Functional Layer
Component \ /
User View Functional View

Figure 4 — From user view to functional view

6.6

Relationship of the user view and functional view to cross-cutting aspects

Cross-cutting aspects, as their name implies, apply both across the user view and across the functional

view

of big data.

Cross-cutting aspects apply to roles and sub-roles in the user view and they directly or indirectly affect
the activities that those roles perform.

Cross-cutting aspects also apply to the functional components within the functional view which are

used

8

when performing the activities described in the user view (See Figure 4).

© ISO/IEC 2020 - All rights reserved
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Cross-cutting aspects of big data described in Clause 9 include:
— security and privacy;
— management;

— data governance.

'/ uUser view

7.1 Big data roles, sub-roles, and activities

Given that distributed services and their delivery are at the core of big data, all big data-related actiy
can be categorized into three main groups: activities that use big data, activities thatprovide big
analytics services and activities that provide data.

This clause contains descriptions of some of the common roles and sub-rolesiassociated with big d
\D
]

It is important to note that a party can play more than one-role at any gjven'point in time. When pl3

a role, the party can restrict itself to playing one or more sub—rolei,s:ub'—roles are a subset of th
data activities of a given role. <\
\0
As shown in Figure 5, the roles of big data are: \’."'
— big data application provider (BDAP),(see 7.2); K }
)
N

— big data framework provider (BDEP) (see 7.3); X
A\
— Dbig data service partner (BDSP) (see 7.4); ™

\ &

.~

— big data provider (BDP)-(see 7.5); (>

-

— big data consumer (BDC) (see 7.6). \’/‘

N
NOTE Big data provider is any data‘provider to the BDRA.

Vo

rities
data
ata.

lying
e big
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Big Data Service Partner (BDSP)

Big D'ata Big Data Big Data
Service . System
Auditor
Developer (BDA) Orchestrator
(BDSD) (BDSO)

/Big Data Application Provider (BDAP) \

Big Data Big Data Big Data
Big Collection Preparation Analytics )
Data Provider Provider Provider BigData
(BDCP) (BDPreP (BDANP) Consumer
Provider

(BDP) (809

Big Data Big Data
Visualization Access

Provider Provider

k (BDVP) (BDACP) / !
—/ \ X

/)
Big Data Framework Provider/(BDFP) \':' }

-

Big Data Big Data Big Data \.\
Processing Platform Infrastructure\ = \}
Provider Provider. Provldet.\
(BDProP) (BDPIaPR) (BDIP) )

Figure 5 — Big data ro]es
‘8

-

nn¢x B provides examples of the relationship of role§ ih big data ecosystems.

>

Each|of the sub-roles shown in Figure 5 is describ&d in more detail in'7.2 to 7.6.
\

7.2 | Role: Big data application providé;' (BDAP)
"y

\A\'
L&
Y

7.2.1 General \ \

The BDAP executes the manipula\t\ions of the big data lifecycle. This is where the general capabilities
withfn user view of the big data'reference architecture as shown in Figure 5 are combined to produce
the specific.data system. .~

NOTH 1  ~ While the actiwvities of an application provider are the same whether the solution being built concerns
big dpta or not, the niethiods and techniques have changed because the data and data processing is parallelized
acrogs resources.

NOTHE 2  As.data propagates through the ecosystem, it is being processed and transformed in different ways
in orfler ta-extract the value from the information. Each activity of the big data application provider can be
implgmented by independent stakeholders and deployed as stand-alone services.

NOTE3 The BDAP can be a SINgIe Instance or a collection of more granular big data application providers, each
implementing different steps in the big data lifecycle. Each of the activities of the big data application provider
can be a general service invoked by the data provider or big data consumer, such as a web server, a file server, a
collection of one or more application programs, or a combination.

NOTE4  The BDAP is in charge of the implementation, testing and validation of the data quality business
rules, requirements and metrics that assure the correct management of data in the big data system. Any big data
application provider can apply the data quality requirements throughout the big data lifecycle.

The BDAP is composed of the following five sub-roles as shown in Figure 6:

— big data collection provider (BDCP) (see 7.2.2);
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big data preparation provider (BDPreP) (see 7.2.3);
big data analytics provider (BDAnP) (see 7.2.4);
big data visualization provider (BDVP) (see 7.2.5);
big data access provider (BDAcP) (see 7.2.6).

Big Data Application Provider (BDAP)

Big Data Big Data Big Data Big Data Big Data Access
Collection Preparation Analytics Visualization Provider
Provider(BDCP) Provider Provider Provider. (BDACP)
(BDPreP) (BDANP) (BDVP)
Find data Transform ::]:IC';: Manifest Transfer
source data IoiY: data status data
Capture Validate a:;r‘:its \ 3“
data data v !
result (¥
=)
Register and v
RN
!\ !
Aggregate >
data

L J

A\
Figure 6 — Big data activities relating‘ta’big data application provider sub-roles
A&

7.2.2 Sub-role: big data collection prqvi}ier (BDCP)

The BDCP is a sub-role.of BDAP Wthhlé responsible for the collection of big data from data prov
This can be a general service, such as afile server or web'server to accept or perform specific collec
of data, or it can'be an applwat1qn§pec1f1c service designed to pull data or receive pushes of data
the data provider.

N o
The BDCP activities are asfollows:

the find data sou.rt:e activity is focused on searching and storing data source information as a
of metadata which can be used for capturing and/or storing data;

the capture data activity is focused on converting available data (e.g. web document, blog
etc.) into.a form that can be handled by system;

the register and buffer data activity is focused on storing data into data registry or holding
before transferring it to other tasks or processes.

rider.

tions

from

form

data,

data

7.2.3 Sub-role: big data preparation provider (BDPreP)

The BDPreP is a sub-role of the BDAP which is responsible for preparing data from raw data to ready for

analyzing data.
The BDPreP activities are as follows:

the transform data activity is focused on converting data or information from one form
another;

constraints such as correctness, meaningfulness, security and privacy, etc.;

© ISO/IEC 2020 - All rights reserved
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the validate data activity is focused on ensuring that the data is correct based on the validation
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— the cleanse data activity is focused on detecting inaccurate part of data and correcting them by
replacing, modifying or deleting;

— the aggregate data activity is focused on combining two or more data into one dataset in
summary form.

Data

validation and data cleansing should be guided by the application of the data quality management.

The
requ
thet

The
proc
the

7.2.5

The
resu
as to

The

\

— 1

7.2.6

The
appli

The
Syste

7.3

7.3.1

The
requ

NOTH

DAnP is a sub-role of BDAP which is responsible for analysing big data in<order to meet the
rements of the data processing algorithms for processing the data to produce‘insights that address
chnical goal.

BDAnP activity includes an associate analytic logic activity which involves medeHling data
sses with associated logic for extracting information from the data based on the gequirements of
plication.

. . o . L

Sub-role: big data visualization provider (BDVP) A

BDVP is a sub-role of BDAP which is responsible for presenting data sp}h(ce' information or analysis
t to big data consumer. The objective of these activities is to format and‘ present data in such a way
optimally communicate meaning and knowledge. s

<N
BDVP activities are as follows: K '

he manifest data status activity involves'describing da@a status in data storage. this can include

Farious visualization, classification criteria, etc.; \'
NS
\

he format analysis result activity involves Eorxﬁatting processed data for clear and efficient
ommunication. This can include'visual represe\ntation, overlaying;etc.
0/‘\

Sub-role: big data access provider (BDAEP)
\

BDACP is a sub-role.of BDAP whickiuis responsible~for’'exchanging big data between big data

cation and data proyvider or big dag& Consumer.

A
BDACP activity.includes a trapsfer data activity focused on passing or moving big data from one
m to anothersystem with-data transmission integrity, continuity, security and privacy.

N
)

Role: big data frafiework provider (BDFP)
General

BDFP consists of one or more hierarchically organized instances of the components. There is no
jrement'that all instances at a given level in the hierarchy be of the same technology.

In fact, most big data implementations are hybrids that combine multiple technology approaches

in or

et to provide flexibility or meet the complete range of requirements, which are driven from the big data

application provider.

The BDFP is comprised of the following three sub-roles as shown in Figure 7:

— big data infrastructure provider (BDIP) (see 7.3.2);

— big data platform provider (BDPlaP) (see 7.3.3);

— big data processing provider (BDProP) (see 7.3.4).

12
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/ Big Data Framework Provider (BDFP) \

Big Data Platform Big Data
Provider(BDPlaP) Processing
Provider (BDProP)

Big Data
Infrastructure
Provider (BDIP)

Manipulate Organize Batch

0(E)

RESOUTCES

Data PTOCESSINE

Store /
Retrieve
data

Distribute Stream
Data Processing

Transmit
Receive
data

Figure 7 — Big data activities relating to big data framgﬁoi'k provider sub-roles

'\'
)

N -

7.3.2 Sub-role: big data infrastructure provider (BDIP) "

The BDIP is a sub-role of BDFP which is responsible fqr‘f)ﬁoviding system resources including system
facilities (e.g. networking, computing,-storage, etc.) and physical environment (e.g. computer rdoms,

electric powers, air conditioners, etc.).

rtual

hting

QN
The BDIP activities are as follows: DO\
— the manipulate resources activityzis focused on handling or controlling physical or vi
resources; \
\\
— the store/retrieve data actlvgcy involves persisting and recalling data from storage (manipul
data at rest.); RN
— the transmit/receive data activity is focused on transferring data via network (putting ddqta in
motion:). QN
N

7.3.3 ) Sub-role: big\data platform provider (BDPlaP)

The BDPlaP is@sub-role of BDFP which is responsible for providing platforms to organize and distr
big data on.big data infrastructure.

The BDRIaP activities are as follows:

—sthe organize data activity involves arranging, indexing and linking the data in ways tha
suitable for the specific applications and analytics;

bute

L are

— the distribute data activity involves allocating data across infrastructure resources to maxi
data locality for distributed computation performance.

7.3.4 Sub-role: big data processing provider (BDProP)

mize

The BDProP is a sub-role of BDFP which is responsible for supporting computing and analytic processes

for BDAP activities.

© ISO/IEC 2020 - All rights reserved
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The BDProP activities are as follows:

7.4

process data in batches: process data in large increments and on a non-continuous basis. Batch
process is used when response time is not critical. Batch processing is most often associated with
the volume of the data or complexity of the analysis;

process data in streams: process data continuously in small increments (typically individual
records or data elements). Stream processing is used when response time is critical and is most

often-assaociated with the vn]nrify ofthoe datg

Role: big data service partner (BDSP)

7.4.1 General

The BDSPis arole which is engaged in support of, or auxiliary to, activities of among the big data‘application
provjder, the big data framework provider, the big data provider or the big.data consumer,\or all.

A BISP’s big data activities vary depending on the type of partner-and their rel@t;onshlp with other

roleq in big data ecosystem.

The

14

BDSP is comprised of the following three sub-roles as shoewn in Figure g{ X

ig data service developer (BDSD) (see 7.4.2); o
ig data auditor (BDA) (see 7.4.3);

ig data system orchestrator (BDSO) (see 7:4.4). :

Big Data Service Paftner (BDSP)

o\

(7;
Big Data Service \Bié Data Auditor Big Data System
Developer.(BDSD) > (BDA) Orchestrator(BDSO)

Design, create and
maintain service
components

=
Composes_
serviegs)
,’
Testservices

NS Define
1\ Perform audit application
A requirements

Reportaudit
results

Define business
process

Define system
architecture
requirements

Define security
and privacy
requirements

/ﬂne data

quaitty
requirements
and metrics

Figure 8 — Big data activities relating to big data service partner sub-roles
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7.4.2 Sub-role: big data service developer (BDSD)

The BDSD is a sub-role of BDSP which is responsible for designing, developing, testing and maintaining
the implementation of a big data service. This can involve composing the service implementation from
existing service implementations.

The BDSD activities are as follows:

— the design, create and maintain service components activity involves designing and creating

software components that are part of the implementation of a big data service; and providing[fixes
or enhancements to service implementations;

— the compose services activity is focused on composing services.using existing-servicds by
intermediation, aggregation of them;

— the test services activity focuses on testing the components and services created by the big|data
service developer.

7.4.3 Sub-role: big data auditor (BDA) L
The BDA is a sub-role of BDSP with the responsibility of conductingif} audit of the provision and use
of big data services. A big data audit covers veracity-of data sources,\d0perations, performance, security
and privacy, and examines whether a specified set of audit crlterla“are met.

NOTE1 There is a variety of specifications for the audit’ .criteria, for example, addresses sequrity
considerations(8l. X

3
-
N

\

The BDA activities are as follows:

— theperform auditactivity invelves requestmg or obtaining audit evidence, conducting any reqiiired
tests on the system or data being audlted.anﬁ obtaining evidence programmatically;

\
— the report audit results activity. mvolves providing, a” documented report of the results of
performing an audit,

~
\

NOTE2 The BDAlsresponsible forthe assessment of data quality, the definition and evaluation of data qyality
service levels, the continuous measurement and surveillance of data quality.

)
&

7.4.4 Sub-role: big datasystem orchestrator (BDSO)

The BDSO is a sub- role«\of BDSP which provides the overarching requirements that the system should
fulfil, including pdhcy, governance, architecture, resources, and business requirements, as well as
monitoring actiyities to ensure the system complies with those requirements.

The BDSO agtivities are as follows:

— the-define application requirements activity deals with the overarching requirements thdt big
data application should fulfil;

— "the define business process activity deals with a partially ordered set of enterprise activitieq that

can be executed to realise 2 given nh}'nr‘fivn of an enterprise or a part of an enterprise to achieve

some desired end-result;

— the define system architecture requirements activity deals with conceptual requirements for
defining the structure, behaviour, and view of a big data system;

— thedefine security and privacy requirements activity is focused on defining security and privacy
requirement from a governance point of view;

— the define data quality requirements and metrics activity is focused on development and
the promotion of data quality awareness, and the definition of the data quality business rules,
requirements, metrics.
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7.5 Role: big data provider (BDP)

A big data provider (BDP) makes data available to itself or to others. In fulfilling its role, the BDP creates
an abstraction of various types of data sources such as raw data or data previously transformed by
another system and makes them available through different functional interfaces.

NOTE1 The concept of a data provider is not new, the greater data collection and analytics capabilities have
opened up new possibilities for providing valuable data.

/ Big Data Provider (BDP) \

Make data available

Abstract data source
type

. o

)

Figure 9 — Big data activities relating to big data“g]%vider
X
The BDP activities are as follows (see Figure 9): N
~X
— {he make data available activity is focused on opening orgdistributing data source to the outside of

the originally purposed system; Vo

— the abstract data source type activity involves PdB]ishing metadata or data catalogue for the
purpose of distributing data through a registry.={

NOTHE 2  When making data available to others, the;big data provider can monitor the data and may manage
the identified data quality issues'according to the data quality management.

~
\

7.6 | Role: big data consumer (BDQ)}

A big data consumer-(BDC) receives: the output of the big data system. In many respects, it is the
recigient of the same type of functional interfaces that the big data provider (BDP) exposes to the big
datalapplication-provider (BDAP). After the system adds value to the original data sources, the BDAP
then|exposes'that same typeoffunctional interfaces to the big data consumer (BDC).

4’

/ Big Data Consumer (BDC) \

Use big data
Evaluate big data

\ J

Figure 10 — Big data activities relating to big data consumer

The BDC activities are as follows (see Figure 10):

— the use big data activity focuses on using the results of big data analysis or utilizing application
interfaces provided by big data application provider for big data consumer’s business purposes;
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— the evaluate big data activity involves rating the quality of big data or big data application as

feedback.

8 Cross-cutting aspects

8.1 General

Cross-cutting aspects include:

— security and privacy: this aspect relates to how systems and data are secured by presefving
confidentiality, integrity and availability from risk and how personally identifiable ‘inform
(PII) are protected from unauthorized use;

their
htion

— management: this aspect relates to how system components'and resources are provisipned,

configured, utilized, and monitored;

— data governance: this aspect relates to how data is controlled and managed within the system
its lifecycle. )
8.2 Security and privacy . \\
\0

Security and privacy issues affect all other roles and sub—roles,:ih big data ecosystem and funct
components of the BDRA. The security and privacy interactsqwith the Big Data System Orchestratg
policy, requirements, and auditing and also‘with both the%ig data application provider and the big]

framework provider for development, deployment, andyoperation.
N

Security related considerations in big data includez \

— confidentiality which ensures that systems and data are not made available or disclosg

unauthorized individuals, entities, or proceésses;
0/9

— integrity which ensures that systeris and data are accurate and complete;
~

\
— availability which ensures that"systems and.data are accessible and usable on demand b
authorized entity. S

>
L WV

Privacy related consideratisns\ in big data include:
— unlinkability which ensures that a PII principal may make multiple uses of resources or ser
without others being able to link these uses together;

—  transparency which ensures that an adequate level of clarity of the processes in privacy-relg
data processing is reached so that the collection, processing and use of the information c4
understood and reconstructed at any time;

— intervenability which ensures that PII principals, PII controller, PII processors and superv
atithorities can intervene in all privacy-relevant data processing. (See ISO/IEC 20547-
ISO/1IEC 27000[291)

over
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8.3 Management

The big data characteristics of volume, velocity, variety, and variability demand a versatile system and
software management platform for provisioning, software and package configuration and management,
along with resource and performance monitoring and management. Big data management involves
system, data, security, and privacy considerations at scale, while maintaining a high level of data quality

and secure accessibility.

© ISO/IEC 2020 - All rights reserved
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Management related considerations in big data include the following.

— Provisioning: provisioning is the act of configuring system resources to support a specific task.
Provisioning can take place at multiple levels across the system architecture from allocation of
resources for virtual machines to allocation of resources for a specific job on one or more nodes. These
considerations involve efficient use and configuration of resources to support one or more tasks.

— Configuration: these considerations involve the proper setting of parameters within system

elements for ontimal execution and use af sustem resources
Y

— Package management: these considerations involve management of the package baselines for,
ystem components to maintain security and operational reliability of the system:.

— Resource management: these considerations involve how resources within the system are being
tilized to support the various workloads supported by the system based on their priority.

8.4 | Data governance

Data|governance is a property or an ability that needs to be.coordinated and iri‘ir_ﬂemented by set of
activlities of roles and sub-roles in the user view charge of guaranteeing that data used in the business
procgsses creates value and effectively responds to the business needs.  N&

~\
Data|governance plans and defines: ( :;‘
N N .
— 4n organizational strategy related to the management of,data in order to ensure that data is
ligned with the business; -\<
>

— adata quality management strategy which is a set of ¢Qustraints and actions aimed to ensure that
ata meets the quality needs defined by the businessifsee Annex C for more detail).

2
9 Functional view W,
(7;
. i \
9.1 | Functional architecture ®
| *‘
9.1.1 General 1
A

The functional architecture for big'data describes big data in terms of a high-level set of functional

components layers. The func¢tional layers represent sets of functional components with similar
NS

capapilities.that are requirédto perform the big data activities described in Clause 8 for the various

roleq and §ub-roles involved in big data the specification and implementation of a big data architecture.

The functional architecture describes functional components in terms of a layering architecture where
specific types of functions are grouped into each layer as illustrated in Figure 12.

18 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=fd4615d564417e3e96120952212e69e0

ISO/IEC 20547-3:2020(E)

BDP BDC
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[ RigData Processing. ] by T k j k JK j
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I'| Layer | supportingcapabilities
| |
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Figure 11 — BDRA layer-based architecture”

N\
The BDP and BDC shown above can be external to the big data syst_em under architecture develop
or internal components (since one application provider in the b»g data architecture can provide
to or consume input from another application provider witftin the architecture). Annex A proj
additional information on mapping the bigdata reference (rchltecture functional view to other sy
integration reference architecture. \

Big data user view roles and activities including ECP BDC, BDSP, BDAP and BDFP are implemg¢
by four-layered functions and/er-multi-layer fu-nctlons as shown in Figure 11. For the purpos
defining a specific architecture, recommended best practice isithat the architect document the sp
functional components that.provide 1nterfac\es from those layers to the big data architecture.

9.1.2 Layering architecture O \
¢ “
9.1.2.1 General PRe 74
&

The layering.architecture L{§ed in the BDRA has four layers, plus a set of functions that span acros
layers.'The four layers are:

\
— ~big data applicat;ibn layer (see 9.1.2.2);
— big data processing layer (see 9.1.2.3);

— big data'platform layer (see 9.1.2.4);

— big data infrastructure layer (see 9.1.2.5).

The functions that span the layers are called the multi-layer functions.
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architecture is described in 9.1.2.2 to0 9.1.2.5.

9.1.2.2 Big data application layer

The big data application layer provides the application supporting functionalities, including

ering

data

collection, preparation, analytics, visualization and access functions. These functions are achieved

through interfaces with the BDP, the big data processing layer, the big data platform layer, and the
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9.1.2.3 Big data processing layer

The big data processing layer provides framework and library components to execute the analytics
specified by the application provider layer. Within this layer, the components manage execution of the
analytic tasks across the system. The components often interact with the platform layer to determine
where data is stored on the system and direct the analytics for that data to the corresponding node
in order to provide data locality to the computations. They also interact with resource management
components within the multi-layer functions to balance computations across the system.

9.1.1.4 Big data platform layer

The big data platform layer provides storage and organization components for the data processedBy‘the
syst¢m. These components draw on resources from the resource layer and, in‘the case on in-mémory
storgge, coordinate with the resource management components in the multi-layer functions for the
resofirces required. The platform layer components focus primarily on providing efficient\0rganization
of the data for access from the application provider and processing layers within the system.

9.1.2.5 Big data infrastructure layer L

X

The pig data infrastructure layer is where the resources.reside. This in Lu,des equipment typically
used|in a data centre such as servers, networking switches-and routersg- sfo\age devices, and also the
corr¢sponding non-big data-specific software that runs, on the servers'h‘nd other equipment such as
hostjoperating systems, hypervisors, device drivers.and generic systems management software.

The |big data infrastructure layer also represénts and housés the big data transport network
functionality which is required to provide tinderlying net@ork connectivity between the big data
application provider and the BDP/BDC, as well as within the'big data application provider and between
peer|big data application providers. A%

A&

9.1.3 Multi-layer functions

0/9
The |multi-layer functions include a series of\functional components that interact with functional
components of the above four other layers topfovide supporting capabilities including and not limited to:

VLY
— $ecurity systems capabilities (authgntication, authorization, auditing, validation, encryption);

N\
— ']thegration capabilities (linka%e of different components to achieve the required functionality);

anagement.capabilities \(deployment, configuration, monitoring, multi-tenancy resource, high-
availability, and big datadifecycle).

The multi-layer functiens described above may support cross cutting aspects or activities from roles
that have system aypehitecture wide applicability.

9.2 | Functienal components

9.2.1 .General

This subclause describes the big data architecture in terms of the Common Set of big data functionat
components. A functional component is a functional element of the BDRA which is used to perform an
activity or some part of an activity and which has an implementation artefact in a concrete realization
of the architecture, e.g. a software component, a subsystem or an application.

Figure 12 presents a high-level overview of the BDRA functional components organized by means of
the layering architecture.
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The term framework as used for functional component names within Figure 12 and associated text
clauses is defined in ISO/IEEE 11073-10201 as “a structure of processes and specifications designed to
support the accomplishment of a specific task”.

NOTE Given the range of applications/domains involved in big data and the rapid evolution of big data
technologies, describing an exhaustive list of possible functional components within these layers is both
voluminous and can never be complete. Therefore, only general categories of components are presented here.

Role: Big Data Provider Role: Big Data Consumer

Multi-layer functions \
————————————————— 4 Integration\ [ Security & 7\ (‘System

| . N : Privacy Management
| Big Data Application Layer
| | Collection | | Preparation | | Analytics | I
Access Deployment
I g and
|( Big Data Processing Layer N Audit configuration
Interact . - -
X Frameworks Monitorin
I |Batch Frameworks | | Streaming Frameworks | Iwith Messaging T&P managemeit
1\ /| multiple Frameworks A —
(" Big Data Platform Layer ", Layersfor I Hhthorization Multit
| supporting| |[ state ! |»| Frameworks ulti-tenancy
i i - A resource
I | File Systems || Relational Storage | | Key-value Storage | [‘capabilities Managemem.\\ et
||| Wide-columnar || Column-based || Document || Graph | Framew‘)":i' Authentication
Frameworks 1gh-
storage storage storage storage
| i i 8 3 | \.” availability
|’ Big Data Infrastructure Layer \| Q) — management
Anonymization Bz Data LI
I Physical resources | Fesource abstraction & Control I N Frameworks ig Data Life
\ J M Cycle
| | . R Management
_________________ N

O ~—

Figure 12 — Fulg::‘tional components of BDRA

J

\
9.2.2 Big data application layer férictional components
LY

9.2.2.1 General s

The big data application«dayer with the functional components supports the activities of the big|data
application provider. It provides the primary interface to external components including big|data
providers and big datatonsumers. The components here invoke components in the big data procepsing
layer and big data\platform layer to implement the big data application layer activities. The following
are the primaryfunctional components within this layer.

9.2.2.2 _‘€ollection functional component

The«ollection functional component is used to establish the mechanisms to import data from big|data
provider and store data for further processes:

= establish connection;

— import data;
— store data.

This category of component is concerned with getting data into the system. These components can
efficiently implement their functions given the volume and velocity of the incoming data.
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9.2.2.3 Preparation functional component

The preparation functional component is used to prepare data fit for a specific analysis process. The
detailed functionalities consist of data aggregation, data cleansing, data conversion/transformation,
data calculation field creation, data optimization, data partition, data summarization, data alignment,
data validation, data virtualization and store prepared data. Data virtualization is an approach to
data management where an application can access and change data without knowledge of the physical
formattmg and storage of the data Data transformatlon changes data from one format to another, Wthh

algor thms include sentlment analysis, named entity recogmtlon and theme\fetectlon Machlne learning
algor thms 1nclude correlatlon cla551f1cat10n pattern recognltlon predlctlve‘rhodelllng, regressmn Cluster

file search, multi-dimensional aggregation.analysis, etc. Numerical analysis algorithms include fast Fourier
trangforms, linear algebra, and N-Body methods. graph algorithms include community detection, subgraph/motif
finding, finding diameter, clustering.coefficient, page raﬁak, maximal cliques, connected component, betweenness
centrplity, shortest path. \

NOTHE 3  The critical characteristics of these abgorithms for big data are that they need to be able to operate in
paralllel within the processinglayer and deal'with the distributed nature of the data within the platform layer.

9.2.1.5 Visualization functional-c6mponent

o\

The yisualization functional component is used to present analyzed data to the big data consumer in a
meaningful-manner. The detdiled functionalities consist of:

r
— ¢xploratory data“¥isualization (multi-dimension, multi-resolution, interaction, animation,
imulation, statistical graphics, surface rendering, volume rendering);

— knowledge/eXplanatory visualization (reports and customer summarization presentation).

NOT Thécritical aspects of visualizing big data is presenting large datasets in a manner that can be easily
navigated and is comprehensible. In addition, it can need to operate on the data in a distributed parallel fashion.

9.2.2.6 Access functional component

The access functional component is used to provide big data consumer access to the results of big data
application layer. The detailed functionalities consist of:

— access rights management;
— data export (e.g. via application programming interface, protocol or query language); and

— secure data access.
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NOTE Big data consumers connect through this functional component by web services, user interfaces, and/
or APIs, protocols, etc. which are used to access/retrieve data. The unique issue for big data here involves how to
present the data to the big data consumer considering the big challenge of volume and velocity aspects.

9.2.3 Big data processing layer functional components

9.2.3.1 General

The big data processing layer components are primarily focused on performance (e.g. prodiicing
results of computations within the requisite period of time). The big data processing layer proyides
functional components to mainly support big data characteristics of volume, velocity and variety.
The big data processing layer adopts different processing engines on-different data-storagel and
schedule computation on near or local storage. This layer provides abstraction functionalities for the
operations of big data application layer. User operation is abstracted-as data source, filtér, map, window,
aggregation, etc. The big data processing layer completes the execution process with data flowing from
one operator to another, and from input to output. Parallel data-processing is implemented in this layer.

NOTE1 In traditional database systems, the big data processing layer compo,néﬁts are called the exedution
engine. The big data processing layer is more about runtime, The keyword “big” méans not only the big data|from
the source; the intermediate data can be bigger than raw data: & N

NOTE 2  In parallelizing operations, the processing layer componen‘gs‘j})pically allocate work to nodes in the
cluster first based on data locality (e.g. the data in the’platform layerineéded for the computation is on the pode)
and then based on memory and CPU resources. S

NOTE 3  Anexample of this is the map/reduce programmingpgttern, where computation on individual refords
is distributed to nodes based on data lo¢ality during the‘atap phase and then the results from each node are

merged and sorted during the reduce phase. \
QN

The big data processing layer adopts different pr@cessing engines on different data storage and sche¢dule
computation on near or local storage. R

Typically, frameworks_within the big data processing-layer are categorized based on how mmany
elements and how fast-they proceSS:\\Tﬁe common forms-of evaluation are one block (batch) of one
element (streaming).

VLY

9.2.3.2 Batch frameworks fu:l{ctional component

The batch, frameworks-finttional component mainly aims to solve the problem of volume. It takes
a batch of“elements as,the basic unit to process. Elements that were received are blocked to fofm a
batch based on their.distribution within the platform layer for processing to maximize data locplity.
After each nodediasprocessed its batch, the results are, synchronously or asynchronously, forwdarded
to the next step*which can be another loop of processing (as done in the bulk synchronous parallel
pattern) or.summarization of the results (as done in the map/reduce pattern). The time required |for a
batch analytic to complete can vary from hours to sub-seconds depending on analytic and data. Ad-hoc
query<and daily operational analysis report applications can need different response times. When the
response time is within minutes, hours or longer-range level, it is often referred to as offline procegsing.
When it is within seconds or sub-second range, it is referred to as interactive processing. Howevert, just
because a system is designed to be interactive does not mean all response times are in the seconfls or

sub-seconds range. A poorly written analytic/query, one that has complex joins between data or one
that simply must process a large volume of records can take minutes or hours to complete.

9.2.3.3 Streaming frameworks functional component

9.2.3.3.1 General

The streaming frameworks functional component mainly aims to solve the problem of velocity. The
process model is pipelined and every element is forwarded to next operator with minimal latency.
The instant response is the main concern and every element is valuable in the moment. while some
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operations require elements to be blocked or buffered, for example to perform sliding window
aggregations. However, in an ideal situation, the data flows continuously through the processing
pipeline. The messaging frameworks functional component (see 9.2.6.2.2) is used to communicate
between operators across nodes. When the data is too big and/or fast for the system to keep up, the
system may employ temporary storage, choose to drop excess data or be forced to employ a rate limit
mechanism with the producer to avoid a system crash.

The basic characteristic of streaming framework is data flow. The data flow is internally a directed

acyclicgraph—that—comntaimsoperatoras vertex amd—event—streanT as edge.— T e Uperator camr be
parajlelized and the event stream can be partitioned. Complex event processing (CEP) issmore advanced
than|pure streaming and can be queryable, which adds more practical characteristics: event ordering;
evenf processing guarantee, state store, and stream partitioning/operator parallelism.

The four characteristics are described in 9.2.3.3.2 t0 9.2.3.3.5.

9.2.3.3.2 Event ordering

ordering is guaranteed by custom global timestamp or sequéence id, both of Wihrich are marked by
feed¢r. Event ordering can be handled by time or count. Event ordering is relative to windowed stream.
When event time is used, the event ordering means the event should be evaluated in window operator
estamp order. Out-of-order and delayed events should be reordered, discarded or immediately

ata stored as persisted storage in file system she@fld be guaranteed in the window duration. Two
rtant phases that should be given’special atter{ﬁon are receiving before processing (Receiver) and
itting after processing (Processor). A~

J

processing guarantees-are typically diysid\ed into the following three classes:

t-most-once: thisclass means thereceiver phase shauld receive once from data source and does not
eed to maintainthe offset receiV\e}i,’and the processor phase is not guaranteed. The received event
an be received'but no results returned. This is simple and with low latency, but the correctness is
ot guaranteed. QN

t-least-once: this cl@ssqﬁ\eans the receiver phase can replay and receive an event multiple times
nd the processor phase can process the events repeatedly. All events can be received and processed,
ut.the result may.not be accurate. Additional manual offset maintenance mechanism should be
upported to meet’event replay, and a duplication mechanism can be supported to reduce repeated
reatment. This'adds extra overhead but can achieve low latency and a certain degree of guarantee.

xactly-once: the event is received once and processed once, no lost and no replay. The receiver and
rocessor phases are both guaranteed. The two phases both need independent fault tolerance and
ajlire recovery mechanism to make atomic and durable storage. This adds high overhead due to
requent [0 operation, but best guarantees correctness

9.2.3.3.4 State store

Typical streaming frameworks have a pipeline process model, while CEP over streaming frameworks
need additional state to support the window operation which is for continuous query where the event
is stored for a period of time to generate the window. In traditional CEP, the window is small and the
event is stored in a buffer. While events in window can be massive in modern CEP for big data, state
store can provide support for high volume streams. Extra storage is needed for fault tolerance and
failure recovery, replication, write ahead log (WAL) and checkpoint are classic methods to solve the
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problem, so state store can support distributed and ACID semantics in limited ways and the trade-off is
in the performance and correction.

9.2.3.3.5 Stream partitioning/operator parallelism

This characteristic relates to scalability. Stream and operator are executed in directed acyclic graph.
The goal of streaming frameworks is paralleling the execution to the greatest extent. Streaming
partitioning serves event distribution and operator parallel serves parallel computation. Scheduler

makes parallel computation execute with local events. Stream partition by key.(e.g. sensor id,|user
ID, account ID), and aggregation function are separately evaluated on partitioned stream.)Stfeam
metadata, communication coordination, dynamic resource allocation and push/pull fetch strategy are
needed to help the stream partitioning in distributed environment. Operator parallelism is the jneed
to meet fast computation, but more mechanism needs to help to coordinate global state/(barrier, ¢vent
order). Operators are often one by one, some operators are applicable to chained\toreduce netyork
communication overhead.

9.2.4 Big data platform layer functional components y
]

.
v

o

9.2.4.1 General N
x.

The components of the big data platform layer provide the serv1ce~to store, organize and retrievg the

data in support of the higher layers. Accordingly, this layer provfdes for the logical data organizption

and distribution combined with the associated access application programming interfaces (AAPIs)

or methods. This may also include data registry and rhetadata services along with semantic|data

descriptions such as formal ontologies-or taxonomies,~,

N

NOTE One aspectin architecting this layer is to selegt or improve the data organization and storage mefhods

for high data utilization and better-quety or retrievalperformance. Especially with the rapid increase of volumes

of big data (in e.g. finance, banking, media, manufdcturing industny) and service scenarios, the users cdll for
enhanced performance for different queries and\artalyses with less'duplication and redundancy in data storjage.

0/9
Subclauses 9.2.4.2 to 9:2:4.8 describe thé general categories-of these components.

~
\

9.2.4.2 File systems functionalkcomponent

File systems: organize chunks'wf data (typically defined as records) accessed as a named entity wjithin
a defined ‘namespace. Whilg local filesystems are often used within big data systems for stgring
intermediate data local to a processing node, distributed file systems are far more prevalent for
persistent data storage The difference being that distributed file systems manage the distribufions
and replication of @3ta blocks across nodes and the namespace rather than being stored with the[data
is managed threugh a central name service often running in a master/slave or multi-master manner to
provide fault-tolerance.

Distributed file systems (also known as cluster file systems) seek to overcome the throughput igsues
presented by the volume and velocity characteristics of big data, combine /O throughput agross
multiple devices (spindles) on each node, with redundancy and failover mirroring or replicating|data
at the block level across multiple nodes. The data replication of a distributed file system is specifically
designed allow the use of heterogeneous commodity hardware across the big data cluster. ThuJ, if a

single drive or an entire node should fail, no data is lost because it is replicated on other nodes and
throughput is only minimally affected because that processing can be moved to the other nodes. In
addition, replication allows for high levels of concurrency for reading data and for initial writes.

Distributed object stores (DOSs) (also known as global object stores) are a unique example of
distributed file system organization. Unlike the approaches described above, which implement
traditional file system hierarchy namespace approaches, DOSs present a flat namespace with a globally
unique identifier (GUID) for any given chunk of data. Generally, data in the store is located through a
query against a metadata catalogue that returns the associated GUIDs. The GUID generally provides
the underlying software implementation with the storage location of the data of interest. These object
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stores are developed and marketed for storage of very large data objects, from complete datasets to
large individual objects (e.g. high-resolution images in the tens of gigabytes [GBs] size range).

9.2.4.3 Relational storage functional component

In the relational storage model, data is stored as rows with each field representing a column organized
into a table based on the logical data organization.

Essentially, queries are broken into stages but more importantly processing of the inputtables is distributed
acrogs multiple nodes (often as a map/reduce job).

The hctual storage of the data can be flat files (delimited or fixed length).where each recerd/line in
the flle represents a row in a table. Increasingly however these implementations are adopting binary
stordge formats optimized for distributed file systems. These formats often use blockilevel indexes and
column-oriented organization of the data to allow individual fields to be accessed.in records without
neeIng to read the entire record. Despite this, most big data relational storage mo‘ﬂels are still batch-
orieffted systems designed for very complex queries which generate very large intermediate cross-
product matrices from joins so even the simplest query can require tens qf s¢oonds to complete.

!\'\

9.2.4.4 Key-value storage functional component o

W

o
The principles of key-value stores underpin all the other storage nd'indexing models. From a big data
perspective, these stores effectively representrandom accessafieniory models. While the data stored in
the vialues can be arbitrarily complex in structure all the handhng of that complexity should be provided
by the application with the storage implementation often.prowding back just a pointer to a block of
data Key-value stores also tend to workbest for 1-1 relationships (e.g. each key relates to a single value)
but ¢an also be effective for keys mapping to lists+of homogeneous ¥alues. When keys map multiple
valugs of heterogeneous types/structures or when \Xalues from one key need to be joined against values
for a|different or the same keythen custom apgli’eatlon logic is-required. It is the requirement for this
cust¢m logic that often prevents key-value stqr s from scaling effectively for certain problems.

Key-yalue stores generally deal well with updates when'the mapping is one to one and the size/
length of the value data does not change; The ability of key-value stores to handle inserts is generally
depejndent on the underlying impleméntation. Key-value stores also generally require significant effort

One

Howe

9.2.4.5 Wide columnar storage functional component

Unlike traditional relational data that store data by rows of related values, columnar stores organize
data in groups of like values. The difference here is subtle but in relational databases an entire group
of columns are tied to some primary-key (frequently one or more of the columns) to create a record.
In columnar stores, the value of every column is a key and like column values point to the associated
rows. The simplest instance of a columnar store is little more than a key-value store with the key and
value roles reversed. In many ways, columnar data stores look very similar to indexes in relational
databases. In addition, implementations of wide columnar stores that follow the sparse, distributed
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multi-dimensional sorted map model (where arbitrary byte arrays are indexed/accessed based on
row and column keys) introduce an additional level of segmentation beyond the table, row and column
model of the relational model, that is called the column family. Wide columnar stores add an additional
dimension known as the column family.

9.2.4.6 Column-based storage functional component

By organizing and storing the data by the columns (instead of by the rows in row-based stores),

columnar databases are well-suited for big data applications which require a wide spectrutl of
analysis, such as multi-dimensional OLAP (online analytic processing) query, big and small scan query.
Various column-based sorting, indexing and compression techniques, e.g. multi-dimensionalindexing,
dictionary coding, etc., can be applied to increase the query performance.

9.2.4.7 Document storage functional component

Modern document stores have evolved to include extensive,search and indexing capabilitief for
structured data and metadata and that is why they are often-referred to as senii-structured data stjores.
Within a document-oriented data store each document encapsulates and eﬂ)ﬁodes the metadata, flelds,
and any other representations of that record. While somewhat analogdusto a row in a relational fable,
one reason document stores have evolved and gained-in popularityis~that most implementations do
not enforce a fixed or constant schema. While best’practices hql\d)\}hat groups of documents should
be logically related and contain similar data,.there is no requirement that they be alike or that any
two documents even contain the same fields: That is one reason that document stores are frequgently
popular for datasets which have sparsely populated fields, since there is far less overhead normally
than traditional RDBMS systems where null value coldmns in records are actually stored. Groups of
documents within these types of stores.are generallyréferred to as collections and like key-value stores
some sort of unique key references each documen’E\ \

-

9.2.4.8 Graph storage functional compor\ten;

While social networking sites have cert'dfnly driven the visibility of and evolution of graph stores
(and processing as discussed below), gréph stores have been a critical part of many problem donpains
from military intelligence and countéf'terrorism to route planning/navigation and the semantid web
for years. Graph.stores represent flata as a series of nodes, edges, and properties on those. Analytics
against graph-stores include \’(e}r‘y basic shortest path and page ranking to entity disambiguatior and

graph matching.
N\

Graphstorage approaches can actually be viewed as a specialized implementation of a document
storage scheme with\tWwo types of documents (nodes and relationships). In addition, one of the most
critical elements.in dnalyzing graph data is locating the node or edge in the graph where the analysis is
to-begin. To accemplish this, most graph databases implement indexes on the node or edge propefties.
Unlike, relational and other data storage approaches, most graph databases tend to use artificial/
pseudo keéysor guides to uniquely identify nodes and edges. This allows attributes/propertigs to
be easilyychanged due to both actual changes in the data (someone changed their name) or as nore
inforimation is found out (e.g. a better location for some item or event) without needing to changp the
pointers to/from relationships.

Typically, distributed architectures for processing graphs assign chunks of the graph to system nodes{then
the system nodes use messaging approaches to communicate changes in the graph or the value of certain
calculations along a path. Even small graphs quickly elevate into the realm of big data when one is looking
for patterns or distances across more than one or two degrees of separation between graph nodes.

Depending on the density of the graph, this can quickly cause a combinatorial explosion in the number
of conditions/patterns that need to be tested. A specialized implementation of a graph store known as
the resource description framework (RDF) is part of a family of specifications from the World Wide Web
Consortium (W3C) that is often directly associated with semantic web and associated concepts. RDF
triples, as they are known, consist of a subject (Mr X), a predicate (lives at), and an object (Mockingbird
Lane). Thus, a collection of RDF triples represents a directed labelled graph. The contents of RDF
stores are frequently described using formal ontology languages like OWL or the RDF Schema (RDFS)
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language, which establishes the semantic meanings and models of the underlying data. To support
better horizontal integration (Smith, et al., 2012)[1¢] of heterogeneous datasets extensions to the RDF
concept such as the data description framework (DDF) (Yoakum-Stover & Malyuta, 2008)[1Z] have been
proposed which add additional types to better support semantic interoperability and analysis. Graph
data stores currently lack any form of standardized APIs or query languages. However, the W3C has
developed the SPARQL query language for RDF which is currently in a recommendation status and
there are several systems such as Sesame which are gaining popularity for working with RDF and other
graph-oriented data stores.

9.2.3 Resource layer functional components

9.2.3.1 General
The fesource layer functional components include:
— fesource abstraction and control;

— jphysical resources. N

9.2.3.2 Resource abstraction and control functional component N&
- ,\

The resource abstraction and control functional component is used by -BTg data application providers
(BDAPs) to provide access to the physical computingresources through'software abstraction. Resource
abstraction needs to ensure efficient, secure and reliable usage of ‘the underlying infrastructure. The
contfol feature of the functional component enables the m\a‘ ement of the resource abstraction

featyres. %

\
NOTE1  When the big data system is deployed within a cloud¢éomputing environment the resource abstraction
functjions are be provided by the cloud computing environme?lt as defined in ISO/IEC 17789lél,

The fresource abstraction and control functlonal &)mponent enables big data application providers
(BDAPs) to offer qualities suchras rapid ela t1c1ty, resource~pooling and on-demand self-service.
The fesource abstraction and-control functional component can’ include software elements such as
hypegrvisors, virtual machines, virtual data s}orage and time-sharing.

For the network, these-are the resour’eés that transfer data from one component to another within
the ipfrastructure.layer. Besides, the network infrastructure can also include automated deployment,
provjsioning capabilities, or agents.and infrastructure-wide monitoring agents that are leveraged by
the management/communicat}on elements to implement a specific model.

For ¢omputing, the logic:;ltdistribution of cluster/computing infrastructure can vary from a dense
grid pf physical commodity machines in a rack to a set of virtual machines running on a cloud service
provjder or to a logsely coupled set of machines distributed around the globe providing access to un-
used|computing resources.

NOTE 2 A hypervisor is a piece of computer software, firmware or hardware that creates and runs virtual
macTSnes. In\this form, a hypervisor runs natively on the bare metal and manages multiple virtual machines

consisting of operating systems (0S) and applications.

9.2.5.3 Physical resources functional component

The physical resources functional component represents the elements needed by the big data
application providers to run and manage the big data systems that they offer.

Physical resources include hardware resources, such as computers (CPU and memory), networks
(routers, firewalls, switches, network links and network connectors, storage components (hard disks)
and other physical computing infrastructure elements. These resources can include those that reside
inside cloud data centres (e.g. computing servers, storage servers, and intra-data centre networks),
and those that reside outside of data centres, typically networking resources, such as inter-data centre
networks and core transport networks.
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For the network, the volume and velocity characteristics of big data often are driving factors in the
implementation of the internal and external connectivity of network infrastructure.

For computing, these are the physical servers that execute and hold the software of the other big data
system components. Computing infrastructure also frequently includes the underlying operating
systems and associated services used to interconnect the cluster resources via the networking
elements.

Eor cfnragn, these are resources that prnvir‘]n pnrcicfnnrn ofthe data in o hig data cycfnm The st rage

infrastructure can include any resource from isolated local disks to storage area networks (SANs) or
network attached storage.

These are the physical plant resources (power, cooling) that should be aceounted for whemestablighing
an instance of a big data system. While the resource components may(be deployed directly on physical
resources or on virtual resources, at some level all resources have-a physical représentation. Physical
resources are frequently used to deploy multiple components that are duplicated across a large number
of physical nodes to provide what is known as horizontal scalability. Virtualization is frequently jused
to achieve elasticity and flexibility in the allocation of physical resourcescahd is often referred fo as
infrastructure as a service (IaaS) within the cloud computing community:. f;"

In this form, the accelerating units are resources that improve thedefficiency for big data sysgems’
computing, storage or transferring speed. The volume, variety anQ?e ocity of big data ask a higher and
more flexible processing speed than the traditional way. v

N -
W

S
NOTE For example, the accelerating units for.computing includés but not limited to graphics processing unit,
customised gate array for acceleration by field-programmable-gate array.
)

s

9.2.6 Multi-layer functional components O N

9.2.6.1 General RO

o

The multi-layer functions include a serigs of functional components that provide services t¢ the

functional components in other layers,’ \
\

9.2.6.2 Integration layer functional components

&

9.2.6.2.1  General N

~

Integration layer functiprial components provide services to connect the functionality of the components
in the same layer oracross different layers.

The integration firnctional components may include but are not limited to:
— messdging frameworks (see 9.2.6.2.2);

— state management frameworks (see 9.2.6.2.3).

0.2.6.2.2 Messaging frameworks functional component

Messaging frameworks functional component provides services, for example in the form of APIs, for
message routing and exchange, including but not limited to the reliable queuing, transmission, and
receipt of data between nodes in a horizontally scaled cluster, or components in the same or across
different vertical layers defined in Figure 12. For example, a network resource in the resource layer can
send information regarding its health status to the system management components via APIs offered
by the messaging frameworks.
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9.2.6.2.3 State management frameworks functional component

The state management frameworks functional component is used by functional components to
persist or maintain state across nodes in a distributed environment, to ensure state consistency and
persistency lest resource or system failures occur. The persisted state information can be input to the
system management components for resource monitoring or management.

9.2.6.3 Security and privacy layer functional components

9.2.4.3.1 General

Secufity and privacy components are used to facilitate interoperability in BDRAwithout compromising
privdcy, confidentiality, or integrity. Security and privacy components are, tightly coupled to all
functional components via APIs.

NOTH Security and privacy components form a fundamental aspect of-the reference architecture. This is
geomfetrically spanning or cross-cutting main components, indicating that all componénts are affected by
secutfity and privacy considerations. Thus, the role of security and privacy is correctly depibt"ed in relation to the
components but does not expand into finer details, which can be more.accurate but are best relegated to a more
detailed security and privacy reference architecture. The following-are the general’categorles of components
implgmented to support security and privacy aspects. N
\O

Secufity and privacy components interface and leverage a number of system management components
to pdrform data capture and tracking. O

9.2.4.3.2 Audit framework functional component A\,
N

The hudit framework functional component'is used by othe} components to record events within the
syste m. Events can involve users, components, jobs and bhelr actions run, stop, access data, update data,
etc. These components often leverage platform layer’ components to record and persist their data but
can, for security purposes, persist the data out51de\0f the big data architecture. The audit trails or logs
mairjtained by these components can be used ¢ help track provenance of data, for recovery of data/
statd in the event of a system.component falltl.re, or to forensically-analyse a system crash or incursion.

9.2.4.3.3 Authentication framewqu;f:u‘lctional component

The puthentication frameworks funcEional component provides access control to underlying data and
services within other component\s\and also access to the system as a whole from external elements.
Authlentication involves thespresentation of an identifier (e.g. user name) and an access key or keys
(e.g. password or certificate)*that is verified against a reference store. Typically, the component being
authenticated communicatés with the component they wish to access providing the identifier and key.
The gccessed componeit then invokes the authentication services and receives an answer as to whether
to allow or reject the access. While, ideally, authentication services should be centralized within a single
component, theprevalence of multiple components across all the layers can involve different layers or
components requiring different authentication components.

9.2.4.34 ' Authorization framework functional component

The authorization frameworks functional component supports mapping a user or component identifier
to the privileges they have in accessing resources (both data and processing) within the cluster.

NOTE Examples of privileges that can apply to any given resource or element within the cluster are read or
access, write, delete, execute, traverse and terminate.

The privileges can apply at different granularities within the resource. For example, many big data
platforms are now implementing field /element level access control as opposed to record or file/dataset
level control.
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