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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procpdures used to develop this document and those intended for its further maintenance’/dre
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria neéded for
the differjent types of document should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www. iso. org/directives).

Attention is drawn to the possibility that some of the elements of this document miay-be the subjéct
of patent] rights. ISO and IEC shall not be held responsible for identifying any or all such patgnt
rights. D¢tails of any patent rights identified during the development of the do€wment will be in the
Introductfion and/or on the ISO list of patent declarations received (see www. iS0.org/patents) or the JEC
list of patent declarations received (see http://patents.iec. ch).

Any trad¢ name used in this document is information given for the convénience of users and does 1ot
constitutg an endorsement.

For an ekplanation of the voluntary nature of standards, the meaning of ISO specific terms apd
expressidns related to conformity assessment, as well as infermation about ISO's adherence to the
World Trpde Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.jiso
.org/iso/foreword. html.

This docpiment was prepared by Joint Technical Cemmittee ISO/IEC JTC 1, Information technology,
Subcomnjittee SC 42, Artificial intelligence.

Any feedback or questions on this document sfiould be directed to the user’s national standards body} A
complete|listing of these bodies can be fouhd at www. iso. org/members. htm
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Introduction

The big data paradigm is a rapidly changing field with rapidly changing technologies.

The term big data implies datasets that are extensive in volume, velocity, variety and/or variability. The
term does not, however, represent data that is simply larger than before, since this has happened on a
regular basis for decades. The specific occurrence that has led to the widespread usage of the term big
data is that in the mid-2000s, extensive datasets could no longer be handled using extant data systems.
The big data techniques represented a shift at that time to use distributed data management and
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In[the evolution of data processing systems, there have been a number of times when, the need for
efficient, cost-effective data analysis has forced a change in existing technologies. For example|the move
to|a relational model occurred when methods to reliably handle changes to structured data Jed in the
1980s to the shift to relational databases that modelled relational algebra. That wasa fundamé¢ntal shift
in[data handling. The revolution in technologies referred to as big data has arisenbecause the felational
m¢del could no longer efficiently handle all the needs for analysis of largej and often unsfructured
dqtasets. Itis not just that data is larger than before, as data has been steadily getting larger fof decades.
The big data revolution is instead a one-time fundamental shift in architecture towards parallelization,
just as the shift to the relational model was a one-time shift. As relational databases evolved fo greater
efficiencies over decades, so too will big data technologies contintie to evolve. Many of the cpnceptual
urlderpinnings of big data have been around for years, but the‘years since the mid-2000s havle seen an
exjplosion in scaling technologies and their maturation and application to scaled data systems|

The term big data is overloaded in common usage and is used to represent a number of related|concepts,
in[part because several distinct system dimensions are consistently interacting with each|other. To
urfderstand this revolution, the interplay of the following aspects needs to be considered: thg data and
processing characteristics of the datasets, the analysis of the datasets, the performance of th¢ systems
thpt handle the data, the business considerations of cost effectiveness, and the new enginepring and
arfalysis techniques for distributed data proeessing using horizontal scaling.

Annex A provides an overview of several.concepts from the broader computing domain which fre cross-
citing with respect to big data.
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Information technology — Big data — Overview and
vocabulary
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Far the purposes of this document, the following terms and-definitions apply.
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Scope
d understanding of this area. It provides a terminological foundation for big data-related st

is document provides a conceptual overview of the field of big data, its relationship.tolether;

Normative references

ere are no normative references in this document.
Terms, definitions and abbreviated terms
D and [EC maintain terminological databases for use in;standardization at the following add

[SO Online browsing platform: available at https{//www.iso.or

IEC Electropedia: available at http://www:electropedia.org/

1 Terms and definitions

1.1
nefit
vantage to the organization of the actionable knowledge derived from an analytic system

te 1 to entry: Benefit is often ascribed to big data due to the understanding that data has potential
s typically not considered:previously.

1.2

g data

tensive datgsets (3.1.11) — primarily in the data (3.1.5) characteristics of volume, variety
d/or variability — that require a scalable technology for efficient storage, manipulation, mar
d analysis

eas and standards efforts, and the concepts ascribed to big data that are not newto-big datg.

nication
hndards.

technical

resses:

value that

velocity,
agement,

e scalable

te-1 to entry: Big data is commonly used in many different ways, for example as the name of tH

te

hndoloavucad tahandla bhia data avtanciva datacatc
HHOHO £y HSea-to-Hahete-Big-adta-exteRSve-aatase+ts:

3.1.3

cloud computing
paradigm for enabling network access to a scalable and elastic pool of shareable physical or virtual
resources with self-service provisioning and administration on-demand

Note 1 to entry: Examples of resources include servers, operating systems, networks, software, applications, and
storage equipment.

[SOURCE: ISO/IEC 17788:2014, 3.2.5]
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3.1.4
cluster
<distribu

[SOURCE:

3.1.5
data

20546:2019(E)

ted data processing> set of functional units under common control

ISO/IEC 2382:2015, 2120586]

reinterpretable representation of information in a formalized manner suitable for communication,
interpretation, or processing

Note 1 to ¢
[SOURCE

3.1.6

data ana
composit
including

Note 1 to
for a given
used for v

3.1.7
database
collection
of these
applicatig

[SOURCE
3.1.8

ntry: Data can be processed by humans or by automatic means.

ISO/IEC 2382:2015, 2121272]

Jytics
data quantification, data visualization, and data interpretation

entry: Data analytics is used to understand objects represented by data.(3.1.5), to make predictid
situation, and to recommend on steps to achieve objectives. The insights-obtained from analytics 3
irious purposes such as decision-making, research, sustainable develoepment, design, planning, etc.

of data (3.1.5) organized according to a conceptual structure describing the characterist
data and the relationships among their corresponding entities, supporting one or mg
n areas

ISO/IEC 2382:2015, 2121413]

data model

pattern d
informati

[SOURCE

3.19
data pro
systemat

Note 1 to ¢
text, such

Note 2 to g

f structuring data (3.1.5) in a dqtabase (3.1.7) according to the formal descriptions in
ISO/IEC 2382:2015, 2125519
Cessing

¢ performance of epérations upon data (3.1.5)

ntry: Examplé:r Arithmetic or logic operations upon data, merging or sorting of data, or operations
hs editing, sorting, merging, storing, retrieving, displaying, or printing.

ntry: The'term data processing should not be used as a synonym for information processing.

[SOURCE

b concept consisting of data acquisition, data collection, data validation, data processing (3.1.p

ts

on system and according to the requirements of the database management system to be applied

ISQ/IEC 2382:2015, 01.01.06]

3.1.10
data scie

nce

extraction of actionable knowledge from data (3.1.5) through a process of discovery, or hypothesis and
hypothesis testing

3.1.11
data set
dataset

identifiable collection of data (3.1.5) available for access or download in one or more formats

[SOURCE:

Adapted from ISO 19115-2:2009, 4.7]
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3.1.12

data type

datatype

defined set of data (3.1.5) objects of a specified data structure and a set of permissible operations, such
that these data objects act as operands in the execution of any one of these operations

Note 1 to entry: Example: An integer type has a very simple structure, each occurrence of which, usually called
value, is a representation of a member of a specified range of whole numbers and the permissible operations
include the usual arithmetic operations on these integers.

Note2to entry: Theterm "fypp" may beusedinstead of "data fypn" when thereisnag :\mhignify

Ndte 3 to entry: Data type; datatype: terms and definition standardized by ISO/IEC [ISO/IEC 2382-15:1999].
Ndte 4 to entry: 15.04.01 (17.05.08) (2382).
[SDURCE: ISO/IEC 2382:2015, 2122374]

3.1.13
dgta variability
chianges in transmission rate, format or structure, semantics, or quality of datasets (3.1.11)

3.1.14
dgta variety
rapge of formats, logical models, timescales, and semantics efa‘dataset (3.1.11)

Ndte 1 to entry: Data variety refers to irregular or heterogeneous data structures, their navigation, fuery, and

real-time

dqta yolume
exitent of the amount of data (3.1.5) relevant to impacting computation and storage resources|and their

+ 1 dat i
matragementcaarmgtrartaprocessmg

Note 1 to entry: Data volume becomes important in dealing with large datasets (3.1.11), including their.

3.1.19

distributed data processing

data processing (3.1.9) in which the performance of operations is dispersed among the nodes in a
computer network

[SOURCE: ISO/IEC 2382:2015, 18.01.08]

3.1.20
distributed file system
system which manages files and folders across multiple networked systems

© ISO/IEC 2019 - All rights reserved 3
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3.1.21
file
named se

[SOURCE:

3.1.22
gather
consolida

Note 1 to entry:- See cr‘nffpr-gnf'hpr ('2 2 '29.)

20546:2019(E)

t of records treated as a unit

ISO/IEC 2382:2015, 04.07.10]

tion of results from multiple nodes in a cluster

3.1.23
horizont
providing

Note 1 to
through th

Note 2 to g

3.1.24

metadata

data (3.1

ownership, access paths, access rights and data volatility (3.1.17)

[SOURCE

3.1.25
non-rela
database

Note 1 to ¢
to refer to

3.1.26
non-rela
logical d

manipulaftion of data (3.1.5)

3.1.27
parallel

pertaininfg to a process in-which all events occur within the same interval of time, each one handled

a separat
Note 1 to g

[SOURCE

al scaling
a single logical unit through the connection of multiple hardware and software

entry: The example of horizontal scaling is increasing the performance of distributed data processi
e addition of nodes in the cluster for additional resources.

ntry: Horizontal scaling for increasing performance is also referred to as scale*aut.

) about data or data elements, possibly including their datadescriptions, and data about d4

ISO/IEC 2382:2015, 17.06.05]

fional database
(3.1.7) that does not follow a relational model:{3.1.31)

ntry: NoSQL, which is typically translated as, “non SQL” or “not only SQL”, is the term in common us3

databases that do not conform to a relational model.

fional model
ita model (3.1.10) that dees- not follow a relational model (3.1.31) for the storage a

e but similarfunctional unit
ntry: Example: The parallel transmission of the bits of a computer word along the lines of an internal b

ISO/IEC 2382:2015, 03.02.01]

3.1.28

partially structured data
data (3.1.5) that has some organization

Note 1 to entry: Partially structured data is often referred to as semi-structured data by industry.

ng

ge

Note 2 to entry: examples of partially structured data are records with free text fields in addition to more
structured fields. Such data is frequently represented in computer interpretable/parsible formats such as XML

or JSON.

© ISO/IEC 2019 - All rights reserved
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3.1.29
relational algebra
algebra for expressing and manipulating relations

[SOURCE: ISO/IEC 2382:2015, 17.04.08]

3.1.30
relational database
database (3.1.7) in which the data are organized according to a relational model (3.1.31)

[SPURCE: ISO/IEC 2382:2015 1704 05]

1 up and
ults from

Ndte 1 to entry: Scatter-gather processing typicallyrequires an algorithmic change to the processing software.
Arl example of scatter-gather data processing is. MapReduce.

3.1.34
streaming data
ddta (3.1.5) passing across an intetface from a source that is operating continuously

[SPURCE: ISO/IEC 19784-4:201%; 4.4]

3.1.35
structured data
ddta (3.1.5) which arg-erganized based on a pre-defined (applicable) set of rules

Ndte 1 to entrys~The predefined set of rules governing the basis on which the data is structured ngeds to be
clgarly stated and made known.

Ndte 2 toentry: A pre-defined data model is often used to govern the structuring of data.

3.136
SOk

database language specified by ISO/IEC 9075

Note 1 to entry: SQL is sometimes interpreted to stand for Structured Query Language, but that name is not used
in the ISO/IEC 9075 series

3.1.37
unstructured data
data (3.1.5) which are characterized by not having any structure apart from that record or file level

Note 1 to entry: On the whole unstructured data is not composed of data elements.

EXAMPLE An example of unstructured data is free text.

© ISO/IEC 2019 - All rights reserved 5
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vertical scaling
act of increasing the performance of data processing through improvements to processors, memory,
storage, or connectivity

Note 1 to entry: Vertical scaling for increasing performance is also referred to as scale-up.

3.2 Abbreviated terms

JSON

Javascript ﬂhjpr‘r Notation

PII

XML

4 Key

4.1 Gel

The guid
variety a
character

4.2 Ke)

421 D

Data volfime represents the extensive amount of.!data available for analysis to extract valua

informati
drivers fq

422 D

Data velo
velocity 1
dealing w

423 D

Data vari
The varie

Personally Identifiable Information
Extensible Markup Language
characteristics of big data

neral

nd variability (see 4.2). The handling of these data characteristics is governed by processi
istics as described in 4.3.

y data characteristics

ata volume

ince for the choice of big data system is driven by four data characteristics, volume, velocity,

ng

on. The massive amounts of data generated through internet activity was one of the prim
r the development of the big data procéssing techniques.

ata velocity

city is the rate of flow at which the data is created, stored, analysed or visualized. Big d3
heans a large quantity of data needs to be processed in a short amount of time. An example
ith high velocity data-is;commonly referred to as techniques for streaming data.

ata variety

bty representsthe need to analyse data from a number of domains and a number of data typ
ty of dataywas handled through transformations or pre-analytics to identify features th

would all
and sem
of data.

w integration with other data. The wider range of data formats, logical models, timescal
ties,\which is desirous to be used in data analytics, complicates the integration of the varig

ry

ta
of

bS.
at
S,
ty
de

étadata is increasingly used to aid in the integration. Impacts of variety on big data inclu|

that it requires the semantics of the data to be machine readabple.

4.2.4 Data variability

Data variability refers to changes in data rate, format/structure, semantics, and/or quality that impact
the supported application, analytic, or problem. Impacts can include the need to refactor architectures,
interfaces, processing/algorithms, integration/fusion, storage, applicability, or use of the data. In
addition, a variability in data volumes implies the need to scale-up or scale-down virtualized resources
to efficiently handle the additional processing load.

© ISO/IEC 2019 - All rights reserved
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4.3 Key data processing characteristics

4.3.1 Data science

Data science refers to the process for extracting knowledge from data - the approach can be either
through exploration or by hypothesis testing. Data science refers to the complete data analytics lifecycle
where data analytics is understood as defined in 3.1.5.

4.3.2 Data volatility

Ddta volatility refers to a limited time span in which data values remain relevant for a ﬂyarticular
arlalysis, expressed as a rate of change over time. In real-time data analytics situationsgit'is gritical to
oferate on data immediately for decision-making. This is most evident in high velocity/|situations such
as| stock markets or telecommunications. However, data that is no longer valid fer(a partiqular time
sepsitive analytic due to time decay may still be valid for other non-time sensitiyé-analytics.

4.8.3 Data veracity

Ddta veracity refers to the completeness and accuracy of the datd and relates to the vprnacular
“ghrbage-in, garbage-out” description for data quality issues in existence for a long time. If the data
arfalytics are causal, then the quality of every data element is extremely important. If the datalanalytics
arg correlations or trending over massive volume datasets, thén individual bad elements coyld be lost
infthe overall counts and the trend could still be accurate.

4.8.4 Benefit

Bdnefit refers to the extent that the application outcome meets the goals for those building the big data
processing system.

4.8.5 Data visualization

D4dta visualization refers to the presentation of data to allow the viewer to discern informatjion about
the data being displayed. Big datd has required new techniques for large volume datasets, |including
aggregation and summarization to make the data more accessible visually. Big data also requfres more
atfention to the visual presentation to decision-makers - to convey easily understood results yhile also
communicating the complexity, accuracy, and probabilistic error range on the results.

4.8.6 Structured andunstructured data

Upstructured datahas been increasing in both volume and prominence. While relational datalases tend
to|have support for these types of data elements, their ability to directly analyse, index, anfl process
thpm has tended to be both limited and accessed via non-standard SQL extensions. The need o analyse
urfstructured data has been present for many years. However, the big data paradigm shift has |ncreased
the emphasis on the value of unstructured data. Unstructured data also places an emphasis o new and
different engineering methods that can analyse such data more efficiently.

4.3.7 Scaling

Big data refers to the extensibility of data repositories and data processing across resources working
in parallel, in the same way that the compute-intensive simulation community embraced massively
parallel processing. By working out methods for communication among resources, the same scaling is
now available to data-intensive applications. Vertical scaling implies increasing the system parameters
of processing speed, storage, and memory for greater performance. This approach is limited by
physical capabilities whose improvements have been described by Moore’s Law, requiring ever more
sophisticated elements (e.g., hardware, software) that add time and expense to the implementation.
The alternative method is to use horizontal scaling, to make use of distributed individual resources
integrated to act as a single system. It is this horizontal scaling that is at the heart of the big data
revolution. While the methods to achieve efficient scalability across resources will continually evolve,

© ISO/IEC 2019 - All rights reserved 7


https://standardsiso.com/api/?name=c77ee28529966b4a3923b5bffe91fc95

ISO/IEC

20546:2019(E)

this paradigm shift (in analogy to the prior shift in the simulation community to parallel processing) is

a one-tim

43.8 D

€ occurrence.

istributed file system

In distributed file systems, multi-structured (object) datasets are distributed across the computing
nodes of the server cluster(s). The data may be distributed at the file/dataset level, or more commonly,
at the block level, allowing multiple nodes in the cluster to interact with different parts of a large file/
dataset simultaneously. Big data systems are frequently designed to take advantage of data locality to
each node when distributing the processing, which avoids any need to move the data between nodes.

In additig
blockis s
if a node

can be h3
performi

439 D

The popy
combinat
servers s
costs of ¢
is scatter
results at
nodes, re
availabili

4.3.10 N

n, many distributed file systems also implement file/block level replication where eachci
ored multiple times on different machines nodes for both reliability/recovery (data isnot 1q
n the cluster fails), as well as enhanced data locality. Any type of data and many sizes of fi
ndled without formal extract, transformation, and load conversions, with some technolog
g markedly better for large file sizes.

istributed data processing

lar framework for distributed computing consists of a storage layer ‘and processing lay
ion that implements a multiple-class, algorithm-programming nfedel. Low-cost commod

pmputing on a large scale of data (e.g., web indexing). In distributed data processing a que
ed across the processors and the results are gathered inte*a central processor. Processi
e typically then loaded into an analysis environment., Multiple nodes (e.g. client nodes, d3
plica nodes) are arranged in a master-slave architecture to achieve efficiency, reliability, hi
L'y, and fault-tolerance of the system.

on-relational databases

In horizo

single loglical structure. The new non-relational*model database paradigms are typically referred to
NoSQL (Not Only SQL or No SQL) systems. The'problem with identifying big data storage paradigms
NoSQL isf first, it describes the storage of-data with respect to a set theory-based language for que
and retrig¢val of data, and second, there is agrowing capability in the application of the query languag

tally scaled systems, the data is distributed across the nodes of a cluster, while having

e/
st
es
es

er
ty

ipporting the distributed file system that stores the data can dramatically lower the storalge

ry
ng
ta
oh

a
as
dS
ry
es

similar td SQL against the new non-relational data repositories. While NoSQL is in such common usalge

that it willl continue to refer to the new data models beyond the relational model, the term refers

database
column, s

b that do not follow a relational model. Examples of non-relational database models include t
parse table, key-value, key-document, and graphical models.

to
he
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Annex A
(informative)

Cross-cutting concepts of big data
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1 General

e development of big data systems has implications for a number of technolegical
scussion and standardization. This annex discusses the relationships of big data te, other 4
velopment areas.

2 Metadata

btadata is descriptive data, including for example the description ©f)the processing histd
ta. As big data systems are architected to perform distributed dataprocessing including d
ternal and not under the control of the big data system, the use-0f metadata becomes an ind

ot metadata be associated with any data that is made avajlable to others. Metadata also ing
urce of the data and its usage. It can be categorized into business and technical metadata.

3 Algorithms

e development of algorithms for the analysis of big data need to consider the require
stributed data processing, the data was typically held locally. For big data, algorithms t

stribution of data across nodes.

4 Cluster computing

ister computing refers to the distribution of processes across the network of machines. The
erage a software to-us€ the physical system as a unit. If a service layer is inserted on f
ysical system, therthe advantages of cloud computing are achieved.”

TE In thisdéphrased definition of cluster computing the cluster is understood as “a combinati
interconnectéd-machines/servers.

5 Cloud computing

areas of
tandards

ry of the
ita that is
reasingly

portant concept. As big data is reused for purposes far remieved from its collection, it is important

ludes the

ments of
h process

ta across nodes need to be adapted te‘horizontal scaling to explicitly accommodate the particular

machines
op of the

on of a set

Cl

pud’computing is one of the paradigms for the availability and management of resources fol big data

systems. There are several key characteristics often present in cloud computing deployments including:
broad network access, measured service, multi-tenancy, on-demand self-service, rapid elasticity and
scalability, and resource pooling. Big data systems can leverage cloud computing deployments for
infrastructure, platforms, or applications.

A.

6 Data security

Big data systems have additional security concerns due to the distributed nature of the data processing.
Additional vulnerabilities arise, for example, with the distributed ownership and control of the
physical computer and network infrastructure, as well as the control across each level of the software
and storage frameworks. Usually encryption, masking, and role-based access are implemented in a
distributed data processing environment to ensure comprehensive data security at all levels including
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transmission over the network. Some examples of datasets where high security is mandated include:
sensitive customer information, product information, account details, trade data of the business,
financial transactions, patient medical records, and defence records.

A.7 Privacy Protection Requirements

There are legal and regulatory requirements which impact and govern the use of personal information.
An increasing amount of information on or about personal identifiable information is available from
the web, social medla Sensors, and so forth Prlvacy protectlon in a wide sense is a set of legal and

other than that of the goal of which the use of such personal information was given informed consgnt
by that individual. It is therefore a legal and fiduciary requirement of any organization-developing ahd
using big|data systems to ensure that where these involve data processing of personal information that
applicabl¢ privacy protection requirements are fully supported and implemented.

A8 SQL

SQL is a(standard (see the ISO/IEC 9075 series), interactive préogramming language designed for
querying| updating, and managing data and datasets in the database. SQL is designed for manipulatihg
structuregd data, and it provides a mature and comprehensive ftamework for data access and suppofts
a broad range of advanced analytical features. The extensions-of SQL databases support the discovery
of columi}s across a wide range of datasets: not only relatiowmal table/views, but also XML, JSON, spatjal
objects, ifnage-style objects (Binary Large Objects and Character Large Objects), and semantic objects.
NoSQL dqta management systems, which are intendéd to provide support for non-tabular structured
data as well as unstructured and semi-structured data, have not yet settled on a common accdss
language| Many NoSQL implementations have ‘adopted SQL-like languages involving some subset|of
standard|[SQL with extensions that support specific features of NoSQL implementations.

A.9 Parallel computing

Big data ftypically refers to distfibuted data-intensive processing across the nodes of a cluster. The
simulatiop community has been-developing methods for compute-intensive processing across larjge
clusters df nodes for many.years. Given that both approaches represent extreme cases for large scale
computatlion and large s€ale data analysis, techniques from both will be leveraged for spectrum|of
capabilities needing beth.compute-intensive and data-intensive computation.

This provides eff1c1ent predictive data analytics to manage and control networked solutions. Typlcal
technological advances in sensors, and the deployment of IPV6 to provide Internet connectivity to
sensors creates the need for a big data system that can handle high velocity streaming data from a
number of sources. This is in contrast to high volume big data systems that typically run batch jobs over
a relatively small number of large datasets. This difference in the characteristics of the datasets has
direct implications on the architecture and methods used for data analysis.

A.11Programming languages

An analysis of extended data by using statistical computing is the fundamental approach for big data.
Users can develop big data analytics systems by using general-purpose programming languages. The
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