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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

Cryptographic applications need random numbers for a wide range of tasks. A strong cryptographic
random bit generator that is suitable for general cryptographic applications is expected to provide
output bit strings that cannot be distinguished with any potentially practical computational effort and
any potentially practical sample sizes from bit strings of the same length drawn uniformly at random.
Furthermore, such an RBG is expected to offer enhanced backward secrecy and enhanced forward
secrecy.

© ISO/IEC 2019 - All rights reserved v
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Information technology — Security techniques — Test and
analysis methods for random bit generators within ISO/IEC

1

9790 and ISO/IEC 15408

This document specifies a methodology for the evaluation of non-deterministic or~dete
rapdom bit generators intended to be used for cryptographic applications. The provisions
thjs document enable the vendor of an RBG to submit well-defined claims of secunityto an e
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hority and shall enable an evaluator or a tester, for instance a validation authgrity, to eval
(tify or reject these claims.

is document is implementation-agnostic. Hence, it offers no specific. guidance on d¢
plementation decisions for random bit generators. However, design*and implementati
[luence the evaluation of an RBG in this document, for instanceZhecause it requires the
bchastic model of the random source and because any such modekis'supported by technical a
rtaining to the design of the device at hand.

ndom bit generators as evaluated in this document aim“to output bit strings that appe
stributed. Depending on the distribution of random numbers required by the consuming ap
wever, it is worth noting that additional steps can beaecessary (and can well be critical to
" the consuming application to transform the random bit strings produced by the RBG int
mbers of a distribution suitable to the application requirements. Such subsequent transfd
e outside the scope of evaluations performed;iit this document.
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D/IEC 15408 (all parts),.Information technology — Security techniques — Evaluation critg
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D/IEC 17825, Infapmation technology — Security techniques — Testing methods for the mit
n-invasive attack classes against cryptographic modules

D/IEC 18031:2011, Information technology — Security techniques — Random bit generation

D/IEC(19790, Information technology — Security techniques — Security requirern
yptographic modules

) applies.
ria for IT

igation of

nents for

3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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backward secrecy

assurance that previous RBG output values cannot be determined from knowledge of current or
subsequent output values

3.2
bit stream
continuous output of bits from a device or mechanism

[SOURCE: ISO/IEC 18031:2011, 3.4]

3.3
black box
idealized|mechanism that accepts inputs and produces outputs, but is designed such that an'observer
cannot sele inside the box or determine exactly what is happening inside that box

Note 1 to ¢ntry: This term can be contrasted with glass box (3.13).
[SOURCE{ISO/IEC 18031:2011, 3.6]

3.4
conformfaince-tester
tester
individud|l assigned to perform test activities in accordance with a given conformance testing standajrd
and assodiated testing methodology

—

EXAMPLE An example of such a standard is ISO/IEC 19790 and the testing methodology specified|in

ISO/IEC 24759.

[SOURCE{ISO/IEC 19896-1:2018, 3.2, modified — The term“'tester" has been added as an admitted terry

=]
—_—

3.5
deterministic random bit generator
DRBG
random Hit generator that produces a randem-appearing sequence of bits by applying a deterministic
algorithn to a suitably random initial value/called a seed and, possibly, some secondary inputs

Note 1 to ¢ntry: Non-deterministic sour€es can also form part of these secondary inputs.

Note 2 tolentry: The security of a‘deterministic random bit generator rests primarily on the strength of fits
cryptographic algorithms and_ on_the randomness contained in the seed value. In a deterministic random pit
generator that is suitable for ctyptographic use, at least forward and backward secrecy shall be assured withqut
invoking secondary inputs-tothe RBG or reseeding.”

3.6
enhanced backwand secrecy
assurance that the' knowledge of the current internal state of a random bit generator does not allow pn
adversary to‘derive with practical computational effort knowledge about previous output values

Note 1 to entry: The notion of ennanced backward Secrecy Is trivial for memoryless RBGS. Therefore, it is only
a useful notion for deterministic and hybrid RBGs, the security of which rests at least in part on cryptographic
properties of the state transition function and the output generation function of the random bit generator.

3.7

enhanced forward secrecy

assurance that knowing the current internal state of the random bit generator does not yield practically
relevant constraints on subsequent (future) output values

Note 1 to entry: Deterministic random bit generators are unable to achieve enhanced forward secrecy. Unlike
forward and backward secrecy as well as enhanced backward secrecy, enhanced forward secrecy rests entirely
on the ability of a continuous reseeding process to supply as much entropy as is required to make the prediction
of future outputs infeasible.
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Note 2 to entry: It is possible for a random bit generator to have enhanced forward secrecy but still expand
entropy, i.e. output a bit-string that can in principle be significantly compressed”. For instance, one can
consider an RBG design with a random source which produces at each invocation a 128 bit random string R
with an estimated 120 bits of min entropy, with a 512 bit internal state S(n), a state transition function giving
S(n+1) := SHA3-512(S(n)/[R), and an output generation function applying SHAKE-256 on S(n)//R with up to 1024 bits
of output per invocation.

Note 3 to entry: Another term often found in the literature that is interchangeable with enhanced forward
secrecy is prediction resistance.

3.8

erftropy
measure of the expected amount of information contained in a bit string given knowledge of hpw the bit
string was generated

Ndte 1 to entry: There are various notions of entropy that play a role in cryptography. Werth mentionfing among
them are Shannon entropy, min entropy, collision entropy, guessing entropy, algorithinic entropy pnd Renyi
enfropy (the latter notion containing as special cases among others Shannon entropy, Min entropy anf Collision
enfropy).

Ndte 2 to entry: The amount of entropy contained in an unknown bit string is@always relative to an obsprver. RBG
evpluations establish entropy estimates in face of an attacker with detailed’knowledge about the entr¢py source
and also consider her abilities to observe or influence the state of the entropy source.

Ndte 3 to entry: Irrespective of the chosen kind of entropy, the tefm “full entropy” always means|the same,
najmely uniformly distributed and independent random numbers;that is, ideal randomness.

Ndte 4 to entry: An algorithmic entropy is a logarithm to the base 2 of the length of the shortest encodipg in some
giyen formal language. Its measure is based on the notion of optimal compression. The algorithmic gntropy of
a bit-string is dependent on the underlying formal language and even given a well-defined formal Ignguage, is
in[general incomputable unless the language is very\restricted. However, related notions are of releivance in a
cryptographic context. For instance, one can ask how much the sequence of raw random numbers defived from
some physical noise source can be compressed using some fixed computationally efficient compressign strategy
that is informed by a precise understanding ©f the physical noise source and of the process that copverts the
ouftput of the noise source into the raw random numbers.

3.9
ernjtropy source
mechanism or device which preduces intrinsically unpredictable output

Ndte 1 to entry: In the context of purely deterministic random bit generators, entropy generatipn can be
performed just once, and_in this case, it is possible for the RBG device not to contain an entropy spurce. The
sopirce of the entropy used by such an RBG nevertheless needs to be evaluated to the same standards fhat would
otherwise be required.

Ndte 2 to entrysIn some circumstances, it can be admissible for a deterministic RBG to be seeded with|externally
geherated eqitropy instead of containing hardware that produces entropy within its own perimeter. I1] that case,
the externmally generated entropy shall only be available to the RBG instance it is intended for.

3.10
evahiatot
individual assigned to perform evaluations in accordance with a given evaluation standard and
associated evaluation methodology

Note 1 to entry: An example of an evaluation standard is ISO/IEC 15408 (all parts) with the associated evaluation
methodology given in ISO/IEC 18045.

[SOURCE: ISO/IEC 19896-1:2018, 3.5]
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secrecy

assurance that the knowledge of subsequent (future) values cannot be determined from current or
previous values

[SOURCE: ISO/IEC 18031:2011, 3.13]

3.12

glass box
idealized mechanism that accepts inputs and produces outputs and is designed such that an observer

can see i
Note 1 to ¢
[SOURCE

3.13

health te
online te
any mech

A | d dot 2 +] loadi
SIUT dllIU UCTLCT IIIIIT CAaLLly vwildl 15 SUIIIS Ull
ntry: This term can be contrasted with black box (3.3).

ISO/IEC 18367:2016, 3.12]

st
st and total failure test

a) atrapsient or permanent total failure of the entropy source, i.e. a drastic-decrease in entropy wh

usua

b) smal
whic
requi

3.14

ly manifests itself in a small number of easily detectable symptoms

1 undermine security claims made by the vendor. In _céntrast to a total failure, it usua
res a slightly larger sample size until these deviations'are reliably detected

independent and identically distributed

IID

property
independ

3.15

laborato
organizat
defined s

of a family of random variables stating thatthey share the same distribution and are mutua
ent

[y

security functionality of IT products

Note 1 to
example,
Evaluation

[SOURCE

3.16
min entr

Facility (CLEF},
ISO/IECA9896-1:2018, 3.8]

Py

the min d

ntropy of a finite random variable X is —log2(p max) where p_max denaotes the probahility

anism (statistical test or otherwise) which detects at least one of the-following two scenari:[s:

entry: These organizations are often given alternative names by various approval authorities. |
T Security Evaluatjen Facility (ITSEF), Common Criteria Testing Laboratory (CCTL), Commerg

h

er deviations from the normal behaviour of the entropy.Source, but nevertheless intoleralple

ly

—t

y

ion with a management systém providing evaluation and or testing work in accordance with a
bt of policies and proceduresand utilizing a defined methodology for testing or evaluating ]

he

or
ial

of

the most likely outcome. That is, p_max >=p_x for all x

3.17
guessing

entropy

guess work
<of X> expected number of guesses an adversary following an optimal guessing strategy needs to submit
in order to guess the value of x[12], with X, a random finite variable and x, the value of a realization of X
(i.e. a corresponding random variate)

Note 1 to entry: The formula for the guessing entropy is \sum_i=1"n ip_i where the p_i are ordered p_1 >=p_2 >= ...
(thatis, the optimal guessing strategy is to guess the most likely outcomes first).
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3.18

non-dedicated non-deterministic random bit generator

NNRBG

non-deterministic random bit generator the security of which is not based on randomness generated by
hardware that was designed explicitly to generate randomness

Note 1 to entry: TNRBG und NNRBG stand for true dedicated NRBG and non-dedicated NRBG, respectively.

3.19
non-deterministic random bit generator

RC
JOAN |

rapdom bit generator that continuously samples multiple entropy sources and, if operatingfcorrectly,
hgds an output that is expected to be unpredictable for attackers with unbounded (computational
capabilities over short timescales

3.20

pdrfect forward secrecy
property of a cryptographic protocol whereby an attacker cannot compromise past runs of th¢ protocol
by| learning the long-term secrets of the participants

3.21
physical entropy source
entropy source based on the use of a dedicated physical effect (e.g/noisy diode, nuclear decay,etc.)

3.p2

ngise source
el¢ment of a technical system or its environment whichptoduces partially unpredictable output. In this
ddcument, “noise source” and “entropy source” are taken to be entropy sources

3.p3

ngn-physical entropy source
entropy source not based on a dedicated physical system but on unpredictable parts of the enyironment
or|technical components that were not originally designed for random bit generation

Ndte 1 to entry: Examples can be userinput or the collection of various difficult to predict system datq (e.g. hard
drfve access times, noise from a sensor device, system interrupts) in a standard computer.

3.24
pgst-processing
pdrt of a random bit gefierator which processes the output of a random source with the aim of femoving
dgpendencies betweehrandom bits or biases. Is often also referred as a conditioning compon¢nt

3.5
ndom bit generator

ice erialgorithm designed to produce bits that appear statistically independent and unbiaded

Ndte~d to entry: In case of purely physical random bit generators, the existence of very small entropy defects
cam be permitte P at1s computationally
mdlstlngulshable in practice from ideally dlstrlbuted data. In addltlon it is worth noting that hybrid designs
have advantages over both purely deterministic and purely physical designs by combining the true entropy
guarantees of physical RBGs with the near-ideal output distribution of deterministic RBGs and resilience
properties, for instance with regards to noise source failure.

© ISO/IEC 2019 - All rights reserved 5
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3.26

raw random numbers

bit sequence produced internally within a random bit generator by digitization of the random noise
source or detection of unpredictable events within the machine in question, before any post-processing
beyond the digitization has been performed

Note 1 to entry: It should be noted that although the raw random numbers represent an early stage in random
bit generation, they can already contain complicated inherent pseudo-random patterns. For instance, part of the
randomness in hard drive seek times is commonly associated to chaotic turbulent air flow patterns inside the
hard drive; even if one abstracts away all other features of a hard drlve it seems dlfflcult to argue that an RBG

notoriousl dlfflcult to properly characterlse by statlstlcal tests Wlth reallstlc sample sizes. The extent to which
pseudorarjdom patterns are exhibited by a raw random source therefore depends on the design of thecentropy
source angl shall be considered when analysing it. Generic statistical tests can mistake pseudo-randgmiess for
actual randomness and thus overestimate the entropy of the raw random numbers. It is for this reason primarjily
that it is Jmportant to understand the design of the mechanism producing the raw random{numbers. This
comprises|influences of the digitization mechanisms itself, e.g. resolution and non-linearity of-A/D converters|or
noise produced by amplification circuits.

3.27
security strength
largest nftural number, n, such that a computationally unbounded attackéer’ cannot distinguish with
more thah negligible advantage an n-bit value produced by the RBG from aitrn-bit value drawn unifornjly
at random, when given the true prior distribution of internal RBG states

Note 1 to ¢ntry: If no such number n exists, the security strength is said to be infinite.

Note 2 to entry: Only hybrid or physical random bit generators can~have infinite maximal supported securfty
strength, 4s deterministic random bit generators always rely on-af/initial seed value. It is worth noting, howeer,
that the oytput of pure physical random bit generators can often-be distinguished from random data in practicg if
the design|of any conditioning steps that can be performed-is’known to the attacker.

3.28
Shannon|entropy
<of a finifle random variable X> expected value of -logZ(px), where px is the probability of observing the
realizatign X=x

e

Note 1 to entry: In other words, for a finite random variable X with range S that the Shannon entropy H(X}) is

given by the formula H(X )= —er S“px-log2( px), where for the purposes of calculating the expected value
one adopts the convention that.0%log2(0) = 0.

3.29
stationarity
property|of a stochdstic process whereby the joint distribution of subsequent instances of the procdss
is time-invariant

3.30
stochastjcmodel
partial mathematical description of a random bit generator based on at least a qualitative understanding
of the entropy source which, together with possibly some data gathered empirically for parameter
estimation, allows the derivation of entropy claims

Note 1 to entry: In the context of evaluating random bit generators, it is recommended but not required that the
stochastic model describe the behaviour of the raw random bits. Subsequent post-processing can make it more
difficult to make a convincing case that the stochastic model is in sufficient correspondence with the workings of
the device to be modelled to support the entropy claims to be shown. For instance, a stochastic model applied to
the output random numbers of a deterministic random bit generator will be essentially untestable statistically
insofar as strong cryptographic post-processing can render even very low entropy data indistinguishable from
random noise at realistic sample sizes, at least from the point of view of any adversary lacking a stochastic model
of the raw random numbers.

6 © ISO/IEC 2019 - All rights reserved
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3.31

TNRBG

non-deterministic random bit generator the security of which is based on a hardware component that
has been designed explicitly to generate randomness

Note 1 to entry: TNRBG und NNRBG stand for true dedicated NRBG and non-dedicated NRBG, respectively.

3.32
validation authority
entity that will validate the testing results for conformance to ISO/IEC 19790

[SDURCE: ISO/IEC 19790:2012, 3.132, modified — In the definition, “this International Stanflard” has
bden changed to “ISO/IEC 19790”.]

3.B3
vendor
entity, group or association that submits the cryptographic module for testingand validation

Ndte 1 to entry: The vendor has access to all relevant documentation and design’evidence regardlessl|if they did
or|did not design or develop the cryptographic module.

[SPURCE: ISO/IEC 19790:2012, 3.133]

4| Symbols and abbreviated terms

CqTL Common Criteria Testing Laboratory
CLEF Commercial Evaluation Facility

ITSEF IT Security Evaluation Facility

LHSR Linear Feedback Shift Register
09 Operating System
SHA Secure Hash Algorithm (SHA-256 and SHA3-512 referred to in this document)

5| Structure of this. document

This document is divided into five clauses after the current clause: overview of non-detdrministic
rapdom bit generaters, conformance testing of NRBG, overview of deterministic random bit generator,
conformance testing of DRBG and testing methodology. Each clause focuses on testing and gvaluation
activities for,yandom bit generators for a conformance scheme using ISO/IEC 19790 and an gvaluation
scheme using the ISO/IEC 15408 series.

6| Guerview of nan-d lom hi

6.1 Introductory remarks on random bit generation

The current clause intends to demonstrate the problems of evaluating random bit generators and the
security goals that are to be achieved by looking at the well-known setting of coin-tossing. One side of
the coin is called “a head” (H) and the other is called “a tail” (T). Randomness is generated by tossing
the coin into the air and noting which side is up when it lands.

Flipping a coin multiple times produces an ordered series of coin flip results denoted as a series of H(s)
and T(s). For example, the sequence “HTTHT” (reading left to right) indicates a head followed by a tail,
followed by a tail, followed by a head, followed by a tail. This coin flip sequence can be translated into

© ISO/IEC 2019 - All rights reserved 7
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a binary string in a straightforward manner by assigning H to a binary one (“1”) and T to a binary zero
(“0”); the resulting example bit string is “10010”.

The required properties of randomness can be examined using the example of the coin toss experiment
described above. The result of each coin flip, from the point of view of using the output in cryptographic
applications, is:

— unpredictable: Before the flip, it is unknown whether the coin will land showing a head or a tail. This
is, in the case of a coin flip, contingent on not knowing with sufficient precision the initial physical
parameters of the coin flip such as initial speed, height above ground, physical properties of the
groupdomrwhichthe-cotrisgoing toconetorestandrotationrateof thecoin: ere-tsstffietenily
low rglevant entropy in the initial conditions of the flip, then the experiment becomes predictablele];
what| entropy is relevant for can only be determined by examining a physical model of_fhe cqin

and if initial conditions are not repeated too closely in a predictable manner on subségquent tri
it is not possible to determine what the result of flipping the coin was, given knowledge of apy
subsg¢quent or previous outcome. The unpredictability after the flip depends alsg,on whether the
adversary can observe the outcome of the coin flip or not. The notion of entrépy quantifies the
amoynt of unpredictability or uncertainty relative to an observer and is discussed more thoroug
later fin this document;

— unbidsed: That is, each potential outcome has the same chance of ocecurring. The extent to which
this is true depends on the same factors as listed above. Being uhbiased in this sense means tlat
each finstance of the coin tossing experiment follows a uniformddjstribution (over the two possilhle
outcqmes H and T) and therefore that the sequence of coid tossing experiments is identically
distr]buted as each experiment has the same probability distribution; and

— Indeplendent: The coin flip is memoryless; whateverciappened before the current flip does ot
influ¢nce it. Whether this is true for a real coin toss experiment depends on whether the randomndss
enteljing the experiment via the initial conditions’is memoryless and possibly on whether the cqin
itselflchanges, e.g. due to wear and tear over repeated experimental runs.

Simulatirlg an idealized coin flipping experithent - i.e. a random source emitting a stream of bjts
that is upbiased, independent and identically distributed - is what cryptographic applications cpn
generally| aim for. The reason for this_is-that, while some cryptographic applications can tolerdte
significarjt deviations from ideal randemmess (e.g. an AES-256 key is not brute-forceable if its bits qre
[ID with 60 percent zeroes), others'start leaking information even in the presence of small biases (for
instance,|secret sharing schemes$) or can even get broken when a small amount of information abdut
cryptographic secrets leaks (e/g) ECDSA noncesl21]). Also, the theoretically claimed security level of ahy
cryptogrphic mechanism i§-0ften only reached if keys are ideally distributed. RBGs to be evaluated|in
this documment simulate aséries of idealized coin flips, even under strong assumptions on the abilities|of
any advepsaries.

To evaludte whetlier'a random bit generator supplies sufficient randomness, one needs to analyse the
working principles of the device in question to arrive at a stochastic model ideally of the raw randgm
numbers |gerferated within the device. Based on this stochastic model, statistical tests can then pe
selected yhich enables the evaluator to derive estimates of the entropy contained in the raw randgm
numbers.

6.2 Modelling of random sources
6.2.1 Stochastic models

6.2.1.1 General

Subclause 6.2 introduces the methods that are to be used in the modelling of random sources for
evaluation in this document and define documentation requirements and evaluator actions related to
that step in the evaluation of a random bit generator wherein it is checked that the stochastic behaviour
of the entropy source is sufficiently well understood to proceed. Therefore, 6.2 does not itself define
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minimum quality standards on the random source. Instead, such quality standards are defined by
requirements imposed on the security claims to be submitted by the vendor. One abstract way to model
a process that generates a random signal is by means of a stochastic model. As per 3.26, a stochastic
model is a partial mathematical description of the system in question as a mathematical random
process. A stochastic model is explicitly or implicitly a claim that the output of some circuit follows a
probability distribution from a certain family of distributions.

The purpose of introducing a stochastic model into the evaluation of a random bit generator is fourfold:

a) Having a stochastic model of a randomness generating component transforms the generally
raak. rall L1 £ o i L. 1.l 1-] i 4 laadl 41 4 i £l A | 2 3

mtractasre-provrerorascer tamg oy DratK D oX teSTH g Wiretirertie-otrputor tireaevic contains
the desired amount of entropy into the possibly tractable problem to determine whether)$tatistical
testing yields results compatible with the hypothesis that the mechanism samples.from ¢ne of the
distributions covered by the stochastic model. Based on the stochastic model, it-is then ppssible to
test for the amount of entropy generated by the mechanism.

b)| The stochastic model contains output distributions that correspond td)defective stafes of the
randomness producing device and statistical testing can then be used(to determine thaf one is in
one of these regimes. This is necessary as without a hypothesis abeutthe behaviour of|defective
states, it is practically impossible to test for them.

c)| The stochastic model can and shall be supported using technical arguments derived |from the
design of the randomness producing device that the stochastic model purports to model] Thereby,
a connection is made between the technical properties of the device under evaluation and the
claimed security properties of the core of the random bit generation mechanism.

d)| Examining the stochastic model of an early stage of random bit generation and the syipporting
technical rationale allows the evaluator to confirm that technical arguments predict the general
shape of the distribution of random outputvat a point where this output can still dlearly be
distinguished from ideal output. In contrast, many RBG constructions lead to output at the end-
stage of random bit generation which is\indistinguishable from ideally distributed outpjut almost
irrespective of the amount of true entfopy contained therein.

The stochastic model needs to cover all technically plausible modes of failure or performance
deggradation.

Fdr instance, a stochastic model for the output of a randomness producing device can claim that the
oytput is identically and independently distributed for independent calls to the mechanism {n normal
oferational mode and ,zerees-only in the only technically plausible failure mode. The prolability of
spontaneously (without“adversarial intervention) entering a mode with performance less|than the
sefurity claims forpthéeé'device may be claimed to be some low value per call to the mechanism

Udually, a stochastic model encompasses some assertion of stationarity: that under suitable|technical
conditions theprocess in question is modelled by one member of the family of probability disfributions
e greatly.

Kperience
) ] hange in
dlstrlbutlon parameters is too slow to affect samplmg apprec1ably over short tlme spans; in the
transient response case, the RBG has presumably not reached its operational state yet and cannot in
fact yet be used; and in case of failure, the output distribution can change drastically, but this happens
with low likelihood and the likelihood of it happening from an operational starting state does not
change significantly with time.

Note that the question whether a process is stationary or not depends in part on the description of the
process that is being used. For instance, a standard random walk is a classic example of a non-stationary
process (the range of values that is being taken gets wider over time), but if the states reached in the
random walk are used as a source of randomness, it can (depending on further processing steps used) be
equivalent to instead consider the step-wise differences as entropy input, which yields an independent
and identically distributed Bernoulli process.
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Sources that are not amenable to being modelled by an underlying stationary process are harder to
characterize than approximately stationary sources, because distribution parameters that a statistical
test can attempt to estimate can in this case change over the course of sampling, shortly thereafter, or
shortly before.

6.2.1.2 Requirements
A claim of (approximate) stationarity shall always be substantiated by technical arguments.

Therefore, in general a stochastic model shall:

— bea ;I)artial mathematical description of a stochastic process;

— descijibe precisely the stage of random bit generation in the device under study that is cldimed fas
being modelled;

— allow for the efficient derivation of entropy claims for the distribution of the targeted stage|of
rand¢m bit generation from test data;

— covelf technically plausible defective states of the mechanism targeted in the modelling;
— be supported by technical arguments based on the design of the targeted’'mechanism.

Furthernfore, the description of technically plausible defective states of the random source that|is
contained in the stochastic model shall allow for the construction. of statistical tests (“online health
tests”) t:‘Et detect efficiently an intolerable deterioration of the quality of the source.

For example, the stochastic model can specify a parametrized statistical distribution and an allowed
region inwhich the parameters of all devices lie to satisfy:the security claims. An online health test can
now apply a tailored statistical test to check whether a device's parameter still lies within that region.

6.2.2 Heuristic analysis of entropy sources

6.2.2.1 |General

In some cpntexts, it can be impossible to constrain the distribution of digitized noise data by a stochastic
model in|the above sense. It can bévdifficult to find strong technical grounds for assuming certdin
characteifistics of the underlying-distribution. This is generally the case when randomness or at legst
the appedrance of unpredictable beéhaviour is produced by a complex physical system, such as a humpn
user or acomputer. In this case; the large physical system cannot usually be understood at a sufficignt
level of d¢tail to support thekind of technical argument backing the stochastic model required in 6.2,.1;
even basik properties like)stationarity are often not given.

6.2.2.2 |Requiréments

The vendpr shall then provide a heuristic analysis of the entropy source. The aim of heuristic analy$is
is to lower‘bound the amount of entropy collected and to identify any plausible conditions that can lepd
these entropy claims to fail. In contrast, a stochastic model aims to derive a conservative, but ultimately
realistic, estimate of the amount of entropy acquired by a mechanism, including a quantitative
characterization of the distribution in weak states of the RBG.

The distribution of the random source output shall still be constrained to a family of distributions and
a rationale shall be submitted that explains why the true distribution of the values under study can
be expected to be contained in the claimed distribution family even though the processes producing
the targeted intermediate output are only incompletely understood on a technical level. Naturally,
such heuristic analysis shall always aim to err on the side of caution, i.e. underestimate the entropy
provided. This includes assuming the greatest technically plausible ability for an adversary to influence
or observe entropy generation.
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6.2.3 Physical and non-physical sources

In the context of this document, intuitively, a random source is a component of an RBG which generates
an at least partially unpredictable bit stream and for which the vendor has submitted either a stochastic
model as outlined in 6.2.1 or a characterization of the produced entropy based on heuristic reasoning
as outlined in 6.2.2. The function of a random source within an RBG is, thus, to produce genuinely non-
deterministic behaviour. In some cases, random sources can be quite complex: think, for instance, of
a system that draws entropy from user activities on a standard computer. In this case, the “random
source” is the software component inside the computer which extracts information on the system state
and writes it into a suitable buffer for post-processing together with the user who performs actions that
arg to some degree genuinely unpredictable.

On the other hand, dedicated random sources based on physical effects can be relatiyely simple: for
inftance, consider a small circuit that switches between two states in response to single photons hitting
a gmall photo sensor and the state of which is read out at intervals dictated by an external clogk.

This distinction between simple and complex random sources is of some impotrtance in their modelling
arld subsequent evaluation. While, for dedicated physical sources, a solid understanding of the hehaviour
of|the source on grounds of technical analysis can be gained, this is gené&rally infeasible for| complex,
ndn-physical random sources. Therefore, this document distinguishes between non-detdgrministic
rapdom bit generators based on a true, dedicated physical source (TNRBGs) and random bit generators
based on a non-dedicated source (NNRBGs).

NOTE1 Itcandepend on the datasupplied by the vendor whethéra@NRBG is considered a TNRBG or gn NNRBG.
Fof instance, an RBG can be considered a TNRBG if it draws enttopy from both a hardware componer]t and user
inferaction if the security claims for the RBG rest only on the ¢laimed properties of the hardware comgonent and
if 4 stochastic model supporting the security claims for the<hardware component has been submitted/and made
plausible by the vendor. On the other hand, the same RBG.€an be considered an NNRBG if the same secufity claims
for the overall construction are supported at least in pact by heuristic reasoning regarding entropy defived from
uspr interaction.

NOTE 2  Itis conceivable that with very conservative entropy claims, the random source of an NNRBG can be
evpluated to a similar level of assurance and*indeed using similar methodology as would be done for ajdedicated
phlysical source. In that case, one would fertinstance in a user interface device not focus on the entropy supplied
byluser interaction but on sensor noise présent in the device that captures user interaction. However, |n practice
this is difficult as one usually does nothave access to the raw data captured by such devices (e.g. an unmodified
opltical mouse does not allow one te access raw data from its optical sensor). Also, even if the raw data ijh question
wére accessible, the digitizing'mechanism itself can be realized with much less complexity in a dedifated RBG
thhan is the case in a device ofrigihally designed for another purpose.

6.2.4 Overview of'the evaluation of the random source of a TNRBG

In|the evaluatien.of a TNRBG, the study of its random source focuses on showing that, at tije level of
the random selirce output (the raw random bits), there is sufficient entropy and more gengrally that
the raw random bits follow a distribution that is suitable in terms of supporting the security claims
made forthe whole construction. The random source shall be described by a stochastic model that
infludes all technically plausible failure cases and which is supported by technical argumepts based
or the source's design. The evaluator shall check that the technical arguments based on the design
of the source supporting the assumption that the source behaves in accordance with the stochastic
model of the source are plausible. The actual entropy output and other security relevant features of the
output distribution of the real device shall be derived using statistical tests as described in Annex A,
under the assumption that the stochastic model holds. In addition, the evaluator shall check whether
test data indicates that the stochastic model holds. The vendor shall supply the stochastic model and
all supporting documentation thereof and clearly indicate what stage of random number generation
within the whole design the stochastic model targets (see Annex A).

The vendor shall also clearly indicate what effects if any are expected on the random source by ageing,
a change in operating conditions (for all operating conditions specified by the vendor, e.g. temperature),
or long-term use.
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Finally, the evaluator shall verify that the claimed security properties of the random source are sufficient
to support the security claims made by the vendor for the RBG-level output if any post-processing steps
that can be applied are correctly implemented according to the mathematical description of such steps
as provided by the vendor. The evaluator shall also check that the stochastic model in conjunction with
online health and total failure tests and test data submitted as part of the evaluation documentation
support the security claims made for the source. Standard cryptographic hardness assumptions (e.g. on
the one-way properties of hash functions or block ciphers) can be used in the latter argument.

6.2.5 Overview of the evaluation of the random source of an NNRBG

In the cape of NNRBGs, a dedicated physical random source does not exist, and the random source
used is generally too complex to be completely understood by the evaluator. Any technical argunignt
supportig the claim that the output of the random source follows a distribution from a particular
family of|distributions shall therefore remain incomplete. Instead, the vendor shall suppl¥ heuristic
reasoning pursuant to 6.2.2.2 to show that the output at the random source level stays-inside sonpe,
possibly broadly defmed family of probability distributions. The evaluator shall cheek'the plausibiljty

In the degign of an NRBG, existing standards and-best practice documents generally leave the desigrer
more degdrees of freedom than with most other*widely used cryptographic constructions. Dedicated
random bit generators inherently involve (the design of specialized hardware, where very lo-
level detgils of hardware design have an_impact on the security and the performance of the overpll
construction. On the other hand, NRBGs without a dedicated source shall use various low-entropy
sources tp generate unpredictability."T'he success of this depends ultimately on the amount of entrogy
that is avjailable from any of these;sources in a given situation. The problem of developing a randgm
bit generqtor therefore is muchtless suited to a solution that fits all use cases than is, for instance, the
problem ¢f building a securg’block cipher or indeed of a purely deterministic RBG.

Nonethel¢ss, in terms of high-level design, templates underlying most practical NRBG constructions chn
be identiffied, and choices in high-level design have a direct impact on the documentation requirements
and evaldation steps'that are necessary to assess the quality of an NRBG. Subclause 6.3 has the followipng
aims in that context:

— introfuce‘a general design template for NRBGs to be evaluated in this document;

— introduce the taxonomy of non-deterministic random bit generators that is to be used in this
document and link it to some extent to the relevant parts of ISO/IEC 18031;

— outline best practices with regards to NRBG high level design;
— explain the evaluation steps that are influenced by the high-level design of the RBG;

— define documentation requirements related to the high-level design of the RBG.

6.3.2 Functional model of a NRBG

In general, an NRBG takes as input a stream of unpredictable input bits produced by an entropy
source and possibly some additional, can be predictable, input and generates from this a stream of
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output random numbers. In an efficient NRBG construction, the memory used up by this shall be fixed
and the functions that compute the next internal state and the next output shall be efficient. These
considerations effectively lead to Figure 1 as a general NRBG template.

For the purpose of this design template, the primary entropy source is the entropy source on which the
security claims made by the vendor rely. The vendor shall, in the documentation submitted by them to
the evaluator, unambiguously identify the elements that correspond to the components of Figure 1 in
their design.

The activities that need to be performed and the documentatlon that vendors should submit in the

andom bit

generator. For thls reason, the followmg taxonomy of random bit generators is used by thls dojcument.

NRBGs can be specified into sub-classes along at least three different axes:

a)

b)

NRBGs can be classified depending on the nature of their entropy source. Depending on the nature
of the primary entropy source, the NRBG will be either a TNRBG or an NNRBG. This corresponds
exactly to the distinction between physical and non-physical entropy spurces in ISO/IEC|18031. In
terms of minimal requirements on a DRBG, the evaluator shall verifyithat a TNRBG desjgn meets
at a minimum the requirements of ISO/IEC 18031:2011, 8.3.1.2 and\8:3.2.2 on RBGs with physical
sources and that an NNRBG meets the requirements of ISO/IE€C48031:2011, 8.3.1.2 thaf apply to
RBGs with non-physical entropy sources. Beyond this impact on minimal security requlirements,
the choice between a TNRBG and an NNRBG also influences’documentation. The evaluption of a
TNRBG shall always use a stochastic model of the primagyentropy source. The vendor of an NNRBG
can submit heuristic reasoning pursuant to 6.2.2 instead.

NRBGs can be classified depending on whether theyare hybrid NRBGs or pure NRBGs. I a hybrid
NRBG, a significant part of the security assurance’of the NRBG comes from cryptographic processes
similar to those employed in a strong deterministic random bit generator, but entropy is ifh addition
gathered and mixed into the internal state;on a regular basis from a true entropy source|In a pure

. For

random numbers which can be detected when analysing large amounts of data.

NRBGs can be classified according to whether they are entropy compressing or entropy expanding.
An example of an RBG which can reasonably be called non-deterministic, but which can under
circumstances expand a smaller amount of entropy into a longer sequence of (cryptographically
strong) pseudo randomness is the /dev/urandom generator in UNIX-like operating systems.: over
short enough time scales, /dev/urandom behave exactly as a deterministic random bit generator;
but reseeding is still continuous, i.e. the RBG tries to retrieve as much entropy as possible from the
entropy sources present in the system, and assuming proper functioning of the entropy gathering
process, there are some guarantees on the information-theoretic unrelatedness of outputs which
are generated at sufficient (but not excessively large) temporal separation. Whether an NRBG is
entropy compressing or entropy expanding is important mostly in terms of certifying security
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claims related to the entropy of the output bits. For instance, an RBG that creates 256 bits of output
for any 128 bits of entropy is generally only be able to support cryptographic applications up to the
security level of 128 bits. Therefore, the vendor shall explicitly state how much entropy is claimed
for each call to the RBG, depending on the parameters with which the RBG is called. The vendor
shall indicate whether the data returned by different calls to the RBG can reasonably be treated as
independent random data in an information theoretic sense. If, in the previous example, the RBG
were to buffer the 256 bits of output containing 128 bits of entropy and deliver the first and the
second half of the buffer to different callers, the security claim of 128 bits would not hold in an
information theoretic sense (though it can still be secure in practice).Entropy compressing NRBG
on the other hand aim to produce bit strings containing an amount of entropy equal or at least very
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case with any kind of taxonomy, the boundaries between these classes of random
s cannot always be clear: for instance, a random bit generator can draw on both physical a
cal entropy sources and it can then depend on the level of assurance that théeyevaluator c
ther kind of source whether it is to be viewed as a physical or a non-physical NRBG; likewi
structions can have cryptographic post-processing in the form of e.g¢a“hash function th
es the raw random numbers, but not cryptographic post-processing‘that in itself has t
s of a strong deterministic RBG, as required in the definition of hybrid'RBGs above.

source which do not expand entropy, and which have a cr{ptographic post-processing th
trong security properties on the output even in the case ofan’'undetected failure of the randd
he requirements on the functionality class PTG.3 in [Z] can serve as informative guidance
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Figure 1 — Block Diagram of NRBG

6.8.3 Components of a NRBG

6.8.3.1 _General

Thefollowing subclauses provide an overview of the evaluation steps required for each block illustrated
inllagure 1 The focus of this subclause is on the technical content of the evaluation stepd for each
component. Detailed documentation requirements are treated in Clause 7.

6.3.3.2 Primary entropy source

This component serves as the source of unpredictability in the NRBG by providing data to be processed
by the internal state transition function. In a NRBG, unpredictability is based on the use of one or more
sources of entropy. These sources are known as entropy sources and can be further classified as either
physical or non-physical.

The vendor shall provide a stochastic model of the primary entropy source respectively of the raw
random numbers in the case where the primary entropy source is a dedicated device (i.e. if the NRBG is
a TNRBG). If a failure is detected, the RBG shall not output random bits for which any claimed security
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properties (e.g. amount of entropy) have been affected. Another stage of random bit generation than
the raw random numbers can be targeted by the stochastic model, but it shall be clear which part of
the random bit generation process is being modelled. This stochastic model shall be based on at least
a qualitative understanding of the processes that give rise to the generation of entropy within the
primary entropy source. If several entropy sources are used by a random bit generator, the source
on which the vendor’s security claims are mainly based shall be regarded as the primary source for
evaluation. Stochastic model submitted by the vendor shall satisfy the requirements of 6.2.1.

If the primary entropy source is not a device originally designed to provide entropy, it can be necessary
to submit in place of a stochastic model a heuristic analysis of the entropy collecting process reliably
lower-bofinding the entropy collected. This heuristic analysis shall meet the requirements of 6.2,2.]In
this case|evaluation testing and online health testing with the aim of verifying entropy lower beurnds
respectively assuring that the RBG has not entered some technically plausible state in which the
claimed gntropy lower bounds fail to hold shall be performed on the digitized raw entropydata befdre
it enters post-processing.

Furthernjore, the evaluator shall verify that health and total failure tests are performed at start-up|of
the generjator and when drawing entropy from it to be injected into the internal state. Note that it chn
be useful|to perform total failure tests on the entropy source after drawing data‘dnd then waiting for
the test results before using the data. This avoids a situation where the entropy source breaks down
after health testing, but before or while gathering data (possibly due to an-external attacker). These
tests shalll be able to detect all realistic failure modes of the noise sourcethat can lead to an intoleralple
deteriorafion of the quality of the raw random numbers. The proper functioning of the state transitipn
function @nd the output generation function is more properly tested\by known-answer tests. If known-
answer t¢sts of these functions are performed online, special care'should be taken that no interfaces|to
these test functions are accessible from outside the NRBG perimeter. In particular, such test interfades
shall not pe exposed to the consuming application.

Itis expe¢ted that health testing is easiest to perform on'the raw random numbers, as statistical defeqts
is most epsily detectable at the earliest stages of random bit generation. However, other approaches
can be erftirely valid if there is strong technical support for the conclusion that intolerable deviations
from the [desired distribution is detected. Additionally, it is worth mentioning that health testing chn
partially pe covered by approaches that do.nof test the random numbers at all, but which e.g. monitor
the physifal state of the noise source (e.g-voltages in a noise diode) to detect tampering or accidental
failure. The primary entropy source can’be complemented in some design by additional entropy sourdes
to improve the resulted entropy.

6.3.3.3 |Internal state transition functions

The interjnal state transitionfunctions control all the operations that alter the internal state. These
include the mandatory functions that place the output of the entropy source into the working state, and
that presé¢nt part of the internal state to the output generation function.

The integnal statevtransition function of an RBG will generally play an important role in mixipg
the outpyt of the entropy source into the internal state and in ensuring that the final RBG output]is
indistingpishable from an ideal source.

In principle, the internal state transition function of a NRBG can be a non-cryptographic construction,
such as a conditioning function intended to increase bitwise entropy and remove statistical
dependencies in the output by discarding in a suitable way some of the information contained in the raw
random numbers. For instance, von Neumann correction, if applied to an independent and identically
distributed but biased source, will yield independent, identically distributed, and unbiased output.
However, to obtain strong assurances about the output produced by such methods, one generally needs
to understand the distribution of the raw random numbers, including any dependencies between them,
quite well and in a quantitatively accurate way.

The required constraints on the behaviour of the raw random source cannot be obtained entirely by
empirical study of the source: for instance, if one tries to assume generically that the random source is a
simple machine with just a small number of internal states and some limited ability to be influenced by
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its environment, a probabilistic finite state machine can appear like a natural mathematical model of that
situation. The machine will produce outputs (bit strings) and receive inputs (changing environmental
conditions such as temperature or voltage, which need to be discretized in this model). But the sample
sizes needed to detect potential long-term dependencies that can severely lower the entropy of at least
some bits of the output grow in the general case exponentially with the number of assumed internal
states already in this model (note that this holds both for dependencies of outputs on changing inputs
from the environment and dependencies between subsequent output bits with no input).

Generally, assumptions on the stochastic behaviour of the source will be needed to obtain strong entropy
guarantees, such as the absence of practically exploitable multi-step dependencies or deviations from
i refore, to
apply statistical testing methods to the problem of ensuring that a raw random number source{produces
suffficient entropy for cryptographic applications, it is necessary to derive from the designiof the source
a partial mathematical description, i.e. a stochastic model, that places determining the €ntropy output
of|the source into a class of efficiently computationally tractable problems.

Far instance, this can be the case if the vendor can provide solid evidence that the design of the source
implies that the source should emit an independent and identically distributed’byte stream. Inthis case,
tefting can on the one hand establish the min entropy of the byte streani\bdsed on the IID assumption,
arnld on the other hand test the 1ID assumption in ways that will be based on knowing plausible failure
modes of the device under examination.

In[terms of resilience and general security properties, it is adyantageous for the state trangition and
oytput functions to have strong cryptographic properties. Ideally, it should be possible to show forward
secrecy, backwards secrecy, and enhanced backwards secrecy assuming a high-entropy intefnal state
evien if the noise source fails totally after initial seeding,

The evaluator of an RBG construction shall chegkthat any post-processing and conditioning steps
thpt are taken to transform the raw random numbers into the output random ensure under{standard
criyptographic hardness assumptions near-ideal properties of the output random numbers |given the
stpchastic model of the raw random numbers. These evaluation steps shall consider the properties of
the raw random numbers as given by the«televant stochastic model.

6.8.3.4 Internal state

This component consists of infermation that is carried over between calls to the NRBG, and all the
information that is processed during a request. For this reason, an internal state is a nlandatory
component. However, it is.iot compulsory that any portion of the internal state depend on| previous
states, i.e., there is no.mandatory requirement for any portion of the internal state to be cafried over
to[the next NRBG call-fe.g., in the coin flip example, no internal state is carried over from ong-coin flip
experiment to the-next).

In|such cases;the internal state of a NRBG is totally dependent on the output of the entropy(source at
the time thapthe NRBG is used, unless there exist additional non-mandatory inputs.

6.83.5° Output generation function

This component provides random output to the requesting application by processing all or a subset of
the bits in the current internal state and any subset of the optional additional inputs.

Depending on the properties of the entropy source and the state transition function, the output
generation function will generally serve as an important component in obtaining backward and
particularly forward secrecy. The component can, if properly designed, prevent in this context the
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random output from revealing information about the previous or current values of the internal state,
entropy source inputs, or other random outputs.

NOTE Theoretically, it is possible to achieve nearly perfect behaviour in an RBG with trivial state transition
and output functions: one “just” uses a near-perfect entropy source. However, designing a physical entropy source
to generate, without a need for cryptographic post-processing, unbiased, identically distributed, independent
random bits is hard; designing such a source which can be shown to a high level of confidence to have these
properties is even harder. Also, such an RBG will still fail quickly if the noise source deteriorates in a way that is
not detected by the health and failure tests. On the other hand, the design of deterministic random bit generators
is well understood. Therefore, it is highly advisable for the state transition and output generation function to
work together in such a way that the RBG will even with predictable input from the entropy source after some
seeding produce output that cannot be distinguished from random data by attackers not knowing
the internjl state.

6.3.3.6 |Other considerations

The vendpr of an RBG shall perform a taxonomic classification of the RBG according to-suitable securjty
propertigs: as a minimum, it shall be noted whether the RBG is non-deterministic, or deterministic,
entropy ¢xpanding or entropy compressing, whether the output is expected based on cryptographic
standardfassumptions to achieve indistinguishability from an ideal source as well'as whether backwalrd
secrecy, fprward secrecy, and enhanced backward and forward secrecy are@cehieved and on what basis
this assutance is arrived at. Additionally, the vendor shall point out any properties of the RBG known|to
them that deviate significantly from a generic member of this class.

ce, suppose that a vendor claims that their RBG is a hybtid/ entropy expanding RBG which| is
secure, forward secure and enhanced backward secure based on standard cryptograplhic
ipns as well as enhanced forward secure based on being reseeded with 120 bits of entropy
from a strong physical random source at each invocatiord/Generically, one would then expect that
r's security claim is that there exists no algorithm which can break, for instance, forwajrd
security ith feasible data, time or memory requirements. But it is possible to imagine that with the
design in| question, this is not strictly speaking trueand that instead the vendor's claim is just that
forward pecurity can only be broken by a memory- and time-efficient algorithm after the attacKer
has perfqrmed a one-time large precomputation to find the attack algorithm or if the attacker has
themselves generated certain parameters te-be used in the algorithm. Such deviations from securjty
expectatipns based on claimed standard.security properties of the RBG shall be clearly mentioned
in the dofumentation submitted to the evaluator and shall be carefully considered by the evaluafor
when arrjving at an evaluation result>If a security property of an RBG is found which greatly deviates
from expgctations based on the taxonomic classification of the RBG and which is not mentioned in the
design rafionale submitted, the\security claims affected by the unexpected property should normafly
be reject¢d by the evaluator!

7 Conformance testing of NRBG

7.1 Overview

The goal pficonformance testing in the context of RBGs is, in general terms, to show that the securijty
claims made by the vendor are delivered by the implemented RBG and that the security claims made
by the vendor at a minimum include the security requirements on the appropriate type of RBG as given
in 6.3. With regards to the entropy source employed, this means that the vendor shall submit well-
defined security claims in the form of entropy estimates derived from a stochastic model of the stage
of random bit generation targeted by the stochastic model, usually the raw random numbers together
with evidence that the stochastic model has plausibility given the physical details of the source’s design.
The tester then shall check that the reasoning linking the stochastic model with the design of the source
and with the security claims is valid and that testing of the raw random numbers does not yield results
contradicting the stochastic model.

Additionally, conformance testing shall ensure that the deterministic components of the RBG
construction such as the state transition, output generation, health, and failure test functions are
implemented according to their specification. The specifications of these components itself shall be
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checked in a separate testing step for being suitable in terms of the entire RBG construction reliably
providing a random bit stream indistinguishable from that emitted by an ideal source.

Conformance testing of a NRBG can be performed by a laboratory for a validation authority. The NRBG
can be a component of a cryptographic module whose requirements are described in ISO/IEC 19790.
ISO/IEC 18031 describes an overview and requirements for a NRBG but cannot describe a specific
implementation or design. The implementation or design will be dependent on the sources of entropy
and the requirements of the consuming application and can either be implemented in hardware,
software or a combination thereof.

T} CI CfUl <, fUl t}lC lJbll }JUDCD Uf t]llib dUbulllCllt, LUllfUl IIId1ICT tCDtills D}la}} dCtCl lllillC lf t}lC d,Slgn and
infplementation of an RBG supports the security claims made by the vendor. The evaluiator shall
dgtermine whether the security claims made by the vendor conform at a minimum to the reqyirements
or] the appropriate type of random bit generator as given in 6.3. Any security property‘(such ap forward
sefurity, backward security, enhanced backward security) shall at a minimum be.claimed [at a 100-
bif security level. Security properties that have a known polynomial time quantum attack ysing only
clgssical queries to the RBG shall not be accepted in this document.

7. Testing

7.2.1 Design documentation

The vendor shall provide complete documentation of the NRBG design and implementatipn to the
tefting laboratory. The documentation shall include a detailed logical diagram that illusftrates all
of[the components, sources and mechanisms that constitute the primary entropy source. If multiple
entropy sources are used, it shall be shown that any‘éntropy sources that are not describ¢d cannot
(upder standard cryptographic hardness assumptiens and technically reasonable assumptions e.g. on
the ability of the other components to observe or to influence the primary source) reduce thg entropy
of|the RBG output.

These components can include LFSRs, noisy diodes, thermal sampling, analogue to digital cqnverters,
entropy service calls from other componénts or modules, clock readings, memory cache hitls, as well
as| various human-induced measurements, such as the time intervals between keystrokds, mouse
mpvements, etc.

This documentation shall pravide the vendor’s rationale on determining the relationship befween the
amount of gathered entropy-and the claimed randomness of the raw random numbers.

The documentation shall provide a stochastic model of an appropriate stage of random bit generation
(typically, of the raw-tandom numbers) or strong heuristic arguments lower-bounding th¢ entropy
collected if it iscnet feasible (for non-physical RNGs) to fulfil the documentation requirem¢nts for a
stpchastic model-of some stage of random bit generation as laid out in 6.2.1.

NQTE Usually, a heuristically augmented lower entropy bound will not be tight, i.e. it will requjre a large
sefurity-margin in terms of the ratio of internally generated entropy versus number of random bifs emitted
by|thé'RBG (in other words, the post-processing will have a high “compression factor”). Lower entropy bounds
defrived from stochastic models will be tighter and thus allow for more efficient post-processing constfuctions.

7.2.2 Analysing entropy

7.2.2.1 Overview

The vendor shall provide an analysis of entropy. This means that the vendor shall provide arguments that
will allow a random number generator expert who is knowledgeable about the principal components of
the proposed random bit generation device to arrive at a reliable judgement as to whether the entropy
claims made by the vendor are to be accepted. The guiding criterion in making this determination shall
be whether it is possible to imagine operational circumstances under which the entropy claims made
by the vendor fail. To this end, the vendor's heuristic analysis shall include assumptions on the ability of
an attacker to observe or influence the device during operation.
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Normally, this analysis should be based on a stochastic model of an appropriate stage of random bit
generation. If it is infeasible to understand entropy production at the level of detail that is required to
obtain a useful stochastic model, then in place of an analysis by use of a stochastic model a heuristic
analysis deriving a reliable lower bound to the amount of entropy collected can be submitted. In this
case, the vendor shall explain why the construction of a stochastic model is infeasible.

7.2.2.2 Requirements

The vendor shall provide the following documentation:

numbers) that can be used to derive an entropy claim for the output random numbers_if frjee
parammeters are fixed to specific values. See 6.2.1 for detailed documentation requirements-on this
item.[If several sources of entropy are used, stochastic models shall be provided for each sour|ce
which is claimed to contribute to overall entropy generation. If it is not feasible to obtaina stochastic
modé¢l of the random source and to support it with strong technical arguments based on the design
of th¢ source, heuristic arguments in accordance to 6.2.2 which reliably lower-bound the entropy
acquired can be submitted in place of a stochastic model;

— a sto{‘hastlc model of an Intermediate stage of random bit generation (normally the raw randgm

— a detfivation of entropy claims for the output random numbers based.'on a stochastic model |or
heuristic analysis of the stage of random number generation modelled‘in-the previous step;

— anex]planation of any post-processing steps that transform the raw random numbers into the outgut
randpm numbers. The exposition shall be detailed enough to allow independent re-implementatipn
of thg post-processing steps. Test vectors shall be given for all non-trivial post-processing steps o a
standard shall be referenced that contains such test-vectors;

— an eyplanation of health-tests (all total failure testscand online tests) done during start-up ahd
operdtion of the device to ensure that the raw random numbers produced at the random source
are of sufficient quality. The health testing requirements for random bit generators of functionaljty
class|PTG.2 according to Reference [7] can serve as informative guidance if a dedicated randqm
sourde is being used. The health tests performed shall cover all realistic failure modes of the devige.
The determination of what realistic failurecmodes can look like shall be based on an understandipng
of the physical processes used in the entropy source; and

— adodument explaining unambigudusly the claimed security properties of the overall constructign.

In the cage where randomness {s ;supplied by a complex natural system such as a human user, the
stochastif model of derived random events can be replaced by heuristic bounds on the min entropy
gathered|from the relevant@vents. These heuristic bounds shall be carefully argued for based on pn
adversary's ability to obsérye the relevant environmental inputs and on their observed variability. The
worst plajusible case shalllbe used.

If multiple entropy\Sources are used, it is admissible to add their contributions to a joint entropy
estimate [if a stochastic model of their joint distribution backed by strong technical arguments alloys
this or, fajling that, if strong heuristic arguments can be given for assuming them independent.

7.2.2.3 Examples

7.2.2.3.1 Overview

In the sequel, some examples are given of the heuristic analysis of entropy that the vendor or testing
laboratory shall provide. These are meant to outline the general lines of argument that heuristic
analysis can follow; if one says, for instance, that three bits of entropy can be extracted from timing the
intervals between user-induced keystrokes, this is not meant to imply that this is a generally acceptable
estimate. Whether such an estimate is justified depends on the particulars of the situation at hand,
not least on the extent to which an adversary is able to gain information about the timing of said key
strokes.
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7.2.2.3.2 Human-driven entropy generation

Human-driven entropy generation means using data on events triggered by a human user to generate
entropy. In this case, it is ultimately unknown to what degree the noise source can be predictable, and
therefore deriving a model of the distribution of the entropy containing raw data that can be backed up
by technical arguments will be impossible. Therefore, entropy claims will in this case not be derived
by examining a stochastic model of the entropy generating process but by lower-bounding the entropy
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llected by heuristic arguments.

the case of human-driven entropy generation, the vendor can for instance say that three bits of

i i i ents. For
ample, the vendor can argue that based on the operating conditions of the device, an advefsary can
timate the time at which the human user starts entering data on the keyboard at most\with|precision
e second and that similar restrictions apply for acquiring timing data on any subsequént kgystrokes;
ther, the vendor can argue that speed typing records suggest that even highly trained humans are
able to accurately type more than about twenty letters per second, indicating that the|standard
viation in keystroke timing in a very highly skilled typist can be of the order of 10 ms. If the time
basurement has millisecond precision, one can then assume that a sequence of keystrokes|will yield
00 evenly distributed possibilities for the timing of the first keystroke and three bits per sybsequent
ystroke. Hence, a heuristic estimate of the amount of entropy gathered with n keystrokgs in this
tting can be [10 + (n — 1) * 3] bits. The vendor shall, in such a tase, provide measurements of the
tual distribution of keystroke timings using a real input device as'would be used in a deploy¢d system
d provide reasoning to rule out effects that can otherwisebe expected to invalidate or tg partially
alidate the assumptions underlying the estimate of gathered entropy given; for instanfe, in the
Lting of the example here under discussion, the samplingfrequency of the input device itsdlf instead
the system timer used can provide the real lowerdimit to the temporal resolution of th¢ timings,
preby invalidating the assumption that the lower bits of the timings contain entropy at all.

during the review of the entropy generated byzany kind of entropy source it becomes appdrent that
p amount of entropy gathered by a certaiw process depends on variable external factofs (as for
stance in the preceding example, on the sampling frequency of an attached hardware dgvice), the
rst identifiable case that does not involve preventable adversarial action shall be assumed. The
ndor shall explain the worst-case sgenario they identified and how they identified it.

P.2.3.3 Entropy generation by dedicated physical devices

the primary entropy source’is a dedicated physical device, the vendor shall submit a stochagtic model
a suitable stage of output'generation of said device.

If the entropy is\generated by a physical device such as a sample of a radioactive isotopg coupled
with a detectior’device for nuclear decay events, such that the average rate of detected deday events
is known and the random value is the number of atoms that have decayed in a particular time period,
the vendar or laboratory shall state some known facts about the mean rate of the decaly and the
measuring device and also about either the distribution or at least about the variance of the number
of the'decaying atoms and give a rough estimate of the generated entropy. The vendor shall provide

that in this scenario, not all outcomes (numbers of decayed atoms) are equally likely. Instead, the
distribution is centred on its mean value. Therefore, the vendor should either use the min-entropy
estimate or come up with another reasonable and statistically sound lower bound on the generated
uncertainty.

— If the entropy is generated by oscillating rings, the vendor or laboratory shall explain the design

of the random noise generator. The design description in Reference [3] can serve as an example.
However, to complete the description of the entropy source from the referenced presentation,
the vendor or laboratory shall provide an explanation, at least heuristically, how the jitters are
measured, how these measurements are used to generate the raw random number for the NRBG
and how much entropy the raw random number carries. Again, the design description by the vendor
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shall lead to a stochastic model of the raw random numbers produced by the noise source which can
be tested, and which can be used to derive a reliable lower bound to gathered entropy.

— If the RBG is reseeded frequently, an estimate of the pool's entropy can be increased accordingly
until limits given by the design of the entropy pool and the output generation function are met
if the stochastic model of the entropy shows that treating subsequent entropy as independent is
reasonable. This can forinstance be the case if the physical entropy source is a sample of aradioactive
isotope, which continues decaying independently (in some sense, and after adjusting by the number
of the remaining atoms and changes in the reliability of detection equipment) of its history and
therefore in this case the entropy values can be added without providing any further justification
beyofid considering the eifects mentioned. NOte, NOWEVET, that 1 a clalm of forward secrecy 1s magle,
an edtimate of the entropy contained in the entropy pool that is appropriate to support claimed
secufity levels must be justifiable even directly after a full state compromise.

7.2.2.3.4 Entropy gathering from the operational environment

If entropy is gathered from the operational environment of a module, it will often be impossible [to
single ouf a single, specific source of entropy that can be captured in a stochasticmodel. Evaluatipn
will thergfore in such a case focus on obtaining very conservative estimates on\thie amount of entropy
collectedfand on making sure that unsafe operational states are reliably avoided.

— If thg entropy is coming from an operational environment of the medule a careful analysis shpll
be mpde of the source of entropy and of the ability of realistic attackers to observe or influerlce
the relevant portions of the operational environment. If this-seurce is an entropy provider in pn
operating system (e.g. getrandom() or /dev/random in a Linux-based 0S), a careful analysis of the
generated entropy (possibly provided by the vendor of the.Q$) is required. The vendor or laboratdry
can refer to an independently published analysis of dev/random and dev/urandom such as [9]. Cqre
should be taken to ensure that entropy claims are made only for versions of the dev/random |or
dev/yrandom generators that have received peer review; whether this is the case in any situatipn
depends on the version of the Linux RBG under €ensideration and the state of published scientific
review (see Reference [22]). When relying on results about the quality of an operating syst¢m
entrdpy provider, it is also important to check whether the operating conditions under which the
algorfithm was found to provide sufficient'entropy are met. For example, an analysis can discoyer
that the algorithm only provides entropy if the hardware is x86 and if the OS does not run ir a
virtupl machine [see following reference].

— For dertain versions of the Linux kernel and if the necessary operating conditions are satisfi¢d,
the f¢llowing line of arguments can possibly be applied unless careful analysis finds otherwise the
dev/mandom justification is-the easier of the two. The OS satisfies a request for a random value
only when it collects“enough” entropy; that is, when its own estimate of the collected entropy]is
such [that a module/s'Yequest can be met. For example, if the module needs to generate a 256-pit
symrhetric key and-therefore the module requests 256 bits of entropy then the OS returns 1ot
the d
genel
versi
into 3

virtual machine.

In case of the dev/urandom request, the OS always sends an immediate reply back to the module. This
reply can or cannot possess the desired amount of entropy. The non-blocking behaviour of /dev/urandom
implies that the consuming application has no guarantees about the amount of entropy it receives.

To meet the requirements, the vendor shall first demonstrate that the initial call (that is, the first call
after the module has been powered up or instantiated) to dev/urandom returns the claimed amount of
entropy. A possible way to achieve this is to analyse the sequence of events that precedes this initial
call. If, for example, this sequence includes several restarts of the module and if each of these restarts
includes several events that are measured and that provide the desired uncertainty, then a heuristic
claim about the entropy in the initial call can be made. These events can include the times between
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the restarts, the measurements of an operator activity during the restarts (mouse clicks, etc.), the
values stored in certain memory locations that are known to be unpredictable during the restarts. This
argument has a good chance of succeeding for stand-alone modules; embedded modules normally do
not require multiple restarts so the use of dev/urandom in such modules is harder to justify. The same
caveats as explained in the /dev/random example apply.

If the vendor can justify having 100 bits of entropy returned on the first call to /dev/urandom, then
the vendor can often continue claiming that at least a 100 bit security strength is achieved on each
subsequent call. The basic reason for this is that many versions of /dev/random are designed to behave
like a strong PRNG after being initially seeded even if there is no additional entropy input. Hence, from
thEpoint of vView of an adversary, the uncertainty about any subset of the output sequence_ of length at
legst approximately equal to the amount of entropy in the seed should equal their uncertaintyfabout the
state of the seed.

NOTE Applications that aim at providing Perfect Forward Secrecy needs a random-humber|generator
that provides at least enhanced backwards secrecy, as otherwise the RBG state can be'viewed as a|long-term
sefret knowing of which allows an attacker to compromise past protocol runs. LiKewise, if in this [setting an
RBG is used that fails to provide enhanced forward secrecy (i.e. that is not often enough reseeded of reseeded
with insufficient entropy) then an attacker learning the internal state of thie/RBG can comproniise future
prptocol executions. In general, these example considerations imply that care 'needs to be taken to feview the
refjuirements of the consuming application before endorsing a specific RBG;for use, unless the RBG {s a hybrid
rapdom number generator with frequent reseeding, forward secrecy evenin case of failure of the nojse source,
enhanced backward secrecy and ideally also enhanced forward secrecy.

7.2.2.3.5 Other considerations

In|any case, the design description shall include infermation on how ageing or accidental damage
are expected to affect the performance of the noisé<source. For instance, in the case of a rgndom bit
gejnerator based on a radioactive source, ageing will manifest itself in a reduction of the ifemaining
nymber of unstable atoms over time as well;as possibly in the mechanism detecting decpy events
bgcoming less reliable. The latter effect is much harder to understand well in this exampld than the
former and therefore deserves deeper scrtiny.

Far semiconductor-based sources ageing characteristics can be based on models.

7.2.3 Min entropy

Cdmputing the Shannon efntropy of a noise source can be difficult; furthermore, Shannon enfropy can
dgviate significantly from- guessing entropy, i.e. it does not (in the general case of not nearly uniform
digtributions) allow.argliable prediction of the expected amount of work an adversary has t¢ perform
inforder to guess férinstance a cryptographic key that was produced by a certain random bit generator.
However, these-deviations are largely benign from a cryptographic point of view: while no upger-bound
or] the guessing.entropy of a distribution can be derived from knowing its Shannon entropy, and while
SHannon efitropy itself is not a lower bound to guessing entropy, such a lower bound can bl derived
from itl8 Essentially, guessing entropy is never in excess of two bits lower than Shannon entropy and
for distributions with large (more than a few bits) entropy, it is very close to one bit lower thar] Shannon
entropy at worst.

But guessing entropy itself, besides being very difficult to estimate accurately for real-world random
experiments, does not fully answer the questions that are of interest to the evaluator of a cryptographic
random bit generator. It is possible that the expected workload of guessing a bit string produced by some
random process is very high, but that the likelihood of guessing correctly very early in the execution of
the optimal guessing strategy (on the first try, for instance) is also very high. In principle, one would
like to have some guarantee of the form that an attack that succeeds with probability p has to do guess
work of order at least N*p, for some large N (say, N > 2100),

The simplest notion of entropy that allows one to obtain guarantees of this kind is min entropy. It is
obvious that min entropy lower-bounds Shannon entropy and it can therefore be used (with possibly
about two bits' loss) to lower-bound guessing entropy. Shannon entropy, on the other hand, can have
some practical advantages over min entropy in some situations, e.g. the existence of a simple entropy
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chain rule for dependent random variables. For distributions that can be expected to deviate only
minor ways from an ideal distribution, the Shannon entropy of the distribution will be very similar
the min entropy and can sometimes be easier to calculate.

An estimate of the generated min entropy that is a simplification of one of the methods proposed
Reference [2] is as follows.

in
to

in

This method would only apply if noise sources (and any conditioning components, if applicable) are
IID (independent and identically distributed random variables). See Reference [2] (section 9.1.1) or any
statistics textbook for an explanation of this notlon It is not necessary for the sources to produce a

unlform btttono re-otteomes—thre-probabi tesofdifferentoutcomescanbediffe y oW
the probgbility distributions are identical between the sources (or between the different conseque
readings |of each source’s random output) and these probabilities do not depend on the outcomes
other events generated by these sources.

Find the [probability of the most common outcome among all the possible events genérated by t
noise soufrce. If this probability is already known, then it can be used. The vendor of)laboratory sh
give a jugtification to why this probability is what it is claimed to be. If is not knéwn, then, followi
Referencg¢ [2], take a dataset with N samples and count the occurrences of theafost common value
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the dataspt. Again, following Reference [2], count the number of occurrences of this most common value

in the datfaset and denote the result.

Referencg¢ [2] presents a method to compute min entropy of a noise source by computing a confiden
interval qround the observed frequency of the empirically most likely outcome of the sampled randg
experiment. The upper bound of this confidence interval is then inReéference [2] used as a conservati
estimate pf min entropy.

The IID apsumption for the raw random numbers shall be separately argued for based on the design
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the raw random source. For distributions with small support, the [ID assumption itself can then already

be satisfdctory as a stochastic model of the raw random:humbers.

7.2.4 Sgatistical tests

The vendpr shall run statistical tests on thestage of random bit generation targeted by their stochas
model. In[this context, it shall be emphasized that the evidence that innocuous outcomes of statisti
tests supply towards establishing trust.in a given random source depends on various factors:

— Any gtatistical evidence supporting the entropy claims presented by the vendor shall be gather
separately from any statistical testing of components that was done during the development proce
at thg point in time when-statistical evidence is collected, the design shall already be fixed. This r
is mefnt to prevent tHefollowing situation: a weak design is being tweaked to make it stronger. T|
tweaks that are being tried do not improve the design and statistical tests are repeatedly failé¢
But dfter a few iterations, the test used falls below the designated level of significance by chan
withgut the désign under study having become appreciably stronger, and the test is judged to ha
been|passed:

— Asityation shall be avoided wherein a random source is iteratively “tuned” to pass certain statisti
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hides the weaknesses of the initial design from the statistical test suite used without removing
them; see e.g. the RBG presented in Reference [11] and the subsequent break of it in Reference [12]
for a real-world example of the dangers of using a suite of statistical tests as a primary benchmark

for a cryptographic RBG.

— The testing shall target the early stage of random bit generation that is described by the stochastic
model”. Depending on what post-processing is performed to obtain the output random numbers from
the raw random numbers, the utility of performing statistical tests on the output of an RBG ranges
from completely useless to somewhat dubious, at least when the goal is to judge the suitability of the
underlying random source. Tests on the output random numbers can be useful too, but in general
only for assuring that the transformation from raw random numbers to output random numbers

has been implemented satisfactorily.
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The vendor shall further demonstrate that the test result supports the vendor provided rationale.
Typically, it takes several statistical tests to obtain a reasonable estimate of entropy. Some tests establish
the degree of confidence in the independence of the observed values. Other tests can examine the
short and long runs of bits and again, check the behaviours of these runs for their consistency with the
claimed properties of the tested source. References [1], [2] and [7] can be used as informative guidance.
The rationale shall be mathematically sound and consistent with vendor claims of randomness. The
choice of tests shall be suitable to refute the stochastic model of the random source provided by the
vendor if it fails in ways that appear reasonably plausible on inspection of the source’s construction.

The vendor shall provide documentation on the development process of the random source along with
thE~design rationale. The evaluator shall then check that the development process avolids|concerns
about the design having been tuned to pass a given statistical benchmark.

Annex B provides tests files for exemplary statistical tests. Reference [2] shows a sequence of $tatistical
tepts that would allow a vendor to test if the noise sources are IID. These tests can béused to t¢st the IID
aspumption in the sense that they can have a chance to refute it. However, the [ID-assumption|shall also
bd supported by a qualitative understanding of the noise source. Statistical tests alone are injsufficient
to[support a claim of independent and identical distribution of the raw random bits. The test r¢sult shall
bq collected at representative environmental conditions inside the normal-operating range (g.g. 25 °C,
0 {C, +100 °C for temperature). To the extent that the device itself is not capable of detecting ekcursions
from the normal operating range, it shall be ensured by operational guidance that the devfice is not
supjected to conditions outside the regime so indicated.

NOTE There are many ways in which a random source canifail to produce IID output, but a finite set of
statistical tests can in practice only detect a limited number of'specific defects. For example, an entr¢py source
with complicated dependencies between its output bits or whese related output bits are not close to pach other
is hot IID and can have exploitable weaknesses. But it is celhiceivable that such a source can still reliably pass
statistical blackbox tests for I1D.

7.8 Evaluation

7.8.1 General

Evaluation of a NRBG can be performed by a laboratory in accordance with a given evaluation|standard
arld associated evaluation methodology. The NRBG can be a component of a cryptographic application
orfappliance whose requirements are described in ISO/IEC 15408 (all parts).

7.8.2 Vendor input to.conformance testing

7.8.2.1 General

There are certdin elements in the process of validating the design of a random bit generator for which
the evaluatorp shall rely on vendor-provided information primarily. This clause will give som¢q detail on
the requirements on vendor input to the evaluation process.

Thelvendor shall provide all necessary material to demonstrate evidence of the claimed perfofmance:

— awell-defined security target;
— atechnical description of the entropy source;

— astochastic model of an appropriate stage of random bit generation (or heuristic reasoning lower-
bounding the entropy collected if obtaining a stochastic model is infeasible);

— test data obtained from the device and a statistical evaluation of the obtained test data including a
justification based on the stochastic model of why the chosen statistical tests are suitable to back
up the security claims pertaining to the random source made in the security target;

— aspecification of any health and total failure testing steps;
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— ajustification of why the chosen health and total failure tests are appropriate;

— aspecification of any post-processing or conditioning steps that are performed to obtain the output

from

the raw random numbers;

— a justification based on the properties of the random source and of any post-processing steps
justifying all security claims made in the security target.
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Clude a claim as to the basic properties of the random bit generator. This claim shall be back
table design documentation and should include whether the RBG)is deterministic or ng
istic, whether seeding is based on dedicated physical effects or‘not, whether its security c
| up by cryptographic arguments under standard assumptions,-dnd whether forward secre
Is secrecy, and the enhanced versions thereof are supported;
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Technical description of the entropy souree

br shall supply a complete technical description of the entropy source. If a dedicated entro
used, this can, for example, take thé-form of the complete circuit diagram of an electro
at has as its output the raw randemr numbers. The description shall, in this case, contain
pn of what underlying physical effect is exploited to obtain randomness.

edicated source is used, the'description shall include a list of all hardware components tH
ted to be present in the'system and shall explain how these hardware components are bei

dware component$;the description shall contain an explanation of why these physical effe(
ted to produce randomness

Stochasti¢:model

br shallstupply a stochastic model of the raw random numbers, or of another appropriate ea

for detail

Fity target shall also outline unambiguously the range of operating conditions the device|i

andem bit generation, as part of the documentation supporting their entropy claim. See 6.2.1
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b on'the requirements regarding the stochastic model. If it is infeasible to construct a stochas

Fic

model, heuristic reasoning pursuant to the requirements of 6.2.2 can be submitted in its place.

7.3.2.5

Vendor-defined tests

The vendor shall supply evidence based on statistical testing backing up their entropy claim. The vendor
shall provide a rationale showing that the statistical tests employed together with the stochastic model
of the random source can constrain the amount of entropy emitted by the random source to a level at or
above the entropy claim with a high level of confidence (see Annex A).
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7.3.2.6 Health testing

The vendor shall supply documentation on any health and total failure testing performed by the source.
This documentation shall be precise enough to allow for a reimplementation of health and total failure
testing. It shall also precisely specify the stage of random bit generation which is being tested. The
vendor shall show that deviations from expected performance causing a loss of entropy below the
security claim made by the vendor will be detected by the health tests chosen with high probability.

7.3.2.7 Conditioning components

IfOImcondltlonmg component is used, the vendor shall provide the specification of the conditioning
ponent. The vendor provided specification shall include mathematical analysis why~th¢ entropy
clagim made is being met at the output of the conditioning component. It shall also imeludg rigorous
repsoning on whether the component interferes with any health testing measures émployed and how
the component itself can fail.

8| Overview of deterministic random bit generators

8.1 General remarks

The dividing line between hybrid and purely deterministic random bit generators is by npture not
shiarply delineated; a DRBG can reseed regularly. For the putposes of this document, a rgndom bit
generator is called deterministic if reseeding is not perforived continuously. The key progerty of a
dgterministic RBG to be evaluated is that under a wide range of attack scenarios it provides o Jltput that
cannot be distinguished from ideally distributed randotydata by a computationally bounded adversary.

In|this setting, there are in principle the following.areas that need to be checked during the gvaluation
ofla DRBG:

—| [Initial seeding: The vendor shall show that the initial seeding process produces a seed digtribution
that cannot be exploited by an adversary with full information about the DRBG design| to break
any claimed security properties of‘the DRBG substantially faster than is implied by th¢ security
strength claimed for the DRBG. In arguing that the initial seeding has this property, the vendor can
use generally accepted cryptographic hardness assumptions, but they shall make these assumptions
explicit.

NOTE A high seed entropy even together with a state transition function and output generatign function
that work together.well is not in general enough to ensure good properties at the level of RBG dutput. For
instance, it is not difficult to construct a DRBG which is forward secure, backward secure and| enhanced
backward secureif the seed state is picked uniformly at random from the set of all possible statfes, but for
which the state’transition function also has a high number of efficiently computable fixed point{. In such a
constructien, it is possible to imagine the seed process producing only fixed points of the state|transition
function while remaining high-entropy, thereby voiding all security assurances of the DRBG.

—| Reseeding: If some form of prediction resistance is being claimed in the security target sypplied by
the vendor, then reseedmg shall use a high- quahty source of entropy The entropy gathernd during
IEbCCUIIlgb b[ldll UU quduuucu dllu LIlE chccu Process blldll UC buUJCLL Lo LIlt! SdIIIC Uleud ion StepS
as the initial seeding. The same criteria shall apply whenever the reseed process can potentially
reduce the entropy of the DRBG internal state (e.g. if part of the internal state is overwritten with
freshly generated random data). In all other circumstances, a high-quality source of entropy should
be used.

— The design of the state transition and the output generation function shall be evaluated. The
security claims made for the DRBG in the submitted security target shall be reducible to hard
cryptographic problems: for instance, to well-studied properties of the employed cryptographic
primitives, such as the one-wayness of a hash function or of a block cipher when viewed as a
function of its key. The argument supporting the claimed security properties shall consider the
assumed distribution of seed values as deduced from the properties of the seeding process. All
claimed security properties shall be shown to hold under standard cryptographic assumptions
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against attackers able to execute the underlying cryptographic primitives (such as hash functions,
block ciphers) up to 2" times or to execute other calculations with a similar cost factor, where n is
the claimed security strength of the RBG.

— The implementation of the state transition and output functions shall be checked for conformance
with their specifications and against known-answer tests.

The key property of a deterministic RBG to be evaluated is that it shall, under a wide range of attack
scenarios, provide output that cannot by a computationally bounded adversary be distinguished from
ideally distributed random data. A computationally bounded adversary in this sense is an adversary
who canne cttte-more-instancesof some-simple-eryptographicoperationfe-g—catetntationrof-atash
on a sing

message block) than is indicated by the claimed ecurity strength of the RBG.

The folloying properties shall generally be checked:

— Forwjard and backward secrecy can be shown under standard cryptographic assumptieirs. Enhanced
backyward secrecy and prediction resistance should be checked in generators that areto be evaluated
with [the aim of using them in arbitrary cryptographic applications or if the consuming applicatipn
needf these properties. Of these two properties, enhanced backward secrecy is mandatory for
evalyation in this document if the RBG is to be used in arbitrary applicatigns; prediction resistance
is only mandatory between reseeds, but is in general a highly desirable preperty to achieve betwegn
diffefent invocations of the RBG.

— Initigl seeding and (optionally) reseeding provide enough entrapy to support the cryptographic
security guarantees claimed under the previous point.

— Apprppriate health tests are performed on all componentsiof the RBG. This is most important ‘l?r
the seeding and reseeding mechanisms; health testing of;the deterministic component can be dope
once pt start-up by processing some test vectors.

Protectiop from side channel and fault attacks is of equal importance for the deterministic and the ndn-
determinjstic component.

If the sechirity target for the RBG claims a seeurity level for the RBG according to ISO/IEC 19790, then
evaluatioh of side channel resistance shallkat a minimum include the applicable test and evaluatipn
methods [given in ISO/IEC 17825. If no security level according to ISO/IEC 19790 is claimed in the
security flarget, then the evaluator can\determine an applicable security level from the stated operating
conditionfs and the intended uses of the RBG and use that security level as the basis for evaluating side
channel rhitigation.

8.2 Structural overview of a deterministic random bit generator

Structurdlly, there is¢/no fundamental difference between DRBGs and NRBGs. All remarks ahd
requirements of 6-3¢2 and 6.3.3 therefore apply unchanged. In terms of evaluation requirements,
the diffefence between DRBGs and NRBGs is one of emphasis: DRBGs are random bit generatqrs
without dontinual reseeding; therefore, their security is entirely based on computational complex]ty
assumptipus, This has the following consequences:

— Unlike for non-deterministic random bit generators, where certain applications which can tolerate
small statistical defects within the output random numbers no such measures are absolutely
needed, the use of strong cryptographic mechanisms within the random bit generator is mandatory
for deterministic random bit generators. Evaluators shall assure that forward secrecy, backward
secrecy and enhanced backward secrecy of the DRBG can be shown to hold under standard
cryptographic assumptions if the seed of the DRBG provides sufficient entropy. Even understood
weaknesses of the DRBG construction shall be treated with the utmost caution. No empirically
demonstrable statistical bias in the output random numbers is to be deemed acceptable for DRBGs.

— Thelack of continual reseeding also means that special attention shall be paid on the need to ensure
that the initial seeding was of high quality. Therefore, independently of the security claims made
by the vendor in the security target, a DRBG should be seeded with at least 120 bits of Shannon
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entropy and should have at least 200 bits internal state. If either of these conditions is not met, the
evaluation report shall note this, but can still accept all security claims made by the vendor.

— It is mandatory that neither the seed value nor subsequent iterations of the internal state value
become known to an adversary. While a non-deterministic random bit generator will generally
have some ability to recover from state compromise, this is not true for deterministic random bit
generators.

9 Conformance testing of DRBG

9.1 Overview

The goals of conformance testing for DRBGs are as given in Clause 7. In general, alhiemark§ given in
Clause 7 apply. For this reason, this clause will only point out some issues withinthe documehtation of
ar] RBG design that require special attention in the evaluation of a DRBG.

9.2 Testing

9.2.1 Design documentation

In|the case of a DRBG, the design documentation submitted according to the requirements lpid out in
Clpuse 7 shall provide evidence of achieving backward secrecy, forward secrecy and enhanced backward
sefrecy based on standard cryptographic hardness assumptions. Additionally, the design shall consider
sidle channel and fault injection attacks against the state* transition and output generation [functions
arld reliably protect the confidentiality of the internal‘state. The requirements on the docurnentation
arld design goals of the random source to be used far'seeding are as in Clause 7.

NOTE1 The fact that this document mentions-the above points specifically with regards to deterministic
rapdom bit generators does not in any way imply that they are not to be considered in the evaluation of hybrid
rahdom bit generators under Clause 7. In prinCiple, the same points apply to the evaluation of the detlerministic
palrts of all hybrid random bit generators.

NOTE 2 Enhanced backward secfe¢y can from a purely cryptanalytic point of view be obtained by
copstructions that have a strong state transition function, but which leak part of the internal stlate in the
output; imagine for instance a spohge construction based on an arbitrary random-looking mapping ihstead of a
permutation as the cryptographic core component. However, it is worth noting that constructions thdt partially
legk the internal state without post-processing it can yield bad randomness immediately if the atfacker can
mgnipulate the internal staté e.g. by applying a fault attack. Also, side channel attacks can become easfer if there
is ptate leakage, as the'adversary can build e.g. power templates with partially known data for the ejact device
under attack. Adding cryptographic security guarantees protecting against partial state leakage i therefore
refommended in-DRBG designs.

9.2.2 Analysis of seed entropy

The vendor shall provide an analysis of seed entropy. The requirements for this analysis are Tefined in
Clause 7.

The vendor shall supply a stochastic model of the entropy source if using a dedicated physical entropy
source and specify statistical tests that are suitable to derive a reliable lower bound on the amount
of entropy collected. If seeding is done from a non-physical entropy source, heuristic reasoning
in accordance to 6.2.5 in support of the entropy claim for the seeding process shall be submitted.
Furthermore, a claim as to the entropy provided by the initial seeding shall be specified and shall be
justified using the stochastic model or the heuristic lower-bounding of collected entropy that was
performed by the vendor. Entropy claims for subsequent reseed processes are required only if they are
of relevance to security claims for the overall construction. In addition, a rationale shall be provided
showing that the result of the initial seeding cannot be observed or otherwise inferred at potentially
practical cost by an adversary and that any subsequent reseedings meet the same requirements at least
insofar as they are critical to the security claims made by the vendor.
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In addition to any security claims made for the seeding process, the vendor shall submit a security claim
also for the DRBG output. A rationale shall be provided showing that under cryptographic standard
assumptions the security claims for the DRBG output will be met if the same condition is fulfilled at
the seeding process. The seeding process is in principle allowed to deviate significantly from an ideal
random source provided that the aforementioned conditions are met.

10 Testing methodology

10.1 General

To perfor
numberir

requirements.

10.2 Vendor requirements

The vend
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br requirements are numbered under the following frame:

tion sequence means the order in the sub clause,

bnice number means the detailed justification to be provided.

ts requirements

defined in 10.2

rement number refers to conformance testing clause and sub clatise for NRBG and DRBG,

bquirement_number>.<assertion_sequence_number>.<sequence_number>

m consistent evaluation both for NRBG and DRBG, it is recommended to use the following
g scheme. This will also guarantee full traceability of the requirements and)'testipng

pquirements are numbered and provide thelist of the tests performed by the evaluator or tester.

requirement_number>, <assertien-sequence_number> and <sequence_number> are [as
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2.2 Baseline testing

1 General

is annex describes examples of general statistical procedures and models and example
signs and stochastic models which are common for different parts of this document(e.g. c
5t, etc.). [25][26][27][28]

2 Statistical tests

2.1 General remarks

htistical tests to be used in the evaluation of an RBG shall be tailored to the stochastic mo
urce and executed using the stage of random bit generation targeted by the stochastic mod¢

e vendor shall further identify statistical tests which will detect failures or cong
d completeness, check that the statistical tests suggested will reliably detect the plausil

nount of entropy required. In the case of non-deterministic RBGs without a cryptogi
cure conditioning component, they will in:addition check that the distribution of the outpy
mbers is close to ideal. The requirements for achieving the PTG.2 property of Reference [7]
informative guidance.

addition, baseline statistical\testing shall be performed on both the raw random numbers
nerally the stage of random number generation targeted by the stochastic model) as wj
tput random numbers. Any findings that contradict security claims or that are incompatiblg
pbchastic model shall lead to the security claims in question being rejected.

e recommendedset of baseline tests is the test procedure A and B of Reference [7].

2.3 Health and total failure testing

alth stests shall be performed online and shall be designed to detect entropy defects s
ough to threaten any security claims made for the RBG. The nature of the health test:

s of RNG
hi-square

del of the
1.

itions of

sufficient entropy. The evaluator will examine the rationale provided by the vendor for cofrectness

le failure
pliver the
aphically
t random
can serve

(or more
ell as the
b with the

jgnificant
shall be

d

termined by examining all technically plausible failure modes of the RBG

Total failure tests shall reliably detect a total failure of the noise source. After a total noise source
failure, the RBG shall not output random bits if any claimed security properties for these random bits
have been affected by the failure of the random source. It shall be shown that in the event of failure,
detection of failure is expected to happen with high likelihood at any subsequent invocation of the RBG.

Again, the type of statistical tests to be employed here depends on an examination of all technically
plausible cases which would lead the RBG to cease emitting entropy.
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A.2.4 Other considerations

Statistical tests performed during the evaluation of an RBG should be carried out on several independent
instances of the device and under varying operating conditions to test the assumption that the entropy
claims made by the vendor are valid for the entire operating envelope of the device under test.

A.3 Examples of stochastic models

A.3.1 Overview

In the sefjuel, some simple examples of stochastic models are introduced. As per 3.26, a stochastic
model of p random source is a partial mathematical description of the expected statistical properties
of the sofyirce which allows the derivation of entropy claims if the stochastic model is combinéd with
approprigte test data. The vendor therefore has the following tasks:

— findipg a family of distributions which contains the true distribution of the randdm source,

— showling using arguments based on the engineering details of the entropy sotirce that the proposed
family of distributions is reasonably expected to contain the true distribution produced by the
rand¢m source,

— showfing that the family of distributions is restricted enough to,allow for a determination of the
prodyiced entropy to be made based on statistical methods, e.g. parameter estimation, and

— selecfing appropriate statistical tests as well as stating an entropy claim for the source.

A.3.2 Remarks
— Usually, the family of distributions can be charactekized by one or several parameters.

— Itseegmsreasonable to require the stochastic model to assume stationarity, since otherwise for repl-
worldl RBGs the verification of the stochasticc-model can become too difficult. However, whenever a
clain] of stationarity is made, it shall of course be supported by technical arguments based on the
design of the RBG under study.

The evalyator shall verify that the stochastic model is appropriate given the design of the source. They
further 1all verify that the statistical methods suggested by the vendor to derive an entropy estimgte

are suitable for that purpose and.give reliable results. In addition, it shall be checked that the entropy
claim made by the vendor is'met by the design under all operating conditions. Finally, the entropy
output eypected from the-entire device, given any subsequent post-processing that can be performped
before outputting data to\consuming applications, shall be found to be suitable given the attack profjle
the RBG if to be evaluated against.

It is obvipus that'some steps of this process can depend on details of implementation. The followipg
examples| are meant to show how some of these steps can influence the process of evaluation of a
random doufce: They are not meant to address all possible concerns or to propose designs ready for
deploymdntds is in security-critical applications

In Reference [14], an estimation method is proposed which accumulates intermediate value of the
number of frequencies.

A.3.3 Notations and conventions

In A.2.4. random variables are denoted by uppercase letters and the values of a realization of the
corresponding experiment is denoted by lowercase letters. The same convention applies to sequences
of random variables respectively variates: here the position in the sequence will be denoted by a
subscripted index, i.e. 4; is the i-th element in the sequence of random variables 4;, 4, ..., 4;.., and q;
will be the corresponding realization. Random variables in this annex are real-valued unless indicated
otherwise. Functions of a single real variable t is denoted in lower-case letters, e.g. f{t). In a slight abuse
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