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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through
committees established by the respective organization to deal with particular fields of

technical
technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

[SP/TECTTC T

The procedures used to develop this document and those intended for its further maintenance are

ddscribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria n
the different types of document should be noted. This document was drafted in decordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this doCument may be tH
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the developmentof the document will
Infroduction and/or on the ISO list of patent declarations received (se® www.iso.org/patents)

Any trade name used in this document is information given for thle convenience of users and
stitute an endorsement.

Far an explanation on the voluntary nature of standards, the meaning of ISO specific t
ressions related to conformity assessment, as wellYas information about ISO's adheren
rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the
L: www.iso.org/iso/foreword.html.

This document was prepared by Technical/ Committee ISO/IEC JTC 1, Information te
Subcommittee SC 31, Automatic identificatign and data capture techniques.
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Introduction

This document specifies a “language” which is used to specify data constructs with; how the data
constructs can be read from one or more AIDC; and how to decode and verify such data.

This document is an ISO/IEC 9594-8 (Public Key Infrastructure: digital signatures and certificates)
application specification for automated identification services. Data capacity and/or data transfer
capacity of Automated Identification Data Carriers are limited. This restricts the normal use of a digital
signature as specified in I[SO/IEC 9594-8 within automated identification services.
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the tag. The reader canplace the read DigSig in another DigSig, effectively signing the read transaction. A th
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ment specifies an effective and interoperable method to specify, read, decode and verifycds
automated identification data carriers, independent from real-time remote control Mg
rs included in a digital certificate are used to achieve

e integrity verification of the data source and data originality,

fiable data structure description to enable interoperability of deployment, dodmain author
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ifiable data encoding method to achieve compact data to be stored in data constraingd

hated identification data carriers (the JSON data format is used for’both input and output
ncoder and decoder),
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fiable automated identification data carrier read method, description allowing for the data off a

bvent to be distributed over more than one carrier of the same and of different technologies, a

Fifiable method to support key management of\cryptographically enabled automat
ification data carriers.

of this document may use any suitable hashing and asymmetric cryptography method. T
Cryptography method should be considered carefully and it is advised that only internationa
d or standardized methods, for examplé FIPS PUB 186-4 and IEEE P1363, be used.
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re bound to the tag and/ok the vehicle. For such functionality, please refer to ISO/IEC 29167. T
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blay attacks. Includitgthe secure non-transferable unique identifier of a tag, as signed data, allows
table link betweernthe tag and the data and provides a means to determine if the data were read fr

then verify that the read transaction happened at a given place and time, as well as the data read.
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d

ata capture techniques — Data structures — Digital

signature meta structure

1

T}

is document is an ISO/IEC 9594-8 (Public Key Infrastructure: digital signatures and ‘ce

application specification for automated identification services. It specifies a method, whe

st
8

is

(0F:
8
Th
id
of]
Th

bred within a barcode and/or RFID tag are structured, encoded and digitally signed. ISO/
s used to provide a standard method for key and data description management-and distr

rriers are restricted. This restricts the normal use of a Digital Signature a$ specified in ISO/
vithin automated identification services.

e purpose of this document is to provide an open and interoperable method, between a

fline use case.
is document specifies

the meta data structure, the DigSig, which contains)the Digital Signature and encoded s
data,

containers,

Data Description,

Key secret and generatesthe DigSigs, and

Data Carriers, vetifies the DigSig and extracts the structured data from the DigSig.
successful verifigation of the DigSig signifies the following:

the data. was not tampered with;

thessource of the data is as indicated on the DigSig Certificate used to verify the DigSig wi

ifa secured identifier of the data carrier is included in the DigSig it contains, then the data

‘tificates)
‘eby data
EC 9594-
bution. It

worth noting that the data capacity and/or data transfer capacity of Automated Identificqtion Data

EC 9594-

ptomated

bntification services and data carriers, to read data, verify data originality and data integlrity in an

ructured

the public key certificate parameter and extension use, the DigSig Certificate, which contains the
certified associated public key, the stru¢fured data description, the read methods anjd private

the method to specify, read, describe; sign, verify, encode and decode the structured data, the DigSig

the DigSig EncoderGenerater which generates the relevant asymmetric key pairs, keeps the Private

the DigSig DecoderVerifier which, by using to the DigSig Certificate, reads the DigSig from|the set of

kh;

stored on

the data carrier can be considered as the original issued copy of the data; the secure identifier will

be able to guarantee that the data carrier is authentic.

This document does not specify

cryptographic methods, nor

key management methods.

This document is used in conjunction with standard risk assessments of the use environment.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 8824-1Y, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation — Part 1

ISO/IEC 9594-12), Information technology — Open Systems Interconnection — The Directory — Part 1:

Overview

£ oomoan £ dal d caryioa

ISO/IEC 9594-83), Information technology — Open Systems Interconnection — The Directory —Part
Public-key and attribute certificate frameworks

ISO/IEC 9899, Information technology — Programming languages — C

ISO/IEC 18004, Information technology — Automatic identification and data capture téchniques —

Code bar
ISO/IEC

fode symbology specification

EEE 9945, Information technology — Portable Operating System\Interface (POSIX®) Bg

Specifications, Issue 7

IETF 398
IETF RFC

b, Uniform Resource Identifier (URI): Generic Syntax

56464, Tags for Identifying Languages

3 Terms and definitions

For the plirposes of this document, the following terms‘and definitions apply.

ISO and I

EC maintain terminological databases foryuse in standardization at the following addresses

— IHC Electropedia: available at http: //swww.electropedia.org/

— IS0 Online browsing platform:available at https://www.iso.or

3.1
authenti

City

quality of condition of beinglauthentic, trustworthy, or genuine

3.2
Base64u
Base64 e

rl
coding with the URL and Filename Safe Alphabet

Note 1 to ¢ntry:'See IETF RFC 4648.

3.3
CIDSnip

8:

OR

singular continuous bit or text stream portion of a Data Carrier transmission which contains the CID as
the first part

1) ITU-T

X.680 is equivalent to ISO/IEC 8824-1.

2) ITU X.500 is equivalent to ISO/IEC 9594-1, and is the commonly used reference for standard and terminology.

3) ITU X.509 is equivalent to ISO/IEC 9594-8, and is the commonly used reference for standard and terminology.
4) 1EFT RFC 5646 is the reference specification of the IETF BCP 47.

© ISO/IEC 2018 - All rights reserved
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3.4
Data Carrier
device used to store data as a relay mechanism in an AIDC system

EXAMPLE Barcodes, RFID tags and even human memory.

3.5
Data Carrier construct rule
process to prepare the DigSig Envelope for encoding in a particular Data Carrier

3.6

reliability of data that are as they were created according to the required verification parame

data for

igSig

C 9594-8.

hture.

obtained

risdiction

Lers

3.13
jurisdiction

independent domain of control in terms of the business or legal (or both) scope of the parties concerned

EXAMPLE Independent countries, separate ministries or departments of a government, or independent

companies each with their own legal or business (or both) framework.

3.14
nibble
four-bit aggregation

© ISO/IEC 2018 - All rights reserved
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3.15
Private Key

key that is kept in secret and is used to generate a Digital Signature by encrypting data that will be
verified by its associated Public Key

3.16
protocol

communication specification

3.17
Public Key

key that if publicly available and is used to verify data that were encrypted by its associated PrivateKley

3.18
Snip

singular ¢ontinuous bit or text stream portion of a Data Carrier transmission

3.19
Time Zone

time zong code

Note 1 to ¢ntry: See ISO 8601.

3.20
UTF-64

64 bit vailiable-width encoding

Note 1 to ¢ntry: See ISO 10646.

3.21
WORD

media physical memory grouping of bits

4 Field and data definitions, abbreviations and symbols

4.1 Fiedld and data definitions

Field and|data objects are defined.in Clause 8.

4.2 Abbreviations

AFI
AIDC

AutolD

Application Family Identifier
Autematic Identification Data Carrier

Automated Identification

BRE
CA
CID
DA
DAID
DDD

Basic Regular Expressions
Certification Authority
DigSig Certificate ID
Domain Authority

Domain Authority identifier

DigSig Data Description

© ISO/IEC 2018 - All rights reserved
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DI Data Identifier (see ISO/IEC 15434)

DigSig [A DigSig Issuing Authority

ERE Extended Regular Expressions
ID Identification number
[oT Internet of Things
JSeN Patadescriptionrconstruct{see1S6AEC 217783
MpB Most significant bit
OID Object identifier as specified in ISO/IEC 8824-1
PKI Public Key Infrastructure
RKID Radio-frequency identification
U Unique ID
UI)I Uniform Resource Identifier
UTC Coordinated Universal Time
X.p09 ISO/IEC 9594-8
4.8 Symbols
Il concatenate or join
repeat the previous, as required
{.[} parameters that form gohe structure/grouping
[x] x is optional.
<> x is compulsery.
Bold a tag to.be used as is
x|y yis'a’description of x.
XEY x takes the value of y.
# K x is a comment until the end of the line.
F(Xy) The function F that takes as INput two parameters, X and y, to produce an output
XX:. XX depicts an hexadecimal string “0” to “9” and “A” to “F”
XXX> “XXX” is binary.

© ISO/IEC 2018 - All rights reserved 5
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5 Conformance

5.1 Specification version

The specification version is used by data structures defined in this document. Other systems use the
specification version to identify the data structures of this document and to determine the version of
the specification.

The specification version shall be set as follows:

specificationversionvalue < "[SO/IEC 20248:yyyy” with “"yyyy” the year of publication of-this
document.

5.2 (Claiming conformance
In order to claim conformance, a service shall comply with the requirements of this decument.

AIDC conformance standards, as specified in Annex K, Annex L. and Annex M, shall.apply.

5.3 Tegt authority

The tests|shall be performed by a software test authority using a norm application or by code inspectign.
The nornf application used in this test shall be independent from the-person who requests the test.

5.4 Tegt specification

The test dpecification specifies the conformance test methods for this document.
The full tgst methods in Annex A shall be applied.

The test dpecification is independent of:

— crypfography conformance and performance;

— Auto]D Data Carrier conformance andperformance.

The folloyving components shall be(tested:

ilo Certificate format;
ilg Data;
ile DecoderVetifiér;

ile DecoderGenerator.

6 DigSiguse architecture

6.1 General

This document specifies a DigSig EncoderGenerator and a DigSig DecoderVerifier system component.
The DigSig EncoderGenerator is typically an application dedicated implementation and the DigSig
DecoderVerifier an application independent implementation.

A DigSig is a structured set of AIDC data. A DigSig may be stored over more than one AIDC device of
different types. A DigSig is cryptographically verifiable. The DigSig data structure, read method and
cryptographic functions are specified by a Domain Authority (DA) published in a DigSig Certificate
(an X.509 method). The DigSig Certificate is cryptographically verifiable as certified by an X.509
Certification Authority. Each DigSig Certificate has a unique identifier (Clause 7) called the Certificate

6 © ISO/IEC 2018 - All rights reserved
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Identifier (CID). The {DA, CID} is unique and contained in every DigSig as the first data of the DigSig. A
reader of a DigSig uses the {DA, CID} of the specific DigSig to reference the relevant DigSig Certificate,
from which the reader acquires the read methods, data structure specification and cryptographic
functions to read the full DigSig, decode the DigSig and verify the DigSig.

The DigSig EncoderGenerator is used to generate a DigSig, on request from a Data Carrier programming
application. The DigSig EncoderGenerator does not include the method to create or program a Data
Carrier. See Annex D for a typical DigSig EncoderGenerator use architecture.

The DigSig DecoderVerifier is used by a local application to instruct a Data Carrier reader/interrogator

h

dq

T}
Fij

ta. See Annex E typical DigSig DecoderVerifier use architecture.

bure 1:

£ pa R ) DG £ LN O H | +1 o | i | | | f th
vV LU 1Cadu LIIc Uls‘)ls ITUIIlT A SCTL UL Ddld UdIlIlICTI O dIilu ULIITT SUUTCTCS 111 UTI'UT1T U UutTLUUUT dllu ]erl y e

Certification Authority-a Certification Authority=§

Domain
5\\% Authority-B

(DigSig, Signer) v :':‘ iy
vO

g Jurisdiction A
QD N i
7 ., ]€Qiction B

DigSig Signer

Figure 1 — DigSig use architecture

e general methodnd properties of ISO/IEC 20248 are illustrated in Figure 1. With reference to

Domain Authority A (DA-A) provides DigSig issuing services for Jurisdiction A. Similarly, Domain
Authority B (DA-B) provides DigSig issuing services for Jurisdiction B. “Issuing” emtails the
validation of the data for a DigSig, the validation of the DigSig requestor's credentialg, and the
géneration of the DigSig. The DigSig requestor may be a human and/or an application.

DA

b)

T}lC DisSis CCI ‘L'iﬁ\,atco iaaucd ]Lly ry A, Cab}l Luutaiuius d DigSig Data DCDLI ilJtiUll DDD) as
applicable to Jurisdiction A applications/services, are certified by the Certification Authority o (CA-
a) for a specific signing and certificate validity period in accordance with a Certification Practice
Statement as specified in X.509. Similarly, Certification Authority [ certifies DigSig Certificates
issued by DA-B. Certification Authorities o and 3 may be the same entity.

The DigSig Certificates are published in a manner to allow systems S14, S24, S1p, S2g... to acquire
them in advance or on demand. The DigSig Certificates are used by the systems to read, decode and
verify DigSigs generated and stored on Data Carriers by the Domain Authorities; for example:

Data X is used by DA-A to generate a DigSigN X4 as specified by a DigSig Certificate N.

The systems of both jurisdictions use the DigSig Certificates to read, decode, verify and use the
data without the need to connect to any other system.

© ISO/IEC 2018 - All rights reserved 7
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AIDC data fulfil an important role in IoT by providing physical objects a digital identity and optional
attributes. Annex C provides more information on DigSig use in IoT.

Annex G provides more information on Digital Signature use.

6.2 DigSig Certificate process

Figure 2 describes the process that shall be followed to issue a DigSig Certificate in accordance with X.509.

1

Figure 3

Figure 2 — DigSig Certificate process

illustrates how data structure changes can be achieved seamlessly by allowing Dig]

Certificatles — and therefore the data structure validity — to overlap.

Al Ditcn. cace DigSig Data A
RS GEGEEEEEELE 2| Description |  ______

requirements (DDD) i > I I I I
! ol
I

DilgSig EncoderGenerator A 2 i Certification
! Authority withina
>| Generate key pair : formal X.509PKI
i
I
I
Assess and A 4 : -------------
update the DigSig Send Public Key and i P
Data Description the DigSig Data : \J """ ST
(DDD) Description (DDD) [ & | i 5\
= to the Certification
Authority [CAlasa| § )" K
Certificate Request R
v ettt »| DigSig Verifier
The DigSig Data The l.)?gital P The CA publishes thel ...
Description Certlflc'ate N Digital Certjficate b
(DDD) requires term expires Ay
an updpte m—

—n

g

The first data structure

A data structure change

All data remain readable, interpretable and verifiable

Figure 3 — DigSig data structure rollover
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6.3 DigSig generation process
The DigSig is generated by the DigSig EncoderGenerator.
a) The applicable CID referenced DigSig Certificate shall be used to generate SigData from DDDdata.

b) SigData shall be digitally signed using the DigSig Certificate specified Digital Signature algorithm
resulting in Signature and Timestamp.

c) The signature and timestamp DDDdata fields shall be assigned the values Signature and
Timestamp

d)| The required DigSig shall be generated from DDDdata.

6.4 DigSig verification process

The DigSig verification shall be performed by a DigSig DecoderVerifier applicatien. The applid¢ation has
the ability to read the Data Carriers as required by its primary function ints Use case. It hak also the
ahjility to obtain the referenced DigSig Certificate.

THhe steps to verify a DigSig shall be as follows:
a)| Read the DigSig Envelope;

b)| Extract the {DA, CID} from the DigSig Envelope. The DA is determined from the DAID. [t may be
derived from the URI Envelope encoding;

Ude the {DA, CID} DigSig Certificate after it was verified-to:
c)| Read the remainder of the DigSig using the readmethod pragma;
d)| Decode the DigSig and prepared DDDdata-and SigData;

e)| Perform the verification on SigData.

6.5 Error codes

The DigSig error codes shallbgin accordance with Annex F.

7| DigSig Certifieate

7.1 General

The DigSig(Certificate consists of a X.509 version 3 certificate with the DDD included in a X.5(9 version
3 ¢xtension.

DigSig Certificate |= <X.509V3 certificate> || <DDD in a X.509V3 extension>

NOTE1 Anon-hierarchical certification path is valid when the same DigSig is used by more than one DA.

NOTE 2  The desired CA might not be familiar with the specific requirements of this document as these differ
from the standard requirements of X.509. In this case, an intermediate CA, a DigSig Issuing Authority (DigSig
[A), can be included in the PKI, with a singular function of validating the DigSig extension. The desired CA can
incorporate the DigSig IA or be the parent of the DigSig IA. X.509 recommends the inclusion of the DigSig IA
function into the respective Certification Practice Statement.

7.2 ISO/IEC 20248 Object Identifier

The ISO/IEC 20248 OID shall take the value: ISO.standard.“the number of this standard”; this results in
the OID: “1.0.20248".

© ISO/IEC 2018 - All rights reserved 9
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The object identifier format to be used in X.509 shall be as specified in I[SO/IEC 8824-1.

7.3 DigSig Certificate parameter use

The X.509 version 3 parameters (in X.509 specification notation) shall be used as follows:

certificateContent: := SEQUENCE ({
version set to the value 2 indicating certificate version 3
serialNumber set in accordance with X.509
signature set in accordance with X.509
issuer set in accordance with X.509
validjty set in accordance with X.509 and 7.7
subjeft {DA, CID} using distinguished names as specified in
ISO/IEC 9594-1 and this clause.
subjegtPublicKeyInfo set in accordance with X.509
issuefkUniquelIdentifier set in accordance with X.509
Extenpions: := SEQUENCE ({
exftnId ISO/IEC 20248 OID
crftical shall have the wvalue "non-critical”
exfnValue DDD; see Clause 8

EXAMPLE|1  See Annex H.

The comihon name of the subject shall have the following format:
CN =DA URI> || "/cid/" || <CID>

EXAMPLE|2  “CN = https://DomainAuthority.com/cid/12345”

NOTE A DigSig aware digital certificate validator processes the extension and accepts or rejects the Dighig

Certificatd depending on the content of the DigSig Certificate, the extension and the conditions under which
processing occurs (e.g. the current values of the path-processing variables).

7.4 DigSig cryptography

7.4.1 (eneral
This docyment specifies the use 6f two types of cryptography:
— for tHe Digital Signaturgs;

— for tHe private containers.

jem

This dociiment does/NOT specify the specific cryptographic algorithms, key or hash lengths. O
recognizgd cryptographic methods shall be used.

y

NOTE Thechoice of cryptography is closely linked to the use case risk profile, the size of memory available

on the Datla Carriers to be used, the time available to read/interrogate the Data Carrier reliably, the scope of the

application services (i.e. open vs close loop) and the desired validity period of the DigSig.

7.4.2 Digital Signatures

The Digital Signature cryptography methods (i.e. asymmetric encryption, key length and hash
algorithm) shall be specified within the DigSig Certificate in compliance with X.509.

7.4.3 Private containers

The private container cryptography shall be specified by the privatecontainer pragma in 9.5.
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7.5 DigSig Domain Authority identifier

The DigSig Domain Authority identifier shall be uniquely constructed in the following manner:
DAID |=<IAC> || " " || <CIN> (see ISO/IEC 15459-2).

An ISO/IEC 20248 Domain Authority shall be registered with a Company Identifying Number (CIN).

a) The Domain Authority identifier (DAID) shall be encoded from the ISO/IEC 15459-2 Issuing Agency
Code (IAC) and CIN as specified in Table 1.

Table 1 — Domain Authority identifier bit encoding

IAC indicator CIN indicator IAC code CIN code
1 bit 2 bits 5or 13 bits | 24 or 32 bits

b)[ The rules in Table 2 shall be used to assign a unique identifier to each IAC:

Table 2 — ISO/IEC 15459-2 IAC encoding

IAC indicator IAC range IAC code |Encoding bits
02 0-9 0-9 5
02 A-] 10-19 5
17 LA-UZ 204279 13
12 KAA-KZZ 280-955 13
12 VAA-777 956-4335 13

The numerical code is converted to binary with the necessary leading zeros.

c)| Therules in Table 3 shall be used to calculate a unique identifier for each CIN:

Table 3~1SO/IEC 15459-2 CIN encoding

CIN indicator CIN type CIN length Encoding bits
007 Numeric 1-7 digits 24 bits
01> Numeric 8-9 digits 32 bits
102 Alphanumeric 1-4 char. 24 bits
11; Alphanumeric 5-6 char. 32 bits

1) Numeric CIN: The numeric value is used as is.

2) \Alphanumeric CIN: Base 36 conversion from the CIN to a numeric value:

HA) ‘O 4o QY rolonc b ch oo st o ol ac NN Q
lJ A4 A\ j 7 CUANC O UIIU VCIiIIdIrIdaduliul VvAdIul o U LU /.

ii) “A” to “Z” takes the character values 10 to 35.
iii) Leading spaces takes the character value 0.
An...A2A1A) € Ap*360 ...+ A2*362 ...+ A1*36 ... + Ap

NOTE ISO/IEC 15459-3 specifies that a CIN is limited to capital letters and numerals; see the Invariant
Character Set of ISO/IEC 646.
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EXAMPLE
15459-2 IAC CIN IAC Code CIN Code DAID calculated from
Example indicator | indicator IAC || CIN Example
IAC CIN

CZ7Z77Z 02 107 011002 19:A0:FF 4C:19:A0:FF

B 999999999 02 01, 01011, 3B:9A:C9:FF |2B:3B:9A:C9:FF

QCZZZZ 1, 10, 00000100110005 19:AQ:FE C€0:98:19:A0:EE

QCZZ777Z 17 11, 0000010011000, 81:BF:0F:FF |E0:98:81:BF:0F:FF

UN 999999999 1 01, 0000100001011, 3B:9A:C9:FF |A1:0B:3B:9A:C9:KF

7.6 DigSig Certificate identifier (CID)

The CID i
manages

The tuple
The CID v

7.7 Dig
The Time|
DigSigs a
DigSig va

the issuin

From a s
extend a

EXAMPLE

A uni
DigSi

s a 16 bit unsigned integer reference number to a DigSig Certificate. The Domain Author
the CID and its associated DigSig Certificate.

{DA, CID} shall be unique within its validity lifespan.

alues 0 and 1 are reserved for revocation, see Annex J.

Sig validity
Zone of the validity period shall be UTC.

e issued within an issuing period. DigSigs are<typically valid for a much longer period: t
idity period. The validity period of the DigSig€ertificate shall be at least as long as the sum|
g period and the DigSig validity period.

ecurity and risk analysis viewpoint, X:509 allows periodic re-issuing of a new certificate
certificate validity period.

A re-issue period is discussed ‘in’the following use-case:

versity selects a one year issuing period; they generate a new key pair annually and publish a n
b Certificate with a new CID annually.

The university determines-thadt the risk profile indicates that the DigSig Certificate should be valid for
They therefore issue-the DigSig Certificate with a validity period of 10+1 years (to include the issuing

years
perio

Univg

).

rsity certificates need to be verifiable for many years. The university therefore re-issues the Dig

Certiﬂicate, withthe same CID, DDD and key pairs, every decade. Both the DigSig and the current Dig

Certi

NOTE

icate remain therefore verifiable.

Encryption strength is measured in the brute-force attack duration. The DigSig lifespan is limited

he
of

Ay

\%

10

big
big

by

this durat

o Radiccuina aftho NiaSigwith navw bavy naire avtandce tho lifaocnan of - NiaCig
H—E=15S5HHR -0 tRe- 55 WAt HeWacey-patt ceRGStReHHEeSPA -0 51

7.8 DigSig Certificate management

DigSig Certificate management and DigSig Certificate revocation shall comply with ISO/IEC 9594-1.

The revocation of a DigSig Certificate shall also revoke all DigSigs issued with it. The DigSigs need not
be individually revoked.

7.9 DigSigrevocation

The revocation of DigSigs is a recommended service typically performed by a Trust Service (see
Annex E).

12
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The Domain Authority of a DigSig shall be the authority of the revocation of the DigSig.

The DigSig revocation shall be as provided in Annex J.

NOTE

2018(E)

A chain of trusted Digital Signatures can be compromised in several possible ways (e.g. exposure of a

private key, innovations in the mathematics of hashing algorithms, or availability of greater computing power).
Any implementation of this document which does not implement revocation services for Digital Signatures
assumes some risk of wrongly trusting a Digital Signature.

7.

10 Online verification

Orlline verification, using commonly available browsers, may be performed by submittinhg the URI

Ex
TH
TH
N(

re
re

8

8.

Th
th
D3

Au
w

T}

TH
of]

Fi;

velope (see 8.3.3.3) to a Trust Service (see Annex E).

e Trust Service shall perform the entertext pragma (see 9.2) through its user intetface.

e Trust Service uses App services to perform the readmethod pragmas.

TE The primary goal of this document is to provide an offline methed, whereby a Da

hder/interrogator reads, decodes and verifies Data Carrier data in an open andunteroperable manne
hd passed on to another application, as in IoT, remain verifiable.

DigSig Data Description (DDD)

1 General

tolD Data Carriers data storage and data‘transfer is limited. This limitation should be c
nen developing the DDD.

e DDD is a JSON construct. It has-thefollowing format:
DDD |= {<digsiginfo> || <datafields>}
digsiginfo |= an object'with management definition fields.
datafields |= an‘array of compulsory and application definition fields.

e DDDis atreestricture. The leaves are the DDD data containers and the branches are the st
the containefs.

bure 4 illustrates the use of a DDD.

ka Carrier
. The data

e DDD is a hierarchical specification of the data fields contained or directly associated with an item;
e DDD data. The DDD data are structured, signed, verified, encoded, decoded, stored and fead from
ta Carriers as specified by the associated DDD:\The encoded form of the DDD data are called a DigSig.

nsidered

fucturing

© ISO/IEC 2018 - All rights reserved
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Signature with Timestamp

Not signed Not signed private
data fields data fields

Field description apd encoding methods

Not signed Not signed nrivate

data fields A data fields

4

Read methods

First Data Carrier read Another Data Carrier Another Data Carrier
[CIDS] [...[DataSnip]...] [...[DataSnip]...]
Py -

L
O
N

Figure 4 — Use of a DigSig Data De@‘lption (DDD)
%
N\
8.2 DD derived data structures D
.\Q)
3
8.2.1 (eneral xO

-
DDD deriyed data structures are JSON cm@&’cts.
DDD deriyed data structures shall follow the DDD syntax as specified in 8.5.

The specified field order and hi@th shall be maintained between a DDD and all its derived ddta
structurgs. o}

EXAMPLE For DDD, see§

8.2.2 [DDDdata ??9
DDDdatafshall c@ontain the values of the DDD leaf fields called the field values.
DDDdata S@ng a JSON array of arrays following the structure of the DDD datafields.

DDDdata of a struct shall be contained in a JSON array.

DDDdata shall NOT contain JSON objects.

A field value shall be:

a) When cardinality is NOT specified for the field: a JSON string, number, true, false or null;

b) When cardinality is specified for the field: a JSON array of strings, numbers, trues, falses or nulls.

14 © ISO/IEC 2018 - All rights reserved
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The values Signature and Timestamp of DDDdatainput shall be ignored.

NOTE DDDdata are used as an input and output structure: see in Figure 4 and 8.3.4. The values Signature
and Timestamp are generated by the DigSig EncoderGenerator; the input values of Signature and Timestamp are
ignored.

EXAMPLE For DDDdatainput, see [.5. For DDDdata, see L.6.

8.2.3 SigData

SigData shall be a subset of DDDdata

SigData shall only contain the data fields specified to be signed and verified.

SigData shall be generated by deleting all field values of which the field descriptor bsign eqyals false.
Ermpty branches shall be pruned.

SigData shall NOT contain white spaces or any other formatting.

EXAMPLE See L.7.

8.2.4 DDDdataTagged

DIDDdataTagged shall be a JSON object whereby each array and/field value of DDDdata is tagged with its
fi¢ldid value as set in the DDD to become a JSON pair.

EXAMPLE 1 This example is abbreviated for readability purposes.

DIPD: {"fieldid":"id-A", "fieldid":"id-B", {"fieldid":"id-C", "ca?dinality":"{2}"},
{“fieldid":"id-D","fields":{"fieldid":"id-D1","fieldid\":"id-D2"}}}

DI)Ddata: [val-A, val-B, [val-C1, val-C2], [val-D1, val*D2]]

DI)DdataTagged: {id-A:val-A, id-B:val-B, id<C:[val-C1, val-C2], id-D:{id-D1:val-D1, id-D2:val-D2}}
EMAMPLE 2  SeeL8.

8.2.5 DDDdataDisplay

DIpDdataDisplay is used.to“display DDDdata in the desired language and Time Zone. DDDdaftaDisplay
shill only contain information for display purposes. All other information shall be purged.

DIpDdataDisplays<s -GenerateDDDdataDisplay(DDD, DDDdata, Language Code, Time Zone)
DIbDdata shallbe generated by:

a)| Adding the DDDdata field values as JSON pairs to the DDD fields in the format as specifijed by the
DDD. The value pair shall have the format:

displayvalue : <tleld value formatted tor display - JSON string >
b) Changing all displayStrings to singular strings; for example:
"postverify":
{"en":"For more information contact the Department of Education.",

"af":"Vir meer inligting kontak die Department van Opleiding."

}

Based on the selection of “af” the value of “postverify” becomes:

"postverify":"Vir meer inligting kontak die Department van Opleiding."
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c) Changing all dates to the selected Time Zone and display format.

d) Purging all field members excluding: fieldname, description and displayvalue.

e) Ifafield member does not contain a fieldname pair, the fieldid shall be used for display purposes.

EXAMPLE

8.3 Dig

See 1.9.

Sio format
(=]

831 G

See Figur
than one

The DigSig Envelope is the encapsulation of the {DA, CID} and the data fields as spécified to be stor]
on the Dafa Carrier containing the {DA, CID}.encoded format of the DDDdata. The‘DigSig Envelope is t
first partfof the DigSig read.

{DA, CID}{ references the DigSig Certificate, which contains the DDD, which‘in turn defines methods
read, decpde and verify data of the DigSig.

NOTE Human memory is also a Data Carrier. Data are provided fromphuman memory as a TEXT Snip.
8.3.2 Ships

8.3.2.1 |[Snip types

A Snip is a singular continues part of a Data Carriermiemory as specified by the DDD. It contains one
more fielgls.

The folloying Snips shall be used:

a) CIDShip: The CIDSnip is the head,the first Snip, of the DigSig. It shall contain the DAID, CID and

data

b) Data
shall

The Data

NOTE
a barcode

eneral

e 4. The encoded form of the DDD data is called a DigSig. A DigSig may be stored‘ever mg
Pata Carrier. It contains fields which are signed or not signed and open or private:

fields without a readmethod*pragma.

bnips: The additional Snips as specified by the DDD readmethod pragma. Each readmeth
map to a DataSnip,

bnips shall be imthe order of reference in the DDD.

expected

ISO/IEC 18000-63will only provide the UIL. It is possible for the UII to contain the complete DigSig, though if
provided 4s(separate DataSnips.

the comtent of the barcode will be the CIDSnip as a singular read. In contrast, inventory of

hatthe TID and some user memory can also be read. In the latter case, the TID and user memory 4

ed
he

or

hl11

Data Carriep-typically will provide a CIDSnip in an automated manner; for example when reading

an
S
re

—

8.3.2.2

Snip encoding

A CIDSnip shall be encoded in BINARY. A DataSnip shall be encoded as either BINARY or TEXT:

a) BINARY encoding shall be packed as a bit stream with the most significant bit first in network

byte

order.

b) TEXT encoding shall be UTF.

The following shall apply to padding a Snip:

— The head of a Snip shall NOT be padded.

16
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— The tail of a Snip may be padded.

EXAMPLE See L4.

8.3.3 Envelope format

8.3.3.1 General

The Envelope specification contains fields specified in 8.5.

8.8.3.2 RAW Envelope

T}
IE

T}

N(
de

8.

E4
al

T}

cafriers. Rules are explicitly specifiedfor:

..3.3 URI Envelope

Raw Envelope is the CIDSnip.

e URI Envelope shall be the CIDSnip encoded in Base64url preceded with a URI in accord
TF RFC 3986. The URI Envelope shall have the following format:

e cidsniptextvalue shall be in the order of reference in the DDD;'see 9.7.

TE The URI Envelope is useful for online verification where a Data Carrier is read using a
vice with generic Data Carrier readers; e.g. a smart phone with{a barcode and/or RFID reader.

B.4  AIDC specific construction of a DigSig

ch Snip of a DigSig shall be specifically constructed for insertion into the desired Daf
owing the DigSig to be read correctly from-stich Data Carrier.

is international standard defines a proe€ess, as depicted in Figure 5, for encoding a DigS

2 D barcodes (see Annex K for'details), specifically:
— Aztec Code, as definediin ISO/IEC 24778;

— DataMatrix, as.defined in ISO/IEC 16022;

— MicroPDF417-as defined in ISO/IEC 24728;

— PDF417.as defined in ISO/IEC 15438;

— QR Code, as defined in ISO/IEC 18004.

RFIDtags to these protocols:

hnce with

URI Envelope |= <verificationuri> || “?” || Base64url_encoding(CIDSnip) [|| “~” <cidsniptex{value>]...

hand-held

a Carrier

g in data

a

1)
)

1 3 L A 1_£ datas
vivuce 1, UPCI auus d L LDCC LALIITICA 1, TUL Ul ldllo

— ISO/IEC 18000-63, operating at 860 MHz to 960 MHz (see Annex M for details).

© ISO/IEC 2018 - All rights reserved
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DigSig
EncoderGenerator

DigSig
DecoderVerifier

Selected
Data Carrier

anckriic

Selected
Data Carrier

Selected
Data Carrier
KEncoding Rule

Selected
DatacGarrier
Decoding Rule

The data

— The data carriers need to declare that the encoding compli€s'with the International Standard. The
are djfferent ways of doing this in RFID and bar code ddta carrier.

— The Pomain Authority and CID need to be processed in a manner specific to the data carrier. R
example, these are encoded in different memory-areas in the different RFID protocols, while all
2D symbols share common features.

— RFID

— IS0/
the

— The 4D symbologies supportierror correction, sometimes with a choice of correction level.

— The 2D symbologies require print parameters to be defined, including defining the format of t
symbol.

A similag inverse pracess is required to de-construct the data carrier. Additionally, the Dig$
DecoderVlerifier may< call for additional processes to be carried out based on the content of the d3

carrier, e

84 Th

Figure 5 — Encoding and decoding a DigSig in AIDC data carriers

carrier construct rule addresses the following features.

tags support selective locking.

C 18000-63 supports addressable partitioned memory and these memory areas may requ
igSig to be distributed between these memory areas.

. to use'the unique chip id in an RFID tag.

p‘DigSig physical data path

or
he

ig
ta

The physical data path of a DigSig is depicted in Figure 6.

18
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The DA services obtain and validate the data —> DDDdata
DigSie G :
:r ___________________________________ A Compute
' : : B SigData
ey Sign < SigData <
1
j
I A AR
0 4 \'4
1
E Signature Timestamp —> Encode b‘
| Envelope{),
e P e e e S > Q
: _V
i
1

DDDdata stored as Snips
e oD Co.

Certificate in the Data Carrier[s] DigSig Envelope

1

1

i

R, \ U >

| Q Decode

|

Envel

i SigData’ Signature* < velope

: =

|

: Vo

I

emmmmmmm D Veri DDDdata’

e e r-\\&E

DigSig Verifier

~

O
\@ccept or Reject = Thelocal application uses the data

Figure 6 — Physical data path

a)| DDDdatamput < LocalApplicationGenerateDDDdata(CertificateCID, ApplicationData)

b)| SigData < ExtractSigData(CertificateCID, DDDdatainput)

C) Siognature Timoctamn L e Sianl(CortificataClD SigData)
St =) T rJ oo o reee T e

d) DigSig < EncodeDigSig(CertificateCID, DDDdatainput, {Signature, Timestamp})
e) Programmed Data Carrier... & WriteDigSig(DigSig)

f) {CID', DigSig'} &« ReadDigSig(Data Carrier...)

g) {DDDdata’, SigData', Signature'} & DecodeDigSigCertificateCID’, DigSig")

h) VerificationOutcome « Verify(CertificateCID', SigData’, Signature'}

i) ApplicationData < TranslateFromLocalApplication(CertificateCID’, DDDdata’, VerificationOutcome)
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D syntax

The DDD shall have the following syntax:

{"digsiginfo":

{"specificationversion":<specificationversionValue>,

"dauri":<dauri>,
"daid" :<DAID>,

"eid"

:<CID>,

"verificationuri":<verification URI>,
"revocationuri":<revocation URI>,

"prev

crify":

display string before

zerification

"acce
"reje
"post
"stru
"cust
bo
"datafi
[{"fie
"ty
"bs
by
{"fie
"ty
"bs
by
{"fie
"bs
bo
{"fie
"ty
"bs
bo
{"fie
"ty
"bs
bo
{"fie
"ty
"bi
"bs
by

E1ds":

pe" :"string",
L gn" :true

[ did" :"dauri",
pe" :"string",
L gn" :true

[ did" :"daid",
L gn":true

[ did":"cid",
be" : "unsignedint",
gn":true

| did" :"signature",
pe" :"bstring",
ign":false

[ did" :"timestamp",

be" : "date",
haryformat":<dateformat>,
L gn" :true

| did" :"specificationversion", #

Shall be

# Shall be

# Shall be

Shall be

Eran

4 (st

the

the

the

the

ptverify":<display string on verification accept>,
Ftverify":<display string on verification reject>,
rerify":<display string after verification>,
ftureddocuri":<structured document URI>,

pbm" : <JSON member with custom DDD information>

first field description

second fieldCadgscription

thixd field description

fourth field description

This (field may be placed elsewhere
Fixed length as per DigSig Certificate

This field may be placed elsewhere
The Time Zone shall be UTC
The default is tepoch

# Optional application fields

specificationversion,) dauri, cid, signature and timestamp are compulsory datafields. The

compulsa
The field

8.6 Dig

descriptors may be omitted

Sig information fields

from the DDD.

ry fields shall only use the field descriptors with its specified value as specified in this clau

The DigSig information fields describe the use environment of the DigSig and DDD.

digsiginfo is a J[SON object. It shall contain only the fields specified in Table 4. These fields shall not
contain DDDdata values.

Table 4 — digsiginfo fields

Name Purpose and value Type Inclusion
specificationversion |Setaccording to 5.1. JSON string compulsory
dauri The Domain Authority URI for reference purposes. |JSON string compulsory
daid The Domain Authority identifier. JSON string compulsory

20 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=488fcbec91db449083244429f697cda6

ISO/IEC 20248:2018(E)

Table 4 (continued)

Name Purpose and value Type Inclusion
cid The DigSig Certificate identifier, see 7.6. unsigned integer |compulsory
verificationuri This URI points to an online verification method. It is [JSON string compulsory

also used in the URI Envelope. It is recommended to

be the same as dauri.
revocationuri This URI points to the revocation method. JSON string compulsory
preverify The text shall be displayed before verification. displaystring optional
adceptverily The text shall be displayed on a successful verification. |displaystring optijonal
rdjectverify The text shall be displayed on a rejected verification. |displaystring optional
postverify The text shall be displayed after verification. displaystring optjonal
stiructureddocuri This URI shall point to a structured document which |JSON string optional

uses the fields.
cystom JSON object with DDD custom information. JSON-object optional

8.7 Data fields
TH

fidlds. DDD data fields shall not have values.

dgtafields is on JSON array of objects.

e DDD data fields specify the information, structure, read method and encoding of the

dgtafields shall contain the compulsory data fields asdépicted in Table 5.

8./.1 Compulsory data fields

T}

e compulsory fields describe the DigSig data-fields.

Table 5.+ Compulsory DDD data fields

DDDdata

Names DDD Type'(type) Signed DDDdata Order DigSig Order
(bsign)
specificationversion  |string Yes First Not irjcluded
dauri string Yes Second Not irjcluded
d4id DAID rules Yes Third Filrst
cid 16 bit unsignedint Yes Fourth Sedqond
signature fixed length bstring No Default fifth Default third
timestamp date with binaryformat Yes Default sixth Defaulf fourth
The following special rules shall apply.
a)| C€ompulsory data fields shall only contain the type and bsign field descriptors which shall be set
according to Iable 5. timestamp may optionally contain binaryformat.
b) signature shall be generated at the point of signing using the DigSig Certificate specified signature
algorithm and its specified bit length.
c) timestamp shall be generated at the point of signing using the specified resolution in accordance

with the binaryformat setting. The Time Zone shall be UTC.

8.7.2 Application data fields

Application data fields are specified by the domain authority for a specific use case. Application data

fields are optional.

© ISO/IEC 2018 - All rights reserved
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8.8 Data field object syntax

Data fields are JSON objects with the following syntax:

{

"fieldid" :<field short name>,
"type":<DDD type>,
<optional field descriptors>,
}

A data fl d UbJCLt oha}} \.uuta;u da DCt Uf f;C}d dCD\.l lPtUl o do DPC\,lf;Cd ;ll Tab}c (J.
Table 6 — DDD field descriptors
Name Purpose and value Default Type Inclusion|
fieldid The short name of the field used as its — JSON string compulsory
identifier. The fieldid shall be unique
within the DDD and shall only contain
[A-Za-z0-9].
fieldname A display string that is intended to name null displaystring optional
the field differently from fieldid. This is
for display purposes on capturing, print-
ing or extracting the data.
descriptign Display string intended for display pur- null displaystring optional
poses on capturing, printing or extracting
the data.
type Defines the DDD field type as bstring, — JSON string compulsory
string, unsignedint, number, date, enum,
boolean or struct.
The compulsory fields specified in.Table 5 | As specified — not included
takes the type as specified in Table 5. in Table 5
decimalufit Specifies the accuracy of a number. 0 integer optional
with the type
number
truncatioh Specifies the truncation of the input value “round” string optional
of a number. with the type
number
bsign <true | false>; if true then the field value true boolean optional
is included-in the signature.
nullable <true'|false>; if true then the field value false boolean optional
may-be set to null.
nulldescr{ption Display string to describe a nullable field null displaystring optional
when it contains a null.
nonnulldg¢scription |Display string to describe a nullable field null displaystring optional
when it contains a value.
cardinality Repeat the field in a JSON array. — JSON string optional
range The allowed value range of the field. — As specified by optional
type
binaryformat This is a field member specifying the bi- — JSON string optional
nary format. Binary format is associated
with type.
pragma See Clause 9. — JSON object optional
fields value is a JSON object that contains the — — used with the
fields of the type struct. type struct
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Table 6 (continued)
Name Purpose and value Default Type Inclusion
displayformat Formatting to be applied to data when it | According to JSON string optional
is displayed. Standard C formatting (in type.
accordance with ISO/IEC 9899) shall be date:
used. For date:
“YYYY-MM

Date formats shall use strftime represent- [-DDThh:mmZ”
ing date as a string. The Zone “Z” shall
be displayed as specified in 8.9.3.7 using

timezone.
tijnezone See 8.9.3.7. “UTcC” JSON string Optional
d¢faultvalue The default value for the field when cap- — As specified by, optional
turing the data. type
cystom JSON object with DDD custom informa- — JSON-qobject optional

tion. Components of this standard shall
ignore this field.

displayvalue The field value in display format. — JSON string —
displayvalue shall only be used in
DDDdataDisplay.

8.9 DDD field types and associate settings

8.9.1 General
JSON supports the following types: number, string.and boolean, and the special value null.

This document specifies DDD types which map.onto the JSON types to include: unsignedint| number,
bdtring and date. The JSON type for unsignedint, number and date shall be number and bstfing shall
bq string.

This document further specifies compléex field types enum and struct:
— enum maps to a JSON string;

— struct maps to a JSON object containing the fields of the struct.
8.D.2 Special field valnes

8.D.2.1 The DDDfield value “null”
nyll is a special value, meaning “no value”.

A field shall only take the value null if nullable is set to true.

Thedefault is false.

A field which is nullable shall have a null-bit in the MSB position of the binary encoding of the field.
— Ifthe null-bit is set to false (1) then the field contains a value.

— Ifthe null-bitis set to true (02) then the field contains no value. The binary encoding of the field shall
be collapsed.

The DDDdata value shall be the JSON literal null if the field is set to null.
If nullable is set to true; then the value of nulldescription or nonnulldescription shall be displayed.

NOTE See 9.4 for the null bit encoding where the readmethod pragma is specified.
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8.9.2.2 Array of field values - cardinality

cardinality specifies a repeat of the field. The repeated field values shall be an array of values in
DDDdata.

The value of cardinality shall be the JSON string “variable” which specifies a variable cardinality or
for a specified cardinality a POSIX ERE “{}” bracket expression (in accordance with ISO/IEC IEEE 9945)
encoded as follows:

m>0,0<n<m

{m]} specifies a fixed number of repeats. The binary encoding shall reserve m fields.

{n,m} specifies variable repeats of n to m. The binary encoding of a variable cardinality field shpll
be prefixed with count-bits. The count-bits shall be encoded as follows:

cqunt-bits |= {<countsize> || <fields>}

counjtsize is a variable length bit field terminating with a 02, with each preceding 1 representipng
anibple in fields.

fieldp is the number of parts encoded as a multiple of nibbles (CCCCy).
EXAMPLE|1  count-bits 07 specifies no field values.
EXAMPLE|2  count-bits 103 CCCCy specifies 0 to 15 field values.
EXAMPLE|3  count-bits 110, CCCCy CCCCy specifies 0 to 255 field values.

The DDDdlata value shall be a JSON array of values.
8.9.3 Fjeld types

8.9.3.1 |boolean

The binatfy encoding of a boolean field is@ single bit set to 02 when false, and 1, when true.

NOTE If the boolean field is marked as nullable, then the field is 2 bits long, for example:
false: 102;true: 117; null: 07.

binaryfofmat and range haveno meaning and shall be ignored.

The DDDdlata value shall lse-the JSON literals: true, false or null.

8.9.3.2 [unsignedint

An unsigpedintfield shall contain an integer with range zero to 232-1.

binaryfoprmat may be used to set the maximum range value using a bit length encoding. The value|of
binaryfotmtﬁfmmmm&%ﬁm.—

The maximum range value shall be 2b-1 with 0 <b < 32.

The default value of b is 16.

range may be used to define an inclusive field value range n to m with 0 < n < m < 232-1. range shall be
specified with the range block notation “[n..m]”. The binary encoding shall allocate RoundUp(LOG(m-n))
bits for the relative field value using n as the base. binaryformat shall be ignored if range is specified.

The DDDdata value shall be a JSON number greater or equal to zero.
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8.9.3.3 number

A number field shall contain a number accurate to a decimal unit 10decimalunit,

EXAMPLE 1
EXAMPLE 2

-13242.12, etc.

The number value shall be represented as follows:

%

If decimalunit = 2, the numbers are multiples of 100s; for example 12300, 100, -100, 4560000, etc.

If decimalunit = -2, the numbers are multiples of 100ths; for example 1042.34, -0.25, 0.00,

TH
TH
bi
us
al

T}
TH

range may be used to define an inclusive field value range n’to'm with (=231 x 1(0decimalunit)

ar
en
th

tr
10

T}

8.p.3.4 string

A
A
bi

1 1 1 1 10d 4
HNUInoct vdiuc = sCIIicoucu lllLUgUl -~ LT UMt v

e encoded integer default range is —2b-1 to 2b-1-1 with 0 <b < 32.
e value of decimalunit shall be an integer. The default is zero.

naryformat may be used to set the minimum and maximum range values,'of the encodg
ing a bit length encoding. The value of binaryformat shall be an integer b-The binary enco
ocate b bits for the encoded integer value.

e range value shall be (-2b-1 to 2b-1-1) * 10decimalunit with 0 < b < 32.

e default value of b is 16.

d m < 231-1 x 10decimalunit), range shall be specified witlithe range block notation “[n..m]". T
coding shall allocate RoundUp(LOG2((m-n)/10decimalunit)) bits for the relative field value
e base. binaryformat shall be ignored if range is specified.

incate may be used to specify the input value reunding when the input value contains a f|
decimalunit, The value of truncate shall be a JSON string:

ceiling |= round up; add 10decimalunit gnd truncate the fraction
round |=round to nearest with tig,breaking towards ceiling;
floor |= round down; truncate the fraction

round is the default.

e DDDdata value shall'\be a JSON number.

string field eontains a UTF-64 printable string encoded as an enumeration.
stringis-case sensitive.

naryformat specifies the number of characters of the string. If binaryformat is not spe

d integer
Hing shall

K n,n<m
he binary
sing n as

raction of

ified, the

st

- 11 PR T T 3
I1g SIidIl DE ValrldDIC ICITg L.

The value of binaryformat shall be a JSON string using the POSIX ERE “{}” bracket expression as

sp

ecified in ISO/IEC IEEE 9945. The string shall be encoded as follows:

O<n<m

{m} specifies a fixed length string of m characters. The string shall be padded at the end with the

first character of the range. This character has a binary encoding of zero.

{n,m} specifies a variable length string of n to m characters. The binary encoding of a variable
length string shall be prefixed with length-bits. The length-bits shall be encoded as follows:
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ength-bits |= {<lengthsize> || <num_chars>}

lengthsize is a variable length bit field terminating with a 07, with each preceding 1;
representing a nibble in num_chars.

num_chars is the number of characters represented in lengthsize nibbles; CCCC;
1  length-bits 03 specifies an empty string.

2 length-bits 10, CCCCy specifies a string with 0 to 15 characters.

EXAMPLE

Range m
expressig
encoding

The defat

EXAMPLE
“{}” bracke
“A”—4 and

The DDDdlata value shall be a JSON/string.

8.9.3.5

A bstring
value of t

ay be used to limit the allowed characters within the string with a single “[]”bracket Bl

3 length-bits 110 CCCC2 CCCCy specifies a string with 0 to 255 characters.

n. The bit encoding of each character shall be in the BRE “[]” sequence starting with, zéro. T|
shall be as specified in Table 7.

It range is [:print:] or [\x20-\x7E]; the POSIX visible characters and the space.character.

Table 7 — Bit encoding ranges

Range size Bits per character
1to?2
3to4
5to8
9to 16
17 to 32
33to 64
65 to 128
129 to 255

XN ||| D W|IN|-

In an application that requirés 6 characters to be limited to 0, 1, 2, 3, A and B, the POSIX E
t expression defines the range as [0-3AB]. The characters map as follows: “0”"—=0, “1"—1, “2"-2, “3"+
“B”—5 using 3 bits per character.

bstring

he bstring,

shall be

binaryf(‘),Fmat specifies the number of bits in the bstring. If binaryformat is not specified, the bstri

riable length.

RE
he

RE
b3,

p field contains m bits of binary data. The DDDdata value shall be the Base64URI encoded

ng

The value of binaryformat shall be a JSON string using the POSIX ERE “{}” bracket expression as

specified

in ISO/IEC IEEE 9945. The string shall be encoded as follows:

m>0,0<n<m

{m} specifies a fixed number of bits in bstring. The binary encoding shall reserve m bits.

{n,m} specifies a variable length bstring of n to m bits. The binary encoding of a variable length
bstring shall be prefixed with length-bits. The length-bits shall be encoded as follows:

26
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length-bits |= {<lengthsize> || <num_bits>}

lengthsize is a variable length bit field terminating with a 03, with each preceding 1;

representing a nibble in num_chars.

num_bits is the number of bits in lengthsize nibbles; CCCC2...

EXAMPLE 1 length-bits 0z specifies an empty bstring.

EXAMPLE 2 length-bits 102 CCCCy specifies a string with 0 to 15 bits.

EX
T}

rajnge have no meaning and shall be ignored.

8.
T}

All the bstring rules apply to digsigenv.

T}

Th
P4

8.

A
re

N(
T}

T}

AMPLE 3 length-bits 110, CCCCy CCCC3 specifies a string with 0 to 255 bits.

e DDDdata value shall be a JSON string, with the bit string encoded in Base64url.

D.3.6 digsigenv

e digsigenv is a special designated bstring indicating that it is a nested DigSig Envelope.

e SigData of digsigenv shall be the encoded bit string of the nested DigSig Envelope.

e DecoderVerifier shall decode and verify the nested)DigSig Envelope independently
rent DigSig.

D.3.7 date

date field contains an exact 32 bit POSIX epoch date as specified in ISO/IEC IEEE 9945
ative to CertificateContent.validity.not-before of the DigSig Certificate.

TE Any other desired date formatare representable as a string or a struct with the structjoir
e value of binaryformat shall be a'JSON string with:
tepoch |= This is the defaultvalue. 32 bit POSIX epoch, display format: “YYYY-MM-DDTh}
tldm |= 20 bit delta minutes max. range 1 year, display format: “YYYY-MM-DDThh:mm”
t2dd |= 10 bit delta days max. range 2 years, display format: “YYYY-MM-DD”
t5dh |= 16 bit delta hours max. range 5 years, display format: “YYYY-MM-DDThh:00”
t5dd |=12 bit delta days max. range 5 years, display format: “YYYY-MM-DD”

e Time-Zone of date is specified using timezone. The value of timezone shall be a JSON str

from the

or a date

pragma.

”

mm

ing with:
MUTC".

utc |= This is the default value. The DDDdata shall use UTC. DDDdataDisplay shall append

device |= The DDDdata shall use UTC. DDDdataDisplay shall translate DDDdata to the device

TimeZone and append the device Time Zone.

tag |= The DDDdata shall be Time Zone agnostic. A relative date shall use CertificateContent.

validity.not before in a Time Zone agnostic manner. DDDdataDisplay shall NOT append a T

NOTE DDDdataDisplay is generated by the DecoderVerifier.

ime Zone.

range shall be defined with the range block notation “[n..m]”, specifying an inclusive date range n to m.
n and m are dates in the tepoch display format.

The DDDdata value shall be a JSON number.

© ISO/IEC 2018 - All rights reserved
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8.9.3.8 enum

An enum is a single selection of a 0 based index of an enumeration of values. The syntax of an enum

field shall be as follows:

{

"fleldid" :<field short name>,
" type " : "enum" ,

"enumvalues" :<enum values>,

"enumvaluedesc":<enum display values>,

"bsign":<signature inclusion>,
<optionaj—field descriptor

}

The enurh descriptors is specified in Table 8.

Table 8 — enum field descriptors

Name Purpose and value Type Inclusion
enumvalyes The enumeration values. JSON array of JSON'strings  |compulsory
enumvalyedesc The description of the enumeration values. [JSON array ofdisplaystring |optional

binaryformat, range and defaultvalue shall be ignored.

The binaiy encoding of an enum is an unsignedint of b bits. b shallb€ calculated as specified in Tabldg 9.

Table 9 — enum binary encoding

enum size

b

1to?2

3to4

5to8

9to 16

17 to 32

33 to 64

65 to 128

129(t0)255

XN ||| Rl -

The DDDdlata value shall'be a JSON string selected from enumvalues.

8.9.3.9 |[struct

The strug¢ttype shall be used to group fields in a hierarchical manner. The fields of a struct shall be pn

array Off aldc urith tha fiald mambar nama: fialde Tha cuntav of 2 ctruct finld chall bha ac fallavasc:
crero—vvrererre-rrerer e eI e T e e T T ey rrtor X oot o et e o Oror o et T o oY Ot

{

"fileldid" :<field short name>,
"type":"struct",

"fields" :<fields>,

<optional field descriptors>
}

The bsign value of a struct shall be the default bsign value of the fields of the struct.

displayformat, binaryformat, range and defaultvalue shall be ignored.

NOTE1 cardinality repeats the struct.

28
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NOTE 2  astructis nullable.

The DDDdata value shall be a JSON array of fields.

8.9.4 Special types

8.9.4.1 General

2018(E)

The special types shall not define nor specify DDDdata. It is used for supplementary functions.

8.D.4.2 displaystring

displaystring provides language translation for display strings. Display string shall) not b
DIpDdata. It is used to describe the capture and display of DDDdata.

di
as

L3
la

EX
An

EX

playString is a JSON value object with at least one element which specifies thelanguage an
a string. The first element is the default. The syntax is as follows:

{<Language Code>:<string to be displayed>[, ...]}

nguage Code shall be constructed in accordance with RFC 5646.The use of ISO 639-1, 2
nguage code is compulsory. The RFC 5646 subtags are optional,

AMPLE 1  displaystring: {"en”:“This is the display text”, “af”“Hierdie is vertoonteks”, “de-AT":“l}
zeigetext “}

AMPLE 2 Language Codes: below a list of language vatkiation examples.

»,

English: “en”:“January”, Austrian German: “de-AT”:“Janner”, German: “dd
Swiss German “de-CH”:“Januar”, Swiss French “ftsCH”:“Janvier”

Pragmas

. General

bragma defines additional actions regarding the handling of the field.
agmas shall NOT be nested.

e syntax of pragmiashall be as follows:

ragma":

"entertext¥yndll,

"structjoiAY:<structjoin format>,

"readmebhed" :<readmethod description>,
"priyateécontainer":<private container description>,
"starntonword" : <WORD size>,
"Cidsniptext":<cidsniptext format>

e part of

d the text

character

ies ist der

» «

“Januar”,

9.2 entertext

entertext instructs the DecoderVerifier application to request a field to be entered by the operator.

entertext shall only be used with singular fields, with or without cardinality.

entertext shall NOT be used with struct, but may be used within the fields of the struct.

entertext shall NOT be used with readmethod.

entertext may be used with structjoin.

© ISO/IEC 2018 - All rights reserved
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The input format of for a field type shall be as follows.

— boolean: “TRUE" or "FALSE” in a selection list.

— unsignedint: Input starting with "0x" shall be hex. All other input shall be a positive decimal integer.
Decimal: 9..99 is digital with “9” the characters “0” to “9”.
Hex: 0xX..XX is hex with “X” the characters “0” to “9” and “A” to “F” not case sensitive.

— number: Decimal number with the characters minus, space, point and "0" to "9". The input may
indichte the decimal unit.

— strinfg: The valid characters as specified with range.

— bstring and digsigenv: White spaces are allowed and will be stripped. The following formats shpll
be supported:

Binafy: b..bb is binary with “b” the characters “0” and “1”

Hex: KX:..XX is hex binary with “X” the characters “0” to “9” and “A” to “EZ\not case sensitive. Hex

«n,

binary is indicated with the use of “”: in the input string. One or more “’:nay be placed anywherelin
the igput string.

Basep4url: consisting of the Base64url characters.
— date]as specified with range.

— enum: The enumeration is selected from a selection list.

9.3 structjoin
structjoi[: is used to join a DDD structure into a single DDD string.

structjoip shall only be used with struct.

DDDdataland SigData shall contain the struct NOT joined. DDDdataTagged and DDDdataDisplay shpll
contain the joined structure as a singular string.

The strugt fields shall be joined using standard C formatting.

<structjojn format> shall be a“JSON string and contain standard C formatting (in accordance with
ISO/IEC 9899) for the fields of the structure.

EXAMPLE In the following field description, the field licencenumber in SigData contains a value “LN
345ABC” fpr which thefield LN-999part contains “345” and the field LN-AAApart contains “ABC”.

{"fieldid| :"1lic&mnmecenumber",
"type":['stxugt",
"pragmal y{!'sStructjoin":"LN %$s%s"},
"fields™"
[{"fieldid":"LN-999part",
"type" : "string",
"binaryformat":"{3}",
"range":"[0-9]"
bo
{"fieldid" :"LN-AAApart",
"type":"string",
"binaryformat":"{3}",
"range":" [A-Z]"
}
]
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9.4 readmethod

readmethod is used to specify the read method of a field. Specifying a readmethod shall result in one
or more additional DataSnips. The read method is Data Carrier specific.

Table 10 — readmethod field descriptors

Name Purpose and value Default Type Inclusion
methodname The standard specification name for the read — JSON array of | compulsory
method (s). See 5.1 for the format. EXAMPLES JSON strings

[“ISO/IEC 18004”]
[“ISO/IEC 18000-63”, “ISO/IEC 29167-10"]

mlethoddesc A display string to optionally instruct an opera- — displaystning| dptional
tor; e.g. where a Data Carrier is located.

methodmemory The memory segment identifier is a sequence of [0] JSON array dptional
unsigned integers and text labels identifying the of unsigned
hierarchical layers of the selected data segment integer and
starting from the root parent. string
mlethodsnipencoding |Encoding method of the snip: BINARY or TEXT. |.BINARY | JSON string dptional
mlethodoffset The start of the field bit/character encoding in 0 unsigned dptional
the memory segment. integer
methodlength The specified number of bits/characterstowead. — unsigned dptional

methodlength may be omitted for Data Carri- Integer

ers which have a length field encodéd-as part of
the read/interrogation protocol.

The syntax of readmethod shall be as follows;

"rleadmethod":

{|"methodname" :<method name>,
"methoddesc":<an operator instrudtion>,
"methodmemory" :<memory segmentslbdbcation>,
"methodsnipencoding" :<"BINARY")"| "TEXT">,
"methodoffset":<JSON locati‘on array>,
"methodlength":<length tel\be read>

The null bit of the bitencoding of a nullable field using a readmethod pragma shall be cofjtained in
the parent Snip.

The readmethad descriptors are specified in Table 10.

EXAMPLE 1.V ISO/IEC 18004 (QR codes) only have one “memory” page which is read in a singular redd.

"rleadmethod" : {"methodname": ["ISO/IEC 18004"], "methodsnipencoding"="TEXT"}

EXAMPLE 2 A DataSnip from ISO/IEC 18000-63 user memory:

"readmethod":

{"methodname": ["ISO/IEC 18000-63"],
"methodmemory":[3],
"methodoffset":128,
"methodlength":128

}
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3  Adataset encoded in ISO/IEC 15434 syntax, encoded in a QR Code, contains the data identifiers;
258 (serial number), 1P (item identification), 16D (production date) and 2E (max temperature):

[)>Rs06G525SQCELMI1234567XYZGs1P12345NMGs16D20120326G52E80RSEOT.

A readmethod can obtain the data of the data identifier by using the data identifier.

{"fleldid":"production date",
"fielddescription":"date of production",

"type":" T—Y.ihﬁ"
"binaryformat":"{8}",
"pragmal:
{"readpethod":
{"methodname": ["ISO/IEC 18004","ISO/IEC 15434","ISO/IEC 15418"],
"methodsnipencoding"="TEXT",
"methodmemory": ["16D"]
BN
This readmethod delivers the data (i.e. the production date): “20120326".
NOTE1 |[Thelocal application converts the bit location and length to the WORDbeundaries of the Data Carrier.
NOTE 2 | Variable length fields are complex to use with Data Carriers which do'not provide a length value.
9.5 privatecontainer
privatecpntainer is used to specify a struct which is enerypted. The struct may be stored in pn

encrypte
privatec
DDDdata
DDDdata’

The loca
privatec

It is recor
The syntg
"private

{"priva

"priva

}

[l format, or received over the air in an encrypted\format.
bntainer shall only be used with struct.

and SigData shall contain the privatecontainer as a singular bstring.

[agged and DDDdataDisplay may cofitain the privatecontainer as the specified decoded fieldls.

application shall decrypt . the private container where after the DDD decoding of t
pntainer fields can take pldce.

hmended that the scope-of a decoded private container is limited to the local application.

x of privatecontainer shall be as follows:

fontainer":
Ffecontaineruri" :<the private container URI >,
Ffecontaime¥desc" :<an operator instruction>

The priv3

he

tecontainer descriptors are specified in Table 11.

Table 11 — privatecontainer field descriptors

Name Purpose and value Default Type Inclusion

privatecontaineruri

the methods and keys to decrypt a private
container. This URI should be security
protected. The local application should be
authenticated.

The URI where the local application will find — JSON string compulsory

privatecontainerdesc |A display string to optionally instruct an op- — displaystring optional

erator; e.g. where a Data Carrier is located.

32
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9.6 startonword
startonword is used to align a field value bit encoding on the next WORD boundary.
The value of startonword shall be an unsigned integer providing the WORD size in bits.

NOTE This is useful for reprogrammable fields, typically with bsign = false.

9.7 cidsniptext

3 2t Y - pa S pa| sz £: .1 TN N ) LI L I 1
Cl HOIITPLTAT IS USTU LU TIILUUT 4 SN IIIg TITIU a5 TLEA T TIT T UN LITVECIUPT.

NOTE This is useful where fields needs to be human readable in a URI Envelope. It is typically [used with
bajrcodes where only a CIDSnip is specified.

ciflsniptext shall only apply

—| to string fields on the first layer of the DDD (i.e. the field is NOT in a structure), and
— to the URI Envelope.

The syntax of the cidsniptext value shall be as follows:

cidsniptextvalue |= /[headtext]<field value>[tailtext]

“«_n
~

The field value, the headtext and tailtext exclude the character and are limited to the non}reserved
URI character set as specified by RFC 3986. The reserved:characters within the URI charactey set are:

/TH[]@IS&T () +,5=
The syntax of cidsniptext shall be as follows:

"cjidsniptext":
{"headtext" :<Non reserved URI charxdfters head text>,
"tailtext":<Non reserved URI characters tail text>

}

The cidsniptext descriptors are.specified in Table 12.

Table 12 — cidsniptext field descriptors

Name Purpose and Value Default Type Inclusipn
headtext |Noffreserved URI characters inserted at the start JSON string | optionpl
of the field value.
tailtéxt’ |Non reserved URI characters inserted at the end of JSON string | optionpl
the field value.

Thetcidsniptextvalue shall be appended to the URI Envelope as specified in 8.3.3.3.

EXAMPLE https: //www.dept-edu.com/verifyme?ekjcsafg6l0VbnNHSe7FMWqtMQNAtuwo3bgY~25S
-ABC123~26S-ABC456~27S-FGH987

25S-ABC123, 26S-ABC456 and 27S-FGH987 are cidsniptext with “25S-", “26S-" and “27S-” headtext.
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Annex A
(normative)

Test methods

A.1 DigSig Certificate format

A.1.1 General

This test
the crypt

A12 T

The test
documen

A.1.3 T
The test 1

— byin
docu

— by nc

to inf
mear

A14 T
The test 1
— the t
— thed
— then

— alist

verifies conformance of a generated DigSig Certificate. This test shall not verifythe validity|
bgraphic components. It shall verify conformance to the format.

pst configuration

[.

pst method

nethod shall be as follows:

ment;

rm application: A norm application, typicdally a norm DigSig DecoderVerifier, shall be us
erpret the sample. A successful interpretation shall mean "PASS"; if not successful, it sh
"FAIL".

pst report

eport shall record:
st authority;

hte of the test;
ethod of test;

of samples,\with each sample marked "PASSED" or "FAILED".

of

samples shall be provided in the certificate format specified imISO/IEC 9594-8 and this

spection: An inspector shall inspect a printed version of the sample for conformance with this

ed
hl1]

A2 DigsigData

A21 G

eneral

This test verifies the DigSig Data as stored in a Data Carrier in the RAW or URI DigSig formats.

A.2.2 Test configuration

Test samples shall be provided with valid DigSig Certificate(s). The test sample shall be stored in the
appropriate Data Carrier(s).

A.2.3 Test method

The test authority shall ensure that it can read the Data Carriers on which the test data are stored.
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The following steps shall be performed:

a)
b)

)

A

The data on the Data Carrier shall be read in the prescribed manner.

The conformance of the DigSig shall be verified by inspection or with a norm application. If the

verification fails, then the test shall be stopped.

The DigSig Data shall be verified by inspection or with a norm application against the DigSig

Certificate referenced by the CID in the Envelope of the test sample.

2 4 Testrenort

T}

A

Al

Th
Ce

Al

In

Only third-party executables used widely in other applications shall be allowed to “PASS” as ol

or

Al

A.

TH
th

e report shall record the following.
the test authority;
the date of the test;
the method and scope of the test; and

a list of samples, with each sample marked "PASSED" or "FAILED".

3 DigSig DecoderVerifier

3.1 General

is test verifies the conformance of a DigSig DecoderVerifier against a representatil
rtificate.

3.2 Test configuration
order for the DigSig DecoderVerifier ta be tested, the following shall be provided.

For test by norm application: the'executable loaded on the intended platform with all thq
peripherals.

For test by inspection: théfull source code with a description of all the third-party executa

executable.

3.3 Test method

3.3.1 Testby inspection

e test@uthority shall inspect the source code for conformance, and record the full flow of da
P @xecutable in detail.

e DigSig

required

bles used.

pject code

ta within

A.3.3.2 Test by execution against a norm data set

The test authority shall prepare a sample data set that mimics the intended use of the test DigSig
DecoderVerifier. This data set shall contain at least five different DigSig Certificates, each supplied
with at least 100 DigSig samples programmed in the intended Data Carrier. Random tampering shall be
applied to at 10 % of the samples. The test shall indicate the rejections.

A.

3.4 Testreport

The report shall record the following:

the test authority;

© ISO/IEC 2018 - All rights reserved

35


https://standardsiso.com/api/?name=488fcbec91db449083244429f697cda6

ISO/IEC 20248:2018(E)

thed

ate of the test;

the method of test, which includes the test data set; and

a description of the sample (including the platform and peripherals used in the test) as tested,
marked either "PASSED" or "FAILED".

A.4 DigSig EncoderGenerator

A.4.1 General

This test
Descripti

A42 T

In order fpr the DigSig EncoderGenerator to be tested, the following shall be provided.

For t

executables used. Only third-party executables that are used widely in‘other applications shall
allowed to "PASS" as object code or executable.

For t

the intended platform with all the required peripherals.

A43 T

A4.3.1

The test
data with

A.4.3.2

The test
Encoderd
Descripti

The follov
for confor

a)
b)

<)

Gene
Gene

Inspd
with

verifies the conformance of a DigSig EncoderGenerator against a set of valid DigSig D4
bns and DigSig Certificates.

pst configuration

bst by inspection: the full source code shall be available with a deseription of all third-par

st by execution: the DigSig EncoderGenerator shall be available with its executable loaded

pst method

Test by inspection

huthority shall inspect the source code fon,conformance and record in detail the full flow
in the executable.

Test by execution against a norm.data set

authority shall prepare a sample data set that mimics the intended use of the test Dig$
enerator. This data set(shall contain at least five different representative DigSig D3
bns, each supplied withfavleast 10 DigSig data samples.

ving test steps shall'be performed for each of the DigSig data samples and the result inspect
mance.

Fate the DigSig Certificate.
Fate thetest RAW and URI DigSigs.

ctthe DigSigs for correctness by inspection or by norm DigSig DecoderVerifier in accordan

ty

be

of

ig
ta

A2

A.4.3.3 Testreport

The report shall record the following:

36

the test authority;

the d

ate of the test;

the method of test, which includes the test data set;

a description of the sample (including the platform and peripherals that were used in the test)
tested, marked either “PASSED” or “FAILED”.
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Example DigSigs

2018(E)
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EX

1 General

e following examples illustrate the many uses of this document. It is not meant to be agrexhajustive set

t rather attempts to illustrate the flexibility and control of the specification. The following
e simplified and provided in the DigSig shorthand (B.2). The examples are neitherrepresen
escriptive in any way.

hould be noted that when a DigSig verification is accepted, the following isvalid.

examples
[ative nor

The data read from the Data Carrier or received from a device havebeen decoded accordjing to the

directive of the authority of the data.
The data read are unaltered from when they were written.

The data were authorised at the moment of the timestdamp.

2 DigSig shorthand syntax

DigSig described in the specified DDD formaty(see Clause 8) is often too elaborate for easy reading.
Far shorthand purposes, the following syntaxmay be used:

[name of DigSig]DigSig[Data Carrier‘type]{daid, cid, fields}
fields |= the set of fields
pirature and timestamp aretcompulsory fields.

DigSig field which is notsigned is depicted by strikethrough text; i.e. NotSighedField. The co
1d signature is an example of a field, in the DigSig, which is not signed.

mpulsory

ce daid, cid, signattire and timestamp are compulsory fields of the DigSig, it therefore nqed not be

own in the shafthand. The daid and cid shall be the first fields. The signature and timesta

mp fields,

default, follow the daid and cid fields in that order. The signature and timestamp fields may be

hced anywhere in the DigSig, but then it shall be shown.

AMPEEY  ItemDigSigNFC{daid, cid, signature, timestamp, ItemID, OwnerID, SecretPIN}

EX

AMPLE 2 ItemDigSigNFC{ItemID, OwnerID, SecretPIN}

Examples 1 and 2 represent the same DigSig.

EXAMPLE 3  ItemDigSigNFC{daid, cid, ItemID, OwnerlID, SecretPIN, signature, timestamp}

The signature and timestamp are explicitly placed at the end of the DigSig.

EXAMPLE 4  ItemDigSigNFC{ItemID, OwnerlID, SecretPIN, signature, timestamp}

The symbols “[]” indicate an array of values for a specific field.

EXAMPLES5  “field1” indicates field1 has one value. “field1[]” indicates field1 has one or more values
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The symbols “||”, “...” and [structure name]{...} may be used to describe more complex DigSigs
shorthand.
EXAMPLE 6  ContainerltemList{ContainerID, List{{ItemID, ltemDesc}...}[]}

in

To aid readability, fields may be grouped under a group name and expanded on a separate line. Similarly,
it is recommended that fields of DataSnips be described in this way.

EXAMPLE

7  ContainerltemList{ContainerID, List{}}

List{{ItemID, [temDesc}...} stored in the QR code on the waybill.

B.3 Afq
A simple
Time

The deco

imple timestamp
imestamp can be created with an empty DigSig:

stamp{}

Hing and verification of this DigSig will verify the Domain Authority and th€ time at which t

timestamp was generated.

A device pnder the control of a Domain Authority would like to timestamip-data it created and pro
that the data originated from it. The DigSig will then look like this:

TimefStamp{DevicelD, DeviceGeneratedInfo{}}

B.4 Bapcode DigSigs for mobile phones

Barcodes|to be read by mobile phones are commonly_generated in TEXT. It will generally contair
URI which tells the mobile phone what to do with it:;The associated data are often also encoded
TEXT or ontained in a sparse proprietary data structure. The result is often a very large barcodle,
which regluces the read quality of the barcode.xA’dedicated app and a real time connection are oftj

also req
interpret

Itis also ¢
it. This m

ired. This document provides an antemated compaction of the data which can be decods
bd and verified without the needfora real time connection to a central service.

asy to tamper with a barcode simply by reading a barcode, changing parts of it and recreati
ay lead to a barcode which\points to a rogue URI. This document allows a mobile phone (a

its user) :lo detect such tampering. An example of a DigSig barcode is provided in Annex I.

A DigSig
barcode U

Comj

NOTE
is a linear]

owever, does not ptevide a method to detect copying of the barcode, but it is possible to lin]
niquely to an object. Consider the following example:

buterOwnershipQR{ComputerSerialNumber, IDcardLinearBarcode{OwnerID},
OwnerMemory{PIN}}

Inthé above example, the name of the field also indicates the readmethod; IDcardLinearBarcg
Bancode in the South African identification book and OwnerMemory refers to the memory of a r

Ve

a
in
en

d,

ng
hd

de
bal

person. W

ere IDcardLinearbarcodeiUwnerliDy 1s a structlield with a readmethod pragma with methodnar

[“ISO/IEC 15417”] and OwnerMemory{PIN} is a struct field with a entertext pragma.

The barcode is fixed on the computer. When the barcode is read the DDD will

a) Instruct the standard DigSig DecoderVerifier App on the phone to display the Domain Authority
and CID for inspection,

b) Instructthestandard DigSigDecoderVerifier App onthe phone to display the ComputerSerialNumber
for inspection,

c) Request the operator of the phone to scan the linear barcode of the ID card of the person claiming
the ownership of computer, and
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Request the person claiming the computer to enter a PIN.

Copying this barcode is futile since it is linked to the computer by its serial number, the ID of the owner
and something only the owner knows: the PIN. Ownership of the computer can therefore be proven,
that is, if the Domain Authority can be trusted.

If in doubt, the phone user may check the revocation status of the DigSig and/or perform an online
verification to confirm the offline verification at the trust service of the Domain Authority of the DigSig.

B.5 _A RFID mmmplp

The issue of originality can be addressed when an electronic Data Carrier is used. An English{language

competency certificate example may be constructed as follows:

[ELTS{{ACADEMIC | STANDARD}, Date, Centre,
Candidate{Number, ID, FamilyName, Names[], NationalityENUM, Firstl:anguageENUM}
Results{Listening, Reading, Writing, Speaking, BandScore, CEFR}/TID{TagIDNullablg}}

NOTE TID{TagIDNullable} is a nullable struct field with a readmethed pragma, with methodname

[“ISO/IEC 18000-63"], with methodmemory 2, methodbitoffset 0 and méthodbitlength 96.

With this DDD we have two applications, which can either be usedindependently or together td facilitate

the best of both approaches.

a)| Barcode DigSig - the TagID shall be set to null. This _DigSig barcode is applied on the cprtificate.
This allows the verification of the information of acopied certificate.

b)[ RFID DigSig - the TagID shall be the TagID of the RFID tag. The RFID tag is also applied to the
original certificate. If the TagID is unique then the originality can also be verified by repding the
unique TagID.

NQTE Typically the TagID of the Data €arrier is stored in a different memory segment from the memory

segment which is read in the first Data Carrier interrogation. The DDD needs to specify a readmethod for TagID

which will result in an additional DataSnip following the CIDSnip read in the first interrogation.

B{6 A simple file system

A |simple DigSig record~system is specified for an ISO/IEC 18000-63 Data Carrier in the [following

example.

PrimaryDigSig{UII{CID, PrimaryFields{}, TID{TagID},
UserMem{Signature, TimeStamp, BigSigRecordhist{}, [DigSigRecord{}...]}

DigSigRecord |= Blocksize, DigSigContainer{Start-OffsetBlock, Length-Blocks}[]

BlockSize |= Enumeration{1-bit | 16-bits | 32-bits | 128-bits} encoded in 2 bits.

This DDD allows the writing of many DigSigRecords to the Data Carrier. The following applies.

Each record is a DigSig and therefore can be independently be verified. The records need not be the

same since its CID referenced DDD describes its fields and encoding.

DigSigRecordList is not signed and can therefore be updated as and when a new record is

added.

DigSigRecordList should start on a memory WORD boundary to assist in updating its values.

The DigSigRecords should be written from the end of the memory.
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B.7 A sequence of DigSigs

Sequences of DigSigs can be used to establish a trail of trust when accountability/ownership of an
object is transferred. This trail of trust may be stored on the Data Carrier in a manner discussed in
B.6. It should be noted that, in this complete offline example, each role player is deployed with a DigSig
EncoderGenerator which falls under the public key infrastructure of a domain authority.

Let us consider the lifecycle of a vehicle licence plate, which is similar to the lifecycles of high value and
health risk goods; e.g. scheduled medicine. To ensure that the plate conforms to all the physical and
registration rules, the following steps are taken, assuming an electronic Data Carrier is embedded in
the plate.

a) The manufacturer of the blank plate (Blanker) guarantees the plates are manufactused [in
confqrmance with relevant blank plate specifications. These plates are sent to Embossers.

b) An Embosser will add the licence number to the plate after the Embosser assured itself that the
blank is genuine and the licence number is legal. These plates are sent to the issuifig-point.

c) The issuing point issues the plate and mark it as issued ("live"). This maylalso involve that the
vehidle visual parameters are added to the Data Carrier.

It should pe noted that, in each step, the authenticity of the object is verifiedbefore the next step takes
place. Alsp, the entity which takes action on the plate should be held accotiritable for that action. DigSigs
provide that function. A DDD for ISO/IEC 18000-63 (type C) might looK as follows:

LicenjcePlateDigSig{UII{CID, LicenceNumberNullable, VehicleVisuals{}Nullable, LicenceExpiry},

TID{TagID},

UserMem{Signattre, TimeStamp, BlankSerial, BlankbigSig{}Nullable,
E—m-b-eggB}g-S-}g-{-}Nullable}}

NOTE The position of the fields optimises both the\reading and writing of the Data Carrier in the varidus
use cases.

The actiops are as follows.
a) The Blanker generates (signs) the DigSig with the following application field: BlankSerial.

b) The Embosser reads and verifies the [Blank] DigSig. If accepted, it knows it is a legal blank,
manyfactured by the specific Blanker who signed it, ready to be embossed. The plate is embossed
with [the legal licence number. The Embosser copies the [active Blank] DigSig to the BlankDig$ig
locat]on and locks that‘part of the memory. The Embosser adds the LicenceNumber field apd
generates a new [active| DigSig, then writes it to the DataCarrier.

NOTE The BlankDigSig, and likewise EmbossDigSig, remains independently verifiable, but since tHey
are miarked asbsign = false they are not required to be read for verification of the current [active] DigSig

c) Thelpsuertreadsand verifies the [Emboss] DigSig. If accepted, it knows this is a valid plate, preparged
by thie(specific Embosser who signed it, ready to be issued. The BlankDigSig may also be verified
beformmwmwmmrﬁe
Issuer adds the VehicleVisuals{} and LicenceExpiry fields and generates a new [active] DigSig, then

writes it to the DataCarrier. The Issuer locks the Data Carrier memory, as per applicable standard.
The plate is handed to the vehicle owner as fully issued and active.

This can seem like an elaborate process, but it works well even in places with no or difficult online
connectivity. A plate of which the DigSig does not verify is illegal and should be confiscated and/or
destroyed. Inspectors can check for illegal plates and activities anytime, at any place. If authorized
and carrying the appropriate mobile equipment, inspectors can verify or update recorded data during
a physical inspection and cross-refer to a licence disc compliant with this standard to update the
LicenceExpiry field. A field correction requires another DigSig while verification might only report back
to the inspector’s back office. Pilfered plates will also be detected when used illegally or inserted back
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into the process. All of the role players can be held accountable because they can be identified through
the DigSig they generated.

B.8 Selective struct

Often a Data Carrier is used for more than one group of data depending, for example, on the type of
objectitis attached to. The same DigSig may contain more than one data structure effectively describing
more than one interface.

This-is-achieved hy ncing the nullable feature Eaor nvamp]n-

DigSig{PrimaryFields{}, FieldGroupX{}Nullable, Fie]ldGroupY{}Nullable FieldGroupZ{}Nullablq}

In|this case, the DigSig shall contain at least the PrimaryFields. It may contain the field-groups X, Y and Z
infany combination. The bit encoding of an excluded field group is the single bit 03:

EXAMPLE1  CC...Cy: cid bits; SS...Sp: signature bits; TT...T,: timestamp bits; bits; PP..P2: PrimaryFie]lds bits;
XX.Xx7: FieldGroupX bits; YY..Y: FieldGroupY bits; ZZ..Z;: FieldGreupZ bits
EYAMPLE 2  CC...CSS..STT...TPP...P000; - all field groups are excluded.

EYAMPLE3  CC...CSS..STT...TPP..P0212YY...Y0; - field Y is included; field groups X and Z are excludgd.

This also illustrates the compaction ability of the DigSigs method.

B{9 Multiple DigSigs using the same base data

It |s possible for different DigSigs to use the same part of Data Carrier. For example, a waybill barcode
DigSig for a container includes the TagID of the' container seal, which is read using the readmethod
prlagma. The Container seal contains its own*DigSigRFID. The DigSig will be rejected in both cases, if
the seal is broken.

WayBillQR{ContainerInfo{}, Source{}, Destination{}, SealTID{TagID}}
ContainerSeal®3{UlI{Seallnfo{}}, UserMem{Signattre, Timestamp}, SealTID{TagID}}

B{10 Null encryption‘'=- Trusted data definition

Dgta verification is.often not required. However, a requirement exists to have a well-defined
inferoperable datastructure.

It |s possibletand feasible to specify no encryption to be used. The key length is zero and the{length of
the signatare field will also be zero.

This means that the data encoding is exempt from a signature, which is typically quite large.

[t IsTmportant toote that the BigSigCertificate Temmaims a verifrabte documentamd-therefore the data
structure and read methods are verifiable constructs. This is similar to an application obtained from
the Internet which is digitally signed to ensure that it has not been tampered with.

B.11Simple data error detection

The strong public key algorithms require large keys which result in large data structures. This
potentially leads to slow RFID reads and large barcodes. In some applications, the use case does not
demand high levels of security. The urge, in these cases, is to use shorter keys. The result is that the
cryptographic strength is substantially reduced undermining the security which leads to a false sense
of security.
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A better solution can be the use of CRC-64 as the Hash algorithm with NULL encryption. This has the
effect of a very good cyclic redundancy check (CRC) over the full data structure. The advantages are:

— No security is claimed and therefore no false sense of security. The signing method is published in
the Certificate.

— No Digital Signature verification process is needed, resulting in a faster execution time.

— Data integrity errors are detected.
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Annex C
(informative)

DigSig use in IoT

The Internet of Things or 10T is an abstract of the relations and interactions between real world things
(humans and objects) and the digital world. The digital world consists more and more of aufonomous
arld intelligent devices performing tasks independent of central services. Typically, sets of thege devices
arg under the control and management of independent domain authorities. The domain afithorities
infreasingly direct devices through policies, relying on the device intelligence and lo¢al information, to
take action. These domain authorities will assume accountability of the actions of'devices under their
coptrol. For this to work, devices need to trust identity, data, information andmethods. Thiq relies on
inferoperability of identity, data and methods. It should be noted that the world*of IoT is a fast|{changing
world. Domain authorities therefore have a key requirement for agility<in -defining data ohjects and
dqta methods while maintaining the integrity and identity of such definitions and methods. Athe same
tie, Big Data Stores have a requirement for authentic and interopérable data to provide correct and
meaningful interactions with the real world.

W

=}

@ Information Information Informatiol
erface Relay Translation Applicatio
Devices Devices Devices Devices

=2

Big Data

W

Automated identification data carriers fulfil an important role in representing real world objects in
the digital world. It provides identity and information (both static and interactive) of the object and
the environment of the object when connected to a sensor. For example, an aeroplane part is identified
by the owner of the part. The part carries information of installation and every inspection of the part.
To illustrate the requirement for interoperability of data and methods, consider that there are many
independent aircraft owners and manufactures. There are also many independent part inspectors and
service entities. Each of them has a requirement to access the data on the Data Carrier, to trust the
data on the Data Carrier and be trusted to update the Data Carrier correctly. The world of commercial
aircraft is successfully achieving such goals, but a single domain authority is working hard to reach
these goals. [oT expands these requirements to domains where such rigidity is not achievable.
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In the context of this document, the role players in Figure C.1 perform the following functions (see also
Figure 1).

— Real world objects are tagged with a Data Carrier.

— A domain authority, which is accountable for the object, programs the Data Carrier with a DigSig
containing identity data and optional information about the object. The domain authority has
previously published a DigSig Certificate which describes the data structure and read methods of
the DigSig.

EXAMPLE 1 DigSig{ObjectID, [ObjectInfol, [PrivateInfol}

NOTH1 The DigSigisin the DDDdata format. See 8.2.2 and L.6.

— The Data Carrier is accessed and read by a Real World Interface Device, which can beurder the
contifol of a different domain authority than the domain authority of the Data Carrier. i this cake,
becatise of its access to the DigSig Certificate, the Device can decode and verify the Data’Carrier dafa.
It can also read the Privatelnfo if it has been assigned authenticated access to. the DigSig privdte
contdiner.

t

The Real World Interface Device can also, by its own logic or under the directive of another devige,
writg information to the Data Carrier.

NOTH2 The DigSig Certificate is a verifiable and trusted directive froin an independent domain authority,
instrycting an autonomous device how to access Data Carriers on objécts from that domain authority.

NOTH3 Ifso configured, the Data Carrier remains untraceable.and the private containers remain private
until the Device has been authenticated using the method specified in the DigSig Certificate.

NOTH4  The DigSig inherently identifies the domain authority of the object.

In [oT, it if possible that other intelligent devices need’the information of a Data Carrier access event|to
fulfil theif functions. These devices need to trust the‘access event information, especially since the Dqta
Carrier is|not present. This is achieved by:

— Eachfand every Real World Interface Device is issued with a X.509 identity by its domain authorify.
The gssociated DigSig Certificate describes the access events of the device. Likewise, each ahd
every device that produces data sheuld be issued with a X.509 identity by its domain authority. The
assodiated DigSig Certificate déscribes the information produced by the device.

— The Real World Interface Déyice digitally signs the access event. It then makes the event available|to
otherf [oT devices, whichi-can then verify the data accessed, when, by whom and if it was, how it wjas
manipulated.

EXAMPLE 2 DigSig{AccessEventTimestamp, [AccessEventInfo], DigSig{ObjectID, ObjectInfo, Privatelnfp}}
AccessEventlnfo= {[AccessEventInfoStatic], [AccessEventInfoActions], [AccessEventSensorInfo]}

Any o all'ef'the AccessEventInfo can be in a private container.

NOTES5  The DigSig inherently identifies the domain authority of the Device and therefore also the DigSig
Certificate whereby the read event DigSig can be interpreted.

— The relaying devices can verify the DigSig(s) and sign it as being relayed by a specific device at a
specific time in the manner described above. However, it will not be able to access private containers
without proper authentication.

— Information translation devices typically join and translate access events with other information
to make the access event more useful. It is recommended that such joining and aggregation also
be signed.
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— Following this chain, the Application device is able to authenticate the Data Carrier data without
the need of directly interrogating the Data Carrier. It can also verify all additional information and
changes to the information, in relation to the access event, before it uses the information.

This chain of DigSigs provides accountability of actions across all devices, even if these devices are under
the control of independent domain authorities. Interoperability of data structures and read methods is
maintained. Data structure and method changes are handled by issuing a new DigSig Certificate with
the new structures and methods; see Figure 3.
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Annex D
(informative)

Typical DigSig EncoderGenerator device architecture

Figure D.1 illustrates a typical DigSig EncoderGenerator device architecture. The DigSig encoding and
generation services typically consist of an Issuer device, a Trust Service and the EncoderGenerator
device. This separation ensures proper segmentation of functions and allows for efficient informatipn
security measures. The private key used for the generation of the signature should never be exposed
from the EncoderGenerator device.

This Anngx should be read with Annex E.

— The Issuer device is typically responsible for:
1) The assembly of the DigSig data to be signed,
2) The request for a DigSig,

3) The programming of the Data Carriers.

Trust Service [set] \\\( EncoderGenerator device[set]
Crvpto Vault X.509 4 €redential X.509
Issuer device [set] P Key Store b Manager Key Store
REID F C \’\.‘ C
— - N
4 ¢ { RFID Tag Interrogator r')\‘
E B
= AII
8 xO
PN \ |
g I DigSig
= ssuer ) Encoder
O Application/ Trust Service Generator
oQ
S Controller Controller
8
j=%
o
: (
(En'é Barcode
o - ‘[@— Printer/
Applicator E D, B D,
9
I\ DigSig DigSig DigSig DigSig DigSig
Translator Verifier Decoder Encoder Generator

Figure D.1 — Typical DigSig EncoderGenerator use architecture

— The Trust Service is typically responsible for
1) The validation of the DigSig request and the credentials of the requestor (and issuing device),
2) The process of the DigSig generation,
3) The checking of the DigSig before release to the Issuer device,
4) Creating an audit trail of DigSig requests, DigSigs generated and error conditions,
5) Itacts asasecurity shield for the EncoderGenerator device,

6) It may also provide the online verification services, and

46 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=488fcbec91db449083244429f697cda6

ISO/IEC 20248:2018(E)

7) Itmay also provide the online DigSig revocation services.

— The EncoderGenerator device is typically responsible for

It
is

The DigSig encoding and generation process flow follows the description above.

1) The protection of the Private Key,
2) The generation of the X.509 key pair,
3) Journaling of all DigSigs generated,

4) The generation of the Timestamp, SigData and Signature, and

5) The encoding of the DigSig. This function may also be placed within the Trust Seryice,

This distributed architecture may be simplified if all the functions are local to a_specific point, for
example on a factory line or in a distribution centre.

s recommended, to ensure signature fidelity, that the DigSig be verified for valid verification before it
programmed on the Data Carriers. This means the DDDdata should undergo,the full cycle oflencoding

arld decoding before being signed and released. SigData should be generated from the decodefl DigSig.
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(informative)

Typical DigSig DecoderVerifier device architecture

This Annex should be read with Annex D.

Figure E.] illustrates a typical DigSig capable AIDC Reader device architecture. The AIDC Reader devjce
is the devjice responsible for reading the DigSig from the Data Carrier(s). It should verify the DigSig. The
Applicatipn device is a separate device which uses the DigSig. The Application device verifies.thée Dig$ig
before it is used, even though it has no ability to read Data Carriers. Both the Application and AIDC
Reader dé¢vices are DigSig DecoderVerifier devices as specified in this document.

Application device [set] AIDC Reader device [set] é’)
Crjypto Vault X509 Crypto Vault X509 \\ —
P Key Store yp Key Store ~ O
F C F C RFID
O Interrogator | RFID Tag ¢~ g
& ' =
P :
(@]
[3S]
1% g
nNo
Local $\ s
i =
As.som'ated Application/ AZ| Barcode ‘ -1&
Application(s) Controllef: Reader &
] g
(=]
[=]
&
- =
O A3| Device User N :;’:
=]
E D B \ D B Interface S
DigSig DigSig DigSig DigSig DigSig DigSig |
Translatpr Verifier Decoder < Translator Verifier Decoder

Figure E.1 —~ Typical DigSig DecoderVerifier use architecture

The architecture has the-following modules.

a) Local Application/Controller: This is an application which runs on a device with the capabiljty
to repd/interrogate Data Carriers. It may include an operator interface. This device is typically
designed and deployed for a specific purpose.

b) Asso¢iated Application: This is an application which is connected to the Lo¢al
Application/Controller with the purpose to receive Data Carrier read instance information from
the Local Application/Controller.

c) RFID Interrogators: RFID Interrogators typically interrogate the Data Carrier providing direct and
selective access to memory and over the air security.

d) Barcode Readers: Barcode readers typically read a barcode as a whole. They provide the data
length and encoding information allowing the Application to interpret the data easily.

e) Device User Interface: This interface is typically associated with a handheld device, but can be a
console for an automated portal. It displays information and allows text input.
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X.509 Key Store: The X.509 Key Store is typically a standards based component of the operating
system. It stores and validates X.509 Certificates. The Application obtains a Certificate from a
trusted source and stores it, after validation, in the X.509 Key Store. Content of the X.509 Key Store
is not necessarily secret but can be considered authentic because it is digitally signed. However,
access to it should be strictly controlled. This should be a function of the operating system. All
modern mobile phones and personal computers have a X.509 Key Store.

Crypto Vault: The Crypto Vault is typically a dedicated hard or software module which performs
specific cryptographic functions. The Crypto Vault is used to decrypt private containers as
directed by the privatecontainer directive. It may also be used with cryptographic air protocols

h)

j)

T}

as directed by the readmethod. It normally alSo acts as a SECTet Store Tor Keys, notably.symmetric
keys and the private key of a key pair, and has an ability to securely obtain such keys‘bpsed on a
directive. Various commercial products are available which are, for example, used ii:POS terminals
and ATMs.

DigSig Decoder: The DigSig Decoder module decodes an array of Snips into DPDDdata.

DataSnips containing a privatecontainer may be decoded by the Application and befpre being
passed to the DigSig decoder. Such decoded DataSnips should be marked.as been decrypted allowing
the DigSig Decoder to decode the fields of the privatecontainer. The)DigSig decoder should assume
a privatecontainer DataSnip is in its encrypted form unless instructed otherwise.

The DigSig Decoder should be able to indicate, using the CIDShip and the selected DDD, if and where
DataSnips can be obtained from.

DigSig Verification Module: The DigSig Verifier medule verifies DDDdata using the rgferenced
DigSig Certificate. It generates SigData from the DBPdata.

DigSig Translation Module: The DigSig Displaylnfo generates DDDdataTagged and DDDdajtaDisplay
from DDDdata and the referenced DDD.

e process flow is as follows.
The Local Application/Controller feads/interrogates a CIDSnip.
The Local Application/Controller extracts the CID from the CIDSnip.

The Local Application/Gentroller selects the most appropriate DigSig Certificate for the|decoding
from the X.509 Key Store! If not available, it searches for it according to its local knowledge.

The Local Applicatien/Controller extracts the DDD from the DigSig Certificate and passgs it along
with the CIDSmip-to the DigSig Decoder.

The DigSig/Pécoder decodes the CIDSnip into DDDdata. If DataSnips are needed to conjplete the
DDDdata'the DigSig Decoder returns a DataSnip map containing instructions on how to obtain data.

Thesliocal Application/Controller reads all the required DataSnips (privatecontainer DatatSnips
dre not decrypted at this stage). It then passes the array of Snips to the decoder for decodjng.

When the DDDdata are correctly decoded, the Local Application/Controller provides the DigSig
Certificate and the DDDdata to the DigSig Verifier for verification.

If the DigSig verification is accepted, the Local Application/Controller may request the DigSig
Translator to generate DDDdataDisplay and DDDdataTagged for its own purposes.

The Local Application/Controller may, with proper authority, decrypt privatecontainer DataSnips
for them to be decoded into the DDDdata. DDDdataDisplay and DDDdataTagged then contain the
fields of the privatecontainer.

The Local Application/Controller may pass the DDDdata to Associated Applications who can
perform their own verification without the need to read/interrogate the Data Carrier.
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Annex F
(normative)

DigSig error codes

The DigSig EncoderGenerator (G) and DecoderVerifier (V) error codes are provided in Table F.1.

Table F.1 — DigSig error codes

Code | Applicable Error Notes
0 \ DigSig Verification accepted;
No error
1 \Y DigSig Verification accepted; The local application maybe configured not to
. . . check for a Certificate revecation. This check
DigSig Certificate revocation not e .
may be performed fer'edch verification or peri-
checked ;
odically.
2 \Y DigSig Verification accepted;
DigSig Certificate revoked
3 \Y DigSig Verification accepted; The local application may be configured not to
e . check for a Certificate revocation. This check
DigSig revocation not checked e
may be performed for each verification or
against a revocation list obtained during anothpr
process.
4 \Y DigSig Verification accepted;
DigSig revoked
5 \Y DigSig Verification accepted; The verification is accepted if the certificate
DigSig Certificate expired expiry is ignored.
6 \Y DigSig Verification rejected The cryptographic function rejected the veri-
fication.
7 GV DigSig Certificate expired The DigSig Certificate is expired and no cryp-
tographic verification was attempted.
8 GV DigSigCertificate is rejected The DigSig Certificate is cryptographically
rejected.
9 \Y DigSig Certificate trust chain is The DigSig Certificate trust chain is cryp-
rejected tographically rejected.
10 \Y DigSig Certificate revoked The DigSig Certificate is revoked.
11 GV DigSig Certificate format error The DigSig Certificate cannot not be decoded.
12 \% DigSig Certificate notlocal The CID could not be matched with a locally
stored DigSig Certificate.
13 \Y DigSig Certificate not found online The CID could not be found at the locally config-
ured DAs.
14 \Y DigSig Certificate not available The network resource is not available prevent-
ing on online search.
15 GV DDD format error The DDD could not be decoded.
16 GV DDDdata does not match the DDD
17 \Y CIDSnip incomplete The CID could not be decoded from the CIDSnip.
18 \Y DataSnip incomplete The DataSnip requires more bits/text to be de-
coded according to the DDD.
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Code | Applicable Error Notes
19 Vv Snips incomplete More Snips are required to complete a DigSig
decoding.
20 \ Read method not available
21 Vv Read method error

© ISO/IEC 2018 - All rights reserved

51


https://standardsiso.com/api/?name=488fcbec91db449083244429f697cda6

ISO/IEC

A Digital
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Annex G
(informative)

Digital Signature use considerations

Signature scheme typically consists of three algorithms.

generation algorithm that selects a private:public key pair uniformly at random from a~set{of

possiple keys. The algorithm outputs the private key and a corresponding public key. The\privdte

key t

b) Asig
prod

c) A sig
wher

Ices a signature.

authgnticity of the message.

A succesIul Digital Signature scheme has the following properties:

a) Itsh

posséss the private key.

b) The |

Digit

h| Signature should be verifiable and traceable.

hough remains secret. The public key is published in a Digital Certificate.

igital Certificate which contains the public key and information to read, decode and verify

hing algorithm (the hash and cryptographic functions) that, given a message anda private kgy,

nature verification algorithm, which includes the hash and cryptogtaphic functions, thpt,
provided with a message, public key and a signature, either accepts 'or rejects the claim|of

uld be computationally infeasible to generate a valid Digital Signature if a party does rot

o)
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Annex H
(informative)

Example of a DigSig Certificate

This is an example of a DigSig Certificate to indicate where the DDD component is placed.

2018(E)

N(

Cel

CN

{H
PSS
dij
eS|
"y

TE This example is only for illustration purposes. The content has been reduced to fit the page
rtificate:
Data:

Version: 3 (0x2)
Serial Number: 29 (0x1d)
Signature Algorithm: sha256WithRSAEncryption
Issuer: OU=Domain Control Validated, OU=EssentialSSL, CN=testxsigvr.it
Validity
Not Before: May 31 11:19:33 2017 UTC
Not After: May 22 11:15:22 2018 UTC
Subject: C=ZA, O=TrueVolve Internal Test Server,
=test.sigvr.it://41414/cid/2586582774
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:60:49:81:a7:03:7d:3£:d7:01:d0:6d:2%kx32:0a:3a:0b:7£:91:e5:65:67:26:55:
e7:38:ed:b6:0e:40:8b:0e:c2:36:d9:1d:f£e:e6:63:2c:36:02:37:74:94:76:83:be:
0b:53:d8:07:21:£9:10:02:ca:20:78:Q4:eb
ASN1 OID: prime256vl
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Eneipherment
X509v3 Extended Key Usage:
TLS Web Server Authengication
X509v3 Basic ConstraingsuNcritical
CA:FALSE
X509v3 Authority Key Identifier:
keyid:1C:36:E5%4E:E4:AA:95:0C:50:4A:EB:6D:A5:07:44:97:9B:A2:C1:66
X509v3 CRL Distxibtition Points:
Full Name:
URI:https://test.sigvr.it:41414/crl
1.0.20248:
digsiginfo": {"&pecificationversion":"ISO/IEC 20248:2017","dauri":https://test.sid
[daid":"QC DGSGY,"cid":110,"verificationuri":"https://test.sigvr.it","revocationuf
://test.sidvelit:41414/revoked"}, "datafields": [{"fieldid":"specificationversion"},
A" :"dauri"Jyy{"fleldid" :"daid"}, {"fieldid":"cid"}, {"fieldid":"signature"}, {"fieldid":
ftamp" } afN'fileldid" : "thefield", "type":"string"}, {"fileldid" : "theNumberfield", "type" : "nu
]}
Sigfidture Algorithm: sha256WithRSAEncryption
cl1tc6:46:54:1¢c:9f:0a:1d:30:97:64:99:0b:25:97:42:9f:0a:39:7f:ca:03:a4:70:86:98:

58:59:
£0:9d:

vr.it”
i":"htt
"fiel
"tim
mber

6a:ab:

o000 . 1 - bao.cQ.fod4 .47 - Ad-oC.Cao-d0-A4-dc-158-30.£3.3¢0.20 .1 f£.071.77.38.0.fc.c0.

54:af:

el:dd:d3:b5:5b:f7:ee:6c:75:90:8b:55:8e:11:cb:3a:be:7d:b6:a5:d6:66:26:14:de:f0
01:a29:1e:5b:1e:89:2a:86:47:2e:5a:cb:f8:04:05:c3:af:£7:96:a9:dc:98:2b:3a:2c:2d:
36:0c:ec:1e:30:6e:fd:6e:1a:41:2c:f£f:17:£9:cc:0b:21:ef:16:08:57:26:87:d9:38:3b:
5a:13:7c:cl:ec:6a:1d:30:5a:cb:6d:f5:a5:21:2e:a6:47:72:f3:a9:5e:c4:ef:5d:79:9c:
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Annex I
(informative)

Example DDD for a physical certificate

.1 Geperal

This exarpple illustrates the various DDD data constructs. It is not meant to be representative-ofeither
the standard use or a university certificate.

ABC Univiersity issues certificates of conformance with its courses to its successful studerits. To ver]fy
a certificqte, the verifier should also verify the identity of the certificate holder by scanning the lindar
barcode ¢n his/her national identification document. In this case, the certificate shall be presented for
verificatipn with the identity document of the certificate holder. This method asSists in the positive
identificaltion of the certificate holder. A comment line in the DDD alerts the vekifier to this requirement.

Two Data|Carriers are used:

a) The | first Data Carrier contains the information of¢the certificate excluding the
certificate holder's identity number. It also contains a“URL for the university, which |is
not pprt of the data to be verified, but is included in the DjgSig.

This Pata Carrier may be a 2D barcode, ISO/IEC 18000-68 or a NFC tag. It uses the URI Envelope|to
suppprt online verification typically with a standard miobile phone.

b) The §econd Data Carrier is the linear barcode\en the South African national identification bopk
contdining the identification number of the cestificate holder. This DataSnip is a TEXT encoded.

1.2 Example university course certificate

niversity - Business School
C) Certificate of Compliance
%O Department of Education

Oc.)\ John Doe

Q‘ has successfully completed

N v Bachelors in Administration
' (1992, 1993, 1994)
On 1994-11-04

with the following subjects

Structures 101 (degree): B
Accounting 112 (degree): A
Statistics 159 (extra): A

www.abc.ac.za
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1.3 Example DDD

{"digsiginfo":
{"specificationversion":"ISO/IEC 20248:2017",
"dauri":"https://www.dept-edu.com",
"daid":"QC DGSG",

"cid":110,

"verificationuri":"https://www.dept-edu.comn",

"revocationuri™i"hitos: //uuy dent-adu. comfrevcked!,

"preverify":
{"en":"Inspect the certificate holder's original ID Document",
"af":"Inspekteer die sertifkaathouer se oorspronklike ID Document"
by

"acceptverify":

{"en":"This is a valid Department of Education Certificate.",
"af":"Geldige Departement van Onderwys Sertifikaat."
by
"rejectverify":
{"en":"This is not a valid Department of Education Certificate”,
"af":"Die Sertifikaat is nie 'n geldig Departement van Ondenwys Sertifikaat nig."
by
"postverify":
{"en":"For more information contact the Department of( Fducation.",
"af":"Vir meer inligting kontak die Departement wyvad Onderwys."
by
"structureddocuri":"https://www.dept-edu.com/uni¥cert"
br
"datafields":
[{"fieldid":"specificationversion"},
{"fieldid":"dauri"},
{"fieldid":"daid"},
{"fieldid":"cid"},
{"fieldid":"signature"},
{"fieldid" :"timestamp"},
{"fieldid" :"studentname",
"type" : "string",
"fleldname" : {"en" :"Student Name","af":"Student Naam"},
"description":
{"en":"Name of the person who holds this certificate",
"af":"Die naam vangdde persoon aan wie die sertifikaat behoort"
}
b
{"fieldid" : "idnupben",
"type" : "string",
"fieldname" : {"&n" :"ID Number","af":"ID Nommer"},
"description! :
{"en":%S€an the ID Document barcode",
"af~"Lees the ID Document strepieskode"
by
"pragma": {"readmethod": {"methodname": ["ISO/IEC 15417"]}}
17
#"fieldid" : "years",
"Type . unsignedinc.,
"binaryformat":11,
"fieldname": {"en":"Years registered","af":"Jare geregistreed"},
"cardinality":"{1,5}"
by
{"fieldid" :"coursename",
"type":"string",
"fieldname": {"en":"Course Name","af":"Kursus Naam"}
by
{"fieldid" :"department",
"type":"string",
"fieldname": {"en" :"Department", "af":"Department"}
by
{"fieldid" :"departmentURL",
"type":"string",
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"fieldname": {"en":"Department URL","af":"Department URL"},
"bsign":false
b
{"fieldid":"date",
"type":"date",
"fileldname" : {"en" :"Certificate Date","af":"Sertifikaat Datum"},
"displayformat":"$Y-%m-%d"
b
{"fieldid":"subjectgrades",
"type":"struct",
"fileldname": {"en":"Subject Grades","af":"Vak Punt"},
"cardinality":"{1,5}",
"fiel @z
[{"}ieldid" :"subjectname",
"Eype":"string",
"fieldname": {"en":"Subject Name","af":"Vak Naam"}
bo
{"lieldid" :"subjectPurpose",
"type":"enum",

"enumvalues": ["degree", "extra"],
"enumvaluedesc":
[ {"en":"Degree","af":"Graad"},

{"en":"Extra","af":"Ekstra"}

{"fieldid" :"grade",

" :ype " : llenum" ,

"lieldname": {"en":"Grade", "af":"Punt"},
" Enumvaluesﬂ: ["A", "B", "c", "D", "E"]

1.4 Example Snips

The exanjple DDD and data set results in the‘following Snips:
CIDSnip: “ekjcsaIlOVbnNHSe 7TENN . .. ... .. WgtMONAtuwo3bgY="1in Base64url encoding
Data$nip: “612209498902"(@s a linear barcode using ISO/IEC 15417

The URI Envelope:
httgs://www.dept—-edu.com?ekjcsalOVbnNHSe7FM. .. ... ... WgtMONAtuwo3bgy="

NOTE The Base64utl_encoding(CIDSnip) is illustrative.

L5 Exrmple DDDdata input

["ISO/IEC 20248:2017","https://www.dept-edu.com","QC DGSG",110,null,null,
"John Doe","612209498902",[1992,1993,1994],
"Bachelors in Administration","Business School","www.abc.ac.za",
783907200,
[["Structures 101", "degree","B"],
["Accounting 112", "degree","A"],
["Statistics 159", "extra","A"]
]
]
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1.6 Example DDDdata

["ISO/IEC 20248:2017","https://www.dept-edu.com", "QC DGSG",110,
"IOVbnNHSe7FM. .. ...... WgtMQNAtuwo3bgyY=", 783936000,

"John Doe","612209498902",[1992,1993,1994],

"Bachelors in Administration","Business School","www.abc.ac.za",

783907200,
[["Structures 101", "degree","B"],
['Accounting 112" "dagrge™ "AM]

["Statistics 159", "extra","A"]

NQTE The signature value is illustrative.

1.7 Example SigData

This shows all the fields as specified by the DDD with bsign set to trie, Which will be signed.

["[ISO/IEC 20248:2017","https://www.dept-edu.com","QC DGSGE™,"110, 783936000, "John Dod",
"e[12209498902",[1992,1993,1994], "Rachelors in Administfation™, 783907200, [["Structures 101"
, "Hegree","B"], ["Accounting 112", "degree","A"], ["Statiigtics 159", "extra","A"]1]]

SigData shall NOT contain white spaces or any other formatting. This below example is formpatted for
repdability and comparison purposes.

["[ISO/IEC 20248:2017","https://www.dept-edu"’. com", "QC DGSG",110,
7183936000,

"John Doe","612209498902",[1992,1993,1994],

"Bachelors in Administration",

7183907200,

[[l"Structures 101", "degree", "B\,

["Accounting 112", "degree", "2a")],

["Statistics 159", "extra","A"]

1.8 Example DDDdataTagged

{"lspecificatiofnversion":"ISO/IEC 20248:2017",
"dauri": hitps://www.dept-edu.comn",
"daid"  '"Q€& DGSG",

"eid" £320,

"lsighature" :"IOVbnNHSe7FM......... WgtMONAtuwo3bgyY=",
"[t¥mestamp" : 783936000,

"Studentname:Jonn Doer,

"idnumber":"612209498902",
"years":[1992,1993,1994],

"coursename" :"Bachelors in Administration",
"department":"Business School",
"departmentURL" : "www.abc.ac.za",
"date":783907200,

"subjectgrades":

[{"subjectname" :"Structures

101", "subjectPurpose":"degree", "grade":"B"},
{"subjectname":"Accounting 112", "subjectPurpose":"degree", "grade":"A"},
{"subjectname":"Statistics 159", "subjectPurpose":"extra", "grade":"A"}

]
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1.9 Example DDDdataDisplay

This example requested English as the display language.

{"digsiginfo":

{"specificationversion":"ISO/IEC 20248:2017",
"dauri":"https://www.dept-edu.comn",

"daid":"QC DGSG",

"cid" oS

"verificationuri":"https://www.dept-edu.com/verify",
"revofationuri":"https://www.dept-edu.com/revoke",

"preverify":"Inspect the certificate holder's original Id Document",
"acceptverify":"This is a valid Department of Education Certificate.",
"rejeftverify":"This is not a valid Department of Education Certificate.",
"postyerify":"For more information contact the Department of
Educgtion.",

"struftureddocuri":"https://www.dept—-edu.com/uni-cert"

s

"datafields":

[{"fiel@lid" :"specificationversion",
"displayvalue":"ISO/IEC 20248:2017"
s
{"fiel@id" :"dauri",
"displayvalue":"https://www.dept-edu.com"
I
{"fiel@id":"daid",
"displayvalue":"QC DGSG"
}y
{"fiel@id":"cid",
"displayvalue":"110"
by
{"fiel@id" :"signature",
"displayvalue" :"IOVbnNHSe7FM......... WgtMONAtuwo3bgY="
s
{"fielfid":"timestamp",
"displayvalue":"1994-11-04T08:00UTC"
I
{"fielflid":"studentname",

"fielflname" : "Student Name",
"destription":"Name of the(person who holds this certificate",
"displayvalue":"John Doe"

s
{"fielflid" :"idnumber",

"filelfiname" : "ID Numbex'y
"desfription":"Scan.the ID Document barcode",
"displayvalue":»$%2209498902"

by
{"fiel@id":"yea@xs",

"fielflname"¢M\Y€ars registered",
"displayvadue":["1992","1993","1994"]
by
{"fiel@rd” : "coursename",

"fieldname" : "Course Name",
"displayvalue":"Bachelors in Administration"
by

{"fieldid" :"department",
"fieldname" : "Department",
"displayvalue":"Business School"

by

{"fieldid" :"departmentURL",
"fieldname" : "Department URL",
"displayvalue":"www.abc.ac.za"

by

{"fieldid":"date",

"fileldname" :"Certificate Date",
"displayvalue":"1994-11-04"

by
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{"fieldid" :"subjectgrades",
"fieldname" :"Subject Grades",
"displayvalue":

[[{"fieldid":"subjectname",
"fieldname" :"Subject Name",
"displayvalue":"Structures

bo

{"fieldid" :"subjectPurpose",
"displayvalue":"Degree"

b

{"fileldid" :"grade",
"fieldname" :"Grade",

101"

ISO/IEC 20248:2018(E)

dtEprayvarue T s
}

1,

[{"fieldid":"subjectname",
"fieldname" :"Subject Name",
"displayvalue":"Accounting

bo
{"fieldid":"subjectPurpose",
"displayvalue":"Degree"

b

{"fileldid" :"grade",
"fieldname" :"Grade",
"displayvalue":"A"

}

1,

[{"fieldid":"subjectname",
"fieldname" :"Subject Name",
"displayvalue":"Statistics

bo

{"fieldid" :"subjectPurpose",
"displayvalue":"Extra"

b

{"fileldid" :"grade",
"fieldname" :"Grade",
"displayvalue":"A"

112"

159"
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Annex ]
(normative)

DigSig revocation specifications

J1 Ge
The Dom
— CID ¢
— CID ¢

]2 Re

heral

hin Authority shall use the following CIDs for all its DigSig revocations.
= 0: DigSig revocation list DDD; see 4.

= 1: DigSig revocation check DDD; see |.5.

vocation response rules

The DigSig of which its revocation status is to be checked shall be referenced by {<DAID>, <CID>}.

The hash
specified

NOTE
method at]

algorithm used in the list and for the revocation response DigSigs shall be the hash algorith
in the DigSig Certificate {<DA>, <CID>} which describes the.revoked DigSigs.

Revoking null encryption DigSigs (see B.10) does not make sense; however, if done, the encrypti
least contains a hash function as specified in B.11.

The signature and timestamp field values (see 6.3 and\8.5) of the revocation response DigSig shall

generated

| during the signing of the revocation response DigSig.

J.3 DigSig revocation lists

A DigSig
following

{seri:

The seria

Fevocation list shall contain the.serialised timestamped list of the revoked DigSigs with t
record format:

1] number, revocation timestamp, Hash(SigData)}

lisation shall start with the number one.

J.4 DigSig revocation list download

A DigSig 1

“<rev
recof

evocatign list shall be requested using the following URI:

ocationuri>?daid=<DAID>&cid=<CID>[&locallistend=<The sequence number of the Iz
d“n the list at the requester for this {<DA>, <CID>.}>[&downloadlimit=<Maximum amount

m

st
of

record 1in download.>]"

The server has a veto on the download limit. If downloadlimit is not specified, the server decides.

If locallistend is not provided then the list will be downloaded from its start.

The revocation list shall be returned in a special DigSig with the following datafields:

"datafields":

[{"fieldid" :"specificationversion"},
{"fieldid" :"dauri"},
{"fieldid":"daid"},
{"fieldid":"cid"},

{"fieldid" :"signature"},
{"fieldid":"timestamp"},
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{"fieldid":"lastlistpart", "type":"boolean"},
{"fieldid" :"revocationlistpart",
"type":"struct",

"nullable":true,

"cardinality":"variable",

"fields":
[{"fieldid" :"sequence", "type" :"unsignedint"},
{"fieldid":"revocationtimestamp", "type":"date"},

{"fileldid" :"digsighash", "type", "bstring"}
]

EXAMPLE A DDDdata revocation list result for the DDD {“https://www.dept-edu.com”, 110} is as'follows:

["ISO/IEC 20248:2017","https://www.dept-edu.com","QC DGSG",110,
"IOVbnNHSe7FM......... WgtMONAtuwo3bgY=", 783936000, true,
[[1,784783233,"1kjlkajf7fsakhw982h3hd298"],
[2,784783456,"kajslfofeqgq870pjrpf80jcicl"],
[3,784784323,"1239Jrpo932f71we98325£fa%99%p" ],
[4,784784539,"fkaj2398r2gpf09j432j£f90fc"]

]

]

The values are illustrative. The DDDdata are formatted for readability purposes.

.5 Online DigSig revocation check
An online DigSig revocation check shall be performed,using the following URI:
““revocationuri>?daid=<DAID>&cid=<CID>&sigdatahash=<Hash (SigDhata]>"

The result of “valid”, “revoked” or “error”.shall be returned in a special DigSig with the [following
dqgtafields:

"datafields":

[{"fieldid":"specificationvergioh"},
{"fieldid" :"dauri"},

{"fieldid":"daid"},

{"fieldid":"cid"},

{"fieldid" :"signature'™y,
{"fieldid":"timestamp”},

{"fieldid" :"revocationresult",
"type":"enum'\,
"enumvalues™)["valid", "revoked", "error"]}

EXAMPLE A DDDdata revocation result for a DigSig of the DDD {“https://www.dept-edu.com”,[{110} is as
follows:

["ISO/IEC 20248:2017","https://www.dept-edu.com","QC DGSG", 110,
"IOVbnNHSe7FM......... WgtMQONAtuwo3bgY=",783936000, "valid"]

The values are illustrative. The DDDdata are formatted for readability purposes.
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Annex K
(normative)

2D bar code symbologies — Encoding and decoding the DigSig

K.1 Symbologies capable of supporting DigSigs

The DigS]:may be encoded in any of the following 2D bar code symbologies:
— Azte¢ Code, as defined in ISO/IEC 24778;

— DataMatrix, as defined in ISO/IEC 16022;

— Micr¢PDF417, as defined in ISO/IEC 24728;

— PDF4[17, as defined in ISO/IEC 15438;

— QR Copde, as defined in ISO/IEC 18004.

K.2 Refuirements and constraints

K.2.1 Symbology encoder requirements and constraints

The symbology encoder shall support the ISO/IEC 15434 message structure, in particular Format
“06” for ASC MH 10 Data Identifier for the RAW enyélope. The ISO/IEC 15434 rules that apply to this
document are fully defined in K.3.1 and K.3.2.

The URI ¢nvelope encoding scheme (see K.4) is‘the exception to the ISO/IEC 15434 message structure.

Where a|symbology supports a choice of-error correction, the encoding system shall be capable |of
supporting the rules defined in K.5.

This docyment imposes no constraints on the following features, leaving this to the domain authority
to define pased on the requirements of the application:

— the choice of the symbology from those defined in K.1;
— the size and format-of the symbol from those specified for the symbology of choice;
— the upe of structured append might cause problems, so it should be adopted with care;

— the x{dimehnsion, as long as it meets basic application requirements;

— theuseofra nhigher error correction level defined 1n K.o.

NOTE In normal circumstances, structured append can be used to perfectly reconstruct data encoded over
more than one 2D symbol. The use of an ISO/IEC 15434 message and the fact that some DataSnips might be
associated with a particular read instruction specified by the pragma calls for structured append to be used with
some care.

K.2.2 Symbology decoder and reader requirements and constraints

A standard symbology decoder can be used to support the reading of an ISO/IEC 15434 message, but
the post-decode data processing shall be capable of decoding such a message and parsing it to extract
the data value associated with the ASC MH 10.8 Data Identifier 6R.
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The URI envelope encoding scheme (see K.4) is the exception to the ISO/IEC 15434 message rule. A
compliant URI symbology decoder does not need to support this message structure and its post decode
processing, but may do so if other types of DigSig are defined for the application domain.

If the selected error correction fails and the message cannot be properly reconstructed, then an
appropriate error message shall be transmitted to the application.

K.3 Common RAW envelope encoding and decoding rules

K31 RAWenvelopeencoding

The RAW envelope is defined in 8.3.3.2. This envelope structure is used to support [}igSigs in
applications that already make use of 2D symbols in existing applications. When enceded fn the 2D
syjmbol, the RAW envelope is the data value of Data Identifier 6R. This is construeted, togefher with
other Data Identifiers and associated data, in an ISO/IEC 15434 message.

Additional data elements may be specified as part of the DigSig and be encoded in other Data Identifiers.
The encoding process is undertaken in these steps.

a)| The DigSig EncoderGenerator transmits the RAW envelope and Data Identifier in the form of the 6R
with its value to the ISO/IEC 15434 encoding process.

b)| If relevant, the DigSig EncoderGenerator transmits related Data Identifier(s) and the dssociated
data to the ISO/IEC 15434 encoding process.

c)| If relevant, the application transmits other Data Identifier(s) and the associated data to the
[SO/IEC 15434 encoding process.

d)| Application-defined rules are used to define the sequence of Data Identifiers
e)| The ISO/IEC 15434 Format “06” message is constructed.
f)[ The ISO/IEC 15434 message is encoded to the specific symbology rules.

g)| The symbology encoding process shall employ error correction as appropriate for the¢ selected
symbology (see K.5).

h)| (Implied) all the other-2D symbol parameters (e.g. choice of symbol size and error correftion) are
processed before-the'symbol is printed.

K}3.2 RAW envelope decoding

The specific. symbology decoder removes any error correction and other overhead features o its own
ddcoding rules.

The resultant byte string is transferred as a complete ISO/IEC 15434 Format “06” message tola parsing
priocess. If this contains Data Identifier 6R, the DigSig DDD shall be used to identify other Data [dentifiers
and the associated data that are part of the DigSig.

K.4 URI envelope encoding and decoding rules

K.4.1 URI envelope encoding

The URI envelope is defined in 8.3.3.3. The objective is to make use of the large scale deployment of
hand-held devices with generic 2D symbology decoders, e.g. in smartphones. When encoded in the 2D
symbol, the URI envelope comprises, in this sequence:

a) The verificationuri to enable this to be processed by any commonly available browser system.
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b)
‘)

d)

The character “?”.

The CIDSnip, where the DigSig EncoderGenerator will have selectively used the Base64url encoding
scheme to render all characters as eye readable.

Optionally the character

«_n
~

and the cidsniptextvalue.

The encoding follows the rules of the selected 2D symbology, using the appropriate mode and shift
characters to achieve an efficient encoding. This produces a fairly basic DigSig which can be deployed
on a large number of applications using low-cost reading devices.

The encodling process shall employ error correction as appropriate for the selected symbology (seed.p).

K.5 Syl

K.5.1 C

Construc
logical lay

Thel
in th
after
stang

Once
A giv
how
way
6:31

a key
proce
recof

The impl
encoding
from the

Different
message.
in this fir

K.5.2 1S

K.5.2.1

mbology specific rules

pmmon rules for all symbologies

rers of the process for the symbologies described in this annex.

50/1IEC 15434 message is considered a separate layer in the systemsstack from the rules defin

ard mentioned below.

constructed, the ISO/IEC 15434 message string is netnecessary “compacted” as a single by
en string of data bytes may be represented by different codeword sequences, depending
he encoder switches between compaction modé$ and sub-modes. There is no single specifi

ring the ISO/IEC 15434 message, and symbology specific compaction, form two independgnt

ed

e specific symbology standard. Similarly, the ISO/IEC 15434 message shall be reconstructed
the symbology decoding procedure. These symbology rulés are defined in the approprigte

fe.
bn
ed

fo encode data in a 2D symbol. For example) the byte string 30:31:32:34:39:37:32:31:34:3
might well be considered suitable for encoding using the numeric compaction mode of the
specific symbology. This mode switching is invoked by mechanisms similar to shift and lock

'board and generally results in fewer\data codewords being required. During the deco
ss, the mechanisms that declare the'mode switch are identified and the original byte string
structed.

SO/IEC 15434 message'structure.

symbologies havé‘procedures to concatenate the data from different symbols into o
The requirementis to maintain the structure of the entire ISO/IEC 15434 message; therefo
6t edition of this’"document, the various forms of structured append should not be used.

}0/IEC-15438 PDF417

Common rules for PDF417

hn
de
S

i

cation of these two points.is\that the symbology data compaction schemes can reduce the
In turn, it means that the DigSig cannot be decoded directly from the symbology decoder, Qut

e,

Compact PDF417 shall not be used for DigSigs.

Macro PDF417 should not be used for the reasons defined in K.5.1.

PDF417 support 9 different levels of error correction. Minimum error correction levels are defined
in ISO/IEC 15438 for different numbers of data codewords. A higher level of error correction may be
specified by the application.

K.5.2.2 PDF417 and RAW envelopes

All encoding of the ISO/IEC 15434 message is based on the PDF417 mode switching rules.
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