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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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1. Introduction

1.1. Rationale and Use Case

Eclipse Sparkplug provides an open and freely available specification for how Edge of Network
Gateways (Sparkplug Edge Nodes) or native MQTT enabled end devices and Sparkplug Host
Applications communicate bi-directionally within an MQTT Infrastructure. This document
details the structure and implementation requirements for Sparkplug compliant MQTT Client

3 1 ot oo a-lath-Iod Nad a1l £ Anaali £icaa
lmp em LI1ILAlIUIIO Ull UULIL LAUSC INUUCTO dIIU 11UOSL nlJlJll\.aLlUllD-

[t is recognized that MQTT is used across a wide spectrum of application solution use-casSes;
and an almost indefinable variation of network topologies. To that end the Sparkplug
Specification strives to accomplish the three following goals.

1.1.1. Dgfine an MQTT Topic Namespace

As noted many times in this document one of the many attractive features\of MQTT is that it
does not|specify any required MQTT Topic Namespace within its implementation. This fact hgs
meant that MQTT has taken a dominant position across a wide spectrum of IoT solutions. The
intent offthe Sparkplug Specification is to identify and documenta Topic Namespace that is
well thoyght out and optimized for the SCADA/IIoT solution séctor. In addition, Sparkplug
defines g Topic Namespace in such a way that it provides semantics which allow for automati
discovery and bi-directional communication between MQTT clients in a system.

T3

1.1.2. Define MQTT State Management

One of the unique aspects of MQTT is that it was\eriginally designed for real time SCADA
systems fo help reduce data latency over bandwidth limited and outage prone network
ctures. These can include cellular;satellite, and other radio based networks. In many|
gntations the full benefit of this*“Continuous Session Awareness” is not well
understdod, or not even implemented. The intent of the Sparkplug Specification is to take full
advantage of MQTT’s native Contifiutous Session Awareness capability as it applies to real tim
SCADA/IIoT solutions.

14°]

It is impgrtant to note thatreducing bandwidth usage and being resilient to network drops is
advantageous on more feliable and high bandwidth networks as well. By reducing the
bandwidth usage, Sparkplug is able to move more data through the network because of its
efficiency. This inturh can reduce network costs.

1.1.3. Dpfingtthe MQTT Payload

d 0N doe NO1 (] dle a0 D d a8 Namespace d 0 d0¢C
not dictate any particular payload data encoding. The intent of the Sparkplug Specification is to
define payload encoding mechanisms that remain true to the original, lightweight, bandwidth
efficient, low latency features of MQTT while adding modern encoding schemes targeting the
SCADA/IIoT solution space.

Sparkplug has defined an approach where the Topic Namespace can aid in the determination of
the encoding scheme of any particular payload. Historically there have been two Sparkplug
defined encoding schemes. The first one was the 'Sparkplug A" and the second is 'Sparkplug B'.
Each of these uses a 'first topic token identifier' so Sparkplug Edge Nodes can declare the
payload encoding scheme they are using. These first topic tokens are:
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SpAvl.0
SpBv1l.0

Each token is divided up into three distinct components. These are:
e  Sparkplug Identifier
- Always 'sp’

o Pavload Encoding Scheme

- Currently 'A’ or 'B' but there could be future versions
e Payload Encoding Scheme Version
- Currently v1.0 but denoted in the event that future versions‘are released

The original 'Sparkplug A' encoding scheme was based on the Eclipse’/Kura™ open sourjce
Ggogle Protocol Buffer definition. 'Sparkplug B' was released shortly after the release gf
Sparkplug A and addressed a number of issues that were presentiin the A version of the
pdyload encoding scheme. Due to lack of adoption and the factthat 'Sparkplug B' was made

available shortly after the release of 'A’, the Sparkplug A definition has been omitted from this
dgcument and is no longer supported.

e 'Sparkplug B' encoding scheme was created with a richer data model developed with the
fepdback of many system integrators and end user customers using MQTT. These additions
included metric timestamp support, complex:datatype support, metadata, and other

MRQTT was originally designed as a'message transport for real-time SCADA systems. THe MQTT

resentation of the data-being published and/or subscribed to. In addition to this, sifjce the
orfiginal use-case for MQTT"was targeting real-time SCADA, there are mechanisms defiped to
prjovide the state of ah MQTT session such that SCADA/Control Human-Machine Interface
(HMI) application.can monitor the current state of any MQTT enabled device in the
infrastructure. Aswith the Topic Namespace and Payload the way state information is
plemented‘and managed within the MQTT infrastructure is not defined. All of this was
infentional within the original MQTT Specification to provide maximum flexibility across any
sdlution’sector that might choose to use MQTT infrastructures.

Buyt-at some point, for MQTT based solutions to be interoperable within a given market sector,
the Topic Namespace, Payload representation, and session state must be defined. The intent
and purpose of the Sparkplug Specification is to define an MQTT Topic Namespace, payload,
and session state management that can be applied generically to the overall IloT market sector,
but specifically meets the requirements of real-time SCADA/Control HMI solutions. Meeting the
operational requirements for these systems will enable MQTT based infrastructures to provide
more valuable real-time information to Line of Business and MES solution requirements as
well.

The purpose of the Sparkplug Specification is to remain true to the original notion of keeping
the Topic Namespace and message sizes to a minimum while still making the overall message
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transactions and session state management between MQTT enabled devices and MQTT
SCADA/IIoT applications simple, efficient, easy to understand, and implement.

1.2. Intellectual Property Rights

1.2.1. Disclaimers

THIS DOCUMENT IS PROVIDED "AS IS," AND THE COPYRIGHT HOLDERS AND THE ECLIPSE
FOUNDATION MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY, FITNESS FOR A |
PARTICULAR PURPOSE, NON-INFRINGEMENT, OR TITLE; THAT THE CONTENTS OF THE
DOCUMENT ARE SUITABLE FOR ANY PURPOSE; NOR THAT THE IMPLEMENTATION OF.SUCH
CONTENTS WILL NOT INFRINGE ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS
OR OTHER RIGHTS.

THE CORYRIGHT HOLDERS AND THE ECLIPSE FOUNDATION WILL NOT BE LIABLE FOR ANY|
DIRECT, INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES ARISING OUFOF ANY USE OF
THE DOCUMENT OR THE PERFORMANCE OR IMPLEMENTATION OF THE CONTENTS
THEREOF.

14

The namle and trademarks of the copyright holders or the Eclipse.Foundation may NOT be uséed
in advertising or publicity pertaining to this document or its €ontents without specific, written
prior permission. Title to copyright in this document will at:all times remain with copyright
holders.

1.3. Jrganization of the Sparkplug Specification

This spegification is split into the following chapters and appendices:
. hapter 1 - Introduction

napter 2 - Principles

hapter 3 - Sparkplug ArQldtecture and Infrastructure Components

napter 4 - Topics and’Messages

napter 5 - Op€rational Behavior

hapter G=\Wayloads

haptey / - Security

C
C
C
C
C
C
C
C

Tapter 8- HIgIT Avaitabitity

e  Chapter 9 - Acknowledgements

e  Chapter 10 - Conformance

e Appendix A - Open Source Software

e Appendix B - List of Normative Statements
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1.4. Terminology
1.4.1. Infrastructure Components

This section details the infrastructure components implemented.

Security

Digital Output

Digital Input

(Sparkplug)

o ot

(Sparkpludy)

Primary Application
Analytics Y SpP

(Sparkplug)

(Sparkplug)

!

MQTT Server

Historian
(Sparkplug)

Edge Node
(Sparkplug)

Primary Application
Standby
(Sparkplug)

MES
(Sparkplug)

Device
Sensor
Device

Edge Node
(Sparkplug)

IT oT

Figure 1 - MQTT SCADA Infrastructure

TT Selwef(s)

Prlogram or device that acts as an intermediary between Clients which publish Application
infrastructure requires that one or more MQTT Servers are present in the infrastructure. An
MQTT Server must be compatible with the requirements outlined in the Conformance Section.
In addition, it must be sized to properly manage all MQTT message traffic.

One can implement the use (if required) of multiple MQTT servers for redundancy, high
availability, and scalability within any given infrastructure.

Sparkplug Group

Logical or physical group of Edge Nodes that makes sense in the context of a distributed
Sparkplug application. Groups can represent physical groups of Edge Nodes. For example, a
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Sparkplug Group could represent a set of Edge Nodes at a particular location, facility, or along a
specific oil pipeline. Alternatively, a Sparkplug Group could represent group of similar types of
Edge Nodes. For example, it could represent a particular set of like make and models of
embedded gateways. The groups are meant to be defined by the system architects as
appropriate for their particular application.

Sparkplug Edge Node

Any v3.1.1 or v5.0 compliant MQTT Client application that manages an MQTT Session and

provides the physical and/or logical gateway functions required to participate in the Topic
Namespace and Payload definitions described in this document. The Edge Node is responsibl¢
for any lgcal protocol interface to existing devices (PLCs, RTUs, Flow Computers, Sensors, etc.))
and/or any local discrete I/0, and/or any logical internal process variables (PVs).

Sparkplug Device

Physicallor logical device that makes sense in the context of a distributed Sparkplug
application. Often times a Sparkplug Device will be a physical PLC, RTU, Flow Computer,
Sensor, gtc. However, a Sparkplug device could also represent a logical grouping of data point
as makeg sense for the specific Sparkplug Application being developed. For example, it could
represent a set of data points across multiple PLCs that make upya logical device that makes
sense wifhin the context of that application.

2]

MQTT/Sdarkplug Enabled Device

Any devife, sensor, or hardware that directly connegts to MQTT infrastructure using a
compliant MQTT v3.1.1 or v5.0 connection with the payload and topic notation as outlined in
this Sparfkplug Specification. With MQTT /Sparkplug enabled directly in the device this could
bypass the use of a Sparkplug Edge Node incthe infrastructure. In this case, the physical devic¢
or sensor is the Edge Node. It is up to the:developer of the application to decide if the concept
of a 'Sparkplug Device' is to be used within their application.

Host Appfications

Applicatfon that consumes data from Sparkplug Edge Nodes. Depending on the nature of the
Host Application it may consume Edge Node data and display it in a dashboard, it may historize
the data jn a databasef0orit may analyze the data in some way. SCADA/IloT Hosts, MES,
Historiams, and Analytics applications are all examples of potential Sparkplug Host

Applicatlons. A Host Application may perform many different functions in handling the data. In
addition| Host. Applications may also send Sparkplug NCMD or DCMD messages to Edge Nodes.

A Sparkplug Edge Node may specify one Host Application as its 'Primary Host Application'. This
is handled by the Edge Node waiting to publish its NBIRTH and DBIRTH messages until the
Host Application that the Edge Node has designated as its Primary Host application has come
online. Sparkplug does not support the notion of multiple Primary Host Applications. This does
not preclude any number of additional Host Applications participating in the infrastructure
that are in either a pure monitoring mode, or in the role of a hot standby should the Edge
Node’s Primary Host Application go offline or become unavailable within the infrastructure.

[tck-id-intro-sparkplug-host-state] Sparkplug Host Applications MUST publish STATE
messages denoting their online and offline status.
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Primary Host Application

Most important consumer of Sparkplug Edge Node data. The Primary Host Application
online to keep operations running.

A Primary Host Application may be defined by an Edge Node. The Edge Node’s behavio

must be

r may

change based on the status of its configured Primary Host. It is not required that an Edge Node
must have a Primary Host configured but it may be useful in certain applications. This allows
Edge Nodes to make decisions based on whether or not the Primary Host Application is online

o1f not. For example, an Edge Node may store data at the edge until a Primary Host App
cdmes back online. When the Primary Host Application publishes a new STATE meSss$ag
dgnoting it is online, the Edge Node can resume publishing data and also flush any hist
ddta that it may have stored while offline.

In[a traditional SCADA system the SCADA Host would be the Primary Host Application.
thlis same concept in mind, there can only be one Primary Host Application configured
Edge Node as a result.

Sdarkplug Identifiers

Sparkplug defines identifiers or IDs for different physicalier logical components within
infrastructure. There are three primary IDs and one that'is a composite ID. These are d
thie following.

e  GroupID

- [tck-id-intro-group-id-string]| The Group ID MUST be a UTF-8 string

- [tck-id-intro-group-id-chars] Because the Group ID is used in MQTT]
strings the Group ID MUST only contain characters allowed for MQT]
topics per the MQTT Specification.

Edge Nodes that makes sense within the context of the Sparkplug
application and use-case.

e Edge Node ID

<)' [tck-id-intro-edge-node-id-string] The Edge Node ID MUST be a UTH
string and used as part of the Sparkplug topics as defined in the Toyj
Section.

used as part of the Sparkplug topics as defined in the Topics Section.

lication
e
brical

With
nan

the
efined as

and

topic
T

¢ Non-normative comment: The Group ID represents a general groyping of

l—-!“

CS

- [tck-id-intro-edge-node-id-chars] Because the Edge Node ID is used
MQTT topic strings the Edge Node ID MUST only contain characters
for MQTT topics per the MQTT Specification.

¢  Non-normative comment: The Edge Node ID represents a unique

in
allowed

identifier for an Edge Node within the context of the Group ID under

which it exists.

. Device ID

- [tck-id-intro-device-id-string] The Device ID MUST be a UTF-8 string and
used as part of the Sparkplug topics as defined in the Topics Section.
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- [tck-id-intro-device-id-chars] Because the Device ID is used in MQTT topic
strings the Device ID MUST only contain characters allowed for MQTT
topics per the MQTT Specification.

e Non-normative comment: The Device ID represents a unique identifier for
a Device within the context of the Edge Node ID under which it exists.

e Edge Node Descriptor (composite ID)

= The Edge Node Descriptor 15 the combination of the Group 1D and Edge Node 1D).

- [tck-id-intro-edge-node-id-uniqueness] The Edge Node Descriptor MUST be
unique within the context of all of other Edge Nodes within the Sparkplug
infrastructure.

¢ In other words, no two Edge Nodes within a Sparkplug enyironment can|
have the same Group ID and same Edge Node ID.

¢ Non-normative comment: The Device ID represefits a unique identifier fpr
a Device within the context of the Edge Node [D.under which it exists.

Sparkplug Metric

Identifief a single 'tag change event' in the Sparkplug Payload. It represents an event that
occurred at the Edge Node or Device such as a value or guality of a data point changing. For
example] it could represent the value of an analog or beolean changing at a Sparkplug Device.|A
Sparkplyg Metric typically includes a name, value,-and timestamp. Sparkplug Metrics are also
used in NCMD and DCMD messages to send messages to Edge Nodes and Devices to change
values aff the Edge.

Data Typps

There arg different uses of the term''datatype’ in the specification. Sparkplug encodes the
payloadd using Google Protocol.Buffers. Google Protocol Buffers has its own scalar value type
here: https://developers.gopgleicom /protocol-buffers/docs/proto#scalar

12}

The Google Protocol Buffer-datatypes define what actually travels over the TCP/IP socket in the
MQTT payload. For easé of programming, Google Protobuf includes a compiler tool that
generates code in miltiple different languages. These Protobuf datatypes are then represented
by their proper niative programming language datatypes. This is done on a per language basis
after the|Google Protobuf file is used to generate the code for each specific language.

In additipn-to Protobuf datatypes and native programming language datatypes there are also
'Sparkplug datatypes'. These are defined in the Sparkplug Protobuf Schema. These datatypes
are those that are used for Sparkplug Metrics. Every Metric must include a Sparkplug Datatype
in the NBIRTH or DBIRTH message depending on whether the Metric is a 'Node level' or
'Device level' metric. Each of the Sparkplug Datatypes is then represented by a Google Protobuf
datatype.

1.5. Normative References

e [BCP14] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP
14, RFC 2119, March 1997. Leiba, B., "Ambiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, May 2017.
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o [MQTTV50] MQTT Version 5.0. Edited by Andrew Banks, Ed Briggs, Ken Borgendale,
and Rahul Gupta. 07 March 2019. OASIS Standard. https://docs.oasis-
open.org/mqtt/mqtt/v5.0/0s/mqtt-v5.0-0s.html. Latest version: https://docs.oasis-
open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html.

e [MQTTV311] MQTT Version 3.1.1 Plus Errata 01. Edited by Andrew Banks and Rahul
Gupta. 10 December 2015. OASIS Standard Incorporating Approved Errata 01.
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/errata01/os/mqtt-v3.1.1-errata01-os-
complete html latest version: http://docs oasis-open.org/mqtt/mqtt/v3 1.1 /mqtt-

v3.1.1.html.

e [ISO/IEC 20922:2016] Information technology — Message Queuing Telemetry
Transport (MQTT) v3.1.1

1)6. Consolidated List of Normative Statements

Alist of all normative statements made in the Sparkplug specification‘document can bg found
in]Appendix B.

1[7. Security

Sdcurity is not directly addressed in the Sparkplug Specification with normative statements.
However, security should be addressed appropriately:in every Sparkplug system. MQT|T
cllents, servers, authentication, authorization, network access, physical access, and all ¢ther
agpects of security should be addressed based-on how the system will be deployed and|used.
Be¢cause Sparkplug utilizes MQTT and TCP/IP; the security features and best practices pf those
prjotocols also applies to Sparkplug. The security practices related to TCP/IP and MQTT have
cHanged throughout the years and likely will continue to do so. As a result, the Sparkplpg
Specification will defer to the underlying protocols and industry standards for best practices.
However, some non-normative statements are included with regard to security in the
Sparkplug Specification.

1.f.1. Authentication

ere are several levels of security and access control configured within an MQTT
infrastructure. From a pure MQTT client perspective, the client must provide a unique MQTT
Cljent ID, and.an.optional MQTT username and password.

1.7.2. Authprization

Altheugh access control is not mandated in the MQTT Specification for use in MQTT Se

implementations. The ACL of an MQTT Server implementation is used to specify which Topic
Namespace any MQTT Client can subscribe to and publish on. For example, it may make sense
to have an Edge Node’s MQTT client only able to publish on topics associated with it's Group
and Edge Node ID. This would make it difficult for an MQTT client to spoof another Edge Node
whether it be malicious or a configuration setup error.

1.7.3. Encryption

The MQTT Specification does not specify any TCP/IP security scheme as it was envisaged
during development of the MQTT Specification that TCP/IP security would (and did) change

9 © ISO/IEC 2023 - All rights reserved


https://docs.oasis-open.org/mqtt/mqtt/v5.0/os/mqtt-v5.0-os.html
https://docs.oasis-open.org/mqtt/mqtt/v5.0/os/mqtt-v5.0-os.html
https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/errata01/os/mqtt-v3.1.1-errata01-os-complete.html
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/errata01/os/mqtt-v3.1.1-errata01-os-complete.html
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html
https://standardsiso.com/api/?name=63de7baa93da6e272e988909478b51f5

ISO/IEC 20237:2023(E)

over time. Although this document will not specify any TCP/IP security schema it will provide
examples on how to secure an MQTT infrastructure using TLS security.

1.8. Normative Keywords

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in BCP 14 [BCP14].

All normpTtive statements 1n this document are lughllgllfea n bold text as shown here.

1.9. Leveraging Standards and Open Source

In additipn to leveraging MQTT v3.1.1 [MQTTV311] and MQTT v5.0 [MQTTV50] standards, the
Sparkplyg Specification leverages as much open source development tooling and'data encodipg
as possible. Many different open source organizations, projects, and ideas were used in the
development of the Sparkplug Specification. More information on these can’be found in
Appendik A

2. Principles

2.1. Pub/Sub

This sectlion discusses the simple topology shown in “Figure 2 — Simple MQTT Infrastructure”
identifyihg how each of the components of the infrastructure interacts.

At the simplest level, there are only two compenents required as shown below. An MQTT client
and an MQTT server are the primary two components. With proper credentials, any MQTT
client can connect to the MQTT server without any notion of other MQTT client applications
that are ¢onnected. The client can issue-subscriptions to any MQTT messages that it might be
interestdd in as well as start publishing any message containing data that it has. This is one of]
the pringipal notions of I1oT, that.is the decoupling of devices from any direct connection to any
one conjumer application.

MQTT Client

‘ MQTT—SEZVEE%‘Sp‘aTlTpiﬁg—Ed'g—e—ND‘de

Figure 2 - Simple MQTT Infrastructure

2.2. Report by Exception

The Sparkplug Specification uses the concept of Report by Exception (RBE). Because Sparkplug
utilizes the built in functions of MQTT to maintain session awareness, messages only need to be
sent by an Edge Node when values at the edge change. In the initial BIRTH messages, all of the
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current metric values are published in the payload. Because the MQTT session is stateful
[MQTTV5-4.1], after the initial BIRTH messages are sent, new metric values only need to be
published when the values change.

Sparkplug does not require that RBE be used in all cases. This is to account for special
circumstances that may require periodic reporting. However, as a general rule periodic
publishing should not be used.

[tck-id-principles-rbe-recommended] Because of the stateful nature of Sparkplug
sdssions, data SHOULD NOT be published from Edge Nodes on a periodic basis and
instead SHOULD be published using a RBE based approach.

2.3. Continuous Session Awareness

In[any network architecture, network connection "State" is important. InSEADA/IloT,
cdnnection State is extremely important. State is the session awareness of the MQTT Edge
Node and the MQTT Server. Note the uses of the term 'session' here'should not be conflised
w]th MQTT'’s 'clean session' concept/flags. That is covered later in-this specification. The very
re@son that most SCADA Host systems in this market sector are'still using legacy poll/response
prjotocols to maintain a notion of the State of the connection‘between the SCADA appliqation
arld the connected devices. “I poll, I get a response, I know the State of all the 1/0 points, but now
I must poll again because that State may have changed.”

Mpny implementations of solutions using MQTT treat it as a simple, stateless, pub/sub|state
mpchine. This is quite viable for IoT and some:l{0T applications, however it is not taking
advantage of the full capability of MQTT baséd infrastructures.

One of the primary applications for MQTT as it was originally designed was to provide reliable
SGADA communications over VSAT networks. Due to propagation delay and cost, it was not
fepsible to use a poll/response protecol. Instead of a poll/response protocol where all the data
was sent in response to every po, MQTT was used to publish information from remotg sites
onlly when the data changed. This technique is sometimes called Report by Exception or RBE.
Buit for RBE to work properly in real-time SCADA, the “state” of the end device needs tq be
alvays known. In other, words, SCADA/IIoT host could only rely on RBE data arriving reliably if
it could be assured of;the state of the MQTT session.

The Eclipse Sparkplug specification defines the use of the MQTT “Will Message” feature
[MQTTV5-3:1.2.5] to provide MQTT session state information to any other interested MIQTT
cllent in the/infrastructure. The session state awareness is implemented around a set of defined
BIRTHwand DEATH topic namespace and payload definitions in conjunction with the MQTT
cdnnection “Keep Alive” timer.

2.4. Birth and Death Certificates

Birth and Death Certificates are used by both Edge Nodes and Host Applications. Death
Certificates for both are always registered in the MQTT CONNECT packet as the MQTT Will
Message. By using the MQTT Will message, the Death Certificates will be delivered to
subscribers even if the MQTT client connection is lost ungracefully. For Edge Nodes, the Death
Certificate uses the NDEATH Sparkplug verb in the topic. For Host Applications, the
spBv1.0/STATE /sparkplug_host_id topic is used. More information on Death certificates can be
found in Edge Node Death Certificates and Host Application Death Certificates
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e [tck-id-principles-birth-certificates-order] Birth Certificates MUST be the first
MQTT messages published by any Edge Node or any Host Application.

Birth Certificates denote to any subscribing MQTT clients that the Edge Node or Host
Application is now online. For Edge Nodes, the Birth Certificate uses the NBIRTH Sparkplug
verb in the topic. For Host Applications, the spBv1.0/STATE/sparkplug host_id topic is used.
More details and requirements on Birth certificates can be found in Edge Node Birth
Certificates and Host Application Birth Certificates

2.5. Persistent vs Non-Persistent Connections for Edge Nodes

Persistent connections are intended to remain connected to the MQTT infrastructure at all
times. They never send an MQTT DISCONNECT control packet [MQTTV5-3.14] during normal
operatiop. This fact lets the Host Applications provide the real-time state of everypersistent
node in the infrastructure within the configured MQTT Keep Alive period using the
BIRTH/IDEATH mechanisms defined above.

But in some use cases, such as sending GPS coordinates for asset tracking-or other I0T
applicatipns with periodic data from sensors, MQTT enabled devices.do not need to remain
connectqd to the MQTT infrastructure. In these use cases, all the Device needs to do is to issue
an MQTT DISCONNECT control packet prior to going offline todeave the MQTT infrastructure
“gracefully”. In this case an MQTT device or associated DEATH certificate will not be sent to
Sparkplyg Host Applications. System designers just need«tobe aware that the metric in the
Host Application will represent “Last Known Good” valies with a timestamp of this data wher
the currgnt state of the of the MQTT Device is not a real-time indication. The Host Application
metric timestamp values can be used to determine when the values from this Edge Node werg
last updated.

Non-persistent MQTT Enabled Devices sheuld still register a proper DEATH Certificate upon
the establishment of an MQTT session¢Inr-this manner, the Host Application can still have a

good representation of last known good process variable versus the fact that the MQTT sessig
was ternpinated prior to the Edge-Node being able to complete its transaction.

Regardlgss of a persistent ornon-persistent connection, the following rules must be followed

e [tck-id-principles-persistence-clean-session-311] If the MQTT client is using

QTT v3.1.1,the Edge Node’s MQTT CONNECT packet MUST set the 'Clean Session'

flag to true;

e [tck-id-principles-persistence-clean-session-50] If the MQTT client is using MQT

n

v5.0,the Edge Node’s MQTT CONNECT packet MUST set the 'Clean Start' flag to
t v = = v

3. Sparkplug Architecture and Infrastructure Components

This section details the infrastructure components implemented.
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Figure 3 - MQTT SCADA Infrastructure

3/1. MQTT Serveps)

MQTT enabled infrastructure requires that one or more MQTT Servers are present in the
infrastructure- The only requirement that the Eclipse Sparkplug specification places on the
sellection of an'MQTT Server component in the architecture is it is required to be compliant
with a subset of the MQTT specification. Specifically it must meet the requirements defjned in
the MIQJT Server Conformance Section. The MQTT Server should also be sized to propgrly
mpnage all MQTT message traffic.

One can implement the use (if required) of multiple MQTT servers for redundancy, high
availability, and scalability within any given infrastructure.

3.2. MAQTT Edge Node

In the context of this specification, an MQTT Edge Node is any MQTT v3.1.1 [MQTTV3.1.1] or
v5.0 [MQTTVS5] compliant MQTT Client application that manages an MQTT session and
provides the physical and/or logical gateway functions required to participate in the topic
namespace and payload definitions described in this document. The Edge Node is responsible
for any local protocol interface to existing legacy devices (PLCs, RTUs, Flow Computers,
Sensors, etc.) and/or any local discrete I/0, and/or any logical internal process variables(PVs).
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3.3. Device/Sensor

The Device/Sensor represents any physical or logical device connected to the MQTT Edge Node
providing any data, process variables or metrics.

3.4. MQTT Enabled Device (Sparkplug)

This represents any device, sensor, or hardware that directly connects to MQTT infrastructure
using a compliant MQTT v3.1.1 or v5.0 connection with the payload and topic notation as

outlined|in this Sparkplug Specification. Note that it will be represented as an Edge Node inthe
Sparkplyg topic.

3.5. Primary Host Application

A Primarny Host Application is an MQTT client application that subscribes to MQTT Sparkplug
Edge Noge originated messages. It is deemed 'primary' by the Edge Node. An‘Edge Node may
be configured to modify its behavior based on one specific Sparklug Host Application being

online oy offline. This specific Host Application is referred to as the Edge-Node’s 'Primary Hos

Applicatjon'.

or

The Primary Host Application is often also referred to as the SCADA Host or IloT Host. In
typical SCADA/IIoT infrastructure implementations, there will be only one Primary Host
Applicatlon responsible for the monitoring and control of a.given MQTT Edge Node. Sparkplu
does support the notion of multiple Primary Host Appligcations for any one Edge Node. This
does not|preclude any number of additional Sparkplug-Host Applications from participating i1
the infragtructure that are in either a pure monitorinig mode, or in the role of a hot standby
should the Primary Host Application go offline. In-addition, there could be multiple Host
Applications which are each the Primary Host-Application for some subset of Edge Nodes
connectdd to the MQTT infrastructure.

Uy

—

3.6. Sparkplug Host Applicatign

A Sparkplug Host Application is any Sparkplug MQTT client that consumes the real-time
Sparkplyg messages or any pther data being published with proper permission and security.

[tck-id-¢omponents-ph-state] A Sparkplug Host Application MUST utilize the STATE
messageés to denote whether it is online or offline at any given point in time.

4. Tppjecstand Messages

To get a wetking-Message-Oriented-Middleware-based-SCADA-systemusing MQT T -the first
thing that must be defined is a topic namespace to work within. The beauty of MQTT is the fact
that you can just come up with an arbitrary topic like “Portland/Temperature”, connect to an
MQTT Server, and start publishing the temperature value. For this data to be useful to other
MQTT Client applications that want to consume the temperature values, the Topic Namespace

needs to be understood by everyone participating in the data exchange.

Every MQTT message published typically consists of a topic and payload components. These
components are the overhead of an MQTT message as measured in bytes on the wire. The
Eclipse Sparkplug Specification is designed to keep these components meaningful and easy to
understand, but not to get so verbose as to negatively impact bandwidth/time sensitive data
exchange.

© ISO/IEC 2023 - All rights reserved 14


https://standardsiso.com/api/?name=63de7baa93da6e272e988909478b51f5

ISO/IEC 20237:2023(E)

4.1. Topic Namespace Elements

[tck-id-topic-structure] All MQTT clients using the Sparkplug specification MUST use the
following topic namespace structure:

namespace/group_id/message_type/edge_node_id/[device_id]

4.1.1. namespace Element

The namespace element of the fnpir namespace is the root element thatwill define both the

structure of the remaining namespace elements as well as the encoding used for the aspociated
pdyload data. The Sparkplug specification defines two (2) namespaces. One is forSparkplug
pdyload definition A (now deprecated), and the second is for the Sparkplug payload definition

[tck-id-topic-structure-namespace-a] For the Sparkplug B version-of'the payload
definition, the UTF-8 string constant for the namespace element MUST be:

sgBv1.0

Note that for the remainder of this document, the version of the Sparkplug Payload defjnition
dges not affect the topic namespace or session state management as they will remain the same.
There are separate definitions in this document for théencoding used for both the A and B
vgrsions of Sparkplug MQTT message payloads.

4.1.2. group_id Element

The Group ID element of the topic namespacte provides for a logical grouping of Sparkplug Edge
Nodes into the MQTT Server and back out'to the consuming Sparkplug Host Applications.

[tek-id-topic-structure-namespace-valid-group-id] The format of the Group ID MUST be
a yalid UTF-8 string with the éxception of the reserved characters of + (plus), / (forward
slash), and # (number sign).

Infmost use cases to minimize bandwidth, the Group ID should be descriptive but as small as
pgssible. Examples of Where the [group_id] might be used include Oil/Gas applications|where
Sparkplug Edge Nodes on a physical pipeline segment all have the same [group_id]. Plant floor
agplications may group Sparkplug Edge Nodes based on logical cell or manufacturing line
requirements.

4.1.3. message_type Element

The message type element of the topic namespace prov1des an indication as to how to handle

v S e tha < ary
dependlng on the version of the Sparkplug 1mplementatlon as 1nd1cated by the namespace
element.

The following message_type elements are defined for the Sparkplug topic namespace:
¢ NBIRTH - Birth certificate for Sparkplug Edge Nodes
e NDEATH - Death certificate for Sparkplug Edge Nodes
e DBIRTH - Birth certificate for Devices

. DDEATH - Death certificate for Devices
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e NDATA - Edge Node data message

e DDATA - Device data message

e NCMD - Edge Node command message
e  DCMD - Device command message

e  STATE - Sparkplug Host Application state message

The spedification for each of these message_type elements are detailed later in this document,
4.1.4. edlge_node_id Element

The edgd_node_id element of the Sparkplug topic namespace uniquely identifies thé Sparkplu
Edge Nogle within the infrastructure.

[0¢]

[tck-id-topic-structure-namespace-unique-edge-node-descriptor] Thégroup_id
combine¢d with the edge_node_id element MUST be unique from any other
group_id/edge_node_id assigned in the MQTT infrastructure.

[tck-id-fopic-structure-namespace-valid-edge-node-id] Theformat of the edge_node_id
MUST be¢ a valid UTF-8 string with the exception of the reserved characters of + (plus),
(forward slash), and # (number sign).

The topi¢ element edge_node_id travels with every message published and should be as short
as possible.

4.1.5. device_id Element

The devire_id element of the Sparkplug topic namespace identifies a device attached

(physically or logically) to the Sparkplug:Edge Node. Note that the device_id is an optional
element within the topic namespace as'some messages will be either originating or destined tio
the edge[node_id and the device_id-would not be required.

[tck-id-fopic-structure-namespace-valid-device-id] The format of the device_id MUST be
a valid UTF-8 string exceptfor the reserved characters of + (plus), / (forward slash), and
# (number sign).

[tck-id-fopic-structure-namespace-unique-device-id] The device_id MUST be unique
from other devices being reported on by the same Edge Node.

[tck-id-fopic-structure-namespace-duplicate-device-id-across-edge-node] The device_ild
MAY be duplicated from Edge Node to other Edge Nodes. The device_id element travels
with every message published and should be as short as possible.

[tck-id-topic-structure-namespace-device-id-associated-message-types] The device_id
MUST be included with message_type elements DBIRTH, DDEATH, DDATA, and DCMD
based topics.

[tck-id-topic-structure-namespace-device-id-non-associated-message-types] The
device_id MUST NOT be included with message_type elements NBIRTH, NDEATH, NDATA,
NCMD, and STATE based topics
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4.2. Message Types and Contents

Sparkplug defines the topic namespace for set of MQTT messages that are used to manage
connection state as well as bidirectional metric information exchange that would apply to
many typical real-time SCADA/IIoT, monitoring, and data collection system use cases. The
defined message types are:

e NBIRTH - Birth certificate for Sparkplug Edge Nodes

*  NDEATH - Death certificate for Sparkplug Edge Nodes
e DBIRTH - Birth certificate for Devices

e DDEATH - Death certificate for Devices

e NDATA - Node data message

e DDATA - Device data message

e NCMD - Node command message

e  DCMD - Device command message

e  STATE - Sparkplug Host Application state message
Uging these defined messages Host Applications €an:

e Discover all metadata and monitor state of all Edge Nodes and Devices connectgd to the
MQTT infrastructure.

e Discover all metrics which include all diagnostics, properties, metadata, and curjrent
state values.

e I[ssue write/command:messages to any Edge Node or Device metric.

This section defines the{payload contents and how each of the associated message typds can be
uded.

4.p.1. Edge Nogde

Tdpic (NBIRTX}

e [tek<id-topics-nbirth-topic] The Birth Certificate topic for a Sparkplug Edge Node
MUST be of the form 'namespace/group_id/NBIRTH/edge_node_id' where|the
namespace is replaced with the specific namespace for this version of Sparkplug
and the group_id and edge_node_id are replaced with the Group and Edge Node ID
for this specific Edge Node.

Payload (NBIRTH)

The Sparkplug Edge Node Birth Certificate payload contains everything required to build out a
data structure for all metrics for this Edge Node. At the time any Host Application receives an
NBIRTH, the 'online’ state of this Edge Node should be set to 'true’ along with the associated
'online’ date and time parameter. Note that the Edge Node Birth Certificate ONLY indicates the
Edge Node itself is online and in an MQTT Session, but any devices that have previously
published a DBIRTH will still have STALE metric quality until the Host Application receives the
new DBIRTH messages associated with the new Sparkplug session..
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The NBIRTH message requires the following payload components.

e [tck-id-topics-nbirth-mqtt] NBIRTH messages MUST be published with MQTT QoS
equal to 0 and retain equal to false.

e [tck-id-topics-nbirth-seq-num] The NBIRTH MUST include a sequence number in
the payload and it MUST have a value of 0.
e [tck-id-topics-nbirth-timestamp] The NBIRTH MUST include a timestamp

U U d d U d Wd C U U OUC.

e [tck-id-topics-nbirth-metrics] At a minimum each metric MUST include'the metrjc

¢ [fck-id-topics-nbirth-bdseq-included] A bdSeq number as a metric MUST be
included in the payload.

e [tck-id-topics-nbirth-bdseq-matching] This MUST match the bdSeq number
provided in the MQTT CONNECT packet’s Will Message payload.

- This allows Host Applications to correlate NBIRTHs to NDEATHs.

e  [tck-id-topics-nbirth-bdseq-increment] The bdSeq number MUST start at zero and
increment by one on every new-MQTT CONNECT packet.

e [tck-id-topics-nbirth-rebirth-metric] The NBIRTH message MUST include a metrjc
ith the name 'Node Control/Rebirth’. It MUST be of datatype boolean and have p

- The 'Node €ontrol/Rebirth' metric is used by Host Application(s) to request a
new NBIRTH and DBIRTH(s) from an Edge Node.

The NBIRTH message can also include additional Node Control payload components. These are
used by @ Sparkplug Host Application to control aspects of the Edge Node. The following are
examplep ofNode Control metrics.

e  Metricmamer ‘Node Controt/Reboot’
- Used by Host Application(s) to reboot an Edge Node.
e  Metric name: ‘Node Control/Next Server’

- Used by Host Application(s) to request an Edge Node to walk to the next MQTT
Server in its list in multi-MQTT Server environments.

e  Metric name: ‘Node Control/Scan Rate’

- Used by Host Application(s) to modify a poll rate on an Edge Node.
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The NBIRTH message can also include optional ‘Properties’ of an Edge Node. The following are
examples of Property metrics.

Metric name: ‘Properties/Hardware Make’
- Used to transmit the hardware manufacturer of the Edge Node

Metric name: ‘Properties/Hardware Model’

Dgta Message (NDATA)

— Used totransmit the hardware model of the ngn Node
Metric name: ‘Properties/0OS’

- Used to transmit the operating system of the Edge Node
Metric name: ‘Properties/OS Version’

- Used to transmit the OS version of the Edge Node

Once an Sparkplug Edge Node is online with a proper NBIRTH it is in a mode of quiescgnt

state of all connected Sparkplug Edge Nodes and té:rely on Report by Exception (RBE)

a

<

Re¢port by Exception (RBE) or time based reporting of mietric information that changes| This
erfables the advantages of the native Continuous Session Awareness of MQTT to monitgr the

messages for metric state changes over the MQTT’session connection. Time based repdrting is
ngt explicitly disallowed by the Sparkplug Specification but it is discouraged. Due to the session
vareness provided by MQTT and Sparkpliég it is not necessary to send the same data pgain on

a periodic basis.

Tqdpic (NDATA)

Pdyload {NDATA)

Tl|1e NDATA message requires the following payload components.

[tck-id-topics-ndata-topic] The Edge Node data topic for a Sparkplug Edgethode
MUST be of the form'namespace/group_id/NDATA/edge_node_id' where the
namespace is replaced with the specific namespace for this version of Sparkplug
and the group_id and edge_node_id are replaced with the Group and Edge Node ID
for this specific Edge Node.

The payload of NDATA messages will contain any RBE or time based metric Edge Node|values
thiat need to be reported to any subscribing MQTT clients.

19

[tck-id-topics-ndata-mqtt] NDATA messages MUST be published with MQTT QoS
equal to 0 and retain equal to false.

[tck-id-topics-ndata-seq-num] The NDATA MUST include a sequence number in
the payload and it MUST have a value of one greater than the previous MQTT
message from the Edge Node contained unless the previous MQTT message
contained a value of 255. In this case the sequence number MUST be 0.

[tck-id-topics-ndata-timestamp] The NDATA MUST include a timestamp denoting
the date and time the message was sent from the Edge Node.
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[tck-id-topics-ndata-payload] The NDATA MUST include the Edge Node’s metrics
that have changed since the last NBIRTH or NDATA message.

Death Message (NDEATH)

The Death Certificate topic and payload described here are not “published” as an MQTT
message by a client, but provided as parameters within the MQTT CONNECT control packet
when this Sparkplug Edge Node first establishes the MQTT Client session.

Payload (NDEATH)

infrastrulcture. Since this payload will be defined in advance, and held in the MQTT server and
only deliyered on the terminatiop-of an MQTT session, not a lot of additional diagnostic
information can be pre-populated into the payload.

Commanf (NCMD)
Topic (N¢MD)

The NCMD comimand topic provides the topic namespace used to send commands to any
connectdd Edge Nodes. This means sending an updated metric value to an associated metric
includedlinthe NBIRTH metric list

Efdge Node MUST be of the form 'namespace/group_id/NDEATH/€édge_node_id'

here the namespace is replaced with the specific namespace/for this version of|
Sparkplug and the group_id and edge_node_id are replaced with the Group and
Efge Node ID for this specific Edge Node.

[tck-id-topics-ndeath-payload] The NDEATH message contains a very simple
payload that MUST only include a single metric, the bdSeq number, so that the
NDEATH event can be associated with the NBIRTH. Since this is typically published
by the MQTT Server on behalf of the Edge Nade, information about the current state of
the Edge Node and its devices is not and-cannot be known. As a result, [tck-id-topics-

[tck-id-topics-ncmd-topic] The Edge Node command topic for a Sparkplug Edge
Node MUST be of the form 'namespace/group_id/NCMD/edge_node_id' where the
namespace is replaced with the specific namespace for this version of Sparkplug
and the group_id and edge_node_id are replaced with the Group and Edge Node ID
for this specific Edge Node.

Payload (NCMD)

The NCMD message requires the following payload components.
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4.

[tck-id-topics-ncmd-mqtt] NCMD messages MUST be published with MQTT QoS
equal to 0 and retain equal to false.

[tck-id-topics-ncmd-timestamp] The NCMD MUST include a timestamp denoting
the date and time the message was sent from the Host Application’s MQTT client.

[tck-id-topics-ncmd-payload] The NCMD MUST include the metrics that need to be
written to on the Edge Node.

L.

Device/Sensor

The Sparkplug Edge Node is responsible for the management of all attached physical’and/or
logical devices. Once the Edge Node has published its NBIRTH, any Sparkplug Host Apglication
erjsures that the metric structure has the Edge Node in an 'online’' state. But'each physical
arld/or logical device connected to this node will still need to provide this)DBIRTH befgre Host
Applications create/update the metric structure (if this is the first time this device has peen

selen) and set any associated metrics in the application to a “GOOD” state.

T
fo

(0]

Tq

Pg

pic (DBIRTH)

yload (DBIRTH)

The DBIRTH message requires the following payload components.

e DBIRTH payload contains everything required to build out.adata structure for all metrics
I this device. The 'online’ state of this device should be set to- TRUE along with the associated
nline' date and time this message was received.

[tck-id-topics-dbirth-topic] The Device Birth topic for a Sparkplug Device MUST
be of the form 'namespace/group_id/DBIRTH/edge_node_id/device_id' where the
namespace is replaced with the specific namespace for this version of Sparkplug
and the group_id, edge_node_id, and device_id are replaced with the Group, Edge
Node, and Device ID for this specific Device.

[tck-id-topics-dbirth-mqtt] DBIRTH messages MUST be published with MQTT QoS
equal to 0 andretain equal to false.

[tck-id-topics-dbirth-seq] The DBIRTH MUST include a sequence number I‘: the
payload-and it MUST have a value of one greater than the previous MQTT message
fromithe Edge Node contained unless the previous MQTT message containged a

value of 255. In this case the sequence number MUST be 0.

[tck-id-topics-dbirth-timestamp] The DBIRTH MUST include a timestamp

A 3 +la datd A3 +la £ £l d Ala-d
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[tck-id-topics-dbirth-metric-reqs] The DBIRTH MUST include every metric the
Edge Node will ever report on.

[tck-id-topics-dbirth-metrics] At a minimum each metric MUST include the metric
name, metric datatype, and current value.

The DBIRTH message can also include optional ‘Device Control’ payload components. These
are used by a Host Application to control aspects of a device. The following are examples of
Device Control metrics.

21

Metric name: ‘Device Control/Reboot’
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- Used by Host Application(s) to reboot a device.

e  Metric name: ‘Device Control/Rebirth’

- Used by Host Application(s) to request a new DBIRTH from a device.

e  Metric name: ‘Device Control/Scan rate’

- Used by Host Application(s) to modify a poll rate on a device.

The DBIRTH message can also include optional ‘Properties’ of a device. The following are

example

e M
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changes.
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5 of Property metrics.

etric name: ‘Properties/Hardware Make’

- Used to transmit the hardware manufacturer of the device
etric name: ‘Properties/Hardware Model’

- Used to transmit the hardware model of the device

etric name: ‘Properties/FW’

- Used to transmit the firmware version of the device

tsage (DDATA)

pbarkplug Edge Node and associated Devices ate all online with proper Birth

es it is in a mode of quiescent Report by Exception (RBE) reporting of any metric tha
This takes advantage of the native Continuous Session Awareness of MQTT to monitpr
of all connected devices and can rely'on Report by Exception (RBE) messages for any
1lue change over the MQTT session connection. Again, time based reporting can be
ead of RBE but is discouraged-and typically unnecessary.

—t

<

ATA)

ck-id-topics-ddata-topic] The Device command topic for a Sparkplug Device
UST be of the form‘namespace/group_id/DDATA/edge_node_id/device_id'
here the namespace is replaced with the specific namespace for this version of|
parkplug and the group_id, edge_node_id, and device_id are replaced with the
roup, Edge-Node, and Device ID for this specific Device.

pad of PDATA messages can contain one or more metric values that need to be

Payload (

DDATA)

The DDATA message requires the following payload components.

e [tck-id-topics-ddata-mqtt] DDATA messages MUST be published with MQTT QoS
equal to 0 and retain equal to false.

¢ [tck-id-topics-ddata-seq-num] The DDATA MUST include a sequence number in
the payload and it MUST have a value of one greater than the previous MQTT
message from the Edge Node contained unless the previous MQTT message
contained a value of 255. In this case the sequence number MUST be 0.
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[tck-id-topics-ddata-timestamp] The DDATA MUST include a timestamp denoting

the date and time the message was sent from the Edge Node.

[tck-id-topics-ddata-payload] The DDATA MUST include the Device’s metrics that

have changed since the last DBIRTH or DDATA message.

Death Message (DDEATH)

Itis the resp0n51b111ty of the Sparkplug Edge Node to 1nd1cate the real time state of elther

Immediately upon reception of a DDEATH, any Host Application subscribedto’this dev
sHould set the data quality of all metrics for the Device to STALE and should note the
tinestamp when the DDEATH message was received.

Tqpic (DDEATH)

Pdyload (DDEATH)

The DDEATH message requires the following payload components.

Cqmmand (DCKD)

The DCMB. topic provides the topic namespace used to publish metrics to any connectg
dgvicesThis means sending a new metric value to an associated metric included in the
metric list.

[tck-id-topics-ddeath-topic] The Device Death Certificate topic for a Spark
Device MUST be of the form

'namespace/group_id/DDEATH/edge_node_id/device_id' where the name
replaced with the specific namespace for this' version of Sparkplug and the

device
ity of the

ce

plug

space is

group_id, edge_node_id, and device_id are replaced with the Group, Edge Node,

and Device ID for this specific Device.

[tck-id-topics-ddeath-mqtt}DDEATH messages MUST be published with M
QoS equal to 0 and retain-equal to false.

[tck-id-topics-ddeath-seq-num] The DDEATH MUST include a sequence nu
the payload and-it- MUST have a value of one greater than the previous MQ
message fromthe Edge Node contained unless the previous MQTT messag
contained a-value of 255. In this case the sequence number MUST be 0.

QTT

mber in

I'T

W

d
DBIRTH

Topic DCMD)
[tck-id-topics-dcmd-topic] The Device command topic for a Sparkplug Device
MUST be of the form 'namespace/group_id/DCMD/edge_node_id/device_id' where

the namespace is replaced with the specific namespace for this version of

Sparkplug and the group_id, edge_node_id, and device_id are replaced with the

Group, Edge Node, and Device ID for this specific Device.

Payload (DCMD)

The DCMD message requires the following payload components.
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e [tck-id-topics-dcmd-mqtt] DCMD messages MUST be published with MQTT QoS
equal to 0 and retain equal to false.

e [tck-id-topics-dcmd-timestamp] The DCMD MUST include a timestamp denoting
the date and time the message was sent from the Host Application’s MQTT client.

¢ [tck-id-topics-dcmd-payload] The DCMD MUST include the metrics that need to be
written to on the Device.

4.2.3. BjrthCertificate Message (STATE)

T

7

[tck-id-host-topic-phid-birth-message] The first MQTT message a Host Application MU
publish fs a Birth Certificate. The Host Application Death Certificate is registered within the
establishment of the MQTT session and is published as a part of the native MQTT transport if
the MQT]T session terminates for any reason.

The Birth Certificate that is defined here is an MQTT application level message published by
the Sparkplug Host Application MQTT Client application.

e [tck-id-host-topic-phid-birth-qos] The MQTT Quality of Service (QoS) MUST be s¢
to1

t

e [tick-id-host-topic-phid-birth-retain] The MQTT retain flag for the Birth Certificate
MUST be set to TRUE

Birth Certificate Topic (STATE)

The topi¢ used for the Host Birth Certificate is identical to the topic used for the Death
Certificate. [tck-id-host-topic-phid-birth-topic] The Sparkplug Host Application Birth
topic MUST be of the form spBv1.0/STATE/sparkplug_host_id where the
sparkpliig_host_id must be replaced with the specific Spakrplug Host ID of this
Sparkplpg Host Application.

¢ [tck-id-host-topic-phid-birth-sub-required] The Sparkplug Host Application MUST
syibscribe to its own spBv1.0/STATE/sparkplug_host_id and the appropriate
Bv1.0 topic(s) immediately after successfully connecting to the MQTT Server.

[%2]

- An 'appropriate’ spBv1.0 topic could simply be 'spBv1.0/". However, it may also
make.sénse for a Host Application to subscribe only to a specific Sparkplug Group
Fot. example subscribing to spBv1.0/Group1/ is also valid. A Host Application
could even issue a subscription to subscribe to only a single Sparkplug Edge
Node using this: spBv1.0/Group1/+/EdgeNodel/#. A Sparkplug Host

Annlication could cubeecriha ta a camhination afcnacific Snarkbnlnag Craun
YPP eSO R-cotHa-SHBSEHBe+t0a-coBiRa -6+ Spe e opPai<prHE- et p

<
=4

and/or Edge Nodes as well.

e [tck-id-host-topic-phid-birth-required] The Sparkplug Host Application MUST
publish a Sparkplug Host Application BIRTH message to the MQTT Server
immediately after successfully subscribing its own
spBv1.0/STATE/sparkplug host_id topic.

Birth Certificate Payload (STATE)
e [tck-id-host-topic-phid-birth-payload] The Birth Certificate Payload MUST be
JSON UTF-8 data. It MUST include two key/value pairs where the one key MUST be
‘online’ and it’s value is a boolean 'true’. The other key MUST be 'timestamp' and
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the value MUST be a numeric value representing the current UTC time in
milliseconds since Epoch.

¢  [tck-id-host-topic-phid-birth-payload-timestamp] The timestamp metric value
MUST be the same timestamp value set in the immediately prior MQTT CONNECT

packet’s Will Message payload.

Sparkplug B payloads are not used for encoding in this payload. This allows Host Applications

to

work across Sparkplug payload types.

4,

Wihen the Sparkplug Host Application MQTT client establishes an MQTT sessioh to the

Se
M

Ds

Dé

P.4. Death Certificate Message (STATE)

rver(s), the Death Certificate will be part of the Will Topic and Will Payload registere
QTT CONNECT packet.

e [tck-id-host-topic-phid-death-qos] The MQTT Quality of Service (QoS) MUS
setto1

e [tck-id-host-topic-phid-death-retain] The MQTT retain flag for the Birth
Certificate MUST be set to TRUE

ath Certificate Topic (STATE)

MUST be of the form spBv1.0/STATE/sparkplug_host_id where the
sparkplug_host_id must be replaced with the specific Sparkplug Host ID of]
Sparkplug Host Application.

e [tck-id-host-topic-phid-death-required] The Sparkplug Host Application M
provide a Will message inthe MQTT CONNECT packet

- This is the Sparkplug Host Application DEATH certificate

ath Certificate Payload{SDATE)

e [tck-id-host-tepic-phid-death-payload] The STATE Death Certificate Paylo
MUST be JSONUTF-8 data. It MUST include two key/value pairs where one
MUST be ‘ornline’ and it’s value is a boolean 'false’. The other key MUST be
‘timestamp' and the value MUST be a numeric value representing the curr
time in milliseconds since Epoch.

e _ [tck-id-host-topic-phid-death-payload-connect] The Death Certificate’s us¢

MQTT
d in the

3T be

e [tck-id-host-topic-phid-death-topic] The:Sparkplug Host Application Death topic

this

UST

hd
key

ent UTC

bd in
L

the MQTT CONNECT packet Will message MUST use a timestamp value tha

MQTT Server.

—represents the current UTC tinme at the timme of thie CONNECT packetissemnt to the

¢ [tck-id-host-topic-phid-death-payload-disconnect-clean] If a Host Application is
disconnecting cleanly using MQTT DISCONNECT packet, the Host Application

MUST publish a Death Certificate payload before sending the MQTT DISCO
packet with the timestamp set to the current UTC time the disconnect is
occurring.

NNECT

¢ [tck-id-host-topic-phid-death-payload-disconnect-with-no-disconnect-packet] If a
Host Application is disconnecting and not using an MQTT DISCONNECT packet, the
Host Application MUST publish a Death Certificate payload before terminating the
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MQTT connection with the timestamp set to the current UTC time the disconnect
is occurring.

5. Operational Behavior

An MQTT based SCADA system is unique in that the Primary Host Application is not
responsible for establishing and maintaining connections to the Edge Nodes as is the case in
most existing legacy poll /respanse device protocols With an MQTT hased architecture hoth
the Host|Applications as well as the Edge Nodes establish MQTT Sessions with one or more
central MQTT Servers. This is the desired functionality as it provides the necessary decouplin
from anyf one application and any given Edge Node/Device. Additional Sparkplug Host
Applicatjon MQTT clients can connect and subscribe to any of the real time data without
impactinlg the Primary Host Application.

[8)°]

Due to the nature of real time SCADA solutions, it is very important for the Primary Host
Applicatjon and all connected Edge Nodes to have the MQTT Session statejinformation for eagh
other. In|order to accomplish this the Sparkplug Topic Namespace definitions for Birth/Death
Certificates along with the defined payloads provide both state and.€entext between the
Primary [Host Application and the associated Edge Nodes. In most'use cases and solution
scenariof there are two main reasons for this "designation” ef/aPrimary Host Application:

1. Only the Primary Host Application should have thepermission to issue commands to
Edge Nodes.

2. In high availability and redundancy use cases where multiple MQTT Servers are used,
Sparkplug Edge Nodes need to be aware-of whether the Primary Host Application is
connected to each MQTT Server in theinfrastructure. If the Primary Host Application
STATE shows that an Edge Node iscconnected to an MQTT Server that the Primary Hos
Application is NOT connected to, then the Edge Node should connect to the next
ayailable MQTT Server where STATE for the Primary Host Application shows
'online=true’.

[

5.1. T{mestamps in Sparkplug

An impoftant aspect of- Sparkplug is its use of time. All timestamps must be in Coordinated
Universdl Time (UT€)~In order to ensure this is the case, all Sparkplug Edge Nodes and
Sparkplyg Host Applications must have an accurate mechanism for ensuring their clocks
remain accurate=This is typically left to the system operating system using technologies such
as NetworkTime Protocol (NTP). Regardless of the mechanism used, ensuring all timestampsg
are accurate and in UTC is critical to all timestamps in Sparkplug.

5.2. Case Sensitivity in Sparkplug

The MQTT specification states that MQTT topics are case sensitive [MQTTV5-4.7.3]. For
example, the topic a/b is different than A/b. Sparkplug in turn is also case sensitive with regard
to both topics as well as metric names. So, a metric 'temperature’ is not the same as the metric
'Temperature'. However, this generally should be avoided. Many Host Applications may not be
able to differentiate the two metric names as unique. Many databases are case-insensitive and
would not be able to handle this situation well.
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5.

H

H

e [tck-id-case-sensitivity-sparkplug-ids] Edge Nodes in a Sparkplug environment
SHOULD NOT have Sparkplug IDs (Group, Edge Node, or Device IDs) that when
converted to lower case match

- For example there should not be two different Edge Nodes publishing NBIRTH
messages on these two topics spBv1.0/Group1/NBIRTH/EdgeNodel and
spBv1.0/group1/NBIRTH/edgenodel

e [tck-id-case-sensitivity-metric-names] An Edge Node SHOULD NOT publish metric
names that when converted to all lower case match.

-  For example a DBIRTH should not contain a metric 'a' and another metrif 'A".

3. Host Application Session Establishment

The Sparkplug Host Application upon startup or reconnect will immediately try to credte a

pst MQTT Session with the configured MQTT Server infrastructure.Note that the

egtablishment of an Host Application MQTT session is asynchronous of any other MQTT Client
session. If Edge Nodes are already connected to the MQTT Server‘infrastructure, the Sparkplug

pst Application will synchronize using the STATE MQTT topic. If associated Edge Nodges are

ngt connected, the Sparkplug Host Application will synchronize with the Edge Nodes and their
ddta streams when the Edge Nodes publish their Birth*Certificates. Any Edge Node that has

specified this Sparkplug Host Application as its Primary Host Application will will wait|to
publish their Birth Certificates until after they receive the STATE message denoting thdt the
Piiimary Host application is online.
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3

MQTT Server
1

Primary Host Application
I

Initial State of all Clients is ]!
in an OFFLINE state.

(1) CONNECT

Y

(2) SUBSCRIBE( spBv1.0/% )

Y

(3) SUBSCRIBE( STATE/host_app_id ) _

Primary Application MQTT Session
established and 'STATE' Death Certificate
registered. Current 'STATE' is{ ONLINE.

(4) PUBLISH( STATE )

Y

Metric nowW shows MQTT
Client ONLINE with MQTT
Server.

(normal operation)

Primary Application MQTT Session

(5) "Loss of Connection” terminated. Death Certificate delivered

el >| |fwith OFFLINE payload and RETAINED
topic.
Losq of TCP/IP
conrjection to MQTT
Sengr sets Metric to
OFFLINE.
CONNECT

Y

SUBSCRIBE( spBv1.0/# )

Y

SUBSCRIBE( STATE/host_app_id )

Primary Application MQTT Session
established and 'STATE' Death Certificate
registered. Current 'STATE' is ONLINE.

_..._______________1

PUBLISH( STATE )

Y

Updatgd Metrig"Shows
ONLINE @gain.
1

(normal operation)

MQTT Server

‘ Primary Host Application

Figure 4 - Host Session Establishment

The session diagram in Figure 4 - Host Session Establishment shows a very simple topology
with a single MQTT Server. The steps outlined in the session diagram are defined as follows:
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1. Sparkplug Host Applications will try to create an MQTT Session using the MQTT
CONNECT Control Packet. A Death Certificate is constructed into the MQTT Will Topic
and Will Payload of the CONNECT Control Packet with a Will QoS set to 1 and Will
Retain flag set to true.

[tck-id-message-flow-phid-sparkplug-clean-session-311] The CONNECT Control
Packet for all Sparkplug Host Applications when using MQTT 3.1.1 MUST set the
MQTT 'Clean Session' flag to true.

[tck-id-message-flow-phid-sparkplug-clean-session-50] The CONNECT Centrol
Packet for all Sparkplug Host Applications when using MQTT 5.0 MUST set the the
MQTT 'Clean Start' flag to true and the 'Session Expiry Interval’ to 0.

The MQTT CONNECT Control Packet is acknowledged as successful-with a valid MQTT
CONNACK Control Packet from the MQTT Server. From this point'forward in tine, the
MQTT Server is ready to deliver a Host Death Certificate any time the Sparkplug Host

Application MQTT Client loses connectivity to the MQTT Server.

2. With the MQTT Session established, Sparkplug Host Application MUST issue an MQTT
subscription for the defined Sparkplug Topic Namespace.

[tck-id-message-flow-phid-sparkplug-subsctiption] The subscription on the
Sparkplug Topic Namespace and the STATE topic MUST be done immediately

after successfully establishing the MQTT session and before publishing itsjown
STATE message.

3. [tck-id-message-flow-phid-sparkplug-state-publish] Once an MQTT Session has
been established, the Sparkplug Host Application subscriptions on the Sparkplug
Topic Namespace have been established and the STATE topic subscription has
been established, the Sparkplug Host Application MUST publish a new STATE
message.

[tck-id-message-flow-phid-sparkplug-state-publish-payload] The Host
Application Birth'Certificate Payload MUST be JSON UTF-8 data. It MUST include
two key/value-pairs where one key MUST be 'online’ and its value is a boolean
'true’. The-other key MUST be 'timestamp' and the value MUST be the samg¢ value
set in theimmediately prior MQTT CONNECT packet’s Will Message paylodd.

[tck-id-message-flow-phid-sparkplug-state-publish-payload-timestamp] The
timestamp value in the Host Application Birth Certificate payload MUST be the
same value set in the immediately prior MQTT CONNECT packet’s Will Megsage

i | o |
payroaa:

The Host Application is now ready to start receiving MQTT messages from any
connected Edge Node within the infrastructure. At this point, the Host Application can
update the MQTT Client metrics in the Host Application with a current state of 'online'
once each Edge Node publishes its Sparkplug NBIRTH and DBIRTH messages. Since the
Sparkplug Host Application is also relying on the MQTT Session to the MQTT Server(s),
the availability of MQTT Servers to the Host Application is also being monitored and
reflected in the MQTT Client metrics in the Host Application.
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4. Ifatany point in time Host Application loses connectivity with the defined MQTT
Server(s), the online=true state of the Server is immediately reflected in the MQTT
Client metrics in the Host Application.

All metric data associated with any Sparkplug Edge Node that was connected to
that MQTT Server and known by the Host Application MUST be updated to a
STALE data quality if the Host Application loses connection to the MQTT Server.

[tck-id-message-flow-hid-sparkplug-state-message-delivered] After publishing its own
Host Application STATE message, if at any point the Host Application is delivered a
STATE message on its own Host Application ID with a 'online’ value of false, it MUST
immediately republish its STATE message to the same MQTT Server with a 'online’valye
of true and the 'timestamp’ set to the same value that was used for the timestamp in its
own pripr MQTT CONNECT packet Will Message payload.

5.4. Edge Node Session Establishment

Prior to $ending an NBIRTH message, the MQTT client associated with.the Edge Node must
subscribf to receive NCMD messages with the following rules.

e [tck-id-message-flow-edge-node-ncmd-subscribe] Theé MQTT client associated
ith the Edge Node MUST subscribe to a topic of the form
'spBv1.0/group_id/NCMD/edge_node_id' where group_id is the Sparkplug Group
ID and the edge_node_id is the Sparkplug Edge Node ID for this Edge Node. It
UST subscribe on this topic with a QoS of1.

- This subscription is mandatory asEdge Nodes MUST be able to respond to
'rebirth requests’.

After subscribing, the Edge Node must follow these additional rules.

¢ [tck-id-message-flow-edge-node-birth-publish-connect] Any Edge Node in the
QTT infrastructure MUST establish an MQTT Session prior to publishing

NBIRTH and DBIRTH messages.

¢ [tck-id-message-flow-edge-node-birth-publish-will-message] When a Sparkplug
Efige Node sends-its MQTT CONNECT packet, it MUST include a Will Message.

e [tck-id-message-flow-edge-node-birth-publish-will-message-topic] The Edge
Npde’'s MQTT Will Message’s topic MUST be of the form
'spBv1.0/group_id/NDEATH/edge_node_id' where group_id is the Sparkplug
Group ID and the edge_node_id is the Sparkplug Edge Node ID for this Edge Node

¢ [tck-id-message-flow-edge-node-birth-publish-will-message-payload] The Edge
Node’s MQTT Will Message’s payload MUST be a Sparkplug Google Protobuf
encoded payload.

e [tck-id-message-flow-edge-node-birth-publish-will-message-payload-bdSeq] The
Edge Node’s MQTT Will Message’s payload MUST include a metric with the name
of 'bdSeq’, the datatype of INT64, and the value MUST be incremented by one from
the value in the previous MQTT CONNECT packet unless the value would be
greater than 255. If in the previous NBIRTH a value of 255 was sent, the next
MQTT Connect packet Will Message payload bdSeq number value MUST have a
value of 0.
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¢ [tck-id-message-flow-edge-node-birth-publish-will-message-qos] The Edge
Node’s MQTT Will Message’s MQTT QoS MUST be 1.

¢ [tck-id-message-flow-edge-node-birth-publish-will-message-will-retained] The
Edge Node’s MQTT Will Message’s retained flag MUST be set to false.

Edge Nodes can be configured to support the concept of a 'Primary Host Application'. In this
case, the Edge Node must wait until the Primary Host Application is online and subscribed to
Sparkplug messages before the Edge Node publishes its NBIRTH and DBIRTH messages.

S
A

an Edge Node is in a Sparkplug environment and there is a single consuming Host
plication that historizes the data. It would not be beneficial for the Sparkplug-Edge Node to

S%(/ecifying a Primary Host is not required for an Edge Node. But it is often desired. For gxample

pyblish data if the Host Application is not connected and subscribed to messages. Insteqd, it
wpuld be better for the Edge Node to store data while the Host Application’is‘offline. Once the

S
ru

Host denotes it is online before the Edge Node publishes its NBIRTH message.

Host Application is properly connected, it could then send all of its stored'data and continue
pyblishing normally. Once the Sparkplug Edge Node has successfully.connected to the

rver, it must publish a NBIRTH message. The NBIRTH messagemust follow the folloying
les. Note if Primary Host is configured for the Edge Node, it must also wait until the Hrimary

¢ [tck-id-message-flow-edge-node-birth-publish-phid-wait] If the Edge Nodg is
configured to wait for a Primary Host Application it MUST verify the Primary Host
Application is online via the STATE topi¢-before publishing NBIRTH and DBIRTH
messages.

- [tck-id-message-flow-edge-node-birth-publish-phid-wait-id] If the Edge
Node is configured to wait for a Primary Host Application it MUST validate
the Host Application ID:as the last token in the STATE message topi¢ string
matches the configured Primary Host Application ID for this Edge Npde.

- [tck-id-message-flow-edge-node-birth-publish-phid-wait-online] If the
Edge Node is‘configured to wait for a Primary Host Application it MUST
validate the“online’ boolean flag is true in the STATE message payload
before(considering the Primary Host Application to be online and a¢tive.

- [tek-id-message-flow-edge-node-birth-publish-phid-wait-timestamp] If the
Edge Node is configured to wait for a Primary Host Application it MUST
validate the timestamp value is greater than or equal to the previous
STATE message timestamp value in the STATE message payload before
considering the Primary Host Application to be online and active. Ifjno

previous STATE message timestamp value has been received by this Edge

Node it MUST consider the incoming STATE message to be the latest/valid.

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-topic] The Edge Node’s
NBIRTH MQTT topic MUST be of the form
'spBv1.0/group_id/NBIRTH/edge_node_id' where group_id is the Sparkplug
Group ID and the edge_node_id is the Sparkplug Edge Node ID for this Edge Node

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-payload] The Edge Node’s
NBIRTH payload MUST be a Sparkplug Google Protobuf encoded payload.

e [tck-id-message-flow-edge-node-birth-publish-nbirth-payload-bdSeq] The Edge
Node’s NBIRTH payload MUST include a metric with the name of 'bdSeq’ the
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datatype of INT64 and the value MUST be the same as the previous MQTT
CONNECT packet.

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-qos] The Edge Node’s
NBIRTH MQTT QoS MUST be 0.

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-retained] The Edge Node’s
NBIRTH retained flag MUST be set to false.

Npde’s NBIRTH payload MUST include a 'seq’ number that is between 0 and 255
(inclusive).

- This will become the starting sequence number which all following messages will
include a sequence number that is one more than the previous upte’255 where it
wraps back to zero.

¢ [tck-id-message-flow-edge-node-birth-publish-phid-offline] Ifithe Edge Node is
configured to wait for a Primary Host Application, it is conniected to the MQTT
SEver, and receives a STATE message on its configured Primary Host, the
timestamp value in the payload is greater than or equal to the timestamp value
included in the prior 'online' STATE message, andthe 'online' value is false, it
MUST immediately publish an NDEATH message and disconnect from the MQTT
Server and start the connection establishment process over.

-  Ifthe Edge Node did not previously receive a STATE message from this Primary
Host Application, it can not check tl¥é timestamp value against the previous
value. In this case it MUST honorythe 'online’ boolean status flag as denoted in the
payload.

Most implementations of a Sparkplug Edge Node for real time SCADA systems will try to

maintair] a persistent MQTT Sessioftwith the MQTT Server Infrastructure. But there are use
cases where the MQTT Session doés not need to be persistent. In either case, an Edge Node can
try to esfablish an MQTT Session at any time and is completely asynchronous from any other
MQTT Client in the infrastrueture. The only exception to this rule is the use case where there
are mult]ple MQTT Servess and a Primary Host Application. Note this does not refer to the us¢
of the MQTT 'Clean Session' flag in MQTT 3.1.1 or the 'Clean Start' flag in MQTT 5.0. All types
MQTT clients (both’Host and Edge Nodes) in a Sparkplug system MUST always set the 'Clean
Session' flag in the’MQTT 3.1.1 CONNECT packet to true. When using MQTT 5.0 the 'Clean Start'
flag must bessetto true and the MQTT 'Session Expiry Interval' to zero.

f

—d
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Figure 5 - Edge Node MQTT Session Establishment
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The session diagram in Figure 5 - Edge Node MQTT Session Establishment shows a very simple
topology with a single MQTT Server. The steps outlined in the session diagram are defined as
follows:

1. The Edge Node MQTT Client will attempt to create an MQTT connection to the available
MQTT Server(s) using the MQTT CONNECT Control Packet. The Death Certificate
constructed into the Will Topic and Will Payload follows the format defined in section
on NDEATH messages.

2. The subscription to NCMD level topics ensures that Edge Node targeted messages frem
the Primary Host Application are delivered. The subscription to DCMD ensures that
device targeted messages from the Primary Host Application are delivered. In
ifffrastructures with multiple MQTT Servers and a designated Primary Host Applicatio
the subscription to STATE informs the Edge Node the current state of the Pritnary Hos
Application. At this point the Edge Node has fully completed the steps required for
egtablishing a valid MQTT Session with the Primary Host Application:

=

3. Opce an MQTT Session has been established, the Edge Node MQTF'client MUST publis}
3\1 application level NBIRTH as defined here. At this point, the Primary Host Applicatign
i
S

—

ill have all the information required to build out the Edge Node metric structure and
ow the Edge Node in an 'online’ state once it publishés its NBIRTH and DBIRTH
njessages.

4. Iffat any point in time the Edge Node MQTT Clientloses connectivity to the defined
MQTT Server(s), a Death Certificate (NDEATH).is issued by the MQTT Server on behalf
of the Edge Node. Upon receipt of the Death;Certificate with a bdSeq number metric that
nlatches the preceding bdSeq number inthe NBIRTH messages, the Primary Host
Application should set the state of the:Edge Node to ‘online=false’ and update all metrig
timestamps related to this Edge Nade. Any defined metrics will be set to a STALE data
qhality.

a. The bdSeq number-is:used to correlate an NBIRTH with a NDEATH. Because the
NDEATH is included in the MQTT CONNECT packet, its timestamp (if included)
not useful to Sparkplug Host Applications. Instead, a bdSeq number must be
included as\a-metric in the payload of the NDEATH. The same bdSeq number
metric value must also be included in the NBIRTH message published
immediately after the MQTT CONNECT. This allows Host Applications to know
that'a NDEATH matches a specific NBIRTH message. This is required because
tfiming with Will Messages may result in NDEATH messages arriving after a
new/next NBIRTH message. The bdSeq number allows Host Applications to

know . when it must consider the Pdgn Node offline

—

S

5.5. Edge Node Session Termination

[tck-id-operational-behavior-edge-node-intentional-disconnect-ndeath] When an Edge
Node disconnects intentionally, it MUST publish an NDEATH before terminating the
connection.

[tck-id-operational-behavior-edge-node-intentional-disconnect-packet] Immediately
following the NDEATH publish, a DISCONNECT packet MAY be sent to the MQTT Server.

e Ifan MQTT DISCONNECT packet is sent by the Edge Node, this signals to the MQTT
Server that the Will Message MUST not be delivered by the MQTT Server to subscribers
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of that message. These subscribers are typically Sparkplug Host Applications. This is
why a Death message MUST be published before disconnecting from the MQTT Server.

It ensures Edge Nodes are notified the Edge Node is now offline.

e Ifan MQTT DISCONNECT packet is not sent by the Sparkplug Edge Node, the MQTT
Server will eventually deliver the Will Message (Death Certificate) to the subscribers.
However, this can take some time to occur based on when the MQTT Server detects that

the Edge Node is no longer connected. By sending the Death Certificate before

hat a

disconnecting without sending an MQTT DISCONNECT packet, we are ensuring
Death message will be delivered to subscribing clients promptly. The fact that’a
Death message will arrive when the Will Message is delivered is not significart.
because the Will Message Death message will contain a bdSeq number that mat
bdSeq number that is published by the Edge Node immediately before the disco
Because it has a duplicate bdSeq, the Will Message Death message-MUST be ign(
the subscribing Sparkplug Host Application clients.

This allows the MQTT Server to be notified that the Edge Node is offline and as a result
MRQTT Will Message of the Edge Node will not be delivered by the MQTT Server to subs
MQTT clients.

When an Edge Node goes offline by sending its NDEATH or if an MQTT Server delivers
NDEATH on behalf of an Edge Node, it is implied thatall of the Edge Node’s associated
arfe also offline. In addition, it is also implied that all\metrics in the previous associated
arld all DBIRTHSs in this Sparkplug session underthat Edge Node are now STALE.

Far the following normative statements it is:up to the designers of the Sparkplug Host
Application with regard to how they 'mark’ the Sparkplug Edge Node or Sparkplug Dey
'offline’. It is also up to the designers ofithe Sparkplug Host Application on how they 'm|
metric as STALE. This is an important aspect of Sparkplug in that an NDEATH means th
was accurate at a time, but now(that the MQTT session has been lost can no longer be
cdnsidered current or up to date.

Bé¢cause an NDEATH may be sent on behalf of an Edge Node by an MQTT Server in the
ill Message, the Sparkplug payload timestamp does not represent the time that the E
Node actually went'offline. As a result, the timestamp associated with NDEATH events
uge the timestamp-of receipt on the Sparkplug Host Application. This is in part why Sp4
Edge Nodes and Host Applications must have synced system clocks and all Sparkplug
tinestampsymust be in UTC time.

[tck-id-operational-behavior-edge-node-termination-host-action-ndeath-

second
This is
"hes the
nnect.
red by

the
cribed

an
Devices
NBIRTH

ice as
ark' a
e data

MQTT
ge
must
rkplug

hode-

offline] Immediately after receiving an NDEATH from an Edge Node, Host

Applications MUST mark the Edge Node as offline using the current Host
Application’s system UTC time

e [tck-id-operational-behavior-edge-node-termination-host-action-ndeath-node-

tags-stale] Immediately after receiving an NDEATH from an Edge Node, Ho

st

Applications MUST mark all metrics that were included in the previous NBIRTH as

STALE using the current Host Application’s system UTC time

e [tck-id-operational-behavior-edge-node-termination-host-action-ndeath-devices-

offline] Immediately after receiving an NDEATH from an Edge Node, Host

Applications MUST mark all Sparkplug Devices associated with the Edge Node as

offline using the current Host Application’s system UTC time
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e [tck-id-operational-behavior-edge-node-termination-host-action-ndeath-devices-
tags-stale] Immediately after receiving an NDEATH from an Edge Node, Host
Applications MUST mark all of the metrics that were included with associated
Sparkplug Device DBIRTH messages as STALEusing the current Host Application’s
system UTC time

For the following assertions an 'online STATE message' is one where a Host Application’s JSON
payload has the 'online' key’s value set to true. An 'offline STATE message' is one where the
Host Application’s JSON payload has the 'online’ key’s value set to false

If the Edge Node is configured to use a Primary Host Application, it must also watch for 'STATE'
messagep from the Primary Host Application via an MQTT subscription. If the Primary Host
Applicatjon denotes it is offline, the Edge Node must disconnect from the current MQTT server
following these rules:

e [fck-id-operational-behavior-edge-node-termination-host-offline] If the Edge
Npde is configured to use a Primary Host Application, it MUST disconnect from the
current MQTT Server if the online JSON value is false and the timestamp value is

greater than or equal to the previous online STATE message timestamp value.

- [tck-id-operational-behavior-edge-node-termination-host-offline-
reconnect] If the Edge Node disconnects after being in a Sparkplug session
due to a valid 'offline STATE message', it MUST attempt to connect to the
next MQTT Server in its connection listto start the session establishment
procedure over again.

¢ [tck-id-operational-behavior-edge-node-termination-host-offline-timestamp]
Consider an Edge Node that is configured to use a Primary Host Application and
the Edge Node is connected and publishing. Then it receives an offline STATE
njessage. It MUST NOT disconnect if the timestamp value is less than the value
friom the previous online STATE message.

- It must not disconhect because the older timestamp value indicates the Host
Application MQTT session that is being denoted as lost is not the one the current
session the Host Application has established with the MQTT Server. Due to how
an MQTT eonnection can be lost it is possible and likely that an old Host
Application death message could be delivered after a new Host Application
MQTT session is established. In this case, the timestamp value on the incoming
death message will be older than the current timestamp value. For this reason, |t
must be ignored.

5.6. Device Session Establishment

The aim of the Sparkplug Specification is to enable the transport of real time process variable
information from existing and new end devices measuring, monitoring, and controlling a
physical process into an MQTT infrastructure subsequently a Sparkplug Host Application. In
the context of this document an MQTT Device can represent anything from existing legacy
poll/response driven PLCs, RTUs, HART Smart Transmitters, etc., to new generation
automation and instrumentation devices that can implement a conformant MQTT client
natively.

The preceding sections in this document detail how the Sparkplug Host Application interacts
with the MQTT Server infrastructure and how that infrastructure interacts with the notion of a
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Sparkplug Edge Node. But to a large extent the technical requirements of those pieces of the
infrastructure have already been provided. For most use cases in this market sector the
primary focus will be on the implementation of the Sparkplug Specification between the native
device and the Edge Node APT’s.

Prior to sending a DBIRTH message, if the Device supports 'writing to outputs' the MQTT client
associated with the Sparkplug Device must subscribe to receive DCMD messages with the
following rules.

e |tck-1d-message-tlow-device-dcmd-subscribe| If the Device supports writing to
outputs, the MQTT client associated with the Device MUST subscribe to atppic of
the form 'spBv1.0/group_id/DCMD/edge_node_id/device_id' where group|id is
the Sparkplug Group ID the edge_node_id is the Sparkplug Edge Node ID and the
device_id is the Sparkplug Device ID for this Device. It MUST subscribe on this
topic with a QoS of 1.

A Device can publish a DBIRTH as long as an NBIRTH has been sent previously and the MQTT
session is active. The DBIRTH message must follow the following-rules.

¢ [tck-id-message-flow-device-birth-publish-nbirth-wait] The NBIRTH message
MUST have been sent within the current MQTT session prior to a DBIRTH being
published.

¢ [tck-id-message-flow-device-birth-publish-dbirth-topic] The Device’s DBIRTH
MQTT topic MUST be of the form
'spBv1.0/group_id/DBIRTH/edge_node_id/device_id' where group_id is t
Sparkplug Group ID the edge_node_id is the Sparkplug Edge Node ID and the
device_id is the Sparkplug Device ID for this Device.

¢ [tck-id-message-flow-device-birth-publish-dbirth-match-edge-node-topic| The
Device’s DBIRTH MQTT-topic group_id and edge_node_id MUST match the
group_id and edge_.node_id that were sent in the prior NBIRTH message for the
Edge Node this Device is associated with.

e [tck-id-message-flow-device-birth-publish-dbirth-payload] The Device’s DBIRTH
payload MUST be a Sparkplug Google Protobuf encoded payload.

¢ [tck-idsmessage-flow-device-birth-publish-dbirth-qos] The Device’s DBIRTH
MQTT QoS MUST be 0.

e A Jtck-id-message-flow-device-birth-publish-dbirth-retained] The Device’s II)BIRTH
retained flag MUST be set to false.

¢ [tck-id-message-flow-device-birth-publish-dbirth-payload-seq] The Device’s
DBIRTH payload MUST include a 'seq’ number that is between 0 and 255
(inclusive) and be one more than was included in the prior Sparkplug message
sent from the Edge Node associated with this Device.

In order to expose and populate the metrics from any device, the following simple session
diagram outlines the requirements:
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Figure 6 - MQTT Device Session Establishment

The sessjon diagram in Figure 6 - MQTT Device Session Establishment shows a simple topology
with all the Sparkpluglelements in place i.e. Host Application, MQTT Server(s), Sparkplug Edg
Node andl this element, the device element. The steps outlined in the session diagram are
defined as follows:

W

This flow diagram assumes that at least one MQTT Server is available and operational within
the infraptfucture. Without at least a single MQTT Server the remainder of the infrastructure is
unavailable.

1. Assuming MQTT Server is available.

2. Assuming the Primary Host Application established MQTT Session with the MQTT
Server(s).

3. The Session Establishment of the associated Sparkplug Edge Node is described in Edge
Node Session Establishment. This flow diagram assumes that the Edge Node session has
already been established with the Primary Host Application. Depending on the target
platform, the Edge Node may be a physical "Edge of Network" gateway device polling
physical legacy devices via Modbus, AB, DNP3.0, HART, etc, an MQTT enabled sensor or
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device, or it might be a logical implementation of one of the Eclipse Tahu compatible
implementations for prototype Edge Nodes running on a Raspberry Pi. Regardless of the
implementation, at some point the device interface will need to provide a state and
associated metrics to publish to the MQTT infrastructure.

4. State #4 in the session diagram represents the state at which the Edge Node is ready to
report all of its metric data to the MQTT Server(s) as defined in Sparkplug. It is the
responsibility of the Edge Node (logical or physical) to put this information in the form
defined in DRIRTH messages [Ipon receiving the DBIRTH message, the Primary Host
Application can build out the proper metric structure and set the Sparkplug Deyjice to
'online’".

5. Following the Sparkplug Specification in Device Data Messages (DDATA), all suhsequent
metrics are published to the Primary Host Application on a Reportby‘Exception (RBE)
basis using the DDATA message format. Time based reporting is-not explicitly
disallowed by the Sparkplug Specification but it is discouraged and often unnecessary.

6. Ifatany time the Sparkplug Device cannot provide real tini€ information, the Sparkplug
Specification requires that an DDEATH be published. This will inform the Primayry Host
Application that all metric information associated with that Sparkplug Device b¢ set to a
STALE data quality.

5J7. Device Session Termination

[tck-id-operational-behavior-device-ddeath} If a Sparkplug Edge Node loses connection
with an attached Sparkplug Device, it MUST publish a DDEATH message on behalf of the
device.

Wihen a Sparkplug Device goes offline-by having its DDEATH published by an Edge Not, it
allows Sparkplug Host Applicatiens to know that the Sparkplug Device is no longer repjorting
cyrrent and accurate values to-the Edge Node. Therefore the Edge Node is not able to report
liye/accurate data values on:behalf of the Sparkplug Device to the MQTT Server or in tyrn to
Sparkplug Host Applications. As a result the Sparkplug Host Applications must mark thie Device
ad offline and denote the Sparkplug Device’s tags as stale.

Far the followinglnormative statements it is up to the designers of the Sparkplug Host
Application with.regard to how they 'mark’ the Sparkplug Device as 'offline'. It is also up to the
dgsigners ofithe Sparkplug Host Application on how they 'mark' a metric as STALE. Thils is an
importantaspect of Sparkplug in that an DDEATH means the data was accurate at a tinpe, but
ngw thatthe connection between the Sparkplug Edge Node and the Sparkplug Device Has been
logtean no longer be considered current or up to date.

The DDEATH is sent on behalf of a Sparkplug Device by a Sparkplug Edge Node. Because of this,
the Sparkplug payload timestamp associated with a DDEATH is considered accurate and must
be used as the timestamp for a Sparkplug Device being marked as offline and for its associated
metrics being set to STALE.

[tck-id-operational-behavior-edge-node-termination-host-action-ddeath-devices-
offline] Immediately after receiving an DDEATH from an Edge Node, Host Applications
MUST mark the Sparkplug Device associated with the Edge Node as offline using the
timestamp in the DDEATH payload
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[tck-id-operational-behavior-edge-node-termination-host-action-ddeath-devices-tags-
stale] Immediately after receiving an DDEATH from an Edge Node, Host Applications
MUST mark all of the metrics that were included with the associated Sparkplug Device
DBIRTH messages as STALE using the timestamp in the DDEATH payload

5.8. Sparkplug Host Applications

As noted above, the Sparkplug Host Application has the required permissions to send
commands to Edge Nodes and Sparkplug Devices because Edge Nodes need to know that the
Primary [Host Application is connected to the same MQTT Server that it is connected to or to
walk to dnother server in the infrastructure. Both are common requirements of a mission
critical SCADA system.

But unlike legacy SCADA system implementations, all real time process variable infermation
being puplished through the MQTT infrastructure is available to any number of additional
MQTT Clients in the business that might be interested in subsets if not all of the real time dat3.

The only|fundamental difference between a Primary Host Application MQTT Client and other
Sparkplyg Host Application MQTT Clients is that the Edge Nodes in the‘infrastructure know tq
make sure the Primary Host Application is online before publishing-data.

5.9. Sparkplug Host Application Message Ordering

Sparkplyg Host Applications are required to validate the order of messages arriving from Edge
Nodes. This is done using the sequence number which(is sent in every NBIRTH, DBIRTH,
NDATA, and DDATA message that comes from an Edge Node. Because these MQTT messages
are sent pn different topics, it is possible based on"MQTT Server implementations that these
messagep may arrive at the Sparkplug Host Application in a different order than they were sent
from the|Edge Node. This can be especiallpieommon when using clustered MQTT Servers. It ig
the responsibility of the Sparkplug Host Application to ensure that all messages arrive within|a
'Reorder| Timeout'. In typical environments this timeout can be as little as a couple of seconds
In deployments with very slow networks or clustered MQTT servers it may need to be longer
In some gnvironments, the MQTT-Server may ensure in-order delivery of QoSO MQTT
messagep even across topics. In these cases this timeout could be zero.

For example, if a Sparkplug Host Application receives messages from an Edge Node with
sequenc¢ numbers 1)2yand 4 then at the time the message with a sequence number 4 arrives| a
timer SHOULD be.started within the Host Application. This is the start of the Reordering
Timeout|timer.A'message with sequence number 3 MUST arrive before the Reordering
Timeout|elapsés. If a message with sequence number 3 does not arrive before the timeout, a
Rebirth Request should be sent to the Edge Node. This ensures that the session state is
properly reestablished. If a message with a sequence number of 3 arrives before the Reorder
Timeout occurs then the timer can be shutdown and normal operation of the Host Application
can continue.

It is also important to note that depending on the Sparkplug Host Application’s purpose it may
make sense to never process messages out of order. It also may make sense to not process a
message that arrived out of sequence if its preceding messages didn’t arrive before the Reorder
Timeout. These choices are left to the Sparkplug Host Application developer. For example, a
Host Application that is a time series database may want to insert all data that arrives
regardless of the message order. However, a rules engine Host Application may require that
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messages are processed in order of their sequence numbers to preserve the order of events as

they occurred at the Edge Node.

¢ [tck-id-operational-behavior-host-reordering-param] Sparkplug Host

Applications SHOULD provide a configurable 'Reorder Timeout' parameter

e [tck-id-operational-behavior-host-reordering-start] If a Sparkplug Host

Application is configured with a 'reordering timeout’' parameter and a message

arrives with an out of order sequence number, the Host Application MUST
timer denoting the start of the Reorder Timeout window

e [tck-id-operational-behavior-host-reordering-rebirth] If a Sparkplug Host
Timeout elapses and the missing message(s) have not been recéived, the

Control/Rebirth’ request

a Rebirth Request but a Non-Primary Host may.net

e [tck-id-operational-behavior-host-reordering-success] If the missing mess
that triggered the start of the Reorder Timeout timer arrive before the rec
timer elapses, the timer MUST be terminated and normal operation in the
Application MUST continue until another-out of order message arrives.

5/10. Primary Host Application STATE j@ Multiple MQTT Server Topologies

Far implementations with multiple MQTT Servers, there is one additional aspect that nj

Application loses network conneetivity to one of the MQTT Servers. In this instance the

starta

Application is configured with a 'reordering timeout’ parameter and the Reorder

Sparkplug Host Application MUST send an NCMD to the Edge Node with a 'Node

- Non-normative comment: In most cases a 'Primary‘Host Application' wopld send

age(s)
rdering
Host

eeds to

bg¢ understood and managed properly. When multiple MQTT Servers are available therg is the
pgssibility of "stranding" an Edge:Node if the Primary command/control of the Primary Host

Edge

Node would stay properly connected to the MQTT Server publishing information not knowing

thiat Primary Host Application was not able to receive the messages.

[tck-id-operational-behavior-primary-application-state-with-multiple-servers-state-
sybs] When using multiple MQTT Servers and Edge Nodes are configured with a Primary

Host Application, the Primary Host Application instance MUST be configured to p

ublish

a PTATE Birth Certificate and all Edge Nodes configured with a Primary Host Appllication

Prlmary Host Appllcatlon establishes a new MQTT Sesswn w1th an MQTT Server
STATE Birth Certificate defined in the STATE description section MUST be the first
message that is published after a successful MQTT Session is established with each
MQTT Server.

the

Sparkplug Edge Nodes in an infrastructure that provides multiple MQTT Servers can establish

a session to any one of the MQTT Servers.

[tck-id-operational-behavior-primary-application-state-with-multiple-servers-single-
server] The Edge Nodes MUST not connected to more than one server at any point in

time.
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Upon establishing a session, the Edge Node should issue a subscription to the STATE message
published by the Primary Host Application. Since the STATE message is published with the
MQTT RETAIN flag set, MQTT will guarantee that the last STATE message is always available.
The Edge Node should examine the JSON payload of this message to ensure that the value of
the 'online' key is true. If the value is false, this indicates the Primary Application has lost its
MQTT Session to this particular MQTT Server.

[tck-id-operational- behav1or prlmary-appllcatlon state with-multiple- servers-walk] If
the Pri : e, the

[tck-id
wait to publish its BIRTH sequence until an online=true STATE message is received by
the Edge Node. This use of the STATE message in this manner ensures that any loss of
connectiyity between an MQTT Server and the Primary Host Application deesnot result in
Edge Noges being "stranded" on an MQTT server because of network issues. The following
message|flow diagram outlines how the STATE message is used when three (3) MQTT Servers
are availpble in the infrastructure:

SO

[ Primary Host Application l MQTT Server  MQTT Server  MQTT Server Sparkplug Edge Node
#1 #2 #n -

L L L L

MQTT Servers i the infrastructure
and publish a S[TATE Birth
Certificate.

Establish a sespion with all defined 7

Establish an MQTT Session with
1) server and then subscribe to the

STATE message. If the payload is
"OFFLINE" walk to the next Server.

(2) STATE = 'ONLINE'

_ (2) STATE = 'ONLINE'

(2) STATE = 'ONLINE'

(3) STATE for this server is currently 'ONLINE'
< so stay connected here.
All tags for all Hdge Nodes and NetworkTssved
Devices connedted to Server #2 and MQTTLSession
set to a data quality of 'STALE'. All Tefminated!
connection metfics updated. < >
(4) STATE = 'QEELINE' STATE for this server changed to 'OFFLINE.
Connect to next available server.

Primary Applicgion keépsitrying to B
reestablish a sgssion to'Server #2. (5) STATE = 'ONLINE'
Upon success, the-STATE is
updated with a peblieh-

LJ

L
Primary Host Application I MQTT#?erver MQTT#gerver MQTT#Server Sparkplug Edge Node

8 8 8

Figure 7 - Primary Host Application STATE flow diagram

1. When an Edge Node is configured with multiple available MQTT Servers in the
infrastructure it should issue a subscription to the Primary Host Application STATE
message. The Edge Nodes are free to establish an MQTT Session to any of the available
servers over any available network at any time and examine the current STATE value. If

© ISO/IEC 2023 - All rights reserved 42


https://standardsiso.com/api/?name=63de7baa93da6e272e988909478b51f5

ISO/IEC 20237:2023(E)

the STATE message payload is online=false then the Edge Node should disconnect and
walk to the next available server.

Upon startup, the configured Primary Host Application’s MQTT Client MUST include the
Primary Host Application DEATH Certificate that indicates STATE is online=false with
the message RETAIN flag set to true in the MQTT Will Message. Then the Primary Host
Application BIRTH Certificate must be published with a STATE payload of online=true.
In both of these messages the timestamp value must match each other and represent

Wie'll startthis section with a description of how metric information is published to thg
Piiimary"Host Application from an Edge Node in the MQTT infrastructure. The definition of an
EdgeNode is generic in that it can represent both physical "Edge of Network Gateway"|devices
fare inrprfnring with existing ngnrv equipment and a Ingiml MQTT Pndpnin’r for delvices

th

5/11. Edge NGde NDATA and NCMD Messages

the current connection time. The timestamp value must be 3 JSON number and
represent the number of UTC milliseconds since Epoch.

As the Edge Node walks its available MQTT Server list, it will establish an MQT'T| Session
with a server that has a STATE message with a JSON payload that has @nline=trye. The
Edge Node can stay connected to this server if its MQTT Session stdysintact and it does
not receive the Primary Host Application DEATH Certificate.

Having a subscription registered to the MQTT Server on the STATE topic will result in
any change to the current Primary Host Application STATE being received immé¢diately.
In this case, a network disruption causes the Primary Host Application MQTT Sgssion to
server #2 to be terminated. This will cause the MQTT Server, on behalf of the ndw
terminated the Primary Host Application MQTT-Client, to deliver the Death Certjificate to
clients that are currently subscribed to it. Upen receipt of the Primary Host Application
Death Certificate each Edge Node will disconnect from the current MQTT Server and
connect to the next MQTT Server in its list-’Before the Edge Node disconnects ard
connects to the next MQTT Server it must validate that the JSON payload denotgs
online=false and the timestamp value is greater than or equal to the prior STATE
message timestamp value from that Host Application’s BIRTH message.

The Edge Node connects to.the next available MQTT Server and since the current STATE
on this server is online=true, it can stay connected. In the meantime, the network
disruption between the Primary Host Application and MQTT Server #2 has been
corrected. The Primary Host Application has a new MQTT Session established t¢ server
#2 with an updated Birth Certificate of online=true. Now MQTT Server #2 is ready to

accept new Edge Node session requests.

that natively implement the Sparkplug Specification. The NBIRTH Section defines the Edge
Node Birth Certificate MQTT Payload and the fact that it can provide any number of metrics
that will be exposed in the Primary Host Application. Some examples of these will be "read
only" such as:

Edge Node Manufacture ID
Edge Node Device Type
Edge Node Serial Number

Edge Node Software Version Number
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e Edge Node Configuration Change Count

e Edge Node Position (if GPS device is available)

e Edge Node Cellular RSSI value (if cellular is being used)
e Edge Node Power Supply voltage level

e Edge Node Temperature

Other m¢trics may be dynamic and "read/write" such as:
e Edge Node Rebirth command to republish all Edge Node and Device Birth Certificates
lge Node Next server command to move to next available MQTT Server

E
e Egdge Node Reboot command to reboot the Edge Node
E

lge Node Primary Network (PRI_NETWORK) where 1 = Cellular;2 = Ethernet

The impg@rtant point to realize is that the metrics exposed in the Primary Host Application for
use in the design of applications are completely determined by what metric information is
published in the NBIRTH. This is entirely dependent on the application and use-case. Each
specific kdge Node can best determine what data to expose;and how to expose it, and it will
automatically appear in the Primary Host Application métric structure. Metrics can even be
added dynamically at runtime and with a new NBIRTH-.and DBIRTH sequence of messages.
These metrics will automatically be added to the Primary Host Application metric structure.

The other very important distinction to make here is that Edge Node NDATA and NCMD
messagep are decoupled from the SparkplugDevice level data and command messages of
DDATA gnd DCMD. This decoupling in the Topic Namespace is important because it allows
interactipn from all MQTT Clients in the system (to the level of permission and application)
with the [Edge Nodes, but NOT to the level of sending device commands. The Primary Host
Applicatjon could provide a configtiration parameter that would BLOCK output DDATA and
DCMD mﬁssages but still allow.NDATA and NCMD messages to flow. In this manner, multiple
application systems can be.connected to the same MQTT infrastructure, but only the ones with
DCMD enabled can publish-Device commands.

[t is also [important toiote that an Access Control List (ACL) can be used to allow one or more
Sparkplyg Host Applications to publish NCMD and DCMD messages to one or more Edge Nodgs.
Furthermore theability to publish NCMD or DCMD messages by other Sparkplug Host
Applicatjons.could be blocked. The decoupled nature of the commands and data messages
allows far tHis type of granular access and control.

The following simple message flow diagram demonstrates the messages used to update a
changing cellular RSSI value in the Primary Host Application and sending a command from the
Primary Host Application to the Edge Node to use a different primary network path.

© ISO/IEC 2023 - All rights reserved 44


https://standardsiso.com/api/?name=63de7baa93da6e272e988909478b51f5

ISO/IEC 20237:2023(E)

Primary Host Application ’

-

‘ Sparkplug Edge Node

MQTT Server
1 1
< N
1
N .
All metrics provided in Birth
Certificate are created in the 3)
Edge Node folder within the I I >
Primary Application
CellularyRSSI level changes
< (4) PUBLISH(NDATA ) | || vaifué, New value is updated
in a payload and published.
New RSSI metric is updated in
the associated Edge Node <@ ]
fplder.
$end a command to the Edge
Node to set Ethernet as the
FPrimary network. Writing to
the tag PRI_NETWORK in the (5) PUBLISH(NCMD )
FPrimary Host Application
ill automatically publish
the new value.
5 PRI_NETWORK set to a
)
> || new value of 2.
e ~ T T
‘ Primary Hqswplication MQTT Server ‘ Sparkplug Edge Node
Figure 8 - Edge Node NDATA and NCMD Message Flow
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3. The Edge Node has an established MQTT Session and the NBIRTH has been published.

Primary Host Application now has all defined metrics and their current value.

The Edge Node is monitoring its local cellular RSSI level. The level has changed and now

the Edge Node wants to publish the new value to the associated metric in Primary Host
Application.

From an operational requirement, the Edge Node needs to be told to switch its primary

network interface from cellular to Ethernet. From the Primary Host Application, the
new metric value is published to the Edge Node using a NCMD Sparkplug message.

45
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5.12. MQTT Enabled Device Session Establishment

When implementing Sparkplug directly on an I/0 enabled Device, there are two options. The
notion of a 'Sparkplug Device' can be removed entirely. In this scenario the MQTT Client can
publish 'Edge Node level' messages (e.g. NBIRTH, NDEATH, NCMD, and NDATA) and never use
the concept of 'Device level' messages (e.g. DBIRTH, DDEATH, DCMD, and DDATA messages. All
of the metrics can be published on the Edge Node level Sparkplug verbs and simply omit use of
the Device level Sparkplug verbs. Because the Edge Node level verbs encapsulate the

MQTT/S i . . .

Alternatively, the implementation can use the concept of both Edge Node and Device Sparkplug
verbs (NBIRTH, NDEATH, NDATA, NCMD, DBIRTH, DDEATH, DDATA, and DCMD) as any.other
Gateway|based Edge Node would. From any consuming application this would lookTike any
other Edge Node Gateway that may be managing one or more attached devices.

5.13. Sparkplug Host Application Session Establishment

g Host Applications must follow the following rules when connecting to the MQTT

¢ [fck-id-operational-behavior-host-application-host-id] The sparkplug_host_id
UST be unique to all other Sparkplug Host IDs in‘the infrastructure.

e [tck-id-operational-behavior-host-application-eonnect-will] When a Sparkplug
Hlost Application sends its MQTT CONNECT: packet, it MUST include a Will
essage.

e [tck-id-operational-behavior-host-application-connect-will-topic] The MQTT Will
essage’s topic MUST be of the form 'spBv1.0/STATE/sparkplug_host_id' where
hpst_id is the unique identifier-ofthe Sparkplug Host Application

e [tick-id-operational-behayvior-host-application-connect-will-payload] The Death
Certificate Payload MUST)be JSON UTF-8 data. It MUST include two key/value
pairs where one key MUST be 'online’ and it’s value is a boolean 'false’. The other

y MUST be 'timestamp’ and the value MUST be the same value that was used fqr

the timestamp in-its own prior MQTT CONNECT packet Will Message payload.

¢ [tck-id-operational-behavior-host-application-connect-will-qos] The MQTT Will
essage’s MQTT QoS MUST be 1 (at least once).

e [tck<id-operational-behavior-host-application-connect-will-retained] The MQTT]
ill Message’s retained flag MUST be set to true.

Once the Sparkplug Host Application has successfully connected to the MQTT Server, it must
publish a birth with the following rules.

e [tck-id-operational-behavior-host-application-connect-birth] The MQTT Client
associated with the Sparkplug Host Application MUST send a birth message
immediately after successfully connecting to the MQTT Server.

¢ [tck-id-operational-behavior-host-application-connect-birth-topic] The Host
Application’s Birth topic MUST be of the form 'spBv1.0/STATE/sparkplug_host_id'
where host_id is the unique identifier of the Sparkplug Host Application
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e [tck-id-operational-behavior-host-application-connect-birth-payload] The Birth

Certificate Payload MUST be JSON UTF-8 data. It MUST include two key/value

pairs where one key MUST be 'online' and it’s value is a boolean 'true’. The other
key MUST be 'timestamp' and the value MUST match the timestamp value that was

used in the immediately prior MQTT CONNECT packet Will Message payload.

¢ [tck-id-operational-behavior-host-application-connect-birth-qos] The Host
Application’s Birth MQTT QoS MUST be 1 (at least once).

Application’s Birth retained flag MUST be set to true.

The following additional rule applies if the Host Application is connecting to more than one
MQTT Server.

Application MUST maintain a STATE Message timestamp-value on a per MQTT

Server basis.

-  For example if a connection is lost to one MQTT,Server, when the Host

be connected to.

5{14. Sparkplug Host Application Sessiopd&rmination

the following characteristics.

Application’s Death topic MUST be of the form

Sparkplug Host Application.

e [tck-id-operational-behavior-host-application-death-payload] The Death
Certificate Payload registered as the MQTT Will Message in the MQTT CO

time in milliseconds since Epoch.

Application’s Death MQTT QoS MUST be 1 (at least once).
¢ [tck-id-operational-behavior-host-application-death-retained] The Sparkplug
Host Application’s Death retained flag MUST be set to true.

e [tck-id-operational-behavior-host-application-connect-birth-retained] The Host

e [tck-id-operational-behavior-host-application-multi-server-timestamp] The Host

Application reconnects and publishes a new<STATE message, it must update the
STATE Message timestamp for only thisMQTT Server and not any otherg it may

e [tck-id-operational-behavior-host-application-termination] If the Sparkplpg Host
Application ever disconnects intentionally, it MUST publish a Death message with

e [tck-id-operational-behavior-host-application-death-topic] The Sparkplug Host

'spBv1.0/STATE/sparkplug_host_id' where host_id is the unique identifier|of the

¢ [tck-id-operational-behavior-host-application-disconnect-intentional] In the case

of intentionally disconnecting, an MQTT DISCONNECT packet MAY be sent
immediately after the Death message is published.

- Ifan MQTT DISCONNECT packet is sent by the Host Application, this signals to
the MQTT Server that the Will Message MUST not be delivered by the MQTT
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Server to subscribers of that message. These subscribers are typically Sparkplug
Edge Nodes. This is why a Death message MUST be published before
disconnecting from the MQTT Server. It ensures Edge Nodes are notified the Host
Application is now offline.

- Ifan MQTT DISCONNECT packet is not sent by the Sparkplug Host Application,
the MQTT Server will eventually deliver the Will Message (Death Certificate) to
the subscribers. However, this can take some time to occur based on when the

5.15. S
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MQTT Server detects that the Host Application is no longer connected. By
sending the Death Certificate before disconnecting without sending an MQTT
DISCONNECT packet, we are ensuring that a Death message will be delivefed'to
subscribing clients promptly. The fact that a second Death message will arfive
when the Will Message is delivered is not significant. This is because-the Will
Message Death message will contain a timestamp older than the timestamp tha
is published by the Host Application immediately before the diSconnect. Becaude
it has an older timestamp, the Will Message Death message MUST be ignored by
the subscribing Sparkplug clients.

parkplug Host Application Receive Data

wn

g Host Applications are typically designed to receive-data from Sparkplug Edge Node
pnally write commands back to them. What they de:with that data is not specified by
kplug specification. It is left to the implementor of'a Sparkplug Host Application to
hat they do with the data and what (if anything) they potentially write back to the
les via CMD messages. Example Host Appli¢ations may use graphical interfaces or
rds to display Edge Node data. Other Host’Applications may insert data into a

ita as it flows from the Sparkplug Edge Nodes.

there is so much flexibility in what a Sparkplug Host Application may do with the datp
s there aren’t hard requiréments on what it does with it once it receives it. However
some things to consider:

Sparkplug Host Application MAY send Node Control/Rebirth NCMD messages if
essages arrive out-of sequence order and can not be reordered within the sequence
ordering timé€out. It is often reasonable for whether or not a Host Application sends
ebirths to bela configuration option as this can have an impact on the overall
parkplug system.

Sparkplug Host Application MAY send Node Control/Rebirth NCMD messages if

n

alformed payloads arrive. Because this can have an impact on the overall system this

should be configurable by the Host Application.

e  There are other reasons a Host Application may send out Node Control/Rebirth NCMD
messages. These include but are not limited to:

- Receiving any DBIRTH, NDATA, DDATA, or DDEATH before receiving an NBIRTH
from a Sparkplug Edge Node

- Receiving a metric in an NDATA message that was not included in the previous
NBIRTH message
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- Receiving a metric in a DDATA message that was not included in the previous
DBIRTH message

- Receiving an alias value that was not included in the corresponding NBIRTH or
DBIRTH

5.16. Data Publish

Publishing of data messages occurs from an Edge Node any time it is online as denoted by
previously publishing its BIRTH messages within the same MQTT Session. A Sparkplug|session
bggins with an MQTT CONNECT and then the NBIRTH message. A Sparkplug session ends with
arf NDEATH. Using the fact that MQTT uses TCP as the underlying protocol as wéllas fdcilities
in[Sparkplug to encapsulate a session, data messages are sent 'by exception'.dn‘other words,
ddta only has to be sent when it changes. This is true as long as the sessionremains estpblished
arld valid. The following set of rules defines how data messages should-belsent.

Rules for Edge Node data (NBIRTH and NDATA) messages:

e [tck-id-operational-behavior-data-publish-nbirth] NBIRTH messages MUS[T
include all metrics for the specified Edge Node that will ever be published ffor that
Edge Node within the established Sparkplug session.

¢ [tck-id-operational-behavior-data-publish:nbirth-values] For each metric|in the
NBIRTH, the value MUST be set to the current value or if the current valuelis null,
the is_null flag MUST be set to true and'MUST NOT have a value specified.

¢ [tck-id-operational-behavior-dataspublish-nbirth-change] NDATA messages
SHOULD only be published when Edge Node level metrics change.

- In other words, metricvalues that have not changed within the same Sparkplug
Session SHOULD not be resent until a new Sparkplug session is establishged.

e NDATA messages SHOULD be aggregated to include multiple metrics.

- This is pp 10 the application developer in terms of how many metrics shquld be
aggregated in a single message, but it typically doesn’t make sense to publish an
MQTT message for every single metric change.

- >Multiple value changes for the same metric MAY be included in the same
Sparkplug NDATA message as long as they have different timestamps.

[tck-id-operational-behavior-data-publish-nbirth-order] For all metrics

ch_ronological order in the list of metrics in th payload.
Rules for Device data (DBIRTH and DDATA) messages:
e [tck-id-operational-behavior-data-publish-dbirth] DBIRTH messages MUST

include all metrics for the specified Device that will ever be published for that
Device within the established Sparkplug session.

¢ [tck-id-operational-behavior-data-publish-dbirth-values] For each metric in the
DBIRTH, the value MUST be set to the current value or if the current value is null,
the is_null flag MUST be set to true and MUST NOT have a value specified.
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¢ [tck-id-operational-behavior-data-publish-dbirth-change] DDATA messages
SHOULD only be published when Device level metrics change.

- In other words, metric values that have not changed within the same Sparkplug
Session SHOULD not be resent until a new Sparkplug session is established.

e DDATA messages SHOULD be aggregated to include multiple metrics.

- This is up to the application developer in terms of how many metrics should be
aggregated I a singie message, but it typicatly doesn t make Sense to pubiisia
MQTT message for every single metric change.

- Multiple value changes for the same metric MAY be included in the same
Sparkplug DDATA message as long as they have different timestamps.

e [fck-id-operational-behavior-data-publish-dbirth-order] For all metrics where
is historical=false, DBIRTH and DDATA messages MUST keep mé€tric values in
chronological order in the list of metrics in the payload.

5.17. Cbmmands

Commands are used in Sparkplug to allow Sparkplug Host Applications to send data to
Sparkplyg Edge Nodes. Examples include writing to outputs.of Sparkplug Edge Nodes and
Devices ¢r to request Rebirths from Edge Nodes. Custom‘€¢emmand endpoints can be declared
in an NB|RTH or DBIRTH message by an Edge Node or-Dévice that may support functionality
such as rebooting an Edge Node or Device. This is up to the Sparkplug implementor to define
what functionality can be exposed.

Security pnd access is an important aspect of. commands. It may be the case that not all
Sparkplyg Host Applications should have the ability to send commands. This can be controlled
in multiple ways. ACLs (Access Control Lists) may be used to allow/disallow certain MQTT
clients friom publishing NCMD and PCMD messages. Security features in the Sparkplug Host
Applicatjon itself could be used to-allow/disallow certain users or applications from sending
certain cpommands. Security featiires in the Sparkplug Edge Node application could be used to|
allow/digallow CMD messages to be honored. There are a number of ways in which this can b
achieved based on the usecase. However, implementation details are not covered in the
Sparkplyg Specificationjand is left to specific application designers to consider.

There arp two types of command (CMD) verbs in Sparkplug. These are NCMD and DCMD
messagep whichtarget Edge Nodes and Devices respectively.

There is pne NCMD that is required to be implemented for all Sparkplug Edge Nodes and that|is
the 'Node Control/Rebirth' command. This exists to allow a Sparkplug Host Application to reset
its end-to-end session with a specific Edge Node. For example, say an Edge Node has been in an
established Sparkplug session and is publishing DATA messages. Now say a new Sparkplug
Host Application connects to the same MQTT Server that the Edge Node is connected to. On the
next DATA message published by the Edge Node, the Host Application will receive it without
ever having received the BIRTH message(s) associated with the Edge Node. As a result, it can
send a 'Rebirth Request' using the 'Node Control/Refresh' metric to reset its understanding of
that Edge Node and become aware of all metrics associated with it.

These are the rules around the 'Node Control/Rebirth' metric.

© ISO/IEC 2023 - All rights reserved 50


https://standardsiso.com/api/?name=63de7baa93da6e272e988909478b51f5

ISO/IEC 20237:2023(E)

[tck-id-operational-behavior-data-commands-rebirth-name] An NBIRTH message
MUST include a metric with a name of 'Node Control/Rebirth’'.

[tck-id-operational-behavior-data-commands-rebirth-name-aliases] When
aliases are being used by an Edge Node an NBIRTH message MUST NOT include an
alias for the 'Node Control/Rebirth’' metric.

- This is to ensure that any Host Application connecting to the MQTT Server is
capable of requesting a rebirth without knowledge of any potential alias being

A

Uj

pon receipt of a Rebirth Request;.the Edge Node must do the following.

used for this metric.

\ 4

[tck-id-operational-behavior-data-commands-rebirth-datatype] The|'Nod¢
Control/Rebirth' metric in the NBIRTH message MUST have a datatype of
'Boolean’.

[tck-id-operational-behavior-data-commands-rebirth-value] The 'Node
Control/Rebirth' metric value in the NBIRTH message MUST have a value ¢f false.

Rebirth Request' consists of the following message from a Sparkplug Host Applicatign with
the following characteristics.

[tck-id-operational-behavior-data-commands-ncmd-rebirth-verb] A Rebinth
Request MUST use the NCMD Sparkplug verb.

[tck-id-operational-behavior-data-comimands-ncmd-rebirth-name] A Rebirth
Request MUST include a metric with aname of 'Node Control/Rebirth’'.

[tck-id-operational-behavior-data-commands-ncmd-rebirth-value] A Rebirth
Request MUST include a metri¢ value of true.

[tck-id-operational-behavior-data-commands-rebirth-action-1] When an Edge
Node receives a Rebirth Request, it MUST immediately stop sending DATA
messages.

[tck-id-operational-behavior-data-commands-rebirth-action-2] After an Edge
Node stops sending DATA messages, it MUST send a complete BIRTH sequence
including the NBIRTH and DBIRTH(s) if applicable.

[tck-id-operational-behavior-data-commands-rebirth-action-3] The NBIRTH
MUST include the same bdSeq metric with the same value it had included in the
Will Message of the previous MQTT CONNECT packet

- Because a new MQTT Session is not being established, there is no reason to
update the bdSeq number

After the new BIRTH sequence is published, the Edge Node may continue sending DATA
messages.

Another common use case for sending commands is to use them to 'write' to outputs on

Sparkplug Devices. Often these are PLCs or RTUs with writable outputs. NCMD and DCMD
messages can be used for these writes. The general flow is for a Host Application to send a
command message, the Edge Device receives the message and writes to the output using the
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native protocol. Then when the output changes value, it results in the Edge Node publishing a
DATA message denoting the new value.

For Edge Node level commands, the following rules must be followed.

For Devi

6.

6.1.

[tck-id-operational-behavior-data-commands-ncmd-verb] An Edge Node level
command MUST use the NCMD Sparkplug verb.

[tck-id-operational-behavior-data-commands-ncmd-metric-name] An NCMD

m
N

1
W

BIRTH message for the Edge Node.

- Sparkplug Edge Node Applications should be resilient to receiving metrics’namps
that were not included in the NBIRTH message.

ck-id-operational-behavior-data-commands-ncmd-metric-value] Ah NCMD
essage MUST include a compatible metric value for the metri¢name that it is
riting to.

- In other words, if the metric has a datatype of a boolean the value must be true
or false.

ce level commands, the following rules must be followed.

[t

C

[tck-id-operational-behavior-data-commands-dcmd-metric-name] A DCMD

D

1
W

ck-id-operational-behavior-data-commands-dcmd-verb] A Device level
mmand MUST use the DCMD Sparkplug veérb.

essage SHOULD include a metric name that was included in the associated
IRTH message for the Device.

- Sparkplug Edge Node Applications should be resilient to receiving metrics namgs
that were not included in the DBIRTH message.

ck-id-operational-béhavior-data-commands-dcmd-metric-value] A DCMD
essage MUST include a compatible metric value for the metric name that it is
riting to.

- In othérwords, if the metric has a datatype of a boolean the value must be true
orfalse.

Payloads

Overview

The MQTT specification does not define any required data payload format. From an MQTT
infrastructure standpoint, the payload is treated as an agnostic binary array of bytes that can
be anything from no payload at all, to a maximum of 256 MB. But for applications within a
known solution space to work using MQTT the payload representation does need to be defined.

This section of the Eclipse Sparkplug specification defines how MQTT Sparkplug payloads are
encoded and the data that is required. Sparkplug supports multiple payloads encoding
definitions. There is an 'A' payload format as well as a 'B' payload format. As described in the
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Introduction Section Sparkplug A is deprecated and is not included in this document. This
section will only cover the details of the Sparkplug 'B' payload format.

The majority of devices connecting into next generation IloT infrastructures are legacy
equipment using poll/response protocols. This means we must take in account register based
data from devices that talk protocols like Modbus. The existing legacy equipment needs to
work in concert with emerging [IoT equipment that is able to leverage message transports like
MQTT natively.

62. Google Protocol Buffers

"Brotocol Buffers are a way of encoding structured data in an efficient yet extensibje
format.”

Google Protocol Buffers, sometimes referred to as "Google Protobufs", provide the effidiency of
pdcked binary data encoding while providing the structure required td_make it easy to create,
transmit, and parse register based process variables using a standatd-Set of tools while
erfabling emerging IloT requirements around richer metadata. Google Protocol Buffers
d¢velopment tools are available for:

e C

o C++

e CH#

e Java

e  Python
e GO

e JavaScript
Adlditional information onGoogle Protocol Buffers can be found at:

https://developers@gogle.com/protocol-buffers/

6.3. Sparkplug A MQTT Payload Definition

Ag described'in the Introduction Section Sparkplug A is deprecated and is not included|in this
dgcument.

6.4.=Sparkplug B-MQTT Payload Definition

The goal of Sparkplug is to provide a specification that both OEM device manufactures and
application developers can use to create rich and interoperable SCADA/IIoT solutions using
MQTT as a base messaging technology. In the Sparkplug B message payload definition, the goal
was to create a simple and straightforward binary message encoding that could be used
primarily for legacy register based process variables (Modbus register value for example).

The Sparkplug B MQTT payload format has come about based on the feedback from many
system integrators and end users who wanted to be able to natively support a much richer data
model within the MQTT infrastructures that they were designing and deploying. Using the
feedback from the user community Sparkplug B provides support for:
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e Complex data types using templates
e Datasets

e  Richer metrics with the ability to add property metadata for each metric

e  Metric alias support to maintain rich metric naming while keeping bandwidth usage to a

minimum
e  Histeriealdata
. File data

The Sparkplug B payload definition creates a bandwidth efficient data transport fonreal time
device data. For WAN based SCADA/IIoT infrastructures this equates to lower latency data

updates while minimizing the amount of traffic and therefore cellular and/or VSAT bandwidt
required| In situations where bandwidth savings is not the primary concern,the efficient use
enables higher throughput of more data eliminating sensor data that may-have previously beg

left strarlded in the field. It is also ideal for LAN based SCADA infrastruetures equating to highler

throughput of real time data to consumer applications without requiring extreme networking
topologi¢s and/or equipment.

There arp many data encoding technologies available that carrfall be used in conjunction with
MQTT. Sparkplug B selected an existing, open, and highly.available encoding scheme that
efficiently encodes register based process variables. The’encoding technology selected for
Sparkplyg B is Google Protocol Buffers.

6.4.1. Gpogle Protocol Buffer Schema

Using legsons learned on the feedback from-the Sparkplug A implementation a new Google
Protocol[Buffer schema was developed-that could be used to represent and encode the more
complex|data models being requested. The entire Google Protocol Buffers definition is below.

—

201

// * Copyright (c) 2015-2021 Cirrus Link Solutions and others

/] *

// * This program and the) accompanying materials are made available under the
// * terms of the Eclipse Public License 2.0 which is available at

// * htgp://www.eclipse.org/legal/epl-2.0.

/] *

// * SPDX-Licensgé-Identifier: EPL-2.0

/] *

// * Comtributors:

//* $irrus Link Solutions - initial implementation

// To compile:

// cd client libraries/java

// protoc --proto path=../../ --java_out=src/main/java ../../sparkplug b.proto
syntax = "proto2";

package org.eclipse.tahu.protobuf;

option java_package = "org.eclipse.tahu.protobuf";
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option java_outer_clas

enum DataType {
// Indexes of Data

Shame =

Types

"SparkplugBProto";

// Unknown placeholder for future expansion.

Unknown = 0;
// Basic Types

Int8 = 1;
Intl6 = 2;
Int32 = 3;
Int6e4 = 4;
UInt8 =5;
UIntlé6 = 6;
UInt32 = 7;
UInt6e4 = 8;
Float = 9;
Double = 10;
Boolean = 11;
String = 12;
DateTime = 13;
Text = 14;
// Additional Metric Types
UUID = 15;
DataSet = 16;
Bytes = 17;
File = 18;
Template = 19;

PropertySet =
PropertySetList &

// Array Type€s
Int8Array =-22;

20,
21;

// Additional PropertyValue Types

Intl6Array = 23;
Int32Anray = 24;
Int64Array = 25;
UInt8Array = 26;
UIntl6Array = 27,
ulntsZArray = 2¢;
UInt64Array = 29;

FloatArray = 30;

DoubleArray = 31;

BooleanArray = 32;

StringArray = 33;

DateTimeArray = 34
}

message Payload {

message Template {

55

J

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=63de7baa93da6e272e988909478b51f5

ISO/IEC 20237:2023(E)

message Parameter {
optional string name =
optional uint32 type =

N B
e G

oneof value {
uint32 int_value =
uinté64 long value
float float_value
double double value
bool boolean_value ;
string string_value = 8;
ParameterValueExtension extension_value = 9;

I}
[

. e

1}
Nojuvt pw
B

}
message ParameterValueExtension {
extensions 1 to max;

}
}
optional string version = 1; /4 The version of the

Templat¢ to prevent mismatches

repeated Metric metrics = 2; // Each metric includes a

name, datatype, and optionally a value
repeated Parameter parameters
optional string template_ref = 4, // MUST be a reference to
a template definition if this is an instance (i.e. the name of the template
definition) - MUST be omitted for template definitions

optional bool is_definition = 5;

extensions 6 to max;

]
w
[

mes$age DataSet {
message DataSetValue {

oneof valde {

unt32 int_value = 1;
Uint64 long_value = 2;
float float_value = 3;
double double value = 4;
bool boolean_value = 5;
string string_value = 6;
DataSetValueExtension extension_value = 7;
}
message DataSetValueExtension {
extensions 1 to max;
}
}
message Row {
repeated DataSetValue elements = 1;
extensions 2 to max; // For third party
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extensions

}

optional uint64  num_of_columns = 1;

repeated string columns = 2;

repeated uint32  types = 3;

repeated Row rows = 4;

extensions 5 to max; // For third party
extensions

¥

message PropertyValue {

optional uint32 type = 1;
optional bool is_null = 2;

oneof value {

uint32 int_value = 35
uinte4 long_value =\4;
float float_value = 5;
double double_value = 6;
bool boolean_value =7;
string string value = 8;
PropertySet propertyset_value = 9;
PropertySetList propertysetscvalue = 10; // List of
Prioperty Values
PropertyValueExtension eXtension_value = 11;
}
message PropertyValueExtension {
extensions 1 to max;
}
}
message PropertySet {
repeated\’string keys = 1; // Names of the propgerties
repeated PropertyValue values = 2;
exténsions 3 to max;
}
message PropertySetlList {
repeated PropertySet propertyset = 1;
extensions 2 to max;
}
message MetaData {
// Bytes specific metadata
optional bool is_multi_part = 1;
// General metadata
optional string content_type = 2; // Content/Media type
optional uint64 size = 3; // File size, String size,
Multi-part size, etc
optional uint64 seq = 4; // Sequence number for
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optional string file_name = 5; // File name

optional string file_type = 6; // File type (i.e. xml,
json, txt, cpp, etc)

optional string md5 =7; // md5 of data

// Catchalls and future expansion

optional string description = 8; // Could be anything such-as
json or|xml of custom properties

extensions 9 to max;

}

message Metric {

optional string name =1;
be incluided on birth
optional uint64 alias = 2;

/7
//

name on|birth and included in all later DATA messages

optional uint64  timestamp = 3;
data acquisition time

optional uint32 datatype = 4;
metric/fag value
optional bool is historical = 5;
data andg should not update real time tag
optional bool is_transient =6,
such as|MQTT Engine to not store this as™a tag
optional bool is _null =7;
explicifly say so rather than using(r1l, false, etc
optional MetaData metadata = 8;
optional PropertySet properties = 9;

oneof value {

24
//
//
/7
//

for

//

Metric_mname - should only
Metric alias - tied to
Timestamp associated with
DataType of the

If this is historical
Tells consuming clients
If this is null -

some datatypes.
Metadata for the payload

uint32 int value = 10;
uint64 _long value = 11;
float float_value = 12;
doubl€-” double_value = 13;
bool boolean_value = 14,
string string_value = 15;
bytes bytes_value = 16; // Bytes, File
DataSet dataset_value = 17;
Template templiate_value =183
MetricValueExtension extension_value = 19;
}
message MetricValueExtension {
extensions 1 to max;
}
}
optional uint64  timestamp = 1; // Timestamp at message sending
time
repeated Metric metrics = 2; // Repeated forever - no limit
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in Google Protobufs

optional uint64  seq = 3; // Sequence number

optional string uuid = 4; // UUID to track message type in
terms of schema definitions

optional bytes body = 5; // To optionally bypass the
whole definition above

extensions 6 to max; // For third party extensions

Far the remainder of this document JSON will be used to represent components of a'Spprkplug
B payload. It is important to note that the payload is a binary encoding and is mot actually JSON.
However, JSON representation is used in this document to represent the payloads in a yway that
is|easy to read. For example, a simple Sparkplug B payload with a single metric can be
represented in JSON as follows:

{
"timestamp": <timestamp>,
"metrics": [{
"name": <metric_name>,
"alias": <alias>,
"timestamp": <timestamp>,
"dataType": <datatype>,
"value": <value>
o
"seq": <sequence_number>
}

A simple Sparkplug B payload with values would be represented as follows:

"timestamp": 1486144502122,

"metrics": [{
"namg'}:” "My Metric”,
"alias": 1,
“timestamp": 1479123452194,
"dataType": "String",
"value": "Test"

o

Useq": 2

}

N hitathat tha ama’ of 4 ot~ haatalss ha hiﬂ?‘ﬂv‘r‘l‘\ir‘ﬁ! taohild aut nraonar foldar chr ety S for
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applications consuming the metric values. For example, in an application where an Edge Node
in connected to several devices or data sources, the ‘name’ could represent discrete folder
structures of:

‘Folder 1/Folder 2 /Metric Name’

Using this convention in conjunction with the group_id, edge_node_id and device_id already
defined in the Topic Namespace, consuming applications can organize metrics in the same
hierarchical fashion:
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* Metric Level 1
i Metric Level 2

Figure 9

6.4.3. Sparkplug B v1.0 Payload Components

The Spar
publish 3

infrastructure. Using that Topic Namespace, this section of the specification defines the actual

payload
6.4.4. P;

Sparkply
metrics.

6.4.5. P;

A Sparkp
message
well as a
includes

P

— Metric Name

- Payload Metric Folder Structure

kplug specification Topics Section defines the Topic Namespace that-Sparkplug uses
nd subscribe between Edge Nodes and Host Applications within.the€ MQTT

rontents of each message type in Sparkplug B v1.0.
hyload Component Definitions

g B consists of a series of one or more metrics withimetadata surrounding those
The following definitions explain the components-that make up a payload.

hyload

lug B payload is the top-level component that is encoded and used in an MQTT

[t contains some basic information’such as a timestamp and a sequence number as
h array of metrics which contain key/value pairs of data. A Sparkplug B payload
the following components.

hyload
- timestamp

e  Thisiis the timestamp in the form of an unsigned 64-bit integer
representing the number of milliseconds since epoch (Jan 1, 1970).

* )’ [tck-id-payloads-timestamp-in-UTC] This timestamp MUST be in
UTC.

e This timestamp represents the time at which the message was publishe

- metrics

e Thisis an array of metrics representing key/value/datatype values.
Metrics are further defined here.

- seq

e  This is the sequence number which is an unsigned 64-bit integer.
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- [tck-id-payloads-sequence-num-always-included] A sequence
number MUST be included in the payload of every Sparkplug
MQTT message from an Edge Node except NDEATH messages.

- [tck-id-payloads-sequence-num-zero-nbirth] A NBIRTH
message from an Edge Node MUST always contain a sequence
number between 0 and 255 (inclusive).

- [tck-id-payloads-sequence-num-incrementing] All subsequent
messages after an NBIRTH from an Edge Node MUST, c%lntain a

sequence number that is continually increasing by-one in each
message from that Edge Node until a value of 255/is reached.
At that point, the sequence number of the following message
MUST be zero.

- uuid

e Thisis a field which can be used to represent.a schema or some other
specific form of the message. Example usage would be to supply ajUUID
which represents an encoding mechanism of the optional array of bytes
associated with a payload.

- body

e Thisis an array of bytes which can be used for any custom binaryfencoded
data.

6.44.6. Metric

A Bparkplug B metric is a core component of data in the payload. It represents a key, vdlue,
tirestamp, and datatype along with metadata used to describe the information it contains.
These also represent 'tags' in.classic SCADA systems. It includes the following compongnts.

L name

- This isthe friendly name of a metric. It should be represented as a forwafd-slash
delimited UTF-8 string. The slashes in the string represent folders of the metric
torepresent hierarchical data structures. For example, ‘outputs/A’ would be a
metric with a unique identifier of ‘A’ in the ‘outputs’ folder. There is no limit to
the number of folders. However, across the infrastructure of MQTT publishers a
defined folder should always remain a folder.

AALLCTH 1 =

| . | i | 1 o | - 11 ' - | - | =
= 1R IUPAdyIUdUSTIHIAIICT T TYUIT CTIITIIL] TIIC II4allIC ViU O 1T DT HItIuucu lth
every metric unless aliases are being used.

- Al UTF-8 characters are allowed in the metric name. However, special characters
including but not limited to the following are discouraged:.,\ @ #$% * & * () [
1{}|! ~:;""<>7? Thisis because many Sparkplug Host Applications may have
issues handling them.

. alias
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- This is an unsigned 64-bit integer representing an optional alias for a Sparkplug
B payload. Aliases are optional and not required. If aliases are used, the
following rules apply.

e [tck-id-payloads-alias-uniqueness] If supplied in an NBIRTH or
DBIRTH it MUST be a unique number across this Edge Node’s entire
set of metrics.

- Non-normative comment: no two metrics for the same Edge Node
can have the same alias. Upon being defined in the NBIRTH or
DBIRTH, subsequent messages can supply only the alias instead gf
the metric friendly name to reduce overall message size.

e [tck-id-payloads-alias-birth-requirement] NBIRTH and DBIRTH
messages MUST include both a metric name and alias.

e [tck-id-payloads-alias-data-cmd-requirement] NDATA, DDATA,
NCMD, and DCMD messages MUST only include'an alias and the
metric name MUST be excluded.

e timestamp

17

- This is the timestamp in the form of an unsigned 64-bit integer representing the
number of milliseconds since epoch (Jan 1,1970).

- [tck-id-payloads-name-birth-data-requirement] The timestamp MUST be
included with every metric in allNBIRTH, DBIRTH, NDATA, and DDATA
messages.

- [tck-id-payloads-name-cmd-requirement] The timestamp MAY be included
with metrics in NCMD and DCMD messages.

- [tck-id-payloads-nietric-timestamp-in-UTC] The timestamp MUST be in
UTC.

¢ Non-hgrmative comment: This timestamp represents the time at which
thévalue of a metric was captured.

e datatype

- Jtck-id-payloads-metric-datatype-value-type] The datatype MUST be an
unsigned 32-bit integer representing the datatype.

- [tck-id-payloads-metric-datatype-value] The datatype MUST be one of the
enumerated values as shown in the valid Sparkplug Data Types.

- [tck-id-payloads-metric-datatype-req] The datatype MUST be included with
each metric definition in NBIRTH and DBIRTH messages.

- [tck-id-payloads-metric-datatype-not-req] The datatype SHOULD NOT be
included with metric definitions in NDATA, NCMD, DDATA, and DCMD
messages.

o is_historical
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This is a Boolean flag which denotes whether this metric represents a historical
value. In some cases, it may be desirable to send metrics after they were acquired
from a device or Edge Node. This can be done for batching, store and forward, or
sending local backup data during network communication loses. This flag
denotes that the message should not be considered a real time/current value.

is_transient

This is a Boolean flag which denotes whether this metric should be considered

is_null

metadata

properties

transient. Transient metrics can be considered those that are of interest.to a host
application(s) but should not be stored in a historian.

This is a Boolean flag which denotes whether this metric has-a null value} This is
Sparkplug B’s mechanism of explicitly denoting a metrid’s value is actually null.

This is a MetaData object associated with the metric for dealing with more
complex datatypes. This is covered in the métadata section.

This is a PropertySet object associated with the metric for including custpm
key/value pairs of metadata associated with a metric. This is covered in the
property set section.

e value
- The value of a metrigcutilizes the ‘oneof’ mechanism of Google Protocol Buffers.
The value supplied-with a metric MUST be one of the following types. Note if the
metrics is_null'flag is set to true the value can be omitted altogether. Morje
information.on the Google Protocol Buffer types can be found here:
https:/ fdevelopers.google.com/protocol-buffers/docs/proto#scalar
<« ~"Google Protocol Buffer Type: uint32
e  Google Protocol Buffer Type: uint64
e Google Protocol Buffer Type: float
e  Google Protocol Buffer Type: double
e  Google Protocol Buffer Type: bool
e  (Google Protocol Buffer Type: string
e  Google Protocol Buffer Type: bytes
e  Sparkplug DataSet
- Defined here.
e  Sparkplug Template
63
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- Defined here.

6.4.7. MetaData

A Sparkplug B MetaData object is used to describe different types of binary data. These are
optional and includes the following components.

o is_multi_part

A Boolean rpprpcpnfing whether this metric contains part of a mn]fi-pnrf

E)

o content_type

. size

e seq

e file_name

o file_type

e md5

message. Breaking up large quantities of data can be useful for keeping the flow
of MQTT messages flowing through the system. Because MQTT ensures in‘orde
delivery of QoS 0 messages on the same topic, very large messages cantestlt in
messages being blocked while delivery of large messages takes place;

This is a UTF-8 string which represents the content type of-a given metric valuei

applicable.

This is an unsigned 64-bit integer representing.the size of the metric value. This

is useful when metric values such as files are-sent. This field can be used for the
file size.

If this is a multipart metric, this.isan unsigned 64-bit integer representing the
sequence number of this part of a multipart metric.

If this is a file metric;this is a UTF-8 string representing the filename of the file.

If this is adile metric, this is a UTF-8 string representing the type of the file.

Ifthis is a byte array or file metric that can have a md5sum, this field can be use
as a UTF-8 string to represent it.

d

e description

This is a freeform field with a UTF-8 string to represent any other pertinent

metadata for this metric. It can contain JSON, XML, text, or anything else that can

be understood by both the publisher and the subscriber.

6.4.8. PropertySet

A Sparkplug B PropertySet object is used with a metric to add custom properties to the object.
The PropertySet is a map expressed as two arrays of equal size, one containing the keys and
one containing the values. It includes the following components.
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e keys

- This is an array of UTF-8 strings representing the names of the properties in this
PropertySet.

- [tck-id-payloads-propertyset-keys-array-size] The array of keys in a
PropertySet MUST contain the same number of values included in the array
of PropertyValue objects.

s values

- This is an array of PropertyValue objects representing the values of‘the
properties in the PropertySet.

array.

6.4.9. PropertyValue

- [tck-id-payloads-propertyset-values-array-size] The array of valueg in a
PropertySet MUST contain the same number of items that are in the keys

A Bparkplug B PropertyValue object is used to encode the value and datatype of the value of a

prjoperty in a PropertySet. It includes the following components.

. type

- [tck-id-payloads-metric-propertyvalue-type-type] This MUST be an
unsigned 32-bit integer representing the datatype.

the Sparkplug Property Value Data Types.

Property Value Definitions in NBIRTH and DBIRTH messages.
o is_null
- This’is a Boolean flag which denotes whether this property has a null val

null.

o value

Thavuvalua ofanranarty ntilizactha ‘Onanf mmachanicin AfCAngla Dentncn
TIIrc—voroat A4 C—OoTrC o IIIrC CIrIa o TITrOT TC-T

- [tck-id-payloads-metric-propertyvalue-type-value] This value MUST be one
of the enumerated values as shown in the Sparkplug Basic Data Typles or

- [tck-id-payloads-metric-propertyvalue-type-req] This MUST be included in

ue. This

js'Sparkplug B’s mechanism of explicitly denoting a property’s value is a¢tually

Buffers.

OO pTroptTroy— ottty oIt T ASE RS A=A=4 O TOUTOTO

The value supplied with a metric MUST be one of the following types. No

te if the

metrics is_null flag is set to true the value can be omitted altogether. More

information on the Google Protocol Buffer types can be found here:
https://developers.google.com/protocol-buffers/docs/proto#scalar

e  Google Protocol Buffer Type: uint32
e  (Google Protocol Buffer Type: uint64
e  Google Protocol Buffer Type: float

e Google Protocol Buffer Type: double
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e  Google Protocol Buffer Type: bool
e Google Protocol Buffer Type: string
e  Sparkplug PropertySet

- Defined here.

e  Sparkplug PropertySetList

- Defined here.

Quality Cpdes

There is pne specific property key in Sparkplug called 'Quality'. This defines the quality of the
value asqociated with the metric. This property is optional and is only required‘if the quality of
the metrjc is not GOOD.

There arg three possible quality code values. These are defined below with their associated
meaningp.

e 0

- BAD
e 1p2

- GOOD
e 500

- STALE

]

[tck-id-payloads-propertyset-quality-value-type] The 'type’ of the Property Value MUS’
be a value of 3 which represents:a Signed 32-bit Integer.

[tck-id-payloads-propertyset-quality-value-value] The 'value’' of the Property Value
MUST be¢ an int_value and be one of the valid quality codes of 0, 192, or 500.

6.4.10. PfopertySetLis{

A Sparkglug B PropertySetList object is an array of PropertySet objects. It includes the
following components.

e  propertyset

- Thisis an array of PropertySet objects.

6.4.11. DataSet

A Sparkplug B DataSet object is used to encode matrices of data. It includes the following
components.

e num_of columns

- [tck-id-payloads-dataset-column-size] This MUST be an unsigned 64-bit
integer representing the number of columns in this DataSet.
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e columns
- This is an array of strings representing the column headers of this DataSet.

- [tck-id-payloads-dataset-column-num-headers] The size of the array MUST
have the same number of elements that the types array contains.

gned 32
bit integers representing the datatypes of the columns.

- [tck-id-payloads-dataset-types-num] The array of types MUST have jthe
same number of elements that the columns array contains.

- [tck-id-payloads-dataset-types-type] The values in the types array MUST be
a unsigned 32-bit integer representing the datatype.

- [tck-id-payloads-dataset-types-value] This values in the types array MUST
be one of the enumerated values as shown in the Sparkplug Basic Data
Types.

-  [tck-id-payloads-dataset-parameter-type-req] The types array MUS[T be
included in all DataSets.

° rows

- This is an array of DataSet.R@w objects. It contains the data that makes up the
data rows of this DataSet.

6.4.12. DataSet.Row

A Bparkplug B DataSet.Row gbject represents a row of data in a DataSet. It includes the|
following components.

o elements

- Thisdisan array of DataSet.DataSetValue objects. It represents the data cgntained
within a row of a DataSet.

6.44.13. Dataset.DataSetValue
o value

—  The value of a DataSet.DataSetValue utilizes the ‘oneof mechanism of Gobgle
Protocol Buffers.

- [tck-id-payloads-template-dataset-value] The value supplied MUST be one
of the following Google Protobuf types: uint32, uint64, float, double, bool, or
string.

More information on the types above can be found here:
https://developers.google.com/protocol-buffers/docs/proto#scalar
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A Sparkplug B Template is used for encoding complex datatypes in a payload. It is a type of
metric and can be used to create custom datatype definitions and instances. These are also
sometimes referred to as 'User Defined Types' or UDTs. There are two types of Templates.

e Template Definition

- This is the definition of a Sparkplug Template.

e« Tpmplate Instance

[tck-id-payloads-template-definition-nbirth-only] Template
Definitions MUST only be included in NBIRTH messages.

[tck-id-payloads-template-definition-is-definition] A Template
Definition MUST have is_definition set to true.

[tck-id-payloads-template-definition-ref] A Template'Definition
MUST omit the template_ref field.

[tck-id-payloads-template-definition-members] A Template
Definition MUST include all member metries that will ever be
included in corresponding template inStances.

[tck-id-payloads-template-definition-nbirth] A Template Definition

MUST be included in the NBIRTH for all Template Instances that are

included in the NBIRTH and DBIRTH messages.

- A Template Instance-¢an not reference a Template Definition that
was not includeddn the NBIRTH.

[tck-id-payloads-template-definition-parameters] A Template
Definition MUST-include all parameters that will be included in the
corresponding Template Instances.

[tck-id-payloads-template-definition-parameters-default] A
Template Definition MAY include values for parameters in the
Template Definition parameters.

- These act as the defaults for any template instances that don’t
include parameter values in the NBIRTH or DBIRTH messages.

- I'nis1s an istance or a Sparkplug I'emplate.

[tck-id-payloads-template-instance-is-definition] A Template
Instance MUST have is_definition set to false.

[tck-id-payloads-template-instance-ref] A Template Instance MUST
have template_ref set to the type of template definition it is.

- It must be set to the name of the metric that represents the
template definition.
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¢ [tck-id-payloads-template-instance-members] A Template Instance
MUST include only members that were included in the
corresponding template definition.

e [tck-id-payloads-template-instance-members-birth] A Template
Instance in a NBIRTH or DBIRTH message MUST include all members
that were included in the corresponding Template Definition.

e [tck-id-payloads-template-instance-members-data] A Template

Sparkplug Template includes the following ceniponents.

Instance in a NDATA or DDATA message MAY include only a ubset of
the members that were included in the corresponding template
definition.

- A Template Instance does not need to be a complete set of all
member metrics that were included in the Template Definjtion.

e [tck-id-payloads-template-instance-parameters] A Template
Instance MAY include parameter values-for any parameters that
were included in the corresponding Template Definition.

- Ifa parameter value was inchided in the Template Definitipn but
not in the Template Instani¢ethe value of that parameter ig
implicitly the default value from the Template Definition.

version

-  This is an optional field:dnd can be included in a Template Definition or Template
Instance.

- [tck-id-payloads-template-version] If included, the version MUST be¢ a UTF-
8 string representing the version of the Template.

metrics

- Thisisan array of metrics representing the members of the Template. These can
be primitive datatypes or other Templates as required.

parameters

- This is an option field and is an array of Parameter objects representing
parameters associated with the Template.

template_ref

- [tck-id-payloads-template-ref-definition] This MUST be omitted if this is a
Template Definition.

- [tck-id-payloads-template-ref-instance] This MUST be a UTF-8 string
representing a reference to a Template Definition name if this is a
Template Instance.

is_definition
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6.4.15. Témplate.Parameter

A Sparkplug B Template.Parameter is a metadata field for a Template. This can beused to
represerjt parameters that are common across a Template Definition but the valtes are uniqule
to the Tgmplate instances. It includes the following components.

4 name

© ISO/IEC 2023 -
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This is a Boolean representing whether this is a Template definition or a
Template instance.

[tck-id-payloads-template-is-definition] This MUST be included in every
Template Definition and Template Instance.

[tck-id-payloads-template-is-definition-definition] This MUST be set to true
if this is a Template Definition.

1d= = 13- = p
if this is a Template Instance.

[tck-id-payloads-template-parameter-name-required] This MUST be
included in every Template Parameter definition.

[tck-id-payloads-template-parameter-name-type] This MUST be a UTF-8
string representing the name of the Template parameter.

[tck-id-payloads-template-parameter-value-type] This MUST be an
unsigned 32-bit integer representing the datatype.

[tck-id-payloads-template-parameter-type-value] This value MUST be ong€
of the enumerated values as shown in the Sparkplug Basic Data Types.

[tck-id-payloads-template-parameter-type-req] This MUST be included in|
Template Parameter Definitions in NBIRTH and DBIRTH messages.

The value of a template parameter utilizes the ‘oneof mechanism of Google
Protocol Buffers.

[tck-id-payloads-template-parameter-value] The value supplied MUST be
one-of-the-followine Gooale-Protocol Buffe bes+Hint32-wint64dfloat;

double, bool, or strig.

e  More information on these types can be found here:
https://developers.google.com/protocol-buffers/docs/proto#scalar

For a template definition, this is the default value of the parameter. For a
template instance, this is the value unique to that instance.
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6.4.16. Data Types

Sparkplug defines the valid data types used for various Sparkplug constucts including Metric
datatypes Property Value types, DataSet types, and Template Parameter types. Datatypes are

represented as an enum in Google Protobufs as shown below.

enum DataType {
// Indexes of Data Types

77 Unkmownm placehotder—for—future expansiom.
Unknown = 0;

// Basic Types

Int8 =
Intl6 =
Int32 =
Int64 =
UInt8 =
UIntilé6 =
UInt32 =
UInt64 =
Float =
Double =
Boolean =
String =
DateTime =
Text =

e Ve e

« e

P RRPRRPOVONOOCUVDRWNER
D W NE ®©Vve ve e e W
“e Ve Lo L. W

// Additional Metric Types

UUID = 15;
DataSet = 16;
Bytes = 17;
File = 185
Template =\19;

// Additional-PropertyValue Types
PropertySet = 20;
PropertySetlList = 21;

// Array Types
Int8Array = 22;

Intl6Array = 23;
HE32Array—24
Int64Array = 25;
UInt8Array = 26;
UIntl6Array = 27;
UInt32Array = 28;
UInt64Array = 29;

FloatArray = 30;
DoubleArray = 31;
BooleanArray = 32;
StringArray = 33;
DateTimeArray = 34;

71
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6.4.17. Datatype Details
Basic Types

Unknown

Int8

Sparkplug enum value: 0

ISO/IEC 20237:2023(E)

Siagnad Q hit 1ntagn
ulsnl\,u UUIL IIALUBUA

Google Protocol Buffer Type:

Sparkplug enum value: 1

Signed 16-bit integer

Google Protocol Buffer Type:

Sparkplug enum value: 2

Signed 32-bit integer

Google Protocol Buffer Type:

Sparkplug enum value: 3

Signed 64-bit integer

Google Proetocol Buffer Type:

Sparkplug enum value: 4

Unsigned 8-bit integer

Google Protocol Buffer Type:

uint32

uint32

wint32

uint64

uint32

Ulntlé6

Ulnt32

lal 1 ] 1 [l
JpPdIRplug Tliulil vaiuc. J

Unsigned 16-bit integer

Google Protocol Buffer Type:

Sparkplug enum value: 6

Unsigned 32-bit integer
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e  Google Protocol Buffer Type: uint32
e  Sparkplug enum value: 7

Ulnt64
e Unsigned 64-bit integer

e Google Protocol Buffer Type: uint64

e  Sparkplug enum value: 8

e 32-bit floating point number
e  Google Protocol Buffer Type: float
e  Sparkplug enum value: 9
Double
e  64-bit floating point number
e  (Google Protocol Buffer Type: double
e  Sparkplug enum value: 10
Boolean
e Boolean value
e Google Protocol Buffer Type: bool
e  Sparkplug enum value: 11
String
o\ -String value (UTF-8)
¢  Google Protocol Buffer Type: string

e  Sparkplug enum value: 12

DateTime

73

Date time value as uint64 value representing milliseconds since epoch (Jan 1,

1970)
Google Protocol Buffer Type: uint64

Sparkplug enum value: 13

String value (UTF-8)

Google Protocol Buffer Type: string
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- Sparkplug enum value: 14
e Additional Types
- UUID
e  UUID value as a UTF-8 string

e Google Protocol Buffer Type: string

e  Sparkplug enum value: 15
- DataSet
e DataSet as defined here
e  Google Protocol Buffer Type: none - defined in Sparkplug

e  Sparkplug enum value: 16

e Array of bytes
e  (Google Protocol Buffer Type: bytes

e  Sparkplug enum value: 17

e Array of bytes representing a file
e Google Protocol Buffer Type: bytes
e  Sparkplug enum value: 18
-  Template
e Template as defined here
e ({Google Protocol Buffer Type: none - defined in Sparkplug
¢/ Sparkplug enum value: 19

e Agditional PropertyValue Types

- PropertySet
e  PropertySet as defined here
e  Google Protocol Buffer Type: none - defined in Sparkplug
e  Sparkplug enum value: 20
- PropertySetList
e  PropertySetList as defined here

e  Google Protocol Buffer Type: none - defined in Sparkplug
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e  Sparkplug enum value: 21

e Array Types

All array types use the bytes_value field of the Metric value field. They are simply little-endian
packed byte arrays.

For example, consider an Int32 array with two decimal values [123456789, 987654321]

Array converted to little endian hex: [0x15CD5B07, OxB168DE3A]

The bytes_value of the Sparkplug Metric must be: [0x15, 0xCD, 0x5B, 0x07, 0xB1, 0x68/ 0xDE,

033A]

e Int8Array

e Intl6Array

e Int32Array

Int8Array as an array of packed little endian int8 bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 22

Example (Decimal to Metric bytes_value):{=23, 123] — [0xEF, 0x7B]

Int16Array as an array of packeddittle endian int16 bytes
Google Protocol Buffer Typerbytes
Sparkplug enum value: 23

Example (Decimalte-Metric bytes_value): [-30000, 30000] — [0xDO0, 0x84, 0x30,
0x75]

Int8Array as an array of packed little endian int32 bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 24

Example (Decimal to Metric bytes_value): [-1, 315338746] — [OxFF, OxFF, OxFF,
OxFF, 0xFA, 0xAF, 0xCB, 0x12]

e Int64Array

75

Int8Array as an array of packed little endian int64 bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 25

Example (Decimal to Metric bytes_value): [-4270929666821191986, -
3601064768563266876] — [0xCE, 0x06, 0x72, 0xAC, 0x18, 0x9C, 0xBA, 0xC4,
0xC4, 0xBA, 0x9C, 0x18, 0xAC, 0x72, 0x06, 0xCE]
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e Ulnt8Array
- UlInt8Array as an array of packed little endian uint8 bytes
- Google Protocol Buffer Type: bytes
- Sparkplug enum value: 26

-  Example (Decimal to Metric bytes_value): [23, 250] — [0x17, 0xFA]

e Ulntl6Array

- Ulntl6Array as an array of packed little endian uint16 bytes
- Google Protocol Buffer Type: bytes

- Sparkplug enum value: 27

- Example (Decimal to Metric bytes_value): [30, 52360] — [0x1E, 0x00, 0x88,
0xCC]

e UInt32Array

- Ulnt32Array as an array of packed little endianiint32 bytes
- Google Protocol Buffer Type: bytes

- Sparkplug enum value: 28

-  Example (Decimal to Metric bytes-value): [52, 3293969225] — [0x34, 0x00,
0x00, 0x00, 0x49, 0xFB, 0x55, 0xC4]

e Ulnt64Array

- Ulnt64Array as an drray of packed little endian uint64 bytes
- Google Protocel Buffer Type: bytes

- Sparkplugeentum value: 29

-  Example (Decimal to Metric bytes_value): [52, 16444743074749521625] —
[0x34, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0xD9, 0x9E, 0x02, 0xD1, 0xB2
0x76, 0x37, 0xE4]

o FlodtArray

-  FloatArray as an array of packed little endian 32-bit float bytes
- Google Protocol Buffer Type: bytes
- Sparkplug enum value: 30

- Example (Decimal to Metric bytes_value): [1.23, 89.341] — [0x3F, 0x9D, 0x70,
0xA4, 0x42, 0xB2, 0xAE, 0x98]

e DoubleArray

- DoubleArray as an array of packed little endian 64-bit float bytes
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- Google Protocol Buffer Type: bytes
- Sparkplug enum value: 31

- Example (Decimal to Metric bytes_value): [12.354213, 1022.9123213] - [0x40,
0x28, 0xB5, 0x5B, 0x68, 0x05, 0xA2, 0xD7, 0x40, 0x8F, 0xF7, 0x4C, 0x6F, 0x1C,
0x17, 0x8E]

e BooleanArray

- BooleanArray as an array of bit-packed bytes preceeded by a 4-byte integer that
represents the total number of boolean values

- Google Protocol Buffer Type: bytes
- Sparkplug enum value: 32

-  Example (boolean array to Metric bytes_value): [false, fdlse, true, true, false, true,
false, false, true, true, false, true] = [0x0C, 0x00, 0x00, 0x00, 0x34, 0xDX]

o Note an 'X' above is a 'do not care'. It cay be either 1 or 0 but must be
present so the array ends on a byte-boundary.

e  StringArray
- StringArray as an array of null terminated strings
- Google Protocol Buffer Typerbytes
- Sparkplug enum value: 33

-  Example (string array to Metric bytes_value): [ABC, hello] — [0x41, 0x42| 0x43,
0x00, 0x68, 0x65, 0x6¢, 0x6¢, 0x6f, 0x00]

e DateTimeArray

- DateTimeArray as an array of packed little endian bytes where each Datétime
value.s an 8-byte value representing the number of milliseconds since epoch in
UTcC

<\ ¢ Google Protocol Buffer Type: bytes

- Sparkplug enum value: 34

— et . =TT
['Wednesday, October 21, 2009 5:27:55.335 AM', 'Friday, June 24, 2022 9:57:55
PM'] - [1256102875335, 1656107875000] — [0xC7, 0xDO, 0x90, 0x75, 0x24,
0x01, 0xB8, 0xBA, 0xB8, 0x97, 0x81, 0x01]

6.4.18. Payload Representation on Host Applications

Sparkplug B payloads in conjunction with the Sparkplug topic namespace result in hierarchical
data structures that can be represented in folder structures with metrics which are often called
tags.
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6.4.19. NBIRTH

The NBIRTH is responsible for informing host applications of all of the information about the
Edge Node. This includes every metric it will publish data for in the future.

There is a dependency on the MQTT CONNECT packet with regard to NBIRTH messages that
are subsequently sent for that given MQTT Session. These are can be found in the Edge Node
Session Establishment Section

d _3aq aa-daesabinih aa-ackarnan v M -acca-aac\
U y Ul v v » = U

estamp that denotes the time at which the message was published.

Sparkplug infrastructure MUST be unique in the system.
-  These are used like addresses and need to be unique as a result:

[tck-id-payloads-nbirth-seq] Every NBIRTH message MUST include a sequence
number and it MUST have a value between 0 and 255 (inclusive).

[tck-id-payloads-nbirth-bdseq] Every NBIRTH message MUST include a bdSeq
number metric.

bdSeq number value that was sent in the prior MQTT CONNECT packet WILL
Message.

- Note if anew NBIRTH is being sent'{due to a Rebirth request or ant other reaso
the Sparkplug Edge Node MQTT-client MUST publish the same bdSeq number
that was sent in the prior MQTT CONNECT packet Will Message payload. This ig
because the NDEATH bdSegnumber MUST always match the bdSeq number of
the associated NBIRTH.that is stored in the MQTT Server via the MQTT Will
Message.

[tck-id-payloads-nbirth-rebirth-req] Every NBIRTH MUST include a metric with
the name 'Node Control/Rebirth' and have a boolean value of false.

- This is Used by Host Applications to force an Edge Node to send a new birth
sequence (NBIRTH and DBIRTH messages) if errors are detected by the Host
Application in the data stream.

[tck<id-payloads-nbirth-qos] NBIRTH messages MUST be published with the

[tck-id-payloads-nbirth-edge-node-descriptor] Every Edge Node Descriptor'in any

[tck-id-payloads-nbirth-bdseq-repeat] The bdSeq number value MUST match the

QTT QoS setto 0.

[tck-id-payloads-nbirth-retain] NBIRTH messages MUST be published with the
MQTT retain flag set to false.

The following is a representation of a simple NBIRTH message on the topic:

spBv1.0/Sparkplug B Devices/NBIRTH/Raspberry Pi

In the topic above the following information is known based on the Sparkplug topic definition:

The ‘Group ID’ is: Sparkplug B Devices
The ‘Edge Node ID’ is: Raspberry Pi
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¢ The 'Edge Node Descriptor' is the combination of the Group ID and Edge Node ID.
e  Thisis an NBIRTH message based on the 'NBIRTH' Sparkplug Verb

Consider the following Sparkplug B payload in the NBIRTH message shown above:

{
"timestamp": 1486144502122,

"metrics": [{
"name"”: "hdSeq"
"timestamp": 1486144502122,
"dataType": "Inte64",
"value": @

b A
"name": "Node Control/Reboot",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Node Control/Rebirth",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Node Control/Next Server",
"timestamp": 1486144502122,
"dataType": "Boolean";
"value": false

b Ao
"name": "Node Control/Scan Rate",
"timestamp":.,1486144502122,
"dataType" A 'Int64",
"value" :1.3000

b o
"name"y: "Properties/Hardware Make",
"timestamp": 1486144502122,
‘dataType": "String",
"value": "Raspberry Pi"

b 4
"name": "Properties/Hardware Model",
"timestamp": 1486144502122,
"dataType": "String",
"value": "Pi 3 Model B"

s
"name": "Properties/0S",

"timestamp": 1486144502122,
"dataType": "String",
"value": "Raspbian"
b A
"name": "Properties/0S Version",
"timestamp": 1486144502122,
"dataType": "String",
"value": "Jessie with PIXEL/11.01.2017"

b A
"name": "Supply Voltage",
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"timestamp": 1486144502122,
"dataType": "Float",

ISO/IEC 20237:2023(E)

"value": 12.1
3
"seq": ©
}
This would result in a structure as follows on the Host Application.
Metric Vatue Data Type
T_Sparkp ug B Devices | /group_id
* Raspberry Pi /edge_node_id
Node Control Node Control
— Reéboot FALSE Booldan
— Rebirth FALSE Booiledn
— N¢xt Server FALSE Boolean
— Sgan Rate 3000 Int64
Properties Node Properties
— H{rdware Make Raspberry Pi String
— Mardware Model Pi 3 Model B String
— OP Name Raspbian String
— OB Version Jessie with PIXEL/11.01.2017 String
— Sypply Voltage 12.1 Float

Figure 1

6.4.20. DBIRTH

The DBI

0 - Sparkplug B Metric Structure 1

TH is responsible for informing the Host’Application of all of the information about

the devige. This includes every metric it will publish data for in the future.

[tck-id-payloads-dbirth-timestamp] DBIRTH messages MUST include a payload

timestamp that denotes the time at which the message was published.

mber.

:I—l

= s ms e

[tck-id-payloads-dbirth-order] All DBIRTH messages sent by an Edge Node MUST

k-id-payloads-dbirth-seq] Every DBIRTH message MUST include a sequence

k-id-payloads-dbirth-seq-inc] Every DBIRTH message MUST include a sequence
mber value that is one greater than the previous sequence number sent by the
ge Node. This value MUST never exceed 255. If in the previous sequence

mber sent by the Edge Node was 255, the next sequence number sent MUST
ve a value of 0.

be sent immediately after the NBIRTH and before any NDATA or DDATA messages
are published by the Edge Node.

[tck-id-payloads-dbirth-qos] DBIRTH messages MUST be published with the

MQTT QoS set to 0.

[tck-id-payloads-dbirth-retain] DBIRTH messages MUST be published with the
MQTT retain flag set to false.

The following is a representation of a simple DBIRTH message on the topic:

spBv1.0/Sparkplug B Devices/DBIRTH/Raspberry Pi/Pibrella
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In the topic above the following information is known based on the Sparkplug topic definition:

The ‘Group ID’ is: Sparkplug B Devices

The ‘Edge Node ID’ is: Raspberry Pi

The ‘Device ID’ is: Pibrella

This is a DBIRTH message based on the 'DBIRTH' Sparkplug Verb

Cq

nsider the following Sparkplug B payload in the DBIRTH message shown above:

"timestamp": 1486144502122,
"metrics": [{

}s

}s

}s

}s

3,

"name": "Inputs/A",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Inputs/B",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Inputs/C",
"timestamp": 1486144502122,
"dataType": "Boolean/,
"value": false

"name": "Inputs/D",
"timestamp' 1486144502122,
"dataType™: "Boolean",
"value"s\false

"name™: "Inputs/Button",
Utimestamp": 1486144502122,
‘dataType": "Boolean",
"value": false

"name": "Outputs/E",
"timestamp": 1486144502122,

"dataType": "Boolean",
"value": false

81

}s

}s

}s

"name": "Outputs/F",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Outputs/G",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Outputs/H",
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"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Outputs/LEDs/Green",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A

ISO/IEC 20237:2023(E)

name : Outputs/LEDS/Red™,
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Outputs/LEDs/Yellow",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Outputs/Buzzer",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Properties/Hardware Make",
"timestamp": 1486144502122,
"dataType": "String",
"value": "Pibrella"

3

"seq": 1

}

This would result in a structure as.follows on the Host Application.
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Metric Value Data Type
T_Sparkplug B Devices | /group_id
T_Raspberry Pi /edge_node id
¢ Pibrella /device_id
—7 Inputs
— A FALSE Boolean
— B FALSE Boolean
—TC FALSE Boolean
— D FALSE Booledn
—7 Outputs
—i LEDs
Green FALSE Bbolean
Red FALSE Boolean
Yellow FALSE Boolean
— E FALSE Boolean
— F EALSE Boolean
— G FALSE Boolean
— H FALSE Boolean
— Buzzer FALSE Boolean
—T_Properties
Hardware Make Pibrella String
Everything under the Pibrella node,is
Device Process Variables and Metric Tags

Figure 11 - Sparkplug B Metric Structure 2
6..21. NDATA

NDATA messages are:used to update the values of any Edge Node metrics that were or
pyblished in the NBIRTH message. Any time an input changes on the Edge Node, a NDA
message should.be generated and published to the MQTT Server. If multiple metrics on
Edge Node change, they can all be included in a single NDATA message. It is also impor
ngte that.changes can be aggregated and published together in a single NDATA messag
Be¢cause-the Sparkplug B payload uses an ordered List of metrics, multiple different cha

ginally
TA

the
tant to
e.

inge

events for multiple different metrics can all be included in a single NDATA message.

¢ [tck-id-payloads-ndata-timestamp] NDATA messages MUST include a payload

timestamp that denotes the time at which the message was published.

e [tck-id-payloads-ndata-seq] Every NDATA message MUST include a sequence

number.

e [tck-id-payloads-ndata-seq-inc] Every NDATA message MUST include a sequence
number value that is one greater than the previous sequence number sent by the
Edge Node. This value MUST never exceed 255. If in the previous sequence
number sent by the Edge Node was 255, the next sequence number sent MUST

have a value of 0.
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e [tck-id-payloads-ndata-order] All NDATA messages sent by an Edge Node MUST
NOT be sent until all the NBIRTH and all DBIRTH messages have been published

by the Edge Node.

e [tck-id-payloads-ndata-qos] NDATA messages MUST be published with the MQTT

QoS setto 0.

e [tck-id-payloads-ndata-retain] NDATA messages MUST be published with the

MQTT retain flag set to false.

The following is a representation of a simple NDATA message on the topic:

spBv1.0fSparkplug B Devices/NDATA/Raspberry Pi

In the topic above the following information is known based on the Sparkplug topicdefinition:

e The ‘Group ID’ is: Sparkplug B Devices
e The ‘Edge Node ID’ is: Raspberry Pi
e  Thisis an NDATA message based on the 'NDATA' SparkplugVerb

Consider| the following Sparkplug B payload in the NDATA message shown above:

{
"timestamp": 1486144502122,

"metrics": [{
"name": "Supply Voltage",
"timestamp": 1486144502122
"dataType": "Float",
"value": 12.3

1,

"seq": 2

}

This would result in the host application updating the value of the 'Supply Voltage' metric.

6.4.22. DDATA

DDATA mhessages are)used to update the values of any device metrics that were originally
published in the DBIRTH message. Any time an input changes on the device, a DDATA message

should b generatéd and published to the MQTT Server. If multiple metrics on the device

change, they can all be included in a single DDATA message. It is also important to note that
changes fambe aggregated and published together in a single DDATA message. Because the

Sparkplug B payload uses an ordered List of metrics, multiple different change events for
multiple different metrics can all be included in a single DDATA message.

e [tck-id-payloads-ddata-timestamp] DDATA messages MUST include a payload

timestamp that denotes the time at which the message was published.

¢ [tck-id-payloads-ddata-seq] Every DDATA message MUST include a sequence

number.

e [tck-id-payloads-ddata-seq-inc] Every DDATA message MUST include a sequence
number value that is one greater than the previous sequence number sent by the

Edge Node. This value MUST never exceed 255. If in the previous sequence

© ISO/IEC 2023 - All rights reserved

84


https://standardsiso.com/api/?name=63de7baa93da6e272e988909478b51f5

ISO/IEC 20237:2023(E)

number sent by the Edge Node was 255, the next sequence number sent MUST
have a value of 0.

[tck-id-payloads-ddata-order] All DDATA messages sent by an Edge Node MUST
NOT be sent until all the NBIRTH and all DBIRTH messages have been published
by the Edge Node.

[tck-id-payloads-ddata-qos] DDATA messages MUST be published with the MQTT
QoS setto 0.

The following is a representation of a simple DDATA message on the topic:

}

This-would result in the Host Application updating the value of the ‘Inputs/A’ metric and

spBv1.0/Sparkplug B Devices/DDATA/Raspberry Pi/Pibrella

Cansider the following Sparkplug B payload in.thie DDATA message shown above:

[tck-id-payloads-ddata-retain] DDATA messages MUST be published with'the
MQTT retain flag set to false.

The ‘Group ID’ is: Sparkplug B Devices
The ‘Edge Node ID’ is: Raspberry Pi
The ‘Device ID’ is: Pibrella

This is an DDATA message based on the 'NDATA' Sparkplug Verb

"timestamp": 1486144502122,
"metrics": [{
"name": "Inputs/A",
"timestamp" 1486144502122,
"dataType" :“*"Boolean",
"value":\true

b A
"name”: "Inputs/C",
“timestamp": 1486144502122,
“dataType": "Boolean",
"value": true

o

*seq": 0

‘Inputs/C’ metric.

6.4.23. NCMD

NCMD messages are used by Host Applications to write to Edge Node outputs and send Node
Control commands to Edge Nodes. Multiple metrics can be supplied in a single NCMD message.

[tck-id-payloads-ncmd-timestamp] NCMD messages MUST include a payload
timestamp that denotes the time at which the message was published.

[tck-id-payloads-ncmd-seq] Every NCMD message MUST NOT include a sequence
number.
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e [tck-id-payloads-ncmd-qos] NCMD messages MUST be published with the MQTT
QoS setto 0.

e [tck-id-payloads-ncmd-retain] NCMD messages MUST be published with the
MQTT retain flag set to false.

The following is a representation of a simple NCMD message on the topic:

spBv1l.0/Sparkplug B Devices/NCMD/Raspberry Pi

e The ‘Group ID’ is: Sparkplug B Devices
e The ‘Edge Node ID’ is: Raspberry Pi
e  Thisis an NCMD message based on the 'NDATA' Sparkplug Verb

Consider| the following Sparkplug B payload in the NCMD message shown ab@ve:

{
"timestamp": 1486144502122,

"metrics": [{
"name": "Node Control/Rebirth",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": true

}]
}

This NCNID payload tells the Edge Node to republish its NBIRTH and DBIRTH(s) messages. Th
can be rgquested if a Host Application gets anfout of order seq number or if a metric arrives in
an NDAT|A or DDATA message that was not'provided in the original NBIRTH or DBIRTH
messagep.

—n

S

6.4.24. DLMD

DCMD milessages are used by Host Applications to write to device outputs and send Device
Control gommands to deviees! Multiple metrics can be supplied in a single DCMD message.

¢ [fck-id-payloads-dcmd-timestamp] DCMD messages MUST include a payload
timestamp_ that denotes the time at which the message was published.

QoS setto 0.

¢ [tck-id-payloads-dcmd-retain] DCMD messages MUST be published with the
MQTT retain flag set to false.

The following is a representation of a simple DCMD message on the topic:

spBv1.0/Sparkplug B Devices/DCMD/Raspberry Pi/Pibrella
e The ‘Group ID’ is: Sparkplug B Devices
e The ‘Edge Node ID’ is: Raspberry Pi
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o The ‘Device ID’ is: Pibrella

e  Thisis an DCMD message based on the 'DCMD' Sparkplug Verb

Consider the following Sparkplug B payload in the DCMD message shown above:

{

"timestamp": 1486144502122,

"metrics": [{
"name"”: "Qutputs/l FDs/Green"

}

LH
S

6.

The DCMD payload tells the Edge Node to write true to thetattached device’s green and

"timestamp": 1486144502122,
"dataType": "Boolean",
"value": true

b A
"name": "Outputs/LEDs/Yellow",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": true

}

Ds. As a result, the LEDs should turn on and result infa DDATA message back to the |
rver after the LEDs are successfully turned on.

1.25. NDEATH

T
t
M

e NDEATH messages are registered withithe MQTT Server in the MQTT CONNECT p4
'Will Message'. This is used by Host Applications to know when an Edge Node has |
QTT connection with the MQTT Server.

¢ [tck-id-payloads-ndeath-seq] Every NDEATH message MUST NOT include 3
sequence number.

as a Will Message in the MQTT CONNECT packet.

e [tck-id-payloads-ndeath-will-message-qos] The NDEATH message MUST s
MQTT Will QoS to 1 in the MQTT CONNECT packet.

e [tek-id-payloads-ndeath-will-message-retain] The NDEATH message MUS']
MQTT Will Retained flag to false in the MQTT CONNECT packet.

yellow
MQTT

hcket as
hst its

e [tck-id-payloads-ndeath-will-message] An NDEATH message MUST be registered

ot the

" set the

bdSeq number value that will be used in the associated NBIRTH message.

ame

- This is used by Host Applications to correlate the NDEATH messages with a

previously received NBIRTH message.

- Itis important to note that any new CONNECT packet must increment th
number in the payload compared to what was in the previous CONNECT

e bdSeq
packet.

This ensures that any Host Applications will be able to distinguish between
current and old bdSeq numbers in the event that messages are delivered out of
order. When incrementing the bdSeq number, if the previous value was 255, the

next must be zero.
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¢ [tck-id-payloads-ndeath-will-message-publisher] An NDEATH message SHOULD
be published by the Edge Node before it intentionally disconnects from the MQTT
Server.

- This allows Host Applications advanced notice that an Edge Node has
disconnected rather than waiting for the NDEATH to be delivered by the MQTT
Server based on an MQTT keep alive timeout.

¢ [tck-id-payloads-ndeath-will-message-publisher-disconnect-mqtt311] If the Edge
Npde is using MQTT 3.1.1 and it sends an MQTT DISCONNECT packet, the Edge
Npde MUST publish an NDEATH message to the MQTT Server before it sends-the
MQTT DISCONNECT packet.

- This is to ensure Host Applications are notified that the Edge Node s
disconnecting. Because an MQTT DISCONNECT packet is sent, the MQTT Server
will not deliver the Will Message/NDEATH on behalf of the disconnecting Edge
Node.

¢ [fck-id-payloads-ndeath-will-message-publisher-disconneet-mqtt50] If the Edge
Npde is using MQTT 5.0 and it sends an MQTT DISCONNECT packet, the MQTT v5{0
'Disconnect with Will Message' reason code MUST bé set in the DISCONNECT
packet.

- This is to ensure Host Applications are notified that the Edge Node is
disconnecting by the MQTT Server.

e Ap NDEATH message MAY include a timestamp.

- It should be noted that this timestamp is typically set at the time of the MQTT
CONNECT message and as:d.result may not be useful to Host Applications. If the
timestamp is set, Host Applications SHOULD NOT use it to determine
corresponding NBIRTH messages. Instead, the bdSeq number used in the
NBIRTH and NDEATH messages MUST be used to determine that an NDEATH
matches a prior NBIRTH.

The following is a representation of a NDEATH message on the topic:

spBv1.0fSparkplug{B-"Devices/NDEATH/Raspberry Pi
e The ‘Group/ID’ is: Sparkplug B Devices
e The 'Edge Node ID’ is: Raspberry Pi

e  Thisis an NDEATH message based on the 'NDEATH' Sparkplug Verb

Consider the following Sparkplug B payload in the NDEATH message shown above:

{
"timestamp": 1486144502122,

"metrics": [{
"name": "bdSeq",
"timestamp": 1486144502122,
"dataType": "UInte4",
"value": @
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}
}

The payload metric named bdSeq allows a Host Application to reconcile this NDEATH with the
NBIRTH that occurred previously.

6.4.26. DDEATH

The DDEATH messages are published by an Edge Node on behalf of an attached device. If the

E salNadae datarminacthat o doxpion 3o o lonans cooacabhla (04 s bhoo 4 nd oaff ctoanaa d
( 6\4 INUUU ULLUTIIIITIICO LIIdu d UL VILU 10 11U lUllsbl ACUCULCOOIUIC Ll-\.n It IIdo tulriicu vliil, JLUtJlJ L

responding, etc.) the Edge Node should publish a DDEATH to denote that device connegtivity
hds been lost.

e [tck-id-payloads-ddeath-timestamp] DDEATH messages MUST include a payload
timestamp that denotes the time at which the message was published.

e [tck-id-payloads-ddeath-seq] Every DDEATH message MUST include a sequence
number.

¢ [tck-id-payloads-ddeath-seq-inc] Every DDEATH message MUST include a
sequence number value that is one greater than the previous sequence number
sent by the Edge Node. This value MUST never eéxceed 255. If in the previous
sequence number sent by the Edge Node was 255, the next sequence number sent
MUST have a value of 0.

The following is a representation of a simple DDEATH message on the topic:

sgBv1.0/Sparkplug B Devices/DDEATH/Raspberry Pi/Pibrella

e The ‘Group ID’ is: Sparkplug B Devices

e The ‘Edge Node ID’ is: Raspberry Pi

e The ‘Device ID’ is: Pibrella

e  Thisis a DDEATH message based on the 'DDEATH' Sparkplug Verb
Cqnsider the folloewing Sparkplug B payload in the DDEATH message shown above:

“timestamp"”: 1486144502122,
“Seq": 123

}

[tck-td-payloads-ddeath-seq-mumber} A Sequence number MUST be Included with the
DDEATH messages so the Host Application can ensure order of messages and maintain
the state of the data.

6.4.27.STATE

As noted previously, the STATE messages published by Sparkplug Host Applications do not use
Sparkplug B payloads. State messages are used by Sparkplug Host Applications to denote to
Edge Nodes whether or not the Sparkplug Host Application is online and operational or not.
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[tck-id-payloads-state-will-message] Sparkplug Host Applications MUST register a
Will Message in the MQTT CONNECT packet on the topic
'spBv1.0/STATE/[sparkplug_host_id]'.

- The [sparkplug_host_id] should be replaced with the Sparkplug Host
Application’s ID. This can be any UTF-8 string.

[tck-id-payloads-state-will-message-qos] The Sparkplug Host Application MUST
set the the MQTT Will QoS to 1 in the MQTT CONNECT packet.

[tck-id-payloads-state-will-message-retain] The Sparkplug Host Application
MUST set the Will Retained flag to true in the MQTT CONNECT packet.

[tck-id-payloads-state-will-message-payload] The Death Certificate Payload MUST
be JSON UTF-8 data. It MUST include two key/value pairs where one key MUST b
'dnline’ and it’s value is a boolean 'false’. The other key MUST be timestamp’ and
the value MUST be a numeric value representing the current UT€ time in
niilliseconds since Epoch.

14°

[tck-id-payloads-state-subscribe] After establishing an MQTT connection, the
Sparkplug Host Application MUST subscribe on it’s own
pBv1.0/STATE/[sparkplug_host_id]' topic.

(7]

- The [sparkplug host_id] should be replacedwith the Sparkplug Host
Application’s ID. This can be any UTF-8string.

- Non-normative comment: This allows the Sparkplug Host Application handle
timing issues around STATE 'offline' messages being published on it’s behalf by
the MQTT Server when it is in fact online.

[tck-id-payloads-state-birth] After subscribing on it's own
spBv1.0/STATE/[sparkplug_host_id] topic, the Sparkplug Host Application MUST
ppblish an MQTT message on the topic 'spBv1.0/STATE/[sparkplug_host_id]" with
a|QoS of 1, and the retain flag set to true.

- The [sparkpliig_host_id] should be replaced with the Sparkplug Host
Applicatien’s ID. This can be any UTF-8 string.

[tck-id-payloads-state-birth-payload] The Birth Certificate Payload MUST be JSON
U[TF-8 data. It MUST include two key/value pairs where one key MUST be 'online{
and.it’s value is a boolean 'true’. The other key MUST be 'timestamp' and the valye

UST match the timestamp value that was used in the immediately prior MQTT
CONNECT packet Will Message payload.

Security

This chapter is provided for guidance only and is non-normative.

7.1.

TLS

The MQTT specification does not specify any TCP/IP security scheme as it was envisaged that
TCP/IP security would (and did) change over time. Although this document will not specify any
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TCP/IP specific security requirements it will provide guidelines on how to secure a Sparkplug
infrastructure.

7.2. Authentication

There are several levels of security and access control configured within an MQTT
infrastructure. From a pure MQTT client perspective, the client does need to provide a unique
Client ID, and an optional username and password.

Authorization

Although access control is not mandated in the MQTT specification for use in MQTT Server
plementations, Access Control List (ACL) functionality is available for many MQTT Server
plementations. The ACL of an MQTT Server implementation is used to specity which MQTT
topics any MQTT Client can subscribe and/or publish on. Examples are provided on how to
setup and manage MQTT Client credentials and some considerations‘on’setting up proper
ACL’s on the MQTT Servers.

Implementation Notes

7.4.1. Underlying MQTT Security

All aspects specified in the MQTT Specification’s Sectirity Section [MQTTV3.1.1-5] should be
cdnsidered when implementing a Sparkplug solution. If using MQTT v5, please refer to|this
selction [MQTTV5-5] instead.

7.4.2. Encrypted Sockets

en using public networks and data‘is’sensitive, the underlying socket connections being
uded by Sparkplug components shauld be encrypted. This can be done using TLS or potential
future mechanisms for securing.and encrypting the underlying TCP/IP connection.

7.44.3. Access Control Lists

A(Ls can be defined for Sparkplug clients to restrict each Edge Node to a specific set of|topics it
can publish and subseribe on. Many MQTT Servers offer the ability to configure ACLs based on
cllent connection tredentials. When supported by the MQTT Server, ACLs offer some s¢curity
in[preventingléempromised credentials from being able to be used to spoof Edge Node$, write
to|other Edge Node outputs, or see all messages flowing through the MQTT Server. Consider
thie Edge-Node with a single attached Device with the following Sparkplug IDs.

Grloup*ID = G1

EdgeNode—Ib—F%
Device ID = D1

Based on this, the following could be reasonable MQTT ACLs to be provisioned in the MQTT
Server for the MQTT client associated with this Edge Node:

Publish: spBv1.0/G1/NBIRTH/E1l

Publish: spBv1.0/G1/NDATA/E1

Publish: spBv1.0/G1/NDEATH/E1

Publish: spBv1.0/G1/DBIRTH/E1/D1
Publish: spBv1.0/G1/DDATA/E1/D1

Publish: spBv1.0/G1/DDEATH/E1/D1
Subscribe: spBv1.0/STATE/my_ primary_host
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Subscribe: spBv1.0/G1/NCMD/E1
Subscribe: spBv1.0/G1/DCMD/E1/D1

However, there may be other considerations when creating ACLs for clients. It may be the case
that an Edge Node has many dynamic associated devices. In this case, it may make sense to
wildcard the device level topic token. For example, it could look like this:

Publish: spBv1.0/G1/NBIRTH/E1l

Publish: spBv1.0/G1/NDATA/E1

Publish —spBvi-8+cANBEATHAES

Publish} spBv1.0/G1/DBIRTH/E1l/+

Publish} spBv1.0/G1/DDATA/E1l/+

Publish} spBv1.0/G1/DDEATH/E1/+
Subscribe: spBv1.0/STATE/my_primary_host
Subscribe: spBv1.0/G1/NCMD/E1

Subscribe: spBv1.0/G1/DCMD/E1l/+

Also, it mjay be the case that DCMD messages should not be 'writable'. In.this'case, maybe
DCMD sybscriptions should not be allowed at all. In this case, the ACLs’eotld look like this:

Publish} spBv1.0/G1/NBIRTH/E1l

Publish} spBv1.0/G1/NDATA/E1

Publish} spBv1.0/G1/NDEATH/E1l

Publish} spBv1.0/G1/DBIRTH/E1l/+

Publish| spBv1.0/G1/DDATA/E1l/+

Publish} spBv1.0/G1/DDEATH/E1/+
Subscribe: spBv1.0/STATE/my_primary_host
Subscribe: spBv1.0/G1/NCMD/E1

By using|ACLs in this way, the access each Edge Node has is restricted to only topics that it
should b able to publish and subscribe on,If the client credentials for some Edge Node were fto
be compfomised, the potential harm that could be done by a malicious client would be limited
in scope|For example, a client would not be able to appear to be as some other client.
Subscribiing on # would not be allowed so the full scope of a Sparkplug topic namespace could
not be rgalized by the malicious.tlient with the compromised credentials.

8. High Availakjlity

Sparkplyg baseddnfrastructures are often used in mission-critical environments. Planning for
high avallability.is a key requirement for many Sparkplug users. This section discusses non-
normatiye-approaches to achieving high availability.

8.1. High Availability for MQTT Servers

A core component of MQTT based infrastructures is the MQTT Server. It is the central data
broker and together with the Primary Host Application a potential single point of failure. All
components are connected to the MQTT Server all the time and a failure of the MQTT Server
will cause unavailability of the whole infrastructure.

There are two options for MQTT Server High Availability in Sparkplug:
1. MQTT Server HA Clustering

2. Multiple isolated MQTT Servers
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Both approaches have been deployed successfully in mission critical environments and
depending on the MQTT Server software used, not all options might be available.

8.1.1. MQTT Server HA Clustering (non-normative)

A single MQTT Server is a single point of failure in a Sparkplug infrastructure, which means a
failure of the Server will cause a downtime for all other components.

MQTT Servers that support clustering allow to install multiple MQTT Servers and connect them

to)
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multiple MQTT Server fail, all data is still present at the other MQTT Servers.

The main advantage of MQTT Server clusters is operations simplicity. Sparkplug comppnents
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There are two options available for deploying HA MQTT Server clusters:

n’t need to distribute state themselves between MQTT Servers (which is required for
pltiple MQTT Server Topologies). From the perspective of an MQTT Edge-Node, MQT[l
abled Device, or Sparkplug Host Application, any of the MQTT Servefs,can be used and
vices are not required to be connected to the same MQTT ServercAMQTT cluster provides

railability.

1. High Availability Cluster without Load Balancer
2. High Availability Cluster with Load Balancer
1.2. High Availability Cluster

traditional clustered MQTT Server settings, each MQTT Server is reachable by all MQTT

lge Nodes, Sparkplug Host Applications, and MQTT enabled Devices. Each component can
nnect directly to any MQTT Server. A message sent to any MQTT Server will be distributed to
available MQTT Servers in the-cluster (which will distribute the message to all subs¢ribing
arkplug components).

MQTT Edge

Node <““‘——————_____>

Primary Host
S— Application

MOTT Enabled ,—

Device

MQTT Server

Figure 12 - High Availability MQTT Server Cluster

If

any MQTT Server would fail, the MQTT connection for components connected to the broker

will break and the component can connect to any other MQTT Server to resume operations.
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8.1.3. High Availability Cluster with Load Balancer

For dynamic environments where the IP addresses of the MQTT Servers might not be available
beforehand (like in cloud native deployment environments such as Kubernetes) or for cases
where it’s not desired that all IP addresses (or DNS lookup names) are configured on the
Sparkplug components, a load balancer might be used.

Primary Host
Applifkation ’

/

MQTT KEnabled

i Load Balancer\\‘
Device J/F

MQTT| Edge
Ndde 1 MQTT Server

Figure 13 - High Availability MQTT Server Cluster with Load Balancer

Aload bglancer acts as the single point of contact for Sparkplug components, so only a single |P
address pr DNS name needs to be configured on the components. The load balancer will proxj
the MQT]T connections of the components and route to one available MQTT Server. In case of
MQTT Sarver failure, the componentonly needs to reconnect to the load balancer again.

o<

The use ¢f a specific load balaneer depends on the MQTT Server used. Usually most load
balancerg work with most/Sparkplug compatible MQTT Servers on the market.

8.2. Multiple Isoldted MQTT Servers (non-normative)

A second approach to high availability is the use of several isolated MQTT Servers. This
approach works with all Sparkplug certified MQTT Servers and does not need cluster
technologybut requlres Prlmary Host Apphcatlons that support multlple isolated MQTT
brokers. The Prima ans
MQTT brokers.

When multiple MQTT Servers are available there is the possibility of “stranding” and Edge
Node if the Primary command/control of the Primary Host Application loses network
connectivity to one of the MQTT Servers. In this instance the Edge Node would stay properly
connected to the MQTT Server publishing information not knowing that Primary Host
Application was not able to receive the messages. When using multiple MQTT Servers, the
Primary Host Application instance must be configured to publish a STATE Birth Certificate and
all Edge Nodes need to subscribe to this STATE message.
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The Primary Host Application will need to specify whether it is a “Primary” command/control
instance or not. If it is a primary instance then every time it establishes a new MQTT Session
with an MQTT Server, the STATE Birth Certificate defined in section above is the first message
that is published after a successful MQTT Session is established.

Edge Nodes in an infrastructure that provides multiple MQTT Servers can establish a session to
any one of the MQTT Servers. Upon establishing a session, the Edge Node should issue a
subscrlptlon to the STATE message publlshed by Prlmary Host Apphcatlon Since the STATE

A ast
f this
indicates
thle Primary Application has lost its MQTT Session to this particular MQTT Server/This|should
cause the Edge Node to terminate its session with this MQTT Server and movéeito the next
available MQTT Server that is available. This use of the STATE message in this manner ensures
thiat any loss of connectivity to an MQTT Server to the Primary Host Application does nlot result
in|Edge Nodes being “stranded” on an MQTT server because of netwotk issues. The following
message flow diagram outlines how the STATE message is used when three (3) MQTT $ervers
arje available in the infrastructure:

[ IRTERY H°‘°i fanolccion ] MQTT Server #1  MQTT Server #2_ MQTT Server #n Bl Nkt

Hstablish a session with all defined
QTT seners in the infrastructure
ahd publish a STATE Birth Certificate

|
|
|
|
| )
Establish an MQTT Session with
‘ »| || server and then subscribe to the
| STATE message. If payload is
|
|
|
|
|

"OFFLINE" walk to the next server.

(2) STATE="ONLINE"
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Figure 14 - Primary Application STATE flow diagram

1. When an Edge Node is configured with multiple available MQTT Servers in the
infrastructure it should issue a subscription to the Primary Host Application STATE
message. The Edge Nodes are free to establish an MQTT Session to any of the available
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9.

The spedification would hot exist without the initial contribution of the Sparkplug specificatiqg
by Cirrug Link Solutions, Wes Johnson, Chad Kienle, and Arlen Nipper. They have also
continued to be involved in promoting, developing, and contributing to the Sparkplug
communjity.

The following individuals are members of the Eclipse Sparkplug Working Group, the Eclipse

ISO/IEC 20237:2023(E)

servers over any available network at any time and examine the current STATE online
value. If the STATE message payload contains ‘online=false’ and the bdSeq number
value in the paylaod matches the bdSeq number in the prior Host Application BIRTH
message then the Edge Node should disconnect and walk to the next available server.

Upon startup, the configured Primary Application, the MQTT Session will be configured

to register the Primary Host Application DEATH Certificate that indicates STATE is
‘online=false’ with the message RETAIN flag set to true. Then the Primary Host

A plim‘rinn BIRTH Certificate will he pnhlichpd with a STATE pavlnad of ‘online=true’

A the Edge Node walks its available MQTT Server table, it will establish an MQTT
Session with a server that has a STATE message with a JSON payload that contains
‘online=true’. The Edge Node can stay connected to this server if its MQTT Séssion stay
irftact and it does not receive the Primary Host Application DEATH Certificate.

Hpving a subscription registered to the MQTT Server on the STATE topic will result in
any change to the current the Primary Host Application STATE being received
mmediately. In this case, a network disruption causes the Primaty Host Application
MQTT Session to server #2 to be terminated. This will cause the MQTT Server, on behg
of the now terminated the Primary Host Application MQET Client to publish the DEAT
c¢rtificate to anyone that is currently subscribed to it Jpon receipt of the Primary Hos
Application DEATH Certificate this Edge Node will miove to the next MQTT Server in ity
table.

e

The Edge Node moved to the next available MQTT Server and since the current STATE
on this server is ‘online=true’, it can stay coithected.

Ir] the meantime, the network disruptioh between Primary Host Application and MQT]
Server #2 has been corrected. The Primary Host Application has a new MQTT Session
egtablished to server #2 with anrupdate Birth Certificate with 'online=true’. Now MQT
Server #2 is ready to acceptinew Edge Node session requests.
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Conformance

10.1. Conformance Profiles

(0)(

Ed
St

There are four Sparkplug target applications. A Sparkplug infrastructure typically cons
e or more of the following application types

Sparkplug Edge Nade

Sparkplug Host Application
Sparkplug Compliant MQTT Server
Sparkplug Aware MQTT Server

ists of

ch application type has specific conformance requirements that must be met. Typically a
arkplug application would only implement one of these profiles. For example an MQ

['T client

w

T dale i 5 1 ] ] 4] I~ d N.a-d A | 11 £ A 1 43
UUTUIT T Ly pltdlly DT UULID dII LUgtT INUUT dITU 4 TTUST APPIILdUIULL

10.1.1. Sparkplug Edge Node

A Sparkplug Edge Node is typically an 'Edge Gateway'. It sends and receives data to an MQTT
Server using the spBv1.0/# namespace. Edge Nodes typically interact with physical devices to
gather data and also write to device outputs.

10.1.2. Sparkplug Host Application

A Sparkplug Host Application is typically at a 'central location' and primarily receives data
from multiple Sparkplug Edge Nodes. It also may send command messages to Sparkplug Edge
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