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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work.
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1 Introduction
1.1 IPR Policy

This specification is provided under the Non-Assertion Mode of the OASIS IPR Policy, the mode chosen when the Technical Committee was
established. For information on whether any patents have been disclosed that may be essential to implementing this specification, and any
offers of patent licensing terms, please refer to the Intellectual Property Rights section of the TC's web page (https://www.oasis-

o) i f/ior phn).

1.2 Terminology

Thg key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT
RHCOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14 [REC2119] and[RFC8174]
when, and only when, they appear in all capitals, as shown here.

Fof purposes of this document, the following terms and definitions apply:
adlvisory: reporting item that describes a condition present in an artifact and that requires action by the consumefrs

advisory document: artifact in which an analysis tool reports a result

advisory management system: software system that consumes the documents produced by analysis’toels, produces advisories that enap
engjineering and operating organizations to assess the quality of these software artifacts at a pointintime, and performs functions such as
filipg security advisories and displaying information about individual advisories. Note: An advisory.management system can interact with a
dopument viewer to display information about individual advisories.

e

advisory matching: process of determining whether two advisories are targeting the safme products and conditions

arfifact: sequence of bytes addressable via a URI. Examples: A physical file in a file 'system such as a source file, an object file, a
coffiguration file or a data file; a specific version of a file in a version control system;'a database table accessed via an HTTP request; an
arlpitrary stream of bytes returned from an HTTP request, a product URL, a common product enumeration value.

C$YAF asset matching system: program that connects to or is an asset database and is able to manage CSAF documents as required b
CYAF management system as well as matching them to assets of the asset database.

C§AF basic validator: A program that reads a document and chegeks'it against the JSON schema and performs mandatory tests.
CSAF consumer: program that reads and interprets a CSAF.document

C§AF content management system: program that js@ble to create, review and manage CSAF documents and is able to preview their
defails as required by CSAF viewer.

CSAF converter: CSAF producer that transforms the output of an analysis tool from its native output format into the CSAF format
AF direct producer: analysis tool which'acts as a CSAF producer

AF document: security advisory text document in the format defined by this document.

AF full validator: A CSAF)extended validator that additionally performs informative tests.

AF management’system: program that is able to manage CSAF documents and is able to display their details as required by CSAF

C
C
CSAF extended validator: A €SAF basic validator that additionally performs optional tests.
C
C
vigwer.

-

C§AF modifier’"CSAF post-processor which takes a CSAF document as input and modifies the structure or values of properties. The outgui
is  valid GSAF document.

CSAF post-processor: CSAF producer that transforms an existing CSAF document into a new CSAF document, for example, by removing
or fedacting elements according to sharing policies.

CSAF SBOM matching system: A program that connects to or is an SBOM database and is able to manage CSAF documents as required
by CSAF management system as well as matching them to SBOM components of the SBOM database.

CSAF producer: program that emits output in the CSAF format

CSAF translator: CSAF post-processor which takes a CSAF document as input and translates values of properties into another language.
The output is a valid CSAF document.

CSAF viewer: CSAF consumer that reads a CSAF document, displays a list of the results it contains, and allows an end user to view each

© ISO/IEC 2025 - All rights reserved
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result in the context of the artifact in which it occurs.
CVRF CSAF converter: CSAF producer which takes a CVRF document as input and converts it into a valid CSAF document.
document: output file produced by an analysis tool, which enumerates the results produced by the tool

driver: tool component containing an analysis tool's or converter's primary executable, which controls the tool's or converter’s execution, and
which in the case of an analysis tool typically defines a set of analysis rules

bedded link: syntactic construct which enables a message string to refer to a location mentioned in the document

pty array: array that contains no elements, and so has a length of 0

pty object: object that contains no properties

pty string: string that contains no characters, and so has a length of 0

d) user: person who uses the information in a document to investigate, triage, or resolve results

ineering system: software analysis environment within which analysis tools execute. Note: An engineering system might include a builfi
tem, a source control system, a result management system, a bug tracking system, a test execution systemiand so on.

ension: tool component other than the driver (for example, a plugin, a configuration file, or a taxonomy,)
ernal property file: file containing the values of one or more externalized properties

ernalizable property: property that can be contained in an external property file

ernalized property: property stored outside of the CSAF document to which it logically.belongs

false positive: result which an end user decides does not actually represent a problem

fingerprint: stable value that can be used by a result management system to uniquely identify a result over time, even if a relevant artifact is
mqdified

foymatted message: message string which contains formatting information such as Markdown formatting characters

<

fully qualified logical name: string that fully identifies the programmatic construct specified by a logical location, typically by means of a
higrarchical identifier.

higrarchical string: string in the format <component>{/<component>}*

ling: contiguous sequence of characters, starting ejitherat the beginning of an artifact or immediately after a newline sequence, and ending ft
anfl including the nearest subsequent newline sequence, if one is present, or else extending to the end of the artifact

5

e (number): 1-based index of a line within a'file. Note: Abbreviated to "line" when there is no danger of ambiguity with "line" in the sensefof
a §equence of characters.

logalizable: subject to being translated.from one natural language to another

mgssage string: human-readéble"string that conveys information relevant to an element in a CSAF document

nessted artifact: artifact thatis contained within another artifact

line sequence:sequence of one or more characters representing the end of a line of text. Note: Some systems represent a newline
sefjuence with a single'newline character; others represent it as a carriage return character followed by a newline character.

ification;.repofting item that describes a condition encountered by a tool during its execution

opaque:; neither human-readable nor machine-parsable into constituent parts

parent{artifact): artifact which contains one or more nested artifacts

plain text message: message string which does not contain any formatting information
plugin: tool component that defines additional rules
policy: set of rule configurations that specify how results that violate the rules defined by a particular tool component are to be treated

problem: result which indicates a condition that has the potential to detract from the quality of the program. Examples: A security vulnerability,
a deviation from contractual or legal requirements.

© ISO/IEC 2025 - All rights reserved
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product: is any deliverable (e.g. software, hardware, specification,...) which can be referred to with a name. This applies regardless of the
origin, the license model, or the mode of distribution of the deliverable.

property: attribute of an object consisting of a name and a value associated with the name

redactable property: property that potentially contains sensitive information thata CSAF direct producer or a CSAF post-processor might
wish to redact

reporting item: unit of output produced by a tool. either a result or a notification

reporting configuration: the subset of reporting metadata that a tool can configure at runtime, before performing its scan. Examples:
seperity level, rank

repository container for a related set of files in a version control system

taxonomy: classification of analysis results into a set of categories

tag: string that conveys additional information about the CSAF document element to which it applies

text artifact: artifact considered as a sequence of characters organized into lines and columns

text region: region representing a contiguous range of zero or more characters in a text artifact

topl component: component of an analysis tool or converter, either its driver or an extension, consisting,of one or more files

top-level artifact: artifact which is not contained within any other artifact

translation: rendering of a tool component's localizable strings into another language
triqge: decide whether a result indicates a problem that needs to be corrected

usger: see end user.

V{S: version control system

vehdor: the community, individual, or organization that created or maintains a product (including open source software and hardware
prgviders)

VEX: Vulnerability Exploitability eXchange - enables a supplier.or other party to assert whether or not a particular product is affected by a
spgcific vulnerability, especially helpful in efficiently consuming*SBOM data.

vigwer: see CSAF viewer.

vulnerability: functional behavior of a product or service that violates animplicit or explicit security policy (conforming to ISO/IEC 29147
[1Sp29147))

XNIL: eXtensible Markup Language - the/format used by the predecessors of this standard, namely CVRF 1.1 and CVRF 1.2.

[Relative-JSON-Pointers]

Relative JSON Pointers, draft-bhutton-relative-json-pointer-00, December 2020, https:/datatracker.ietf.org/doc/ntml/draft-bhutton-relative-
json-pointer-00.

[RFC2119]
Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, DOI 10.17487/RFC2119, March 1997,

© ISO/IEC 2025 - All rights reserved
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https://www.rfc-editor.org/info/rfc2119.

[RFC7464]

Wi

lliams, N., "JavaScript Object Notation (JSON) Text Sequences", RFC 7464, DOI 10.17487/RFC7464, February 2015, https://www.rfc-

editor.org/info/rfc7464.
[RFC8174]

Cd

Report 7695, August 2011, https://dx.doi.org/10.6028/NIST.IR.7695.

[C]
Cq

https://cve.mitre.org/about/.

[C]
Cq

MIFRE, January 01, 2014, https://cve.mitresatg/cve/identifiers/syntaxchange.html.

[C

TH
Ad
[C]

CS
Sy
op|

bE23-D]

mmon Platform Enumeration: Dictionary Specification Version 2.3, P. Cichonski, D. Walterrite, K. Scarfone, Editors, NIST Interagend]
port 7697, August 2011, https://dx.doi.org/10.6028/NIST.IR.7697.

DE23-M]

mmon Platform Enumeration: Naming Matching Specification Version 2.3, M. Parmelee, H. Booth, D. Waltermire, K. Scarfone, Editor,
T Interagency Report 7696, August 2011, https:/dx.doi.org/10.6028/NIST.IR.7696.

bE23-N]

mmon Platform Enumeration: Naming Specification Version 2.3, B+Cheikes, D. Waltermire, K. Scarfone, Editors, NIST Interagency

VE]
mmon Vulnerability and Exposures (CVE) — The Standard for Information Security Vulnerability Names, MITRE, 1999,

VE-NF]
mmon Vulnerability and Exposures (CVE)< The Standard for Information Security Vulnerability Names - CVE ID Syntax Change,

VRF-1-1]

e Common Vulnerability Reporting Framewvork (CVRF) Version 1.1, M. Schiffman, Editor, May 2012, Internet Consortium for
ancement of Security on.fhednternet (ICASI), https://www.icasi.org/the-common-vulnerability-reporting-framework-cvrf-v1-1/.

VRF-v1.2]

AF Common Vilnerability Reporting Framevwork (CVRF) Version 1.2. Edited by Stefan Hagen. 13 September 2017. OASIS Committde
lecification 04~ https://docs.oasis-open.org/csaf/csaf-cvrf/vl.2/cs01/csaf-cvrf-v1.2-cs01.html. Latest version: https://docs.oasis-
En.org/csaf/esaf-cvrf/v1.2/csaf-cvrf-v1.2.html.

[C
A

VSs2]

Complete Guide to the Common Vulnerability Scoring System Version 2.0, P. Mell, K. Scarfone, S. Romanosky, Editors, First.org, Inc.

Ju

e 2007, https://www.first.org/cvss/cvss-vZ2-guide.pdt.

[CVSS30]

Common Vulnerability Scoring System v3.0: Specification Document, FIRST.Org, Inc., June 2019, https://www first.org/cvss/v3.0/cvss-v30-
specification v1.9.pdf.

[CVSS31]

Common Vulnerability Scoring System v3.1: Specification Document, FIRST.Org, Inc., June 2019, https://www first.org/cvss/v3-1/cvss-v31-
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specification_r1.pdf.
[CWE]

Common Weakness Enumeration (CWE) — A Community-Developed List of Software Weakness Types, MITRE, 2005,
http://cwe.mitre.org/about/.

[CYCLONEDX13]

https://github.com/CycloneD X/specification/blob/1.3/schema/bom-1.3.schema.json.
[GFMCMARK]

GifHub's fork of cmark, a CommonMark parsing and rendering library and program in C, https:/github.com/github/cmark.

[GFMENG]

GifHub Engineering: A formal spec for GitHub Flavored Markdown, https://githubengineering.com/a-formal-spec-for-github-markdowry.

[1S08601]

Data elements and interchange formats — Information interchange — Representation of dates and tinies, International Standard, ISO
86P1:2004(E), December 1, 2004, https://www.iso.org/standard/40874.html.

[1I5019770-2]

Infprmation technology — IT asset management — Part 2: Software identification tag, Inter@ational Standard, ISO 19770-2:2015,
Sgptember 30, 2015, https://www.iso.org/standard/65666.html.

[19029147]

Information technology — Security techniques — Vulnerability disclosure, Interational Standard, ISO/IEC 29147:2018, October, 2018,
https://www.iso.org/standard/72311.html.

[OPENSSL]

GTLS/SSL and crypto library, OpenSSL Software Foundation, httpsZwww.openssl.org/.
[PURL]

P4ckage URL (PURL), GitHub Project, https://github.com/package-url/purl-spec.
[RFC3339]

Klyne, G. and C. Newman, "Date and Time on the Internet: Timestamps", RFC 3339, DOI 10.17487/RFC3339, July 2002, https://www.rfc-
edjtor.org/info/rfc3339.

[RFC3552]

Rescorla, E. and B. Korver, "Guidelines for Writing RFC Text on Security Considerations", BCP 72, RFC 3552, DOI 10.17487/RFC3552, J
203, https://www.rfc-editor.orgfinfeifc3552.

[RFC3986]

Bdmers-Lee, T., Fieldingy»R., and L. Masinter, "Uniform Resource Identifier (URI): Generic Syntax", STD 66, RFC 3986, DOI
10]17487/RFC3986, January 2005, https://www.rfc-editor.org/info/rfc3986.

[RFC4880]
C%as, J., Dornerhacke, L., Finney, H., Shaw, D., and R. Thayer, "OpenPGP Message Format", RFC 4880, DOI 10.17487/RFC4880,

Ngvendber 2007, https://www.rfc-editor.org/info/rfc4880.

[REs7234}

Fielding, R., Ed., and J. Reschke, Ed., "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content", RFC 7231, DOI
10.17487/RFC7231, June 2014, https://www.rfc-editor.org/info/rfc7231.

[RFC7464]

N. Williams., "JavaScript Object Notation (JSON) Text Sequences", RFC 7464, DOI 10.17487/RFC7464, February 2015, https://www.rfc-
editor.org/info/rfc7464.

[RFC8615]
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Nottingham, M., "Well-Known Uniform Resource Identifiers (URIs)", RFC 8615, DOI 10.17487/RFC8615, May 2019, https://www.rfc-
editor.org/info/rfc8615.

[RFC9116]

Foudil, E. and Y. Shafranovich, "A File Format to Aid in Security Vulnerability Disclosure”, RFC 9116, DOI 10.17487/RFC9116, April 2022,
https://www.rfc-editor.org/info/rfc9116.

[SCAP12]

The Technical Specification for the Security Content Automation Protocol (SCAP): SCAP Version 1.2, D. Waltermire, S. Quinn, K.
Sdarfone, A. Halbardier, Editors, NIST Spec. Publ. 800-126 rev. 2, September 2011, https://dx.doi.org/10.6028/NIST.SP.800-126r2-.

[SECURITY-TXT]

Foudil, E. and Shafranovich, Y., Security.txt Project, hitps://securitytxt.org/.

[VERS]

vels: a mostly universal version range specifier, Part of the PURL GitHub Project, https:/4github.com/package-url/purl-spec/blob/version-
rajge-spec/VERSION-RANGE-SPEC rst.

[VEX]

Vinerability-Exploitability eXchange (VEX) - An Overview, VEX sub-group ofthe Framing Working Group in the NTIA SBOM initiative, 27]
Sgptember 2021, https:/ntia.gov/files/ntia/publications/vex_one-page_sumidiary.pdf.

[VEX-Justification]

Vdinerability Exploitability eXchange (VEX) - Status Justifications, VEX sub-group of the Framing Working Group in the CISA SBOM
inifiative, XX May 2022, https://www.cisa.gov/sites/default/files/publications VEX_Status_Justification_Jun22.pdf.

XML]

i%ensib/e Markup Language (XML) 1.0 (Fifth Edition); T. Bray, J. Paoli, M. Sperberg-McQueen, E. Maler, F. Yergeau, Editors, W3C
R

htt

ommendation, November 26, 2008, https://www.w3.0rg/TR/2008/REC-xmI-20081126/. Latest version available at
s://www.w3.org/TR/xml.

[XML-Schema-1]

WBC XML Schema Definition Language (XSD) 1.1 Part 1: Structures, S. Gao, M. Sperberg-McQueen, H. Thompson, N. Mendelsohn, D.
Bedech, M. Maloney, Editors, W3CG Recommendation, April 5, 2012, https://www.w3.0rg/TR/2012/REC-xmischema11-1-20120405/. Latest
vefsion available at https:/wwwW.w8.org/TR/xmlschema11-1/.

[XML-Schema-2]

C XML Schema Refinition Language (XSD) 1.1 Part 2: Datatypes W3C XML Schema Definition Language (XSD) 1.1 Part 2: Datatyp4
D.[Peterson, S. GapyA. Malhotra, M. Sperberg-McQueen, H. Thompson, Paul V. Biron, Editors, W3C Recommendation, April 5, 2012,
https://www.w3QrdlTR/2012/REC-xmischema11-2-20120405/. Latest version available at https:/www.w3.org/TR/xmlschema11-2/.

Typ8graphical Conventions

erds defined by this specification use this monospaced font.

Normative source code uses this paragraph style.

Some sections of this specification are illustrated with non-normative examples introduced with "Example" or "Examples” like so:

Examples 4321:

Informative examples also use this paragraph style but preceded by the text "Example(s)".
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All examples in this document are informative only.
All other text is normative unless otherwise labeled e.g. like the following informative comment:

This is a pure informative comment that may be present, because the information conveyed is deemed useful advice or
common pitfalls learned from implementer or operator experience and often given including the rationale.
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2 Design Considerations
The Common Security Advisory Framework (CSAF) is a language to exchange Security Advisories formulated in JSON.

The term Security Advisory as used in this document describes any notification of security issues in products of and by providers. Anyone
providing a product is considered in this document as a vendor, i.e. developers or maintainers of information system products or services.
This includes all authoritative product vendors, Product Security Incident Response Teams (PSIRTs), and product resellers and distributors,

sion 2.0. The encompassing JSON schema file noted in the Additional Artifacts section of the title page SHALL be taken as normative in]
thq case a gap or an inconsistency in this explanatory document becomes evident. The following presentation in this section is grouped by
togical area, and is not simply derivative documentation from the schema document itself. The information contained aims to beniore
depcriptive and complete. Where applicable, common conventions are stated and known common issues in usage are painted out
infprmatively to support implementers of document producers and consumers alike.

Th|s minimal required information set does not provide any useful information on products, vulnerabilities, or security adVisories. Thus, any
regl-world Security Advisory will carry additional information as specified in section 3 Schema elements.

Cdre has been taken, to design the containers for product and vulnerability information to support fine-grained mapping of security advisorig
onjo product and vulnerability and minimize data duplication through referencing. The display of the elements representing Product Tree ang
Vynerability information has been placed in the sections named accordingly.

2.1 Construction Principles

A $ecurity Advisory defined as a CSAF document is the result of complex orchestration of many players and distinct and partially difficult to
plgdy schemas.

The format chosen is [JSONSchema] which allows validation and delegation to subsehema providers. The latter aligns well with separation
cocerns and shares the format family of information interchange utilized by the providers of product and vulnerability information which
migrated from XML to JSON since the creation of CSAF CVRF version 1.2, the’predecessor of this specification.

(2]

The acronym CSAF, “Common Security Advisory Framework”, stands for the target of concerted mitigation and remediation accomplishmept.

Tefhnically, the use of JSON schema allows validation and proof of faodel conformance (through established schema based validation) of t|
deflared information inside CSAF documents.

The CSAF schema structures its derived documents into three.main classes of the information conveyed:

1. The frame, aggregation, and reference informatien.of the document
P. Product information considered relevant by the greator
B. Vulnerability information and its relation to the products declared in 2.

Wirerever possible repetition of data has/been'replaced by linkage through ID elements. Consistency on the content level thus is in the
regponsibility of the producer of such decuments, to link e.g. vulnerability information to the matching product.

A dlictionary like presentation of all defined schema elements is given in the section 3. Any expected relations to other elements (linkage) is
depcribed there. This linking refies oh setting attribute values accordingly (mostly guided by industry best practice and conventions) and thug
implies, that any deep validationon a semantic level (e.g. does the CWE match the described vulnerability) is to be ensured by the produce|
anfl consumer of CSAF dacuments. It is out of scope for this specification.

Prpven and intended‘usage patterns from practice are given where possible.
Ddlegation to jridustry best practices technologies is used in referencing schemas for:

e PlatformiData:
¢ 'Common Platform Enumeration (CPE) Version 2.3 [CPE23-N]
o “Yulnerability Scoring:
o Common Vulnerabllity Scoring System (CVSS) Version 3.1 [CVSS31]
= JSON Schema Reference https://www.first.org/cvss/cvss-v3.1.json
o Common Vulnerability Scoring System (CVSS) Version 3.0 [CVSS30]
= JSON Schema Reference https://www first.org/cvss/cvss-v3.0.json
o Common Vulnerability Scoring System (CVSS) Version 2.0 [CVSS2]
= JSON Schema Reference https://www first.org/cvss/cvss-v2.0.json
e Vulnerability Classification
o Common Weakness Enumeration (CWE) [CWE]
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s CWE List: http://cwe.mitre.org/data/index.html
e Classification for Document Distribution
o Traffic Light Protocol (TLP)
= Default Definition: https://www first.org/tlp/

Even though the JSON schema does not prohibit specifically additional properties and custom keywords, it is strongly recommended not to
use them. Suggestions for new fields SHOULD be made through issues in the TC's GitHub.

€ standardized 1elas allow for scalability across diferent Issuing paries ana dramatcally reduce e human effort and nee
for dedicated parsers as well as other tools on the side of the consuming parties.

Section 4 defined profiles that are used to ensure a common understanding of which fields are required in a given use case. Additional
cofiventions are stated in section 5. The tests given in section 6 support CSAF producers and consumers to verify rules from the+specificati
which can not be tested by the schema. Section 7 states how to distribute and where to find CSAF documents. Safety, Security and Data
Protection are considered in section 8. Finally, a set of conformance targets describes tools in the ecosystem.

=}
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3 Schema Elements
The CSAF schema describes how to represent security advisory information as a JSON document.

The CSAF schema Version 2.0 builds on the JSON Schema draft 2020-12 rules.

"$schema": "https://json-schema.org/draft/2020-12/schema"

The schema identifier is:
"$id": "https://docs.oasis-open.org/csaf/csaf/v2.0/csaf json schema.json"

The further documentation of the schema is organized via Definitions and Properties.

e Definitions provide types that extend the JSON schema model
e Properties use these types to support assembling security advisories

Types and properties together provide the vocabulary for the domain specific language supporting security advisories.
The single mandatory property is document. The optional two additional properties are product tree and vulherabilities.
3.1 Definitions

The definitions (sdets) introduce the following domain specific types into the CSAF languager Ackrnowledgments (acknowledgments_t),
Br@inches (branches t), Full Product Name (full product name t), Language (lang t), Net&s (notes t), Product Group ID

(py oduct_group_id_t), Product Groups (product_groups_t), Product ID (product_id_t), Products (products_t), References (references_'

anfl Version (version t).

"Sdefs": {

"acknowledgments t": {
/o

by

"branches t": {
M ooo

I

"full product_name t": {
/o

b

"lang t": {
7 ooo

by

"notes_t": {
7 ooo

I

"product_group_id_t" ={
7 ooo

o

"product_groups}'t {

7 coo

by

"producm t": {
Ny

b

tBdducts_t": {
M ooo

I

o all L

/] oco
I
"version t": {
7 ooo
}
b

3.1.1 Acknowledgments Type

© ISO/IEC 2025 - All rights reserved
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List of Acknowledgments (acknowledgments_t) type instances of value type array with 1 or more elements contain a list of Acknowledgment
elements.

"acknowledgments_ t": {
I oo
"items": {
I oo
}

Th
de|

3.1
Lig
ite
re

EX

3.1

The contributing organization (organization)has value type string with 1 or more characters and holds the name of the contributing

or

EX

3.1

Sy
do|

Example 3!

b

value type of Acknowledgment is object with atleast 1 and at most 4 properties. Every such element acknowledges contributions by
cribing those that contributed. The properties are: names, organization, summary, and urls.

"properties": {

"names": {
/o

I

"organization": ({
7 ooo

by

"summary": {
/o

by

"urls": {

/)
}

1.1 Acknowledgments Type - Names

t of acknowledged names (names) has value type array with 1 or more items’holds the names of contributors being recognized. Every su
In of value type string with 1 or more characters represents the name &f.the contributor and contains the name of a single contributor bei

ognized.
amples 1:

Albert Einstein
Johann Sebastian Bach

1.2 Acknowledgments Type - Organization

anization being recognized.

amples 2:

CISA
Google Project Zero
Talos

1.3 Acknowlegdgrents Type - Summary

nmary of the'acknowledgment (summary) of value type string with 1 or more characters SHOULD represent any contextual details the
Cument producers wish to make known about the acknowledgment or acknowledged parties.

g

First analysis of Coordinated Multi-Stream Attack (CMSA)

3.1.1.4 Acknowledgments Type - URLs

List of URLs (ur1s) of acknowledgment is a container (value type array) for 1 or more string of type URL that specifies a list of URLs or
location of the reference to be acknowledged. Any URL of acknowledgment contains the URL or location of the reference to be

acl

knowledged. Value type is string with format URI (uri).

3.1.1.5 Acknowledgments Type - Example

© ISO/IEC 2025 - All rights reserved
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Example 4:

"acknowledgments": [
{
"names": [
"Johann Sebastian Bach",
"Georg Philipp Telemann",
"Georg Friedrich Handel"

I
"organization": "Baroque composers"
"summary": "wonderful music"

"organization": "CISA",
"summary": "coordination efforts",
"urls": [

"https://cisa.gov"

"organization": "BSI",

"summary": "assistance in coordination"
by
{

"names": [

"Antonio Vivaldi"
1,
"summary": "influencing other composers"
}
1,

The example 4 above SHOULD lead to the following outcome in a human“readable advisory:
We thank the following parties for their efforts:

e Johann Sebastian Bach, Georg Philipp Telemann, Georg Friedrich Handel from Baroque composers for wonderful music
o CISA for coordination efforts (see: https://cisa‘gov)

e BSifor assistance in coordination

¢ Antonio Vivaldi for influencing other conipesers

3.1.2 Branches Type

Ligt of branches (branches t) with value typeairray contains 1 or more branch elements as children of the current element.

"branches t": {
7
"items": {

77 oo
}
b

Every Branch holds\éxactly 3 properties and is a part of the hierarchical structure of the product tree. The properties name and category are

mgndatory. In addition, the object contains either a branches or a product property.

"Properties": {
"branches": {
/A

by

"category": {
/o

by

"name": {
M ooo

by

"product": {
/o
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branches_t supports building a hierarchical structure of products that allows to indicate the relationship of products to each
other and enables grouping for simpler referencing. As an example, the structure MAY use the following levels: vendor ->
product family->product name -> product version. Itis recommended to use the hierarchical structure of vendor ->
product name -> product version Whenever possible to support the identification and matching of products on the consumer
side.

3.1.2.1 Branches Type - Branches

Lidt of branches (branches) has the value type branches_t.

3.1.2.2 Branches Type - Category

Cdtegory of the branch (category) of value type string and enum describes the characteristics of the labeled branch. Valid‘enum values are:

Th
Th
Th
Th
Th
Th
Th
Th

architecture
host_name
language

legacy

patch level
product_family
product name
product_version
product version range
service pack
specification
vendor

e value architecture indicates the architecture for which the product is intended.

P value host name indicates the host name of a system/service.

value 1anguage indicates the language of the product.
[ value legacy indicates an entry that has reached its end oflife.
e value patch level indicates the patch level of the preduct.
P value product family indicates the product family.that the product falls into.
[ value product_name indicates the name of the product.

value product_version indicates exactiy\a single version of the product. The value of the adjacent name property can be numeric or sonj

ottler descriptor. However, it MUST NOT eontain version ranges of any kind.

Th
us!

Th
Th
Th

It is recommended to enumerate versions wherever possible. Nevertheless, the TC understands that this is sometimes
impossible. To reflect that in'the specification and aid in automatic processing of CSAF documents the value
product version pang&Was introduced. See next section for details.

e value product vession range indicates a range of versions for the product. The value of the adjacent name property SHOULD NOT be
bd to convey a singlé version.

e value seryice)pack indicates the service pack of the product.

b value §pedification indicates the specification such as a standard, best common practice, etc.

F Value vendor indicates the name of the vendor or manufacturer that makes the product.

3.1.2.3 Branches Type - Name

Name of the branch (name) of value type string with 1 or more characters contains the canonical descriptor or 'friendly name' of the branch.

Examples 5:

10
365
Microsoft
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Office
PCS 7
SIMATIC
Siemens
Windows

A leading v or v in the value of name SHOULD only exist for the categories product_version Of product_version_range if itis part of the
product version as given by the vendor.

3.1.2.3.1 Branches Type - Name under Product Version
If gdjacent property category has the value product version, the value of name MUST NOT contain version ranges of any kind.

Examples 6 for name when using product version!

10
17.4
v3

The product_version is the easiest way for users to determine whether their version is meant (provided/that the given ancestors
in the product tree matched): If both version strings are the same, it is a match - otherwise not. Theréfore, it is always
recommended to enumerate product versions instead of providing version ranges.

Examples 7 for name when using product version which are invalid:

8.0.0 - 8.0.1

8.1.5 and later

<= 2

prior to 4.2

All versions < V3.0.29
V3.0, v4.0, v4.1, v4.2

All the examples above contain some kind of a version range and are therefore invalid under the category product version.

3.14.2.3.2 Branches Type - Name under Product Version Range

If gdjacent property category has the value product version, £ange, the value of name MUST contain version ranges. The value of MUST of

to gxactly one of the following options:
1. Version Range Specifier (vers)

vers is an ongoing community effort toaddress the problem of version ranges. Its draft specification is available at
[VERS].

vers MUST be used in its canonical form. To convey the term "all versions" the special string vers:a11/* MUST be used.

Examples 8 for name when using product version range with vers:

vers:gem/>=2.2.,0N!="2.2.1(<2.3.0
vers:npm/1.2.31>42.0.0(<5.0.0

vers:pypi 0N0J0(0.0.1]0.0.2]0.0.3]/1.0|2.0prel
vers:tomag/>=8.0.0-M1|<=8.0.1

Through the definitions of the vers specification a user can compute whether a given version is in a given range.
P. Versylike Specifier (vis)

This option uses only the <version-constraint> part from the vers specification. it MUST NOT have an URI nor the <versioning-

—scremes part-itTs o fattback optiomamd-SHOBEB NG T beused-untess Teatty eTESSaTY:

The reason for that is, that it is nearly impossible for tools to reliable determine whether a given version is in the range or
not.

Tools MAY support this on best effort basis.
Examples 9 for name when using product version range with vis:

<=2
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<4.2
<V3.0.29
>=8.1.5

3.1.2.4 Branches Type - Product

P

3.

Full Product Name (full product name t)with value type object specifies information about the product and assigns the product ID( The
pr@perties name and product_id are required. The property product_identification helper is optional.

3.

Tektual description of the product (name) has value type string with 1 or more gharacters. The value SHOULD be the product's full canonica
nafne, including version number and other attributes, as it would be used in\a@ human-friendly document.

Examples 10:

3.1.3.2 Full Product Name Type - Product ID
Prduct ID (product_id) holds a value of type Product'ID (product id t).
3.1.3.3 Full Product Name Type - Produgt ldentification Helper

Hdlper to identify the product (productidentification helper) of value type object provides inits properties at least one method which
ds inidentifying the product in an asset'database. Of the given eight properties cpe, hashes, model numbers, purl, sbom urls,

ai
se

roduct (product) has the value type Full Product Name (full product name t).

3-Ful-Rrodust-NameType
- WP A

"full product_name t": {
/]
"properties": {
"name": {
I oo
b
"product_id": {
o0
by
"product_identification_helper": {
I oo
}
}
}

1.3.1 Full Product Name Type - Name

Cisco AnyConnect Secure Mobility Client 2.3.185
Microsoft Host Integration Server 2006 Service Jpé&ck 1

tial numbers, skus, and x_gernferic’uris, one is mandatory.

"product_identificg€ios helper": {
/]
"properties) {

"cpe": ¢
1/ N

1,

&haghes": {
/)

i

"model numbers": {
7 ooo

I

"purl": {
77 oco

I

"sbom urls": {
/)

e

"serial numbers": {
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/..

by

"skus": {
1.

by

"x generic_uris": {
M oo

}

3.1
Cd

© —

[4

The Common Platform Enumeration (CPE) attribute refers to a method for naming platforms external to this speCification. See [CPE23-N] fpr

de|
3.1

Lidt of hashes (hashes) of value type array holding at least one item contains a list of cryptographie’hashes usable to identify files.

Cr]
ha

Lidt of file hashes (file hashes) ¢f value type array holding at least one item contains a list of cryptographic hashes for this file.

Edch File hash of value type object contains one hash value and algorithm of the file to be identified. Any File hash object has the 2

mg

T

.3.3.1 Full Product Name Type - Product Identification Helper - CPE

mmon Platform Enumeration representation (cpe) of value type string of 5 or more characters with pattern (regular expression):

M (epe:2\\ . 3: [aho\\*\\=T (: (COAN2*[\\*?2) ([2=zA=Z0-9\\=\\. T 1 NN DN INTENASS & NN (\\) N\, /27 <=RE NN TN AN
NINNE~T)) + ON2*NN*2) ) [ INN*\\=])) {5} (: (([a-zA-Z] {2, 3} (- ([a-zA-Z] {2} | [0-91{3})) 2) | [\\*\\=1)) (: (CONRN\*?) ([a-zA-Z0-
A=A T O I IS S 6 AN (NN AN, /27 <=>@ANN NI NN WIS )+ AN2* NN2) ) T INNV\N=-1)%) [4]) | ([c] [pP]

E] :/[AHOaho] ? (: [A-Za-z0-9\\._\\-~%]1*) {0,6})$

ails.

.3.3.2 Full Product Name Type - Product Identification Helper - Hashes

"hashes": {
77 ooo
"items": {

) oo
}
b

bptographic hashes of value type object contains all information to-identify a file based on its cryptographic hash values. Any cryptograph
bhes object has the 2 mandatory properties file hashes and filermame.
"properties": {
"file hashes": {
10 oco
by
"filename": {
7 ooo

}

"file_hashes": {
/..
"items": {

/]
}
by

ndatory properties algorithm and value.

"properties": {
"algorithm": {
1) oco
by
"value": {

Il oco
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The algorithm of the cryptographic hash representation (a1gorithm) of value type string with one or more characters contains the name of the
cryptographic hash algorithm used to calculate the value. The default value for algorithmis sha256.

Examples 11:

blake2b512
sha256
sha3-512

Id. L)
sha512

These values are derived from the currently supported digests OpenSSL [OPENSSL]. Leading dashes were removed.

Th

Th

The command openssl dgst -list (Version 1.1.1f from 2020-03-31) outputs the following:

Supported digests:

-blake2b512 -blake2s256 -md4

-md5 -md5-shal —-ripemd
-ripemd160 -rmd160 -shal
—-sha224 -sha256 -sha3-224
-sha3-256 -sha3-384 -sha3-512
—-sha384 —-shab512 -sha512-224
—-sha512-256 —-shakel28 -shake256
-sm3 -s5513-md5 -ssl3-shal
-whirlpool

e \Value of the cryptographic hash representation (va1ue) of value type string of 32 @r mofe characters with pattern (regular expression
~[0-9a-fA-F]{32,}$

e Value of the cryptographic hash attribute contains the cryptographic hashwalue in hexadecimal representation.

Examples 12:

w

df33cb7464da5c7£077£4d56a32bc84987ecl1d85b234537clc¥add4fc8d09dc29e2e762cb5203677b£849a2855a0283710£1£5feldbce8d5ac8S

4775203615d9534a8bfca%96a93dc8b461a489£69124aM80d786b42204£3341cc
9ea4c8200113d49d26505da0e02e2£49055dc0788ad7a419032e291c7afebbb84badfbd46dec42883bealb2alfa697c

The filename representation (£ilename) of value type string with one or more characters contains the name of the file which is identified byl
thd hash values.

Examples 13:

WINWORD.EXE
msotadddin.dll
sudoers.so

If the value of the hash matches and the filename does not, a user SHOULD prefer the hash value. In such cases, the filename SHOULD be

us!
3.1

Thi
nu

Al

bd as informatiofiakproperty.

.3.3.3 Full Proddct Name Type - Product Identification Helper - Model Numbers

 list,of nfodels (model numbers) of value type array with 1 or more unique items contains a list of full or abbreviated (partial) model
bers.

ist of models SHOULD only be used if a certain range of model numbers with its corresponding software version is affected, or the mode!

numbers change during update.

This can also be used to identify hardware. If necessary, the software, or any other related part, SHALL be bind to that via a product
relationship.

"model numbers": {
7

"items": {

© ISO/IEC 2025 - All rights reserved
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/e
}
b

Any given model number of value type string with at least 1 character represents a full or abbreviated (partial) model number of the
component to identify.

The terms "model", "model number" and "model variant" are mostly used synonymously. Often it is abbreviated as "MN", M/N"

Ul III T IUu.Ui T I\.}.'I
IfJ part of a model number of the component to identify is given, it SHOULD begin with the first character of the model number and stép) at Jny
po|nt. Characters which SHOULD NOT be matched MUST be replaced by either > (for a single character) or = (for zero or more characters
Two * MUST NOT follow each other.

Examples 14:
6RA8096-4MV62-0AA0

6RA801?2-2?V62-0AA0
IC25T060ATCS05-0

3.1.3.3.4 Full Product Name Type - Product Identification Helper - PURL
The package URL (PURL) representation (purl) is @ string of 7 or more characters with pattern (réguldr expression):
pkg: [A-Za-z\\ . \\=\\+] [A-Za-z0-9\\ . \\-\\+]*/.+
The given pattern does not completely evaluate whether a PURL is valid accordingte the [PURL] specification. It provides a

more generic approach and general guidance to enable forward compatibility. CSAF uses only the canonical form of PURL to
conform with section 3.3 of [RFC3986]. Therefore, URLs starting with pkg: A/\a@re considered invalid.

This package URL (PURL) attribute refers to a method for reliably identifying and locating software packages external to this specification.
Sge [PURL] for details.

3.4.3.3.5 Full Product Name Type - Product Identification Helper - SBOM URLs

The list of SBOM URLS (sbom_urls) of value type array with 1 or.amore items contains a list of URLs where SBOMs for this product can be
reffieved.

The SBOMs might differ in format or depth of detail--Currently supported formats are SPDX, CycloneDX, and SWID.

"sbom urls": {
/)
"items": {
/)

}
by

Any given SBOM URL of valueitype string with format uri contains a URL of one SBOM for this product.

Examples 15:

https://rawggiBhubusercontent.com/CycloneDX/bom-examples/master/SBOM/keycloak-10.0.2/bom.json
https://gW$low.net/spdx-examples/example4/main-bin-v2

3.4.3.3.6 Full Rroduct Name Type - Product Identification Helper - Serial Numbers

The list.of'serial numbers (serial numbers) of value type array with 1 or more unique items contains a list of full or abbreviated (partial) serrl
nuEhgrs

A list of serial numbers SHOULD only be used if a certain range of serial numbers with its corresponding software version is affected, or the
serial numbers change during update.

"serial numbers": {
Il oco
"items": {

/e
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e

Any given serial number of value type string with at least 1 character represents a full or abbreviated (partial) serial number of the component
to identify.

If a part of a serial number of the component to identify is given, it SHOULD begin with the first character of the serial number and stop at any

point. Characters which SHOULD NOT be matched MUST be replaced by either > (for a single character) or  (for zero or more characters).

Two * MUST NOT follow each other.

3.1.3.3.7 Full Product Name Type - Product Identification Helper - SKUs

The list of stock keeping units (skus) of value type array with 1 or more items contains a list of full or abbreviated (partial) stock keeping’unifs.

Al

st of stock keeping units SHOULD only be used if the list of relationships is used to decouple e.g. hardware from the software, or the sto

kegping units change during update. In the latter case the remediations SHALL include the new stock keeping units is or a description how
caf be obtained.

An
thg

If 3
stqg
ch
T

The use of the list of relationships in the first case is important. Otherwise, the end user is unable to identify which version (the
affected or the not affected / fixed one) is used.

"skus": {
I ooo
"items": {
Il ooo
}
by

given stock keeping unit of value type string with at least 1 character represents afull or abbreviated (partial) stock keeping unit (SKU
component to identify.

Sometimes this is also called "item number", "article number" or "product number".

part of a stock keeping unit of the component to identify is given, it SHQULD begin with the first character of the stock keeping unit and
p at any point. Characters which SHOULD NOT be matched MUST bé replaced by either > (for a single character) or  (for zero or more
racters).

* MUST NOT follow each other.

3.1.3.3.8 Full Product Name Type - Product Identification Helper - Generic URIs

Li
de

An

t of generic URIs (x_generic uris) of value type axray With at least 1 item contains a list of identifiers which are either vendor-specific o
ived from a standard not yet supported.

"x generic_uris": {
/]
"items": {
7 oo
}
}

such Generic URIitem‘efyalue type opbject provides the two mandatory properties Namespace (namespace) and URI (uri).

"propertiag™™ {
"namespdaete": {
N J)--
Y
"ari": {
77 oco
}

}

=

of

The namespace of the generic URI (namespace) of value type string with format uri refers to a URL which provides the name and knowledge
about the specification used or is the namespace in which these values are valid.

The URI (uri) of value type string with format uri contains the identifier itself.

These elements can be used to reference a specific component from an SBOM:

Example 16 linking a component from a CycloneDX SBOM using the bomlink mechanism:

© ISO/IEC 2025 - All rights reserved
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"x generic uris": [
{
"namespace": "https://cyclonedx.org/capabilities/bomlink/",
"uri": "urn:cdx:411dafd2-c29f-491a-97d7-e97de5bc2289/1#pkg:maven/org.jboss.logging/jboss-

logging@3.4.1.Final?type=jar"

}
]

EX

ample 17 linking a component from an SPDX SBOM:

"x generic uris": [

{

"namespace": "https://spdx.github.io/spdx-spec/document-creation-information/#65-spdx-documght=pamespace
eld",
"uri": "https://swinslow.net/spdx-examples/exampled/main-bin-v2#SPDXRef-1libc"
}
]
.4 Language Type

Lahguage type (1ang t) has value type string with pattern (regular expression):

N

Th

~(([A-Za-z]1{2,3} (- [A-Za-z] {3} (-[A-Za-z]{3}) {0,2}) 2| [A-Za-z]{4,8}) (-[A-Za-z] {4})2¥% ([A-Za-z] {2} | [0-9]{3})) 2 (- ([A-Za
-91{5,8}1[0-9] [A-Za-z0-9] {3})) * (- [A-WY-Za-wy-2z0-9] (- [A-Za-2z0-9] {2, 8}) +) * (- [Xx} (-M-Za-z0-9] {1, 8}) +) ?| [Xx] (- [A-Za-z0-
,8})+|[I1]-[Dd] [Ee] [Ff] [Aa] [Uu] [L1] [Tt] | [Ii]-[Mm] [Ii] [Nn] [Gg] [Oo])$

e value identifies a language, corresponding to IETF BCP 47 / RFC 5646. See [ETF language registry:

https://www.iana.org/assignments/language-subtag-registry/language-subtag-registei

EX

3.

CSAF skips those grandfathered language tags that are deprecated abthe time of writing the specification. Even though the
private use language tags are supported they should not be used to@nsure readability across the ecosystem. ltis
recommended to follow the conventions for the capitalization of the 'subtags even though it is not mandatory as most users are
used to that.

amples 18:

de

.5 Notes Type

Lidt of notes (notes_t) of value type.arr<y with 1 or more items of type Note contains notes which are specific to the current context.

"notes t": {
/..
"items": {

77 oo
}
by

\%

lue type\of-€very such Note item is object with the mandatory properties category and text providing a place to put all manner of text

bldbs.related to the current context. A Note object MAY provide the optional properties audience and title.

"properties": {

"audience": {
7 coo

o

"category": {
77 oo

o

"text": {
7 coo

b
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ieiplley |
1 coo

Audience of note (audience) of value type string with 1 or more characters indicates who is intended to read it.

Examples 19:

all

executives

operational management and system administrators
safety engineers

Ngte category (category) of value type string and enum contains the information of what kind of note this is. Valid enun valte§ are:

description
details

faq

general

legal disclaimer
other

summary

=
(2]

value description indicates the note is a description of something. The optional sibling.pfoperty tit1e MAY have more information in thi
e.

value details indicates the note is a low-level detailed discussion. The optionaksibling property it1e MAY have more information in tHis
e.

value faq indicates the note is a list of frequently asked questions.
value general indicates the note is a general, high-level note. The qptional sibling property tit1e MAY have more information in this cage.
value legal disclaimer indicates the note represents any possible legal discussion, including constraints, surrounding the document.

value other indicates the note is something that doesn’t fif the other categories. The optional sibling attribute tit1e SHOULD have mon
rmation to indicate clearly what kind of note to expect.in this case.

o

value summary indicates the note is a summary ofiSemething. The optional sibling property tit1e MAY have more information in this cade.
Ngte content (text) of value type string with 1 or more characters holds the content of the note. Content varies depending on type.
Title of note (tit1e) of value type string withit*or more characters provides a concise description of what is contained in the text of the notq.

Examples 20:

Details

Executive summary
Technical summarys

Impact on safesyN\systems

3.1.6 Product &6¢qup ID Type

The Product'Group ID Type (product group id t) of value type string with 1 or more characters is a reference token for product group
indtances. The value is a token required to identify a group of products so that it can be referred to from other parts in the document. There i
no|predefined or required format for the Product Group ID (product group id) as long as it uniquely identifies a product group in the contex
of the"current document.

"product group id t": {
1 oo
+

Examples 21:

CSAFGID-0001
CSAFGID-0002
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CSAFGID-0020

Even though the standard does not require a specific format itis recommended to use different prefixes for the Product ID and
the Product Group ID to support reading and parsing the document.

3.1.7 Product Groups Type

List of Product Group ID (product groups_t) of value type array with 1 or more unique items (a set) of type Product Group ID
. ) 6 kol . P hio sl ar
(prqoetret—gromr—r—epeeifies-aistofprotro—gromr—sto-give-context-to-the-parentiterm:

"product_groups_t": {
7 coo
"items": {
7 soo
}
e

3.1.8 Product ID Type

The Product ID Type (product id t) of value type string with 1 or more characters is a reference token for'product instances. The value is
toKen required to identify a full product name so that it can be referred to from other parts in the document; There is no predefined or
required format for the Product ID (product id) as long as it uniquely identifies a product in the context.efithe current document.

"product_id_t": {
1 oo
b

Examples 22:

CSAFPID-0004
CSAFPID-0008

Even though the standard does not require a specific format itiSstecommended to use different prefixes for the Product ID and
the Product Group ID to support reading and parsing the doédment.

3.1.9 Products Type

Lidt of Product IDs (products_t) of value type array with-\.er more unique items (a set) of type Product ID (product id t) specifies a list o
prpduct_ids to give context to the parent item.

"products_t": {
I oo
"items": {

I oo
}
be

3.1.10 References Type
Lidt of references (refarsaces t) of value type array with 1 or more items of type Reference holds a list of Reference objects.
"refereng@M\§": {

/] e

"igems": |

N ...

Value type of every such Reference item is object with the mandatory properties ur1 and summary holding any reference to conferences,
papers, advisories, and other resources that are related and considered related to either a surrounding part of or the entire document and to
be of value to the document consumer. A reference object MAY provide the optional property category.

"properties": {
"category": {
/]
o
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infocus (depending on scope) or to an external resource. Valid enum values are:

Th

The value self indicates, that this document is a reference to this same document or vulnerability (also depending ©n scope).

Suymmary of the reference (surmary) of value type string with 1 or more characters indicates what this reference refers to.

URL
3.11

The Version (version t)type has value type string with pattern (regular expressioh):

The version specifies a version string to denote clearly the evolution of the content of the document. There are two options how it can be used:

A CSAF document MUST use only one versioning system.

Examples 23:

3.1.11.1 Version Type - Inpteger versioning

|01 T1-9]1 [029NA $

The

Th[ default value for category iS external.
value external indicates, that this document is an external reference to a document or vulnerability in focus (depending on scope).

(F:\\. (2:0] [1-91\\d* | \\d* [a-zA-Z-] [0-9a-2A-Z-]*)) *) ) 2 (?:\\+ ([0-Qas¥a"Z-]1+ (?:\\. [0-9a-zA-Z-]+) *))?)$

Int¢ger versioning increments for each version where the /document/tracking/status is £inal the version number by one. The regular
expression for this type is:

ISO/IEC 20153:2025(en)

"summary": {
77 ooo

by

"url": {

/)

external
self

This includes links to documents with the same content but different file format (e.g. advisories ag PDF or HTML).

of reference (ur1) of value type string with format uri provides the URL for the reference.

1 Version Type

A(01[1-91[0-91*)$1~ ((01 [1=91\\d*)\\. (0] [1-91\\d*)\\. (0] [1-9]\\d¥) t2:= ((2:0] [1-9]\\d* |\\d* [a-zA-Z-] [0-%a-2zA-Z-]*)

semantic versioning (preferred; according to the rules below)
integer versioning

.4.3

1
4
0.9.0
1
2.40.0+21AF26D3

folléwing rules apply:

released as a new verion.
. Version zero (0) is for initial development before the initial release date. The document status MUST be draft. Anything MAY

change at any time. The document SHOULD NOT be considered stable.
. Version 1 defines the initial public release. Each new version where /document/tracking/status iS £inal has a version number
incremented by one.

4. Pre-release versions (document status draft) MUST carry the new version number. Sole exception is before the initial release (see rule

2). The combination of document status draft and version 1 MAY be used to indicate that the content is unlikely to change.

5. Build metadata is never included in the version.

© ISO/IEC 2025 - All rights reserved
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6. Precedence MUST be calculate by integer comparison.

3.1.11.2 Version Type - Semantic versioning

Semantic versioning derived the rules from [SemVer]. The regular expression for this type is:

A0 [1-91\\a@*)\\. (01 [1-91\\d*) \\. (0] [1-9]1\\d*) (2:=((2:0] [1-9]\\d* |\\d* [a-zA-Z~] [0-9a-zA-Z-]*) (?:\\. (2:0] [1-9]\\d* | \\d*
[a-zA-2-] [0-9a-zA-Z-]*)) *)) 2 (?:\\+([0-9a-2zA-Z-]+(?:\\. [0-9a-zA-Z-]+) *)) ?)

Thla goal of this structure is to provide additional information to the end user whether a new comparison with the asset database is needed,

The

o

OT

1°2

1.

. Once a versioned document has been released, the contents of that version MUST NOT be modified. Any modifications MUST be

. Major version zero (0.y.z) is for initial development before the initial release date. The document statds,MUST be dratt. Anything

. Version 1.0.0 defines the initial public release. The way in which the version number is incrémented after this release is dependent on

. Patch version Z (x.y.Z | x> 0) MUST be incremented if only backwards compatible’bugfixes are introduced. A bug fix is defined as an

. Minor version Y (x.Y.z| x> 0) MUST be incremented if the content of aiexisting element changes except for those which are covert

. Major version X (X.y.z| X > 0) MUST be incremented if a new,Comparison with the end user's asset database is required. This includg

. A pre-release(version (document status dratt) MAY be denoted by appending a hyphen and a series of dot separated identifiers

public API" in regards to CSAF is the CSAF document with its structure and content. This results in the following rules:

A normal version number MUST take the form X.Y.Z where X, Y, and Z are non-negative integers, and MUST NOT contain leading
zeroes. X is the major version, Y is the minor version, and Z is the patch version. Each element MUST increase numerijcally For
instance: 1.9.0 ->1.10.0 -> 1.11.0.

released as a new version.

MAY change at any time. The document SHOULD NOT be considered stable. Changes which would-increment the major version
according to rule 7 are tracked in this stage with (0.y.z) by incrementing the minor version y instead\Changes that would increment thg
minor or patch version according to rule 6 or 5 are both tracked in this stage with (0.y.z) by increrienting the patch versionzinstead.

the content and structure of the document and how it changes.

internal change that fixes incorrect behavior.

In the context of the document this is the case e.g. for spelling mistakes.

through rule 7. It MUST be incremented if substantial new information‘are introduced or new elements are provided. It MAY include pa
level changes. Patch version MUST be reset to 0 when minor version is incremented.

o changes (adding, removing elements or modifying.content) in /product tree or elements which contain /product tree intheir
path

o adding or removing items of /vulnerabilibies
o adding or removing elements in:
® /vulnerabilities[]/produgt status/first affected
® /vulnerabilities[]/prodret’ status/known_affected
® /vulnerabilities[]/pxoduct status/last_affected
o removing elements from:
® /vulnerabilities|)]7/product status/first_ fixed
® /vulnerabil¥#ips[]/product_ status/fixed

® /vulnerabifyties[]/product_status/known not_affected

It MAY also include ‘wiinor and patch level changes. Patch and minor version MUST be reset to 0 when major version is incremented.

immediatéelyfollowing the patch version. Identifiers MUST comprise only ASCIl alphanumerics and hyphens [0-9A-Za-z-]. Identifiers
MUST NOT be empty. Numeric identifiers MUST NOT include leading zeroes. Pre-release versions have a lower precedence than the
assSociated normal version. A pre-release version indicates that the version is unstable and might not satisfy the intended compatibility
requirements as denoted by its associated normal version.

Examples 24:

2 0=0-3.7
.0-alpha
.0-alpha.1l
0-x-y-z.—
o0=2:T %092

i
o o o o o

. Pre-release MUST NOT be included if /document /tracking/status iS final.
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10. Build metadata MAY be denoted by appending a plus sign and a series of dot separated identifiers immediately following the patch or

pre-release version. ldentifiers MUST comprise only ASCIl alphanumerics and hyphens [0-9A-Za-z-]. Identifiers MUST NOT be empty.
Build metadata MUST be ignored when determining version precedence. Thus two versions that differ only in the build metadata, have
the same precedence.

Examples 25:

.0.0+20130313144700

3.

These final three subsections document the three properties of a CSAF document. The single mandatory property document, as well as the

op|
3.1

Dd

pafticular set of security advisories. In addition, the document object MAY provide the 7 optional properties Acknowledgments

(g

1

L. U.UTZIAFZ0D3—=11785344UJZBD
1.0.0-alpha+001
1.0.0-betatexp.sha.5114£85

1. Precedence refers to how versions are compared to each other when ordered.

1. Precedence MUST be calculated by separating the version into major, minor, patch and pre-release identifiers.inthat order (Buijd
metadata does not figure into precedence).

2. Precedence is determined by the first difference when comparing each of these identifiers from left to'fight'as follows: Major,
minor, and patch versions are always compared numerically.

Example 26:
1.0.0 < 2.0.0 < 2.1.0 < 2.1.1

3. When major, minor, and patch are equal, a pre-release version has lower precedence than a normal version:
Example 27:

1.0.0-alpha < 1.0.0

4. Precedence for two pre-release versions with the same major, mirien and patch version MUST be determined by comparing eafh
dot separated identifier from left to right until a difference is found,as follows:

1. Identifiers consisting of only digits are compared numerically.

2. Identifiers with letters or hyphens are compared lexically in ASClIl sort order.

3. Numeric identifiers always have lower precedence than non-numeric identifiers.

4. A larger set of pre-release fields has a higherprecedence than a smaller set, if all of the preceding identifiers are equal.

Example 28:

1.0.0-alpha < 1.0.0-alpha.l < 1».0.0-alpha.beta < 1.0.0-beta < 1.0.0-beta.2 < 1.0.0-beta.1l < 1.0.0-rc.1 <
1.0.0

P Properties

ional properties product tfte€and vulnerabilities inthatorder.
.1 Document Property.

cument level meta*data (document) of value type object with the 5 mandatory properties Category (category), CSAF Version
af version),RuUbliSher (publisher), Title (title), and Tracking (tracking) captures the meta-data about this document describing a

knowledgments), Aggregate Severity (aggregate severity), Distribution (distribution), Language (1ang), Notes (notes), References
ferercag),'and Source Language (source lang).

document": {
7 sao

"properties": {

"acknowledgments": {
10 oo

I

"aggregate_severity" : {
/]

by

"category": {
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/]
b

"csaf version": {
77 ooo

I

"distribution": {
/]

I

Tang v 1
7 oo

by

"notes": {
/)

by

"publisher": {
I oo

I

"references": {
77 oco

I

"source lang": {
77 aco

I

"title": {
70 oo

I

"tracking": {
/)

}

}
be

3.4.1.1 Document Property - Acknowledgments

Ddcument acknowledgments (acknowledgments) of value type Acknowledgments Type (acknowledgments_t) contains a list of
acknowledgment elements associated with the whole document.

"acknowledgments": {
7 soo
b

3.2.1.2 Document Property - Aggregate Seyerity

Adgregate severity (aggregate severity) of Value type object with the mandatory property text and the optional property namespace is a
vel;icle that is provided by the documeént producer to convey the urgency and criticality with which the one or more vulnerabilities reported
sheuld be addressed. Itis a document:lével metric and applied to the document as a whole — not any specific vulnerability. The range of
values in this field is defined aceording to the document producer's policies and procedures.

"aggregate_severity”™) {
/...
"properties¥ i~
"namespac®¥: {
A
%
\Pext": {
1Y oo

T
I

The Namespace of aggregate severity (namespace) of value type string with format uri points to the namespace so referenced.

The Text of aggregate severity (text) of value type string with 1 or more characters provides a severity which is independent of - and in
addition to - any other standard metric for determining the impact or severity of a given vulnerability (such as CVSS).

Examples 29:
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Critical
Important
Moderate

3.2.1.3 Document Property - Category

Document category (category) with value type string of 1 or more characters with pattern (regular expression):

ATANAS\A= AN T G HIM\AS\\-_\NLT) 28

Ddcument category defines a short canonical name, chosen by the document producer, which will inform the end user as to the catégory’of
dofpument.

Itis directly related to the profiles defined in section 4.

"category": {
77 oo
}

Examples 30:
csaf base
csaf_security advisory

csaf vex
Example Company Security Notice

3.2.1.4 Document Property - CSAF Version

CHAF version (csat_version) of value type string and enum gives the version ofthe’CSAF specification which the document was generatdd
for} The single valid value for this enum is:

2.0

3.2.1.5 Document Property - Distribution

~

Rdes for sharing document (distribution) of value type obiekt/with at least 1 of the 2 properties Text (text) and Traffic Light Protocol (TLP
(t]p) describes any constraints on how this document might beé shared.

"distribution": {

I oo
"properties": {
"text": {
/)
by
"tlp": {
//

If Hoth values are.present, the TLP information SHOULD be preferred as this aids in automation.

3.4.1.5.1 Docunent Property - Distribution - Text

TrITextual description (text) of value type string with 1 or more characters provides a textual description of additional constraints.

E;

mples 31
™

Copyright 2021, Example Company, All Rights Reserved.
Distribute freely.
Share only on a need-to-know-basis only.

3.2.1.5.2 Document Property - Distribution - TLP

Traffic Light Protocol (TLP) (t1p) of value type object with the mandatory property Label (1abe1) and the optional property URL (ur1) provides
details about the TLP classification of the document.
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"tlp": {
7 soo
"properties": {
"label": {
77 ooo
I
"url": {

I oo

The Label of TLP (1abel) with value type string and enum provides the TLP label of the document. Valid values of the enum are:

The URL of TLP version (ur1) with value type string with format uri provides a URL where to find the texttial\déscription of the TLP version|

wh

EX

3.3

Dd
47|

3.3

Dd

3.3

an|

}

AMBER
GREEN
RED

WHITE

chis used in this document. The default value is the URL to the definition by FIRST:
https://www.first.org/tlp/
amples 32:

https://www.us-cert.gov/tlp
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Kritis/Merkblat\NI'LP.pdf

.1.6 Document Property - Language

cument language (1ang) of value type Language Type (1ang t) identifies the language used by this document, corresponding to [ETF BQ
/ RFC 5646.

1.7 Document Property - Notes

cument notes (notes) of value type Notes Type (notes, t) holds notes associated with the whole document.

"notes": {
7 soo
b

.1.8 Document Property - Publisher

blisher (publisher) has value type object with the mandatory properties Category (category), Name (name) and Namespace (namespacd
Il provides information on the-publishing entity. The 2 other optional properties are: contact details and issuing authority.

"publisher": {
/...
"properties¥ i~
"categony™s {
A
%
\gosrtact _details": {
1Y oo
I

TSSUINg_autnority - 1
/)

by

"name": {
1 oo

}

"namespace": {
/).

}
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e

.1.8.1 Document Property - Publisher - Category

The Category of publisher (category) of value type string and enum provides information about the category of publisher releasing the
document. The valid values are:

coordinator

wul
on|

Th
res

Th
al

Th
Co|

Th
ve

3.4

Cd
PO

EX

3.2

pal
3.7
Th
EX

3.2

ThF value coordinator indicates individuals or organizations that manage a single vendor’s response or multiple vendors™tesponses to a

Th[ value user indicates anyone using a vendor’s product.

discoverer
other
translator
user
vendor

erability, a security flaw, or an incident. This includes all Computer Emergency/Incident Response Teams (CERTs/CIRTs) or agents actipg
the behalf of a researcher.

b value discoverer indicates individuals or organizations that find vulnerabilities or security weaknesses. THig'includes all manner of
earchers.

value translator indicates individuals or organizations that translate CSAF documents. This inclddes-all manner of language translatorfs
those who work for the party issuing the original advisory.

value other indicates a catchall for everyone else. Currently this includes editors, reviewers, ferwarders, republishers, and miscellaneoys
htributors.

value vendor indicates developers or maintainers of information system products or services. This includes all authoritative product
dors, Product Security Incident Response Teams (PSIRTs), and product resellers and distributors, including authoritative vendor partnerf.

.1.8.2 Document Property - Publisher - Contact Details

ntact details (contact details)of value type string with 1 or morecharacters provides information on how to contact the publisher,
Bsibly including details such as web sites, email addresses, phong“aumbers, and postal mail addresses.

ample 33:
Example Company can be reached at contactsu§@example.com, or via our website at https://www.example.com/contact.

.1.8.3 Document Property - Publisher - Issuing Authority

ing authority (issuing authority) of valueMype string with 1 or more characters Provides information about the authority of the issuing
to release the document, in particular, the party's constituency and responsibilities or other obligations.
1.8.4 Document Property - Publisher’- Name
e Name of publisher (name) @fvalUe type string with 1 or more characters contains the name of the issuing party.
ample 34:
BSI
Cisco PSART"
Siemen3\ RpOductCERT
.1.8.5.Document Property - Publisher - Namespace

Th

p Narmespace of publisher (namespace) of value type string with format uri contains a URL which is under control of the issuing party an

can be used as a globally unique identifier for that issuing party. The URL SHALL be normalized.

An issuing party can choose any URL which fulfills the requirements state above. The URL MAY be dereferenceable. If an issuing party has
chosen a URL, it SHOULD NOT change. Tools can make use of the combination of /document /publisher/namespace and
/document/tracking/id as itidentifies a CSAF document globally unique.

If anissuing party decides to change its Namespace it SHOULD reissue all CSAF documents with an incremented (patch) version which has

no

other changes than:

e the new publisher information
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e the updated revision history
e the updated item in /document/references ] which points to the new version of the CSAF document
e anadded item in /document/references[] Which points to the previous version of the CSAF document (if the URL changed)

Example 35:

https://csaf.io
https://www.example.com

3.2.1.9 Document Property - References

Ddcument references (references) of value type References Type (references t) holds a list of references associated with the whole
dofpument.

"references": {
77 soo
b

3.2.1.10 Document Property - Source Language

Sdurce language (source lang) of value type Language Type (1ang_t) identifies if this copy of the document is a translation then the value df
thi$ property describes from which language this document was translated.

The property MUST be present and set for any CSAF document with the value translator in /dofument /publisher/category. The propert
SHALL NOT be present if the document was not translated.

If an issuing party publishes a CSAF document with the same content in more than'ehe language, one of these documents
SHOULD be deemed the "original”, the other ones SHOULD be consideredi\ranslations from the "original". The issuing party
can retain its original publisher information including the category. However, ather rules defined in the conformance clause
"CSAF translator" SHOULD be applied.

3.2.1.11 Document Property - Title

Title of this document (tit1e) of value type string with 1 or more charagters SHOULD be a canonical name for the document, and sufficienfly
unEue to distinguish it from similar documents.

Examples 36:

Cisco IPv6 Crafted Packet Denial of ServigesVhlnerability
Example Company Cross-Site-Scripting VuykngPebility in Example Generator

3.2.1.12 Document Property - Tracking

Trgcking (tracking) of value type object/Withthe six mandatory properties: Current Release Date (current release date), ldentifier (i),
Inifal Release Date (initial releas¢ date), Revision History (revision history), Status (status), and Version (version)is a container
depignated to hold all management.attributes necessary to track a CSAF document as a whole. The two optional additional properties are
Alipses (aliases) and Generator (geferator).

"tracking": {
7 coo
"propertiesf yluf
"aliaseS"™m Y
7/&N
}r
Toubrent release_date": {
7 ooo
I

I P .
=) =t

VASE

b

"id": |
I oo

b

"initial release date": {
I ooo

b

"revision history": {

© ISO/IEC 2025 - All rights reserved
30


https://standardsiso.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

3.41.12.1 Document Property - Tracking - Aliases

Ali

thg same document.

EV

altrnative ID used to refer to the document.

EXA

3.2

CJ
do|

3.9

Dd
co
ing
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I oo
I
"status": {
77 ooo
I
"version": {

I oo

T
b

pses (aliases) of value type array with 1 or more unique items (a set) representing Alternate Names contains a list of alterriate names f

"aliases": {
I oo
"items": {

I oo

}
1

bry such Alternate Name of value type string with 1 or more characters specifies a non-emptystring that represents a distinct optional

ample 37:
CVE-2019-12345

1.12.2 Document Property - Tracking - Current Release Date

rrent release date (current release date) with value type string with format date-time holds the date when the current revision of this
Cument was released.

.1.12.3 Document Property - Tracking - Generator

cument Generator (generator) of value type object with mandatory property Engine (engine) and optional property Date (date) is a
htainer to hold all elements related to the generation of thé document. These items will reference when the document was actually created
luding the date it was generated and the entity that\generated it.

"generator": {
/)
"properties": {

"date": {
I soo

b

"engine": {
/...

}

}
b

D

geperatedi Because documents are often generated internally by a document producer and exist for a nonzero amount of time before being
relpasedy this field MAY be different from the Initial Release Date and Current Release Date.

E

g A) =l 7 T J J
version (version) contains information about the engine that generated the CSAF document.

te of document generation (date) of value type string with format date-time SHOULD be the current date that the document was

naof daocumant e L : Jofvalug b, o —\Wih-mandater-srepeH

"engine": {
I ooco
"properties": {
"name": {
7Y soo
by

"version": {
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Engine name (name) of value type string with 1 or more characters represents the name of the engine that generated the CSAF document.

Examples 38:

Red Hat rhsa-to-cvrf
Secvisogram
TVCE

Engine version (version) of value type string with 1 or more characters contains the version of the engine that generated the-CSAF
dofpument.

Although it is not formally required, the TC suggests to use a versioning which compatible wth Semantic Versioning as
described in the external specification [SemVer]. This could help the end user to identify when CSAF corsumers have to be
updated.

Examples 39:

0,0
.0.0-betatexp.sha.alc44£85

N = o

3.4.1.12.4 Document Property - Tracking - ID

Unjque identifier for the document (id) of value type string with 1 or more characters\with pattern (regular expression):
ATNNST (L*[\\ST) 28

Unjque identifier for the document holds the Identifier.
It SHALL NOT start or end with a white space and SHALL{NOT contain a line break.

The ID is a simple label that provides for a wide range of numbering values, types, and schemes. Its value SHOULD be assigned and
mdintained by the original document issuing authority. It MUST be unique for that organization.

Examples 40:

Example Company - 2019-YH3234
RHBA-2019:0024
cisco-sa-20190513-secureboot

The combination of /docufielty/publisher/namespace and /document/tracking/id identifies a CSAF document globally
unique.

This value is also used to_detérmine the filename for the CSAF document (cf. section 5.1).
3.4.1.12.5 DocumentPyopérty - Tracking - Initial Release Date

Inifal release datey(initial release date)with value type string with format date-time holds the date when this document was first
puplished.

3.4.1.126 D6cument Property - Tracking - Revision History

The Revision History (revision history) with value type array of 1 or more Revision History Entries holds one revision item for each versig
of the CSAF document, including the initial one.

"revision history": {
7 oo
"items": {

/e
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Each Revision contains all the information elements required to track the evolution of a CSAF document. Revision History Entry items are of
value type object with the three mandatory properties: Date (date), Number (number), and Summary (summary). In addition, a Revision MAY
expose the optional property 1egacy version.

"properties": {
"date": {
1 oco

by
"legacy_version”: {
/o
by
"number": {
7 ooo
by
"summary": {
1) oco
}

The Date of the revision (date) of value type string with format date-time states the date of the revision entry:

Lepacy version of the revision (Legacy version) of value type string with 1 or more characters contains-the version string used in an existiig
dofument with the same content.

This SHOULD be used to aid in the mapping between existing (human-readable) doguments which might use a different version
scheme and CSAF documents with the same content. It is recommended, to use the,ESAF revision number to describe the
revision history for any new human-readable equivalent.

Thi Number (number) has value type Version (version t).

The Summary of the revision (summary) of value type string with 1 or more characters holds a single non-empty string representing a short

depcription of the changes.

Egch Revision item which has a number of 0 or 0.y.z MUST be removedfrom the document if the document status is final. Versions of thg
d$ument which are pre-release SHALL NOT have its own revision item. All changes MUST be tracked in the item for the next release
vefsion. Build metadata SHOULD NOT be included in the number. &f @ny revision item.

3.4.1.12.7 Document Property - Tracking - Status

Ddcument status (status) of value type string and enuf defines the draft status of the document. The value MUST be one of the following:

draft
final
interim

The value draft indicates, that this is @ pre-release, intended for issuing party's internal use only, or possibly used externally when the party
segking feedback or indicating itg‘intentions regarding a specific issue.

[

The value final indicates, that the issuing party asserts the content is unlikely to change. “Final” status is an indication only, and does not
pr¢clude updates. This SHOULD be used if the issuing party expects no, slow or few changes.

The value interimindicatés, that the issuing party expects rapid updates. This SHOULD be used if the expected rate of release for this
dofument is significanthigher than for other documents. Once the rate slows down it MUST be changed to tinal. This MAY be done ina
palch version.

This,is extremely useful for downstream vendors to constantly inform the end users about ongoing investigation. It can be used
as an indication to pull the CSAF document more frequently.

Version has the value type Version (version t).
3.2.2 Product Tree Property

Product Tree (product tree) has value type object with 1 or more properties is a container for all fully qualified product names that can be
referenced elsewhere in the document. The properties are Branches (branches), Full Product Names (full product names), Product Groups
(product groups), and Relationships (relationships).
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"product tree": {
I soo
"properties": {

"branches": {
7] oco

by
"full product names": {

Il sco

}y

"product_groups": {
I oo

I

"relationships": ({
/)

}

}
by

3.4.2.1 Product Tree Property - Branches
Lidt of branches (branches) has the value type branches_t.
3.2.2.2 Product Tree Property - Full Product Names

Lidt of full product names (full product names) of value type array with 1 or more items of type ful1 product name t contains a list of full
prg¢duct names.

3.4.2.3 Product Tree Property - Product Groups

Lidt of product groups (product groups) of value type array with 1 or more items.of Value type object contains a list of product groups.

"product groups": {
77 ooo
"items": {
77 oo
}
by

The product group items are of value type object with,the 2 mandatory properties Group ID (group id)and Product IDs (product ids) and
opfional Summary (summary) property.

"properties": {
"group_id": {
77 ooo
b,
"product ids": {
77 oo
by
"summary": {
I oo
}
}

The summary-efithe product group (summary) of value type string with 1 or more characters gives a short, optional description of the group.

Examples 41:

Products SUPPOLT1iNg MoJdDUs .
The x64 versions of the operating system.

Group ID (group_id) has value type Product Group ID (product group id t).

List of Product IDs (product ids) of value type array with 2 or more unique items of value type Product ID (product id t)lists the
product_ids of those products which known as one group in the document.

3.2.2.4 Product Tree Property - Relationships
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List of relationships (relationships) of value type array with 1 or more items contains a list of relationships.

"relationships": {
/..
"items": {
/]
}
}

The Relationship item is of value type object and has four mandatory properties: Relationship category (category), Full Product Name

(£J11 product name), Product Reference (product reference), and Relates to Product Reference (relates to product reference). The
Reationship item establishes a link between two existing fu1l product name t elements, allowing the document producer to definea
combination of two products that form a new full product_name entry.

"properties": {

"category": {
7 coo

b,

"full product_name": {
/]

e

"product_reference": {
10 coo

b

"relates_to product_reference": {
77 ooo

}

The situation where a need for declaring a Relationship arises, is givenwhen a product is e.g. vulnerable only when installed
together with another, or to describe operating system components,

Rdlationship category (category) of value type string and enum defines.the category of relationship for the referenced component. The valig
values are:

default component of
external component of
installed on
installed with
optional component of

The value default component of indicatesthatthe entity labeled with one Product ID (e.g. CSAFPID-0001) is a default component of an
enfity with another Product ID (e.g. CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

The value external component of indicates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is an external component of ah
en[ty with another Product ID (e.gi CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

The value installed on indicates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is installed on a platform entity with another
Preduct ID (e.g. CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

The value installedi\wtth indicates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is installed alongside an entity with
anpther Product ID\(e:g. CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

The value optidndl component of indicates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is an optional component of ah
enjity with @nather Product ID (e.g. CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

Full Preduct Name (full product name) of value type Full Product Name Type (full product name t).

Product Reference (product reference) of value type Product ID (product id t)holds a Product ID that refers to the Full Product Name
element, which is referenced as the first element of the relationship.

Relates to Product Reference (relates to product reference) of value type Product ID (product id t)holds a Product ID that refers to the
Full Product Name element, which is referenced as the second element of the relationship.

Example 42:

"product tree": {
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"full product names": [
{
"product_id": "CSAFPID-908070601",
"name": "Cisco AnyConnect Secure Mobility Client 4.9.04053"

"product_id": "CSAFPID-908070602",
"name": "Microsoft Windows"

T
1
"relationships": [
{
"product_reference": "CSAFPID-908070601",
"category": "installed on",
"relates_to product reference": "CSAFPID-908070602",
"full product_name": {
"product_id": "CSAFPID-908070603"
"name": "Cisco AnyConnect Secure Mobility Client 2.3.185 installed on Microsoft Windowys"

The product Cisco AnyConnect Secure Mobility Client 4.9.04053" (Product ID: csagpib-908070601) and the product
Microsoft Windows (Product ID: csarpIDp-908070602) form together a new product with the'separate Product ID csarpip-
908070603. The latter one can be used to refer to that combination in other parts ofthe\CSAF document. In example 34, it might
be the case that cisco AnyConnect Secure Mobility Client 4.9.04053" is ofilyvuinerable when installed onMicrosoft
Windows.

.3 Vulnerabilities Property

nerabilities (vulnerabilities) of value type array with 1 or more objectsrepresenting vulnerabilities and providing 1 or more properties

resents a list of all relevant vulnerability information items.
"vulnerabilities": {
//
"items": {
//

b \/ulnerability item of value type object with 1 or more properties is a container for the aggregation of all fields that are related to a singl

herability in the document. Any vulnerability-MAY provide the optional properties Acknowledgments (acknowledgments), Common
nerabilities and Exposures (CVE) (cve), Common Weakness Enumeration (CWE) (cwe), Discovery Date (discovery date), Flags (f1ag|
(ids), Involvements (involvementd), Notes (notes), Product Status (product status), References (references), Release Date

lease date), Remediations (remediations), Scores (scores), Threats (threats), and Title (title).

"properties": {

"acknowledgments"® X
//

e

"cve": |
//

by

plol =0 M
/7

},

discovery daten: 1
//

o

"flags": {
//

"involvements":
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7 oo

b,

"notes": {
7l oo

b,

"product_ status": {
7 oo

by

3.4

vy
ac

3.3
C

ho
3.4

CV
Cd

ESSERSIaSIsieiS] . 1
I oo

b,

"release_date": {
77 oo

I

"remediations": {
I oo

b,

"scores": {
77 ooo

by

"threats": {
77 coo

by

"title": {
7 oo

}

.3.1 Vulnerabilities Property - Acknowledgments

nerability acknowledgments (acknowledgments) of value type Acknowledgments Type (acknowledgments t)contains a list of
nowledgment elements associated with this vulnerability item.

"acknowledgments": {
7 coo
b

.3.2 Vulnerabilities Property - CVE

E (cve) of value type string with pattern (regular expression):
~CVE-[0-9]{4}-[0-91{4,}$

lds the MITRE standard Common Vulnerabilities and Exposures (CVE) tracking number for the vulnerability.
.3.3 Vulnerabilities Property<€WE

E (cwe) of value type obiectwith the 2 mandatory properties Weakness ID (id) and Weakness Name (name) holds the MITRE standard
mmon Weakness Enumeration (CWE) for the weakness associated. For more information cf. [CWE].

"cwe": {
70 coo
"propehtigs": {
g Y
A
by

"name": {

}
I

The Weakness ID (id) has value type string with pattern (regular expression):

~CWE-[1-9]\\d{0,5}$
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and holds the ID for the weakness associated.

Examples 43:

CWE-22
CWE-352
CWE-79

Thf Weakness name (name) has value Type string WIth T or more characters and holds the full name of the weakness as given in the CWE
spgcification.

Examples 44:

Cross—-Site Request Forgery (CSRF
Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal'
Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

3.2.3.4 Vulnerabilities Property - Discovery Date

Digcovery date (discovery date) of value type string with format date-time holds the date and time the vulnerability was originally
didcovered.

3.2.3.5 Vulnerabilities Property - Flags
Lidt of flags (£1ags) of value type array with 1 or more unique items (a set) of value type objeet contains a list of machine readable flags.

"flags": {
77 ooo
"items": {

77 oo
}
b

Every Flag item of value type object with the mandatory property LabeN1abe1) contains product specific information in regard to this
vulherability as a single machine readable flag. For example, this could be a machine readable justification code why a product is not affect¢d.
AtJeast one of the optional elements Group IDs (group ids)and Product IDs (product ids) MUST be present to state for which products ol
prgduct groups this flag is applicable.

These flags enable the receiving party to automate‘the selection of actions to take.
In @ddition, any Flag item MAY provide the three optiohal properties Date (date), Group IDs (group ids) and Product IDs (product ids).

"properties": {

"date": {
7 oo

b

"group_ids": {
I oo

b,

"label": {
/).

I

"produt $ds": {
/ =

Group IDs (group_ids) are of value type Product Groups (product groups t)and contain a list of Product Groups the current flag item applies
to.

Label of the flag (1apel) of value type string and enum specifies the machine readable label. Valid enum values are:
component not_present

inline mitigations_already exist
vulnerable_ code_cannot_be_ controlled by adversary
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vulnerable code not_in execute path
vulnerable code not present

The given values reflect the VEX not affected justifications. See [VEX-Justification] for more details. The values MUST be used as follows:

e component not present: The software is not affected because the vulnerable componentis not in the product.
® vulnerable code not present: The product is not affected because the code underlying the winerability is not present in the product.

Pri
3.2

Lig
thg

Every ID item of value type object with the two mandatory properties’System Name (system name) and Text (text) contains a single unique|

lag

Sy
SYs

EXA

Te

EX

Hniike COMpONEnt_Not_pr 5 f y i 5
specific code causing the vulnerability is not present in the component.

® vulnerable code cannot be controlled by adversary: The vulnerable componentis present, and the component contains the
wulnerable code. However, vulnerable code is used in such a way that an attacker cannot mount any anticipated attack.

® vulnerable code not_in execute path: The affected code is not reachable through the execution of the code, including non-
anticipated states of the product.

Components that are neither used nor executed by the product.
® inline mitigations already exist:Built-ininline controls or mitigations prevent an adversary from leveraging the vulnerability.
duct IDs (product ids) are of value type Products (products t)and contain a list of Products the currentflag item applies to.
.3.6 Vulnerabilities Property - IDs

t of IDs (ids) of value type array with one or more unique ID items of value type object represgnts a list of unique labels or tracking IDs f

vulnerability (if such information exists).
"ids": {
I oo
"items": {
Il oo

}
be

el or tracking ID for the vulnerability.

"properties": {
"system name": {
/)
I
"text": {
I ooo

}

Etem name (system name) of value type string with 1 or more characters indicates the name of the vulnerability tracking or numbering
tem.

ample 45:

Cisco Bug IR
GitHub IgShe

kt (text)ofvalue type string with 1 or more characters is unique label or tracking ID for the vulnerability (if such information exists).

piniple 46:

CSCs066472
oasis-tcs/csaf#210

General examples may include an identifier from a vulnerability tracking system that is available to customers, such as:

e aCisco bug ID,
o a GitHub Issue number,
¢ anID from a Bugzilla system, or
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¢ anID from a public vulnerability database such as the X-Force Database.

The ID MAY be a vendor-specific value but is not to be used to publish the CVE tracking numbers (MITRE standard Common
Vulnerabilities and Exposures), as these are specified inside the dedicated CVE element.

3.2.3.7 Vulnerabilities Property - Involvements

List of involvements (involvements) of value type array with 1 or more items of value type object contains a list of involvements.

"involvements": {
I oo
"items": {
I oo

}
be

Every Involvement item of value type object with the 2 mandatory properties Party (party), Status (status) and the 2(optional properties D
of [nvolvement (date) and Summary (summary) is a container that allows the document producers to comment on the |evél of involvement (o

thg disclosure timeline. The ordered tuple of the values of party and date (if present) SHALL be unique withinfwéfolvements.

"properties": {
"date": {
7 ooo
by
"party": {
1) cco
by
"status": {
/o
by
"summary": {
M ooo
by
}

D]te of involvement (date) of value type string with format date*time holds the date and time of the involvement entry.

rty category (party) of value type string and enun defines the category of the involved party. Valid values are:

coordinator
discoverer
other

user
vendor

TTSG values follow the same definitions as given for the publisher category (cf. section 3.2.1.8.1).

rty status (status) of valuetype string and enum defines contact status of the involved party. Valid values are:

completed
contact_attempeed
disputed

in progmess

no ggntacted
oben

involvement could move from state to state. However, in many cases, a document producer may choose not to issue CSAF documents at

e
r
enfjagement) of themselves (or third parties) in the vulnerability identification, scoping, and remediation process, t-ean also be used to conjey

Eachsfalus is mutually exclusive - only one status s valid for a pa ficular vanerabi IE;/ ata paiflcu ar ime. As the vulnerabi IE)-/ ages, a paifys

each state, or simply omit this element altogether. It is recommended, however, that vendors that issue CSAF documents indicating an open

or in-progress involvement SHOULD eventually expect to issue a document containing one of the statuses disputed or completed as the |
one.

The two vulnerability involvement status states, contact attempted and not contacted are intended for use by document
producers other than vendors (such as research or coordinating entities).

The value completed indicates that the party asserts that investigation of the vulnerability is complete. No additional information, fixes, or

© ISO/IEC 2025 - All rights reserved
40

atest


https://standardsiso.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

ISO/IEC 20153:2025(en)

documentation from the party about the vulnerability should be expected to be released.
The value contact attempted indicates that the document producer attempted to contact the party.

The value disputed indicates that the party disputes the vulnerability report inits entirety. This status SHOULD be used when the party

believes that a vulnerability report regarding a product is completely inaccurate (that there is no real underlying security winerability) or that the

technical issue being reported has no security implications.

The value in_procress indicates that some hotfixes. permanent fixes, mitigations. workarounds. or patches may have been made available by

thg party, but more information or fixes may be released in the future. The use of this status by a vendor indicates that future information fron

thg vendor about the vulnerability is to be expected.

The value not_contacted indicates that the document producer has not attempted to make contact with the party.

The value open is the default status. It doesn’t indicate anything about the vulnerability remediation effort other than the fact thiat the party has|
acknowledged awareness of the vulnerability report. The use of this status by a vendor indicates that future updates from the vendor about the

vulherability are to be expected.

Symmary of involvement (surmary) of value type string with 1 or more characters contains additional context regarding what is going on.
3.2.3.8 Vulnerabilities Property - Notes

Vdnerability notes (notes) of value type Notes Type (notes_t) holds notes associated with this vulnerability-item.

"notes": {

/]
I

3.2.3.9 Vulnerabilities Property - Product Status

Preduct status (product status) of value type object with 1 or more properties ¢ontains different lists of product_ids which provide details
thq status of the referenced product related to the current vulnerability. The eightdefined properties are First affected (first affected), Fir:

fix¢d (first fixed), Fixed (fixed), Known affected (known affected), Knowhnot affected (known not affected), Last affected

(14st_affected), Recommended (recommended), and Under investigation (inder investigation)are all of value type Products (products

"product_status": {
/..
"properties": {

"first affected": {
I oo

I

"first fixed": {
77 ooo

I

"fixed": {
/)

by

"known_affected": 4
7 oo

I

"known_not_ &ff&cCted": {
/)

by

"lasg AfFected": {
Y.

'y

"yecommended": {

/e

1

—

"under investigation": {
77 ca
}
}
b

First affected (first affected) of value type Products (products_t) represents that these are the first versions of the releases known to be

affected by the vulnerability.
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Firstfixed (first fixed) of value type Products (products t) represents that these versions contain the first fix for the vulnerability but may not

be

the recommended fixed versions.

Fixed (£ixed) of value type Products (products_t) represents that these versions contain a fix for the vulnerability but may not be the
recommended fixed versions.

Known affected (known affected) of value type Products (products_t) represents that these versions are known to be affected by the

wul

nerability. Actions are recommended to remediate or address this vulnerability.

Kn
thg

a

R
vel

un
or

3.2

vy
ite

3.2.3.11 Vulnerabilities Property - Release Date
Reease date (release date)with value type string of format date-time holds the date and time the vulnerability was originally released info
thg wild.
3.2.3.12 Vulnerabilities Property - Remediations
Lidt of remediations (remediations) of valueitype array with 1 or more Remediation items of value type object contains a list of remediatiol
"remediations": {
77 ooo
"items": {
77 oo

EV
ho

MUYST be present to state for which products or product groups this remediation is applicable.

In
Pr

L?fEt affected (1ast affected) of value type Products (products t) represents that these are the last versionsdn-a'rélease train known to be

This could include for instance learning more about the vulnerability and context, and/or making a risk-based decision to patch
or apply defense-in-depth measures. See /vulnerabilities[]/remediations, /vulnerabilities[]/notes and
/vulnerabilities[]/threats for more details.

pwn not affected (known not_affected) of value type Products (products_t) represents that these versions are known not to)be affected
vulnerability. No remediation is required regarding this vulnerability.

This could for instance be because the code referenced in the winerability is not present, not exposed, compehsating controls
exist, or other factors. See /vulnerabilities[]/threats in category impact for more details.
cted by the vulnerability. Subsequently released versions would contain a fix for the vulnerability.
lcommended (recommended) of value type Products (products t) represents that these versions have afix for the vulnerability and are the
dor-recommended versions for fixing the vulnerability.
bre not affected by the vulnerability. However, it is still under investigation - the result will berovided in a later release of the document.
.3.10 Vulnerabilities Property - References

nerability references (references) of value type References Type (referenceg (t)holds a list of references associated with this vulnerab
.

"references": {
7 soo
by

}
I

bry Remediatien\item of value type object with the 2 mandatory properties Category (category) and Details (details) specifies details g
v to handles(and presumably, fix) a vulnerability. At least one of the optional elements Group IDs (group ids) and Product IDs (product i

ddition, any Remediation MAY expose the six optional properties Date (date), Entitements (entitlements), Group IDs (group ids),
ductIDs (product ids), Restart required (restart required), and URL (url).

der investigation (under investigation) of value type Products (products_t) represents that itis not known yet whether these versions gre

by

lity

ns

S

"properties": {

"category": {
1 oo

I

"date": {
77 oco

I

"details": {
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I oo

I

"entitlements": {
77 ooo

I

"group_ids": {
/)

I

3.2

Cdtegory of the remediation (category) of value type string and enum specifies the category which thiSremiediation belongs to. Valid valuep
arg:

Thi
us

Th
thg
co|
or

The value vendor fix indicates that the remediation.contains information about an official fix that is issued by the original author of the

aff

no

The value none available indicates thatttiere is currently no fix or other remediation available. The text in field details SHOULD contain

de

Th value no fix planngd ffidicates that there is no fix for the vulnerability and it is not planned to provide one at any time. This is often the

ca
ab)

3.2

Ddte of théremediation (date) of value type string with format date-time contains the date from which the remediation is available.

3.2

ag[inst a new wvulnerability before a mitigation or vendor fix has been isstied or even discovered.

})LUQULLiJ.U . 1
7 oo
by
"restart_required": {
/]
by
"url": {

/]
}

.3.12.1 Vulnerabilities Property - Remediations - Category

mitigation
no_fix planned
none_available
vendor_fix
workaround

b value workaround indicates that the remediation contains information abo(t'a configuration or specific deployment scenario that can be|
bd to avoid exposure to the vulnerability. There MAY be none, one, or mere workarounds available. This is typically the “first line of defensp

value mitigation indicates that the remediation contains information about a configuration or deployment scenario that helps to reduce

risk of the vulnerability but that does not resolve the vulnerability'on the affected product. Mitigations MAY include using devices or acceds
htrols external to the affected product. Mitigations MAY oriMAY NOT be issued by the original author of the affected product, and they MA
MAY NOT be officially sanctioned by the document preducet.

=

bcted product. Unless otherwise noted, it is assumed that this fix fully resolves the vulnerability. This value contradicts with the categories

e availableand no fix planned for the same product. Therefore, such a combination can't be used in the list of remediations.

ails about why there is no fix or otherremediation. The values none available and vendor fix are mutually exclusive per product.
Anissuing party might chbose to use this category to announce that a fix is currently developed. It is recommended that this also
includes a date when & customer can expect the fix to be ready and distributed.

e when a product has,been orphaned, declared end-of-life, or otherwise deprecated. The textin field details SHOULD contain details

but why there will be/rio fix issued. The values no fix planned and vendor fix are mutually exclusive per product.

.3.12.2 Vulnérabilities Property - Remediations - Date

.3(12.3 Vulnerabilities Property - Remediations - Details

Details of the remediation (details) of value type string with 1 or more characters contains a thorough human-readable discussion of the
remediation.

3.2.3.12.4 Vulnerabilities Property - Remediations - Entitlements

List of entitlements (entitlements) of value type array with 1 or more items of type Entitlement of the remediation as string with 1 or more
characters contains a list of entitlements.

"entitlements": {
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Il cooo
"items": {
I oo
}
b,

Every Entitement of the remediation contains any possible vendor-defined constraints for obtaining fixed software or hardware that fully
resolves the vulnerability.

3.2

Grf
ite

3.2
Pri
3.2

.3.12.5 Vulnerabilities Property - Remediations - Group IDs

pbup IDs (group_ids) are of value type Product Groups (product groups t)and contain a list of Product Groups the current remediation
In applies to.

.3.12.6 Vulnerabilities Property - Remediations - Product IDs
duct IDs (product_ids) are of value type Products (products t)and contain a list of Products the current remediation item applies to.

.3.12.7 Vulnerabilities Property - Remediations - Restart Required

Rgstart required by remediation (restart_required) of value type object with the 1 mandatory property Category (category) and the optio

pr

e

perty Details (details) provides information on category of restart is required by this remediation to become effective.

"restart_required": {
I oo
"properties": {

"category": {
/o

}

"details": {

/o

}
br

Cfa:egory of restart (category) of value type string and enum specifies what category of restart is required by this remediation to become

ctive. Valid values are:

connected
dependencies

machine

none

parent

service

system

vulnerable component
zone

The values MUST be used as fellows:

e none: No restartrequired.

e vulnerable gorponent: Only the vulnerable component (as given by the elements of product ids or group ids in the current
remediationjtém) needs to be restarted.

e service\['he wulnerable component and the background service used by the vulnerable component need to be restarted.

® pardnt: The vulnerable component and its parent process need to be restarted. This could be the case if the parent process has no
bdild-in way to restart the vulnerable component or process values / context is only given at the start of the parent process.

=

e L@8pendencies: The wlnerable component and all components which require the vulnerable component to work need to be restarted. T|

cotie-be-thecaseeg—foracore-serviceof asofiware-

e connected: The wulnerable component and all components connected (via network or any type of inter-process communication) to the
vulnerable component need to be restarted.

® nmachine: The machine on which the vulnerable component is installed on needs to be restarted. This is the value which SHOULD be
used if an OS needs to be restarted. It is typically the case for OS upgrades.

e zone: The security zone in which the machine resides on which the winerable component is installed needs to be restarted. This value
might be useful for a remediation if no patch is available. If the malware can be wiped out by restarting the infected machines but the
infection spreads fast the controlled shutdown of all machines at the same time and restart afterwards can leave one with a clean
system.
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e system: The whole system which the machine resides on which the vulnerable component is installed needs to be restarted. This MAY
include multiple security zones. This could be the case for a major system upgrade in an ICS system or a protocol change.

Additional restart information (details) of value type string with 1 or more characters provides additional information for the restart. This can
include details on procedures, scope or impact.

3.2.3.12.8 Vulnerabilities Property - Remediations - URL

URL (ur1) of value type string with format uri contains the URL where to obtain the remediation.

3.4.3.13 Vulnerabilities Property - Scores
Lidt of scores (scores) of value type array with 1 or more items of type score holds a list of score objects for the current vulnerability:

"scores": {
I oo
"items": {

7 oo
}
by

spgcifies information about (at least one) score of the vulnerability and for which products the given valué applies. Each Score item has at
legst 2 properties.

V}ue type of every such Score item is object with the mandatory property products and the optional properties cvss v2 and cvss_v3
"properties": {
"cvss_v2": {
M ooo
by
"cvss_v3": {
"oneOf": [
7 sao
]
}
"products": {
7 ooo
}

Th property CVSS V2 (cvss_v2) holding a CVSS v2:Q'value abiding by the schema at https://www first.org/cvss/cvss-v2.0.json.

The property CVSS V3 (cvss_v3) holding a CVSS v3.x value abiding by one of the schemas at https://www first.org/cvss/cvss-v3.0.json or
https://www first.org/cvss/cvss-v3.1.json.

Prpduct IDs (products) of value type products t with 1 or more items indicates for which products the given scores apply. A score object
SHOULD reflect the associated product's status (for example, a fixed product no longer contains a vulnerability and should have a CVSS
scpre of 0, or simply no score listgd;'the known affected versions of that product can list the vulnerability score as itapplies to them).

3.2.3.14 Vulnerabilities Property - Threats

Lidt of threats (threats)of Value type array with 1 or more items of value type object contains information about a vulnerability that can
change with time.

"threatsg®%: }
VAR ~,
Nitgms": {

D oo
}
b

Every Threat item of value type object with the two mandatory properties Category (category) and Details (details) contains the vulnerability
kinetic information. This information can change as the vulnerability ages and new information becomes available. In addition, any Threat item
MAY expose the three optional properties Date (date), Group IDs (group ids), and Product IDs (product ids).

"properties": {
"category": {
77 ooo
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}
"date": {
Il oo
by
"details": {
7 coo
b,

"group_ids": {

tr
"product_ids": {
7 oo
}
}

Cdtegory of the threat (category) of value type string and enum categorizes the threat according to the rules of the spetification. Valid valugs
arg:

exploit_status
impact
target_set

The value exploit status indicates that the details field contains a description of the degree to Wwhich an exploit for the vulnerability is
knpwn. This knowledge can range from information privately held among a very small group to anlissue that has been described to the publi
at p major conference or is being widely exploited globally. For consistency and simplicity, this/section can be a mirror image of the CVSS
"Ekploitability" metric. However, it can also contain a more contextual status, such as "Weapanized" or "Functioning Code".

T

The value impact indicates that the details field contains an assessment of the impact on the user or the target set if the vulnerability is

sugcessfully exploited or a description why it cannot be exploited. If applicable, for censistency and simplicity, this section can be a textual
sumary of the three CVSS impact metrics. These metrics measure how a vulnerability detracts from the three core security properties of gn
infprmation system: Confidentiality, Integrity, and Availability.

The value target set indicates that the details field contains a description’of the currently known victim population in whatever terms are
appropriate. Such terms MAY include: operating system platform, types-of products, user segments, and geographic distribution.

D]te of the threat (date) of value type string with format date-time contains the date when the assessment was done or the threat appeardd.
Ddtails of the threat (details) of value type string with 1 or mere characters represents a thorough human-readable discussion of the thregt.

Grpup IDs (group_ids) are of value type Product Groups+(oroduct groups t)and contain a list of Product Groups the current threat item
applies to.

Prpduct IDs (product_ids) are of value type Products (products_t)and contain a list of Products the current threat item applies to.
3.2.3.15 Vulnerabilities Property - Title

Title (tit1e) has value type string-with™ or more characters and gives the document producer the ability to apply a canonical name or title fo
thq vulnerability.
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4 Profiles

CSAF documents do not have many required fields as they can be used for different purposes. To ensure a common understanding of which
fields are required in a given use case the standard defines profiles. Each subsection describes such a profile by describing necessary
content for that specific use case and providing insights into its purpose. The value of /document /category is used to identify a CSAF
document's profile. The following rules apply:

1 _Each CSAE documant MUIST caonfarm tha CSAE Bacg nrafila
- P -

P. Each profile extends the base profile "CSAF Base" - directly or indirect through another profile from the standard - by making additierfa
fields from the standard mandatory. A profile can always add, but never subtract nor overwrite requirements defined in the profile it
extends.

B. Any optional field from the standard can also be added to a CSAF document which conforms with a profile without breaking
conformance with the profile. One and only exempt is when the profile requires not to have a certain set of fields.

. Values of /document/category starting with csat_ are reserved for existing, upcoming and future profiles defined in'the*CSAF standalld.

b. Values of /document/category that do not match any of the values defined in section 4 of this standard SHALL bg.validated against t
"CSAF Base" profile.

B. Local or private profiles MAY exist and tools MAY choose to support them.
. If an official profile and a private profile exists, tools MUST validate against the official one from the standard.

4.1 Profile 1: CSAF Base

This profile defines the default required fields for any CSAF document. Therefore, it is a "catch all"for CSAF documents that do not satisfy gny
ottler profile. Furthermore, it is the foundation all other profiles are build on.

A €SAF document SHALL fulfill the following requirements to satisfy the profile "CSAF Bdse!:

e The following elements MUST exist and be valid:
© /document/category
© /document/csaf_version
© /document/publisher/category
© /document/publisher/name
© /document/publisher/namespace
o /document/title
© /document/tracking/current_release_date
© /document/tracking/id
© /document/tracking/initial_release_date
© /document/tracking/revision histormN)date
© /document/tracking/revision histonygl] /number
© /document/tracking/revision hfistory[]/summary
0 /document/tracking/status
0 /document/tracking/version
e The value of /document/categoryw.SHALL NOT be equal to any value that is intended to only be used by another profile nor to the (casg

insensitive) name of any other profile from the standard. This does not differentiate between underscore, dash or whitespace. To
explicitly select the use of thisprofile the value csaf base SHOULD be used.

Neither CSAF segurity Advisory NOr csaf security advisory are valid values for /document/category.

Anlissuing party might.choose to set /document /publisher/name in front of a value that is intended to only be used by another profile to state
thgt the CSAF document does not use the profile associated with this value. In this case, the (case insensitive) string "CSAF" MUST be
refhoved from.the value. This SHOULD be done if the issuing party is unable or unwilling to use the value csat base, e.g. due to legal or
copperate identity reasons.

()

/Both values Example Company Security Advisoryand Example Company security advisoryin /document/category use the
~profile "CSAF Base". This is important to prepare forward compatibility as later versions of CSAF might add new profiles.
p .

nooAC D e
3 e oM DaSemigntenange:

4.2 Profile 2: Security incident response

This profile SHOULD be used to provide a response to a security breach or incident. This MAY also be used to convey information about an
incident that is unrelated to the issuing party's own products or infrastructure.

Example Company might use a CSAF document satisfying this profile to respond to a security incident at ACME Inc. and the
implications on its own products and infrastructure.
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A CSAF document SHALL fulfill the following requirements to satisfy the profile "Security incident response™:

e The following elements MUST exist and be valid:
o all elements required by the profile "CSAF Base".
o /document/notes With at least one item which has a category of description, details, general O summary

Reasoning: Without at least one note item which contains information about response to the event referred to this
doesn't provide any useful information.

o /document/references With at least one item which has a category of external

The intended use for this field is to refer to one or more documents or websites which provides more details abgut
the incident.

e The value of /document/category SHALL be csaf security incident response.

4.8 Profile 3: Informational Advisory

This profile SHOULD be used to provide information which are not related to a vulnerability but e.g. a miscopfiguration.
A €SAF document SHALL fulfill the following requirements to satisfy the profile "Informational Advisory":

e The following elements MUST exist and be valid:
o all elements required by the profile "CSAF Base".
o /document/notes With at least one item which has a category of description, details)deneral OF summary

Reasoning: Without at least one note item which contains information abeut the "issue" which is the topic of the
advisory it is useless.

o /document/references With at least one item which has a category of extérnal
The intended use for this field is to refer to one or more doeuments or websites which provide more details about the
issue or its remediation (if possible). This could be a hardering guide, a manual, best practices or any other helpful

information.

e The value of /document /category SHALL be csaf_informatigAial advisory.

e The element /vulnerabilities SHALL NOT exist. If there is-any information that would reside in the element /vulnerabilities the
CSAF document SHOULD use another profile, e.g. "Se¢€urity Advisory".

If the element /product tree exists, a user MUST assumeithat all products mentioned are affected.

4.4 Profile 4: Security Advisory

This profile SHOULD be used to provide infortnation which is related to vulnerabilities and corresponding remediations.
A CSAF document SHALL fulfill the following requirements to satisfy the profile "Security Advisory":

e The following elements MUSTexist and be valid:

o all elements required.by-the profile "CSAF Base".

o /product_treemwhichrlists all products referenced later on in the CSAF document regardless of their state.
© /vulnerabilitied which lists all vulnerabilities.

o /vulneraBiliv¥ies[]/notes
~, Provides details about the vulnerability.
o./wuTherabilities[]/product_status

Lists each product's status in regard to the vulnerability.

e vatue of 7aoomment 7 Tatego Ty SHATE be TERT SeeuT Ty SavISoTY:
4.5 Profile 5: VEX

This profile SHOULD be used to provide information of the "Vulnerability Exploitability eXchange". The main purpose of the VEX format is to
state that and why a certain product is, or is not, affected by a vulnerability. See [VEX] for details.

A CSAF document SHALL fulfill the following requirements to satisfy the profile "VEX":

e The following elements MUST exist and be valid:
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o all elements required by the profile "CSAF Base".
° /product tree Which lists all products referenced later on in the CSAF document regardless of their state.
© /vulnerabilities which lists all vulnerabilities.
o atleast one of
® /vulnerabilities[]/product_ status/fixed

® /vulnerabilities

[]

® /vulnerabilities[]/product status/known affected
[1/product_status/known not affected
I

® /vulnerabilities
o atleast one of

product_status/under investigation

® /vulnerabilities[]/cve
® /vulnerabilities[]/ids

© /vulnerabilities[]/notes
Provides details about the vulnerability.

e Foreachitemin

© /vulnerabilities[]/product status/known not affected animpact statement SHALL exist as machine readable flag in
/vulnerabilities[]/flags or as human readable justificationin /vulnerabilities[]/threatsFarl the latter one, the categor
value for such a statement MUST be impact and the details field SHALL contain a a descriptienwhy the vulnerability cannot bg
exploited.

© /vulnerabilities[]/product status/known affected additional product specific information SHALL be provided in
/vulnerabilities[]/remediations as an action statement. Optional, additional informiation MAY also be provide through
/vulnerabilities[]/notes and /vulnerabilities[]/threats.

The use of the categories no fix planned and none available for anaction statementis permitted.

Even though Product status lists Product IDs, Product Group IDs can he,used in the remediations and threats object.
However, it MUST be ensured that for each Product ID the required infermation according to its product status as stated in
the two points above is available. This implies that all products with the status known not affected MUST have animpact
statement and all products with the status known affected MUSThave additional product specific information regardless
of whether that is referenced through the Product ID or a Product Group ID.

e The value of /document/category SHALL be csaf vex.
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5 Additional Conventions
This section provides additional rules for handling CSAF documents.
5.1 Filename

The following rules MUST be applied to determine the filename for the CSAF document:

1. The value /document/tracking/id is converted into lower case.

P. Any character sequence which is not part of one of the following groups MUST be replaced by a single underscore ():
o Lower case ASCllletters (0x61 - 0x7A)

o digits (0x30 - 0x39)

o special characters: + (0x2B), - (0x2D)

The regex [~+\-a-z0-9]+ can be used to find a character sequence which has to be replaced by an undérscore. However,
it SHALL NOT be applied before completing the first step.

Even though the underscore  (0x5F) is a valid character in the filename it is replaced to avoid situatiens where the
conversion rule might lead to multiple consecutive underscores. As a result, a /document/tradking/id with the value
2022_#01-Aais converted into 2022_01-a instead of 2022 01-a.

B. The file extension . json MUST be appended.

Examples 47:

cisco-sa-20190513-secureboot.json
example company - 2019-yh3234.json
rhba-2019_0024.json

It is currently considered best practice to indicate that a CSAF document is invalid by inserting invalid into the filename in
front of the file extension.

Examples 48:

cisco-sa-20190513-secureboot invalid.json
example_company - 2019-yh3234 invalid.json
rhba-2019 0024 invalid.json

5.p Separation in Data Stream

If npultiple CSAF documents are transported via a data stream in a sequence without requests inbetween, they MUST be separated by the
Record Separator in accordance with [RFC7464].

5.8 Sorting
The keys within a CSAF document SHOULD be sorted alphabetically.
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6 Tests
The following three subsections list a number of tests which all will have a short description and an excerpt of an example which fails the test.
6.1 Mandatory Tests

Mandatory tests MUST NOT fail at a valid CSAF document. A program MUST handle a test failure as an error.

6.1.1 Missing Definition of Product ID

For each element of type /$defs/product_id t whichis notinside a Full Product Name (type: full product name t)and thereforg fefefence
anlelement within the product_tree it MUST be tested that the Full Product Name element with the matching product id exists. The, same
applies for all items of elements of type /sdefs/products t.

The relevant paths for this test are:

/product_tree/product_groups[]/product_ids[]

/product_tree/relationships[]/product reference @C}

/product_tree/relationships[]/relates_to_ product_reference

/vulnerabilities[]/product_status/first_affected[]
/vulnerabilities[]/product_status/first_fixed[] O
/vulnerabilities[]/product_status/fixed[] \%

/vulnerabilities[]/product_status/known_affected[] \
/vulnerabilities[]/product status/known not affected[]
/vulnerabilities[]/product_status/last_affected[] Q
/vulnerabilities[]/product status/recommended[] QO

/vulnerabilities[]/product_status/under investigation([]

/vulnerabilities[]/remediations[]/product ids[] \\
/vulnerabilities([]/scores[]/products(] 5\0
/vulnerabilities[]/threats[]/product ids[]

Example 49 which fails the test:

Nl
"product tree": { ‘\@
"product groups": [ A
{ \Q
"group id": "CSAFGID-1020300",
"product_ids": [ . 0&

"CSAFPID-9080700", C)\\
R

"CSAFPID-9080701"
] .

} @
] O
’ O
Neither csarpID-9080700\00F CSAFPID-9080701 were defined in the product_tree.
6.1.2 Multiple Definition @f-Product ID

For each Product ID ftype/sdefs/product id t)in Full Product Name elements (type: /$defs/full product name t)it MUST be tested thjat
thg product id was.nét already defined within the same document.

The relevant paths/for this test are:
g
/pry%?jtree/branches [1 (/branches[]) */product/product_id
/@ t_tree/full product_names[]/product id
preduct tree/relationships[]/full product name/product id

Example 50 which fails the test:

"product_tree": {
"full product names": [
{
"product_ id": "CSAFPID-9080700",
"name": "Product A"

t
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"product_id": "CSAFPID-9080700",
"name": "Product B"

CSAFPID-9080700 was defined twice.

6.1.3 Circular Definition of Product ID

For each new defined Product ID (type /$defs/product id t)initems of relationships (/product tree/relationships)it MUSTbe tested
tht the product _id does notend up in a circle.

The relevant path for this test is:

/product_tree/relationships[]/full product_name/product id

As this can be quite complex a program for large CSAF documents, a program could check first whethier a-Product ID defined in
a relationship item is used as product _reference Or relates to product reference. Only for those which fulfill this condition it
is necessary to run the full check following the references.

Example 51 which fails the test:

"product tree": {
"full product_ names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"
}
1,
"relationships": [
{
"category": "installed on",
"full product_name": {
"name": "Product B",
"product_id": "CSAFPID-9080701"
I
"product_reference": "CSAFPID-9080700%,
"relates to product reference": "CSAFRIDP-9080701"

CSAFPID-9080701 refers to its€lf 9this is a circular definition.
6.1.4 Missing Definition of Product Group ID

For each element of type /édefs/product group id t whichis notinside a Product Group (/product tree/product groups[])and therefg
reference an element within the product _tree it MUST be tested that the Product Group element with the matching group id exists. The sa
applies for all items aof glements of type /sdefs/product groups t.

The relevant paths,for this test are:

/vulnetab®lities[]/remediations[]/group ids
/vulerebilities[]/threats([]/group_ids

E Lo Do ado el o bl o b ok
XamprerogZ-micirianSture test.

"product tree": {
"full product names": [

{
"product_id": "CSAFPID-9080700",

"name": "Product A"
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"vulnerabilities": [
{
"threats": [
{
"category": "exploit_status",
"details": "Reliable exploits integrated in Metasploit.",

"group_ids": [
"CSAFGID-1020301"

CSAFGID-1020301 was not defined in the Product Tree.
6.1.5 Multiple Definition of Product Group ID

For each Product Group ID (type /$defs/product group id t)Product Group elements (/product tree/product=groups(])it MUST be
teqted that the group id was not already defined within the same document.

The relevant path for this test is:
/product_tree/product_groups[]/group_id
Example 53 which fails the test:

"product_tree": {
"full product names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

"product_id": "CSAFPID-9080701",
"name": "Product B"

"product_id": "CSAFPID-9080702",
"name": "Product C"
}
1,
"product_groups": [
{
"group_id": "CSAFGID-10Z0390",
"product_ids": [
"CSAFPID-9080700,
"CSAFPID-908070l"
]
b
{
"group_ 1AM’ "CSAFGID-1020300",
"pro€uct *ids": [
&eSAFPID-9080700",
MCSAFPID-9080702"

CSAFGID-1020300 was defined twice.
6.1.6 Contradicting Product Status

Foreachitemin /vulnerabilities it MUST be tested that the same Product ID is not member of contradicting product status groups. The
sets formed by the contradicting groups within one vulnerability item MUST be pairwise disjoint.
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Contradiction groups are:

e Affected:

/vulnerabilities[]/product_status/first_affected[]
/vulnerabilities[]/product status/known affected[]
/vulnerabilities[]/product_status/last_affected[]

[* Not aftected:
/vulnerabilities[]/product_status/known_not_affected[]
e Fixed:

/vulnerabilities[]/product status/first fixed[]
/vulnerabilities[]/product_status/fixed[]

e Under investigation:
/vulnerabilities[]/product status/under investigation[]

Note: An issuer might recommend (/vulnerabilities[]/product status/recommended) @ pfeduct version from any group -
also from the affected group, i.e. if it was discovered that fixed versions introduce a more-severe vulnerability.

Example 54 which fails the test:

"product_tree": {
"full product names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

]
be
"vulnerabilities": [
{
"product_status": {
"known_affected": [
"CSAFPID-9080700"
1,
"known not_ affected": [
"CSAFPID-9080700"

CSAFPID-9080700.js"@)member of the two contradicting groups "Affected" and "Not affected".
6.1.7 Multiple Scorés-with same Version per Product

Fof eachitem il /yiinerabilities it MUST be tested that the same Product ID is not member of more than one CVSS-Vectors with the
safne version.

The relevant path for this test is:

Example 55 which fails the test:

"product tree": {
"full product names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"
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]
by
"vulnerabilities": [
{
"scores": [
{
"products": [
"CSAFPID-9080700"

17
"cvss v3": {
"version": "3.1",
"vectorString": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"baseScore": 10,
"baseSeverity": "CRITICAL"
}
by
{
"products": [
"CSAFPID-9080700"
1,
"cvss_v3": {
"version": "3.1",
"vectorString": "CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H",
"baseScore": 6.5,
"baseSeverity": "MEDIUM"

Two CVSS v3.1 scores are given for csarpID-9080700.

6.1.8 Invalid CVSS

=

V\[UST be tested that the given CVSS object is valid according te\the referenced schema.

The relevant paths for this test are:

/vulnerabilities[]/scores[]/cvss_v2
/vulnerabilities[]/scores[]/cvss_v3

Example 56 which fails the test:

"cvss_v3": {

"version": "3.1",

"vectorString": "CVSS 8. W,AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H",
"baseScore": 6.5

The required'efement baseseverity is missing.

A tool MAY add one or more of the missing properties version, basescore and baseseverity based on the values givenin
vectiprdtring as quick fix.

6.1.9 Invalid CVSS computation

It MIJST be tested-thatthe given CV/SS object-hasthe valuescomputedcorrecthyaccordingto-the-definition
¥ <)
The vectorstring SHOULD take precedence.

The relevant paths for this test are:
/vulnerabilities[]/scores[]/cvss_v2/baseScore

]/cvss_v2/temporalScore

]/cvss_v2/environmentalScore

/vulnerabilities[]/scores

/vulnerabilities[]/scores

[
[
[
[

/vulnerabilities[]/scores[]/cvss_v3/baseScore
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/vulnerabilities[]/scores[]/cvss_v3/baseSeverity
/vulnerabilities[]/scores[]/cvss_v3/temporalScore

] [

] [
/vulnerabilities[]/scores[]/cvss_v3/temporalSeverity
/vulnerabilities[]/scores[]/cvss_v3/environmentalScore
] [

/vulnerabilities[]/scores[]/cvss_v3/environmentalSeverity

Example 57 which fails the test:

"cvss v3": {
"version": "3.1",
"vectorString": "CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H",
"baseScore": 10.0,
"baseSeverity": "LOW"

Neither basescore nor baseseverity has the correct value according to the specification.
A tool MAY set the correct values as computed according to the specification as quick fix.
6.1.10 Inconsistent CVSS

It MIUST be tested that the given CVSS properties do not contradict the CVSS vector.

The relevant paths for this test are:

/vulnerabilities[]/scores[]/cvss_v2
/vulnerabilities[]/scores[]/cvss v3

Example 58 which fails the test:

"cvss_v3": {
"version": "3.1",
"vectorString": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:HAA:H",
"baseScore": 9.8,
"baseSeverity": "CRITICAL",
"attackVector": "LOCAL",
"attackComplexity": "LOW",

"privilegesRequired": "NONE",
"userInteraction": "NONE",
"scope": "CHANGED",

"confidentialityImpact": "HIGH",
"integrityImpact": "HIGH",
"availabilityImpact": "LOW"

The values in CVSS vectér differs from values of the properties attackvector, scope and availabilityTmpact.
A tool MAY overwrite eontradicting values according to the vectorstring as quick fix.

6.1.11 CWE

=

V\[UST be tested thatgiven CWE exists and is valid.
The relevantpathifor this test is:

/¥Wnerabilities[]/cwe

Example D9 which 1ails e 1est.

"cwe": {
"id": "CWE-79",
"name": "Improper Input Validation"

The cue-79 exists. However, its name is Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting').
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6.1.12 Language
For each element of type /$defs/language t it MUST be tested that the language code is valid and exists.

The relevant paths for this test are:

/document/lang
/document/source_lang

Example 60 which fails the test:
"lang": "EZ

£z is not a valid language. It is the subtag for the region "Eurozone".

For any deprecated subtag, a tool MAY replace it with its preferred value as a quick fix.
6.1.13 PURL

It MIUST be tested that given PURL is valid.

The relevant paths for this test are:

/product_tree/branches[] (/branches[]) */product/product_identification helper/purjk
/product_tree/full product names[]/product_identification_helper/purl
/product_tree/relationships[]/full product name/product identification helpeghpurl

Example 61 which fails the test:

"product_tree": {
"full product names": [
{
"name": "Product A",
"product_id": "CSAFPID-9080700",
"product_identification helper": {
"purl": "pkg:maven/@1l.3.4"

}

Any valid purl has a name component,

6.1.14 Sorted Revision History

=

h[UST be tested that the value offrumber of items of the revision history are sorted ascending when the items are sorted ascending by dat#¢.

The relevant path for this testis:

/document/trackfgjrevision history

Example 62 whichfails the test:

"revisjonh History": [
{
"date": "2021-07-22T10:00:00.0002",
"number": "2",

"summary": "Second version."

"date": "2021-07-23T10:00:00.0002",
"number”: "1",

"summary": "Initial version."
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The first item has a higher version number than the second.
6.1.15 Translator

It MUST be tested that /document/source lang is present and set if the value translator is used for /document/publisher/category.

The relevant path for this test is:

Example 63 which fails the test:

"document": {
2l oo
"publisher": ({
"category": "translator"
"name": "CSAF TC Translator",
"namespace": "https://csaf.io/translator"
by
"title": "Mandatory test: Translator (failing example 1)",
/]

The required element source lang is missing.
6.1.16 Latest Document Version

It MIUST be tested that document version has the same value as the the number in the, Jast item of Revision History when it is sorted ascendirjg
byldate. Build metadata is ignored in the comparison. Any pre-release part is also ignored if the document status is draft.

The relevant path for this test is:
/document/tracking/version

Example 64 which fails the test:

"tracking": {
7 ooo
"revision history": [
{
"date": "2021-07-21T09:00:00.000%",
"number": "1",

"summary": "Initial version..

"date": "2021-07-21TZ0%00:00.0002",

"number": "2",
"summary": "Second «s€rsion."
}
1,
1 oo
"version": "™

TheValue of number of the last item after sorting is 2. However, the document versioniis 1.

6.1.¥7" Document Status Draft

It MUST be tested that document status is draft if the document versionis 0 or 0.y.z or contains the pre-release part.

The relevant path for this test is:

/document/tracking/status

Example 65 which fails the test:
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"tracking": {

I oo
"status": "final",
"version": "0.9.5"

The /document/tracking/versionis 0.9.5 but the document status is final.

G.J‘.18 Released Revision History

It MIUST be tested that no item of the revision history has a number of 0 or 0.y.z when the document status is final or interim.

The relevant path for this test is:
/document/tracking/revision_history[]/number
Example 66 which fails the test:

"tracking": {
77 oo
"revision history": [
{
"date": "2021-05-17T10:00:00.000Z",
"number": "0",

"summary": "First draft"

"date": "2021-07-21T10:00:00.000Z",

"number": "1",
"summary": "Initial version."
}
1,
"status": "final",
"version": "1"

The document status is £inal but the revision history iaCludes an item which has 0 as value for number.

6.1.19 Revision History Entries for Pre-release\Versions

=

h[UST be tested that no item of the revision historyhas a number which includes pre-release information.

The relevant path for this test is:

/document /tracking/revision \aigtory[]/number

Example 67 which fails the test:

"revision histop§™s «f
{
"date": ¢42021-04-22T10:00:00.000Z2",
"numb€EW'SY "1.0.0-rc"
"sumgapy": "Release Candidate for initial version."

"date": "2021-04-23T10:00:00.0002",

"pumbexr™: "1.0.0"

"summary": "Initial version."

The revision history contains an item which has a number that indicates that this is pre-release.
6.1.20 Non-draft Document Version

It MUST be tested that document version does not contain a pre-release part if the document status is final or interim.
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The relevant path for this test is:
/document/tracking/version
Example 68 which fails the test:

"tracking": {

Al _cac
"status": "interim",
"version": "1.0.0-alpha"

The document status is interim but the document version contains the pre-release part -aipha.
6.1.21 Missing Item in Revision History

semantic versioning, this applies only to the Major version. It MUST also be tested that the first item in such a sorted Jist has either the versig

It V\EJST be tested that items of the revision history do not omit a version number when the items are sorted ascending by date. In the case ¢
number 0 or 1 in the case of integer versioning or a Major version of 0 or 1 in the case of semantic versioning:

The relevant path for this test is:
/document/tracking/revision history

Example 69 which fails the test:

"revision history": [

{
"date": "2021-04-22T10:00:00.0002",

"number": "1",
"summary": "Initial version."

"date": "2021-07-21T10:00:00.0002",
"number": "3",
"summary": "Some other changes."

The item for version 2 is missing.

6.1.22 Multiple Definition in Revision History

=

V\[UST be tested that items of the revision-history do not contain the same version number.

The relevant path for this test is:

/document/tracking/rewiSion history
Example 70 which fail3 the test:

"revisionghistory": [
{
tdabe": "2021-07-20T10:00:00.0002",
"mumber": "1",
"summary": "Initial version."

"date": "2021-07-21T10:00:00.0002",
"number": "1",
"summary": "Some other changes."

The revision history contains two items with the version number 1.
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6.1.23 Multiple Use of Same CVE
It MUST be tested that a CVE is not used in multiple vulnerability items.

The relevant path for this test is:

/vulnerabilities[]/cve

ExgmpteTHwiCtT At e oSt

"vulnerabilities": [
{
"cve": "CVE-2017-0145"
by
{
"cve": "CVE-2017-0145"

The wulnerabilities array contains two items with the same CVE identifier cve-2017-0145.

6.1.24 Multiple Definition in Involvements

=

h[UST be tested that items of the list of involvements do not contain the same party regardlessof|its status more than once at any date.

The relevant path for this test is:

/vulnerabilities[]/involvements
Example 72 which fails the test:

"vulnerabilities": [
{
"involvements": [
{
"date": "2021-04-23T10:00:00.000Z2"
"party": "vendor",
"status": "completed"

"date": "2021-04-23T10:00:00.000Z";

"party": "vendor",
"status": "in_progress",
"summary": "The vendor.has released a mitigation and is working to fully resolve the issue."

The list of invelyéments contains two items with the same tuple party and date.

6.1.25 Multiple.Use of Same Hash Algorithm

It MIUST be fested that the same hash algorithm is not used multiple times in one item of hashes.

The relevant paths for this test are:

product_tree/branches|] (/branches[])*/product/product identification_helper/hashes[]/file hashes
/product_tree/full product names[]/product_identification_helper/hashes[]/file hashes
/product_tree/relationships[]/full product name/product identification helper/hashes[]/file hashes

Example 73 which fails the test:
"product_tree": {

"full product_names": [

{
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"name": "Product A",
"product_id": "CSAFPID-9080700",
"product_identification_helper": {
"hashes": [
{
"file hashes": [
{
"algorithm": "sha256",

aroe o oZod TOoT82er7CoS 191 TI0RoC2 L TSL0D TOU20C T LCPL 02950

by
{
"algorithm": "sha256",
"value": "0a853ce2337£0608489ac596a308dc5b7b19d35a52b10b£31261586ac368b175"
}
1,
"filename": "product_a.so"

The hash algorithm sha256 is used two times in one item of hashes.
6.1.26 Prohibited Document Category Name

It MJUST be tested that the document category is not equal to the (case insensitive) name (without the prefix csa£ ) or value of any other prof{le
thgn "CSAF Base". Any occurrences of dash, whitespace, and underscore characters‘are removed from the values on both sides before thq
mgtch. Also the value MUST NOT start with the reserved prefixcsat except if thevalue is csaf base.

This test does only apply for CSAF documents with the profile "CSAF Base?~Therefore, it MUST be skipped if the document category
mdtches one of the values defined for the profile other than "CSAF Base".

For CSAF 2.0, the test must be skipped for the following valdés in /document /category:

csaf base

csaf_security incident_response
csaf informational advisory
csaf_security advisory

csaf vex

Tth is the only mandatory test related to the.profile "CSAF Base" as the required fields SHALL be checked by validating the JSON schemq.

The relevant path for this test is:

/document/category
Examples 74 for currently (profiibited values:

Csaf_a

Informational \A@visory
security-jficidént-response
Security Advisory
veX

V_eX

Example 75 which 1ails the test.

"category": "Security Incident Response"

The value security Incident Response is the name of a profile where the space was replaced with underscores.
6.1.27 Profile Tests

This subsubsection structures the tests for the profiles. Not all tests apply for all profiles. Tests SHOULD be skipped if the document category
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does not match the one given in the test. Each of the following tests SHOULD be treated as they where listed similar to the other tests.

An application MAY group these tests by profiles when providing the additional function to only run one or more selected tests.
This results in one virtual test per profile.

6.1.27.1 Document Notes

It MUST be tested that at least one item in /document /notes exists which has a category of description, details, general OF summary.

The relevant values for /document /category are:

csaf informational advisory
csaf_security incident_ response

The relevant path for this test is:

/document/notes

Example 76 which fails the test:

"notes": [
{
"category": "legal disclaimer",
"text": "The CSAF document is provided to You \"AS IS\" and \"AS AVAILABLE\"¢ae with all faults and defects

wjthout warranty of any kind.",
"title": "Terms of Use"

The document notes do not contain an item which has a category of deschiption, details, general Of summary.
6.1.27.2 Document References
It h[UST be tested that at least one item in /document /references exists that has links to an external source.

The relevant values for /document /category are:

csaf informational advisory
csaf_security incident_ response

The relevant path for this test is:

/document/references

Example 77 which fails the test:

"references": [
{
"category": "g€N 'Ly
"summary": YThe&\Lfanonical URL.",

"url": "h§Lp§://example.com/security/data/csaf/2021/0ASIS CSAF_TC-CSAF 2 0-2021-6-1-27-02-01.json"

The document references do not contain any item which has the category external.

6.1.273 Vulnerabilities

It MUST be tested that the element /vulnerabilities does not exist.

The relevant value for /document/category is:
csaf_informational_ advisory

The relevant path for this test is:
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/vulnerabilities

Example 78 which fails the test:

"vulnerabilities": [

{
"title": "A vulnerability item that SHALL NOT exist"

The element /vulnerabilities exists.

A tool MAY change the /document/category to csaf base as a quick fix.
6.1.27.4 Product Tree

It MJUST be tested that the element /product_tree exists.

The relevant values for /document /category are:

csaf_security advisory
csaf vex

The relevant path for this test is:
/product_tree

Example 79 which fails the test:
"document": {

/]
I

"vulnerabilities": [

/...

The element /product_tree does not exist:
6.1.27.5 Vulnerability Notes
For eachitemin /vulnerabilities it MUST be tested that the element notes exists.

The relevant values for /document /categéry are:

csaf_security advisory.
csaf vex

The relevant path for¢his.t€st is:
/vulnerabi€iti&s[]/notes
Example 80which fails the test:

"vylherabilities": [

{
"title": "A vulnerability item without a note"

The wvulnerability item has no notes element.
6.1.27.6 Product Status

Foreachitemin /vulnerabilities it MUST be tested that the element product_status exists.
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The relevant value for /document /category is:
csaf_security advisory
The relevant path for this test is:

/vulnerabilities[]/product status

Example 81 which fails the test:

"vulnerabilities™: [

{
"title": "A vulnerability item without a product status"

The vulnerability item has no product_status element.
6.1.27.7 VEX Product Status

For eachitemin /vulnerabilities it MUST be tested that at least one of the elements fixed, known_affected, known not_ affected, OF
unfler investigation is presentinproduct status

The relevant value for /document/category is:
csaf vex
The relevant paths for this test are:

/vulnerabilities[]/product_status/fixed
/vulnerabilities[]/product status/known affected
/vulnerabilities[]/product_status/known_not_ affected
/vulnerabilities[]/product status/under investigation

Example 82 which fails the test:

"product_status": {
"first fixed": [
//
1,
"recommended": [

//

None of the elements £Txed; known_affected, known_not_affected, Of under_investigation iS presentinproduct status.

6.1.27.8 Vulnerability ID.
For eachitemin /vufpérabilities it MUST be tested that at least one of the elements cve or ids is present.

The relevant valtiefor /document/category is:

csaf ,ve®

ThF relevant paths for this test are:

/vulnerabilities[]/cve
/vulnerabilities[]/ids

Example 83 which fails the test:
"vulnerabilities": [

{
"title": "A vulnerability item without a CVE or ID"
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None of the elements cve or ids is present.

6.1.27.9 Impact Statement

Foreachitemin /vulnerabilities[]/product_status/known not affectedit MUST be tested that a corresponding impact statement exist

IN e i Ero maac 8 ke o-fo W
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The relevant value for /document /category is:

csaf vex
The relevant path for this test is:

/vulnerabilities[]/flags
/vulnerabilities[]/threats

Example 84 which fails the test:

"product_ tree": {
"full product_names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

"product_id": "CSAFPID-9080701",
"name": "Product B"

"product_id": "CSAFPID-9080702",
"name": "Product C"
}
1
"product_groups": [
{
"group_id": "CSAFGID-0001",
"product_ids": [
"CSAFPID-9080700",
"CSAFPID-9080701"

]
b

"vulnerabilities": [
{
//
"product_stgeuy!'y {
"known pno®affected": [

"CSAEPWD=9080700",
"@SREPID-9080701",
WCSAFPID-9080702"
]
1y

"threats": [
{
"category": "impact",
"details": "The vulnerable code is not present in these products.",

"group_ids": [
"CSAFGID-0001"
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There is no impact statement for csarpID-9080702.
Note: The impact statement for csarpID-9080700 and csAFPID-9080701 is given through cSAFGID-0001.

6.1.27.10 Action Statement

Fopeachitemin /wilneranilivios (1 /oraduct osratus/koown affectedit MUST he tested that a carresponding action statement existin

/vilnerabilities[]/remediations

The relevant value for /document /category is:
csaf_vex

The relevant path for this test is:
/vulnerabilities[]/remediations
Example 85 which fails the test:

"product tree": {
"full product names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

"product_id": "CSAFPID-9080701",
"name": "Product B"

"product_id": "CSAFPID-9080702",
"name": "Product C"
}
1s
"product groups": [
{
"group_id": "CSAFGID-0001",
"product_ids": [
"CSAFPID-9080700",
"CSAFPID-9080701"
1,

"summary": "EOL products'

]
b
"vulnerabilities": [
{
//
"product_stagus': {
"known_affected": [
"CSAFPID-9080700",
WESAFPID-9080701",
"CSAFPID-9080702"
J
b,

remediations : |
{
"category": "no fix planned",
"details": "These products are end-of-life. Therefore, no fix will be provided.",

"group_ids": [
"CSAFGID-0001"
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There is no action statement for csarp1p-9080702.
Note: The action statement for csarpID-9080700 and csAFPID-9080701 is given through cSAFGID-0001.

6.1.27.11 Vulnerabilities

Itr\[lﬁlbgls{ad.lha.uhaaemnnf Llnerahilitios exisfs
The relevant values for /document/category are:

csaf_security advisory
csaf vex

The relevant path for this test is:
/vulnerabilities

Example 86 which fails the test:

{
"document": {
I oo
by
"product tree": [
/..
]

The element /vulnerabilities does not exist.

6.1.28 Translation

=

V\[UST be tested that the given source language and document lafguage are not the same.

The relevant path for this test is:

/document/lang
/document/source_lang

Example 87 which fails the test:

"document": {
/o
"lang": "en-US",
/]
"source_lang": "enzBS“

/]

The dogurént language and the source language have the same value en-us.
NotesAtranslation from en-us to en-GB would pass the test.

~ Atool MAY remove the source language as quick fix.

6. 29 Remediatiom without Product Reference

Foreachitemin /vulnerabilities[]/remediations it MUST be tested that it includes at least one of the elements group ids or
product_ids.

The relevant path for this test is:

/vulnerabilities[]/remediations|[]

Example 88 which fails the test:
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"remediations": [
{
"category": "no_fix planned"
"details": "These products are end-of-life. Therefore, no fix will be provided."

The given remediation does not specify to which products it should be applied.

6.

It MUST be tested that all elements of type /sdefs/version t follow either integer versioning or semantic versioning homogeneously within

thg

The relevant paths for this test are:

EX

6.

Fol

vefsion range.

A tool MAY add all products of the affected group of this vulnerability to the remediation as quick fix.

.30 Mixed Integer and Semantic Versioning

same document.

/document/tracking/revision history[]/number
/document/tracking/version

ample 89 which fails the test:

"tracking": {
I sao
"revision history": [
{
"date": "2021-07-21T09:00:00.0002",
"number": "1.0.0",
"summary": "Initial version."

"date": "2021-07-21T10:00:00.000Z"

"number": "2",
"summary": "Second version."
}
1,
7 soo
"version": "2"

The document started with semantic versioning (1.0.0) and switched to integer versioning (2).

A tool MAY assign all items their'corresponding value according to integer versioning as a quick fix. In such case, the old number
SHOULD be stored in legacy\vérsion.

.31 Version Range in Preduct Version
I each element of type /§d&fs/branches t With category of product version it MUST be tested that the value of name does not contain 4

To implement this test it is deemed sufficient that, when converted to lower case, the value of name does not contain any of the
following strings:

)}

after
all
before
earlier
later
prior

versions

The relevant paths for this test are:
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/product_tree/branches([] (/branches[]) */name

Example 90 which fails the test:

"branches": [
{
"category": "product_version",
"pame. "orioy to 4 on
77 oo

The versionrange prior to 4.2 is given for the branch category product version.

6.1.32 Flag without Product Reference

For eachitemin /vulnerabilities[]/flags it MUST be tested that it includes at least one of the elements group~idsiOr product ids.

The relevant path for this test is:

/vulnerabilities[]/flags[]

Example 91 which fails the test:

"flags": [
{
"label": "component not present"

}

The given flag does not specify to which products it should be applied:

6.1.33 Multiple Flags with VEX Justification Codes per Produgt

For eachitemin /vulnerabilities([] it MUST be tested that a Product is not member of more than one Flag item with a VEX justification
cofle (see section 3.2.3.5). This takes indirect relations throughRroduct Groups into account.

Additional flags with a different purpose might be'grovided in later versions of CSAF. Through the explicit reference of VEX
justification codes the test is specified to be fornvard-compatible.

The relevant path for this test is:
/vulnerabilities[]/flags
Example 92 which fails the test:

"product_tree": {
"full product nameg&lmyt
{
"product 4l ¥"'CSAFPID-9080700",
"name" : \""Rfoduct A"
b
{
terdduct id": "CSAFPID-9080701",
"mame": "Product B"

}

£

"product groups": [
{
"group_id": "CSAFGID-0001",
"product_ids": [
"CSAFPID-9080700",
"CSAFPID-9080701"
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by
"vulnerabilities": [
{
70 coo
"flags": [
{
"label": "component not present",
"group_ids": [

< TGIDTUUUL
1
b
{
"label": "vulnerable code cannot be controlled by adversary",
"product_ids": [
"CSAFPID-9080700"
1
}
I
/] ...
"product_status": {
"known not_ affected": [
"CSAFPID-9080700",
"CSAFPID-9080701"

There are two flags given for for csarp1D-9080700 - one indirect through csagerp-0001 and one direct.
6.2 Optional Tests

Ogtional tests SHOULD NOT fail at a valid CSAF document without a good'reason. Failing such a test does not make the CSAF document
invalid. These tests may include information about features which are _still'supported but expected to be deprecated in a future version of
CYAF. A program MUST handle a test failure as a warning.

6.2.1 Unused Definition of Product ID

For each Product ID (type /$defs/product id t)in FullProduct Name elements (type: /$defs/full product name t)it MUST be tested that
thg product_id is referenced somewhere within the_ samie’document.

Tth test SHALL be skipped for CSAF documents conforming the profile "Informational Advisory".

The relevant paths for this test are:
/product_tree/branches[] (/branghés[]) */product/product_id
/product_tree/full product{ namés[]/product_id
/product_tree/relationsifipgT]/full product name/product id

Example 93 which fails the test:

"product_treefud
"full prg@d¢§ names": [
{
{greduct id": "CSAFPID-9080700",
"pame": "Product A"

CcsAFPID-9080700 was defined but never used.
A tool MAY remove the unused definition as quick fix. However, such quick fix shall not be applied if the test was skipped.
6.2.2 Missing Remediation

For each Product ID (type /$defs/product id t)inthe Product Status groups Affected and Under investigationit MUST be tested that a
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remediation exists.
The remediation might be of the category none available Orno fix planned.

The relevant paths for this test are:

/vulnerabilities[]/product status/first affected[]
/vulnerabilities[]/product_status/known_affected[]

2 e i R S I B W T
= =

/vulnerabilities[]/product_status/under_ investigation[]

Example 94 which fails the test:

"product tree": {
"full product_names": [

{
"product_id": "CSAFPID-9080700",
"name": "Product A"

]
by
"vulnerabilities": [
{
"product_status": {
"last _affected": [
"CSAFPID-9080700"

CSAFPID-9080700 has in Product Status 1ast_affected but there is no'remediation object for this Product ID.

6.2.3 Missing Score

For each Product ID (type /$defs/product id t)inthe Product Status groups Affected it MUST be tested that a score object exists which
coyers this product.

The relevant paths for this test are:

/vulnerabilities[]/product_status/first 2Mfécted[]
/vulnerabilities[]/product status/kngwn affected[]
/vulnerabilities[]/product_status/¥ast“affected[]

Example 95 which fails the test:

"product tree": {
"full product_ namegi:i\[
{
"product_ig™, JCSAFPID-9080700",
"name": "BRfoQuct A"

]
by
"vulpeRaBilities": [
{
Pproduct_status": {

"first affected": [
"CSAFPID-9080700"

CSAFPID-9080700 has in Product Status first affected but there is no score object which covers this Product ID.
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6.2.4 Build Metadata in Revision History
For each item in revision history it MUST be tested that number does not include build metadata.

The relevant path for this test is:

/document/tracking/revision history[]/number

EXgrmpte 96 Wi faits e test:

"revision history": [
{
"date": "2021-04-23T10:00:00.000z",
"number": "1.0.0+exp.sha.ac00785"
"summary": "Initial version."

The revision history contains an item which has a numper that includes the build metadata +exp. sha.2590785.
6.2.5 Older Initial Release Date than Revision History
It htUST be tested that the Initial Release Date is not older than the date of the oldest item in Revision'History.

The relevant path for this test is:

/document/tracking/initial release date

Example 97 which fails the test:

"tracking": {
7 coo
"initial release date": "2021-04-22T10:00:00.000Z",
"revision history": [
{
"date": "2021-05-06T10:00:00.0002",
"number": "1",

"summary": "Initial version."

"date": "2021-07-21T11:00:00.000Z"7
"number”: "2",

"summary": "Second versigm%

/]

The initial release~date 2021-04-22T10:00:00.000z is older than 2021-05-06T10:00:00.000z which is the date of the oldest
item in Revision History.

6.2.6 Older Current'Release Date than Revision History

It MIUST be fested that the Current Release Date is not older than the date of the newest item in Revision History.

The relevant path for this test is:

document/tracking/current release date

Example 98 which fails the test:

"tracking": {
"current release date": "2021-05-06T10:00:00.000zZ",
1 oo
"revision history": [

{
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"date": "2021-05-06T10:00:00.000Z"
"number": "1",

"summary": "Initial version."

"date": "2021-07-21T11:00:00.0002",
"number": "2,
"summary": "Second version."

The current release date 2021-05-06T10:00:00.000% is older than 2021-05-23T1100:00.000z which is the date of the.newest
item in Revision History.

6.2.7 Missing Date in Involvements
Fof each item in the list of involvements it MUST be tested that it includes the property date.
The relevant path for this test is:

/vulnerabilities[]/involvements

Example 99 which fails the test:

"vulnerabilities": [
{
"involvements": [
{
"party": "vendor",
"status": "in_progress"

The list of involvements contains an item which degs.not contain the property date.
6.2.8 Use of MD5 as the only Hash Algorithmny
It MIUST be tested that the hash algorithm nds¢is not the only one present.

Since collision attacks exist for MD5 such value should be accompanied by a second cryptographically stronger hash. This will
allow users to double check thie results.

The relevant paths for this test are;

/product tree/branchés ¥ /branches[]) */product/product identification helper/hashes[]/file hashes
/product_tree/full pySduct_names|[]/product_identification_helper/hashes[]/file hashes
/product_tree/rélat¥onships[]/full product name/product identification helper/hashes[]/file_hashes

Example 100 vhich'fails the test:

"progugiPseree": {
~fudl’product names": [

1

name T : TProaducct 7
"product_id": "CSAFPID-9080700",
"product identification helper": {
"hashes": [
{
"file hashes": [
{
"algorithm": "md5",
"value": "6ae24620ea9656230f49234efd078935"
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1,

"filename": "product a.so"

6.3

The hash algorithm md5 is used in one item of hashes without being accompanied by a second hash algorithm.

.9 Use of SHA-1 as the only Hash Algorithm

It MIUST be tested that the hash algorithm sha1 is not the only one present.

Since collision attacks exist for SHA-1 such value should be accompanied by a second cryptographically stronger hash. This will
allow users to double check the results.

The relevant paths for this test are:

EX

6.3

/product_tree/branches[] (/branches[]) */product/product_identification_helper/hashes[]/fAPe\hashes
/product tree/full product names[]/product identification helper/hashes[]/file hasheg
/product_tree/relationships[]/full_product_name/product_identification_ helper/hashe®[}#/file hashes

mple 101 which fails the test:

"product tree": {
"full product names": [
{
"name": "Product A",
"product id": "CSAFPID-9080700",
"product_identification_helper": {
"hashes": [
{
"file hashes": [
{
"algorithm": "shal",
"value": "e067035314dd8673felalfc6501414fe0950£fdc4"
}
1,
"filename": "product_a.so"

The hash algorithm-¢fia1 is used in one item of hashes without being accompanied by a second hash algorithm.

.10 Missing TLRlah#l

It MUST be testéd\that /document /distribution/tlp/label is present and valid.

TIR labels support the machine-readability and automated distribution.

Thr retevant path for this test is:

/document/distribution/tlp/label

Example 102 which fails the test:

"distribution": {
"text": "Distribute freely."

The CSAF document has no TLP label.
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6.2.11 Missing Canonical URL
It MUST be tested that the CSAF document has a canonical URL.
To implement this test it is deemed sufficient that one item in /document /references fulfills all of the following:

e It has the category self.
e The url starts with https://.

The relevant path for this test is:
/document/references

Example 103 which fails the test:

"document": {
I oo
"references": [
{
"category": "self",
"summary": "A non-canonical URL.",

"url": "https://example.com/security/data/csaf/2021/0ASIS_CSAF_TC-CSAF_2.0-202N6-2-11-01_1.json"
}
1
/]
"tracking": {
/]
"id": "OASIS_CSAF TC-CSAF 2.0-2021-6-2-11-01",
/]
"version": "1"
I
/]

The only element where the category is self has a URL that does not fulfill the requirement of a valid filename for a CSAF
document.

6.2.12 Missing Document Language
It MUST be tested that the document language is present and set.
The relevant path for this test is:

/document/lang

Example 104 vhich fails the test:

"document": {
"category": "csaf Pase",
"csaf_versign™{ "2.0",

"publishezl \{
VAR

by

/14N

The document language is not defined.
6.2.13 Sorting
It MUST be tested that all keys in a CSAF document are sorted alphabetically.

The relevant path for this test is:

/
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Example 105 which fails the test:

"document": {
"csaf_version": "2.0",
"category": "csaf_base",
7 ooo

6.3

The key csaf version is not at the right place.
A tool MAY sort the keys as a quick fix.

.14 Use of Private Language

For each element of type /$defs/language t it MUST be tested that the language code does not contain subtags reserved for private use.

The relevant paths for this test are:

/document/lang
/document/source_lang

Example 106 which fails the test:

6.3

Fol

"lang": "gtx"
The language code gtx is reserved for private use.
A tool MAY remove such subtag as a quick fix.

.15 Use of Default Language

I each element of type /sdefs/language t it MUST be tested that the lahguage code is not i-default.

The relevant paths for this test are:

EX

6.3

Th

EX

/document/lang
/document/source_lang

ample 107 which fails the test:
"lang": "i-default"

The language code i-default isused:
A tool MAY remove such element as a quick fix.
.16 Missing Product Identification Helper
I each element of type /§d&fs/full product name tit MUST be tested that it includes the property product identification helper.

b relevant paths for'this\test are:
/product_t€ee¥Branches[] (/branches[]) */product

/producte=the€/full product_ names|]
/produ€tadree/relationships[]/full product name

ample 108 which fails the test:

"full product_names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

The product csarp1p-9080700 does not provide any Product Identification Helper at all.
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6.2.17 CVE in field IDs
Foreachitemin /vulnerabilities([]/ids it MUST be tested thatitis nota CVE ID.

Itis sufficient to check, whether the property text matches the regex ~cve-[0-9] (4}-[0-9] {4, } 5.
The relevant paths for this test are:

wlogrcald i Ll ids ]

Example 109 which fails the test:

"ids": [
{
"system name": "CVE Project",
"text": "CVE-2021-44228"

]

The cve-2021-44228 is listed in an item of the ids array instead under cve.

A tool MAY set such element as value for the cve property as a quick fix, if that didn't exist beféres Alternatively, it MAY remove
such element as a quick fix.

6.2.18 Product Version Range without vers

For each element of type /$defs/branches t With category of product version rangei{ MUST be tested that the value of name conforms tie
vels specification.

To implement this test it is deemed sufficient that the value of name matches the following regex:
~vers: [a=z\\.\\=-\\+] [a-z0-9\\ . \\-\\+]*/.+
The relevant paths for this test are:

/product_tree/branches[] (/branches[]) */name

Example 110 which fails the test:

"branches": [
{
"category": "product v8gsion range",
"name": ">4.2",

7 soo
]
The version range »%. 2.1 a valid vsl but not valid according to the vers specification.
6.2.19 CVSS for Fixed\Products
For each item the fixéd products group (first fixed and fixed) it MUST be tested thata CVSS applying to this product has an

enpironmentalscore of 0. The test SHALL pass if none of the Product IDs listed within product status fixed or first fixedis found in
prducts of @nyritem of the scores element.

Thla relevant path for this test is:

vulnerabilities[]/product status/first rixed[]
/vulnerabilities[]/product_status/fixed[]

Example 111 which fails the test:

"product tree": {
"full product_ names": [

{
"product_id": "CSAFPID-9080700",
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"name": "Product A"

]
by
"vulnerabilities": [
{
"product_status": {
"fixed": [

CSAI DI JU00 700

]
b,
"scores": [
{
"cvss_v3": {
"baseScore": 6.5,

"baseSeverity": "MEDIUM",
"vectorString": "CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H",
"version": "3.1"

by

"products": [

"CSAFPID-9080700"

Neither the environmentalscore nor the properties modi fiedIntegrityImpagt, modifiedAvailabilityImpact
modifiedConfidentialityImpact northe corresponding attributes in the, vecbdrstring have been set.

A tool MAY set the properties modifiedIntegrityImpact, modifiedAvg?labilityImpact, modifiedConfidentialityImpact
accordingly and compute the environmentalscore as quick fix.

6.2.20 Additional Properties
It h[UST be tested that there is no additional property in the CSAE.document that was not defined in the CSAF JSON schema.

The relevant path for this test is:

To implement this test it is deemed suffiCient to validate the CSAF document against a "strict" version schema that sets
additionalProperties to false forgVery key of type object.

Example 112 which fails the test:

"document": {
"category": "csaf bage¥,
"csaf _version": "2¢0X,
"custom property” :\"a&ny",
7Y soo

Thekey,shstom property is not defined in the JSON schema.
A tool MAY remove such keys as a quick fix.
6.8 Informative Test

Informative tests provide insights in common mistakes and bad practices. They MAY fail at a valid CSAF document. It is up to the issuing party
to decide whether this was an intended behavior and can be ignore or should be treated. These tests MAY include information about
recommended usage. A program MUST handle a test failure as a information.

6.3.1 Use of CVSS v2 as the only Scoring System

For each item in the list of scores which contains the cvss_v2 object it MUST be tested that is not the only scoring item present. The test
SHALL pass if a second scoring object is available.
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The relevant path for this test is:
/vulnerabilities[]/scores
Example 113 which fails the test:

"product tree": {
"full product names": [

{
"product_id": "CSAFPID-9080700",
"name": "Product A"

]
by
"vulnerabilities": [
{
"scores": [
{

"products": [
"CSAFPID-9080700"

1,

"cvss_v2": {
"version": "2.0",
"vectorString": "AV:N/AC:L/Au:N/C:C/I:C/A:C",
"baseScore": 10

There is only a CVSS V2 score given for csaFrpID-9080700.

Rgcommendation:

It i$ recommended to (also) use the CVSS v3.1.

6.3.2 Use of CVSS v3.0

For each item in the list of scores which contains thecwss v3 object it MUST be tested that CVSS v3.0 is not used.

The relevant paths for this test are:

/vulnerabilities[]/scores[]/cvss{ v3)Version
/vulnerabilities[]/scores[]/c{ssyv3/vectorString

Example 114 vhich fails the test:

"cvss v3": {

"version": "3.0"

"vectorString®¢ ™CVSS:3.0/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H"
"baseScorgl (W65,

"baseSeyegify": "MEDIUM"

~ The CVSS v3.0 is used.

Recommendation:
It is recommended to upgrade to CVSS v3.1.

A tool MAY upgrade to CVSS v3.1 as quick fix. However, if such quick fix is supported the tool SHALL also recompute the
baseScore and basesSeverity. The same applies for temporalscore and temporalSeverity respectively environmentalScore
and environmentalSeverity if the necessary fields for computing their value are presentand set.

6.3.3 Missing CVE
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It MUST be tested that the CVE number is given.

The relevant path for this test is:
/vulnerabilities[]/cve

Example 115 which fails the test:

"vulnerabilities": [

{
"title": "BlueKeep"

The CVE number is not given.
Recommendation:

It i$ recommended to provide a CVE number to support the users efforts to find more details about a vulnerability and potentially track it
thrpugh multiple advisories. If no CVE exists for that vulnerability, it is recommended to get one assigned.

6.3.4 Missing CWE
It MUST be tested that the CWE is given.

The relevant path for this test is:
/vulnerabilities[]/cwe
Example 116 which fails the test:

"vulnerabilities": [

{
"cve": "CVE-2019-0708",
"title": "BlueKeep"

The CWE number is not given.
6.3.5 Use of Short Hash
It MUST be tested that the length of the hashiwalue is not shorter than 64 characters.

The relevant paths for this test are:

/product_tree/branches [ J#/brahches[]) */product/product_identification helper/hashes[]/file_hashes[]/value
/product tree/full pro8uct/names[]/product identification helper/hashes[]/file hashes[]/value
/product_tree/relatibmShips(]/full_product name/product_identification helper/hashes[]/file hashes[]/value

Example 117 which failsthe test:

"product tregl: {
"full Broduct names": [
d
''name": "Product A",
"product_id": "CSAFPID-9080700",

"product_identification_helper": {
"hashes": [
{
"file_hashes": [
{
"algorithm": "md4",
"value": "3202b50e2e5b2fcd75e284c3d9d5£8d6"
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"filename": "product_a.so"

[ Ihe length of e hasn value 15 only 32 characters 1ong.
.6 Use of non-self referencing URLs Failing to Resolve

I each URL which is not in the category se1£ it MUST be tested that it resolves with a HTTP status code from the 2xx (Successful)or 3xx
edirection) class.

This test does not apply for any item in an array of type references t with the category se1f. For details about@N‘I:I'P status
code classes see [RFC7231]. (o)

\VY
/document/acknowledgments[] /urls|[] O
/document/aggregate severity/namespace
/document/distribution/tlp/url \
/document /references[]/url s\
/document/publisher/namespace o
/productitree/branches [1/product/product identification helper/sbom urls([]
/product_tree/branches[]/product/product_identification_helper/x generic []/namespace
/product_tree/branches[]/product/product identification helper/x generi ris[]/uri
/product_tree/branches[] (/branches[]) */product/product_identification lper/sbom urls([]
/product_tree/branches[] (/branches[]) */product/product identificat elper/x generic_uris[]/namespace

/product_tree/branches[] (/branches[]) */product/productiidentificgio _helper/x generic_uris[]/uri

[
[
[
[

/product_tree/full product_names[]/product_identification hel: om_urls(]
/product_tree/full product names[]/product identification_h /%_generic_uris[]/namespace
/product_tree/full product_names[]/product_identificatio per/x_generic_uris[]/uri
/product_tree/relationships[] /fulliproductiname/produd‘@entificationﬁhelper/sbomﬁurls [
/product_tree/relationships(] /full_product_name/prod@_ identification helper/x generic_uris[]/namespace
/product tree/relationships(] /fulliproductiname/pr@lctfidentificationﬁhelper/xigenericiuris [1/uri
/vulnerabilities[]/acknowledgments([]/urls|[]

/vulnerabilities[]/references[]/url \b
O

.

1 biliti diati 1
/vulnerabilities[]/remediations[]/ur f"\
ample 118 which fails the test:

N
"references": [ O\

‘ @)
"summary": "A URL th@dg s not resolve with HTTP status code in the interval between (including) 200 and

xcluding) 400.",
"url": "https: //@le .invalid"

! O

The cate 45 not set and therefore treated as its default value external. A request to that URL does not resolve with a status
code from the 2xx (Successful) or 3xx (Redirection) class.

.7 Usetef self referencing URLs Failing to Resolve

I €ach item in an array of type references t with the category se1f it MUST be tested that the URL referenced resolves with a HTTP staf

LIS

He lgss than400

CO!

This test will most likely fail if the CSAF document is in a status before the initial release. For details about the HTTP status code
classes see [RFC7231].

The relevant paths for this test are:

/document/references[] /url
/vulnerabilities([]/references[]/url
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Example 119 which fails the test:

"references": [
{
"category": "self",
"summary": "A URL that does not resolve with HTTP status code in the interval between (including) 200 and

(excluding) 400.",

"url": "https://example.invalid"

6.

If the document language is given it MUST be tested that a spell check for the given language does not find any mistakes. The test SHALL H
pped if not document language is set. It SHALL fail it the given language is not supported. The value of /docurfent/category SHOULD N
tested if the CSAF document does not use the profile "CSAF Base".

sk
be]

The category is self and a request to that URL does not resolve with a status code from the 2xx (Successful) or 3xx

(Redirection) class.

.8 Spell check

The relevant paths for this test are:

/document/acknowledgments [ ] /names [ ]
/document/acknowledgments[]/organization
/document/acknowledgments [ ] /summary
/document/aggregate_severity/text
/document/category
/document/distribution/text
/document/notes []/audience
/document/notes[]/text
/document/notes[]/title

/document /publisher/issuing authority

/document/publisher/name

/document/references []/summary $
/document/title ’\@
/document/tracking/aliases|[] A
/document/tracking/generator/engine/name \O

/document/tracking/revision history[]/summary
/product_tree/branches[] (/branches[]) */names
/product tree/branches[] (/branches[])*/p /name
/product_tree/branches[]/name @
/product_tree/branches []/product/nam
/product_tree/full product_names [ &
/product_tree/product groups[]/s
/product_tree/relationships | @ product name/name
/vulnerabilities[] /acknowl ] /names [
/vulnerabilities[]/ackn ents|[] /organlzatlon
/vulnerabilities|[] /ack@dgments [1/summary
/vulnerabilities[]/i ements [ ] /summary
/vulnerabilities| tes[]/audience

/vulnerabiliti otes[]/text

/vulnerabilit /notes[]/title

/vulnerabl@ s[]/references|[]/summary
/vulner ies[]/remediations[]/details
lities[]/remediations[]/entitlements[]

/v rebilities[]/remediations[]/restart required/details
/@erabilities [1/threats[]/details

R W

D)
o

.

O o

T

Example 120 which fails the test:

"document": {
I ooo
"lang": "en",
"notes": [
{
"category": "summary",
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"text": "Secruity researchers found multiple vulnerabilities in XYZ."

There is a spelling mistake in secruity.

6.3-9 BramcirCategorics
I each element of type /sdefs/full product name tin /product tree/branches it MUST be tested that ancestor nodes along thé path

exist which use the following branch categories vendor -> product name -> product _version in that order starting with the Product{ree nod

Fo
Other branch categories can be used before, after or between the aforementioned branch categories without making ‘the, test

invalid.

The relevant paths for this test are:
/product_tree/branches

Example 121 which fails the test:

"branches": [
{
"category": "vendor",
"name": "Example Company"
"branches": [
{
"category": "product name",
"name": "Product A",
"branches": [
{
"category": "patch level",
"name": "91",
"product": {
"product_id": "CSAFPID-0002",
"name": "Example Company Product YA\Update 91"

The product csarp1D-9080790.does not have any ancestor with the branch category product version.

.10 Usage of Product Viersion Range
I each element of typ€ /$defs/branches t it MUST be tested that the category is not product version range.

Fo
Itis usuallyshard decide for machines whether a product version matches a product version ranges. Therefore, it is

recompieénded to avoid version ranges and enumerate versions wherever possible.

The relevant paths for this test are:

/greduct tree/branches|[] (/branches[]) */category

Example 122 which fails the test:

"category": "product version range",

The category product version range was used.

6.3.11 Usage of V as Version Indicator
For each element of type /$defs/branches t with category of product version it MUST be tested that the value of name does not start with v
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or v before the version.

To implement this test it is deemed sufficient that the value of name does not match the following regex:
~[vv] [0-9].*$

The relevant paths for this test are:

/product_tree/branches[] (/branches[]) */name

Example 123 which fails the test:

"branches": [
{
"category": "product version",
"name": "v4.2",

77 oo
]

The product version starts with a .
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7 Distributing CSAF documents

This section lists requirements and roles defined for distributing CSAF documents. The first subsection provides all requirements - the second

one the roles. It is mandatory to fulfill the basic role "CSAF publisher". The last section provides specific rules for the process of retrieving
CSAF documents.

7.1 Requirements

Thla requirements in this subsection are consecutively numbered to be able to refer to them directly. The order does not give any hint abgut {

importance. Not all requirements have to be fulfilled to conform to this specification - the sets of requirements per conformance clause are
defined in section 7.2.

7.1.1 Requirement 1: Valid CSAF document

The document is a valid CSAF document (cf. Conformance clause 1).
7.1.2 Requirement 2: Filename

The CSAF document has a filename according to the rules in section 5.1.
7.1.3 Requirement 3: TLS

M

Th{ CSAF document is per default retrievable from a website which uses TLS for encryption and server-authenticity. The CSAF document
ch

in of custody.
7.1.4 Requirement 4: TLP:WHITE
rftTe CSAF document is labeled TLP:WHITE, it MUST be freely accessible.

Th
thg document available for people without access to the portal.

Reasoning: If an advisory is already in the media, an end user should not be forced to collect the pieces of information from a
press release but be able to retrieve the CSAF document,

7.1.5 Requirement 5: TLP:AMBER and TLP:RED

CYAF documents labeled TLP:AMBER or TLP:RED MUST bé access protected. If they are provided via a web server this SHALL be dong

undler a different path than for TLP:WHITE, TLP:GREEN and unlabeled CSAF documents. TLS client authentication, access tokens or any
othler automatable authentication method SHALL be used.

Anlissuing party MAY agree with the recipients to use any kind of secured drop at the recipients' side to avoid putting them on their own
weppsite. However, it MUST be ensured thatithe documents are still access protected.

7.1.6 Requirement 6: No Redirects

Redirects SHOULD NOT be used. If they are inevitable only HTTP Header redirects are allowed.

Reasoning: Clients,shauld not parse the payload for navigation and some, as e.g. cur1, do not follow any other kind of redirects.
7.1.7 Requirement Z.'provider-metadata.json

The party MUST provide a valid provider-metadata.json according to the schema CSAF provider metadata for its own metadata. The

publisher object SHOULD match the one used in the CSAF documents of the issuing party but can be set to whatever value a CSAF
agpregator SHOULD display over any individual pub1isher values in the CSAF documents themselves.

7 This information is used to collect the data for CSAF aggregators, listers and end users. The CSAF provider metadata schema
~~ensures the consistency of the metadata for a CSAF provider across the ecosystem. Other approaches, like extracting the

ST NOT be downloadable from a location which does not encrypt the transport when crossing.erganizational boundaries to maintain the

s does not exclude that such a document is also available inan access protected customer portal. However, there MUST be one copy of]

he

Itis suggested to put the file provider-metadata.json adjacent to the ROLIE feed documents (requirement 15) or in the main
directory adjacent to the year folders (requirement 14), changes. csv (requirement 13) and the index. txt (requirement 12).
Suggested locations to store the provider-metadata.json are:

o https://www.example.com/.well-known/csaf/provider-metadata.json

o https://domain.tid/security/data/csaf/provider-metadata.json

e https://psirt.domain.tld/advisories/csaf/provider-metadata.json

o https://domain.tid/security/csaf/provider-metadata.json
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Example 124 Minimal with ROLIE document:

"canonical url": "https://www.example.com/.well-known/csaf/provider-metadata.json"
"distributions": [
{
"rolie":{
"feeds": [
{
"summary":"All TLP:WHITE advisories of Example Company.",
"tlp label": "WHITE",
"url": "https://www.example.com/.well-known/csaf/feed-tlp-white.json"

"last updated": "2021-07-12T20:20:56.1692",
"list_on_CSAF_aggregators": true,
"metadata version": "2.0",
"mirror on_ CSAF aggregators": true,
"public openpgp_ keys": [
{
"fingerprint": "8F5F267907B2C4559DB360DB2294BA7D2B2298B1",
"url": "https://keys.example.net/vks/vl/by-fingerprint/8F5F267907B2C4539PB360DB2294BATD2B2298B1"
}
1

"publisher": {
"category": "vendor",
"name": "Example Company ProductCERT",

"namespace":"https://psirt.example.com"
b

"role": "csaf trusted provider"

5

If 4 CSAF publisher (cf. section 7.2.1) does not provide the provider-metadata.json, an aggregator SHOULD contact the CSAF publisher]i
question to determine the values for 1ist on CSAF aggregators’and mirror on CSAF aggregators. If thatis impossible or if the CSAF
puplisher is unresponsive the following values MUST be tsed:

"list_on_CSAF_aggregators": true,
"mirror on CSAF aggregators": false

This prevents that CSAF documents'of a CSAF publisher which have been collected by one CSAF aggregator A are mirrored
again on a second CSAF aggregator B. Such cascades are prone to outdated information. If the first aggregator A collects the
CSAF documents on best effort.and B copies the files from A and announces that this is done weekly, one might assume that
B's CSAF documents aré more recent. However, that is not the case as B's information depends on A.

7.1.8 Requirement 8: segurity-txt

In the security.txt there. MUST be at least one field csar which points to the provider-metadata.json (requirement 7). If this field indicates a
wep UR, then it MUSTbegin with "https:/" (as per section 2.7.2 of [RFC7230]). See [SECURITY-TXT] for more details.

The se€urity.txt was published as [RFC9116] in April 2022. At the time of this writing, the csar field is in the process of being
officiallipadded.

Examples 125:

CSEF: NLLPS://00Main. tId/ Security/data/csar/provider-metadaca. JSon
CSAF: https://psirt.domain.tld/advisories/csaf/provider-metadata.json
CSAF: https://domain.tld/security/csaf/provider-metadata.json

CSAF: https://www.example.com/.well-known/csaf/provider-metadata.json

It is possible to advertise more than one provider-metadata.json by adding multiple csar fields, e.g. in case of changes to the organizational
structure through merges or acquisitions. However, this SHOULD NOT be done and removed as soon as possible. If one of the URLSs fulfills
requirement 9, this MUST be used as the first CSAF entry in the security.txt.

7.1.9 Requirement 9: Well-known URL for provider-metadata.json
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The URL path /.well-known/csaf/provider-metadata.json under the main domain of the issuing authority serves directly the provider-

me

tadata.json according to requirement 7. The use of the scheme "HTTPS" is required. See [RFC8615] for more details.

Example 126:

https://www.example.com/.well-known/csaf/provider-metadata.json

7.1.10 Requirement 10: DNS path

Thla DNS record csaf.data.security.domain.tld SHALL resolve as a web server which serves directly the provider-metadata.json
acgording to requirement 7. The use of the scheme "HTTPS" is required.

7.

The CSAF documents MUST be located within folders named <yyyy> where <yvyy> is the year given in the value of

/d

Examples 127:

7.

Th

Example 128:

NN N

7.

Th
do

EX

Di
7.

R
At
TL

J020/example company - 2020-yh4711.jsgn'™, "2020-07-01T10:09:072"

4019/example_company -_2019-yh3234.7%s®n","2019-04-17T15:08:412"

.1-14 Requirement 14: Directqry listings

.11 Requirement 11: One folder per year

cument/tracking/initial release_date

21
20

.12 Requirement 12: index.txt

e index.txt file within MUST provide a list of all filenames of CSAF documents which are located-in the sub-directories with their filenameg

20/example_company -_2020-yh4711.json
19/example company - 2019-yh3234.json
18/example company -_2018-yh2312.json

This can be used to download all CSAF documents.
.13 Requirement 13: changes.csv

e file changes.csv MUST contain the filename as well as the/Value of /document/tracking/current release date for each CSAF
Cument in the sub-directories without a heading; lines MUST be sorted by the current release date timestamp with the latest one first.

ample 129:

018/example_company - 2018-yh2312.3gd0%, "2020-07-01T10:09:012"

018/example company - 2018-yh2312%fson","2019-03-01T06:01:002"

ectory listing SHALL belenabled to support manual navigation.

.15 Requirement™15:»/ROLIE feed

m Publishing\Eormat and Protocol, with specific requirements that support publishing security content. All CSAF documents with the san
P level MUST be listed in a single ROLIE feed. At least one of the feeds

e ALPWHITE
e T¥P:GREEN

ource-Oriented Lightweight Information Exchange (ROLIE) is a standard to ease discovery of security content. ROLIE is built on top of tije

e

e unlabeled

MUST exist. Each ROLIE feed document MUST be a JSON file that conforms with [RFC8322].

Example 130:

{
"feed": {
"id": "example-csaf-feed-tlp-white",
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"title": "Example CSAF feed (TLP:WHITE)",
"link": [
{
"rel": "self",
"href": "https://psirt.domain.tld/advisories/csaf/feed-tlp-white.json"
}
1,

"category": [
T
"scheme": "urn:ietf:params:rolie:category:information-type",
"term": "csaf"

}
1,
"updated": "2021-01-01T12:00:00.000Z",
"entry": [
{
"id": "2020-ESA-001"
"title": "Example Security Advisory 001",
"link": [
{
"rel": "self",

"href": "https://psirt.domain.tld/advisories/csaf/2020/2020-ESA-001.json{

"rel": "hash",

"href": "https://psirt.domain.tld/advisories/csaf/2020/2020-ESA=J8].json.sha512"

"rel": "signature",
"href": "https://psirt.domain.tld/advisories/csaf/2020%2820-ESA-001.json.asc"
}
1,
"published": "2021-01-01T11:00:00.000z",
"updated": "2021-01-01T12:00:00.000Z",
"summary": {
"content": "Vulnerabilities fixed in ABC 0.0=\1"
by
"content": {
"type": "application/json",
"src": "https://psirt.domain.tleéyadvisories/csaf/2020/2020-ESA-001.json"
by

"format": {
"schema": "https://docs.@agis-open.org/csaf/csaf/v2.0/csaf_json_schema.json"
"version": "2.0"

) existing hash file{(requirement 18) MUST be listed in the corresponding entry of the ROLIE feed as an item of the array 1ink having the
value of hash. Any.existing signature file (requirement 19) MUST be listed in the corresponding entry of the ROLIE feed as an item of thq

.16 Reguirement 16: ROLIE service document

The dse,and therefore the existence of ROLIE service document is optional. If it is used, each ROLIE service document MUST be a JSON fi
thwmmand.ﬁslﬂhﬂﬂu&ed.dnmm&nfe

Example 131:

"service": {
"workspace": [
{
"title": "Public CSAF feed",
"collection”: [
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"title": "Example CSAF feed (TLP:WHITE)",
"href": "https://psirt.domain.tld/advisories/csaf/feed-tlp-white.json",
"categories": {
"category": [
{
"scheme": "urn:ietf:params:rolie:category:information-type"
"term": "csaf"

7.1.17 Requirement 17: ROLIE category document

The use and therefore the existence of ROLIE category documentis optional. If it is used, each ROLIE category document MUST be a JSO|
fild that conforms with [RFC8322]. ROLIE categories SHOULD be used for to further dissect CSAF ddcumménts by one or more of the follow|
criferia:

e document category
e document language
e values of the branch category within the Product Tree including but not limited t0

© vendor
© product_family
© product_name

© product version
e type of product

Example 132:

CPU
Firewall
Monitor
PLC
Printer
Router
Sensor
Server

e areas or sectors, the@reducts are used in

Example 133:

Chemigal

Commerc¥al
Commbinication

Critical Manufacturing
Dams

Lnexo

Healthcare
Water

e any other categorization useful to the consumers

Example 134:

"categories": {

© ISO/IEC 2025 - All rights reserved
90

ng


https://standardsiso.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

ISO/IEC 20153:2025(en)

"category": [
{
"term": "Example Company Product A"
I
{
"term": "Example Company Product B"

}

7.1.18 Requirement 18: Integrity

All|ICSAF documents SHALL have at least one hash file computed with a secure cryptographic hash algorithm (e.g. SHA-532 or SHA-3) to

enpure their integrity. The filename is constructed by appending the file extension which is given by the algorithm.
MIP5 and SHA1 SHOULD NOT be used.

Example 135:

\V
Flle name of CSAF document: example company - 2019-yh3234.json O
F]le name of SHA-256 hash file: example company - 2019-yh3234.json.sha256 %

Fille name of SHA-512 hash file: example company - 2019-yh3234.json.sha512 s‘\

The file content SHALL start with the first byte of the hexadecimal hash value. Any subsequent data’(like a filename) which is optional SHAL|

be|separated by at least one space.

Example 136:

[0}

6a209dba30a958a78d82309d6cdcc6929fcb81673b3dc4dbbl6facl8b6f£38 ex%}eicompanyi—72019—yh3234 .Jjson

If 3 ROLIE feed exists, each hash file MUST be listed in it as described inregquirement 15.

7.1.19 Requirement 19: Signatures

AllICSAF documents SHALL have at least one OpenPGP signature file which is provided under the same filename which is extended by thq

appropriate extension. See [RFC4880] for more details.

Example 137:

»
le name of CSAF document: exampleicompan&f)i2019fyh3234.json

le name of signature file: exampleicwpoauyi—72019—yh3234.json.asc

|

If 4 ROLIE feed exists, each signature file MUST be listed in it as described in requirement 15.

7.1.20 Requirement 20: PublicQpenPGP Key

The public part of the OpenPGPkey used to sign the CSAF documents MUST be available. t SHOULD also be available at a public key
sefver.

For example/the'plblic part of the OpenPGP key could be placed in a directory openpgp adjacent to the provider—
metadata.gsQRn

The OpenPGP.key SHOULD have a strength that is considered secure.
_Buidance on OpenPGP key strength can be retrieved from technical guidelines of competent authorities.

7.1.21Requirement 21: List of CSAF providers

> R

The file aggregator.json MUST be present and valid according to the JSON schema CSAF aggregator. it MUST NOT be stored adjacent to

a provider-metadata.json.
Suggested locations to store the aggregator. json are:

https://www.example.com/.well-known/csaf-aggregator/aggregator.json
https://domain.tld/security/data/aggregator/csaf/aggregator.json
https://psirt.domain.tld/advisories/aggregator/csaf/aggregator.json
https://domain.tld/security/aggregator/csaf/aggregator.json

e o o o
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