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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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etails of any patent rights identified during the development of the. decument will be in thee
tion and/or on the ISO list of patent declarations received (see wwxviso.org/patents) or the [EC
tent declarations received (see https://patents.iec.ch).

e name used in this document is information given for the‘convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards,.the meaning of ISO specific terms anfd
ons related to conformity assessment, as well-as information about ISO's adherence t|
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tument was prepared by Joint TechnicalCommittee ISO/IEC JTC 1, Information technolog]
mittee SC 27, Information security, cybersecurity and privacy protection.
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b1l parts in the ISO/IEC 20009 series-can be found on the ISO and IEC websites.

dback or questions on thisidocument should be directed to the user’s national standard
complete listing of these bodies can be found at www.iso.org/members.html an
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Introduction

In an anonymous entity authentication mechanism, the entity to be authenticated (the claimant)
provides evidence to a verifier that it has knowledge of a secret without revealing its identifier to any
unauthorized entity. That is, given complete knowledge of the messages exchanged between the parties,
an unauthorized entity cannot discover the identifier of the entity being authenticated. Moreover, it is
possible that even an authorized verifier is not authorized to learn the identifier of the entity being

authenticated.

The anonymous entity authentication mechanisms specified in this document are based pn blind
signatures, specified in the ISO/IEC 18370 series.

© ISO/IEC 2022 - All rights reserved v
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Information security — Anonymous entity
authentication —

Part 3:
Mechani ] l blind.si :

1 Scope

—

his document provides general descriptions and specifications of anonymous €ntity authemntication
mechanisms based on blind digital signatures.

2 Normative references

There are no normative references in this document.

3 Terms and definitions

1

or the purposes of this document, the following terms.and definitions apply.

I50 and [EC maintain terminology databases for usesin standardization at the following addresses:

-+ ISO Online browsing platform: available athttps://www.iso.org/obp

—+ IEC Electropedia: available at https://www.electropedia.org/

31

anonymous entity authentication
dorroboration that an entity possesses certain attributes (3.2), without distinguishing this entfity from
dther entities with the same attributes

[FOURCE: ISO/IEC 20009<1:2013, 2.2]

3.2
ttribute
plication-specifi¢ data element

[FOURCE: ISO/IEC 18370-1:2016, 3.1]

3
aimant
tity which is or represents a principal for the purposes of authentication

Note 1 to entry: A claimant includes the functions and the private data necessary for engaging in authentication
exchanges on behalf of a principal.

[SOURCE: ISO/IEC 9798-1:2010, 3.6]

3.4

claimant information field

special credential (3.6) attribute (3.2) encoded within a credential that is not seen by the issuer (3.13)
during credential issuance, and that is always disclosed to a verifier (3.15)

© ISO/IEC 2022 - All rights reserved 1
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3.5

collision-resistant hash-function

hash-function (3.12) satisfying the following property: it is computationally infeasible to find any two
distinct inputs which map to the same output

[SOURCE: ISO/IEC 10118-1:2016, 3.1, modified — Note 1 to entry has been deleted.]

3.6

credential
data held by a claimant (3.3) that provides evidence that the claimant is the rightful holder of encoded
attributes (3.2) and/or a public key, corresponding to a private key

Note 1 td entry: In the context of this definition, attributes can include information regarding the qualification,
competence or clearance of the claimant.

3.7
credential information field
special @ttribute (3.2) encoded within a credential (3.6) that contains metadata about the credential,
such as |ts expiry date, that is always disclosed to verifiers (3.15)

3.8
creden:lrilal private key
data itemn specific to a claimant’s (3.3) credential (3.6) that should only bé.used by this claimant

3.9
credentfial public key

data item mathematically related to a credential (3.6) that3s disclosed to the verifier (3.15) upo
authentication

=}

3.10
domain|
set of enftities operating under a single security palicy

[SOURCE: ISO/IEC 18370-1:2016, 3.11]

3.11
domain|{parameter
data elefnent which is common to andiknown by or accessible to all entities within the domain (3.10)

[SOURCE: ISO/IEC 14888-1:2008,.3.5]

3.12
hash-fupction

function which maps)strings of bits of variable (but usually upper bounded) length to fixed-lengt
strings ¢f bits, satisfying the following two properties:

j=n

— for 4 givenoutput, it is computationally infeasible to find an input which maps to this output;

— for p@iven input, it is computationally infeasible to find a second input which maps to the samje
output

[SOURCE: ISO/IEC 10118-1:2016, 3.4, modified — Note 1 to entry has been deleted.]

3.13
issuer
entity responsible for provisioning of a credential (3.6) to a claimant (3.3)

2 © ISO/IEC 2022 - All rights reserved
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3.14

unilateral anonymous authentication

anonymous entity authentication (3.1) that provides one entity with assurance of the legitimacy of the
other entity, but not vice versa

[SOURCE: ISO/IEC 20009-1:2013, 2.20]

3.15
verifier
entity which requires assurance of the legitimacy of another entity (the claimant (3.3))

[FOURCE: ISO/IEC 20009-1:2013, 2.22]

4 Symbols and abbreviated terms

/] The null value, a zero-length octet string.

0x Prefix of a hexadecimal value.

For example, 0x37¢5 represents the two octet values 37.and c5 in sequence.

a€eA Indicates that element is in set 4.

allb Concatenation of data items a and b in the order specified.

In cases where the result of concatenating two or more data items is input to|a cryp-
tographic algorithm as part of one of thesmechanisms specified in this document, this
result shall be composed so that it cantbe uniquely resolved into its constitu¢nt data
strings, i.e. so that there is no possibility of ambiguity in interpretation. This latter
property can be achieved in a variéty of different ways, depending on the application.
For example, it can be guaranteed by:

a) fixing the length of each ofthe substrings throughout the domain of use of the mech-
anism; or

b) encoding the sequence of concatenated strings using a method that guarantees
unique decoding, e;g.using the distinguished encoding rules defined in ISO/IEC{8825-1.

AcB Indicates that set4 is a subset of or equal to set B.
A\B When A andsB\are sets, represents the set of elements present in A but not in B,
Cl An extraclaimant information field.
cred The dlaimant’s credential.
|D| Bit\length of D if D is a bit string, or bit size of D if D is a non-negative number|(i.e. 0 if

B= 0, or the unique integer i such that 2i-1 < D < 2{if D > 0).
desc(G,) Specifies a group G, of prime order g in which it is infeasible to compute discrete log-

arithms.
E Elliptic curve over the finite field F, for a prime p > 3.
E(F,) Set of all points (x, ), x € F, y € F,,, which satisfy the defining equation of the turve E,

togethor with the naoint at infinitv O
togethelWith-thepoHtatiRHnit Y-

#E(F,) Order (or cardinality) of E(F)).

F, Finite field containing exactly p elements.

9, 9; Generators of G,.

gcd(Ny, N,) |Greatest common divisor of integers N; and N,.

© ISO/IEC 2022 - All rights reserved 3
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G, Cyclic group of prime order q.
For uniformity, the multiplicative notation is used throughout. As such, when using
the elliptic curve construction it should be understood that ab represents the group
addition of points a and b, that a/b represents the group addition of the point a to the
additive inverse of the point b, and that a? represents the scalar multiplication of point
a by the integer b.
NOTE This document specifies two constructions for the group G, in which it is infeasible
to compute discrete logarithms. The firstis based on a subgroup of a finite field, and the second
isbasedonan plhnhr‘ curve overafinite field F_where gisaprime number Each construction
is specified by a descrlptlon denoted by desc(Gq) Details of these two constructions with theif
corresponding descriptions desc(G,) are provuqed in Annex C.

H Cryptographic hash-function.

1 Finite set of positive integers.

K Security parameter (a positive integer).

| Security parameter (a positive integer).

It Positive integer.

[n|P Scalar multiplication operation that takes a positive integer n and'a point P on the ellipti¢
curve E as input and produces as output another point Q on-the elliptic curve E, where¢
Q=[n]P=P+P+..+Paddedn- 1 times.

The operation satisfies [0]P = O, (the point at infinity), and [-n]P = [n](-P).
O Point at infinity on the elliptic curve E.
PH0Q Elliptic curve sum of points P and Q.
Prime number satisfying |q| = .
T A credential information field.
uip, A unique identifier for the domainparameters.
Z), Set of integers in [0, p - 1] with arithmetic defined modulo p.
z} Set of integers U with 0 < U <IN and gcd(U, N) = 1, with arithmetic defined modulo N.
a; Product of the values g, for whichi € I

iell

[xy] Set of integers from x to y inclusive, if x, y are integers satisfying x < y.

.1 Ordered list pf values to be hashed.

5 General modekand requirements

This clquse specifiés the general model and requirements for the mechanisms specified in this
document.

NOTE 1 | Blind signatures, as specified in the ISO/IEC 18370 series, allow a user to obtain a digital signature gs
specified inthe ISO/IEC 9796 series on a message of the user’s choice, without giving the signer any information

about the actual message or the resulting signature.

An anonymous entity authentication mechanism based on blind signatures involves an issuer, a set of
claimants and a set of verifiers. Such an anonymous entity authentication mechanism is defined by the
specification of the following processes:

— parameter generation process,

— key generation process;

— credential issuance process;

— authentication process.

© ISO/IEC 2022 - All rights reserved
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Entities of different types can be involved in the mechanism specified in this document, as follows.

— Claimant: an entity to be authenticated in such a way that the claimant’s identity is not revealed. In

this document, a claimant plays the role of requestor in a blind digital signature scheme, as s
in ISO/IEC 18370-2:2016.

pecified

— Verifier: an entity that verifies the validity of a claimant’s credential and which does not learn the

claimant’s identity.

— Issuer: an entity issuing a credential to a claimant. In this document, an issuer plays the role of

signer 1n a blind digital signature scheme as specined 1n ISU/IEC 165/70-2:2U16.

NOTE 2 In the context of this document, the issuer serves as an offline trusted third party, (T’
sense of ISO/IEC 20009-1. It gains knowledge of all a claimant’s attributes but does not learniwhich|
later selected to present the signature.

s

document.

6 Unilateral anonymous authentication

4.1 General

thenticated by use of the mechanism and that the identity of the authenticated entity is and
tp the other entity, the verifier.

.2 Mechanism 1 — Two-pass unilateral anonymous authentication

.2.1 General

P) in the
subset is

nnex A lists the object identifiers which shall be used to identify the mechanism defined in this

Unilateral anonymous authentication means that only ©ne of the two entities, the claimant, is

nymous

wo-pass means that the authenticatign*phase consists of two messages being exchanged between the

aimant and the verifier.

his mechanism is based on,mechanism 4 in ISO/IEC 18370-2:2016. In addition to verifyin

aimant possesses a valid eredential issued by the issuer, this mechanism also enables a ve

quest the presentation-ef/claimant attributes encoded in the credential. That is, at the en

thentication process,.the verifier is guaranteed that the claimant holds a credential received
igsuer that certifiestheattributes disclosed during the authentication process.

he mechanismonly guarantees anonymity to the claimant if a credential received from th
i$ used in only-ohe session of the authentication process. If a credential is used in multiple 3
these sessions can still not be linked to the corresponding session of the credential issuance

g that a
rifier to
d of the
rom the

e issuer
essions,
[process.

oweverythey can be linked with each other by the verifiers, even if different sets of attributes are
iscloSed. In particular, a returning claimant can be recognized by a verifier.

6.2.2 Requirements

In order to use this two-pass unilateral anonymous authentication mechanism, the following

requirements apply.
— Each entity involved in this mechanism shall be aware of the public domain parameters.
— The parties shall agree on the security parameters in use.

NOTE1  Guidance for parameter choice is given in Clause E.2.

© ISO/IEC 2022 - All rights reserved
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Before ifsuing a credential, the issuer can wish to authenticate the claimant. Thi§ document does nd
specify mechanisms for conventional entity authentication. For this purpose,one of the mechanismls
specifiedl in the ISO/IEC 9798 series should be used.

6.2.3 Pomain parameters generation process

The set pf domain parameters for this two-pass unilateral anonymeus authentication mechanism arje
generat¢d as given in [SO/IEC 18370-2:2016, 8.2.2, and includes the following parameters:

Each entity shall have access to an authentic copy of the necessary public keys, such as the issuer’s
verification key.

The entities involved in this mechanism shall agree in advance of use of the mechanism on a positive
integer n, representing the maximum number of attributes that can be encoded in a credential.

Both issuer and claimant shall have the means to generate integers uniformly at random from a
given range. Techniques for generation of sequences of random bits are specified in ISO/IEC 18031.
A method for converting a string of bits to an integer in a given range is specified in Annex B.

A cdITiston-resistant hash-function shall be used. PossIble admissible schemes are speciiled 1n
ISO{IEC 10118 series.

NOTE 2  Guidance for hash formatting rules is given in Annex D.

Prirhe numbers shall be generated in a secure way. Secure mechanisms can, for instatce, be founfd
in I§O/IEC 18032.

(i

q: ajprime number where |q|=1,;
Gy g cyclic group of prime order g;

desd(G,): the description of group G;

g: afrandomly chosen generator of G;

n: ah integer indicating the maximum™atimber of attributes to be certified by the issuer;

91 Gy Gne1: n+1 randomly chosen generators of G, all distinct from each other and g;

NOTE1 An example of recommended parameters for typical security levels is provided in Clause E.2.
NOTE 2 A method for generating random generators is given in ISO/IEC 14888-3:2018, D.2.2.

H: alhash-functionthiat outputs a k-bit message digest;

H;:10,1}* — [0,5g-> 1] a hash-function;

NOTE 3 _Amexample of how to construct H; is provided in Clause D.3.

UID|:@unique identifier for the domain parameters.

NOTE4 UID, is an octet string specifying an application-specific unique identifier for the domain
parameters. For example, UID,, can be computed as the digest of the other domain parameters.

6.2.4 Key generation process

The public and private keys of the issuer are computed as follows:

a)
b)

the issuer picks an integer y, uniformly at random from the range [1, q - 1];

the issuer computes g, = g”°.

The signature key is the element y, and the verification key is g,,.

6
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6.2.5 Credential issuance process

The claimant and issuer engage in an interactive protocol to issue one credential to the claimant.

In this protocol, the issuer takes as its inputs the domain parameters, the verification key, the signature
key, an array of n claimant’s attributes, consisting of bit strings, to be certified, as well as a credential

information field attribute TI in form of a bit string.

The claimant takes as its inputs the domain parameters, the public verification key, the array of n
claimants’ attributes to be certified, the credential information field attribute TI and an extra claimant

ipformation field, the attribute bit string CT.

—

he output of this process for the claimant is a pair of keys (private and public) along withya cy
hat certifies both the public key and the array of attributes.

—

he credential consists of a (blind) signature, as in [SO/IEC 18370-2:2016, 8.2.3, on'the credenti
ey and the array of attributes.

= =1

OTE The attributes, which consist of bit strings, can be supplied by either the,claimant or the issy
e jointly determined by the claimant and the issuer. The negotiation of these’attributes, which is p
rior to the execution of the credential issuance process, is outside the scope-of this document.

he credential issuance process involves the following steps. The“attributes are first convj
nteger in [0, g - 1]. The resulting vector of n claimant attributeto be certified is denoted by (3
here x; € [0,q - 1] foralli (1 <i<n).

< = e holllonlls-d

d) The issuer and the claimant both compute a special metadata attribute y = H; (0x01||P||T|
P = H(UID,||desc(G)I{Gos - Gn Ine)|| D || F) is.the hash digest of the domain paramet

Y=9091" ---9n" 91 € G,
H) The issuer computes o, =y”0.

d The issuer picks an integer, w, uniformly at random from the range [0, g - 1].
d) The issuer computes o, =g" .

) The issuer computes o, =y"”.
f) The claimant picks an integer, @, uniformly at random from the range [1, g - 1].
g) The claimant pieks.an integer, f;, uniformly at random from the range [0, g - 1].

H) The claimant picks an integer, f8,, uniformly at random from the range [0, g - 1].
i) The claitmant computes h=y%.

j] The-<claimant computes t; =g0ﬁ1 ,_qﬂ2 .

edential

al public

er or can
brformed

erted to
K1) w0 X))

), where
ers, and

10 Thao ~loins oot matae £ Lﬂ?
IIIC CIdIllilirarlic LUIIIPUL\,J l./2 Rl I § .

1) The claimant computes a ! mod gq.
m) The issuer sends (o0, 0,, 0}) to the claimant.

n) The claimantreceives (o, 0, 0,) from the issuer.
0) The claimant computes o, =0 .

p) The claimant computes o, =t;0,.
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q) The
r) The
s) The
t) The
u) The

claimant computes o}, =6,P1t,0%.

claimant computes o, =H; (h||CI|| o}, || o1l 0}).
claimant computes ¢, =0, + f; mod q.
claimant sends o, to the issuer.

issuer receives o, from the claimant.

v) The
w) The
x) The
y) The
z) The

reje

aa) The
sign

bb) The
aSSs(

6.2.6

This aut
along w

The clai
the cred

The veri
result of

The pro

a) The
bit g
“prE
by

NOT|
the 5

issuer computes o, = oy, + wmod .
issuer sends o, to the claimant.
claimant receives o, from the issuer.

claimant computes o, =0, + 5, mod q.

claimant verifies that 6,0}, =(gh)°r (go0,) °¢ . If this verification fails,(the claimant output
ct and stops.

[72)

claimant outputs the credential cred, consisting of the credential“public key h and the (blind)
atures (0,, 0., 0,), and the corresponding credential private key a1.

claimant stores the attributes (xy, .., x,;), the Tl and CI values,'the issued credential cred, and iffs
ciated credential private key a1,

Authentication process

—_—

hentication process allows the claimant to authenticate to a verifier by presenting a credentig
th a selected subset of the encoded attributes.

mant takes as its inputs the domain parameters, the issuer public key, the certified attributes,
ential cred and the credential privatetkey a1.

fier takes as its inputs the domain parameters and the issuer public key. It gives as output thie
the authentication: valid or invalid.

ocol is as follows.

verifier sends to the\claimant the list D c [1,n] of attributes indices to disclose and a messag

tring pair (m, mg).td’be signed by the credential private key. The resulting signature is called
sentation prodf”in ISO/IEC 18370-2:2016. The set of undisclosed attributes’ indices is denote
[={1, ..., n}\Dx

=2 ®

)

E 1  Ohly'the attributes listed in D are disclosed to the verifier. All others are undisclosed by virtue
elective'disclosure mechanism described in ISO/IEC 18370-2:2016.

NOT]

E72/ The message to be signed is separated into two parts m and m, to allow extension mechanisms,

not defined herein, to use a second-factor to sign part of the protocol message m; without seeing all of the

prot

ocol details. Both m and m,; can contain application-specific data to be signed by the claimant, the

precise content of which is outside the scope of this document. Possible values include timestamps, random
challenges or protocol details.

b) The

claimant picks an integer, wj, uniformly at random from the range [0, q - 1].

c) Foreachi€ U, the claimant picks an integer, w;, uniformly at random from the range [0, g - 1].

d) The

claimant computes a=H[h"? Hgiwi 1.
(iel)
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e) The claimant computes UID, = H(h|| o}, || 6/ || 6}).

f) The claimant computes c, = H(UID/]|a|[{D)||{{x;} i € D)|[0x00000000|[0x00000000||0x000000
00]]0%x00000000]]0%00000000]|0%x00000000||m).

g) The claimant computes ¢ =H; ({c,, mgq)).

h) The claimant computes ry = ca’l + wy mod q.

i) Foreachi€ U, the claimant computes r; = -c x; + w; mod q.

j] The claimant sends the presentation proof {x}; c , , a, ry, {r}; ¢ y the credential cred, ¢ondisting of
the credential public key h and the (blind) signatures (o, 6/, 0, ), and the claimantjrfqrmation
field attribute CI to the verifier.

K) The verifier verifies that & # 1. If this verification fails, the verifier outputs invValid and stops.

I} The verifier verifies that o, = Hy(hl|CI|| o, || g% g, ¢ || A°" 6", ¢ ). If 'this verification fails, the
verifier outputs invalid and stops.

m) The verifier computes UID, = H(h|| o}, || 6/ || /).

1) The verifier computes ¢, = H(UID||all|[KD)|{{x;} ; ecyp!lox00000000][0x00000000]|q=x000000
00]]0x00000000]]0x00000000[|0%00000000||m).

d) The verifier computes ¢ = H; ({c,, mg)).

=C
d) The verifier verifies that a=H gogr):+1 H gf" ' Hglr’ . If this verification fpils, the
(ieD) (iel)
verifier outputs invalid, and valid otherwise.
© ISO/IEC 2022 - All rights reserved 9
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(normative)

Object identifiers

asegiuactha

This any

Anonymo
iso (1)
asnl-mo
}
DEFINIT
-- EXPO
-- IMPO
OID::=
-— Syno
1520009
mechani
-— Ass
area-U-
END --

hicctidant ccicgunad o tha pan finad o+ Hraant
©

a 1ficrc a chanicis da icdac a
TV Co T C- OO e TGt Cr S oS STt Tttt Crar ST Gt et it s o tamm et

sEntityAuthentication-3 {
Etandard (0) anonymous-entity-authentication (20009) part3(3)
Hule (0) object-algorithm-identifiers (0)

[ONS EXPLICIT TAGS::= BEGIN

RTS All; --

RTS None; --

DBJECT IDENTIFIER -- alias

hyms —-—

-3 OID::= { iso(l) standard(0) anonymous-entity-authenticationt2@009) part3(3) }
Em OID::= { 1s20009-3 mechanisms (1) }

L gnments --

Prove OID::= { mechanism 1 }

hnonymousEntityAuthentication-3 -

10
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Conversion functions

D dI2DRCD -~y + bhatiazaan
7T

rivaitiounc DCIOTD
T DOZTT

Xg, ---» X_1 are bits, then the value m is defined as m = 21 x;_; + 212 x,_, + ... + 2x; + X'

error message.

© ISO/IEC 2022 - All rights reserved
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-+ The function BS2IP(x) maps a bit string x to an integer value m as follows. If x = (x,_g~.\7X() where

1 The function 12BSP(m, I) takes as input two non-negative integers m and /, and-outputs the unique
bit string x of length I such that BS2IP(x) = m, if such an x exists. Otherwise, the-function outputs an

11
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Annex C
(informative)

Group description

- v U 5 q- Ul Cl Cl
lechanisms described in this document. Each construction is specified by a description desg(G).

group construction: The description desc(G,) = (p, q, 9) specifies a subgroup G, of primeordgr
a finite field of order p. Both p and g are prime numbers, q divides p - 1, and g is a generator af
is recommended to use the method defined in ISO/IEC 14888-3:2018, Annex D, to.génerate thie

p description (p, q, g).

ptic curve construction: The description desc(G,) = (p, a, b, g, q, 1) specifiegan €lliptic curve over
ite field Fp, where p is a prime number, a and b are two field elements defining the elliptic curve,
A base point of prime-order g on the curve (and the generator of G,),qs'the order of the group,
1 is the cofactor of the curve (which implies that #E(F,) = q). Methods of generating pseudd

IEC 1594 6-5 and examples of pseudo-random elliptic curves are-given in ISO/IEC 15946-5:201Y,
se C.1.

ies involved in the mechanisms described in this document should check that all externall
mathematical elements belong to their corresponding algebraic structures prior to relying o

or compfuting with them; failure to do so can result in critical security or privacy problems as pointe

out, for ¢
that 0 <

the elliptic curve construction and to verify that 0~< x < p and that x4 = 1 when using the subgroup

constru

NOTE 1
are part
of the gr

NOTE 2
factor les
and q are

pxample, by Lim and Leel13] or Pavloski and Boyd27l, For an element x € Z , this means verifyin
x < q. For an element x € G, it is sufficient to-make sure the curve equation holds when usi

rtion.

For the elliptic curve construction;.gince the cofactor is 1 for curves of prime order, all curve point
bf the group, and therefore checking that the curve equation holds is enough to verify that a point is paf

up.

~+

In the subgroup construction, selecting p and g as prime numbers such that (p - 1)/(2q) has no prim
s than ¢ mitigates attacks of the type described by Lim and Leel13] or Pavloski and Boyd[1Zl. Ideally,
chosen such that (p - 1)/(2q) is prime.

aSEEe)
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Annex D
(informative)

Special hash-functions

—

D.1 Hash-function inputs

0 prevent ambiguous interpretations of the inputs to a hash algorithm, the input.data s}
gncoded as follows, depending on its type (see Section 2.2. of Reference [16]).

A byte: the value is encoded directly.

The length of an octet string, the length of a list and the index of ap-attfibute: the bina
is conditionally zero-extended to a length of 32 bits. The four bytes forming the extend
are then encoded, leading with the most-significant byte (e.g. the.value 11 588 062 is en
0x00b0d1de). Such values are therefore in the range {0, ..., 232 - A};-Jarger values should be 1|

An octet string: the length of the string is encoded followed\by the contents of the string
string 0x01fe is encoded as 0x0000000201 fe).

An element of Z,, an element of G, the values p and g4n desc(G,) for a subgroup construct

ould be

ry value
bd value
roded as
ejected.

(e.g. the

ion, and

the values p, a, band q in desc(G,) for an elliptic curye construction: the binary value is condjtionally

zero-extended to make its length a multiple of 8 bits (the value 0 is zero-extended to a ful
The bytes forming the extended value are theh encoded as an octet string, leading with ¢
significant byte (e.g. the number 254 666 256 150 is encoded as 0x000000053b4b4daafl6).

1 8 bits).
he most

-+ Alist (delimited with (... )): the length ofthe list is encoded followed by the recursive encodipg of the
list elements, in order.

4+ The null value (4 ): a zero-length octet string is encoded, yielding the sequence 0x0000000.

+ Apointe= (e,, /) on an elliptic curve (all elements of G, when using the elliptic curve constfuction):
the point is converted-te*an octet string following t%e procedure described in Section|2.3.3 of
Reference [12], withoutusing point compression.

.2 Hash-function with larger output length: HL

HL is a cryptégraphic function that hashes a string m into {0, 1}k based on a hash-function H: {0, 1}* —

{P, 1} in theISO/IEC 10118 series, where k > h. HL is constructed using MGF1 in PKCS#1. It inv¢lves the

fbllowing:steps.

ad) ~Ifk > 232h, output “Fail” and stop.

b) Let T be an empty binary string.

c¢) ForifromOto[k/h]-1,setT=T|| H(m|| I12BSP(i, 32)).

d) Return the leading k bits of T.

D.3 Hashing to an element of a prime field: HBS2PF

HBS2PF is a cryptographic function that hashes a string m into an element in Z,.

© ISO/IEC 2022 - All rights reserved 13
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