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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe
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h task of the joint technical committee is to prepare International Standards. Draft Intefnationa
is adopted by the joint technical committee are circulated to national bodies for voting
ion as an International Standard requires approval by at least 75 % of thé wational bodig
h vote.

20009-2 was prepared by Joint Technical Committee ISO/IEC JTC 1yMnformation technolog]
mittee SC 27, IT Security techniques.

20009 consists of the following parts, under the general title Infaxmation technology — Securit
es — Anonymous entity authentication:

1: General
2: Mechanisms based on signatures using a group publie'key

sms based on blind signatures and Mechanisms based on weak secrets will form the subjects d
arts 3 and 4, respectively.

parts may follow.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.
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Introduction

Anonymous entity authentication is a special type of entity authentication. In an anonymous entity
authentication mechanism, given a message that was generated during the authentication protocol, an
unauthorized entity cannot discover the identifier of the entity being authenticated (the claimant). At
the same time, an authorized verifier can obtain assurance that the claimant is authentic. However, even
an authorized verifier may not be authorized to learn the identifier of the entity being authenticated.

The anonymous entity authentication mechanisms specified in this part of ISO/IEC 20009 are based on
anonymous signatures using a group public key, discussed in ISO/IEC 20008-2. An anonymous,signature
using a group public key is sometimes simply known as a group signature. A group signaturg has the
fpllowing properties.

-+ Only group members are able to correctly sign messages.

+ The verifier can verify that it is a valid group signature, but cannot discover-which group [member
generated it.

-+ Optionally, the signature can be “linked” or “opened”.

—

he anonymous entity authentication mechanisms specified in thispart of ISO/IEC 20009 invyolve the
bllowing basic operations.

-

-1 Anentity (verifier) which wants to authenticate another enitity (claimant) interacts with the dlaimant.
—+ The claimant sends a token (and optionally a grouppublic key certificate) to the verifier.

+ The verifier confirms the validity of the prowided token (and optionally the group pyblic key
certificate).

(One of the major differences between a (conventional) entity authentication mechanism hased on
(fFonventional) digital signatures and an<anonymous entity authentication mechanism bpsed on
signatures using a group public key is the-nature of the digital signature scheme used to produde tokens
and to provide confirmation of messagesthat were generated during the authentication protocol.JAnother
difference is that, for an anonymous authentication mechanism, the claimant belongs to a grpup, and
thentication is conducted with respect to this group. Authentication mechanisms require associated
ethods to manage the relationship between an entity and a group; for example, how an entity joins the
roup, how its activity carlbe linked, and how it can be later identified must all be specified. Thus, this
sfandard specifies methods for issuing, linking and opening.

he International Organization for Standardization (ISO) and International Electrotechnical Conjmission
(IEC) draw attention to the fact that it is claimed that compliance with this document may inyolve the

heholders of these patent right have ensured the ISO and IEC that they are willing to negotiate|licences
ither free of charge or under reasonable and non-discriminatory terms and conditions with agplicants
thToughout the world. In this respect, the statements o €5e patentrignts are registered
with ISO and IEC. Information may be obtained from:

—  Electronics and Telecommunications Research Institute (ETRI)
161, Gajeong-dong, Yuseong-gu, Daejeon, 305-700, KOREA

—  China IWNCOMM Co., LTD.
A201,QinFeng Ge, Xi'an Software Park, No.68 Ke]Ji 2nd Road,
Xi'an Hi-tech Industrial Development Zone, Shaanxi, P.R.China 710075

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.
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ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain online databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up to date information
concerning patents.
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Information technology — Security techniques —
Anonymous entity authentication —

—

his part of ISO/IEC 20009 specifies anonymous entity authentication mechanism§based on signatures
sing a group public key in which a verifier verifies a group signature scheme to-authenticate the entity
Uith which it is communicating, without knowing this entity’s identity.

= C

—]

his part of ISO/IEC 20009 provides

— a general description of an anonymous entity authentication méehanism based on signatures using
a group public key;

- avariety of mechanisms of this type.

—

his part of ISO/IEC 20009 describes

— the group membership issuing processes;

- anonymous authentication mechanisms without an online Trusted Third Party (TTP);

- anonymous authentication mechanismsg involving an online TTP.

Hurthermore, this part of ISO/IEC 20Q09-also specifies

- the group membership opening‘process (optional);

—  the group signature linking process (optional).

2 Normative reféerences

—

he following doeuments, in whole or in part, are normatively referenced in this document|and are
hdispensable~for its application. For dated references, only the edition cited applies. For jundated
references, the latest edition of the referenced document (including any amendments) applies.

—e

IBO/IECG:20008-1, Information technology — Security techniques — Anonymous digital signatures —
Hartd:\General

aFaWwa i pfalis Ya¥a¥YaYe lie BN SV s £+ L I C Shaa £ L > A P EPRE I | : £ .
IJU/ 1LGU ZUUUO 4L, lIlle ImrutIura LCLllllUlUg)/ - Jclur lb_y LCLI!I![I.IUC.) _ﬂllUll_y’llUMJ ulyu,ut olguuuu C Partz.
Mechanisms using a group public key

ISO/IEC 20009-1, Information technology — Security techniques — Anonymous entity authentication —
Part 1: General

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20008-1, ISO/IEC 20009-
1, and the following apply.

© ISO/IEC 2013 - All rights reserved 1
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31
binding-property
property providing assurance for binding between the messages of a communicating entity

3.2
certification authority
entity trusted to create and assign public key certificates

[SOURCE: ISO/IEC 11770-1:2010]

3.3
ephemdral key pair
asymmsdtric key pair consisting of an ephemeral public key and an ephemeral private key that areousefd
as a temporary key and are unique for each execution of a cryptographic scheme

34
group public key certificate
group pyiblic key information of a group signed by the group public key certification authority

3.5
group public key certification authority
entity trjusted to create and assign group public key certificates

3.6
group public key information

informafion containing at least the group’s identifier and group public key, but which can include oths
static information regarding the group public key certification.authority, the group, restrictions on kely
usage, the validity period, or the involved algorithms

—

3.7
key derfvation function
functior] that outputs one or more shared secrets; for use as keys, given shared secrets and othdr
mutually known parameters as input

[SOURCE: ISO/IEC 11770-3:2008]

3.8
local linking capability
linking dapability with a featurethat two or more signatures from same anonymous user are linked only
by a spefific group signature linkéer with linking key, but other entities cannot link the signatures

3.9
message authentication-code (MAC)
string of bits which is/the output of a MAC algorithm

[SOURCE: ISO/IE€.9797-1:2011]

3.10
messagg duthentication code (MAC) algorithm
algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of
bits satisfying the following two properties:

— for any key and any input string, the function can be computed efficiently;

— forany fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute
the function value on any new input string, even given knowledge of the set of input strings and
corresponding function values, where the value of the i th input string may have been chosen after
observing the value of the firsti - 1 function values

[SOURCE: ISO/IEC 9797-1:2011]

2 © ISO/IEC 2013 - All rights reserved
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public key certificate
public key information of an entity signed by the certification authority

[SOURCE: ISO/IEC 11770-1:2010]

3.12

public key information
information containing at least the entity’s distinguishing identifier and public key, but which can include
other static information regarding the certification authority, the entity, restrictions on key usage, the

f group
using

validity period, or the involved algorithms
[FOURCE: ISO/IEC 11770-1:2010]
4 Symbols and abbreviated terms
Hor the purposes of this part of ISO/IEC 20009, the following symbols and abbreviations apply.
A B distinguishing identifier of entity A or B
(erty, Certp  public key certificate of entity A or B
dertg group public key certificate of the group G
a4 G distinguishing identifier of the group G or G’
( cyclic group of order q in which the decisional Diffie-Hellman (DDH) problem is lhard
g generator of G
asSxc(m) anonymous signature using a.group public key created by entity X applying one
signature mechanisms specifted in ISO/IEC 20008-2 on message-to-be-signed m
the group member signature key Sxg
Kdf key derivation funetion
I identity of group.G which is either G or Certg
Ik identity of entity X which is either X or Certy
m message-to-be-signed
AC Message Authentication Code
AC output value of a MAC algorithm
ack(M) MAC algorithm using the secret key K and an arbitrary data string M
U sequence numberissued by entity X
Py, P public key of entity A or B
Pg group public key of a group G
q prime number
Resy, Resp result of verifying a public key or a public key certificate of entity 4 or B
Resg result of verifying a group public key or a group public key certificate for the group G
Rx random number issued by entity X

© ISO/IEC 2013 - All rights reserved
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Sx6 group member signature key associated with entity X where entity X is a member of the
group G

sSx(m) digital signature created by entity X on message m using the private signature key of
entity X

TP distinguishing identifier of a TTP

TTP Trusted Third Party

Tx time stamp issued by entity X

Zq the set of integers between [0, g - 1]

[l Y || Z is used to mean the result of the concatenation of data items Y and Z in®le order
specified. In cases where the result of concatenating two or more data items’is input to
a function as part of one of the mechanisms specified in this documentg; this result shall
be composed so that it can be uniquely resolved into its constituentdata strings, i.e. so
that there is no possibility of ambiguity in interpretation. This latfer property could

be achieved in a variety of different ways, depending on the application. For example,

it could be guaranteed by (a) fixing the length of each of the substrings throughout the
domain of use of the mechanism, or (b) encoding the sequence of concatenated strings
using a method that guarantees unique decoding, e.g. using the distinguished encoding
rules defined in ISO/IEC 8825-1.[1]

Data items that are optional are shown in square brackets.

5 General model and requirements

specifies the general model and requiremefits for the anonymous authentication mechanism|s
in this part of ISO/IEC 20009.

authentication mechanism js\defined by the specification of the following processes.
— Key|generation process.

— Anonymous entity authentication process.

— Opehning preeéss (if the mechanism supports opening).

— Linking process (if the mechanism supports linking).

As defined below, entities of a variety of types can be involved in the mechanisms specified in this
part of ISO/IEC 20009. While some are involved in all mechanisms, others only participate in some
mechanisms. In this part of ISO/IEC 20009, if a mechanism supports opening or linking, then the
operation of the associated processes follows those of the group signature scheme in use, as specified in
ISO/IEC 20008-2.

— Claimant: an entity to be authenticated in such a way that the claimant’s identity is not revealed. In
this part of ISO/IEC 20009, a claimant plays the role of a signer in group signature schemes which
are specified in ISO/IEC 20008-2.

4 © ISO/IEC 2013 - All rights reserved
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NOTE In some mechanisms, the role of a claimant is split between multiple entities. For example, the
Direct Anonymous Attestation (DAA) mechanisms involve a principal claimant with limited computational
and storage capability, e.g. a trusted platform module (TPM), and an assistant claimant with more
computational power but less security tolerance, e.g. an ordinary computer platform (namely the Host in
which the TPM is embedded).

Verifier: an entity verifying the correctness of the claimant, which does notlearn the claimant’s identity.

Issuer: an entity issuing a group membership credential to a claimant. This entity exists in all the
mechanisms specified in ISO/IEC 20008-2.

Opener: an entity capable of determining the claimant that created a group signature-that was
generated during the authentication protocol. This entity exists in some of the mechanismis dpecified
in ISO/IEC 20008-2. In some mechanisms, the group membership issuer and the group membership

opener are the same entity.

+ Linker: an entity capable of determining whether or not two group sighatures, gener
authentication purposes, were created by the same claimant. This entify’ exists in som

number of linkers in an anonymous entity authentication mechanisiiis not fixed.

el

[ is required that each entity involved in an anonymous entity authentication mechanism is ay
ommon set of group public parameters, which are used to computea variety of functionsin the me

Q

ses. If an online TTP is not required or not available, thenya/mechanism in Clause 7 should be
he 16 mechanisms in Clause 7, mechanisms 1-8 do not have the binding-property, whereas mec
-16 do have this property. Ifamechanism using an online TTP is needed and available, then a me
n Clause 8 should be used. Both Clauses 7 and 8 spécify mechanisms providing unilateral ang

el (o B i el |

nd offer options with varying number of passes.

o |

he revocation process is used to revoke-a user and to check whether a user has been revoked
f the process depend on the anonymous digital signature scheme used in creating the t
nonymous authentication. A general model for the revocation process is specified in ISO/IEC
nd the operational processes of individual anonymous signature schemes using a group publi
specified in ISO/IEC 20008-2.

o

Key generation process

ated for
e of the

mechanisms specified in ISO/IEC 20008-2. In some mechanisms, the litiker is also the verifier. The

yare of a
thanism.

he 24 authentication mechanisms specified in this part of ISQ/IEC 20009 have the following intended

used. Of
hanisms
chanism
nymous

juthentication, mutual anonymous authenticatioh and unilateral-anonymous mutual authentication,

. Details
bken for
P0008-1,
t key are

he key generation process includes key generation algorithms that create the group membership

igsuing key, the gtoup membership opening key and the group signature linking key (or keys) if
quired in the.mechanism. Details of the key generation algorithms are outside the scope of {
f ISO/IEC.20009.

they are
his part

he key'generation process also includes a group membership issuing process. The group membership

igsuing process operates between a group member and an issuer, and involves the creation of

a group

ember signature key.

To prevent the group membership credential from being observed by an eavesdropper and to ensure
that the group membership credential is only provided to a legitimate group member, a secure and
authentic channel is required between a group member (as a claimant) and an issuer. This standard does

not specify how the group issuer authenticates a group member.

© ISO/IEC 2013 - All rights reserved
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7.1 Introduction

Clause 7
specifie
the groy
process

The spe
stamps,

In this p|
Token =

In a uni
substit

_______ I
I distinguishing || group group group
| identifier | issuing public public
) (L key parameter key
v

group membership issuer [and group membership requestor]

group membership issuing process ]

SIIISSII SIS IS IIIIIIS.. TIII SIS IS SIS IS SIS SIS IS IIIIISS. IS IS SIS II ISP,
e

group group

o
N
member membership %

13))

7

) private key / credential

Figure 1 — A group membership issuing process

bration can be divided into steps a) and b), as shown in Figure 1 and.described below.

group membership issuer takes the group issuing key, group public key, group public parametg
optionally the distinguishing identifier as input. In this step;@ group membership issuer migh
roperate with a group member.

— =

group membership issuing process outputs a groupgember signature key.

chanisms without an online TTP

| specifies anonymous entity authentication mechanisms without an online TTP. Mechanism
l in Clause 7 use the group public key certificate or some other means to enable the validity ¢
p public key to be verified. Extensions of these mechanisms to cover the opening and linkinig
s are specified in Clauses 9sand 10 respectively.

- N

cified entity authentication mechanisms make use of time variant parameters such as timle
sequence numbers prirandom numbers (see Annex B of ISO/IEC 9798-1:2010([3] and Note 1 below).

art of ISO/IEC 20009, tokens sometimes have the following form:
X1 || X2 || i 1] gsSxa(YL I Y2 [ ... [] Y7)

ateralkanOnymous mutual authentication, a digital signature sSx(Y1 || Y2 || ... || ¥}) could b
eddor the group signature gsSxg(Y1 || Y2 || ... || ¥}).

D

In both

o Poaabaa o] o o o autbhanti oot oo il & i o e o qnd ey oo a3l ot ool o g o)
aracadar alitony rousS— aua tirCIITIC atIoT vy ol ciC UTHOTITg - pTOPCT Ty alittd o alracCrar alirOTry TIrotS

mutual authentication with the binding-property, a MAC could be additionally concatenated or a MAC

could be substituted for the group signature gsSx(Y1 || Y2 || ... || ¥)).
In this part of ISO/IEC 20009, the term “message-to-be-signed” refers to the string “Y1 || Y2 || ... || ¥}”
used as input to the group signature scheme, and the term “message” refers to the string “X1 || X2 || ...

|| X;". Essential parts of X1 || X2 || ... || X;and Y71 || Y2 || ... || ¥j should be the same; other parts may differ
depending on the group signature schemes and specific applications.

If information contained in the message-to-be-signed of the token can be recovered from the group
signature, then it need not be contained in the message of the token.

© ISO/IEC 2013 - All rights reserved
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If information contained in the text field of the message-to-be-signed of the token cannot be recovered
from the group signature, then it shall be contained in the unsigned text field of the token.

If information in the message-to-be-signed of a token sent by the claimant to the verifier is already
known to the verifier (e.g. a random number), then it need not be contained in the message of the token.

All text fields specified in the mechanisms specified in this part of ISO/IEC 20009 are available for use in
applications outside the scope of this part of ISO/IEC 20009 (they may be empty). Their relationship and
contents depend upon the specific application. See Annex A of ISO/IEC 9798-3:1998I4] for information
on the use of text fields.

OTE1 Thesecurityissuesassociated with the signing by one entity ofa datablockwhich hasbeen maj:ipulated

a second entity for some ulterior motive can be mitigated by the first entity including its own+xandonm number

in the data block which it signs. In this case, it is the unpredictability of the random number whieh preyents the
gning of completely pre-defined data.

[%2)

=z

OTE2  As the distribution of group public key certificates is outside the scope of this)part of ISO/IHC 20009,
he sending of group public key certificates is optional in all mechanisms, except the 'mechanisms invplving an
nline TTP specified in Clause 8.

o T

L2 presents unilateral anonymous authentication mechanisms that provide one entity with agsurance
f the legitimacy of the other entity, but not vice versa. 7.3 presentsanutual anonymous authentication
nechanisms that provide both entities with assurance of the legitimacy of the other entity. M:{)rovides
nilateral-anonymous mutual authentication mechanisms thatpfovide anonymous entity authentication
h one direction and entity authentication in the other direction.

el eviliies S @ N N |

he three-pass authentication and two-pass parallel authentication protocols in 7.3 and 7.4 may be
ubject to a misbinding attack (seell1]). When the challenge and Token messages are not bound fogether,

is possible for one entity to send the challenge message and another entity in the same group to send
he Token message. More information about the misbinding attack and the binding-property is provided
n Annex B.

— e+ = ) ]

0 mitigate the misbinding attack, 7.5 and 7.6 provide eight mechanisms with the binding-property for
oth three-pass and two-pass parallel authentication protocols.

o =

7.2 Unilateral anonymous authentication

.2.1 General

—

nilateral anonymous authentication means that only one of the two entities, the Claimant (erftity A in
he group G), is authenticated by use of the mechanism and that the identity of the authenticat¢d entity
5 anonymous to-the other entity, the Verifier (entity B).

—

.2.2 Mechianism 1 — One-pass unilateral anonymous authentication

Ih thissmechanism, entity A in the group G initiates the authentication protocol with entity B, and
yniqueness/timeliness is controlled by generating and checking a time stamp or sequence numnjber (see
Annex B of ISO/IEC 9798-1:2010(3]).

The authentication mechanism is illustrated in Figure 2.

AinG a) [Certg] || Tokenas B
Claimant » Verifier

b)

Figure 2 — One-pass unilateral anonymous authentication

The form of the token (Tokenyp), sent by the claimant A to the verifier B is:

© ISO/IEC 2013 - All rights reserved 7
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Tokenpp = Taor Na || B || [Text2] || 9sSac(Ta or Na || B || [Text1])

The claimant A uses either a time stamp T4 or a sequence number N4 as the time variant parameter. The
choice depends on the technical capabilities of the claimant and the verifier as well as on the environment.
The signature gsSag is a group signature created using one of the group signature mechanisms specified
in ISO/IEC 20008-2. Certg is a group public key certificate for the group public key of a group G.

NOTE1 The inclusion of identifier B in the message-to-be-signed of Tokengp is necessary to prevent the token
from being accepted by anyone other than the intended verifier.

NOTE 2 [—Imgemnerat, Textz [STIOt authienticated by tis process.
NOTE 3 | One application of this mechanism could be key distribution (see Annex A of ISO/IEC 9798-1:201013]).
The medhanism is performed as follows:

a) Asends Tokenygp and optionally Certg to B.

b) On teceipt of the message containing Tokengp, B performs the following steps;

1) |ltensures thatitis in possession of the valid group public key of the group G either by verifyin
the group public key certificate of G or by some other means.

5]

2) [ltverifies Tokengp by verifying the group signature of A containéd in the token, by checking t
time stamp or sequence number, and by checking that the value‘of the identifier field (B) in t
message-to-be-signed of Tokenyp is equal to entity B’s identifier.

7.2.3 Mechanism 2 — Two-pass unilateral anonymous authentication

In this [mechanism, entity A in G is authenticated by “entity B which initiates the process an
uniqueness/timeliness is controlled by generating and\checking a random number Rp (see Annex B (
ISO/IEC[9798-1:201013]).

—

The autlentication mechanism is illustrated in<igure 3.

a)Rg|| [Text1]
AinG [ B

Claimant »| Verifier

b) [Certs] || Tokenas c)

Figure 3'— Two-pass unilateral anonymous authentication

The form of the token.(Tokenyp), sent by the claimant A to the verifier B is:

Tokenap|= R ||RRg| [B] || [Texts] || gsSac(Ra || Re || [B] || [Textz])

The inclusion of identifier B in Tokengp is optional. It depends on the environment in which this
authent Cafir\n mechanicm ic ncod

o e oo oo ooty

NOTE1  The inclusion of the optional identifier B in the message-to-be-signed of Tokengp can prevent the token
from being accepted by anyone other than the intended verifier (e.g. as might occurin a person-in-the-middle attack).

NOTE 2  The inclusion of the random number R4 in the signed part of Tokengp prevents B from obtaining the
group signature of A on data chosen by B prior to the start of the authentication mechanism. This measure may be
required, for example, when the same group public key is used by A for purposes other than entity authentication
or by another group member.

The mechanism is performed as follows:

a) Bsendsarandom number Rpand, optionally, a text field Text; to A.
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b) A sends Tokenyp and, optionally, Certg to B.
c) Onreceipt of the message containing Tokengp, B performs the following steps:
1) Itensures thatitisin possession of the valid group public key of G either by verifying the group
public key certificate of G or by some other means.
2) Itverifies Tokenyp by checking the group signature of A contained in the token, by checking that

the random number Rp, sent to A in step a), agrees with the random number contained in the
message-to-be-signed of Tokengp, and by checking that the value of the identifier field (B) in the

message-to-be-signed oI 1oKkengyp, 11 present, 1s equal to 5°s 1dentitler.
7.3 Mutual anonymous authentication

71.3.1 General

each other, and that the identities of the two entities are anonymous to each other.

The two mechanisms described in 7.2.2 and 7.2.3 are extended in 7.3.2-and 7.3.3, respectively, td
mutual authentication. This is achieved by transmitting one additiohal' message.

The mechanism specified in 7.3.4 uses four steps which, however)heed not all be sent consecut
dresult it may be possible to reduce the time taken to perforinthe authentication process.

1.3.2 Mechanism 3 — Two-pass mutual anonymous.authentication

p—

h this mechanism, entity A in the group G initiates the authentication protocol with entity
roup G’ and uniqueness/timeliness is controlled\by generating and checking time stamps or s
umbers (see Annex B of [SO/IEC 9798-1:2010f31). Entity A knows the identity of the group G".

= 0o

The authentication mechanism is illustrated in Figure 4.

AinG a) [Certg] || Tokenas BinG’
Claimant/ Claimant/
Verifier | Verifier
d) c) [Certe] || Tokenga b)

Figure 4 — Two-pass mutual anonymous authentication

The form ofithie token (Tokengp), sent by A to B, is:
Tokengp=Ta or Na || G"|| [Text2] || gsSac(Ta or Na || G’ || [Text1])

The form of the token (Tokenpy), sent by B to 4, is:

Nutual anonymous authentication means that the two communicating entities are authenticated to

achieve

ively. As

B in the
equence

Tokenpa = Tgor Np || G || [Texta] || gsSpc’ (Ta or Ny || G || [Texts3])

The choice of using either time stamps or sequence numbers in this mechanism depends on the technical

capabilities of the claimant and the verifier as well as on the environment.

NOTE1 The inclusion of identifiers G and G’ in the message-to-be-signed of Tokenpy and Tokengp, respectively,
is necessary to prevent the tokens from being accepted by anyone other than a member of intended group.

The mechanism is performed as follows:

a) A sends Tokenyp and, optionally Certg to B.
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b) Onreceipt of the message containing Tokengp, B performs the following steps:

1) It ensures that it is in possession of a valid group public key of the group G either by verifying
the group public key certificate of G or by some other means.

2) [Itverifies Tokenyp by verifying the group signature of A contained in the token, by checking the
time stamp or sequence number, and by checking that the value of the identifier field (G’) in the
message-to-be-signed of Tokengp is equal to the identity of G’.

¢) Bsends Tokenpy and, optionally, Certg’ to A.

d) On geceipt of the message containing Tokenpy, A performs the following steps:

1) |It ensures that it is in possession of a valid group public key of the group G’ either by verifyinig
the group public key certificate of G’ or by some other means.

2) |ltverifies Tokenpa by verifying the group signature of B contained in the token,By-checking thie
time stamp or sequence number, and by checking that the value of the identifier field () in thie
message-to-be-signed of Tokenpy is equal to the identity of G.

NOTE 2 | The two messages of this mechanism are not bound together in any way,*other than implicitly by
timelinegs; the mechanisminvolves two independent uses of a slightly modified version/'of the mechanism specified
in 7.2.2. Further binding together of these messages can be achieved by making appropriate use of the text fieldg.

7.3.3 Mechanism 4 — Three-pass mutual anonymous authentication

In this jmechanism, entity B in G’ initiates the authenticatioh protocol with entity A in G an
uniqueness/timeliness is controlled by generating and chéegking random numbers (see Annex B d
ISO/IEC[9798-1:201013]).

—_

The authentication mechanism is illustrated in Figure'5.

a) Ref} [Text1]
Ain G > Bin G’
Claimant/ b)[Certs] || Tokenas Claimant/
¢) Verifier < Verifier 9

d) [Certs] || Tokengpa

Figure 5 5~ Three-pass mutual anonymous authentication

The tokéns are of the following form:
Tokenyp|= Ra || Rp{KIG"] || [Text3] || gsSac(Ra || Rp || [G"] || [Textz])
Tokenpal= Rp{).R4 || [G] || [Texts] || gsSpc’ (Rp || Ra || [G] || [Texta])

NOTE 1 | “The inclusion of the random number R4 in the message-to-be-signed of Tokensp prevents B from
obtaining the group signature of A on data chosen by B prior to the start of the authentication mechanism. This
measure may be required, for example, when the same group public key is used by A for purposes other than
entity authentication or is used by other members of the group G. However, the inclusion of Rp in Tokenga, while
necessary for security reasons which dictate that A should check that it is the same as the value sent in the
first message, may not offer the same protection to B, since Rp is known to A before Ry is chosen. If this type of
protection is required, B can insert an additional random number R’p in the text fields Texts and Texts of Tokenpg.

NOTE 2  Inclusion of the identifier G’ in Tokengp and the identifier G in Tokenpy is optional. The need for the
inclusion of these identifiers depends on the environment in which this authentication mechanism is used.

The mechanism is performed as follows:

a) Bsendsarandom number Rp and, optionally, a text field Text; to A.
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b) A sends Tokenyp and, optionally, Certg to B.
c) Onreceipt of the message containing Tokengp, B performs the following steps:
1) It ensures that it is in possession of a valid group public key of G either by verifying the group
public key certificate of G or by some other means.
2) [ltverifies Tokenyp by checking the group signature of A contained in the token, by checking that

the random number Rp, sent to A in step a), agrees with the random number contained in the
message-to-be-signed of Tokengp, and by checking that the value of the identifier field (G’) in the

message-to-be-signed ol T0kenap, 1I present, 1s equal to the 1dentity of G -
d) Bsends Tokenpy and, optionally, Certg to A.

g) Onreceiptofthe message containing Tokenpy, A analogously performs steps 1) and,2) listed
In addition, A checks that the random number Rp contained in the message-tosbe*signed of
is equal to the random number Rp received in step a), and that the randomstumber R4 cont
the message-to-be-signed of Tokenpy is equal to the random number R4 seht’in step b).

1.3.4 Mechanism 5 — Two-pass parallel mutual anonymous authentication

]

h this mechanism, anonymous authentication is carried out in pardllel by entity A in G and en
@’ and uniqueness/timeliness is controlled by generating and chécking random numbers (see
f ISO/IEC 9798-1:201013]).

o

The authentication mechanism is illustrated in Figure 6.

a) Ra|| [CertcVI Text1]

b) > =] b)
Ain G ) Bin G’
Re|| fCerts] || [Text:
Claimant/ a) Rell | )e; Gk]’ || [Text:] Claimant/
Verifier €] foKenap »-| Verifier
d) - d)
c’) Tokenga

Figure 6 — Two-pass parallel mutual anonymous authentication

The tokens are similar to.those of 7.3.3:
Tokenap = Ra || RpNAG" | || [Texta] || gsSac(Ra || R || [G] || [Texts])
Tokenpa = Rp JkRA || [G] || [Texte] || gsSpe’ (R || Ra || [G] || [Texts])

inder c).
Tokenpa
ained in

tity B in
Annex B

Ihclusion efthe identifier G’in Tokengpand the identifier G in Tokenpgy is optional. The need for the inclusion
df thesesddentifiers depends on the environment in which this authentication mechanism is used.

OTE 1 The random number RA is present in TokenAB to prevent B from obtalmng the group signa

ure of A
ired, for

example when the same group 51gnature key is used byA for other purposes in addltlon to entlty authentication

or is used by another member of the group. For similar reasons the random number Rp is present in

Tokenpgy.

Depending on the relative time of receipt of the messages sent in steps a) and a’), one of the parties may know
the random number of the other party when choosing its random number. If this is undesirable, both parties can
insert an additional random number R4 and R’g in the text fields Text3 and Text4 of Tokengp, and Texts and Textg

of Tokenpy, respectively.
The mechanism is performed as follows:
a) Asends Ry and, optionally, Certg and a text field Text; to B.

a’) Bsends Rp and, optionally, Certs’ and a text field Text; to A.

© ISO/IEC 2013 - All rights reserved
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b) A and B ensure that they are in possession of a valid group public key to which the other entity
belongs either by verifying a group public key certificate or by some other means.

c) Asends Tokenypto B.

’

c¢’) B sends Tokenpg to A.

d) Aand B perform the following steps: Each of them verifies the received token by checking the group
signature contained in the token and by checking that the random number, which was previously
sent to the other entity, agrees with the random number contained in the message-to-be-signed of
the foRen received.

NOTE 2 | An alternative to mechanism 7.3.4 is to run mechanism 7.2.3 twice in both directions. The ixclusio|
of the grpup public key certificates in the first messages of mechanism 7.3.4 allows for earlier group-public ke
certificafe verification, which may speed up the authentication process.

< =

NOTE 3 | Thetwomessagesofthismechanismarenotbound togetherinanyway,other thanimpli€itly by timelinesk.
7.4 Unilateral-anonymous mutual authentication

7.4.1 General

Unilaterpl-anonymous mutual authentication means that the twe~communicating entities are
authenticated to each other, and that the identity of one entity is anonymous to the other entity.

In the mlechanisms, entity A in the group G is authenticated by efitity B anonymously using one of thie
group signature schemes specified in ISO/IEC 20008-2. Entity. Bis authenticated by entity A using one of
the digital signature schemes specified in ISO/IEC 14888 oxISO/IEC 9796.

7.4.2 echanism 6 — Two-pass unilateral-anonyimous mutual authentication

[om

In this| mechanism, entity A in G initiates. the authentication protocol with entity B, an
uniquengess/timeliness is controlled by generating and checking time stamps or sequence numbers (se
Annex B of ISO/IEC 9798-1:2010(3]).

D

The autlentication mechanism is illustrated in Figure 7.

Ain G a) [Certs] || Tokenas B
Claimant/ Claimant/
d) Verifier C) [CertB] ” TokenBA Verifier b)

Figure 7 — Two-pass unilateral-anonymous mutual authentication

The form of the token (Tokengpg), sent by A in G to B, is:

Tokenap=Ta or Na || B || [Textz] || gsSac(Ta or Na || B || [Text1])
The form of the token (Tokenpy), sent by B to 4, is:
Tokengs = Tgor Ng || G || [Texts] || sSp(Taor N4 || G || [Texts])

The choice of whether to use time stamps or sequence numbers in this mechanism depends on the
technical capabilities of the prover and the verifier as well as on the environment.

NOTE1 The inclusion of identifiers G and B in the message-to-be-signed of Tokengg and Tokengp, respectively,
is necessary to prevent the tokens from being accepted by anyone other than the intended receivers.
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The mechanism is performed as follows:
a) Asends Tokengp and, optionally, Certg to B.
b) On receipt of the message containing Tokengp, B performs the following steps:

1) It ensures that it is in possession of a valid group public key of the group G either by verifying
the group public key certificate of G or by some other means.

2) [Itverifies Tokenyp by verifying the group signature of A contained in the token, by checking the
£ 4+ 1 1 1 | lacos 1l 1 £l A | il £ 10 € 3
LIIIICT DLallllJ Ul DCHUCIILC HnuUulInucTr, diiu Uy LllCLI\llls UIIdl UIIT vdliuT Ul UIIT TUCTIIUITITT TITIU k)) ln the

message-to-be-signed of Tokenyp is equal to its identifier.

d Bsends Tokenpy and, optionally, Certp to A.
d) Onreceipt of the message containing Tokenpy, A performs the following steps;

1) It ensures that it is in possession of a valid public key of B either by 'verifying the pyblic key
certificate of B or by some other means.

2) Itverifies Tokenpy by verifying the signature of B contained in‘the token, by checking the time
stamp or sequence number, and by checking that the value_of the identifier field (¢) in the
message-to-be-signed of Tokenpy is equal to the identity of\G-

NOTE2  The two messages of this mechanism are not bound together in any way, other than implicitly by
tlmeliness; the mechanism involves two independent uses of a slightly modified version of the mechanismspecified
in 7.2.2. Further binding together of these messages can be achieved by making appropriate use of the tgxt fields.

1.4.3 Mechanism 7 — Three-pass unilateral-anenymous mutual authentication

Ih this mechanism, entity A in G initiates the authentication protocol with entity| B, and
niqueness/timeliness is controlled by genébating and checking random numbers (see Anpex B of
50/1EC 9798-1:201013]).

—

The authentication mechanism is illustrated in Figure 8.
a) Ra|| [Text1]
o) AdnG | g B
Claimant/ b) [Certs] || Tokenga Claimant/
Verifier »| Verifier
e)

d) [Certs] || Tokenas

Figure 8 — Three-pass unilateral-anonymous mutual authentication

The tokens are of the following form:

Tokenpa = Rp || Ra || [G] || [Text3] || sSp(Rp || Ra || [G] || [Text2])

Tokenap =R || Ry || [B] || [Texts] || gsSac(Ra || Re || [B] || [Texta])

Inclusion of the identifier G in Tokengg and the identifier Bin Tokengpis optional. The need for the inclusion
of these identifiers depends on the environment in which this authentication mechanism is used.

NOTE The inclusion of the random number Rp in the signed part of Tokenpy prevents A from obtaining the
signature of B on data chosen by A prior to the start of the authentication mechanism. This measure may be
required, for example, when the same public key is used by B for purposes other than entity authentication.
However, the inclusion of Ry in Tokenyp, while necessary for security reasons which dictate that B should check
that it is the same as the value sent in the first message, may not offer the same protection to 4, since R4 is known
to B before Rpis chosen. If this type of protection is required, A can insert an additional random number R4 in the
text fields Texty and Texts of Tokenp.
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The mechanism is performed as follows:

a) Ase
b) Bse

nds a random number R4 and, optionally, a text field Text; to B.

nds Tokenpy and, optionally, its public key certificate to A.

c) Onreceipt of the message containing Tokenpy, A performs the following steps:

It ensures that it is in possession of a valid public key of B either by verifying the public key
certificate of B or by some other means.

1)
2)
d) Ase
e) Onf
1)
2)
7.4.4
In this 1

and uniqueness/timeliness is controlled by generating and checking random numbers (see Annex B gf

ISO/IEC

The autlentication mechanism is illustrated in Figure 9.

the random number R4, sent to B in step a), agrees with the random number contained-in't
message-to-be-signed of Tokenpy, and by checking that the value of the identifier field (G])in t
message-to-be-signed of Tokenpy, if present, is equal to the identifier of G.

It verifies Tokenpy by checking the signature of B contained in the token, by checking th£

nds Tokenap and, optionally, its group public key certificate to B.
eceipt of the message containing Tokengp, B analogously performs the following steps:

It ensures that it is in possession of a valid group public key of G eitherby verifying the group
public key certificate of G or by some other means.

It verifies Tokenyp by checking the group signature of A contained in the token, by checking th4
the random number R4 contained in the message-to-be-signed of Tokenp is equal to the randoy
number Ry received in step a), and that the random numbér Rp contained in the message-to-be
signed of Tokengp is equal to the random number Rp sefit in step b), and by checking that th
value of the identifier field (B) in the message-to-be-signed of Tokengp, if present, is equal to B
distinguishing identifier.

v ® 1 > =+

Mechanism 8 — Two-pass parallel unilaterdal~anonymous mutual authentication

hechanism, anonymous authentication js carried out in parallel by entity 4 in G and entity B,

9798-1:2010131).

a) Ra|| [Certc] || [Text1]

b) > b)
( -

AnG a’) Rg|| [Certs] || [Textz] B
Claimant/ ) Tok Claimant/
Verifier e > Verifier
d) - d)

c’) Tokenga

Eigure 9 — Two-pass parallel unilateral-anonymous mutual authentication

The tokens are of the following form:

Tokenap

Tokenpgy

14

=Ra || Rp || [B] || [Texta] || gsSac(Ra || Rp || [B || [Texts])
=Rp || R4 |l [G] || [Texte] || sSp(Rp || Ra || [G] || [Texts])
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Inclusion of identifier B in Tokengp and identifier G in Tokenp, is optional. The need for the inclusion of
these identifiers depends on the environment in which this authentication mechanism is used.

NOTE The random number Ry is present in Tokenyp to prevent B from obtaining the group signature of A on
data chosen by B prior to the start of the authentication mechanism. This feature may be required, for example,
when the same group key is used by A for other purposes in addition to entity authentication or is used by another
member of the group. For similar reasons the random number Rp is present in Tokenp4. Depending on the relative
time of receipt of the messages sent in steps a) and a’), one of the parties may know the random number of the
other party when choosing its random number. If this is undesirable, both parties can insert an additional random
number R’4 and R’p in the text fields Text3 and Texts of Tokenyp, and Texts and Textg of Tokenpy, respectively.

The mechanism is performed as follows:
d) Asends Ry and, optionally, its group public key certificate and a text field Text; to B!
a') B sends Rpand, optionally, its public key certificate and a text field Text; to A.

) Aensuresthatitisin possession ofavalid public key of B either by verifying'B's public key cdrtificate
or by some other means. Similarly B ensures that it is in possession of axalid public key of the group
to which A belongs either by verifying A’s group public key certificateé,0or’by some other means.

d Asends Tokengp to B.
d) Bsends Tokenpg to A.

d) A and B verify the received token by checking the sigitature or group signature containgd in the
token and by checking that the random number, which was previously sent to the othdr entity,
agrees with the random number contained in the message-to-be-signed of the token received.

7.5 Mutual anonymous authentication with binding-property

7.5.1 General

utual anonymous authentication wjith the binding-property means that the two communicating
tities are authenticated to each.ofher, and that the identities of the two entities are anonyjmous to
ach other while the binding-property is guaranteed.

[his 7.5 provides details of-the mutual anonymous authentication mechanisms with the pinding-
qroperty. In the mechanjsis, entity A in the group G and entity B in the group G’ shall use one of the
group signature schemes-specified in ISO/IEC 20008-2.

OTE Optionally, in the mechanisms of 7.5, entities A and B can derive a session key from a shared{common
secret for future secure communication between them. This is outside the scope of this part of ISO/IEC R0009.

.5.2 Mechanism 9 — Three-pass sign-later mutual anonymous authentication

this,three-pass mutual anonymous authentication protocol with the binding-property, the first
essage does not contaln a group 51gnature Entlty Bin G’ 1n1t1ates the authentlcatlon protocol with

Annex B ofISO/IEC 9798 1: 2010[3 ). The protocol is 1llustrated in 1gure 5.
The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,
and a generator g of G, with respect to which the DDH problem is hard.

The additional information needed is described as follows:
The ephemeral public key Rp is gb for an ephemeral private key b in Zg.

The ephemeral public key Ry is g4 for an ephemeral private key a in Z;.
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The tokens exchanged in the mechanism are of the following form:

Tokenap = R || [Text3] || gsSac(Ra || Rp || [Textz]) || MACaB

Tokenps = Rp || [Texts] || gsSpe’ (Rp || Ra || [Texta]) || MACpa

where MACyp and MACpy are as follows:

MACap = macyi([Certg] || Ra || [Texts] || gsSac(Ra || Re || [Text2])).

MACBA = mnr‘n{K([f'prfC' !! pB !! [TPYf‘S] !! gCQBC' (PD 1 PA !! [TPYf'4]))

The med

a)

b)

d)

16

B pe
1
2)
A pé
iy
2)
3)
4)
5)
6)
On 1
1
2)
3)

4)

B E=ann)

hanism is performed as follows:

rforms the following steps:

It chooses an ephemeral private key b from Z; and computes ephemeral public kéy,Rp = gb.
It sends gb and, optionally, a text field Text1 to A.

rforms the following steps:

It chooses an ephemeral private key a from Z; and computes ephemeral public key R4 = ga.
It computes gab = (Rp)a.

It calculates a MAC key MK = kdf(gab).

It computes gsSag(Ra || Rp || Textz) using its signaturekey.

PN

It computes MACyp = macyg([Certs] || Ra || [Text3] {g5546(Ra || Rg || [Textz])) using the MAC key M}
It sends Tokenyp and, optionally, its group public key certificate Certs to B.
eceipt of the message containing Token g, B performs the following steps:
It computes gab = (R4)P.

It calculates the MAC key MK = kdf(gab).

It ensures that it is in possession of a valid group public key of G by verifying the group public
key certificate of G or by some other means.

It verifies Tokenyp@s follows:
i) Itverifies¢he’group signature of A contained in the token.
ii) It checksephemeral public keys R4 and Rp are included in the group signature.

iii) It.check the ephemeral public key Rp contained in Tokengp is equal to the ephemeral public
key Rp sent in step a).

5)
6)

iv) It checks the MAC4p value using MK.
It computes gsSgs’ (Rp || R4 || [Text4]) using its signature key.

It computes MACp4 = macyg([Certg’] || Rp || [Texts] || gsSee’ (R || R4 || [Texts])) using the MAC
key MK.

B sends Tokenpy and, optionally, its group public key certificate Certg to A.

On receipt of the message containing Tokenpg, A performs the following steps:

1y

It ensures that it is in possession of a valid group public key of G’ by verifying the group public
key certificate of G’ or by some other means.
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2) Itverifies Tokenpy as follows:
i) Itverifies the group signature of B contained in the token.

ii) It checks ephemeral public keys Rp and R4 are included in the group signature.

013(E)

iii) It checksthat ephemeral public key Rp contained in Tokenpy is equal to the ephemeral public

key Rpreceived in step a).

iv) It checks that the ephemeral public key R4 signed in the group signature of Tokenpg

is equal

o il i) ] Llicl D £ i L
LU LIIT ClJllClllCl al }JuUll\. I\Cy g STIIU IIT DLCP UJ.

v) It checks the MACgg value using MK.

1.5.3 Mechanism 10 — Three-pass sign-first mutual anonymous authenticatien

Ih this three-pass mutual anonymous authentication protocol with the binding-property,
message contains a group signature. Entity B in G’ initiates the authenticatioh|protocol with er]
( and uniqueness/timeliness is controlled by generating and checking random numbers (see A7
IFO/IEC 9798-1:2010(3]).

The mechanism has the following requirement.

~+ Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of
and a generator g of G, with respect to which the DDH problem is hard.

The protocol messages and the additional information needed are described as follows:
i) [Certe] || Re|| gsSee (RB) || [Text:]
AinG o BinG |9
Claimant/ b) [Certe] || Tokenas Claimant/
Verifier Verifier
e) B
d) Tokenga

Figure 10 — Three-pass sign-first mutual anonymous authentication

The ephemeral public ke§ Rp is gb for an ephemeral private key b in Zg.
The ephemeral public kéy Ry is g for an ephemeral private key a in Zg.

The tokens exchianged in the mechanism are of the following form:

:lOkenAB =Ryt 9sSac(Ra) || MACy4p || [Textz]
okenpg'= MACpy || [Text3]

the first
tity A in
nex B of

order g,

where MAC4p and MACpy are as follows:

MACyp = macyk(Ra || gsSac(R4) || Rp || gsSpe’ (RB) || [Texta]).
MACpa = macuk(Rp || 9sSpe’ (RB) || Ra || gsSac(R4) || [Texts]).
The mechanism is performed as follows:

a) B performs the following steps:

1) Itchooses an ephemeral private key b from Z; and computes ephemeral public key Rp = gP.

2) It computes gsSps’ (Rp) using its signature key.
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3)

It sends gb, gsSp¢’ (Rp) and, optionally, Certs and a text field Text1 to A.

b) A performs the following steps:

It ensures that it is in possession of a valid group public key of G’ by verifying the group public
key certificate of G’ or by some other means.

It verifies the group signature of B.

It chooses an ephemeral private key a from Z; and computes ephemeral public key R4 = gq.

It computes gsSag(R4) using its signature key.
It computes gab = (Rp)a.

It calculates a MAC key MK = kdf(gab).

It computes MAC4p = macyk(Ra || gsSac(Ra) || Re || gsSee’ (RB) || [Texts]) usingthe MAC key MK.
It sends Tokenp and, optionally, its group public key certificate Certg to,B.
eceipt of the message containing Tokenap, B performs the following steps:

It ensures that it is in possession of a valid group public key of G by verifying the group publi
key certificate of G or by some other means.

[@)

It verifies the group signature of A.
It computes gab = (R 4)P.
It calculates the MAC key MK = kdf(gab).
It computes MACga = macyk(Rp || 9sSee’ (RBUAIRA || 9sSac(R4) || [Texts]) using the MAC key MK.
It checks the MAC4p value using MK.
nds Tokenpgy to A.
eceipt of the message containing Tokenpy, A checks the MACp4 value using MK.

In the above mechanism,(to)provide stronger binding-property, MAC could be changed to the groul
es which are supporting user-controlled linking capability such as DAA. The stronger binding-propert

1 binding-property, guarantees that all the received messages come from the same claimant (seel19] fg
etails). This NOTE also)can be applied to the mechanisms 12, 14 and 16 in the same way.

IO

—

Mechanism 41 Two-pass parallel sign-later mutual anonymous authentication

[

vo-pass.parallel mutual anonymous authentication protocol with the binding-property, the firg
does-hot contain a group signature. Anonymous authentication is carried out in parallel by

1y
2)
3)
4)
5)
6)
7)
8)
c) Onif
1y
2)
3)
4)
5)
6)
d) Bse
e) Onf
NOTE
signatur
called fu
further d
7.5.4
In this ty
message
entity A
random

in”G and entity B in G’ and uniqueness/timeliness is controlled by generating and checkin|
ntmbers (see Annex B of ISO/IEC 9798-1:2010[3]). The protocol is illustrated in Figure 6. |

The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,

and

a generator g of G, with respect to which the DDH problem is hard.

The additional information needed is described as follows:

The ephemeral public key Rp is gb for an ephemeral private key b in Z;.

The ephemeral public key Ry is g for an ephemeral private key a in Zg.

The tokens exchanged in the mechanism of the following form:

18
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Tokenap = Ry || [Texta] || gsSac(Ra || R || [Text3]) || MACap

Tokenpa = Rp || [Texte] || gsSpc’ (R || Ra || [Texts]) || MACpa

where MAC4p and MACpg4 are as follows:

MACap = macux([Certg] || Ra || [Texta] || gsSac(Ra || Rg || [Text3])).

MACpa = macyk([Certe] || Rp || [Texts] || gsSee’ (Re || Ra || [Texts])).

Themechanism is pprfnrmpd as follows:

d

A performs the following steps:

1) Itchooses an ephemeral private key a from Z; and computes ephemeral public)key R F

2) Itsends Ry and, optionally, Cert; and a text field Text; to B.

B performs the following steps:

1) Itchooses an ephemeral private key b from Z; and computes epliemeral public key Rp F

2) Itsends Rpand, optionally, Certs’ and a text field Text, to A«

A and B ensure that they are in possession of a valid group(public key that other entity be
either by verifying the respective group public key certificate or by some other means.

A performs the following steps:

1) It computes gab = (Rp)a.

2) Itcalculates a MAC key MK = kdf(gaPb).

3) Itcomputes gsSag(Ra || Rp || [Text3])\Using its signature key.
4) Itcomputes MACap=macyk([Certg] || Ra || [Texta] || gsSac(Ra || R || [Text3])) using the MA(
5) Itsends Tokenypto B.

B performs the following Steps:

1) It computes gab £ (R4)P.

2) ItcalculatesaMAC key MK = kdf(gab).

3) It computes gsSpg’ (Rp || Ra || [Texts]) using its signature key:.

4) Itcamputes MACgs = macyk([Certs’] || RB || [Texto] || 9sSec’ (Re || Ra || [Texts])) using
key MK.

5) " It sends Tokenpgy to A.

013(E)

g®

gP.

longs to

[ key MK.

the MAC

A and B perform the following steps:
1) They verify Tokensp and Tokenpy as follows:

i) They verify the group signature contained in the token.

ii) They check the ephemeral public keys R4 and Rp are included in the group signatures.

iii) A checks that the ephemeral public key Rp contained in Tokenp4 is equal to the ep
public key Rp received in step a’), and R4 signed in the group signature of Tokenpy
to the ephemeral public key R4 sent in step a).

© ISO/IEC 2013 - All rights reserved
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iv) B checks that the ephemeral public key R4 contained in Tokengp is equal to the ephemeral
public key R4 received in step a), and Rp signed in the group signature of Tokengp is equal to
the ephemeral public key Rp sent in step a’).

v) They check the MAC4p and MACpy values using MK.

7.5.5 Mechanism 12 — Two-pass parallel sign-first mutual anonymous authentication

In this two-pass parallel mutual anonymous authentication protocol with the binding-property, the first

iky B in G’ and uniqueness/timeliness is controlled by generating and checking random numbei|s
(see Anrjex B of ISO/IEC 9798-1:2010(3]).

The medhanism has the following requirement.

— Pridr to use of the mechanism entities A and B must agree on the use of a cyclic groeup’)G of order ¢,
and|a generator g of G, with respect to which the DDH problem is hard.

The profocol messages and the additional information needed are described as follows:

a) Ru|| [Certe] || gsSac(Ra) || [Text1]

b) > > b)
AinG ) Bin G’
Claimant/ a’) Rg|| [Certs’] || gsSre' (Rs) || [Text:] Claimant/

Verifier c) Tokenas p- Verifier ,
d) - d)
C') TokenBA

Figure 11 — Two-pass parallel sign-first mutual anonymous authentication

The ephpmeral public key Rp is gb for an ephemeral private key b in Zg.
The ephpmeral public key Ry is g4 for an ephemeral private key a in Zg.
The tokéns exchanged in the mechanism'are of the following form:
Tokenap|= MACygp || [Text3]

Tokenpa|= MACpy4 || [ Texta]

where MAC4p and MACpgare as follows:

MAC4p q macyk(Ra Wgs54c(Ra) || R || 9sSee’ (RB) || [Texts]).

MACpa q macuk(Rp || 9sSee’ (RB) || Ra || gsSac(R4) || [Texte]).

The medhaniisin is performed as follows:

a) A performsthe foltowingsteps:
1) It chooses an ephemeral private key a from Z; and computes ephemeral public key R = ge.
2) It computes gsSag(R4) using its signature key:.
3) Itsends g9, gsSag(R4) and, optionally, Certs and a text field Text; to B.
a') Bperforms the following steps:
1) Itchooses an ephemeral private key b from Z; and computes ephemeral public key Rp = gb.

2) It computes gsSps’ (Rp) using its signature key.
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3) Itsends gb, gsSpe’ (Rp) and, optionally, Certs and a text field Text to A.

b) A and B ensure that they are in possession of a valid group public key that other entity belongs to
either by verifying the respective group public key certificate or by some other means. Each of them
verifies the received group signature.

c) A performs the following steps:
1) It computes gab = (Rp)a.

20 I | 1ot MAC] AL L J£C aaby
ZJ rccarctratesa viziG Rey iy — Raj (g - J-

3) Itcomputes MACap = macyk(Ra || gsSac(Ra) || Re || gsSee’ (RB) || [Texts]) using the MA( key MK.
4) It sends Tokenyp to B.

d) B performs the following steps:

1) It computes gab = (R4)b.

2) Itcalculates a MAC key MK = kdf(gab).
3) It computes MACpa = macyg(Rp || gsSee’ (RB) || Ra || 9sSac(Ra) 1| [Texts]) using the MA( key MK.
4) Itsends Tokenpg to A.

d) A performs the following steps:

1) Itretrieves the ephemeral public key Rp and gsSpg’(Rp) in step a’).
2) It computes MACps = macyg(Rp || 9sSee’ (RB) || Ra || 9sSac(R4) || [Texts]) using the MA( key MK.
3) It checks the validity of MACp4 in thefoken of step ¢’) using the computed value at sub{step 2).
d’) B performs the following steps:

1) Itretrieves the ephemeral pblic key R4 and gsSag(R4) in step a).
2) It computes MACap = macyg(Ra || gsSac(R4) || Re || 9sSeg’ (RB) || [Texts]) using the MAQ key MK.

3) It checks the validity of MAC4p in the token of step c) using the computed value at sub-$tep 2).

1

1.6 Unilateral-anonymous mutual authentication with binding-property

7.6.1 General

—

nilateralrfanonymous mutual authentication with the binding-property means that the two
ommunieating entities are authenticated to each other, and that the identity of one entity is angnymous
b the gther entity while the binding-property is guaranteed.

[l @)

g | A N 7L A | +1a Aol £l o 1 4 1 +1a 43 43 L. H th th
11115 7.9 lJl UVIUCTO LIIT UTLalls Ul U1IT Ullliati al ClllUll_y ITITUUS I1IUtudl dulllITiitiCdtlvUll ITICTCIIAITIIS IS 1 e

binding-property. In the mechanisms, entity A in G is authenticated by entity B anonymously using
group signature schemes specified in ISO/IEC 20008-2. Entity Bis authenticated by entity A using digital
signature schemes specified in ISO/IEC 14888 or ISO/IEC 9796.

NOTE Optionally, in the mechanisms of 7.6, entities A and B can derive a session key from shared common
secret for future secure communication between them. This is out of scope of this standard.

7.6.2 Mechanism 13 — Three-pass sign-later unilateral-anonymous mutual authentication

In this three-pass unilateral-anonymous mutual authentication protocol with the binding-property, the
first message does not contain a group signature. Entity A in G initiates the authentication protocol
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with entity B and uniqueness/timeliness is controlled by generating and checking random numbers (see

Annex B

of ISO/IEC 9798-1:2010[3]). The protocol is illustrated in Figure 8.

The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,

and

a generator g of G, with respect to which the DDH problem is hard.

The additional information needed is described as follows:

The eph

The eph
The tokg
Tokenpga
Tokenap
where M
MACB4 3
MACyB 3
The meg
a) Apd
iy
2)
b) B pd
1y
2)
3)
4)
5)
6)
c) Onf
iy

emeratpubtickey Rrisgsforarandomiy-choserrephemeratprivatekeyainzy

emeral public key Rp is g for a randomly chosen ephemeral private key b in Z,.

ns exchanged in the mechanism are of the following form:

=Rp || [Text3] || sSp(Rp || Ra || [Text2]) || MACpa

=Ry || [Texts] || gsSac(Ra || Rp || [Texta]) || MACap

[AC4p and MACpy are as follows:

macyi([Certp] || Rp || [Text3] || sSp(Rp || Ra || [Textz2])).

macumg([Certc] || Ra || [Texts] || gsSag(Ra || Rp || [Text4])).

hanism is performed as follows:

rforms the following steps:

It chooses an ephemeral private key a from Z; andicomputes ephemeral public key R4 = g4.
It sends g@ and, optionally, a text field Texty to B.

rforms the following steps:

It chooses an ephemeral private key b from Z; and computes ephemeral public key Rp = gb.
It computes gab = (R4)P.

It calculates a MAC key MK ¥ kdf(gab).

It computes sSp(Rp |[[Ry’|| Textz) using its signature key.

It computes MACpa'= macyk([Certp] || R || [Text3] || sSB(RB || R4 || [Text2])) using the MAC key MK.
It sends Tokenpy and, optionally, its public key certificate Certp to A.
eceipt of the message containing Tokenpg, A performs the following steps:

It computes gab = (Rp)a.

2)
3)

4)

22

It calculates the MAC key MK = kdf(gaP).

[t ensures that it is in possession of a valid public key of B by verifying the public key certificate
of B or by some other means.

It verifies Tokenpgy as follows:

i) Itverifies the signature of B contained in the token.

ii) It checks the ephemeral public keys Rp and R4 are included in the signature.

iii) It checks the ephemeral public key R4 contained in Tokenpy is equal to the ephemeral public

key R4 sent in step a).
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iv) It checks the MACpy value using MK.

5) Itcomputes gsSag(Ra || Rp || [Texts]) using its signature key.

6) Itcomputes MACap=macyk([Certg] || Ral| [Texts] || gsSac(Ra || R || [Texts])) using the MAC key MK.

d) A sends Tokenyp and, optionally, its group public key certificate Certg to B.
e) Onreceipt of the message containing Tokengp, B performs the following steps:

1) It ensuresthatitisin pnccpccinn of a valid group pnhlir‘ kpy of G hy vprifying the grol

p public

key certificate of G or by some other means.
2) Itverifies Tokengp as follows:
i) Itverifies the group signature of A contained in the token.

ii) It checks the ephemeral public keys R4 and Rp are included in the group signature

public key R4 received in step a).

iv) Itchecks thatthe ephemeral public key Rp signed in thé-group signature of Tokeng
to the ephemeral public key Rp sent in step b).

v) It checks the MAC4p value using MK.

71.6.3 Mechanism 14 — Three-pass sign-first unilateral-anonymous mutual authenticati

Ih this three-pass unilateral-anonymous mutual authentication protocol with the binding-prop|
flrst message contains a group signature. Entity A"in G initiates the authentication protocol wi
B and uniqueness/timeliness is controlled bygenerating and checking random numbers (see Ax
IFO/IEC 9798-1:2010(3]).

The mechanism has the following requirément.

—+ Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of
and a generator g of G, with respect to which the DDH problem is hard.

The protocol messages and.the additional information needed are described as follows:

a) [Certg] || Ra|| gsSac(Ra) || [Texti]

Y AinG |4 ™ B
Claimant/ b) [Certg] || Tokenga Claimant/
Verifier > Verifier e)

d) Tokengg

iii) It checks that the ephemeral public key R4 contained in Tokengg is equal to the ephemeral

is equal

pn
erty, the

th entity
nex B of

order g,

Figure 12 — Three-pass sign-first unilateral-anonymous mutual authentication

The ephemeral public key Ry is g2 for a randomly chosen ephemeral private key a in Zg.
The ephemeral public key Rp is gb for a randomly chosen ephemeral private key b in Z.
The tokens exchanged in the mechanism are of the following form:

Tokenap = MACygp || [Text?]

Tokenpa = Rp || sSp(RB) || MACpa4 || [Text3]

where MAC4p and MACpy are as follows:

© ISO/IEC 2013 - All rights reserved
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MACap = macyg(Ra || 9sSac(Ra) || Re || sS(RB) || [Texts]).

MACpy =

macyg(Rp || sSp(RB) || Ra || 9sSac(R4) || [Texts]).

The mechanism is performed as follows:

a) A performs the following steps:

1y
2)

It chooses an ephemeral private key a from Z; and computes ephemeral public key R4 = g4.

It computes gsSac(R A using its sionature key
T ~ ooy (o] (o] 7

3)
b) B pd
1)

2)
3)
4)
5)
6)
7)
8)
c) Onf
1y

2)
3)
4)
5)
6)
d) Ase
e) Onf

It sends g9, gsSag(R4) and, optionally, Certs and a text field Text; to B.
rforms the following steps:

It ensures that it is in possession of a valid group public key of G by verifying the'group publi
key certificate of G or by some other means.

[t verifies the group signature of A.

It chooses an ephemeral private key b from Z; and computes ephemetal public key Rp = gb.
It computes sSp(Rp) using its signature key.

It computes gab = (R4)P.

It calculates a MAC key MK = kdf(gab).

It computes MACp4 = macyk(Rp || sSe(RB) || Ra || gsSac(R4) || [Texts]) using the MAC key MK.
It sends Tokenpy and, optionally, its public key certificate Certp to A.

eceipt of the message containing Tokenpg, A-performs the following steps:

It ensures that it is in possession of a yalid public key of B by verifying the public key certificat
of B or by some other means.

It verifies the signature of B.

It computes gab = (Rp)a.

It calculates a MAC key MK = kdf(gab).

It computes MACap'= macyk(R4 || gsSac(Ra) || Re || sSB(RB) || [Text4]) using the MAC key MK.
It checks thedMACpy4 value using MK.

nds Tokenh4p to B.

ecéipt of the message containing Tokengp, B checks the MAC4p value using MK.

@)

D

7.6.4 Mechanism 15 — Two-pass parallel sign-later unilateral-anonymous mutual authentication

In this two-pass parallel unilateral-anonymous mutual authentication protocol with the binding-
property, the first message does not contain a group signature. Anonymous authentication is carried
out in parallel by entity 4 in G and entity B and uniqueness/timeliness is controlled by generating and
checking random numbers (see Annex B of ISO/IEC 9798-1:2010[3]). The protocol isillustrated in Figure 9.

The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,

and

24

a generator g of G, with respect to which the DDH problem is hard.
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The additional information needed is described as follows:

The ephemeral public key Rp is gb for a randomly chosen ephemeral private key b in Zg.
The ephemeral public key Ry is g2 for a randomly chosen ephemeral private key a in Z;.
The tokens exchanged in the mechanism are of the following form:

Tokenap = Ry || [Texta] || gsSac(Ra || R || [Text3]) || MACap

here MAC4p and MACpgy4 are as follows:

ACpp = macyg([Certg] || Ra || [Texts] || gsSac(Ra || Rp || [Texts])).
ACpa = macy([Certp] || Rp || [Texts] || sSe(RB || Ra || [Texts])).

The mechanism is performed as follows:
d) A performs the following steps:

1) Itchooses an ephemeral private key a from Z; and computes-ephemeral public key R4 F ge.
2) Itsends R4 and, optionally, Certg; and a text field Textq ta B.
ad') B performs the following steps:

1) Itchooses an ephemeral private key b from Zg and computes ephemeral public key Rp F g.
2) Itsends Rpand, optionally, Certp and a textfield Text; to A.

H) Aensuresthatitisin possession of a valid;ptiblic key of entity B to either by verifying the respective
public key certificate or by some other'imeans. B ensures that it is in possession of a valld group
public key that entity A belongs to either by verifying the respective group public key certificate or
by some other means.

d A performs the following steps;

1) It computes gab = (Rg)&.

2) Itcalculates a MAC key MK = kdf(gaPb).

3) It computesgsSac(Ra || R || [Text3]) using its signature key.
4) It computes MACap=macyg([Certs] || Ra || [Texta] || gsSac(Ra || Re || [Text3])) using the MA( key MK.
5) Itrsends Tokenyp to B.

d) BYperforms the following steps:

1) It computes gab = (R4)b.

2) Itcalculates a MAC key MK = kdf(gab).

3) Itcomputes sSp(Rp || R4 || [Texts]) using its signature key:.

4) It computes MACps = macyk([Certp] || Rp || [Texts] || sSB(RB || Ra || [Texts])) using the MAC key MK.
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5)

It sends Tokenpgy to A.

d) A and B perform the following steps:

1) They verify Tokensp and Tokenpy as follows:

i)
ii)

They verify the signature or group signature contained in the token.

They check the ephemeral public keys R4 and Rp are included in the signature or group
signature.

7.6.5 Mechanism 16 — Two-pass parallel sign-first unilateral-anonymeirs mutual authenticatio

In this

propert
parallel
random

The med

— Prig
and

The pro

Fig

The eph

The eph

iii) A checks that the ephemeral public key Rp contained in Tokenpgy is equal to the ephemeérg

iv)

v)

two-pass parallel unilateral-anonymous mutual authentication protocol with the binding-
, the first message contains a group signature. Anonymeus authentication is carried out i
by entity A in ¢ and entity B and uniqueness/timeliness isi¢ontrolled by generating and checkinjg
numbers (see Annex B of ISO/IEC 9798-1:2010[3]).

hanism has the following requirement.

r to use of the mechanism entities A and B must agree on the use of a cyclic group G of order ¢,
a generator g of G, with respect to which thecDDH problem is hard.

ocol messages and the additional inforiation needed are described as follows:

ure 13 — Iwo-pass parallel sign-first unilateral-anonymous mutual authentication

emerakpublic key Rp is g for a randomly chosen ephemeral private key b in Z,.

pmeral public key R4 is g2 for a randomly chosen ephemeral private key g in Zg.

—_—

public key Rp received in step a’), and R4 signed in the signature of Tokenpy is equalto‘thie
ephemeral public key R4 sent in step a).

—_—

B checks that the ephemeral public key R4 contained in Tokengp is equal to the)ephemer3
public key R4 received in step a), and Rp signed in the group signature of Tokenp is equal t
the ephemeral public key Rp sent in step a’).

[=]

They check the MAC4p and MACp4 values using MK.

=]

—

a) Ra || {€ertc] || gsSac(Ra) || [Texti]

b) > b)
AinG ;)R I| [Certs] || sSs(Rs) || [Text] B
Claimant/ g i) Tokl;n ? ? Claimant/
Verifier A5 »| Verifier )
d) 111 < 111 d)
c’) Tokenga

The tokens exchanged in the mechanism are of the following form:

Tokenap = MACygp || [Text3]

Tokenpg = MACpy || [Texta]

where MAC4p and MACpy4 are as follows:

MACsp = macyg(Ra || 9sSac(Ra) || Re || sS(Rp) || [Texts]).
MACpa = macuk(Rp || sSB(RB) || Ra || gsSac(Ra) || [Texte]).

26
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The mechanism is performed as follows:

a) A performs the following steps:

1) Itchooses an ephemeral private key a from Z; and computes ephemeral public key R4 = g@.
2) It computes gsSas(R4) using its signature key.
3) Itsends g9, gsSag(R4) and, optionally, Certg and a text field Textq to B.

) Bperformsthe following steps:
1) Itchooses an ephemeral private key b from Z; and computes ephemeral public key Rz F gP.
2) It computes sSp(Rp) using its signature key:.
3) Itsends gb, sSp(Rp) and, optionally, Certp and a text field Text; to A.

H) Aensuresthatitisin possession of a valid public key of entity B to either by verifying the respective
public key certificate or by some other means. B ensures that it is in(possession of a valld group
public key that entity A belongs to either by verifying the respective.group public key certificate or
by some other means. A verifies the received signature and B verifies the received group signature.

d A performs the following steps:

1) It computes gab = (Rp)a.
2) Itcalculates the MAC key MK = kdf(gab).
3) Itcomputes MAC4p = macyk(Ra || gsSac(Ray|l Re || sS(RB) || [Texts]) using the MAC key MK.
4) Itsends Tokengp to B.
d) B performs the following steps:
1) It computes gab = (R4)b.
2) Itcalculates a MAC key MK)= kdf(gaPb).
3) Itcomputes MACpg =amacyk(Rp || sSB(RB) || Ra || 9sSac(Ra) || [Texte]) using the MAC key MK.
4) Itsends TokenpAto A.
d) A performs the following steps:
1) [Itretrieves the ephemeral public key Rp and sSg(Rp) in step a’).
2) Itrcomputes MACgs = macyg(Rp || sSe (RB) || Ra || gsSac(Ra4) || [Texts]) using the MAC kdy MK.
3)~It checks the validity of MACpy in the token of step c’) using the computed value at subistep 2).
d’) =B performs the following steps:

1) Itretrieves the ephemeral public key R4 and gsSag(R4) in step a).
2) It computes MACap = macyk(Ra || 9sSac(Ra) || Re || sSe (RB) || [Texts]) using the MAC key MK.

3) It checks the validity of MAC4p in the token of step c) using the computed value at sub-step 2).
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8 Mechanisms involving an online TTP

8.1 Introduction

Clause 8 specifies anonymous entity authentication mechanisms involving an online TTP.

The anonymous authentication mechanisms in Clause 8 require the two entities A in G and/or B in G’ to
validate each other’s group public keys using an online trusted third party (TP). This trusted third party
shall possess reliable copies of the gorup public keys of G (the group which A belonging to) and G’ (the

group

Implem¢ntations of the mechanisms shall use one of the group signature schemes specified i

ISO/IEC
82 U

8.2.1

Unilaterfpl anonymous authentication means that only one of the two entities-is atithenticated by use
the mechanism and that the identity of the authenticated entity is anonymegus-to the other entity.

8.2.2

In this

uniqueness/timeliness is controlled by generating and checking a random number (see Annex B ¢

ISO/IEC

0798-1:201013]).
This authentication mechanism is illustrated in Figure 14:
|
A
e) [Texts] || Tokenta C) R'a|| I¢ || [Texts]
Y
a) Ra|| [Text1]

£) A > Bin G’

Verifier < b) I¢' || Tokenga Claimant

" . | .l 1 . R WLs k| dmrdncs A S = T | 1l 1o 1.1 Ll 1.1 1 LD
LIILII O UCTIUIGIII S LU ). TTIT TIHULITS A dllt D SIIdIT PUSSTSS 4 TTIIAdUIT LUPY U LT PpUDIIC RTY UL 11,

=}

20008-2.
nilateral anonymous authentication

zeneral

=)

Mechanism 17 — Four-pass unilateral anonymous authentication (initiated by A)

mechanism, entity A initiates the authentication {pretocol with entity B in G’ and

=)

Figure 14 — Four-pass unilateral anonymous authentication (initiated by 4)

The tokens shall be created as following.

Tokenpa = [Text3] || 9sSpe’(A || Ra || [Textz])

Tokentg = Resg’ || sST(R’a || Resg’ || [Texte])

The values of the fields I, Resg’, Status and Failure shall have the following forms:

G the group which entity B belonging to.

Ig’= G’ or Certg, the identity of G".

28
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Resg’ = (Certg || Status), (G’ || Pg’) or Failure

Status = True or False. The value of the field shall be set to False if the certificate is known to have
been revoked; otherwise it shall be set to True.

Failure: Resg’ will be set to Failure if neither a public key nor a certificate of G’ can be found by TP.

In the mechanism, if TP knows the mapping between identity G’and Pg, then it shall set I5'= G”; otherwise,
then it shall set I’ = Certg, and G’ shall be set equal to the set of distinguished identity fields in the Certg-.
If either G’ or Certg’ is permitted to be used as an identity, then there should be a pre-arranged means
tpallow TP to distinguish the two types of identity indications. The value of Resg shall be detprmined
dccording to Table 1.

Table 1 — Value of Resg’

Field Choice 1 Choice 2
Ig G’ Certg
Resg’ (G’ || Pg’) or Failure (Certg || Status).or Failure

The mechanism is performed as follows:

d) Asendsarandom number R4 and, optionally, a text field Textj.to B.

h) B sends the token Tokenpy and I’ to A.

d A sendsarandom number R, together with I andyoptionally, a text field Texts to TP.

d) On receipt of the message in step c) from A, TP performs the following steps. If I5- = G’, TP tjetrieves
Pg; If I’ = Certg, TP checks the validity of Certg.

g) Then TP sends Tokenty and, optionallyiZa text field Text7 to A. The field Resg’ in Tokenrq shall
be: the certificate of G” and its status, the distinguishing identifier of ¢’ and its public key, or an
indication of Failure.

f) Onreceipt of the message in step e) from TP, A performs the following steps:

1) Verify Tokenty by chetking the signature of TP contained in the token, and by checking|that the
random number R/gsent to TP in step c), is the same as the random number R’ containgd in the
signed data of Tokenty.

2) Verify the vatidity of G’ by checking Resg-.

3) Retrieve the public key of G’ from the message, verify Tokenpa received in step b) by chedking the
anonyimous signature of B contained in the token and checking that the value of identifier|field (4)
imthe message-to-be-signed of Tokenp, is equal to identifier of 4, and then check that thg random
Aumber Ry, sent to B in step a), is the same as the random number R4 contained in Token|gy.

§.2.3 Mechanism 18 — Four-pass unilateral anonymous authentication (initiated by B)

In this mechanism, entity B initiates the authentication protocol with entity A in ¢ and
uniqueness/timeliness is controlled by generating and checking a random number (see Annex B of
ISO/IEC 9798-1:2010(3]).

This authentication mechanism is illustrated in Figure 15.
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| rp
d) [Texts] || Tokenra b) Rs|| I¢|| [Text:]
Y
a) Rg|| [Text1]
-
AinG B
Claimant » Verifier f)

e) I¢|| Tokenas

Figure 15 — Four-pass unilateral anonymous authentication (initiated by B)

The tokéns shall be created as following.
Tokgnap = Resg || sST(Rp || Resg || [Text3]) || gsSac(Rz || B || [Texte})
Tok¢nTty = Resg || sST(Rp || Resg || [Text3])
The valyes of the fields I, Resg, Status and Failure shall have the following forms:
G: the group which entity A belonging to.
I =|G or Certg, the identity of G.
Resg = (Certg || Status), (G || Pg) or Failure

Statjus = True or False. The value of the(ield shall be set to False if the certificate is known to havie
been revoked; otherwise it shall be Set'to True.

.

Failyire: Resg will be set to Failureifneither a public key nor a certificate of entity G can be found by T}

In the mechanism, if TP knows the'mapping between identity G and Pg, then it shall set I = G; otherwisg,
then it shall set I = Certg, and G shall be set equal to the set of distinguished identity fields in the Certg;.
If either|G or Certg is permitted to be used as an identity, then there should be a pre-arranged mean|
to allow| TP to distinguish/the two types of identity indications. The value of Resg shall be determine
accordirg to Table 2.

= wn

Table 2 — Value of Resg;

Field Choice 1 Choice 2
1c G Certg
Resg (G || Pg) or Failure (Certg || Status) or Failure

The mechanism is performed as follows:
a) Bsendsarandom number Rp and, optionally, a text field Text1 to A.
b) A sends Rp, I and, optionally, a text field Texty to TP.

c) On receipt of the message in step b) from A, TP performs the following steps. If I = G, TP retrieves
Pg; If I = Certg, TP checks the validity of Certg.
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d) Then TP sends Tokents and, optionally, a text field Texts to A. The field Resg in Tokenty shall be:
the certificate of G and its status, the distinguishing identifier of G and their public key, or an
indication of Failure.

e) A sends the token Tokenyp and I to B.
f) Onreceipt of the message in step e) from A4, B performs the following steps:

1) Verify the signature of TP in Token4p by checking the signature of TP contained in the token, and
by checking that the random number Rp, sent to 4 in step a), is the same as the random number
Rp contained 1n the signed data of TP of ToKenzp.

2) Verify the validity of G’ by checking Resg-.

3) Retrieve the public key of G from the message, verify Tokengp by checkingithe angnymous
signature of A contained in the token and checking that the value of identifier field (B) in the
message-to-be-signed of Tokengp is equal to identifier of B, and then-check that the|random
number Rp, sent to 4 in step a), is the same as the random number Rj contained in thle signed
data of A of Tokengyp.

8.3 Mutual anonymous authentication

4.3.1 General

Nutual anonymous authentication means that the two €ommunicating entities are authenticated to
gach other, and that the identities of the two entities are;xanonymous to each other.

§.3.2 Mechanism 19 — Five-pass mutual anonymous authentication (initiated by 4)

Ih this mechanism, entity A in G initiates;the authentication protocol with entity B il G’ and
niqueness/timeliness is controlled by generating and checking a random number (see Anhex B of
50/IEC 9798-1:2010(3]).

— c

This authentication mechanism is illustrated in Figure 16.

d) TP
A
e) [Text:H) Tokenra c) R’a|| Re|| Is|] I¢' || [Texts]
Y a) Ra|| I || [Texti]
==

AinG |= — Bin G’

f) | Claimant D) I¢'[[ Tokensa Claimant
/Verifier | /Verifier h)
g) Tokenap

Figure 16 — Five-pass mutual anonymous authentication (initiated by A4)

The tokens shall be created according to one of the following two options.

Option 1:
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Tokenpa = Ra || Rp || [Texts] || gsSee’ (G || Ra || Rp || G || [Textz])
Tokenty = Resg || Resg’ || sST(Ra || Resg’ || [Texte]) || sST(RB || Resg || [Texts])
Tokenyp = [Texto] || Resg || sST(Rp || Resg || [Texts]) || gsSac(Re || Ra || G’ || G || [Textg])

Option 2:

The valyes of the fields I, I, Resg, Resg, Status and Failure shall have the following forms:

In the mechanism, if TP knows the mapping between idefitifier G and group public key Pg, then it sha
set I =|G; otherwise, then it shall set Iz = Certs, and. G shall be set equal to the set of distinguishe
identity|fields in the Certg. If either G or Certg is perniitted to be used as an identity, then there should b
a pre-arfanged means to allow TP to distinguish the two types of identity indications. The value of Reg
shall be determined according to Table 3.

The medhanism is perfermed as follows:

a)
b)

c)
d)

e)

f)

32

Tokenpa = Ra || Rp || [Text3] || gsSpe’ (G” || Ra || Rp || G || [Text2])

Tokenza=Resc 1l Rosc: 1l sS+(R’4 Il Rp Il Resc |l Res: |l [Teoxte 1)
I7rx A AR o LIL LIAN EE NN L= AS AN AC A B B 8 JI1T

Tokenap = Ra || [Texto] || Tokenta || gsSac(Rp || Ra || G”|| G || [Texts])

I =|G or Certg

Ig’9 G’ or Certg

Resg = (Certg || Status), (G || Pg) or Failure
Resg’ = (Certg’ || Status), (G’ || Pg’) or Failure

Status = True or False. The value of the field shall be set to False if thie'group public key certificate j
knofvn to have been revoked; otherwise it shall be set to True.

[72)

Failpre: Resi will be set to Failure if neither a group publickéy nor a group public key certificate gf
G can be found by TP.

QN O = =

Table 3 — Value of Res;

Field Choice 1 Choice 2
Ic G Certg
Resg (G || Pg) or Failure (Certg || Status) or Failure

A seinds a randem» number Ry, the identity of G I and, optionally, a text field Text; to B.
B seinds the-token Tokenps and I’ to A.

A seinds a random number Ry, together with Rp, Ig, Ig’and, optionally, a text field Text4 to TP.

On receipt of the message in step c) from A, TP performs the following steps. If I = G and I’ = G’, TP
retrieves Pg and Pg; If Ig = Certg and Ig’ = Certg, TP checks the validity of Certs and Certg-.

Then TP sends Tokenty and, optionally, a text field Text7 to A. The fields Resg and Resg’ in Tokenty
shall be: the group public key certificates of G and G’and their status, the identifier G and G’and their
group public keys, or an indication of Failure.

On receipt of the message in step €) from TP, A performs the following steps:

1) Verify Tokents by checking the signature of TP contained in the token, and by checking that the
random number R4, sent to TP in step c), is the same as the random number R’4 contained in the
message-to-be-signed of Tokenry.
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Retrieve the group public key of G’ from the message, verify Tokenpg received in step b) by checking
the group signature of B contained in the token and checking that the value of identifier field (G)
in the message-to-be-signed of Tokenp, is equal to identifier of G, and then check that the random
number Ry, sent to B in step a), is the same as the random number R4 contained in Tokenpa.

g) Asends Tokenypto B.
h) Onreceipt of the message in step g) from A4, B performs the following steps:

1) Verify Tokenty by checking the signature of TP contained in the token, and by checking that the
Tandom number Rp, SENt to A 1n Step bJ, 1s the same as the random number Rp containgd in the
message-to-be-signed of Tokenty

2) Retrieve the group public key of G from the message, verify Tokensp by checking the group

—_—

§.3.3 Mechanism 20 — Five-pass mutual anonymous authentication’(initiated by B)

This authentication mechanism is illustrated in Figure 17.

signature of G contained in the token and checking that the value of identifierfield (4’) in the
message-to-be-signed of Tokengp is equal to identifier of G’, and then check that the|random
number Rp contained in the message-to-be-signed of Tokengp is equal to'the random number Rp
sent to A in step b).

h this mechanism, entity B in G’ initiates the authentication\ptrotocol with entity A ip G and
niqueness/timeliness is controlled by generating and checking'a random number (see Anpex B of
50/IEC 9798-1:2010(3]).

| TP
A
d) [Texts] || Tokena B) R'a|| Re || Is || Ie]| [Textz]
Y < a) Re|| Ie|| [Texti]
AinG »| BinG’
Claimant e) lc|| Tokenas Claimant
h) | / Verifier < / Verifier | f)

g) Tokenga

Figure 17 — Five-pass mutual anonymous authentication (initiated by B)

The tokens shall be created according to one of the following two options.

Option 1:

Tokenpa = Ra || Rp || [Texto] || gsSpc (G || Ra || Rp || G” || [Textg])

Tokents = Resg || Resg’ || sST (R'a || Resg’ || [Texta]) || sSt (RB || Resg || [Text3])

Tokenap = [Text7] || Ra || Resc || sS(Rg || Resg || [Texts]) || gsSac(Rs || Ra || G’ 1] G || [Textg])

Option 2:

Tokenps = Ra || Rp || [Texto] || gsSpc’ (Ra || Rp || G || G” || [Textg])
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Tokenty = Resg || Res¢’ || sST(R’A || RB || Resg || Resg’ || [Texts])

Tokenap = Ra || [Text7] || Tokenty || gsSa(Rp || Ra || G*|| G || [Texts])

The values of the fields Ig, I, Resg, Resg, Status and Failure shall have the following forms:

I =

G or Certg

Ig’= G’ or Certg’

Res= (f'prfc !! QfﬂfllQ)’ (f.’ !! PC) or Failure

Resg’ = (Certg’ || Status), (G’ || Pg’) or Failure

Status = True or False. The value of the field shall be set to False if the group public key certificate i

kno

Fail

G can be found by TP.

In the mechanism, if TP knows the mapping between identifier G and group public key Pg, then it sha

[72)

ivn to have been revoked; otherwise it shall be set to True.

ire: Resg will be set to Failure if neither a group public key nor a group publictkey certificate gf

G; otherwise, then it shall set Iz = Certs, and G shall be set equal fo)the set of distinguishe
fields in the Certg. If either G or Certg is permitted to be used as anidentity, then there should b
Fanged means to allow TP to distinguish the two types of identityindications. The value of Res
determined according to Table 4.

Q O =

Table 4 — Value of Resg

Field Choice 1 Choice 2
Ig G Certg
Resg (G || Pg) or Failure (Certg || Status) or Failure

hanism is performed as follows:
nds a random number Rp, the identity of G’ I and, optionally, a text field Text to A.

nds a random number Ry, together with Rp, I, Ig’ and, optionally, a text field Text, to TP.

~5

eceipt of the message in-step b) from A, TP performs the following steps. If [;=Gand Ig'= G, T
ieves Pg and Pg; If Ig=Certs and Ig’ = Certg, TP checks the validity of Certs and Certg-.

h TP sends Tokengy-and, optionally, a text field Texts to A. The fields Resg and Resg’ in Tokent]
| be: the grouppublic key certificates of G and ¢’ and their status, the identifiers of G and G’ an
group publiékeys, or an indication of Failure.

[e RN

nds theteken Token g and I; to B.

ec€ipt of the message in step €) from A4, B performs the following steps:

set Ig =
identity
apre-ar
shall be
The med
a) Bsd
b) Ase
c) On}
retr
d) The
sha
thei
e) Ase
f) Oni
1)
2)
g) Bse
34

Verify the signature of 1P 1in T0KenAp Dy ChecKing the signature ot 1 P contained in the token, and
by checking that the random number Rp, sent to 4 in step a), is the same as the random number
Rp contained in the message-to-be-signed of TP of Tokengp.

Retrieve the group public key of G from the message, verify Tokengp by checking the group
signature of A contained in the token and checking that the value of identifier field (G’) in the
message-to-be-signed of Tokengp is equal to identifier of G’, and then check that the random
number Rp, sent to A in step a), is the same as the random number Rp contained in the message-
to-be-signed of A of Tokenyp.

nds Tokenpy to A.
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h) Onreceipt of the message in step g) from B, A performs the following steps:

1y

2)

Verify Tokents by checking the signature of TP contained in the token, and by checking that the
random number R4, sent to TP in step b), is the same as the random number R’4 contained in the
message-to-be-signed of Tokenrty.

Retrieve the group public key of G’ from the message, verify Tokengs by checking the group
signature of B contained in the token and checking that the value of identifier field (G) in the
message-to-be-signed of Tokenp, is equal to identifier of G, and then check that the random
number R4 contained in the message-to-be-signed of Tokeng, is equal to the random number R4

< o0

—_—

8.4 Unilateral-anonymous mutual authentication

8.4.1 General

This authentication mechanism is illustrated in Figure 18.

sent to B in step e).

Unilateral-anonymous mutual authentication means that the two communicating entifies are
dquthenticated to each other, and that the identity of one entity is anonymetsito the other entity.

4.2 Mechanism 21 — Five-pass unilateral-anonymous mutual‘authentication initiated by 4
yho is anonymous

h this mechanism, entity A in G initiates the authéntication protocol with entity| B and
niqueness/timeliness is controlled by generating and checking a random number (see Anhex B of
50/IEC 9798-1:2010(3]).

| rp
A

e) Text; || Tokenra ¢) R’a|| Rel| Ic|| Iz || [Text4]
y a) Ra|| I¢ || [Text1]

>

AinG |= .B
f) | Claimant b) Iz || Tokensa /Cl\:;urr}?_nt h)
ifi erifier
/ Verifier -
g) Tokenap

Fi 18 — Five- ilat 1- | ] tl ticati initiated | 1 who is

anonymous

The tokens shall be created according to one of the following two options.

Option 1:

Tokenap = [Texto] || Resg || sST(Rp || Resg || [Texts]) || gsSa(Re |l Ra |l B G || [Textg])

Tokenpa = Ra || Rp || [Text3] || sSp(B || Ra || R || G || [Textz])

Tokents = Resg || Resp || sST(R’a || Resg || [Texte]) || sST(RB || Resg || [Texts])
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Option 2:

Tokenap = Ra || [Texto] || Tokenta || gsSac(Rp || Ra || B || G || [Textg])

Tokenpa = Ra || Rp || [Text3] || sSe(B || Ra || Rp || G || [Textz])

Tokentg = Resg || Resp || sST(R’a || R || Resg || Resp || [Texts])

The values of the fields Ig, Ip, Resg, Resp, Status and Failure shall have the following forms:

In the m|
thenits
If either
to allow| TP to distinguish the two types of identity indications. The value of Resg shall be determinefd
according to Table 5.

In the m|
then it s
If either]
to allow]
accordir

G: thegroupn which entitv 4 belonging to
[=] I "4 (=] (=]

Ig =
Ip =

Res

Resp = (Certp || Status), (B || Pp) or Failure

Statjus = True or False. The value of the field shall be set to False if the certificate is known to havie

bee

Fail

Resp will be set to Failure if neither a public key nor a certificate of B'can be found by TP.

G or Certg, the identity of G.
B or Certp, the identity of B.

F = (Certg || Status), (G || Pg) or Failure

1 revoked; otherwise it shall be set to True.

.

ire: Resg will be set to Failure if neither a public key nor a certificate of G can be found by T}

echanism, if TP knows the mapping between identity G and*Pg, then it shall set I = G; otherwisg,
hall set I = Certg, and G shall be set equal to the set ofidistinguished identity field in the Certg
G or Certg is permitted to be used as an identity, then there should be a pre-arranged means

echanism, if TP knows the mapping betweenddentity B and Pp, then it shall set Ip = B; otherwis¢
hall set Ip = Certp, and B shall be set equal to the set of distinguished identity field in the Certg.
B or Certp is permitted to be used as an identity, then there should be a pre-arranged meanjs
TP to distinguish the two types of ddentity indications. The value of Resp shall be determinefd
g to Table 6.

Table 5 — Value of Res;

Field Choice 1 Choice 2
Ig G Certg
Resg (G || Pg) or Failure (Certg || Status) or Failure

Table 6 — Value of Resp

Field Choice 1 Choice 2
Ip B Certp
Resp (B || Pp) or Failure (Certp || Status) or Failure

The mechanism is performed as follows:

a) Asendsarandom number Ry, the identity of G I and, optionally, a text field Texty to B.

b)

‘)
d)

36

B sends the token Tokenpy and Ig to A.
A sends a random number R4, together with Rp, I, Ip and, optionally, a text field Text4 to TP.

On receipt of the message in step c) from A, TP performs the following steps. If I = G and Ip = B, TP
retrieves Pg and Pp; If I = Certg and Ip = Certp, TP checks the validity of Certs and Certp.
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e) Then TP sends Tokents and, optionally, a text field Text7 to A. The fields Resg and Resp in Tokenty
shall be: the certificates of ¢ and B and their status, the distinguishing identifiers of G and B and
their public keys, or an indication of Failure.

f)  On receipt of the message in step e) from TP, A performs the following steps:

1) Verify Tokents by checking the signature of TP contained in the token, and by checking that the
random number R, sent to TP in step c), is the same as the random number R’4 contained in the
signed data of TokenTy.

ZJ_ Verily the validity of B by checking Resg.

3) Retrieve the public key of B from the message, verify Tokenpg received in step b) by chedking the
anonymous signature of B contained in the token and checking that the value-of identifier field
(G) in the message-to-be-signed of Tokenpy is equal to the distinguishing-identifier ¢f G, and
then check that the random number Ry, sent to B in step a), is the same a§ the random|number
R4 contained in Tokenpgg.

gd) A sends Tokenypto B.

H) Onreceipt of the message in step g) from A4, B performs the following steps:

1) Verify Tokenty by checking the signature of TP contained.invthe token, and by checking|that the
random number Rp, sent to A in step b), is the same as the random number Rp contain¢d in the
signed data of Tokenty.

2) Verify the validity of G by checking Resg.

3) Retrieve the public key of G from the message, verify Tokensp by checking the angnymous
signature of G contained in the token and checking that the value of identifier field (B) in the
message-to-be-signed of Tokengp is equal to B’s distinguishing identifier, and then check that
the random number Rp contained in'the signed data of Tokengp is equal to the random|number
Rp sent to A in step b).

§.4.3 Mechanism 22 — Five-pass‘unilateral-anonymous mutual authentication initiated by A

and B is anonymous

Ih this mechanism, entityx*A initiates the authentication protocol with entity B in| G’ and

Uniqueness/timeliness ig-centrolled by generating and checking a random number (see Anhex B of

IFO/IEC 9798-1:2010[31.

This authenticatipnnmechanism is illustrated in Figure 19.
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1 7p
A

e) [Text7] || Tokenra C) R’s || Rg || I || I(;” [Text4]
V a) RA ” IA ” [Tcz\tﬂ

L

A < Bin G’
f) | Claimant b) I¢|| Tokensa /Cl\f;‘in}?fi.nt hj
p erifier
/ Verifier >
g) Tokenyp

Figure 19 — Five-pass unilateral-anonymous mutual authentication initiated by 4 and B is

anonymous

The tokg¢ns shall be created according to one of the following two options:

Option 1:
Tokgnap = [Texto] || Resa || sST(Rp || Resa || [Texts]) || sSa(RB{| Ra |l G" || A || [Textg])
Tok¢npa = Ra || Rp || [Text3] || gsSpa’(G” || Ra || RB || Adt{Text2])

Tokgnta = Resa || Resg’ || sST(R4 || Resg’ || [Texte] JAFSST(Rp || Resa || [Texts])

Option Z:
Tokenap = Ra || [Texto] || Tokenta || sSA(RBYI Ra || G"|| A || [Texts])

Tok¢npa = Ra || Rp || [Text3] || gsSpa’(G"|| Ra || Re || A || [Text2])
Tokénra = Resa || Resg’ || sST(RAYFRB || Resa || Resg || [Texts])

The valyes of the fields I4, I//Resy, Resg, Status and Failure shall have the following forms:
G” the group which entity B belonging to.

I4 =|A or Certy, theidentity of A.
I G’ or Certg, the identity of G'.

Resj ={Certy || Status), (4 || P4) or Failure

Resg7={(Certg { Status), (G 1 Pg)or Failure

Status = True or False. The value of the field shall be set to False if the certificate is known to have
been revoked; otherwise it shall be set to True.

Failure: Res4 will be set to Failure if neither a public key nor a certificate of A can be found by TP.
Resg' will be set to Failure if neither a public key nor a certificate of G’ can be found by TP.

In the mechanism, if TP knows the mapping between identity A and Py, then it shall set I4 = 4; otherwise,
then it shall set I4 = Certy, and A shall be set equal to the set of distinguished identity field in the Cert,.
If either A or Certy is permitted to be used as an identity, then there should be a pre-arranged means
to allow TP to distinguish the two types of identity indications. The value of Resy4 shall be determined
according to Table 7.

38 © ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=dde1ab38104cb7d58ae2793eb72dde2c

ISO/IEC 20009-2:2013(E)

In the mechanism, if TP knows the mapping between identity G’and Pg’, then it shall set I5’= G”; otherwise,
then it shall set I’ = Certg,, and G’ shall be set equal to the set of distinguished identity field in the Certg-.
If either G’ or Certg’ is permitted to be used as an identity, then there should be a pre-arranged means
to allow TP to distinguish the two types of identity indications. The value of Ress’ shall be determined
according to Table 8.

Table 7 — Value of Resy

Field Choice 1 Choice 2
In A Certy
Resy (A ]| Pa) or Failure (Certya || Status) or Failure

Table 8 — Value of Resg’

Field Choice 1 Choice 2
Ig G’ Certe
Resg’ (G| Pg’) or Failure (Certg’ || Status) or Failure

The mechanism is performed as follows:

d) Asendsarandom number Ry, the A’s identity I4 and, optionally, a text field Text; to B.
h) B sends the token Tokenpy and Ig’ to A.

d A sendsarandom number R, together with Rp, k4, I’ and, optionally, a text field Texts to T|P.

d) Onreceipt of the message in step c) from A, TR performs the following steps. If [ = A and I = G’, TP
retrieves P4 and Pg; If [4 = Certg and Ig’ = Cértg, TP checks the validity of Cert4 and Certg.

g) Then TP sends Tokenty and, optionally,\a text field Text7 to A. The fields Ress and Resg in| Tokenyy
shall be: the certificates of A and G%and their status, the distinguishing identifiers of A anjd ¢’ and
their public keys, or an indication-of Failure.

f) Onreceipt of the message in stép e) from TP, A performs the following steps:

1) Verify Tokenty by checking the signature of TP contained in the token, and by checking|that the
random numberyR};/sent to TP in step c), is the same as the random number R’ containgd in the
signed data of-Iokenty.

2) Verify the validity of G’ by checking Resg-

3) Retrieve’the public key of G’ from the message, verify Tokenpg received in step b) by ¢hecking
the'\@anonymous signature of B contained in the token and checking that the value of iglentifier
field (4) in the message-to-be-signed of Tokenpgy is equal to A’s distinguishing identifier, and
then check that the random number Ry, sent to B in step a), is the same as the random|number
Ry contained in Tokenpy.

g) Asends Tokenypto B.
h) Onreceipt of the message in step g) from A4, B performs the following steps:

1) Verify Tokenty by checking the signature of TP contained in the token, and by checking that the
random number Rp, sent to A in step b), is the same as the random number Rp contained in the
signed data of Tokenty.

2) Verify the validity of A by checking Resg.

3) Retrieve the public key of A from the message, verify Tokengp by checking the anonymous
signature of A contained in the token and checking that the value of identifier field (G’) in the
message-to-be-signed of Tokenyp is equal to the distinguishing identifier of G’, and then check
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that the random number Rp contained in the signed data of Tokenyp is equal to the random
number Rp sent to A in step b).

8.4.4 Mechanism 23 — Five-pass unilateral-anonymous mutual authentication initiated by B
and 4 is anonymous

In this mechanism, entity B initiates the authentication protocol with entity A in G and
uniqueness/timeliness is controlled by generating and checking a random number (see Annex B of
ISO/IEC 9798-1:201013]).

This authentication mechanism is illustrated in Figure 20.

| rp
A
d) [Texts] || Tokenta b) R’a|| Re|| Ic|| Iz || [Text:]
Y a) Re|| Is || [Texti]
|
AinG > B
Claimant e) Is|| Tokeng Claimant | f)
Verifier / Verifier
h) / |

g) Tokensa

Figure 20 — Five-pass unilateral-anonymous mutual authentication initiated by B and 4 is

anenymous

The tokéns shall be created according to\ohe of the following two options.

Option 1:
Tokgnap = Ry || [Text7] || Rese’|| sST(Rp || Resa || [Texts]) || gsSac(Rp || Ra |l B || G || [Texts])
Tokenps = R4 || Rp || [Fexto] || sSp(G || Ra || Rp || B || [Texts])

Tokgnta = Resg || Resp || sST(R'a || Resp || [Texta]) || sST(Rp || Resg || [Texts])

Option Z:
Tok¢nag =Ry || [Text7] || Tokenta || gsSac(Re || Ra || B| G || [Texte])
Tokenga=RaH-RptHTextol-H-sSpRaH-Rp-H-EHH-BHHTextsh
Tokenta = Resg || Resp || sST(R'a || Re || Resc || Resg || [Text3])

The values of the fields Ig, Ip, Resg, Resp, Status and Failure shall have the following forms:
G: the group which entity 4 belonging to.
Ig = G or Certg, the identity of G.
Ip = B or Certp, the identity of B.

Resg = (Certg || Status), (G || Pg) or Failure
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