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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC
Internat

The mai
Standar
Publicat
casting

ISO/IEC
Subcom

ISO/IEC
techniqu

— Par
— Part

Further

JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

—

h task of the joint technical committee is to prepare International Standards. Draft Intefnationa
1s adopted by the joint technical committee are circulated to national bodies for voting.
ion as an International Standard requires approval by at least 75 % of thé wational bodig
h vote.

[72)

-~

20008-2 was prepared by Joint Technical Committee ISO/IEC JTC 1yMnformation technolog]
mittee SC 27, IT Security techniques.

20008 consists of the following parts, under the general title Infaxmation technology — Securit
es — Anonymous digital signatures:

~

1: General
2: Mechanisms using a group public key

parts may follow.

iv
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ntroduction

Anonymous digital signature mechanisms are a special type of digital signature mechanism in which,
given a digital signature, an unauthorized entity cannot discover the signer’s identifier yet can verify
that a legitimate signer has generated a valid signature.

ISO/IEC 20008 specifies anonymous digital signature mechanisms. ISO/IEC 20008-1 specifies
principles and requirements for two categories of anonymous digital signatures mechanisms: signature
mechanisms using a group public key, and signature mechanisms using multiple public keys. This part

g
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fISO/IEC 20008 specifies a number of anonymous signature mechanisms of the first category

nonymous signature mechanisms of the first category can have capabilities for previdil
nformation about the signer. Some have a linking capability, where two signatures signed by t
igner are linkable. Some have an opening capability, where the signature can be opened by 3
ntity to reveal the identity of the signer. Some have both linking and opening capabilities.

or each mechanism, the processes of opening, linking, and/or revocation are specified.

he mechanisms specified in this part of ISO/IEC 20008 use a collision-resistant hash-function
inction specified in ISO/IEC 10118 is to be used.

he International Organization for Standardization (ISO) and Intefnational Electrotechnical Cony
[EC) draw attention to the fact that it is claimed that compljanee with this document may iny
se of patents.

50 and IEC take no position concerning the evidence, validity, and scope of these patent rights

he holders of these patent right have assured the [SO and IEC that they are willing to negotiate
ither free of charge or under reasonable and nonizdiscriminatory terms and conditions with af
hroughout the world. In this respect, the stateinents of the holders of these patent rights are re
Fith [SO and [EC. Information may be obtainéd from:

- Electronics and Telecommunications'Research Institute (ETRI)
161, Gajeong-dong, Yuseong-gu;Daejeon, Korea

- NEC Corporation
7-1, Shiba 5-chome, Minato-Ku, Toyko 108-8001, Japan

ttention is drawn o the possibility that some of the elements of this document may be thg
f patent rights gthér than those identified above. ISO and/or IEC shall not be held respon
Hentifying anyfopall such patent rights.

b0 (wwwidso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
b theirstandards. Users are encouraged to consult the databases for the most up to date infd
oncerpihng patents.
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Information technology — Security techniques —
Anonymous digital signatures —

Part 2:

= = = v

1 Scope

—

his part of ISO/IEC 20008 specifies anonymous digital signature mechanisms§,yin which a
hakes use of a group public key to verify a digital signature.

=

Yt

[ provides

- ageneral description of an anonymous digital signature mechanism, using a group public K

— avariety of mechanisms that provide such anonymous digital sighatures.

Hor each mechanism, this part of ISO/IEC 20008 specifies

— the process for generating group member signature kKe€ys and a group public key,

- the process for producing signatures,

- the process for verifying signatures,

1+ the process for opening signatures (if the'mechanism supports opening),

- the process for linking signatures (ifthe mechanism supports linking), and

- the process for revoking group:members.

2 Normative references

—

he following documents, in whole or in part, are normatively referenced in this document
hdispensable for its)application. For dated references, only the edition cited applies. For
references, the latest edition of the referenced document (including any amendments) applies.

—

]

50/1EC 10118 (all parts), Information technology — Security techniques — Hash-functions

]

50/IEG-15946-5, Information technology — Security techniques — Cryptographic techniques |
dlliptic.curves — Part 5: Elliptic curve generation

verifier

ey, and

and are
undated

based on

IQﬂI/IF(‘ 18031, Infnrmnf'inn fpr'hnnlngy — pr‘urity fpr'hni/;nmc — Random hirgpnprnrinn
ISO/IEC 18032, Information technology — Security techniques — Prime number generation
ISO/IEC 20008-1, Information technology — Security techniques — Anonymous digital signa
Part 1: General

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20008-1
following apply.

© ISO/IEC 2013 - All rights reserved
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3.1

assistant signer
entity that can help a principal signer to create anonymous signatures, but that cannot generate
anonymous signatures unaided

3.2
member-list

list that includes the identities of group members together with their corresponding group
membership credentials

3.3

3.4

secret seed value
secret dhata known to a group member and used for deriving group member private keys

3.5

security parameters
variables that determine the security strength of a mechanism

4 Symbols (and abbreviated terms)
For the purposes of this part of ISO/IEC 20008, the following syinbols and abbreviations apply.

bsn

gcd(a, b)
G1
G2
GT

Ok

princile signer
entity which is in possession of a group member signature key and which can create anonymous
signatures using this key

Linking base, either a special symbol L oramrarbitrary string.

A bilinear map function e: G1x G, = Ggsuch that for all P € G, Q € G, and all positive
integers a, b, the equation e([a]P, [b]Q) = e(P, Q)ab holds. This function is also called a
pairing function.

The greatest common divisotof the integers a and b.

An additive cyclic group_of order p over an elliptic curve.
An additive cycli¢’grroup of order p over an elliptic curve.
A multiplicativecyclic group of order p.

A cryptagraphic hash-function.

Message to be signed.

An RSA modulus where n = pq.

The elliptic curve point at infinity.

Py

)

Q1+Q2
QR(n)

A prime number.

Generator of G1.

Generator of Go.

A prime number.

The elliptic curve sum of points @1 and Q3.

The group of quadratic residues modulo n.

© ISO/IEC 2013 - All rights reserved
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Zn" The multiplicative group of invertible elements in Zj,.

Zp The set of integers in [0, p-1].

Zy" The set of integers in [1, p-1].

(alp) The Legendre symbol of a and p where a is an integer and p is an odd prime number.

[n]P Multiplication operation that takes a positive integer n and a point P on the elliptic curve
E as input and produces as output another point Q on the curve E, where Q= [n]P=P + P
+ ...+ P, i.e., the sum of n copies of P. The operation satisfies [0]P = O and [-n]P=|[n](-P).

[k v The set of integers from x to y inclusive, if x, y are integers satisfying x < y.

| X || Yis used to mean the result of the concatenation of data items X aind Y in the prder

part of one of the mechanisms specified in this part of ISO/IEC 20008, this result
be composed so that it can be uniquely resolved into its constituént data strings,
that there is no possibility of ambiguity in interpretation. This latter property co
be achieved in a variety of different ways, depending on-the application. For exar
it could be guaranteed by (a) fixing the length of eachrof-the substrings througho
domain of use of the mechanism, or (b) encoding the sequence of concatenated s
using a method that guarantees unique decoding,‘e.g. using the distinguished en
rules defined in ISO/IEC 8825-1.[1]

General model and requirements

L

his clause specifies the general model and ‘*tequirements for the anonymous digital s
nechanisms specified in this part of ISO/IEC 20008. Some of the contents of this clause are tal
art 1 of this international standard. In additien, specific requirements applying to mechanism
roup public key are addressed.

n anonymous digital signature mechahism using a group public key involves a group and a set

pener and/or a group signature linker, depending on the mechanism. Multiple entities may

n the role of a group membership opener or a group signature linker. The level of anonymif
hechanism depends on the.anonymity strength (i.e., the size of the group), whether there is an
apability, whether there-is a linking capability, how revocation is done, whether the issuer ki
rivate keys, and the likelihood of compromise of a private key.

—m o S =0 = N o Mo = e

Such an anonymous'digital signature mechanismis defined by the specification of the following pr
1 key generation process,
-+ sighature process,

—+Cerification process,

specified. In cases where the result of concatenating two or more data items is signed as

shall
i.e.so
uld
nple,
ut the
[rings
coding

gnature
ten from
5 using a

of group

hembers. Each group shall possess;a'group membership issuer. There may also be a group menpbership

function
y of the
opening
ows the

ocesses:

— opening process (if the mechanism supports opening),
— linking process (if the mechanism supports linking), and
— revocation process.

The anonymous digital signature mechanisms using a group public key specified in this

part of

ISO/IEC 20008 involve a range of types of entity. Some of these entities exist in every mechanism

whereas others exist only in some mechanisms. These entities are as follows:

— Signer: a signer is an entity that generates a digital signature. In some mechanisms, a signer role
is split between two entities. For example, in direct anonymous attestation mechanisms, the signer

© ISO/IEC 2013 - All rights reserved
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In order|to use any of the mechanisms specified in this part of ISO/IEC 20008, the followingrequirements
shall be met:

6

6.1 General
This clapise specifies fout-digital signature mechanisms with linking capability.

NOTE 1 In the literattre the mechanism of 6.2 is called a list signature scheme, and the mechanisms of 6.8
6.4 and §.5 are calted DAA schemes. The mechanisms given in 6.2, 6.4 and 6.5 are based on schemes originall
specifiedin [9], [6lavid [11], respectively, in which security proofs can also be found. The mechanism in 6.3 is base]
on a scheme in'{3Fwhich is a minor modification of the scheme in [4]; the associated security analysis is given in th
full versipn-ofi4l,

role is split between a principal signer with limited computational and storage capability, e.g. a
trusted platform module (TPM), and an assistant signer with more computational power but less
security tolerance, e.g. an ordinary computer platform (namely the Host with an embedded TPM).

Verifier: a verifier is an entity that verifies a digital signature.

Group membership issuer: a group membership issuer is an entity thatissues a group membership
credential to a signer. This entity exists in all the mechanisms.

Group membership opener: a group membership opener is an entity who can identify the signer
frorfia signature. This entity exists 1N SOMe of the mechanisms.

[72)

Group signature linker: a group signature linker is an entity that checks whether two signgature
have been generated by the same signer with a linking key or a linking base. This entity, exists i
some of the mechanisms.

-

Each entity involved in an anonymous digital signature mechanism is aware of a common set ¢f
grolip public parameters, which are used to compute a variety of functions\in the mechanism.

Each verifier has access to an authentic copy of the group public key

An futhentic channel is required between a signer and a group membership issuer during th
progess of issuing group member signature key. This ensures)that the group membership issuer i
abld to provide the group member signature key only to a legitimate group member.

[Ze)

A cdllision-resistant hash function such as one of thosespecified in ISO/IEC 10118 shall be used.
A rdbust random bit generator such as one of those\specified in ISO/IEC 18031 shall be used.
A rdbust prime number generator such as one-of those specified in ISO/IEC 18032 shall be used.

A rdbust elliptic curve generator such as.one of those specified in ISO/IEC 15946-5 shall be used ip
some mechanisms.

Megrhanisms with linking:eapability

o QA< T

NOTE 2  Forcertainapplications such as attestation, a message to be signed may be hashed and/or concatenated
with additional information before being input to the signature process of one of the anonymous digital signature
mechanisms specified in this clause.

6.2 Mechanism 1

6.2.1 Symbols

The following symbols apply in the specification of this mechanism.

Ip, k, Ix, le, Ig, Iy, €: security parameters.

© ISO/IEC 2013 - All rights reserved
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p’, q’, e: prime numbers.

a,ap, g, h, b, C1, D, Co,d,dy, dp, t), t1, t2, A, f, T1, T2, T3, Ta, d3, da, ds, t3, ts, ts: integers in QR(n).

X', a, B: integers in [0, 2/x -1].
w1, w2, w3: integers in [0, 22Ip -1].

¢ ¢ c,c c’ c” k-bitintegers.

I (7IH + 1)-hif infpgpr

(@

t1, §1, 1, r1, r2: (€ - (Ix + k))-bit integers.

t2, $2: (¢ (21, + k + 1))-bit integers.

x: (Ix + 1)-bit integer.

r3: (€ -(Ix + 21y + k + 1))-bit integer.

S0, S1, S2, S”: integers in [-21x+k, 2e(x+k)-1].
s3: integer in [-20x+21p +k+l, 2e(Ix+2p +k+1)-1].
ra, rs: (€ - (21, + k))-bit integers.

ro, r10: (€ - (2Ip + I + k))-bit integers.

Sa, S5: integers in [-22Ip+k, 2e(2Ip+k)-1].

S, S10: integers in [-22Ip+le+k, 2¢(2Ip+le+k)-1].
H: a hash function that outputs k-bit message digest.

Hr: a hash function that outputs (21,)-bit message digest.

.2.2 Key generation process

ess. The
T, group
eractive

hnd p’as

The key generation process has two parts: a setup process and a group membership issuing prod
setup process is executed by 'the group membership issuer to create the group public parametg
fdublic key, and group membership issuing key. The group membership issuing process is an int
drotocol running between the group membership issuer and a group member to create a uniqiie group
member signature keyfor the group member.
The setup procésstakes the following steps by the group membership issuer:
ad) Choose the following parameters: I, k, Iy, le, IE, Ix, €.
H) Choose an RSA modulus n = pgqwithp =2p’+1,q=2q"+ 1 such thatp, q, p, q’are all primes
well as g” have I, bits.
c) Choose a random generator a of the group of quadratic residues modulo n by performing the
following steps:
1) Choose a random integer g in Z," such that gcd(g+1, n) = 1 and gcd(g -1, n) = 1.
2) Compute a = g2 (mod n).
d) Choose arandom generator ag of QR(n) different from a.
e) Choose arandom generator g of QR(n) different from a and ayp.
f) Choose a random generator h of QR(n) different from a, ag and g.

© ISO/IEC 2013 - All rights reserved
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g) Cho
h) The

ose a random generator b of QR(n) different from a, ag, g and h.

group membership issuer chooses two hash functions H: {0, 1}* — {0, 1}k and H: {0, 1}* - {0,

1}2Ip. An example of how to construct Hris provided in Annex B.

i)  Output the following:

group public parameter = (Ip, k, Iy, le, IE, Ix, €),

group public key = (n, g, ag, g, h, b),

NOTE

The groyip membership issuing process may require a secure and authentic channel betweertlie membsg

and the
an eaves

group membership issuing key = (p), q).

An example of recommended parameters is provided in Annex C.2.

[

broup membership issuer to prevent the group membership credential from beinglobserved bfy
dropper. How to establish such a channel is out scope of this mechanism. The groip membership
process is as follows:

group member chooses a random integer x’ € [0, 2/x -1].
member chooses a random integer 7* € [0, 2n -1].
member computes C1 = g¥h" (mod n).

member generates a proof of knowledge U of the representation (x’, /) of C1 in the bases g anfd
performing the following steps:

The member chooses a random integer t1 € [0, 2e(B#44)-1].

The member chooses a random integer t; € [0;2&(2Ip+k+1)-1].

The member computes D = gt1ht2 (mod n):

The member computes ¢ =H(g || h || €| D).

The member computes §1 = t1 - 6.

The member computes §, =t - ¢ I-

U= (¢ 81,52).

member sends C1:and U to the group membership issuer.

group membership issuer receives €1 and U from the member.

group membership issuer verifies that C1 belongs to QR(n) by performing the following step:

The group membership issuer checks that (C1|p) = 1 and that (C1]|q) = 1. If either of these

verifications fails, the group membership issuer outputs Reject and stops.

issuing |
a) The
b) The
c¢) The
d) The
h by
1)
2)
3)
4)
5)
6)
7)
e) The
f) The
g) The
1)
h) The
1)
2)
3)
i) The
i) The

group membership issuer verifies the proof of knowledge U by performing the following steps:
The group membership issuer computes D’ = g§1h$2C1¢ (mod n).
The group membership issuer computes ¢ =H(g || h || C1 || D).

The group membership issuer checks that ¢ = ¢, §1 belongs to [-2Ix*k, 2é(ix+k)-1] and §; belongs to
[-22Ip+k+1, 2e(2Ip+k+1)-1]. If any of these verifications fails, the group membership issuer outputs
Reject and stops.

group membership issuer chooses a random odd integer « € [0, 2/x -1].

group membership issuer chooses a random integer 8 € [0, 2[x -1].

© ISO/IEC 2013 - All rights reserved
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k) The group membership issuer sends a and f§ to the member.

1) The member receives a and £ from the group membership issuer.
m) The member computes x = 2IX + (ax’+ f (mod 21x)).

n) The member computes C; = aX (mod n).

0) The member computes v = (ax+ f8) | 2Ix.

r) The member generates a prnnf of l(nm/\r]pdgp V. of the discrete ]ngqrifhm x of Co in hase a by

performing the following steps:

1) The member chooses a random integer r’ € [0, 2&(x+k)-1].

2) The member computes d’ = a" (mod n).

3) The member computesc’=H(a||g || C2 || ).

4) The member computes s’=r’ - ¢’(x - 2IX).

5) The member set V= (c’s’).

d) The member generates a proof of knowledge W by performing the following steps:
1) The member chooses a random integer r1 € [0, 2¢(Ix#K)1].

2) The member chooses a random integer r; € [0, 2éx+k)-1].

3) The member chooses a random integer r3 €.]0; 2e(x+2Ip+k+1)-1].

4) The member computes di = a'l (mod n),

5) The member computes d = gr'l(g)r¢hr3 (mod n) where I = 21x,

6) The member computesc=H(a [[g || h || C1]| C2 |l d1 ]| d2).

7) The member computes sg=¥i - c(x - 21X).

8) The member computes.sz=r; - cv.

9) The member compttes s3=r3 - car-

10) The membeE-sets W = (c, 51, S2, 53).

1) The membeérsends Cz, Vand W to the group membership issuer.

s) The group membership issuer receives C2, Vand W from the member.

t) Thegroup membership issuer checks that C; belongs to QR(n) by performing the following|step:

1) Thegroup membershipissuerchecksthat(C2|p)=1andthat(Cz|q)=1.1fanyoftheseverifications
fails, the group membership issuer outputs Reject and stops.

u) The group membership issuer verifies the proof of knowledge V by performing the following steps:
1) The group membership issuer computes sg = s’ - ¢’ 21X,
2) The group membership issuer computes t’= C2¢'as0 (mod n).

3) The group membership issuer computes c”’=H(a || g || C2 || t)-

© ISO/IEC 2013 - All rights reserved 7
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The group membership issuer checks that ¢” = ¢’ and that s’€ [-2Ix+k, 2¢(Ix+K)-1]. If any of these
verifications fails, the group membership issuer outputs Reject and stops.

group membership issuer verifies the proof of knowledge W by performing the following steps:
The group membership issuer computes t1 = (C2/al)casl (mod n) where L = 21X,
The group membership issuer computes tz = (C19gP)<cgs1(g)s2hs3 (mod n) where I = 2Ix,

The group membership issuer computesc”=H(a || g || h || C1 || C2 || t1 || £2)-

[=]

The group membership issuer checks that: ¢’ = ¢, s1 belongs to [-21x*k, 2e(Ix+K)-1], 57 belongs+
[-21x+k, 2&(Ix+K)-1] and that s3 belongs to [-2/x+2lp+k+1) 2e(Ix+2Ip+k+1)-1]. If any of these verification
fails, the group membership issuer outputs Reject and stops.

[72)

group membership issuer chooses a random prime e € [2/E - 2le + 1, 2IE + 2le - 1].
group membership issuer computes d1 = 1/e (mod p’q’).

group membership issuer computes A = (agC2)91 (mod n).

group membership issuer stores (4, e, Member) in member-list LIST:

group membership issuer sends A and e to the member.

member receives A and e from the group membership issuet

member checks that A¢ = agaX (mod n).

group member signature key of the signer is (4, e, x},in which x is the group member private kefy
(4, e) is the group membership credential.

bignature process

o

of a group publickey (n, g, ap, g, h, b), a greup member signature key(4, e, x), alinking base bsn, an
be m € {0, 1}" to be signed, the signatre process takes the following steps below. The linking bas|
br the linking capability. It is chosen by group membership issuer or any other trusted authorities.

D

member computes f = (Hr (bsn))2 (mod n).

member chooses a randoim integer wy € [0, 22/p - 1].
member chooses arandom integer wy € [0, 22/p - 1].
member choeSes a random integer w3 € [0, 22/p - 1].
membercomputes T1 = Abw1 (mod n).

meniber computes T2 = gw1hw2 (mod n).

member computes T3 = gehw3 (mod n).

4)
v) The
1y
2)
3)
4)
w) The
x) The
y) The
z) The
aa) The
bb) The
cc) The
dd) The
and
6.2.3
On input
amessa
isused f
a) The
b) The
c) The
d) The
e) The
f) The
g) The
h) The
i) The
j) The
k) The
1) The
m) The

member computes T4 = fX (mod n).
member chooses a random integer r1 € [0, 2é(le+k)-1].

member chooses a random integer r; € [0, 2&(ix+4)-1].

[

[

member chooses a random integer r3 € [0, 2é(2Ip+K)-1].

member chooses a random integer r4 € [0, 2¢@Ip+K)-1].
[

member chooses a random integer rs € [0, 2é(2Ip+k)-1].

© ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=a1a2d2a99809e856ac8bcea19103249c

ISO/IEC 20008-2:2013(E)

The member chooses a random integer rg € [0, 2¢@lp+le+k)-1].
The member chooses a random integer r1g € [0, 2é(2lp+le+k)-1].

The member computes d1 = T171/(a"2b9) (mod n).

q) The member computes dy = T2"1/(g"9h"10) (mod n).

r) The member computes d3 = g"3h™ (mod n).
1 The member computes dg = grlhrS (mod n)
t) The member computes ds = f72 (mod n).
) The member computes c=H(a [[ao [|g|[ Al To|| T2 || T3 || T4 || d1 || d2 || d3 || d4 |[d5T| m).
) The member computes s1 =r1 - c(e - 2IE).
W) The member computes sy = rp - ¢(x - 21X).
x) The member computes s3 =r3 - cwy.
) The member computes s4 = r4 - cwy.
7) The member computes s5 =r5 - cws.

da) The member computes sg = rg - cewy.

Hb) The member computes s1g9 = r1g - cews.

) The member sets the signature as o = (¢, S1, $2,53) S4, S5, S9, S10, T1, T2, T3, T4).

.2.4 Verification process

a group

[-221p+k

(n input of a message m, a linking base:bsh, a signature (c, s1, S2, 53, S4, S5, S9, S10, T1, T2, T3, T4)
fdublic key (n, a, ap, g, h, b), the verification process takes the following steps:

d) The verifier computes f= (Hr(bsn))2 (mod n).

H) The verifier computes t4=aocT151-cl’" / (a s2-cLbhs9) (mod n) where I’ = 2E and L = 21X,

d The verifier computes’t; = Tps1-cl’ / (gs9hs10) (mod n) where I’ = 2IE.

d) The verifier comiputes t3 = T2¢gs3hs4 (mod n).

d) The verifiereomputes t4 = T3¢g s1-c'hs5 (mod n) where I’ = 2IE,

f) The venifier computes t5 = T4¢fs2-cL (mod n) where L = 21X,

g) Aheverifier computesc’=H(a|[ao |lg || h || TL[| T2 |l T3 || Ta |[ te || t2 | t3 || ta || ts || m).

) 'F r" = C S belenn—s tC r ')IP+I( ')F’”P-I-I(l 11 SL belcnn—s tc [ ')]Y+I( ')P”Y+I(l 11 03 belenn—s tC
2&(2Ip+k)-1], 54 belongs to [ 221P+k 2€(2Ip+k)- 1] S5 belongs to [-22Ip+k, 28(21p+kl 1] S9 belongs to [-22Iptle+k,
2&(2Ip+le+k)-1], s19 belongs to [-22Ip+le+k, 2&(2Iptle+k)-1], then return 1(valid).

i) Elsereturn 0 (invalid).

6.2.5 Linking process

Given two valid signatures o = (c, 51, S2, $3, S4, S5, 59, S10, T1, T2, T3, T4) and 0’ = (¢’, 51, S2/, 53, S4,, S5, S9’, 510’

T1, T2, T3, T4") computed using a linking base bsn, the linking process takes the following step:

a)

©

If T4 = T4/, output 1 (linked), otherwise, output 0 (not linked).
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6.2.6 Revocation process

Details of the revocation process in this mechanism are surveyed in [10l. There are two types of revocation
(private keyrevocation and verifier blacklistrevocation) supportedin thismechanism. Private key revocation
can be either a global revocation or a local revocation. Verifier blacklist revocation is a local revocation.

Private key revocation:

— Ifagroup member signature key (4, e, x) is compromised, the group membership issuer or a verifier
puts x into a revocation list RL of this type.

— Givgn a valid signature o = (¢, S1, S2, 53, S4, S5, 59, S10, T1, T2, T3, T4) computed using a linking,base
bsn pnd a revocation list RL of this type, a verifier can check revocation of this signature as follows:
For pach x’ € RL, verify Ty # (Hr (bsn))2X’ (mod n). If any of the verification fails, output 0 frevoked),
oth¢rwise, output 1 (valid).

NOTE The private key revocation works only if the group membership issuer or the verifierhas learned the

group m¢mber signature keys of the compromised group members.

Verifier placklist revocation:

— Ifsignatures were computed using a linking base bsn, and a verifier canrbuild its own revocation ligt
RL dorresponding to bsn. If the verifier wants to blacklist the signer of a'signature o = (c, s1, 52, 53, S§,
ss, Sp, S10, T1, T2, T3, T4), she puts T4 into a revocation list RL of this €ype.

— Givgn a valid signature o = (¢, 51, 52, S3, S4, S5, S9, S10, T1, T2, T3, T4} computed using a linking base bsn and
areyocation list RL of this type, a verifier can check revocation of this signature as follows: For each T}’
€ R, verify T4 # T4'. If any of the verification fails, output 0\(revoked), otherwise, output 1 (valid).

NOTE In order to use verifier blacklist revocation in thisiimechanism, a signer is required to use a specific

linking bpse for each verifier. The value of the linking base eguld, for example, be chosen by the verifier or agreed

in advange by the signer and verifier.

6.3 Mgpechanism 2

6.3.1 S$ymbols

The follgwing symbols apply in the-specification of this mechanism.

— In lgle l'e, 1y, Ig, In, Iy Is, I3 Jp: SECUrity parameters.

— D, ql p, [, e: prime numbers.

— 9,91h S, Z Ry, RpDU/U, A, A, T, Tt integers in QR(n).

— X0, X1, Xz, X5, X, Xg, Se, Te: Integers in [1, p*q’].

— Vv ILIKLK15T, K ], K integers whose multiplicative order modulo I"is p.

— [ [ integersin{0,p—-

— fo f1: Irbit integers.

— ¢p, ¢ C, np, ny: Ig-bit integers.

— nrg, ny: lg-bit integers.

— t,ta, rf (2l + Iy + Iy + 1)-bit integers.

— t1: (le + Iy)-bit integer.

— ro, r1: (I + Ip + Iy)-bit integers.

10
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ry: (Iy + Iy + Ig)-bit integer.

ry= (le + I + 2lg + Iy + 1)-bit integer.
ry. (In + 2lg + Iy)-bit integer.

sy~ (In + 21g + Iy + 1)-bit integer.

so, s1: (I + g + Iy + 1)-bit integers.

vowe (1. + I2)-bitintegers
\wryg \~o) (=]

(@)

= T SO s »

v*: (I, - 1)-bit integer.

v”: I,-bit integer.

v: (In + Ip + I, + 1)-bit integer.

bsny: a linking base of the group membership issuer.

Hr: a hash function that outputs (Ir + Ig)-bit message digest.

.3.2 Key generation process

he key generation process has two parts: a setup process and’a group membership issuing proc
etup process is executed by the group membership issuer€o)create the group public parametd
ublic key, and group membership issuing key. The group:membership issuing process is an int
rotocol running between the group membership issuerrand a group member to create a uniqiie group
hember signature key for the group member. Revocation check during the group membership
rocess is required to prevent an attacker from recenrolling a revoked group member private k

he setup process takes the following steps by the group membership issuer:

ess. The
T, group
eractive

issuing
ey.

d) Choose the following parameters: Iy, d5 le, l'e, v, lg, Iy, I, Is, IT;, Ip.

H) Choose two hash functions H: {0,,1}* — {0, 1}/H and H: {0, 1}* — {0, 1} I’ + 18, An example of how to
construct Hris provided in Ahnex B.

d Choose an RSA modulus-i*= pq with p =2p’+ 1, q = 2q’ + 1 such that p, g, p’, ¢’ are all primes and
n has I, bits.

d) Choose arandom(integer g’in QR(n).

g) Choose random integers xo, X1, Xz Xs, X, Xg in [1, p*q’].

f) Computedg = (g)*I mod n, h = (g’)*h mod n, S = hxs mod n.

gd) Compirte Z = h*2mod n, Ry = $¥0 mod n, R1 = $¥1 mod n.

) ~Choose a random prime p of I, bits.

i) Choose arandom prime I" of I bits such that I" - 1 is a multiple of p and (I'-1) /p is not a multiple of p.

j) Choose a random y, a number whose multiplicative order modulo I is p.

k) Output the following:
— group public parameter = (Ip, Ig lg, I'e, Iy, I, I, I Is, 13 Ip, H, H),
— group publickey=(n,g,9, h,S,Z Ro, R, Vv, [, p),
— group membership issuing key = (p’, q').

NOTE An example of recommended parameters is provided in Annex C.2.

© ISO/IEC 2013 - All rights reserved
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The group membership issuing process requires a secure and authentic channel between the principal
signer and the group membership issuer. How to establish such a channel is out scope of this mechanism.
The group membership issuing process includes the following steps:

a)
b)

The
The

NOTE

principal signer and the group membership issuer agree on a linking base bsnj.

assistant signer computes J; = (Hr(1 || bsnj))(’-1)/p mod I" and sends J; to the principal signer.

As discussed in [19], holding the signer anonymity requires that the value bsn; is never used as

bsn in any DAA signatures. In an application where this requirement is not guaranteed, changing J; = (Hr(1 ||

bsnj
The
The

The
The
The
The
The

The
mer

NOT

ont
abor

The
The
The
The
The
The
The
The
The

AV Al RY 1 L Ll Ll 1 AL 1 1 sl L. | 1.1
JU /7P IHIOU T LU J= "IV [ USTIf) )¢ =)/7F OO T LdIl dVOIU UITLS POULCIILAT DIUODITIILL
principal signer checks that (J))? =1 (mod I').

principal signer chooses a random f € [0, p-1] or derives ffrom its secret seed value.

principal signer computes f; :{f/ZIfJ.

principal signer computes fo = f- 2If - f1. The (fo, f1) pair is part of the group'member private ke}
principal signer randomly picks an integer v’ of (I, + lg)-bit.

principal signer computes U = (Ro/0 - R4/1 - V") mod n.

principal signer computes Kj = (J;)f mod I

principal signer sends U and Kj to the assistant signier ‘who forwards them to the grou
hbership issuer.

E After the above step, the group membership.isster can compute f = fy + f1 - 2! for each (fo, f-
ne revocation list and verify K # Jf mod I'. If the signer has been revoked, the group membership issug
ts the group membership issuing process.

principal signer randomly picks two integers ro, r1 of (Ir+ Ig + Ig)-bit.

principal signer randomly picks angnteger r of (I, +21p + Iy)-bit.

principal signer computes U’ = (Rg"0 - R11 - ")) mod n.

principal signer computes®g=ro + rq - 2/.

principal signer computes K;’ = (/)" mod I.

signer sends U’ and K|’ to the assistant signer.

group membership issuer chooses a random n; € {0, 1}/H and sends nj to the assistant signer.
assistant signer computescp=H(n || Ro || R1 | S| U || Kr || U’ || Ki” || n)).

assistant signer sends cp, to the principal signer.

The
The
The
The
The
The
The

principatsigmer choosesaramdonorce re0;1#4:

principal signer computes c = H(cp, || nT).

principal signer computes s, =ry+c-v,so=ro+c- fo,S1=r1+c- f1.

principal signer sends (c, ny; So, 51, Sv’) to the assistant signer.

assistant signer forwards (c, ng, so, s1, Sy’) to the group membership issuer.

group membership issuer verifies that sp and s1 are at most (Ir+ Ip + Iy + 1)-bit integers.

group membership issuer verifies that s, is an at most (I, + 2Ig + [y + 1)-bit integer.

—

—
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aa) The group membership issuer computes U’ = (U-¢ - Rps0 - R151 - $5v') mod n.

bb) The group membership issuer computes t = sg + 51 - 2/,

cc) The group membership issuer computes K;’ = (K¢ - Jit) mod I

dd) The group membership issuer verifies thatc=H(H(n || Ro || Rz || S| U || K1 || U’ || K7’ || np) ||
ee) The group membership issuer randomly chooses v* of (I, - 1)-bit.

f") The group mpmhprchip issuer rnndnm]y choose a primee from [716—1 2le-1 +71'€—1]

g) The group membership issuer computes v” = v* + 2Iv-1,

=0 09

h) The group membership issuer computes A = (Z - U-1 - S-v")1/e mod n.

) The assistant signer chooses arandom integer ny € {0, 1}/¢ and sends to the grofipmembersh

—

) The group membership issuer randomly chooses r from [0, p”q’].

[—y

KKk) The group membership issuer computes A’ = (Z - U-1 - Sv")re mod n.
1) The group membership issuer computesc’=H(n || Z|| S|| U || vilhA || A’ || nn).

hm) The group membership issuer computes s, = (re - ¢/€) mod'p*q’.

=

n) The group membership issuer sends c’, se, and (4, e, v’Jto' the assistant signer.

=

do) The assistant signer verifies that e is a prime in [2/ex}, 2le-1 42l -1],

p) The assistant signer computes A’ = (A¢’- (Z - UASSv")se ) mod n.

o}

q) The assistant signer verifies thatc’=HmZ || S| U|| v’ || A || A" || nH).

Ne)

1) The assistant signer forward v” to the principal signer.

5) The principal signer sets v = v’ # y*and stores (fo, f1, v) while the assistant signer stores (4,

(%)

—

[) The group member signature-key of the signer is (fo, f1, 4, e, v), in which (fo, f1, V) is tH
member private key and.(4, €) is the group membership credential.

(@

.3.3 Signature process

n input of a group-public key (n, g, g, h, S, Z, Ro, R1, ¥, I, p), a group member signature key ( fo, f
linking base bs#i,va nonce ny € {0, 1}/H, and a message m € {0, 1}* to be signed, the signature
hkes the follewing steps below. The linking base is either a special symbol L or an arbitrary str

ot

=z

OTE 1.\ The nonce ny is usually chosen by the verifier.

013(E)

nr).

p issuer.

e).

e group

A, ),
process
ing used

br the linking capability. It is chosen either by the signer or the verifier, or pre-negotiated by both them.

NOTE 2  Alternative way to handle ny is to include ny as part of the message m.

a) The principal signer has the group member private key ( fo, f1, v) while the assistant signer has (4, e).

b) Ifbsn= 1,the assistantsigner chooses a random integer ¢ from [0, p -1] and computes J = (y)¢ mod I"

c) Ifbsn# L,the assistant signer computes J = (Hr(1 || bsn)) (-1)/p mod I.
d) The assistant signer sends J to the principal signer.

e) The principal signer verifies that (/)?=1 mod I

f) The principal signer computes f = fy + f1 - 2If.

g) The principal signer computes K = (J)f mod I'.

© ISO/IEC 2013 - All rights reserved
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h) The principal signer randomly picks an integer ry of (I, + Ip + Iy)-bit.

i)  The principal signer randomly picks two integers ro, r1 of (Ir+ I + Iy)-bit.
j)  The principal signer computes T;" = (Rp"0 - R1"1 - S*V) mod n.

k) The principal signer computes r¢’ = (ro + r1 - 2/f) mod p.

1) The principal signer computes K’ = (J)f' mod I

m) The prinr‘ipn] signer sends K T, K'to the assistant signer

n) Thelassistant signer randomly picks an integer w of (I, + Ip)-bit.

0) Thelassistant signer randomly picks an integer r¢ of (I's + lg + I)-bit.

p) Thelassistant signer randomly picks an integer ry of (le + I, + 21 + Iy + 1)-bit.
q) Thelassistant signer computes T = (4 - S¥) mod n.

r) Thelassistant signer computes T’ = (T¢ - Tr¢ - S*v) mod n.

s) Thelassistant signer computescyp=Hn || Ro || RL|ISIIZI Y| T e | JWTN K| T || K || ny).
t) Thejassistant signer sends cj to the principal signer.

u) The|principal signer chooses a random nonce nt € {0, 1}/9,

v) The|principal signer computes c = H(H(cp || nT) || m).

w) The|principal signer computes s, =r, +c-Vv, sg =rg +¢<fo, S1=r1+cC f1.

x) The|principal signer sends (c, ng; sy, So, S1) to the assistant signer.

y) Thelassistant signer computes se = re + ¢ - (e~ 2le-1).

z) Thelassistant signer computes s, =s, +y -c-Ww - e.

aa) The|assistant signer outputs the group signature o = (J, K, T, ¢, n1; Sy, So, S1, Se)-

6.3.4 Verification process

On input of a message m, a lihking base bsn, a nonce ny € {0, 1}/H, a group signature (J, K, T, ¢, ng, sy, ¢,
S1, Se), a group public key{n,-g’, g, h, S, Z, Ro, R1, ¥, [, p), the verification process takes the following steps:

a) Verify that (J/)?=12mod I"and (K)?=1 mod I.
b) Verify that sg and s1 are at most (I + Ip + Iy + 1)-bit integers.

c) Verify thatse is an at most (I% + Ip + [y + 1)-bit integer.

d) Computets=sp+ec-2le=1

e) Compute tp =sg +5s1 - 2l

f) Compute T’ = (Z¢- Ttl - RpsO - R4s1 - Ssv') mod n.

g) Compute K’ = (K¢ - Jt2) mod I

h) - Verify thatc=HHH® [| Ro [| RIS Z [y I I (LTI T KT K| ny) {| n7) || m).
i) If]is derived from linking base bsn, verify that J = (Hr(1 || bsn))(-1)/p mod I

j)  Optionally, call the revocation checking process.
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k) Ifany of the above verifications fails, output 0 (invalid), otherwise, output 1 (valid).

NOTE The revocation check in the verification process could be performed in the first step instead of the last

step of the process.

6.3.5 Linking process

Given two signatures o = (J, K, T, ¢, ng, sy, So, S1, Se) and o’ = (J, K, T, ¢, nt’, sy”, o, s1, Se’), the linking

process takes the following step:

d) Ifj=J"and K = K’, output 1 (linked), otherwise, output 0 (not linked).

NOTE If the linking process outputs 0 because of | # J, it means that the linking process cannot d
whether two signatures were created by the same group member.

4.3.6 Revocation process

=

etails of the revocation process in this mechanism are surveyed in [10]. There are two types of re|
private keyrevocationand verifierblacklistrevocation) supported in this mechanism.Private keyre]
can be either a global revocation or a local revocation. Verifier blacklist reyocdtion is a local revocat

f

Hrivate key revocation:

— If a group member signature key (fo, f1, 4, e, v) is compremised, the group membership is{
verifier computes f = fo + f1 - 2f, and puts finto a revocatipn list RL of this type.

—+ Given a signature o = (J, K, T, ¢, n1, Sy, So, S1, Se) andha revocation list RL of this type, a ver]

verification fails, output 0 (revoked), otherwises-output 1 (valid).

NOTE The private key revocation works only:ifthe group membership issuer or the verifier has led
group member signature keys of the compromised group members.

Verifier blacklist revocation:

- If signatures were computed using a linking base bsn, and a verifier can build its own revoc
RL corresponding to bsn. Ifthe verifier wants to blacklist the signer of a signature o = (J, K
Sy, S0, S1, Se), she put K intorevocation RL of this type.

—+ Given a signature o= (], K, T, ¢, nT, Sy, So, S1, Se¢) and a revocation list RL of this type, a ver]
check revocation of)this signature as follows: For each K’ € RL, verify K # K’. If any of the ver
fails, output 0 {révoked), otherwise, output 1 (valid).

NOTE In order to use verifier blacklist revocation in this mechanism, a signer is required to use

linking base for‘each verifier. The value of the linking base could, for example, be chosen by the verifier
in advanceby'the signer and verifier.

4.4 Mechanism 3

etermine

vocation
vocation
ion.

uer or a

ifier can

check revocation of this signature as follows: Fofeach f’ € RL, verify K # (J) f mod I'. If afy of the

irned the

htion list

[, T, ¢, ng

ifier can
ification

h specific
ragreed

6.4.1 Symbols

The following symbols apply in the specification of this mechanism.
— t:asecurity parameter.

— Q1 Q2A ER ] K], K, T Ry Ry, R3: elements of G.

— W: elements of G2.

— T1, T, T3, T4, Ry: elements of GT.

— VAL X 16 Ch G b, rfry T T, SE Sx Sa Sh U, V, 'y, Ty, Sy, Syt integers in Zp,.

© ISO/IEC 2013 - All rights reserved
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— ny, ny, nT: t-bit integers.

— Hjp:ahash function that outputs elements in Zj,.

— Hj: ahash functions that output elements in G1.

6.4.2 Key generation process

generation process takes the following steps by the group membership issuer:

The key
a) Cho
fun

b) Cho
c¢) Cho
d) Cho

hash functions is provided in Annex B.

e) Cho
f) Cho
g) Con
h) Out

NOTE 1
by the sig

NOTE 2

The groyip membership issuing precess requires a secure and authentic channel between the signer and

the groy
For each
a) Cho
b) Conl
c) Out
NOTE

pse an asymmetric bilinear group pair (G1, G2) of large prime order p and an associated pairinyg
tion e: G1x G2 — GT.

pse a random generator P1 of Gy.
pse a random generator P; of Go.

pse two hash functions Hy: {0, 1}* — Z, and H>: {0, 1}* = G1. An example of howte construct such

pse random elements Q1, Q2 from G1.

pse a random integer y from Z," and computes W = [y]Ps.

pute T1 = e(Py, P2), T2 = e(Q1, P2), T3 = e(Q2, P2), and Ty = e(@ W).
but the following:

group public parameter = (G1, G2, G, p, e, P1, P2, H1, Hp),

group public key = (Q1, @2, W, Ty, T2, T3, Ta)),

group membership issuing key = y.

Ty, Ty, T3, and T4 are optional in group public key, as they can be computed from Py, P2, Q1, Q2, and iV
fners and verifiers.

Examples of recommended parameters are provided in Annex C.2.

p membership issuer. Howto establish such a channel is out scope of this mechanism.
signer, the group membership issuer generates a group member signature key as follows:
pse two randormjintegers f, x from Z," or derive them from a secret seed value.

pute A = [T/gx+y)](P1 + [f1Q1)-

put the'group member signature key as (f, 4, x).

ot

Ifithe group member signature keys are generated using the above method, this mechanism does ng

provide
all the gr

NHTIRabiity with TeSpect to the group Membersnip 1SSUer, Uniess te group Membership 1SSuer detet
oup member signature keys after provisioning them to the signers.

v

Alternatively, each signer can run a group membership issuing process with the group membership
issuer to obtain a group member signature key:

a) The group membership issuer chooses a nonce nj € {0, 1}.

b) The group membership issuer sends n; to the signer.

c) Thesigner chooses atrandom a group member private key ffrom Z," or derives ffrom its secret seed
value.

16

© ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=a1a2d2a99809e856ac8bcea19103249c

ISO/IEC 20008-2:2013(E)

d) The signer chooses at random integer r from Z,".

e) The signer computes F = [f]Q1 and R = [r]Q1.

f)  The signer computes ¢ = Hi(p || P1 || P2 || Q|| @2 [| WI| F[| R || ny).

g) The signer computes s = (r+c - f) mod p.

h) The signer sends (F, ¢, s) to the group membership issuer.

i} The group membership issuer computes R = [<]Q4 = [c]F

j] The group membership issuer verifies that c=Hi(p || P1 || P2 || Q1 || Q2 || W || F || R || ni):

K) The group membership issuer chooses at random integer x from Z,".

1) The group membership issuer computes 4 = [1/(x+y)](P1 + F).

m) The group membership issuer sets (4, x) as the signer’s group membershipcredential and|sends it
to the signer.

n) The signer verifies the credential by checking that e(4, W + [x]P2)=/e(P1 + F, P3).

d) The group member signature key for the signer is (f 4, x).

4.4.3 Signature process

(On input of a group public key (Q1, Q2, W, T3, T2, T3, T4), aigroup member signature key (f, 4, x), 4 linking
Hase bsn, and a message m € {0, 1}" to be signed, the‘signature process takes the following steps. The
linking base is either a special symbol L or an arbit¥ary string used for the linking capability.

d) Ifbsn= 1, choose arandom element ] from\G1, otherwise, compute J = Hz(bsn).
) Compute K =[f]].
d Choose arandom integer a from,*and compute b = (a - x) mod p.
d) Compute T=A + [a] Q2.
d) Randomly pick four randem integers rg, ry, rg, rp from Zy".
f) Compute Ry = [rf]f-
gd) Compute Ry 7€(A&, P2)rx- Tprf- Tarb-a rx. Tyra,
NOTE e(4, P7) can be pre-computed by the group member and re-used in each signature process.
h)  Comgpute c = Hi(Hi(p [| PLI| P2 || Qu Il Q2 [l WIIJII K| T|| Ry I R2) || m).
i) Aompute sg= (rf+ ¢ f) mod p, sy = (ry + ¢ - x) mod p.
j—Computesg={re T @ MOt S5 = (5 F T b MOd
k) Output the anonymous digital signature o = (J, K, T, ¢, Sf, Sx, Sa, Sp)-

The signature process can be jointly performed by a principal signer and an assistant signer as follows.

a)
b)
‘)
d)

The principal signer has the group member private key fwhile the assistant signer has (4, x).
If bsn = L, the principal signer chooses a random element J from G1, otherwise, computes J = Hp(bsn).
The principal signer computes K = [f]].

The principal signer chooses a random integer r¢from Z,".
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principal signer computes Ry = [rf]] and Rz¢ = [rf] Q1.

principal signer sends (J, K, R1, Rz¢) to the assistant signer.

assistant signer chooses a random integer a from Z," and computes b = (a - x) mod p.
assistant signer computes T = A + [a]Q>.

assistant signer randomly picks three integers ry, rq, rp from Z,".

e) The
f) The
g) The
h) The
i) The
i) The
k) The
1) The
m) The
n) The
o) The
p) The
q) The
r) The
NOTE 1

NOTE 2

steph) o
stepk) o
6.4.4
On inpu
W, Ty T
a) Ver
b) Ver
c) Ifbs
d) Con
e) Conl

assistant signer computes Ry = p(PZt = [rA]T + [rb]QZ PZ) - Tyra
assistant signer computes cp = Hi(p || P1 || P2 || Q1 || Q2 [| W J | K || T || R1 || R2).
assistant signer sends cp, to the principal signer.
principal signer chooses a nonce nr € {0, 1}t.
principal signer computes c = Hi(cp, || nt || m).
principal signer computes s¢= (r¢+ ¢ - f) mod p.
principal signer sends (¢, n7; sf) to the assistant signer.
assistant signer computes sy = (ry + ¢ - X) mod p, Sq = (rq + ¢ - @) mod p, sp = (rp + ¢ - b) mod p.
assistant signer outputs the anonymous digital signatureje = (J, K, T, ¢, n; s Sx, Sa, Sb)-
The nonce nr chosen by the principal signer is optional,and'can be omitted.
The signature process may include a verifier’s noncefj as an optional input. If ny is included as inpu

the signature process computes ¢ = Hi(H1(p || P1 || P2'|| Q1 || Q2 [| W[ J[| K[| T || R1 || Rz || nv) || m) an
the joint signature process computes cp = Hi(p 5R1 || P2 [| Q1 || Q2 | WIIJII K[| T || Ry || Rz || nv).

Verification process

of a message m, a linking base bsmy@/signature (J, K, T, ¢, s Sy, Sa, Sp), a group public key (Q1, Q¢

, T3, T4), the verification process.takes the following steps:
fy that J, K, T are elements-inGy.

fy that s; sy, sq, Sp are.integers in Zp.

n # L ,verify thaty= Hy(bsn).

pute R1 = [sgf~c]K.

pute Ry £ 8(T, [-sx]P2 — [c]W) - T1¢ - T2 - T3sb - Tysa.

£)  Verify thatc = Hi(Hi(p || P || P2 [| Q[ Q2 [ WIIJII K| T || Ra || R2) || m).

o T

N

g) Opt

h) If any of the above verifications fails, output 0 (invalid), otherwise, output 1 (valid).

NOTE
I P11 P2

If nonce nris included in the signature, then step f) of the verification process verifies that c = Hy(H1(
1QuIl @ I WIJIIKII TRyl R2) || nT || m).

6.4.5 Linking process

p

Given two signatures o = (J, K, T, ¢, ng; sf Sy, Sq, Sp) and o’ = (J, K, T', ¢, n1’, 5f, Sx’, Sa, sp’), the linking process
takes the following step:

a) Ifj=J"and K = K’, output 1 (linked), otherwise, output 0 (not linked).

18
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NOTE If the linking process outputs 0 because of ] # J’, it means that the linking process cannot determine

whether two signatures were created by the same group member.

6.4.6 Revocation process

Details of the revocation process in this mechanism are surveyed in [10], There are three types of
revocation (private key revocation, verifier blacklist revocation, and signature revocation) supported
in this mechanism. Private key revocation and signature revocation can be either global revocation or

local revocation. Verifier blacklist revocation is a local revocation.

Hrivate key revocation:

- Ifa group member signature key (f, 4, x) is compromised, the group membership issugror 3
puts finto a revocation list RL of this type.

— Givenasignature o = (J, K, T ¢, ng; sg Sy, S, Sp) and a revocation list RL of this type)a verifier ¢
revocation of this signature as follows: For each f” € RL, verify K # [ f’]]. If any of the verificat]
output 0 (revoked), otherwise, output 1 (valid).

Verifier blacklist revocation:

- If signatures were computed using a linking base bsn, and a verifier can build its own revoc
RL corresponding to bsn. If the verifier wants to blacklist theisigner of a signature o = (J, K
Sf Sx Sa, Sb), she put K into revocation RL of this type.

+ Givenasignature o = (J, K, T, ¢, n, 5§ Sx, Sq, Sp) and a revcation list RL of this type, a verifier ¢
revocation of this signature as follows: For each K’ &RL, verify K # K’. If any of the verificat
output 0 (revoked), otherwise, output 1 (valid).

OTE In order to use verifier blacklist revocation‘in this mechanism, a signer is required to use
nking base for each verifier. The value of the linking base could, for example, be chosen by the verifier
advance by the signer and verifier.

—_

lgnature revocation:

=

— If the group membership issyetor a verifier determines that a signature o = (J, K, T, ¢, n, s¢
was created by a corrupted sigher but has not obtained the corresponding group member s
key, the issuer or the verifier places (J, K) pair of the signature into a revocation list RL of t

—+ In order to perform(revocation check, the signer needs to use zero-knowledge proof to pi
she did not createany of the (/) K’) in RL before. More specifically, let 0 = (J, K, T, ¢, n, s Sy,
the signature that the signer just created, for each (J, K’) pair in RL, the signer proves to thg
in zero-knowlédge that [f]/ = Kand [f]]’ # K’ as follows:

a) Thesigner chooses a random integer u from Z,".

b) <The signer computes v = (- f+ u) mod p.

verifier

hn check
ion fails,

htion list
[, T, ¢, ng;

hn check
ion fails,

h specific
ragreed

SXI SCII Sb)
gnature
his type.

ove that
50, Sp) be
verifier

c) The signer computes T = [u]K" + [v]]". If T = O, non-revoked proof fails.

d) The signer chooses two random integer ry, ry from Z,".

e) The signer computes R = [ry]K + [ry]J and R3 = [ry] K"+ [ry]]".

f)  The signer computes ¢ =Hi(p || Pr [ JI| K{|J'[| K"[| T|| Ry || R3 || m).
g) The signer computes s, = (ry + ¢ - u) mod p and s, = (ry + ¢ - v) mod p.

h) The signer sends (7T, ¢, sy, sy) as the non-revoked proof to the verifier.
i)  The verifier verifies that T € G1 and sy, sy € Z).

j)  The verifier verifies that T # Og.

© ISO/IEC 2013 - All rights reserved
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k)
D)

m)

The verifier computes R1 = [sy|K + [sy]J and R3 = [sy]K" + [sy]] - [c]T.
The verifier verifies thatc=Hi(p || PL || JI| K| J'|| K’ || T || R1 || R3 || m).

If any of the verification steps fails, the verifier rejects the non-revoked proof, otherwise,
accepts the proof.

NOTE1 The signature revocation requires an interactive process between the signer and verifier.

NOTE 2  To preserve anonymity, it is recommended to have a trusted entity for updating the signature

revqeation-Hst—H-amaticious-entitcontrols—the-signaturerevecationHst—the-anonymity-oefthe-signqr
can pe reduced.

6.5 Mgechanism 4

6.5.1 $ymbols

The follgwing symbols apply in the specification of this mechanism.

— trasjecurity parameter.

— Q2 U,A B CDRS, T W] K Ry Ry, C elements of G.

— X, Y| X" elements of G».

— xyfuvwv,lcrhs x,p:integers in Z,.

— ny, nly, n7: t-bit integers.

— Hi: a hash function that outputs elements in Gj.

— Hp, {13, H4: hash functions that output elements in Z).

6.5.2 Key generation process

The key|generation process has two pagtsxsetup process and group membership issuing process. Thie

setup prjocess is executed by the group mémbership issuer to create the group public parameter, group

public key, and group membership isstting key. The group membership issuing process is an interactivie

protocol running between the group membership issuer and a group member to create a unique group

member| signature key for the groip member.

The setyp process takes theffollowing steps by the group membership issuer:

a) Chopse tas a security parameter.

b) Chopse an asymmetric bilinear group pair (G1, G2) of large prime order p and an associated pairinig
fungtion exGyx G2 — GT.

c) Chopse.arandom generator P1 of Gy.

d) Choose a random generator P; of G>.

e) Choose four hash functions Hy: {0, 1}* - Gy, H2: {0, 1} = Zp, H3: {0, 1}" = Z,, Hy: {0, 1}* - Zp. An
example of how to construct such hash functions is provided in Annex B.

f) Choose two random integers x, y in Zp,.

g) Compute X = [x]P2 and Y = [y]P».

h) Output the following:
— group public parameter = (G1, G2, G, e, P1, P2, p, H1, Hy, H3, Hy),
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— group public key = (X, Y),
— group membership issuing key = (x, ).
NOTE Examples of recommended parameters are provided in Annex C.2.

The group membership issuing process requires a secure and authentic channel between the principal
signer and the group membership issuer. How to establish such a channel is out scope of this mechanism.
The group membership issuing process includes the following steps:

Y Lt

TL L. L H L Pl AW B |
I 1IC 51 uu}} IIICIITUTT DllllJ IS0OoUTT VIIUUOSTOS A TTUILILT TI] C 1U’ .LJ’ .

) The group membership issuer sends nj to the principal signer.

g The principal signer chooses a group member private key frandomly from Z, or‘derives f|from its
secret seed value.

d) The principal signer computes @ = [f]P1.

g The principal signer chooses u from Z, and computes U = [u]P1.

f) The principal signer computes v=H(P1 || Q2 || U || X || Y || np).

g) The principal signer computes w = (u + v - f) mod p.

H) The principal signer sends (Qz, v, w) to the group membextship issuer.

i} The group membership issuer computes U’ = [w]P1x]v]Q2.

j] The group membership issuer computes v’ =Hy@P1 || Q2 || U || X || Y || n1)-

K) The group membership issuer verifies v =’ If the verification fails, abort the group membership
issuing process.

I} The group membership issuer chooses a random integer r from Z,.
m) The group membership issuer<computes 4 = [r|P1, B = [y]4, C = [x]A + [rxy] Q2.

1) The group membership issuer sets (4, B, C) as the signer’s group membership credential and sends
the credential to the prificipal signer.

d) The principal signer'eemputes D = [f]B.

d) The principalsigier sends (4, B, C, D) to the assistant signer.
d) The assistant signer verifies e(4, Y) = e(B, Py).

1) The aSsistant signer verifies e(4 + D, X) = e(C, Pz).

s) M the verification fails, the assistant signer aborts.

t The oroun member sionature kev forthe sicneris (£ A B ()
) o r l=) J O U7 T T 7

6.5.3 Signature process

Oninput of a group public key (X, Y), a group member signature key (f, 4, B, C), alinking base bsn, a nonce
ny € {0, 1}t, and a message m € {0, 1}* to be signed, the signature process takes the following steps. The
linking base is either a special symbol L or an arbitrary string used for the linking capability.

NOTE1 The nonce nyis usually chosen by the verifier.
NOTE 2  Alternative way to handle ny is to include ny as part of the message m.

a) The principal signer has the group member private key fwhile the assistant signer has (4, B, C, D).
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b) Ifbsn= L, the assistant signer chooses a random J from G1, otherwise, computes J = H1(bsn).
c) The assistant signer chooses a random integer / from Zj,.

d) The assistant signer computes R = [[]4, S =[I]|B, T = [I]C, and W = [I]D.

e) The assistant signer computes c=H3(R || S || T || W || ny).

f) The assistant signer sends (c, J, S, m, bsn) to the principal signer.

g) Theprincipalsignercomputesk—={f1;-

h) The|principal signer chooses nr € {0, 1}t.

i) The|principal signer chooses a random integer r from Z,.

i) The|principal signer computes R1 = [r]] and R = [r]S.

k) The|principal signer computes h = Ha(c || m || J || K || bsn || R1 || R2 || nT).
1) The|principal signer computes s = (r + h - f) mod p.

m) The|principal signer sends (K, h, s, nt) to the assistant signer.

n) The|assistant signer outputs the anonymous signature o = (R, S, T, W) ], K, h, s, ny, nt).

6.5.4 Verification process

<)

On inpuf of a message m, a linking base bsn, a nonce ny € {0, 1}t a signature (R, S, T, W, J, K, h, s, ny, nt),
group pyiblic key (X, Y), the verification process takes the fellowing steps:

a) Ifbgn # L, verify that ] = H1(bsn).

b) Verify thate(R, Y) =e(S, P2) and e(R + W, X) = ¢e(T, Py).

c¢) Conpute Ry = [s]/ - [h]K.

d) Compute Ry = [s]S - [A]W.

e) Verify thath =Ha(H3(R || S|| FHW || ny) [| m || J || K'|| bsn || Rq || Rz || n7).
f) Optjonally, call the revocation checking process.

g) If any of the above verifications fails, output 0 (invalid), otherwise, output 1 (valid).

6.5.5 Linking process

Given two signatureso = (R, S, T, W, ], K, h, s, ny, nt) and ¢’ = (R, S, T, W', J’, K, h’, s, ny’, n’), the linkinjg
process ftakes\the following step:

a) If] 4 'dnd K=K outputl (linked) otherwise outputQ (motlinked)
7 4 T T J7 4 r C 7

NOTE If the linking process outputs 0 because of | # J’, it means that the linking process cannot determine
whether two signatures were created by the same group member.

6.5.6 Revocation process

Details of the revocation process in this mechanism are surveyed in [10]. There are four types of
revocation (private key revocation, verifier blacklist revocation, signature revocation, and credential
update) supported in this mechanism. The first three revocations are the same in 6.4.6. The credential
update revocation process is specified below. Private key revocation and signature revocation can be
either global revocation or local revocation. Verifier blacklist revocation is a local revocation. Credential
update is a global revocation.
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Updating group public key process:

a) The group membership issuer chooses randomly x”in Z,.
b) The group membership issuer computes X’ = [x’]Py.

c) The new group public key is (X’ Y).

d) The new group membership issuing key is (x/, ).

| pdqfing mpmhprchip credential process:

d) The group membership issuer computes 5 = x’/x mod p.
B) For each legitimate member with group membership credential (4, B, C),
1) The issuer computes C’ = [$]C and sends C’ to the member.

2) The member updates its credential as (4, B, C").

y

7 Mechanisms with opening capability

.1 General

T |

his clause specifies two digital signature mechanisms with opening capability. This type d
ignatures is called group signatures in the literature,In{these mechanisms, there is an entit
roup membership opener who is designated by the sigher and who can identify the signer from
ignature. Each mechanism consists of key generation'process, signature process, verification
pening process, and revocation process.

O W g v =

=z

OTE The mechanisms and associated security proofs in 7.2 and 7.3 are based on [1Z] and [14], resp

1

1.2 Mechanism 5

71.2.1 Symbols

—

he following symbols apply‘in the specification of this mechanism.

+ Kn K, K., Ks: securityparameters.

-+ p1, p2" primenumbers.

—+ p1,p2: Kn/2bit prime numbers such that p1 = 2p1’+ 1, p2 = 2p2" + 1.
1 n: Kp<bitiinteger such that n = p1 pa.

-+ aoyai, az, b, w: elements of QR(n).

f digital
y called
a group
process,

ectively.

7 araunwhich DNH aconmntion haldc

11
T g T OO PV I D Dt oo G P eI Ot 1T OToroT

— gq:order of G.
— g:agenerator of G.
— Y1,y2: elements of Zg.

— Y4, Y2: elements of G.
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7.2.2 Key generation process

The key generation process has four parts: setup process, group-membership-issuer setup, group-
membership-opener setup and group membership issuing process. The setup process outputs the group
public parameter agreed by the entities involved. The group-membership-issuer setup outputs group
public key and group membership issuing key (issuing key for short). The group-membership-opener
setup outputs a public key of group membership opener, and group membership opening key. The group
membership issuing process is an interactive protocol running between the group membership issuer

er to create a group member signature key for the user.

and aus
The sety
a) Cho
b) Cho
NOTE
The grog
a) Cho
and
b) Cho
c) Out
The groy
a) Cho
b) Cho
c¢) Cho
d) Con
e) Out
The gro
Ui is as fi
a) Use

p process outputs the following as group public parameter:

pse the following parameters: Ky, K, K¢, Ks, Ko, K.

pse a hash function H: {0, 1}* — {0, 1}Kc,

An example of recommended parameters is provided in Annex C.2.

1p-membership-issuer setup takes the following steps by the group membersship issuer:

pse an RSA modulus n = p1 pp with p1 =2p1’+ 1, p2 = 2p2’+ 1 such that p4’, p2’, p1, p2 are all prime
n has K, bits.

pse random elements ag, a1, az, b, w € QR(n).

but the following:

group public key (gpk) = (n, ag, a1, az, b, w),

group membership issuing key = (p1, p2).
ip-membership-opener setup takes the following steps by the group membership opener:
pse a group G with order g which DHH assumption holds.
pse a random generator g for groupG:

pse random elements: y1, y2 € Zg.

pute Y1 = [y1]g, Y2 = [y2lg-

put the following:

group membership.opener public key (opk) = (g, g, Y1, Y2),
group membership opening key = (y1, y2).

lp membeyship issuing process between group membership issuer (issuer, for short) and use
pllows:

[72)

1

- Uichooses x;” € A randomly, where A is the interval (0, 24) where A = K, + K + K.

b) User U; computes C = a1¥’ mod n and sends it together with a proof of its correct generation. An
example of how to prove its correct generation is provided in Annex F.1.

c) Issuer verifies the proof.

d) Issuer chooses a random number x;” € A and sends it to user U;.

e) User U;verifies x;” € A.

f) User U; computes x; = (x;"+ x”) mod 24 and (4;, h;) = (a1¥ mod n, [xj]g). User U; sends them together
with proofs of their correct generation. An example of how to prove its correct generation is provided

inA

24

nnex F.2.
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g) Issuer verifies the proofs.

h) Issuer chooses a prime number e;’ € {0, 1}K¢’ where e; = 2Ke -1 + ¢;’is also prime.

i) Issuer computes A; = (ap A;)1/¢i mod n and B; = b1/ei’mod n.

j) Issuer stores (i, (4;, e/, Bj, hj)) in member-list LIST.

k) Issuer sends (4;, e;’, B;) to user U;.

1)_User [ computes ;= 2Ke - 1 + o’ and verifies hoth e/ and e; are primes

m) User U; verifies ag a1 = A and b = B¢’ mod n.

1) User U; stores (4, e/, B, h;j) as his group membership credential and x; as his group membership

=5 0O

K)

7.2.3 Signature process

.2.4 _Verification process

private key. The group member signature key for U; is (x;, 4;, e;’, Bj, hj).

n input of a group public key gpk = (n, ag, a1, az, b, w), a group membershipcredential (4;, e/, B;, hj), a group
nembership private key x;, a group membership opener public key opk\= (g, g, Y1, Y2) agreed with the
vlerifier, and a message M € {0, 1}* to be signed, the signature process takes the following steps by gigner U;:

Choose pg € Zg and compute E = (Eo, E1, E2) = ([pElg, hi + [pel¥i, hi + [pE]Y2).
Choose pp, €{0, 1}Xn/2 randomly and compute Acom = Ai@22™m mod n and s = e; py, where ;= 2Ke -1 + ¢/’,
Choose p, €{0, 1}Kn /2 randomly and compute Bcopm="B; wP" mod n and t = e;p,-

Choose uy €{0, 1}A +Ke+Ks, ys €{0, 1}Ke + (Kn /2)+&c + Ks, ue’ €40, 1}Ke’ +Ke+Ks, u, €40, 1}Ke‘ +(Hn /2) + Kc
*+Ks, and ug € Zg randomly.

Compute Vcomcipher = (VComCipherO; VcomGipher1, VComCipherZ) = ([uElg, [ux]g + [HEIY1, [uxlg 4 [HE]Y2).
Compute VeomMPK = a1HX azks Acom € mod n.
Compute VcomRev = WHt Bcom#€ mod n.

Compute ¢ = H(Kj, || Ke || Ko [| K || Kc || Ks || gpk || opk || E || Acom || Bcom || Veomcipher || VdommeK ||
VcomRev || M)

Compute 7y = cX; ¥ iy, Ts = CS + Us, T¢ = Ct + U, T’ = €€ + Ue', TE = CPE + Up Mod q.
Verify |tx| < H K. + Ksand |1 < Ko’ + K¢ + K. If they do not hold, go to step d).

Output o*=(E, Acom, BcoMm, ¢, Tx, Ts, Te, Tt, TE) as signature for the message M.

(riimput of a message M, a signature o = (E, Acom, BcoMm, ¢, Tx, Ts, Te’, Tt, TE), @ group public key gpk = (n,

0, U1, U2, b, W), a gTOUp MEMbErStiip Opener public kKey opk={(q, g, Y1, ¥2), the verificatiom process takes

the following steps:

a)
b)

d)

Verify |tx| <A + K: + Ksand |t¢| < Ko’ + K¢ + K hold.

Compute 7, = T’ + ¢ - 2Ke - L V'ComCipher = (V’ComCipherO; V’ComCipherl; VIComCipherZ) = ([telg - [c]Eo, [Tx]
g+ [telY1 - [c]Ex, [t g + [Te]Y2 - [c]E2), V'CommPK = @0¢ a17 a2 Acom 7 mod n, and V'comRev = b¢ wt
Bcom ~7¢ mod n.

Verify ¢ = H(Ky || Ke || Ke’ || K || Kc || Ks || gpk || opk || E || Acom || Bcom || V'ComCipher [| V’commpk ||
V'ComRev ” M)

If any of the above verifications fails, output 0 (invalid), otherwise, output 1 (valid).
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7.2.5 Opening process

Given a signature o = (E, Acom, Bcowm, ¢, Tx, Ts, Te', Tt, TE), the group membership opening process takes the
following steps by the group membership opener with group membership opening key (y1, y2):

a) Compute S1=E1 - [y1]Eo and Sz = E - [y2]Eo. Verify S1 = S and put h = S7.
b) Search for h in the member-list LIST and output corresponding User ID.

c) Else output Opening failure.

7.2.6 evocation process

=}

When a yiser isleaving the group or have his/her membership revoked, group membership issuern€eds t
update group public key, and other users needs to update his membership credential in ordes to’generat
signatuiles consistent with the new group public key. This revocation process is a globalrevocation.

D

Updating group public key process:

Let mpK’ = (4, e, B, h) be the group membership credential of a leaving userythe group membershi

revocation process takes the following steps by the group membership issuérywith group membershi
issuing key (p1, p2):

a) Conjpute b’=bl/e mod n.

= 2"]

b) Update group public key gpk to (n, ao, a1, az, b, w) and the reypeation list RL to RL U {(mpk’, gpk)}.
Updating membership credential process:

Given mpk; = (4;, e/, Bi, h;) and (mpk’= (4, e, B, h), gpk =\, a0, a1, az, b, w)) from the revocation list RI,

the updating membership credential process of mpk; takes the following steps:
a) Compute a, § such that ae + fe;" = 1.

b) Conjpute B;’ = Bj b mod n and replace mpk; to (4;, e;’, Bi’, h;).
7.3 Mechanism 6

7.3.1 $ymbols

The follgwing symbols apply'in/the specification of this mechanism.
— Py, 01, Ry, U, U, A, Bxglements of G1.

— Py, Y: elementsipfGa.

— P3, S TWW.Z V,Z,V, W: Elements in G3.

— Y dlements of GT.

— xstfccdf,u,nqyvzcy,z,h,g,uh g coma,b,j n, o:integers in Z,.

— H:ahash function that output elements in Z),.

7.3.2 Key generation process

The key generation process has two parts: setup process and group membership issuing process. The
setup process is executed by the group membership issuer to create the group public parameter, group
public key, and group membership issuing key. The group membership issuing process is an interactive
protocol running between the group membership issuer and a group member to create a unique group
member signature key for the group member.
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The setup process takes the following steps by the group membership issuer:

a) Choose an asymmetric bilinear group pair (G1, G2) of large prime order p and an associated pairing
function e: G1x G2 — GT.

b) Choose a cyclic group G3 of the prime order p such that the decision Diffie-Hellman problem is
difficult. If G3 is an elliptic curve, it is supposed to be defined on the field whose characteristic is
different from those on which G1 and G2 are defined.

c¢) Choose arandom generator Py, Q1, R1 of G1.

d) Choose arandom generator P; of G».

¢) Choose arandom generator P3 of G3.

f) Chooseahash function H: {0, 1}* - Z,. An example of how to construct such hashftinction is provided
in Annex B.

g) Choose three random integersx, s, t in Zp.

H) Compute X = [x]P2, S = [s]P3, and T=[t]Ps.

i} Output the following:

— group public parameter = (G1, G2, G, e, G3, p, H),
— group public key = (P1, Q1, R1, P2, P3, X, S, T),
— opening key = (s, t),
— group membership issuing key = (x).
NOTE Examples of recommended parametelsare provided in Annex C.2.
The group membership issuing processrequires a secure and authentic channel between the signer and

- ct

he group membership issuer. How to‘establish such a channel is out scope of this mechanism. The group
hembership issuing process includésthe following steps:

ad) The signer chooses frandemly from Z, or derives ffrom its secret seed value, where fis pqrt of the
group member private-key.
H) The signer computes W = [f]Ps.
g The signer cheosés u from Z, and computes U = [f]Q1+[u]R;.
d) The signesends (W, U) to the group membership issuer.
g The group membership issuer randomly chooses ¢’ and d from Z, and computes com = H(c’|| d).
f) Ahe group membership issuer sends com to the signer.
y—Thesigmer ramdomity chooses fanmdranmdcomputes W=t {Pzanmd =t 1ertu iRt
h) The signer sends (W, U’) to the group membership issuer.
i) The group membership issuer sends (c’, d) to the signer.
j)  Thesignerverifies com = H(c’|| d). If the verification fails, aborts the group membership issuing process.
k) The signer computes r=f c+f mod p and q=u ¢’ +u’mod p.
1) The signer sends (r;, q) to the group membership issuer.
m) The group membership issuer verifies [r]P3=[c’]W+W’ and [r]Q1+[q]R1=[c’|U+U". If the verification

fails, abort the group membership issuing process.
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n) The group membership issuer chooses a random integer y and v from Z,.

0) The group membership issuer computes 4 = [1/(x+y)](P1 -U-[V]R1).

p) The group membership issuer sets (4, y) as the signer’s group membership credential and sends (4,
¥, V) to the signer.

q) The signer computes z =u+v, and sets (4, y) as its group membership credential.

r) The signer verifies e(4, X*[y]|P2) - e([f]Q1P2) - e([z]R1,P2)= e(P1, P2).

s) Ifthe verification fails, the signer aborts.

t) The|group member signature key for the signer is (f 4, y, z).

7.3.3 $ignature process

On inpuf of a group public key (P1, Q1, R1, P2, P3, X, S, T), a group member signature key{f 4, y, z), and p

messagd m € {0, 1}" to be signed, the signature process takes the following steps.

a) The|signer has the group member signature key (f 4, , z).

b) The|signer chooses a random integer g and h from Z,.

c) The|signer computes B = A+[h|Ry, Z = [f+g]P3, V = [g]S, and W = [¢}T.

d) The|signer randomly chooses q, b, j, n, and o from Z),.

e) Thelsigner computes Y =e(Q1, P2)2 - e(B, P2)P - e(R1, P2)) - é(R1, X)1, Z'=[a+0]P3, V'=[0] P3, and W'=[0]P}.

f)  Thelsigner computesc=H(p || PL|| P2 || P3 [| X|| SIL TN Qz [| Rz | BIIZ | VI W Y[ V| W’ Z" || m).

g) The|signer computes f=cf+ a mod p, y’=cy + b méd p, z’ =c(z - hy)+j mod p, h’=-c h + n mod p, and ¢
=c giro mod p.

h) The|signer outputs the group signaturewo = (B, Z, V, W, c, f,y, z, h, g’).

7.3.4 VYerification process

On inpuf of a message m, asignature o = (B, Z, V, W, c, f,y’, z, h’, g’), a group public key (P1, Q1, R1, P2, P

X, S, T), the verification process takes the following steps:

a) Compute Y=e(Q1, P2)f<e(B, [y'1P2 +[c]X) - e(R1, P2)? - e(R1, X)I'- e(P1, P2) ¢, Z'= [ f+g’]P3 -[c]Z, V'=[g]]
S- [¢1V, and W’ = [g}F+ [c]W.

b) Verify thatc=Hep || PLI[ P2 I P3IIXIISITI QIR I BIZI|VIIWI Y]V’ [| W] Z|| m) holds.

c) Ifthe abaveverifications fails, output 0 (invalid), otherwise, output 1 (valid).

7.3.5 Qpening process

Given a signatureo = (B, Z, V, W, ¢, f,y,, z, h, g’), the opening process takes the following steps:

a) Ifthe verification fails, outputs L (failure).

b) Compute W =Z-[1/s]V.

c¢) Output W.
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7.3.6 Revocation process

This revocation process is a global revocation.

a) The group membership issuer is given a revoked signer’s group membership credential (4, ).
b) The group membership issuer computes Q1 = [1/(x+y)]Q1, P1= [1/(x+¥)]P1, and R1= [1/(x+¥)]R1.

c) The group membership issuer sends (y,_Q1, P1, R1) to each signer.

1 _Fachsiogner whaose ocroun member sicnatnure keviscs (£ A v 7)) camnute 4°=[1 /r|1-|1\1fA-D4-rﬂf)l-[z]Rl)
7 =] =] ) =] " \W L ave m ) =7 I =T a

and sets its group member signature key as (f, 4}y, z).

g) Each signer sets the group public key as (P1, Q1, R1, P2, P3, X, S, T).

8 Mechanisms with both opening and linking capabilities

o0

.1 General

his clause specifies a digital signature mechanism with both openingeapability and linking cgpability.
his type of digital signatures is called group signatures with controllable linkability in the literature.
h the mechanism, there is an entity called group membership opener who is designated by the signer
and who can identify the signer from a group signature. There is-also a group signature linker who can
determine whether two group signatures were created by the'same group member.

—_ ]

NOTE The mechanism and associated security proofs in8.2 are based on [13] and [16],
8.2 Mechanism 7

§.2.1 Symbols
The following symbols apply in the specification of this mechanism.

+ QQ1Q2UWDVAZWp 21502, U, W, D', A, D1, D3, D3, R, R2, R3, Kopen,Wopen,Vopen, Y1,1Y2,i X1,i
X2,i, S1,j, S2,j, $3,j, S4,j, Ssj : elements of G1.

+ B4, Bg: elements of G.

<+ L1, Ly, L3, Lg, La, Li5\Ly', L3, L4 elements of GT.
T 1§ 60,XY, 2 UpNID SID, & Y, Tas T3 Ty Ty € Saw Sx Sy Sy Copens Sopen » X1, X2, Xj, Uj : integers in Zj *,
€ L Jj A p k{t-bit integers where t is a fixed non-negative integer.

+ Hp: ahash function that outputs elements in Z,".

The‘méchanism consists of key generation process (including a setup process and a group menbership
igsuing process), signature process, verification process, opening process, linking process, and r:rlocation
process. An evidence evaluation process is used to verify the validity of an evidence of binding generated
from opening process. A group signature revocation process has three sub-processes, Gen-RL, Update-
gpk, and Update-usk.

8.2.2 Key generation process
The key generation process has two parts: a setup process and a group membership issuing process.

The setup process takes as input a security parameter and generates group public key gpk and its
corresponding group membership issuing key gmik, group membership opening key gmok, and group
signature linking key gslk as follows:
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Generate group public parameter as follows:

a)

b)
‘)

Generat

a)
b)
‘)
d)
e)
f)

Generate three groups G1, G, Gt of prime order p and a bilinear map e: G1x G = Gr. Assume that the
groups are multiplicative.

Choose B1 « Gz and Q1, Q2, Q, U « G1.

Choose a cryptographic hash function Hy: {0, 1}* — Z,", where Hp(M) is the hash-code of message
Me{0, 1}*. An example of how to construct such hash function is provided in Annex B.

Cho
Cony
Cony
Out
Out

Out

NOTE 1

and veriffiers.

NOTE 2

The sec
group m

The grog

The gr
group

keys-asfoHows:

psen, & 0 « Z,".

pute W= [n]U, D = [§]U, B = [6] By, V = [§] B1.

pute L1 = e(W, B1), Lo = e(W, Bg), L3 = e(Q1, B1), and L4 = e(Q2, B1).
but group public parameter = ((e, G, G2, GT), Q, B1, By, Hp).

but the initial group public key gpk = ( Q1, Q2, U, W, D, (L1, L2, L3, L4)).
but gmik = 6, gmok = (n, £), and gslk = (V).

L1, Lp, L3, and L4 are optional in gpk, because they can be computed from Q1, Q, B1, Bg, W by the signer]

Examples of recommended parameters are provided in Annex C.2.

et authority keys gmik, gmok, and gslk are kept secret by the group membership issuer, th
embership opener, and group signature linker, r&€spectively.

1p membership issuing process is as follows¢

with eag

Two sul
member
two sub

30

Use
a)
b)
‘)

cr)rl]lp membership issuer manages a memberslist LIST=(LIST[1],...,, LIST[n]) where n is the number ¢

embers who are registered so far. Each entry of the list contains private information associate
h registered user.

-processes, Userjoin (run by a joining user with identity ID) and Issue (run by the grou
ship issuer) interactively generate a group member signature key as follows. Assume that th
processes communicates,via a secure authentication channel.

[Join proceeds as follows:
Choose a random-group member private key sk = z < Z," and compute Z =[z]W.
Choose rip'& Zp* and compute Wip=[rip]W.

Compute cip = Hy(ID || W || Z || Wip).

d)

[

D

= .

[CIMe]

CGompute sjp = rip + ¢jp z (mod p).

e)
f)

Tip = (Z, sip, cIp)-

Send (Join_Request, ID, Typ) to Issue process.

NOTE To be continued to g) after the Issue process.

Issue proceeds as follows:

a)
b)

Receive a join-request message (Join_Request, ID, Tip).
Check the validity of the message as follows.

1) CheckifID is valid.
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2) Checkifcpp=Hp(ID || W | Z || [sip]W-[cip]Z).

LIST[n]).

d) IfID has not been registered, i.e., no matching i exists then proceed as follows.
1) Choosex,y « Zy"
2) Compute A =[1/(6+x)]( Q1-[y]Q2-Z) (=[1/(6+x)]( Q1-[¥]Q2-[z]W)).

3) Add LIST[n+1] = (ID, [y]Q, 4, x, y, upk[i] = Z(=[z]W), Tip) to LIST.
Otherwise,
1) Choosex « Zy".
2) Compute A = [1/(0+x)](Q1-[¥1Q2-Z) (=[1/(6+x)]( Q1-[Y1Q2-[AW)).
3) Replace the previous LIST[i] with new LIST[i]= (ID, [¥]Q, 4, x,  upkl[i] = Z, Ty).
e) Send the group membership credential (i, 4, x, y) to User]Join algorithm.
—+ UserJoin continues as follows:
NOTE Continued from (f) before the Issue process.
g) Receive message (i, 4, x, y).

h) Checkif e(4, Bo+[x]B1)= e(Q1-[¥]Q2-[z]W, B1),where Q1, Q2, W are included in gpk. If the
does not hold then abort. Otherwise, the\{tt’group member signature key is usk;p = (0
= [1/(6+x)](Q1-[¥]1Q2-[z]W)). The value 0, means that this key is a group member signa
which is initially issued by the group@embership issuer. This key will be updated by re
and 0 will be changed into an index‘according to the update.

o0

.2.3 Signature process

group member signature key-includes an index k to indicate that the key has been updated
th entry of the revocation index list RI (refer to the group signature revocation process). Let A
he most up-to-date number.of revoked keys in RI. To generate a signature, the group member s
ey is updated up to the Ath entry of RI. A generated signature includes A to indicate that the s
as generated with thekey that has been updated up to the Ath entry of RI. The signature can bg
ith a group publickey that has been updated up to the Ath entry of RI.

[ iP- e >

he signature process takes as input group public parameter ((e, G1, G2, G7), Q, B1, Bg, Hp), a groy
ey gpky, agroup member signature key uski, = (k, x, y, z, A), and a message M € {0,1}" where k (<
last updated revocation index for the signer i and A is the up-to-date revocation index among 3
embers. It then proceeds as follows.

equality
X,z A
ture key
vocation

Ip to the
(= k) be
gnature
gnature
verified

p public
A) is the
1l group

Call Update-usk of the group signature revocation process with usk;j,, and obtain gpk; =( Q0

Q2 U,

W', D', (L1, L2’ L3, L4")), and an updated group member signature key uski) =(A, x, y, z, A) where A has

been updated up to the Ath entry of RI.
b) Choose a « Z,".
c) Compute Dq = [@|U’, D2 = A+[a]W’, D3 = [y]Q+[a]D".
d) Compute y = xa - z (mod p).
e) Chooserg ryryry—Zy".

f) Compute R1 =[rg]U".
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g) Compute Ry =e(Dz, B1)™* e(W’, Bg)"a e(W’, B1)TY e(Q2, B1) V.

h) Compute R3 = [ry]Q+[rq]D".

i) Computec=Hy(M||A|| D1 || D2 || D3| Ry || Rz || R3).

j) Compute sg = rq + ca (mod p), sx = rx + cx (mod p), s, = ry + cy (mod p), s, = r, + cy (mod p).

k) Outputo = (A, D1, D2, D3, ¢, Sg Sx, Sy Sy)-

NOTE
. (LZ')-F(Z

824 |

To verif}

that p might not be the most up-to-date number of revoked keys in RI, because some_ Keys could b

revoked

The grot

Hp), gpk
€{0,1}"

a) Call
b) Conf
c) Con
d) Con
e) Che
f) Ifth

NOTE
LZ’—saLl'—s

8.2.5

Group 1y
group m

a) Conl
b) Find
c) Ifng

Hcing the prr—\-r‘nmpnfr—\d La= p(/T Rl) prp g) can be modified as follows: anpnfr—\ Ro =l 47X [/ 1’)arx—ry

(L4)7Y.

Verification process

D

 a signature with index p, the group public key updated up to the pth entry of RIs)used. Nof]

D

before verifying.

Ip signature verification process takes as input group public parameter{{e, G1, G2, G1), Q, B1, B,
)= (Q1 Q2, U W, D, (L1, L, L3, L4)), a signature o = (p, D1, D2, D3, ¢, S Sy Sy, Sy) and a message Y
ind then proceeds as follows. Here p is the revocation index at the tinie of signature generation.

Update-gpk of Revocation with gpk, (p, RL), and obtain gpk, = (@2, Q2, U, W', D’, (L1, L2, L3’ L4’)).
pute R1 = [s4]U™ [c]D1.

pute R = e(D2, B1)sx e(W’, Bg)s® e(W’, B1)Y e(Q2, By)¥(e(D2, Bg)/e(Q1, B1)).
pute R = [5,]Q + [saD’ - [c] Ds.

Cks if the equality ¢ = Hy(M || p || D1 || D2 || Dsiff R1 || R2 || R3) holds.

e equality holds then output 1 (valid). Otherwise, output 0 (invalid).

To minimize pairing computation, Stép'c) can be modified as follows: Compute Ry = e(Dy,[sx] B1+[c] B
L4’ SVL3™c.

—

Dpening process

embership opening proeess takes as input a signature o = (p, D1, D2, D3, ¢, Sg Sx Sy, Sy), and thie
embership openingkey gmok = (n, £) and proceeds as follows:

pute [y]Q = D3=1D1.
| i with LIST{] = (ID, [¥]Q, 4, x, y, upk[i]=Z(=[z]W), - ) from the member-list LIST.

matching i exists then output (i = 0, *). Otherwise, it proceeds as follows:

Chqose r < Zy".

32

Compute Kopen:[U]Dl: Wopen:[r]U: Vopen:[r]Dl. Copen= Hp(U Il gll Kopen Il Wopen Il Vopen); and
Sopen= T+ Copen 1 (mod p).

Outputan evidence of binding (i, T = (Kopen, Copens Sopen), Ubk[i]=Z, Y1,i= [yilQ2, Y2,i=[yil B1, X1,i=[xi]
Q, X2,i=[xi]B1))-

If evidence evaluation process with this evidence of binding outputs 1, output User ID
corresponding to i.
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8.2.6 Evidence evaluation process

Evidence evaluation process takes as inputa group public key gpk, a signature o = (p, D1, D2, D3, ¢, So,

013(E)

Sx% Sy Sy),

an evidence of binding (i, T = (Kopen, Copen, Sopen), UPk[i] = Z, Y1,;Y2 ;, X1,; X2,i)) and then proceeds as follows:

a) Call Update-gpk of Revocation with gpk, (p, RL), and obtain gpk, = (Q1, Q2 U, W', D’ (L1, L2’ L3’, L4)).

b) Ifi=0 then output L (failure).

Otherwise, check if the following equalities hold:

T Copensz(o gl Kopen Il [Sopen]U_ [Copen]W” [Sopen]Dl - [Copen]Kopen)-

— e(D2 - Kopen X2,i+ Bg) = e(Q1 - Y1,i — Z; B1) where Q1 is included in gpk and logp1B51=10g(1Q

]

F all the equalities hold then output 1 (“valid”), and otherwise, 0 (“invalid”).

NOTE Assume that e(X1,; B1) = e(Q,X2,1) and e(Y1,;, B1) = e(Q2,Y2,;)) where Q and Q2 are-included in gp

§.2.7 Linking process

(jroup signature linking process takes as input two signatures o and-¢6%/and the group signatur
ey gslk = (B1, V =[€] B1) and then proceeds as follows.

=

d) Compute LI1 = e(D3, B1) e(D1, V) -1 and LI = e(D3’, B1) e(D3;, V) -1

o

) IfLI1 = LI then output 1 (linked), and otherwise, 0 (net linked).

NOTE Alternatively, Step a) can be modified as follows:'Compute LI1=e(D3 - D3’, B1) and Ll;=e(D1 - D)

8.2.8 Revocation process

RI is the revocation index list that contains-all indices of the revoked group members so far. W
Keys to be revoked are given, RI is immiediately updated to include them. RL is the list that
drivate information of the revoked greup members so far. Assume that RL is always update
latest revocation index of RI. Anybody can publicly make use of RL and RI. The lists RI ang
initially set to be empty.

This revocation process is@global revocation. It performs three sub-processes, Gen-RL (run by
pdate-gpk (run by any party) and Update-usk (run by a valid signer or group member).

—

+ Gen-RL:

Defin€ vk = (6-xj1)(6-xj2)...(0-xjk) (mod p).
b) _For'eachj€eR],
1) Compute S1,j = [1/vj]Q1, S2,j = [1/v;1Q2, S3,j = [1/vj]U, S4,j = [1/vj]W, S5 j = [1/v]D.

~

e linking

1, V).

henever
rontains
d to the
| RL are

Issuer),

a) Assume that RI ={j1,.., ja } is given. Let LIST[i]= (ID, [yi]Q, 4; x;, i -, - ) in the member-list LIST.

2) Add (51, $2,j, S3,j, Sa,j, S5, Xj) to RL
¢) Publish RL={(S1,, S2j, S3,j, S4j, S5,j, X)| j € RI={ j1,..., ja}}-
— Update-gpk:
a) Ittakes as inputinitial gpk, index p, and RL.
b) Obtain A from RL, where A is the number of all revoked keys so far.

c¢) IfA<porp<0thenabort.

© ISO/IEC 2013 - All rights reserved
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d) Otherwise,i.e, 0 < p <A, then update the group public key up to the pth revoked key.
1) SetRI(p) ={j1,-- jp} < Rl and RL(p)={(51,, $2,j, S3,, S, S5,j, X)| j € RI={ j1,..., jp}}
2) Compute Q1= S1,jp, Q2= S2, jp, U= 53, jp, W= S4, jp and D= Ss, jp.
3) Compute L1=e(W’, B1), L2 = e(W’, Bg), L3 = e(Q1, B1), and L4’ = e(Q2, B1).
4) Output an updated group public key gpk, = (Q1, Q2 U, W', D’, (L1, L2, L3’, L4’)).

— Up te-usk:

a) |Ittakes as input uskj = (x, X, y, z, A).
b) |Compute gpk; by calling Update-gpk with (gpk,( -1, RL)).
c) [SetRI(x,A)= {jis1,--»j2} € RL

d) [Compute 4 = [(D)A/mridA + ([Tjerigen) [(1) A79mj1/mrid (S1,7+[:v]S2,+[-2]S5 )Y where S1, Saf;
S3,, Xj € RL, and mp=1 and mj = (x-x1) (x-x2)...(x-x;) (mod p).

e) |Output (gpka, uskir =(4, x, y, z, A)).
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Annex A
(normative)

Object identifiers

aralltha man

Thicannasw canacifince +ha Alhin ot
IS RTeX-5SPeeHiesSTHe-0vjeer

fdart of ISO/IEC 20008.

antifia o
eRterSHSHg 1

AnonymousSignatureUsingGroupPK {

iso(l) standard(0) anonymous-digital-signatures(20008) part2(2)
asnl-module (1) mechanisms-using-group-public-key(0) }

OEFINITIONS EXPLICIT TAGS ::= BEGIN

- EXPORTS All; --
IMPORTS

HashFunctions
FROM DedicatedHashFunctions {
iso(l) standard(0) hash-functions(10118) part(3)%xasnl-module (1)
dedicated-hash-functions (0) } ;

JQID ::= OBJECT IDENTIFIER -- alias
-~ Synonyms --
ild-as-gpk OID ::= {

iso(l) standard(0) anonymous-digital-signatures(20008) part2(2)
algorithm(0) }

-~ Assignments --

id-as-gpk/mechanisml (
id-as-gpk) mechanism?2 (
id-asgpk mechanism3 (

ild-as-gpk-m-1 OID ::= 1)
. 2)

3)

id-as-gpk mechanismé (4)
5)

6)

7)

i
ijd-as-gpk-m-2 OID
ijd-as-gpk-m-3 OID
ijd-as-gpk-m-4 OID
i
i
il

idyas-gpk mechanismb (
Id-as-gpk mechanismé (
fd-as-gpk mechanism7 (

ild-as-gpk-m-5 OID ::=
ilJd-as-gpk-m-6 OID :
ild-as-gpk-m-7 OID ::=

I
JEON U U U U
e e o e e e

AnonymousSignatures = SEQUENCE {
algorithm ALGOR¥THM. &id ({ASAlgorithms}),
parameters ALGORITHM. &§Type ({ASAlgorithms}{@algorithm}) OPTIONAL

ASAlgorifhms ALGORITHM ::= {
as—-gpk¥m-1 |

asfgpk-m-2

as-gpk-m-3

a chanic
CTOTarcrr e CrarTitSs

as—-gpk-m-5
as-gpk-m-6
as—-gpk-m-7

\
\
as-gpk-m-4 |
\
\

}

as—-gpk-m-1 ALGORITHM ::= {
OID id-as-gpk-m-1 PARMS HashFunctions
}

as-gpk-m-2 ALGORITHM ::= {
OID id-as-gpk-m-2 PARMS HashFunctions
}

as-gpk-m-3 ALGORITHM ::= {
OID id-as-gpk-m-3 PARMS HashFunctions

© ISO/IEC 2013 - All rights reserved
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}

as—-gpk-m-4 ALGORITHM ::= {

OID
}

id-as-gpk-m-4 PARMS HashFunctions

as—-gpk-m-5 ALGORITHM ::= {

OID
}

id-as-gpk-m-5 PARMS HashFunctions

as-gpk-m-6 ALGORITHM ::= {

OID
}

as-gpk-
OID
}

-- Cryp

ALGORIT
&id
&Typ

}
WITH SY

END --

36

id-—as—gpk-m-6 PARMS HashFunction

n-7 ALGORITHM ::= ({
i d-as-gpk-m-7 PARMS HashFunctions

Fographic algorithm identification
HM ::= CLASS {

OBJECT IDENTIFIER UNIQUE,
2] OPTIONAL

NTAX { OID &id [PARMS &Type] }

hnonymousSignatureUsingGroupPK --
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Annex B
(normative)

Special hash-functions

==

= o

E

H

3.1 Converting between bit strings and integers: BS2IP and 12BSP
rimitives BS2IP and I2BSP convert between bit strings and integers, and are defined as follow

— The function BS2IP(x) maps a bit string x to an integer value m as follows. If x =(Xp.1, ..., X0) Y
..., X]-1 are bits, then the value m is defined as m = 2I-1xj_1 + 2I-2 xj_p + ... + 2X{ % X0.

— The function [2BSP(m, I) takes as input two non-negative integers m and k’and outputs th

error message.

3.2 Hash function with larger output length: HL

L is a cryptographic function that hashes a string m into {0, 1}k based on a hash function H: {0,
}7in ISO/IEC 10118, where k > h. HL is constructed using MGF1 in PKCS#1. It involves the followi

If k > 232h, output “Fail” and stop.
) Let T be an empty binary string.

Forifrom 0 to [k/h] - 1, set T =T || H@i™[ 12BSP(;, 32)).
) Return the leading k bits of T.

3.3 Hashing to an elementof a prime field: HBS2PF

BS2PF is a cryptographi€ function that hashes a string m into an element in Z,. Three const
f such hash function are-given in this annex. They are denoted as HBS2PF1, HBS2PF2, and H
espectively.

BS2PF1 can be-constructed as the full domain cryptographic hash function FDH1 in ISO/IEC ?
BS2PF2 invalves the following steps:

LetsHbe a hash function in ISO/IEC 10118 that outputs at least the same bit length as p.
) c-Let h = BS2IP(H(m)).

S.

Uhere xo,

P unique

bit string x of length [ such that BS2IP(x) = m, if such an x exists. Othefwise, the function ouftputs an

1} - {0,
hg steps:

ructions
BS2PF3,

9150.

c) Return h mod p.

HBS2PF3 involves the following steps:

a) Let H be a hash function in ISO/IEC 10118 that outputs at least the same bit length as p.

b) Let plen be the bit length of p.

c) Letmlen be the bitlength of m.

d) Leti=0.

e) Leth=H(I2BSP(p, plen) || 12BSP(mlen, 128) || [2BSP(i, 128) || m).

© ISO/IEC 2013 - All rights reserved
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f) Setzto the plen left most bits of h.

g) IfBS2IP(z) < p, output BS2IP(z) and quit the procedure.

h) Incr

ement i by 1. If i < 232 then go to Step e), otherwise return “Fail”.

B.4 Hashing to a point on an elliptic curve: HBS2ECP

Let E be an elliptic curve over an explicitly given prime field F,. HBS2ECP is a cryptographic function

that has
a) Let
b) Let
c) Let
d) Let

e) Incy

P . TSP ha i SHE] 1 +1 £11 . +
1SS d SU g T IO d PDUIIIULIL . IV HIVOIVES LUIC TOHOWIITE SLEPS.

=0.

x = HBS2PF(12BSP(i, 32) || m).
P = [2ECP(x). If I2ECP succeeds, output P and quit the procedure.

ement i by 1. If i < 232 then go to Step c), otherwise return “Fail”.

38

2ECP be a primitive that converts integers to elliptic curve points in ISO/IEC 15946-1]
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Annex C
(informative)

Security guidelines for the anonymous signature mechanisms

(.1 Descriptions of mathematical assumptions

(.1.1 General

he following computational hardness assumptions underlie the security of the mieehanisms dpecified
0 this part; namely, the strong RSA assumption,[13] the decisional Diffie-Hellman-{DDH) assuniption,[2]
he strong Diffie-Hellman (SDH) assumption,[12] the Lysyanskaya-Rivest-Sahai-Wolf |[(LRSW)
ssumption,[18] and the static Diffie-Hellman (Static DH) assumption.[8] Table C.1 below summarizes
Uhich of these assumptions underlie the security of which of the mechanists specified in this part.

< QO ot =

Table C.1 — Mathematical assumptions used inthe mechanisms

Strong RSA DDH SDH LRSW Static DH

Mechanism 1 v v

Mechanism 2 4 v v
Mechanism 3 4 v

Mechanism 4 v v v
Mechanism 5 v v

Mechanism 6 4 v

Mechanism 7 v v

(.1.2 The strong RSA assumption

—

he strong RSA assumption is the assumption that the following problem is hard to solve.|Given a
andomly chosen R§Aymodulus n and a random z in Z,,*, find e > 1 and y in Z,," such that ye = z (mod n).

—

(.1.3 The décisional Diffie-Hellman (DDH) assumption

|

he DDH assumption is the assumption that the following problem is hard to solve. Given a cyclic group
of orderp and three elements g4, gb, z € G, decide whether z = gab.

(o)

(.14 The strong Diffie-Hellman (SDH) assumption

The DDH assumption is the assumption that the following problem is hard to solve. Given a cyclic group

2 k
G with generator g and of order p. Given g,g%,g”* ,..g* € G, generate a pair (c, g1/(x*<)) where c € Z,".

C.1.5 The Lysyanskaya-Rivest-Sahai-Wolf (LRSW) assumption

Given a cyclic group G with generator g and of order p. Let gX and g¥ be given. Assume that an oracle
can be called that answer queries s by a triple (a, a%, ax*sxy), where a is a random group element of G.
Let this oracle be called with the following queries s1, s, ..., Sm- The LRSW assumption states that it is
computationally infeasible to generate a quadruple (¢, b, bW, bx+txy), where t & {0, s1, 52, ..., Sm} and b # 1.
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C.1.6 The static Diffie-Hellman (static DH) assumption

The stat

ic DH assumption assumes the static DH problem is hard to solve. Let G be a cyclic group of order

p. Given g, h € G such that h = g, the static DH problem is to compute x given access to a static DH oracle,
in which for any input r € G the oracle outputs rx.

The security strength of mechanisms 2 & 4 may be weakened due to this static DH assumption.[3]
However the attack on the static DH problem is impractical due to large number of oracle queries to the
principal signer.[5] One method to mitigate the attack is to choose p in mechanism 2 and p in mechanism
4 as safe prime. Another method to mitigate the attack is to limit the number of static DH oracle queries

by the p

To avoid
step b) d
by the p
b) of the]

C2 R

Mechan
curves 3
ISO/IEC
security
security

Mechan
curves 3
C.1of IS

The foll

— Meghanism 1: For 112-bit security strengtli,the following parameters are recommended: I, (1024

bit),
— Meq

— Meqd

Fincipal signer.

the static DH assumption in the security proof, mechanism 2 may be modified such that J; i
f the membership issuing process and J in steps b) and c) of the signature process are/@ompute
Fincipal signer instead of the assistant signer. Mechanism 4 may be modified such®hatJ in step
signature process is computed by the principal signer instead of the assistant signer.

0=

rcommended choices of security parameters

sms 3, 4, 6, 7 all make use of a pairing function. Methods of generating pairing-friendly elliptj
re given in ISO/IEC 15946-5. For 80-bit security strength, 160-bit-MNT curve in Annex C.2 ¢
15946-5 or 160-bit BN curve in Annex C.3 of ISO/IEC 15946:5\is recommended. For 112-b
strength, 224-bit BN curve in Annex C.3 of ISO/IEC 1594645 is recommended. For 128-bit b
strength, 256-bit BN curve in Annex C.3 of ISO/IEC 15946~5is recommended.

— + =n O

sm 6 also uses a conventional elliptic curve. Methads' of generating pseudo-random elliptic
re given in ISO/IEC 15946-5 and examples of pseudo-random elliptic curves are given in Annejx
D/IEC 15946-5.

wing security parameters are recommended;

k (160-bit), Iy (160-bit), I, (170-bit), Ig(420-bit), Iy (410-bit), e = 5/4.
hanism 2:

For 104-bit security strength, the following parameters are recommended: I, (2048-bit), {I
(104-bit), I (368-bit), I'.{120-bit), I, (2536-bit), Ip (80-bit), Iy (160-bit), I (80-bit), I (1024-bit), |r
(1632-bit), 1, (208-bip),

For 112-bit security-strength, the following parameters are recommended: I (2048-bit), [r(113-
bit), lo (544-bith, ¥ (128-bit), I, (2720-bit), Iy (128-bit), Iy (256-bit), I (128-bit), I; (1024-bit), |-
(2048-bit), l,224-bit).
hanism3;

For‘80-bit security strength, choose 160-bit pairing elliptic curve and choose 160-bit t and p.

For I12-bitsecurity strength, choose 224-bit pairing elliptic curve and choose 2Z24-bittand p.

For 128-bit security strength, choose 256-bit pairing elliptic curve and choose 256-bit t and p.

— Mechanism 4:

40

For 80-bit security strength, choose 160-bit pairing elliptic curve and choose 160-bit t and p.

For 112-bit security strength, choose 224-bit pairing elliptic curve and choose 224-bit t and p.
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— For 128-bit security strength, choose 256-bit pairing elliptic curve and choose 256-bit

— Mechanism 5:

tand p.

— For 80-bit security strength, the following parameters are recommended: K, (1024-bit), K (160-

bit), K, (160-bit), K, (60-bit), K, (504-bit), K.’ (60-bit).

— For 112-bit security strength, the following parameters are recommended: K, (204
(224-bit), K. (224-bit), K (112-bit), K. (736-bit), K’ (60-bit).

8-bit), K

L 120 1l 4 1 i 4+ 4] £.11 H i dod. I~
I'Ul 1 4207DUIU SCTCUl lLy oLl Cllsl.ll, LIIC lUllUVVlllS lJal dIIICLTT S dI'UT TUTULUIITHITITUTU. I\ n kJUI

(256-bit), K. (256-bit), K (128-bit), K, (832-bit), K.’ (60-bit)

- Mechanism 6:
— For 80-bit security strength, choose 160-bit pairing elliptic curve for Gs-and 160-bi
curve for G3, and choose 160-bit p.

curve for (3, and choose 224-bit p.

curve for (3, and choose 256-bit p.

— Mechanism 7:

— For 112-bit security strength, choose 224-bitpairing elliptic curve and choose 224-bit

— For 128-bit security strength, choose 256:bit pairing elliptic curve and choose 256-bit

— For 80-bit security strength, choose 160-bit pairing elliptic curve and choose 160-bit p.

(2n7r 'bit), K

t elliptic

— For 112-bit security strength, choose 224-bit pairing elliptic curye for G; and 224-bif elliptic

— For 128-bit security strength, choose 256-bit pairing elliptie_¢urve for G1 and 256-bift elliptic
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Annex D
(informative)

Comparison of revocation mechanisms

Th Aas, ada afe ot cha
B R

Part1 of [SO/IEC 20008 introduces three differentlevels of revocation in an anonymous digital signatur
mechan]sm using a group public key, namely:

D

— Thelentire group is revoked.

[

— The|membership of a certain group member is revoked. As a result, the revoked meémber is no longe
aut]orized to create a group signature on behalf of the group. This is called glebalrevocation.

— A signature verifier revokes the authorization for a group member to Create a certain type of
anohymous signature. After such arevocation, the member to whom the révocation applies might sti
be aple to create other anonymous signatures on behalf of the group, This is called local revocation|.

et

Part 1 of ISO/IEC 20008 introduces four types of revocation mechanisms uses revocation list according
to the cqntent of the list as follows:

“Private key revocation”, in which the group member private key of a revoked signer is specified i
the revocation list, and a verifier can check whether or nota given signature was created using suc
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glohal revocation.

— “Vetifier blacklist revocation”, in whicha signature (or a partial signature) corresponding to a grou
signjature linking base is listed in.the revocation list, and a verifier can check whether or not a give
sigrlature was created by the signer that created the listed signature. Such a list is usually used i
locall revocation.

==}

-

— “Sigphature revocation’sin-which a signature (or a partial signature) is listed in the revocation list,
and|a verifier can checkwhether or not a given signature, along with a piece of evidence provided b,
the gigner, was created by the signer that created the listed signature. Depending on the mechanisnE
such a list can bedised in either global or local revocation.

There ate four_revocation mechanisms specified in this part of ISO/IEC 20008. They are private ke
revocat'n vérifier blacklist revocation, signature revocation, and credential update. Credential updat]
of membershlp credentlal revocatlon where each 51gner w1ll update its credentlal SO the proq

D = O <<

D.1 summarizes which mechanlsms are global revocation and which are local revocatlon

Table D.1 — Categorization of revocation mechanisms

Private key l:;(::lggt Signature Credential
revocation . revocation update
revocation
Global Revocation v v v
Local Revocation v v v

42
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Security proofs for the private key and verifier blacklist revocations are given in the full paper.[4] The
security proof of the signature revocation is given in the full paper of [Zl. There is no single proof for the
credential update process, as it is mechanism specific.

Table D.2 summarizes which revocation mechanisms are used in which mechanisms. Additional
revocation options may be used other than the ones specified in this standard.

Table D.2 — Revocation options used in the anonymous signature mechanisms

Ih comparison of revocation mechanisms, the following féatlires and capabilities are considere

Verifier
Private Key : Signature revo-| Credential
. blacklist revo- .

revocation cation cation update
Mechanism 1 v v
Mechanism 2 v v
Mechanism 3 v v v
Mechanism 4 v v v v
Mechanism 5 v
Mechanism 6 v
Mechanism 7 v

Whether it is a global revocation or local revocation.

Whether membership credentials need to be<updated.

Whether a member needs to perform additional computation for signature creation.
Whether a verifier needs to perform'additional computation for the revocation check.

Whether a member is revocable\ifits group member private key is unknown. Private key re
works only if a member’s group member private key has been published. If the group
private key is unknown, then the member cannot be revoked in the private key revocation|
rest of the revocation mechanisms, there is no such limitation.

How revoked signer is specified.

Whether the revocation list is specific to a particular linking base. In the verifier blacklist rey

vocation
member
. For the

rocation,

the revocationlist is specific to a linking base. If a group signature is created using a differenit linking

base, thendtcannot be revoked using this revocation list. For the private key revocation and sjgnature
revocation, if a member is revoked, no matter which linking base it uses, its signatures are flevoked.
Table D.3 — Comparisons of the revocation mechanisms
- Verifier - Credential
Private key blacklist Signature update
Global/Local Global/Local Local Global/Local Global
Update membership credential No No No Yes
Additional member computation No No Yes No
Additional verifier computation Yes Yes Yes No
Revocable if private key is unknown No Yes Yes Yes
How revoked signer is specified Private Key Signature Signature Credential
RL specific to a linking base No Yes No Not applicable
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For private key revocation, if a group member private key is exposed, it can be revoked and placed in the
revocation list of this type. All signatures generated by this key can be linked by any verifiers, including the
signatures that were generated before the key was exposed. This means that unlinkability depends on the
ability to protectthe group member private key for the lifetime of the key. In certain scenarios, this revocation
mechanism may discourage users from revoking their own keys when a compromise is suspected.

NOTE1 In the private key revocation, a member can be revoked by the group membership issuer or any
verifiers, but only if the member’s group member private key is revealed to public.

NOTE 2 In Mechanisms 1-4, it may be possible for the holder of a revoked private key to be “framed” for
signatur¢s she did not create. [T a malicious entity learns a group member private kKey from the revocation llSt;\E

may obtdin a valid group membership credential on that key. In Mechanism 3 when the group membership issui

process is run by the signer with the issuer and in Mechanism 4, the malicious party can obtain a valid grou
memberghip credential by re-enrolling with this private key. In Mechanism 2, the issuer performs arevdcation
check dufring the issuing process that will prevent the malicious party from re-enrolling with this private kely
as long as the issuer has a current revocation list. In Mechanism 1, the original group membership credentigl
can be olpserved by an eavesdropper during the group membership issuing process, unless there)is a secure and
authenti¢ channel been set up between the group membership issuer and the member.

NOTE 3 | In Mechanisms 1-4, the group membership issuer can create membership/credentials on a grou
memberghip private key that he haslearned. Therefore the issuer is required be trusted hot to frame the membef
on revokpd private keys.

wn ©
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Annex E

(informative)

Numerical examples
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1024
160
160
170
420
410
5/4

E.1 Mechanism 1

Security parameters:

a2l as nlac
pProv teeShHtHRercar EXapresS 1ot

150/IEC 20008.

sfignificant bits. HI is realized as HL function in Annex B:2.

roup public key:

J2E3DD15
4CA8774
SFBB55A
5148DE1

7364B0OSE
25BEOBO
3D5CBC1
03ECF2D

F530B25
16DB7C46
89B75D0
04DCOAD
84BD698
C5E1001
8789228
4D54501B

D451 CE2

AA189A85
070EEOBS
89BEE236
S5C3E107F
780EAED3
TAB8F661
C8ABA2AF
D837D202

19C8AAT4
F4477DD5
COE0383B
B656€2%5
FBZO9EDA
ARPCA3TE
FS5E5C309
6CA69D5F

6AA403AD

D8169EE3
B6726805
A4856F26
B3F14B7F
DF0326A1
DB1CBDCS8
C43261DD,
02678B4D

BE8E3E632
CY4B4FAS8
C8F02881
2F12AC8F
45008B1E
3AA6988A
36F93406
572E2F56

EO2A0F13

78E2C310
D9D61D2D
13DES553T
A15D4ELS
204ABD56
SEQAMESO
2351E1BB
C408AF9E

2ETF9617
37838BD4
F63A9144
Al7C9FCC
0843F34E
13B6F6C6
8DBA39ES8
ABOEDC22

A34152C8

7T73BPAOA
A52D0347
2 1F8AD4 3
4E59ED89
EF9853AF
ED0671D3
0E62D77B
5580433E

8AB8BB3C
3D6500C5
DDCB2E39
4A1EBDFO
39839E95
D9568F3E
ECD30FB1
A87ABTC6

04129247

8C21813F
84477C6FF
Al716E10
34B38A78
172FEC1D
25182293
9FB388CF
61168CB3

1FAFBC4B
8DE91529
424CEF64
859B263B
304DC1F3
28A38657
FF4E5EDC
7543C8D6

DB362D42

A2309CBF
5D297116
009346F6
31AD0997
E53253CF
07FDFB8B
C18EB5D6
DD877C3F

OBAFA43D
2EBBF49D
CADB4D9B
7FC817BD
0A32952E
45393F68
6EC605ED
E465EC19

A6QESDBE

ac 1o onatl cha S n-tha
eat-tigitar .uauuu,u e-Reetaitsi uyuujll\,u H—t1

HA-256 is used as the underlying hash function. The outputs will be truncated to keep thei

BAOD8SBD4
B5F83211
31509055
1871689B
08C80B2C
F8F77DOE
36E23703
4CA4EDED

C2D45A9A
6A16BDA1
B08177B0O
BB5034EB
421D4288
C843622B
DE227E3F
C51276D2

AQ7EQSQF

s part of

r k least

518737D9
548A06FE
8334240A
5087730C
3BEF27F5C
DOA2DOS8E
27706C2A

g =
466402AF
FCC09362
1276DDDD
BF21CAS80
D1DFFBCE

8C16092B
859CF811
093B8DC6
99108452
3C3E4578
D4AEBS51E
877D1B13

BO1CB8AEO
SEAFO074F
454E4318
9FEA88BD
434FB1DO

47ECF4AB
E7AE7290
OBFAF928
3C30CD2A
81E4BET7F
BAAEC971
25589D19

74BATE6D
723F3BED
6D8C4D9C
8D2F4B2A
AG6T789FC7
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075622A0
35ADA222
4AAF9177
3AFEBA32
522F9522
55F7E430
16681056

3EFF5CF1
8ES552E62
35C9DCO7
A9F50516
381704E2

FDFC20A4
44C27516
BBBC4 9BA
D72DA861
F9670D3B
083955F8
D5BE2AT7B

AAT54ACE
5C334C6B
70E1A1AO
467AF41F
82EC8859

C4291174
27781334
FD4D2830
F0377CD9
C98AC2F2
Al610212
502C2327

F1B5FC45
CA179580
EB27ES5F2
617F3DCF
95017AB6

2F76DF96
6EF043FD
F604C8DD
5BO7F52A
291BEEEC
A2484FF8
42873B48

C58ACCAl
3C018B4B
17BAE6AD
8BEC54E0
BBD8D627

1D1E840E
AA9D0844
6C1A184D
32EDOD28
973A3479
74767056
07E4C1C1

4C84576A
8B9329F8
1EE74712
BODE32F0
88AEF089
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FO73FC67 4192271D 3C64C750 07861325 579A63EC 60AT7DBCE 23C921E5 B74CE2D3
6F824562 D405FC8C 797EF97D BB6C1lE8SA 7BlF57EA BOE4D063 23C5F88C ABD3A6CO
653BAFD1 155B6A69 37A62A07 9099FAl1ll 6ACD068B ECT7AE221 5010BFAO AE861FC9

h =

13C4A935 45BDY9A55 ABD12349 1F173DC1 75BBA355 58B5A9B4 31E22402 1EA2483D
1F9685EA 6552D0D7 8A4BA800 Cl2EDI12F AC8458B7 BT7FB2662 3C40244A 70710878
BE952AAC C3E35D93 CO39EBEA 1F554473 C4904A9A A460C670 AACFT7CE3 504C4916
ECFCO8E2 528183D5 5DDCI1AD1 EDCFEF645C 66ADD64B E6EF8953 F7690C41 E5643211
0982D6FE 27601EE8 8404081F 6010CB3D 034E467B F7356E48 51FCBAL1B 566E3DAB
DCE9C1C8 E7276A23 04A0E066 44649BF8 CF938313 AET7F8494 F91BD3AF 2472EF3E
89B1D124 _581002F0 R4124FF] SADSFRSS EFDJRAF] DCETJ3109 E4DE7504 FERA53103
A828A8F[L 022FED61 D70D02C6 F6C805B0 EO0C71546 8D269CCD 8809A16F 4C54154C

b =

3FCOALC) C715150C 7DODF108 DF8A0528 FE4ECT7Al 48A066A3 F156C3E8 467291B3
55D47D6p OOFO010AB 6C341D90 C633870E 7B65BB4F 94BD7D07 9E80A8F4 55B8087B
OD82ADBB 3DCB292B 79B59B8C 812341B2 593FD3B4 1D3A7A44 983BEAFC 8C97EBO2
FAFOB75p B188F365 9E65D07F 380E989D 658492BB 7AAS5B7B4 141F36B8 090BOEOA
6ESFDA4ER B24947C3 13FE7307 94A4CB36 E326909D E66FD924 84DB4A71 15DDC5D0
9B1FD46p 479EEE7]1 CF2B3313 D8208166 F2C15F4E F2DCCA79 3B7F8D27 4F5B5D85
735E04Bp AOA3551C 9BA6GEE(02 496C8035 DO0211E1 58F86460 C07199D4 8608C4AZ2

D

58D937EPp AEE23ES51 7DF14162 72F5C72C 3EDCD55D 959ED4DA 05759D24 E3BES8XS

Group member signature key:

A =
375B669] 828C1CB3 6FFO9E3D9 7D7EA508 D34E09AF 40ACAC31 7075%709 386A6613
8D76A86[L 1AOCOFED 306471CO FBDOCE41 277AE81B 42F7CA20 CB281C99 F54E4DB1
305620E) 93E8SAF3A EBD922DE 45FBC66D C5DBOA70 8E7001B3 3497CEB2 D74C5652
091977BPp C4CF5356 941CDFAS5 A37FF2D5 807262FA B2284DABN\3B5E68AC A927882D
E4A4882F 48F999ED C49B38F8 D42A7CF8 1955E01F 4884CB&@9 40D746B6 A25ECDI8
D61D351F OD2B6ASF EO9D3BD81 6521D350 AA47D3AE 6CC3LA9D B354D300 5E143BEE
34C8B7Dp 9381681E DASD68A2 EA63AD4A A29CES8C D9E2B690 5B42CA9F 2651DFD6
D2EOADSF 91E3A1B0 BOACCF25 5C47BEEQ 63306943:046373E3 B4FB53E0 5149C84D

e =
0000000F FFFFFFFF FFFFFFFF FFFFFFFEF FFREFFFEF FEFFFFFF FFFFEFFFF FFFFFEFEFE
FFFFFCER 723BB231 7D993CAD S5EESF0C2 4E8EFD30D 5446A56F

x =
0400000p 00000000 00000000 00000000 00000000 00000000 00000000 00000000
3E75531E 1AC338DD 9B150FBB FO9B2EY84 40A30BDF

Signatujre process:

bsn =
0031323B 34353637 88383130

Message| m =
“abcdefp”

f =
453FDODPp_EDBA8BF31 2A1CE338 F2767D9A BCDO31FF C42C45B2 B0328B9D E410BCLFE
C23D3FF8 AC3807C6 52ABACAC A579005F ADF45BF4 3D208COE CB717317 4F4D2AC6
FO9313E2E 41EE1F3D AF3264E4 89848B11 A5570E97 5BEFD851 5127FDOD CA78FB62
7000EF26 64AD94C1 802DOABB 3CF81E74 FCAF9930 DB1DB12F 3805F1D4 A540F706
34DC2953 0DO9DA60 D3337D20 61F6388C DOD49087 2BY9CI9DOE 2F2CEFD04 BD167D28
F84EOBDA F3227C69 52586FF4 FF2418C1 67BO067E5 55D4A77E FB3ECA4E 58384605
S5C8FEDCY BD3F3E4F DFFE6F95 FF4E8199 73D54ECB AE183533 6B4BDFEF FOF3FA2F
F677450F 7247D2E9 EAT4200F 325492FB 14BF85A0 7C249E54 7635BBDC E9ABDE77

Wi =
903FF56B C8865FCB 058A162F F71734F5 6AA67822 CFFDFBBF 266D6EAD 3B81155A
48317776 D9B2B351 59CDOCY9E D8A3766B 9781EF3C 8CE19EBD 0DD2C5DD 45D5816D
6D5085A2 060CC78E 1D098071 7DF8D934 D439E460 1A360FFE 88C3841B C4D98091
CAB4726B 8691FCF6 FAABC40F 5938A9FE 01E7A93B A77AFEAA 29BB2D9E F7BCF534
BD895888 E1DEE337 9A647719 7D70944C 7F3A13E3 44F88E81 639DAC44 128439FA
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79C05588 45375525 00C1D51D 56143961 740E394F 61C2DCED
95B80F52 F966A15B 4DEA4D12 359B8FAB D9277AD6 561974B7
FF502DEF 7B1630BD 4A430084 CE13C685 0432A943 DDB1B767

wy =
3C596556 AATE429B 1703FE21 BEE7D260 3092AD99 12FDY90EA
CS5F2E3AQ0 OEA6CDAC 7BSA9EOE E3748AC3 09F69D51 D8B7F423
9EE94387 1370974B 9B6C8E49 1E9A0C92 FF4DI1C51 759891F0
47228412 056C1D0O5 95F06020 8570587F 96D49E98 665CA6D3
0C87A891 6E1S5BEF72 927C4446 ES53EOF5A 09FD6D16 158B9016
DF2FEAF6 AE223430 D97424C0 20209D49 131169D5 10EC35E6
8C73910 AD220DOA 1638CDHARGE 8FAQ9187 12121FCH AFAP230AR

CE468A85
2BB8DTE6
2F1EA8E3

6671B8EA
2D5237EA
1E5BOASA
866F8249
0A726C13
41AEF4B7
EODRAA4ACT
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CB869825
2785DC5F
4E74B149

A901BBAl
34D6FC21
04AA5B64
2FA2E1E9
9214A0D4
B2BOCESF
R1215DAK8Y

gESF4E40 FOFFDAC3 F51AFBBE B1320B28 824F53B0 DE79FE63
3 =

763853E 200092FB 842CC54D A92B377B 4E2FD10F DEEOFB24
023E2D1 424F817B 1ECF7017 C470878D 8FBSF2E8 694D11F6
9A8BCD6 BD6281D3 E86C58DC B4031BD8 A5756F4C 20794583
160843 B38B4DD5 CE8423C2 3DBDD7BB C2CEF698A 78D72132
7538F97 3EBE1DOB B147C9F3 FACSEE84 8D25EA64 004F1254
6FE0120 ALSE14703 9B246776 04875F24 9433CBE8 612A06D4
0A35798 0425CC2A 8CE6A6A4 24BCFEF3 8FT7F0697 ETA2ED23
2EF74D2 33909BB1 31709001 1AE931AE 6E8C1A18 D96AAE32

O 0 O o ~J O O N

1

CO96F1C2 EDA116B5 6C5A28C3 8098950B DE084521 6E1ASFA2
946B54C 9A21F41B D5713079 16C8BF52 10FFDO1B C3COBA65
2845000 4843DCDE 201F9C01 C1A48948 A165A2E4 13CBC416
2EC3039 EOE82620 03F69444 275C36FD 20A8DDB7 4BE29929
S5DD224A 8DA92BF4 1CDSFI9F5 31DF5DCB 3112F0C4 229D7RDF
CB40C2A 3E42D593 E13AD04F 8857D361 58BCESE2 64CORALS
FE52BO0F 5B403AA3 26307A79 29AEB630 53183B2F 59%A0RAB34
[FOD7396 FA3A140F ABCF31A4 A6D1IBE6C 55B89D4A ©B3A4DCL

0O O o 0N O -y

L =
4F0115C EFF930AC 803726E6 614B46F9 203LUBD1 68956D60
F04A986 943BB3F8 5F4C4D12 4438AF50 ALAP13C6 DTFF5666
SDFOBFB F5860275 C450CAl14 FAD2D40B (B57245F5 B029A009
5591D64 93473277 9EA974C2 E21B3467“E42AA151 5BE575B6
16007B3 312887E3 7BDDA993 049A0QC0 C884AA55 FET752E20
D9053EC A7EB8823 21BCY9B19 BEE5YB4C D3BD32C0 C12A52A0
286E1AB 4614889C 941EEO9D5 13A7B3C7 32B0718B 4BBFE878
IAAB0AS55 80004C58 1D390C69M2577875A A0324F75 05A89AE4

W = W W = 1 O S By

5 =
910180E FS5ED5B8B 166M43F2 CABBBBAS 038FCFA2 DBE9556A
IAC89BBE 510809A3 B4BBA6B8 F8AC3A0E 9AE6B964 5EA1IB41C
75DAED6 65796ACE“46CBC74B B4B2D427 AB805C096 E4DEFAFB
907F0SF DEF70AD6)*1CF8CBD4 39B3AD6S 76EFDB7A E36C6CCO
6453340 3A4AR456 A2E16DD9 B84A6C41 24870E87 DDC8578E
4A7000B CIOCF666F 9B5877E4 8117708E 8B5071FB AZ2BBFE4F
09D067C ESA6CD56 C6B4A81B 4A8089EA 90904077 4792631C
6B6832BMACF5CoFF 864C4F3E 6B6F78D7 3683E379 B1186EAE

= o QO oo ~J oy (0 By

3

4
CD4FD7D 0B491E59 C73B5083 B64BA089 176B5C46 A20FBO6D

jLIaE nis FaTo N VoW Vak M ~Nio ¥.WaVa Ml oVa Yot sV ~is No K M/ NoWat ok WaVa b Wl aVa | ~Vo Lo K Mar I/ M ~ior Ko & riLir Fa ¥ o
o7 > T T oSTTT 1= o ray U T =TT

N

9CD66590

E5718D59
631F075E
ClF61D83
442D3A83
D325844B
B817BOEA
6D59EB3D
BDF504CB

0F985999
09699C87
F657721B
66A2DD7A
BOFA13E4
0C81AD49
B45CB1C7
51242787

3E771237
T4F2241F
AD7CFF15
686A666F
BFB6CETA
FD3C6B02
A2793DAD
TAB61455

54E8D5F8
S5E2577A7
707B4ECT
1BACD171
72E055CF
ED8D346D
B868E450
C9C61F2D

E1B104B6

oL An20 Q7
=z =r=) T

CD56F2A6

TADOEF99
5B2617DA
FD81E025
D963D3DD
CBBEg4R4
66C8E3F7
EFECB69B
E247570C

064FCCC1l
68B17137
4AB69F3D
8663837E
5CB5B794
B8EA3790
AET76F402
56E7A4AF

7B512D02
6386CA60
66C57517
BO9ADD370
9F12F5A2
1386A207
C561A1BO
1FOB0550

523577DD
0ODO8OFES
E3965EBE
090392C7
DE15F7FB
25A19FBE
70427RA48
TE6FBOCY

1F248CB1

200DNANNTO
1>

T U UDT

4155A699 D29C5028 796744C3 685AD22E 4425E2E8 9789DB76
2460EDF1 0DC6B484 5F3CD951 A8348BEB 9C88FA17 579A710A
A3645C41 5DAC6939 0BB73E83 9BY9ADFC3 F6118304 3BD249AF
59487B11 D35EBOF0 DFEC0636 925EF3B3 BFE3CE98 72CF73CD
E206043F 9061F375 25491E18 3295C134 5500997D 7DT74F92E
6F9756F4 C8874899 F58D6F25 E28640A9 C3A8AE1l F1E56338

r1 =
0897F8E4 9394A6E1l BC625487 A21187A2 DA10383A 2AC272BC
672CEF42 TA69C199 9E2F998E E40C3D39 3A250520

Iy =

000080FC 06D07109 8A6F7870 6F973875 EB851D99 15C3B5BB
8AE2223A B1D2E6C2 86778413 T78F2F662 E3A694D6
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FA1CO0119
D66CT7E90
4A14C058
DE2EEC2A
ABA5915B
62C62308

D80CDD35

656DFATF

U

12817997
BA84B724
8EE8BOD7
A251B984
BAS93D12
4ADDD1FED

A346363C

395066DB
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ry =
00000069 63CO9FDDB EOBDS59A0 6BESCE73 3BEESF55 EEAC8Cl2 63586346 F5628510
89C4C6D1 B323410C 350D8F1D 65433BC8 F5090639 9CS57EEOF F5537A7C 510F1BED
C854DFE2 91970C9B F40A7D3A 0465BAES5 0A290176 1B935C5A D88641E6 DEDFF3DA
929BD6AY9 AF1D7E28 D04D6676 32695AF6 EFE4FOCD 29C9394A AS5594EQ0F 6C5292F7
D3085E44 ADI9FDCD1 4FOFCBS5A F7C15B1F F917E39A B685E634 6B3C8A58 2C65AF39
9201F20F C5286DB0 5CE5E069 BAD92CBE E80CFC35 8B0716AA 93334E71 C622EALS
DE2D4ES0 39B4F2E6 52D2E942 T7CDSFE33 B2139AA3 0A4FA342 4F575CB7 08F32014
E42083B0 CS5FF3E7E AlFE46C7 3E22C48F B1lAE2472 ETD5A375 4E6873A3 098FBA71
D24F7E5B BAFCDC9B 5D092619 326BDB7B 7B9D9EDD 3FA7D6BC F4BA414F BF3AR03C
E1D9C5BL_4RRAE2EE OAIQEFDR OQCRATAR2 ENNOSTAR A452F5CTE DANFDSAD 329CO80R
7TB4ABFS5AL FCB933C1 ESCS5CF7C EE325304 DCE83663 563BE323 CC8BD21C

ry =

0000003fF 8FB37C34 73F651E0 1300DB3F 61BC5162 70FC2E62 417B13EE 07AB3813
4F458F4pD C6B5163A BIFDEF00 8252A446 6B2E2D25 3678F22F B9034B1C 158ABR04C
FAT7AT2ER 4ED5F469 77BBC48E 1EBB6906 00BE40DB 460F0B27 AG6ASFBCB 4648BR7E1
8CI9A03A[J F329EF53 9070AA9F 74CB2735 07A0A660 42C5A328 E829B282 31768FEF
7085973B 580F68B9 52B4B02B 8F8A894A 50277382 0E140885 5DCD5C53 84E401AD
C471E64p DO2A1AF7 9366C86D 50655EE1 211AF90A 4FA2454A 6FB49379 0519E780
E960715F 33743550 43285DD8 E37F247F E3B4DF11 573E4C91 2B1677A0 14E71A45
0A8690EB D1836D9A 7DESA132 26BI9ELSOF 562F64E5 46233DF2 7CE4AD46 7A7884%0
E764161) 00B38DC3 A1A714CA B99EF98A 8DI9D330F 37A81605 F33A5942 6BF4D16B
67734E1p C3C2F7C1 41DD9982 8BEFFC70 977A026D 9FAF50BB 2AFDI9BC1l 22{EH52C
6D9ACADF 3C1lA4DBC 8B465C82 205653DE AF2F1408 B620BE84 29BB887B

rs =

0000003 9621E1F7 CA5SDE96C DCA4AEA4 C1737836 31E69FA4 BO43B8YE AF00749D
BOFEF42p ED3CB308 E5888F5D D466CCC3 82A7BB7D 8888ECEB 939324CF D93B1AB2
637AECO[] 82D38F1E AA92033A 04D754E3 2501BO0F 94DES53B A920F18D EBCE7B35
F916A8C[ 05FA2A06 COE1F8B4 113AFF82 082B7A8C 167CT7CFE8NLCTAGDE AC908E2C
7C39AESE 8E3DF467 57C97E60 6443AA60 C286BFBD ADA8SBDEY 658929D7 83328942
ADEDB7CpP 4D85E20D 72066918 FFO1D3EO 4994COA5 387DCDAC 7AEA530A 6999C798
8AD99B4B 7EB97788 8ELDA30C BA911F81 30216D42 E294C33A AB097285 7AE86A06
4A3RA42DB D9839BAC F473617F BEDFF35E 14546C4E,4098EC16 5258A309 585DDCT7A
632E254F 6C2CCOEO C3760A10 01BAG6ASD DI9DAESEAN\MBE20EC 49AB2568 B4DBC913
6A8E87BE BB286EDA 595BF8D9 2C386565 172FDBBA 492EDECA 01C08Cl6 2140D08B
FOD2235F C566365D E643A9D7 SADFBE93 BOBCDCE0 99B48F66 4398ES5FEB

rg =

O8EE4D7F CB83E628 8FFFE433 7A4E6501N83249CC B3B5652F F5F80E11 EE67AQ097
60BB53F|] 836C86E4 99FC68F8 D7CA04B8* 8507BCEF1 9402591E 6F39177C 8B2BA0OAY
64A2208B 25847FE7 644C5E3B DAD4LSHRO E9769DAA FAFFAT74F DDB2D3EE 30913A7F
S5F194D3f 38E62D4E C47D0D15 3#BDAICES AS51EBO1A 6F7F8095 196B9E2C 84E73422
2DC41C5F CDBE2ECF 144BAB4D_98A29E08 AD551BD7 E3B6BC53 896DFA08 AC56D11D
17C8876p S5ES51D73D 63C78E1Y 4038927B 1B54138E FACOEC23 1DFCE6CB DB8999EE
85F7EA5p 384543E8 FABDES8YF 1A28F6B2 FAFO07BE3 690FB798 BB84EAEE D86E3909
7D4506D) 1C3ECAD4 BFFE4AYE 048A7AFA D874A576 DA3D87F1 DD853375 504EC9DD
326C148B E2383202 58CH6988 2357E719 37F77D1F 6B565D11 F272F222 1864CB97
1A10F63) AL1O0BEE84 YA945447 42675D1B 8482B282 B2610E4C 194AC612 A324E539
76BD228F EA178985¢5098BD20 496BD782 E937FC79 C51617E9 A175E20E 049ECAFO0
9F6318BE 89EI9R/NC 51FCF1B6 OEDAC6F2 091BFAAT

rio =

00EE6A2D (56206A63 78E71D92 A4D96CAB C820DOBD OB43A5A3 9E9CB7C9 681B92ES
BC41 87 Clh—8RF80253—20+0B654—PBcF4 0 5F+—0R A5 52 02— RBAF A AL G834 33 PG
F6436D72 2DE31ACB 66410105 D688454C 6D2BDD33 AB3C98BC E53363E8 F52EC55C
E3ED40EB FB145B7C 63F7C5DD 74293B51 4DB2010A 55EF1AE3 FA319866 ED327FF8
EOA9AOLA 07B446B1 50823FA4 B26F9DE4 1F1A4FEA 035B0675 FD7408FC 129106A5
2B81DCO3 5A844549 0071D608 81F99946 FB864E56 FFBBE(O4C 216E9B2E 7ADD5791
A40751CF OE6DS8FBE E296FCAD 5D7DEBD6 F3CCC79A 4DC93242 A540583B 4CFDD854
565061C5 B4DBO9FDD B336F735 05AAD762 B8230813 DO9E21C7 20561690 1C3F4D6E
C89EF8CB DOE22EBF 28E00511 3B95172D 9E66BD60 97545BB8 B04A1442 D25FF5D5
7AAC0350 4980AA5A 41F62DD1 7EE4B3A0 69F04861 EAS51D8B0O 9D83DC8A 53C251AC
FE7D30B8 6D98D3E2 53A7AB48 FAFDD5CE 044F541E 4C774873 4FFEDDBD 13E94D98
9BI9CE959 A27CCAF0 2692AC8E A80C59CA D6FCDBD2

dy =

047E2731 97415CF2 5F43729B 0DC37A27 24EDBBA4 335B4ABF AS56FLSF6E 9E056590
139E0310 662D903A 939DDCE9 5D24FB44 B2AABAAB 47D2A2DB 1299AC33 49BA1FDD
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3
4
2

1C7C571
93BC724
13BB3A1

D4764E97

3

6D675B5

ACF4D989

dy; =

2
9
5
D

E832286
45616AD
58064F5
41133F7

S5EB626FB
EEA46539
FO8BF173
TE7510BC
66AB4903
12B66E19

06A065EF
7D7D4C09
C4230B33
44CACAR0

0E127168
C82CFEAS
FB533BBC
0D9D3A0B
9A74D0OBD
970A4A69

321A4544
712EB9AC
F2774F2E
B2ARG2FED

355B1CEO
T1FAFE42
4E28C23D
12C36B58
8049C5D8
BB018268

B83219AC
DD63C34D
79BDDOAF
J3EC44R4

2964DC5D
BOA64782
313F4EC7
5D1C3786
AQ00B4254
452107F6

DAEBC746
832B1BF1
A35944D1
IA4884R3

B86D27E9
0600AFDO
0E636B09
001DCDDB
22C80554
E2C5DBB2

CC4EE586
2663BED2
964C5322
6DOACCER

70BB21DC
S5FESEDOC
C190546D
08A4F5BF
91FEFA3C
CD3E079D

86014626
3507F7ES8
14F97B97
1E43D6A19
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815BECAF
550545A7
37D6126E
BO48CBFD
6BDI9F690
CB49DABS

329CC81F
SF3F3E62
DO0D8554
1228684C

O W

S 00 O I N oS O W o = ot oy D O

DO O N U O

B 0

(@]

(@]

8483E08
4E12435
AAS2AB3
SEOEE44

3
IADD5BB3
1565B13
C35547B
47C3E69
FAGAAGL
[ 7BE74D
5E13652
SEAS55A0
, =
1C114FA
83A740C
4BCBB4E
4BBOEBE
64E9336
2C1DF92
62B5C9A
71098DA
5 =
170D919
SB1A758
CO93DOOF
CBCECCE
C1EDD8D
0B24140
2FFA95D
CEE6326

4F1BCS8E
=

897F8E4
2015954

S5F488AA9
9670753F
216DD002
CF595DE2

018836B6
1537A8C5
CO021A0F4
98003EC4
B58A51F2
C6178691
Cl1AC61CE
676D8DBA

FF5C1358
48D9FBE7
E655E426
ESE197E3
TB451FTF
B101B1FD
11BD89F8
388F71C1

99B8BD2C
4162D5BF
15200447
4463ADBC
E3A0BA35
C2A6CE20
B2ACOCA2
EB35193E

392071C2

9394A6E1
B6A05135

P O
s
S
P O

1971576C
688A7921
DBS8FEFB88
3904D788

37F20D00
3DA7998B
571EB589
37D84037
61FFC110
88385F53
7E2C09D0
8CABB721

61E6DB82
AE50FB52
3827FB1B
97B62D1B
01C67108
21F78E15
94ACD8DB
46FD4B03

28CFC6CH
3CA97EF1
9DA6B0O65
1FD2A484
449CD004
BEFO9B569H
558 2FEBF
B245A3AE

AECCF97D

BC62555C
682FBBEE

8AGF7870

fo AomQn

26867706
32260700
7547D0CB
F9422497

EA396CO0D
99234628
4FDCI9BOC
ED624AC4
72532411
91D6E02C
42EADA4D7
16C1E6CY

32C9D368
661BB60A
98C51D92
4778B2A3
77380C06
AETFTC4A
BB310CFEF
5EDCED94

6682CQOD4
CO9ES8POF
9096R5AT
E9%€4AB6
AS5EC30EE
583C1C01
565C8F1C
829F6929

770758E9

0057F04D
9E929EF7

S5EC513ED

TDADLD DD D
OZIYT

53853295
97D98440
C8D1DEES
1B98D3D7

6ABOFO7F
7TBE3D27
71EA4844
4487781C
6A5F61C9
71D58C28
5035FAF9
2360E361

5B1FF404
67D8ES12
ABD961D1
7E4973D7
3701AA59
33B38157
203CFQES
7005BFEA

570A2DE3
59C2AC71
12650702
03F1507A
F45230EB
1F821EFA
A9499107
FB5EF611

15941091

B7A3EF48
549E6141

D103D06E
BEEAZESSY

403AF145
38A3F6C3
B5F4AB17
38E7AFDO

01026D36
8FA21AFC
C5202753
9E6362A0
88C5072A
9746ED9A
D2A10865
E674DC1C

C9273A88
0F500€EO
D117AF248
BXAC91FE
58144F2A
ACD3D2EE
41F0E2D6
79EB30EB

46734216
D293DC4B
E5571C2B
6B820C25
CECFAFAlL
16D3B792
59A6E101
0B84C4A6

04794086

18EEFESD

34BA1113
C20DOC1D
85F12519
336A368A

BCA1BDB2
BD3D9177
38208D2B
23ABA6GED
71BE1361
1D6A62D8
1074H3EE
000EO0&ZD

I6A206FE
FCBI98AOA
BOEO78CA
68054367
B604FFE3
31C4714F
138E0B6B
4313E82C

10F5F5E0
B79B80F2
0OA106CF8
84CB3AE7
1FB8E637
FD33F388
9894BB57
03316161

3C2F8F79

D6476614

2DDEA273
49C9BADY
E30ED49F
F7CAD447

cce00CTC
4DCA8485
DBS5AF904
LABECBC4
A9YA1368
529B7518
169E228A
6DBB1E24

7TTE33E4B
F3A05B99
TE40CCA9
77637376
1B450C3A
0B79F594
EBE627B2
F6877C83

B8FEOC73
53322535
7271B0OD6
765194F2
FB9C2C75
E66BAC54
C1A5A030
3F998558

6BEF2016

439C5233

S3 =

0
8
c
3
4
9
3
9
E
9
7

0000069
9C4C6D1
854DFE2
08D384A
B1CB4C6
2F73E49
C76E954
17D29DF
TB6AALG6
412668A
B1A8828

63C9FDDB
B323410C
91970C9B
BO9BF2F70
1C4264E0
A48F4BB7
2012C4E5
C7AD4277
73018392
27E262C4
3735F33D

ooaT

EOBD59A0
350D8F1D
CD314994
0OCB36A28
AA637536
1FBC8FFB
07FA95B5
6151638F
B8F2D1A7
B3126854
FDFEODBE
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6BESCE73
65433BC8
3CC47429
003BD1E7
9C168394
COED23DA
572AT7TAL16
B222F7F3
03272A5C
2AA44B3D
D478915F

3BEE8F55
F5090639
6A435E36
FDESES8F
B333CCBY
05BA14BC
0B1CC6AS
914E6DC6
BO4DB84B
D163E592
49085152

EEAC8C12
9C57EEOF
CFFABD17
255B8ACH
8Al4F16C
S5F860AB7
4395C6BC
E19C4FO0D
97742D73
1EA3BDEC
2551A40A

63586346
F5537A7C
05B76F66
5BFE15B8
EB6ADD74
191536F5
4AB4AFT5
T42F6ETD
6C298CFD
905B017C
962AD7C3

F5628510
510F1BED
F30C7312
C846CB15
5F7460A6
6A73B95F
74796CCE
53AT7E2EA
62CB1CDD
0CA856DF
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Sq =
0000003C 8FB37C34 73F651E0 1300DB3F 61BC5162 70FC2E62 417B13EE 07AB3813
4F458F4D C6B5163A BIFDEF00 8252A446 6B2E2D25 3678F22F B9034B1C 158AB04C
F47A72EA 4ED5F469 677B0907 8561F5A2 7E332130 63EC8ECE 269BF616 4A52671B
6A2445E2 EEOE714A 5FAOB8DE B708A11E E4AAIBO9 944485E3 C6ATEAL7 30CCB765
AR0C0695 CCOEIFC1 5884679B AS55F4689 90CE5CBO 9CE361A2 509FA781 8B98TESC
0E7D6177 2AC8349B 4FASDAT7C 92B7BCB4 9E88CB6F ODD6ICCE 51616DF6 OEED1772
5D36C1FD D2DF3D20 60ES55CAF 6391ED4E 6A3E9432 B814C504 6ASDOF03 ACB76B26
BAAIA765 9CY9AES1E 9092BEOC 2B677B5F C54795E4 3B7C82B6 8CA85D66 54E32B0S5
D2EA8898 433529CD A7887COF 9E232773 FF516588 4287F888 1BDBC333 2E061F3A
DF0338F1 9AADDO3C 61006A01 F3ADBBIB 85F9318B ODFDD509 A46D4140 4BC3B6EB
3C2DFB4A_497775A4 IDTOROZN 08A3334D 408G50ED ADRIAOAR SASORATS

S5 =

0000003f 9621E1F7 CASDE96C DCA4AEA4 C1737836 31E69FA4 BO43B89E AF00749D
B6FEF42F ED3CB308 E5888F5D D466CCC3 82A7BB7D 8888ECEB 939324CF D93BI1AB2
637AECO[) 82D38F1E 9FF66222 1D035EBB 6BD76CAA A125B4DE 5D62DCDC BB4ECS542
427DD4DPp E1DDIDCO FFF67DB7 833FAA46 136AAFSF CEBOSACT B66CD78A 126F21E6
3CFF6E7[. 0873B45E 169E548A ADC20832 5E90DCB7 8145A73B F2CBDG6A A4B94186
0C2048Dp 3EA47913 998A8BA3 64656CAC BSD2CE9F 548EBCF7 7D611286 265892E0
CB47DCA[L ED2B0B91 60A331CF EB94C1BC EBD37736 98B59381 DAB2B403 ECFAAOBE
CEB9836p 820A1F93 FDDC31E3 9D02FA1B DOE74BAD 66111F67 91087BC4 2B8C23A2
FOS5BB10p 9D5D66D6 D2F288E5 5A59C676 122458C7 3206EEAD 9FDE6924 17ED686Y
11EA294B 6354D7DA 16D4CC4A 46D94E2E 131BA0OE 166CBD72 EB227986 0351D0D7
1456C4Bp 7619D2E2 A5682C5C 36772ACY9 96082178 C4031478 54CFD82F

Sg =

08EEA4DTF CB83E628 8FFFE433 7A4E6501 183249CC B3B5652F FS5F80ELL EE67A097
60BB53F) 836C86E4 99FC68F6 6A36CASC 0AF35137 95A82529 BSAFZ33F SE3ET8AA
976A140p 049A99F8 0E677327 4B4827AD C806C28E 68788343 B76P7791 C6FAET26
AB02551p 2AEC4DSD 9428B328 642BAE70 FCBO83A6 C38F3C22 BBCTA2BY9 SAG6F4DBF
87C70B3p 2695A262 033092D9 491BE4CS5 CC3CEAQ5 2FDDDA73«MFCC87EA 0463B8BA
7E16CA2B 8CC6C87F B4548FF6 OD2E62D8 25C5454C CO8129BE 65F96813 38282808
3588F50 9E1BAE7D 7B9B018B F3DFDESE A885E251 113327E4 0A8306E3 095208A6
7C5054FF F006C18D FOS8E891E DFICEF73 2406A8C9 541DOE2F 7FF48214 992F7F73
C854900E 73BEBEBO E53B4F52 84DB4105 A8BD4619,3A3F980E 906894B8 5684781A
81376C5B EB85EA4CD A529C378 A6FD3ACC 94E186FQ\DE184555 587E3E74 A9554511
7FD2062F 299652A9 49E8589D 77EF42D0 F170D66S 19669936 04C617AC C854023A
03B3E6Bp 234D3935 49F1DD00 57E668C8 4B5E1INMO

s10 =

00EE6A2D 56206A63 78E71D92 A4D96CABGB20DOBD OB43A5A3 9EICBTCY 681BI2ES
BC4187Ck 8A7092E3 20F0D653 DBESE4ED 730E1C5A 7A0B2DOC 85D2FC70 22AC5881
36DE611P 06873E7B 148920A4 DICABIH9 E2A41F04 64263D41 7CS5AC822 33A5583E
C79E537p EB592D7B 730E4517 35ML62FB BC6C6562 028A41F6 E404B49A 41D98969
743CTF6B 8B7934C8 2973D044_ TAF3649C F7A4F386 7B548A55 E427D3EA D64082E7
50C9DEGH DO9FF093 098A4488 58F240C5 D56CB8CC 42ECA051 82D11A56 5D388DA3
1FF61E3p 4FCF402C CFC23B3A C81B8567 01FFD8F2 ODIEFEE6 DAC56B7F 3DAABF4D
7F0415E[] C2EFA593 108EEE47 9D7D1070 DACY9ATSF 32E7BF40 D5983FA7 CE853612
16432BEpD 6EEFF996 9F57205E A887BAB1 14C35619 90E4AQ1A 46FFE07A 6E409448
5530B62[l 2E4EEG6F UD3D6C43 E3943C00 A0441F48 86CS5CFAE 63ES5DSE6 873AE2ED
5DD79A0B 1A997D56\33DB67B1 OA4EFB65 7695B1AA D34CFDE7 83B5ABF1 8522D526
185872DB 4149468A C4D12A19 99D85B32 1ADBCB38

Signatufe As%t (¢, si, s2, s3, Sa, S5, S9, sio, T1, T2, T3, Ta)

Signature verification:

t1 =

047E2731 97415CF2 5F43729B 0DC37A27 24EDBBA4 335B4ABF AS56FS5F6E 9E056590
139E0310 662D903A 939DDCE9 5D24FB44 B2AABAAB 47D2A2DB 1299AC33 49BA1FDD
31C7C571 5EB626FB 0E127168 355BICEQ 2964DC5D B86D27E9 70BB21DC 815BECAF
493BC724 EEA46539 C82CFEA5 71FAFE42 BOA64782 0600AFD0O S5FESEDOC 550545A7
213BB3A1 FO8BF173 FB533BBC 4E28C23D 313F4EC7 OE636B09 C190546D 37D6126FE
D4764E97 7E7510BC 0D9D3A0B 12C36B58 5D1C3786 001DCDDB 08A4FS5BF B048CBED
36D675B5 66AB4903 9A74DOBD 8049C5D8 A00B4254 22C80554 91FEFA3C 6BDIF690
ACF4D989 12B66E19 970A4A69 BB018268 452107F6 E2C5DBB2 CD3E079D CB49DABS
ty =

2E832286 06A065EF 321A4544 B83219AC DAEBC746 CC4EES586 86014626 329CC81F
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945616AD
558064F5
D41133F7
28483E08
B4E12435
EAA52AB3
68E0EE44

t3 =

S5ADD5BB3
B1565B13
6C35547R

7D7D4C09
C4230B33
44C4CA80
5F488AA9
9670753F
216DD002
CF595DE2

018836B6
1537A8C5
CO021A0F4

T12EB9AC
F2774F2E
B24562F2
1971576C
688A7921
DB8FFEB88
3904D788

37F20D00
3DA7998B
571ER589

DD63C34D
79BDDOAF
73EC44B4
26867706
32260700
7547D0CB
£9422497

EA396CO0D
99234628
AFDCOROC

832B1BF1
A35944D1
3A4884B3
53853295
97D98440
C8D1DEEY
1B98D3D7

6ABOFO7F
7TBE3D27
J1EAA844

2663BED2
964C5322
6D04CCEB
403AF145
38A3F6C3
B5F4AB17
38E7AFDO

01026D36
8FA21AFC
£Hh2027873

3507F7ES8
14F97B97
1E43D619
34BA1113
C20DOC1D
85F12519
336A368A

BCA1BDB2
BD3D9177
383208D2R
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SF3F3E62
DO0D8554
1228684C
2DDEA273
49C9BADY
E30ED49F
F7CAD447

CC600C71
4DCA8485
DRAAFOQ4

44F1BCSE

]
£
e

7

v

98003EC4
B58A51F2
C6178691
ClAC61CE
676D8DBA

FF5C1358
48D9FBE7
E655E426
ESE197E3
TB451F7TF
B101B1FD
11BD89F8
388F71C1

99B8BD2C
4162D5BF
152004477
4463ADBC
E3A0BA35
C2A6CE20
B2ACOCA2
EB35193E

392071C2

2048
104
368
120
2536
80,
160
80
1024
1632

= 208

37D84037
61FFC110
88385F53
7E2C09D0
8CABB721

61E6DB82
AES50FB52
3827FB1B
97B62D1B
01C67108
21F78E15
94ACDS8DB
46FD4B03

28CFC6CH
3CA97EF1
9DA6B065
1FD2A484
449CD004
BEF9B569D
5582FFBF
B245A3AE

AECCF97D

.2 Mechanism 2

ecurity parameters:

ED624AC4
72532411
91D6E02C
42EADAD7
16C1E6CS

32C9D368
661BB60A
98C51D92
4778B2A3
77380C06
AETFTC4A
BB310CFF
S5EDCED9%4

6682C0D4
CO9ES58DOF
9096A5A7
E91C4AB6
AS5EC30EE
583C1C01
565C8F1C
829F6929

7707.58E9

4487781C
6A5F61C9
71D58C28
5035FAF9
2360E361

5B1FF404
67D8ES512
ABD961D1
7TE4973D7
3701AA59
33B38157
203CF0ES
7005BFEA

570A2DE3
59C2ACT71
12650702
03F1507A
F45230EB
1F821EFA
A9499107
FBREF611

159410091

9E6362A0
88C5072A
9746ED9A
D2A10865
E674DC1C

C9273A68
0F500CEO
D117F248
B17C91FE
58144F2A
ACD3D2EE
41F0E2D6
79EB30EB

46734246
D293DC4B
E53J71C2B
6B820C25
CECFAFAL
16D3B792
59A6E101
0B84C4A6

23ABA6GED
71BE1361
1D6A62D8
1074F3FE
000OEOA4D

16A206FE
FCB98AOA
BOEO78CA
68054367
B604FFE3
31C4ILAF
138E0B®B
430T9E82C

10F5F5E0
B79B80F2
0A106CF8
84CB3AE7
1FB8E637
FD33F388
9894BB57
03316161

1A6FCBC4
A91A1368
529B7518
169E228A
6DBB1E24

TTE33E4B
F3205B99
TE4QCCA9
[0637376
1B450C3A
0B79F594
EBE627B2
Fe877C83

B8FEOC73
53322535
7271B0D6
765194F2
FB9C2C75
E66BAC54
C1A5A030
3F998558

H and Hr are realized as HL function in Annex B.2 with SHA-256 as the underlying hash function.

Key generation process (setup step):

-

5E1C70F4 512B6FFB 527E1EEF B8ADS1DA ED15ADE7 8D69DD26 5562F46D FEDA3D09
EBD6EC7B 7C6FB931 BE416E20 FFCB9873 D3DBEF653 85897F39 729913C8 F453556A
D475CF65 3B861673 35F8E4D6 8CFI9B2EB FDF1D9BE C5COBAB4 BE487743 2946416A
CBCD4189 E78316FF 0B69E013 50216582 2E5CDFEA D7257FF8 DSF2ESEF AASDAE6S

p =
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BC38E1E8 A256DFF6 A4FC3DDF 715AA3B5 DA2BS5BCEF 1AD3BA4C AACSES8DB FDB47A13
D7ADD8F6 F8DF7263 7C82DC41 FF9730E7 AT7BT7ECA7 0B12FE72 E5322791 EB8AG6AADS
ABEB9ECA 770C2CE6 6BF1C9AD 19F365D7 FBE3B37D 8B817569 7CO90EE86 528C82D5
97928313 CF062DFE 16D3C026 A042CB04 5CB9BFDS5 AE4AFFF1 ABE5SCBDF 54BB5CCB
85D9F41E EEBFOF95 CES53ARES8 BE7EDB94 FAF84AFF AO4EEC40 8655B3CR 85856A87
20C662C7 B2C4D092 145C8D07 95A7685C 10B1C715 5F366DBF 83C5E4D9 5E311A7E
828692E1 3D5CO04CD ODFACAFE F743F9EC 181DDB67 A4C6928A DADD9771 DOD5C381
4E557D5E C329E8D7 FC527B74 0A3A0BE2 2D6ADB27 FDE1A99F 87CE53B5 3841132D
g =

0000000JL OBB3E83D DD7E1F2B 9CA757D1 7CFDB729 F5F095FF 409DD881 0CAB6797
OBOADSO0E 418CC58F 6589A124 28B91A0F 2B4EDOB8 21638E2A BE6CDB7F 078BCO9B2
BC6234Fp 050D25C2 7AB8099A 1BE995FD EE87F3D8 303BB6CE 498D2515 B5BB2EE3
A1AB870p 9CAAFABD 8653D1AF F8A4F6E8 147417C4 S5ADSB64F FBC3533F OF9CA76A
7082265B

n =

C4D39A2A AO01C9BD2 39EFO0BSD A4F7E79D CECA6575 1DCF8EA4 4DECCO7F F7F05194
C963B98E ACDC7C1l4 E6AB08ED F656605C C73CBF69 22EDF311 9EA98591 32A384D8
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533B45F9
9D39AE3C
8E3C61D2
00C4480F

B2C52ECF
S5A32AA58
7BD24338
4F8DA340

0066415E
4AF43FA4
800A89E0
FFB10OFCS8
276191B5

E15FCACY
945E6F63
BO3A962D
043B5COA

0B3BDE13
B85299B8
32E77F14
3251D3B0O
99020D57

69D6DCFO0
49F0FE40
A9CDS50FD
209ADCAE

D6936459
8839C450
3980C178
5404F1D2
E191DB27

6AT79FC44
0ECD9008
TF5A41C2
61 1EFO8E
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58D9A421
B59CAEC3
3C467639
A33ECBBS
S5BEFF430

3980801B
736FB38C
D557639F
OOAGCEFARR

7
0
9
8
2

W 0O O WU WO Wwo O K O K

U W o= s w0 W

S O o s O oo

A464ABC
D41DC5E
CA85659
[E3CBAD2
9957C6C

e
0000023
880FDAS

v =

001C3BB
312D73A
582D544
CO8CB25
3263435
06197B1
2E1BE9F
806DECB
0055648
1EC867F
[A73CBCB

SAA6B44
C6BEF535
3F2430E
D732814
FEF1CE6C
9F5A36F
3A79C20
AOAB0438

-

1302F73
DC1773B
045A29C
SE99FDO9
9CF48AC
9048730
2CF8B84
6A65EDE

6C12F6EOD
4FB3ATBF
E65DABAD
D2D15ABC
65981FDF

D6506BDD
CFA2ATFT

0AC68CIOC
3C4BCOB6
9981EE2E
45ADF762
73A5BFAT
9EC66C1F
E906C245
ACBOF055
67F6AA2A
940EBOSF
E10A1EO1

2F55CE26
3CO0A295D
CES5A58BA
67E4501C
F3E98ALE
A2E22207
19055C96
9C050DFC

54D6503E
EE6D671R
0C563BEB
44FQ0CH4
F849051F
9B065900
JAAGCGOET
A5C19077

B1DAAGG62
Al10F1666
F609EB28
2AD3A260
BA32B3AB

E1D3C49E
7A15D439

4FB4A304
978C2C0OD
735834C7
26C77643
EE62DC49
29CE909C
2FA66081
3F25BAE7
CTF37EB1L
EA1515A2
1EBB912C

OE96A84A
DBFC89F7
EF2F4A4A
EFC453C8
7D9C44B1
D3651DEC
CD6C5943
9C35DASE

B/A6S8B19
KP873A32
7CCBEF1B
0ABB35D0
A67631D7
9413FCCE
1B7574F1
F1E7D109

2798C528
A52566B2
84F2C83C
D4EBBESF

92169C52
5535017B

B566E253
BA34D9ES
6BD241B8
D373C65F
7265C305
BAD3DFEFEC
82E9A005
295DCFF9
4CEA3229
4059F409
D4C4ET747

AAE70DO0O8
EA9FB726
92EADE6D
TF881565I
73868078
B3BFF319
41:9C0342
B211A3B9

BDOAL13F6
045EAT7BF
95D79517
A3021ECC
FOOEADDO
6B3BA139
48A18A69
4D23EESF

3E5C4739
6D5A5789
F60ECC4F
3F63A8C5

88890F3C

BEDFBCBC
B7491E3D
62942844
D1CD02C6
6F49BD6F
2E4CCB41
ABS52D8EA
D55FC2A2
BB976A4D
FEEB4D6D
4FA388GC4

6A255808
N 4C6A2E
208245B4
F94DE3F1
47A03BOE
39012F61
9B715969
07DAF02A

51BO16FC
9562B010
C10ABDEZ2
C19ADD26
0BBB8941
F649E498
421851F0
5EE433FE

faVale]

H
PD
i S

05FFC29B
C696A8ED
1C5060A6
33E53092

50259C38

B5BD7AD1
2E6E0C23
66A49529
6F0CAED6
DC74669C
T4A88EGE
6CB83YL2
BOFDE6AD
7385682
B2A74597
2399655F

848B1910
4E926446
83FCE098
631DA3F8
C47EDSA4
FO66EED6
C2E19938
1807023A

C485B99F
42F908DC
CA9345BB
B9093ECC
CAEABSF9
4D492728
625EC66D
FF836AEC

03AA34FE
3997FCF9
655F17DE
8BC46CE3

7F218621

FA42956D
8F10MIAX
BDCGESEE6
8306CET3
D67F656E
69B79B50
88678DF0
136A0539
1B6A3820
F457544B

DF29EE41
CF9A4AEA
0704DF43
9E20187B
BAAFEDO4
ABDC41B7
DOB3632A
F24287AD

DEOF66BD
70B3E867
55219085
1D8963B3
11E62437
3EB439F7
CTBF1E21
OBD2BA4B

D4ED8185
DASB1ATA
E818AFAF
1F3FDB10

D1A3BIE®

27006508
D7E4DE25
E7711E99
1497D96E
995B1D15
35712D9C
2291BB63
C3DB754C
5665AD28
C2EOE7AB

66EE180E
B77B4155
325C900C
2D6F4EOB
8AAGCE2TA
FOFFEBDC
CAAC46D6
B2A0585F

167COF3B
C88DACOE
BO6321F5
C7644A82
906701A8
5A0BDF8F
0F80ATAC
19A9007F

nr =

0

000C450

c =

5

9D94EA3

Sy =

0
0
2
9
c
5
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030224A
69B126C
A75DF3F
437B7C5
91DFALA
B981985

3D3CDEES8

E9ADBAAS

CA1lF064B
2891E753
2C9c4ce?2
69CF12E4
BCC4B913
EE6A13CF

D1976338

C1407819

494CAEAS8
393FCF63
60126072
721B21FE
A8DCDI9B2
E1572153

FE6F411C

8D1557F8
89446561
75B8C2E4
S5FB5CAGC
2579E7AB
B65B4COF

6B611908

9E37E212
F15E872D
FA6913AE
62EATD6A
0B1COO4E
C3B88D86

3B31AE7C
1AEBAAF9
TA2E134E
B42C8D70
B7214037
9412C7TFA

182E935F
AB6620D4
FOD0231E
63C144E0
A1lFEB235
2017FDEF

64632267
533D02ED
F589958B
E7296A66
597F8797
ClA3EC6F
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C7F67D0C DF5DC48D 2B2F7338 1D6DD6BA C1354C35 FEACCDAS 1E0184D8 D98BBCAY
735C1729 E19717CA 075AFE1B 16812439 84DCO93FD 78023FF1 3D2111AE 4E8C2C8D
FA036652 4F481D15 1A4955F0 OCS5F87FA BCDCA4FCA AFB62DDA 6C2C1lEBS5 367BF648
77BAOF4B A4988AB1 C37CDASD 856241B2 AAA26AEB 62A1E654 A33BEBS8A 8F6A8CC7
CAF61C2D 72DD364D 331C3A85 F8073786 F5187F00 92C15FD9 85858A04

S =

00389F3F AIDCBSFE 13CBOC61 9B1832CA 0C6CFCOF OF9E178F 762015CE 6943A11E
09482AC2 2A0A2B52 4843C092

S1 =

OOE58F41 _AGRERACCA CR31RTFD 7RAGDCI] 3DR22FAC DIN753FES RG5RCITIND 2RA3FINR
FECFDB6E 8A615473 5C2BB40C

Se =

0000002B D6506BDD E1D3C49E 921AA22F FEFF9941 46635A0A B8185795 FODD107F
SF39F27p COF2F6AA O0FB3FEB 70D20293

Syr =

0030224p CA20CA06 54133B44 DCCOFAFD 26FB66EE 06584D12 3171A332 2B4DA285
09C9413[L 5DCEDD69 793152DB 87AD3505 27299385 2DEA266F 1E57D053 7805EC87
2984571p C4F694E6 321AD591 FC18E269 48BBFD1F 1418E217 582BF73D EA6B9397
C45D1C9B C99763CD 50A17AB4 19C73F5F 27C65295 DFDA3409 C8DA4628 54DF3AERB
1C5AB84E AC1B03D9 CBE1F6B0O 74AB48BFE 8BB09661 789EC749 1026989C 7D5LE3EO
71AE813|L A96DB0D4 7EB31519 E5992D7F 2DE7DACC D1DCSE7F 6E5BB1F8 476BI2D6
8ACA981) 58851D81 47912C86 FD1D6758 0A1B1B56 7398F763 6EC114D5 Q6FKEE171
927804EP 44CCBD66 37003A85 7A75C79B 066CBO07B OF77FD79 324FE8CC(EBEFD41A8
57A2330f 0A474B3C 79A6694C 720F1369 C70FB7B9 27FB7D87 1EBSDE4E 814CFKF842
03147D8F CDF22B43 6CF72D44 81E1DEB2 52EA2329 ALACT721B 4D214ADB2 04F45E61
387225Bp A664B686 6EB4E794 250F1692 580C2961 BCDY91BF8 C8CB6C5B
Verification process:

t] =

00002CEf A751F4D6 C55460A0 3COCFF37 AO8E35B0:8€840023 D6506BDD E1D3C49E
921AA22F FEFF9941 46635A0A B8185795 FODD107F\SF39F279 CS5F2F6AA O00FB3FEB
70D2029PB

ty =

ES58F41Ap E84CC4C8 3157FD7B 4714D77D(540C12D5 1BlEF1E7 F6D9AFF5 A066050D
DE797C1p D774892A 94F7AD1E 09482AC2 ZA0A2B52 4843C092

T/ =

11302F7B 54D6503E B7A68B19 BDIA13F6 51BO16FC C485B99F DEOF66BD 167COF3B
FDC1773B EE6D671D A0873A32-045EATBF 9562B010 42F908DC 70B3E867 C88DACOE
BO45A29fF OC563BFB 7CCBEEAB.O5D79517 C10ABDE2 CA9345BB 55219085 B06321F5
CS5E99FDP 44F00C04 OABB39YDO A3021ECC C19ADD26 BY9093ECC 1D8963B3 C7644A82
49CF48AL F849051F A6631D7 FOOEADDO 0BBB8941 CAEABSFEF9 11E62437 906701A8
0904873p 9B065900 94913FCCE 6B3BA139 F649E498 4D492728 3EB439F7 5A0BDESFE
D2CF8B8E 7AA6C6ETL . XB7574F1 48A18A69 421851F0 625EC66D C7BF1E21 0OF80ATAC
46A65E5B ASC19Q079N\F1E7D109 4D23EES5F SEE433FE FF836AEC 0BD2BA4B 19A9007F
K’ =

A4F9DS8AP OMNBASALF FOBC8652 4F446D25 6FE30666 C77ED82B 0D380009 DACASDD1
45BFS5DE “D3F1E2DF 23E02917 2DEBA8CB 0066415E OB3BDE13 D6936459 58D9A421
DFC404DI 8496C3FC 4 T7TA3CAFS 533B40F9 ZAFZ43FAZ BB5ZU99B8 B8839C450 BLIUCAECSI
48CC9BBE CD76674C 0B9079BE 9D39AE3C 800A89E0 32E77F14 3980C178 3C467639
BE5D7130 E35B7438 0803F631 8E3C61D2 FFB10OFC8 3251D3B0 5404F1D2 A33ECBBS
13139B95 95B66364 28F8C916 00C4480F 276191B5 99020D57 E191DB27 5BEFF430
B1B1CEDE 676E7CE4 F46375B1
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E.3 Mechanism 3

Security parameter:

t = 256

Group public parameters:

1, G2, Gt are constructed using the BN curve as in annex C.3 of ISO/IEC 15946-5. Let g be a larg
1 is elliptic curve E/F(q), where E: y2 = x3 + b. p is the order of the curve E/F(q). h = 1 is.the co
/F(q). Let k = 12 be the embedding degree of E/F(q). G is the sextic twist E’/F(q2),Avhere E
b/&. The total number of points in E’/F(q2) is p(2q - p). The cofactor of E’/F(q?) is,2q"~ p. Gt

phere F(q12) = F(q®)[w]/(w? - v), F(q®) = F(q®)[v]/(v3 - §), and F(q?) = F(q)[u] / (u%<B).

h the following numeric example, P = (P.x, Py) in G is represented as P.x ||'Py, where P.x an
lements in F(q). r = (r1, r2) in F(q2) is represented as r1 || r2, where r1 and,r are elements in F(q
b, 53) in F(q6) is represented as s1 || s2 || s3, where s1, s2, and s3 are elements in F(q2). t = (t1, t2)
s represented as t1 || t2, where t1 and t; are elements in F(g6). Q = (Q.&,Q.y) in G is represented
J, where Q.x and Q.y are elements in F(q?2).

< 4+ oo

o= @ =

FFFFFFEF FFFCFOCD 46ES5F25E EE71A49E OCDC65FB 1299921A62D536C D10B500D

z3liel

FFFFFFEF FFFCFOCD 46ESF25E EE71A49F OCDC65FB 12980A82 D3292DDB AED33013

0

o O

0000000 00000000 00000000 00000000 0000000€>»00000000 00000000 00000003

FEFFFFFEF FFFCEFOCD 46ESF25E EE71A49F OCBC65FB 12980A82 D3292DDB AED33012

[l

0000000 00000000 00000000 000QQQOO 00000000 00000000 00000000 00000002
0000000 00000000 00000000 000OOOO00 00000000 00000000 00000000 00000001

O O un

H =
0000000 00000000 00000O0V- OOOOO0O0O0 00000000 00000000 00000000 00000001
0000000 00000000 000@OYOO 00000000 00000000 00000000 00000000 00000002

[oNe]

b =
20171C5 4AA3DAQSN21670413 743CCF22 D25D5268 3D32470E F6021343 BF282394
92D1EF6 53A85A80/ 46CCDC25 4FBB5656 43433BF6 289653E2 7DF7B212 BAA189BE
E60A4E7 S1EFD350 C621E703 312826BD 55E8BS59A 4D916838 414DB822 DD2335AE

AB442F9 89ARESAD F80274F8 7645E253 2CDC6181 9093D613 2C90FE89 51B92421

=G !

JHA-5121is used as the underlying hash function. Special hash functions are realized using the pi
ih Annex B. Optimal Ate pairing is used as the underlying bilinear map function.

e prime.
factor of
- y2 = x3
is F(q12)

1 Py are
).s=(s1,
n F(q1?)

as Q.x ||

imitives

Group public key:

01 =
13B9155C DFDAAA36 2264EDC4 CDCCEE31 62D30ADB E7560ADC B79AEOEA 789E0197
8CD127DF 3D171922 C96D8A19 COF1E043 FB40E88D 5A3D205B EE0075E3 3EBD7BB1

O =
EDIBBE1F 064A969A 34DD5193 0B308272 B71D1066 BO9F01FOE 960BBBC1 CB89C72C
EC62BOB7 E760884F 99E07FED 478EE679 2E90ES531 78D7A334 2004D3AC 906771BO0O

W =

DFEOF697 65D4B585 32E96F63 BC4F89B1 6B45A77F 877B6CDC 33B42129 148F0A0B
A2B632CA 53E96E80 02B51788 F209285D 1DF7CE67 8AAS5AB37 BFDY9767E DI9B5CDFA
F31DEA38 6566E809 8DO8EQ7F 1F3E2B13 A081442A 034CDAB6 68408D80 FEBAOES85
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D48059DC 02B7243F 77650281 B8527C14 0249C560 9588D762 23BC464A CA24062D

T =

A88E9AF9 251298E2 C3612EE8 D6A67716 49047569 D1832D3F 2A79B69B C91D0390
2AD8119F 2636ET7E9 3A054C15 4993DAEY9 DO5SAE48D 8AFAO04F1 208456EC 3C27195C
F1AFBFF6 0E58842D 9411F4B5 F41451B0 90461A81 EDCF9166 58A6363A 52185AC1
084C99D3 DCCE7FCE 78E03887 32F1803C 7B67AA6F DDEOFCCB DOBO3A59 522A84E4
F84AFF50 A065C4EE F49CAA34 46F9D26C Al617149 32258454 9044BEA4 OBFT7FE26
816373F7 2FF2FA24 52A4D94C C1A7A5C3 0336139B 164516CB 4B9938F3 6DC87EAB
B353DFB6 82601211 36690EQ5 318ECEFD7 3F32E795 841DC8BS5 BE49179D CFA95A2A
C41186E8 6C0256B0 252FA006 B362B211 AFBEA4E8 616485FB ER1ICF1BC 2CAE1051
16A6C0OB3_R868FE6DT79 RARDDEIE 260646658 82845207 DIR7O0378 6RODIA33 04433404
45D147DfF 2F17CFF1 DDEA1152 AE01883A 10EES5C16 CDB548E9 162C70B4 1E1938E0

18E9AECp DA74412D 70076037 2766F700 BB7951F3 7C8A2BB5 696E101F EOOASEBRE
B44EQOEOR 59B5CB4A 6A868BCC A213A0E9 F25CB023 B215F9BB 43C154F4 CB8ABl6AG6
T, =

EAQ9DB3p 1E161D34 D8AEOS5D0 E6440E78 175E33D8 05A8A979 3D4D3628 997E0794
696E6F2A 99D45E05 F7F84CC8 5749ED1S5 24E72483 128EE6LE 44BCEEB7 901C81AC
B245C82p 8808DA12 ODE7D923 OEOE7AB7 A718B25E 1C620095 4304119E 8DD9B5CC
OEC8AE3f 766D6CE9 EED9C35C 913BF832 EAOB7DSB 558DCB73 91B4F060 1124A223
BC52CBARA D25F9B10 E9BC87C4 8C1AOBBY9 75C31AF0 2C29ACFF 45C14AED 7D7846B3
CDB7E64p 917DDC27 783AE81D 28AFAF40 CC6ADE60 12E11C9C 21AE1854 433541€B
5D148C3E 1D397334 437CD6A8 53E692AD 354484CA 8T7EF86E6 A4A594F1 DOC264206
B9061BCB 73B0C390 0005B629 31CO9FC1C D48F78B5 OBBEB79D OED8C2D7 ES5826BEFD
8F6BI9F3B D37FEB6B 859CF998 FDC77376 87839B01 56658267 5C062664 £CBICCAC
SF7B3D4B 86474FDE AGEEBED3 362FE562 66B50DA9 B4193E17 CD2E0726(S9F1556B
97C6559E 099E05B7 618770B6 EA75498F 016A06E4 5255B296 88C727CF 59AEIB8A
94763F4B F89C4615 23DB6FCD 210FDE6B ADCS58BCB 48433AD2 F4B/CS5CE A2B311ED
T3 =

77D0737pP 3278E443 F1lF61001 AQOE1534C 833E9493 37D37F1FCeD627BES8 252B9212
6C176BCp 2C8223CB FE6CCBDS A32F0591 62FC0882 S5DB7E2LA 65B25F37 4285E6D1
A20C6F5B 4720821E 9F3C6111 08FDB364 ET7AS53A32 AD6A386 E9B8F822 66812D87
B190FAG6P 0B5E29D6 9A4A3329 C3DFECB8 0E77C08B A66B1DF1 C3981DFB 2728D030
B3EOES7D 22DBF9A1 93C67759 237CCEDC 44B68C83,Q23EC75E B60BO8CE 8391F3B6
1251876p 34B202F9 89DE6287 93488CEA AFDB133E\4502C350 6398ADOC A1DCE367
S5DDBA3CH 9C7C32DC C785BBE6 B70762BD 3C50A989 82E6AF3D C9E69F5F BAF48BA6
910EFAQO]L 2AB49848 5C8CODE2 F44F04E1l F35CEM86 1FF5D220 D6A37EAQ0 8C3D867E
642B803B 5581AD42 FI9EODA36 EE1196FF DAEEZ11D 6DF20422 4131EE3C AA8B54B9
D61E662D A62D458A BFCE38AE 24899DB0,89YB37DE8 63EBD2A3 9F06431C EOE71680

98A3DT7AF EA21574D 7B806D1B E6EA99EB“4D96589 DFE34CE2 CA605E44 71789970
77E0752p CB248031 F43CDFD9 C2B82A28+ 88DE9DCS5 1E457D71 E4BDC999 AS518B75F

Ty =
10306550 CAS58B236 43AE81B7_0RF214EF 741D822F 443076A1 DF8F266F 1EF8053B
21F605Ef C9C4B77D B33D4091 206440477 F147ACCO 66BBO02A6 5S5ADBCCAZ2 8DASA4A3

8EES0EAE 0906020D FF213F98 C8157452 474D8074 8AFEA3CY9 86B7C879 A854FETE
1C97B19F 3215C4CC 4AEBE¢S8 83999BDC D75DE341 E40EB4B9 189BD1F7 9EB777E3
503522BE FO6CE9B0O DB028D36 A101A4F3 9ED6524C 74916018 EBB2D391 EB709F90

3127658F D21DSE2E ‘G79EDB84 153274B5 7TCOF8E30 9342F54D 25966FCC D5B65645
3DA22F6B BEDD7023y8EDD2439 95B3345C 3DBY9CCDB D805C1D1 67F08CE2 4F52108C
D16D4D7p 476DCUE4 412353CB DA41FB8B BD6991E3 62AE1954 6CE9DFE8 79E6A669
DBOEACDE EO9REESF2 97145994 7857F84D 43C8C9A1 EA2AEQ009 E571606A 4F66295A
3DO50A3F AA4E4ES9 12AE1781 33F816EE 67EAF1D3 2D129ADD 3C382CD8 95CB1l63A
6ESAFE6PR (21D17C65 48D42905 444F8736 B8F2605A 5CA9496D 4FACB65A CO9E50162

750A7FD T2 LOo0~N NAAL AN TO Q2moaTd T m AR AT A1 0 00202000 NI 1D
T \S AN = A S S - = np aw A s e w7 g s ng v e e w7 mp . S e = = A S By G B R R e o v A A v e DT TDOT

Group membership issuing key:

4484A7A0 BO4BD4C6 A5D22451 96BFCCED FOA256E6 15CO05E70 29C1058A 5BSEF4A7

Group member signature key:

f =
59A5DC1F BEEED102 D3D17F7D D6BDD1B3 B7C2471D 7E824781 477F9297 E9F1EDSS8
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A =

99F75E90 879DD188 C6866E61 85F6CS5ED
700E5ECE EB64A2CE AODC73F7 379E5B80

X =

9EF27558 0B86DF21 30E65A8B 10CESAED

Group membership issuing process:

8EBIOFC68
39443B70

CA8D285E

4DFC40C5
0C9E5DA6

5665BEA4

36C8EFTE
EESE0614

D7A18DCB

ISO/IEC 20008-2:2013(E)

A7FB11FO
A784C150

14FD26FC

H1B1CAC2 285AD778

4=
35ABB63 E0143D81

oy}

H =
TEO3F20 F9AO9E164
DE234F6 OA86262A

D 1

H =
IAADC096 476533E3
7B50B1D 02833BE2

ixlvs)

C:
N1667B92 TF17EF38

d =
B187D33 E4CE10C9

[y

H =
IAADC096 476533E3
7B50B1D 02833BE2

iNlvs]

d =
1667B92 TF17TEF38

=]

g =
63FFT7FA 973F78ES

N

A =
CF4F117 DCDAF1ES
SB731A3 693COF17

lwllw]

Hsn = NULL

Messager-m =
04 60EAET 6D8324EC
DEOAA91 4125EBDF

=

Signature process:

PN e W W =
DTIJJ0 T ITI

7TBE67201

254A87D5

OB5E7DD3
25BT7F1A6

3A81D123
A1480713

1498A4E7

0C4AAGES

3A81D123
A1480713

1498A4E7

51863ECS8

187709BE
D1-4DO5SF2

4D04ECO06
3846C71C

37311A75

29E6B4D1

FCA4ES8EA
D7D24C6B

D1C90281
8EOBECAS8

FAC2397B

EF5742D5

D1C90281
8EOBECAS8

FAC2391B

E392FBAO

9DE95870
8F59605A

42B1EE33
26EE64F7

5BA167A2

1466F1C5

71CBFE81
A282C04A

35B71732
90678107

D6D12CB4

COB4BATA

35B71%82
906UB8107

D6D12CB4

71662D5A

091E0C78
0872A1D3

BDC66299
D49BFAF0

fi: S
P
d
o
5!

367FE4DF

AF6E30D9

C63C7347
F175F935

D0573597
683C5920

DAADS 98

AT43144E

D0573597
683C5920

DAAD59B1

0355C214

9D3C6149
D2055801

9C39453A
510F2131

39A9A119

0OE8B5C92

B8C4A102
1E9702AB

D5C22¢56
28108D75

1F9BCBY9B

7427C90A

D5C22656
28108D75

1F9BCBY9B

422BC4ED

A8DAF221
DEO2BB19

6CE7AB32
87728A83

DBEA455F

4CF6E1A3

3457 7B6A
BE2458EF

BCA5SE71D
EBCO7CE2

ESE8871A

DC8A19AD

BCASE71D
EBCO7CF2

ES5E8871A

CAOD21FF

F37F8FEE
5A7823C2

CAOOEAB1
C639BFDC

J =
088AF78B 3EF3F55C
3AC4611D 126147BE

K =
B3187052 CB49EAS57
2BA4EA00 2F09BOAC

a =
BC907239 6207C3EE

b =
1CES10C9 2A6E6089

COCB3D6E
06632127

AD88018B
18943F24

7D7963DC

6FFFDESD
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29E7DAS58
05B7196D

2D763FAB
A8DDD28A

557D5C48

6C6A539A

2EA35EFF
BECODEB9

C4AFAF474
DI9B6652C

B421BA83

43E8BY9AA

8DAC4556
4C2363FE

9EEDD937
4ECTTF4D

63F7EEEC

2CC2D8F3

45509925
784D2236

8D351D5A
605BFD7C

1ADCI1EC

777A4D38

73E40926
C8D7064D

BCB69A61
056BCAAE

DBC20B87

BCEC38BF
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T =

99C83125 70E7BOFA AEDA(OCS52 2DB86180 B47B9EDO OF522BEE 77231F78 FT7EOB877
EA63DESB 901D0628 3F12CE61 E82C4889 DFC14885 746CAB3A FO03B3AE2 86DOAF4C
rr =

5D6654EA 623F76D4 C66698C6 445E5052 738A0D4F 67282065 428A20B5 75462809
ry =

BBED75EE BDOE36CA 68AB0381 COB7FEE4 5CE8DD1B B76D7DDB C4E3A317 17DC9784
rg =

DACOE43Pp _ERD219CC 31FCC123 ARITJOCEE 0SB83336 98361081F (2CDNO”Q 2FERJACRA
rp =

93D2970F 7816C3ED 4B431626 76613E4F 764518F3 977ESA51 14D4943D F9394A81
R =

F2AE444p 6A998700 F64E628C 877F58FC 71260C63 CBAOS8FF DB3069FF 2E0328C3
0ODD2AS5SB F9DOEB4B AC25CI9F5 09F86F02 7ES7BOF9 FF86635E 0776B634 726BCBDS8
Ry =

4B80317F 1F383E10 3248CAF8 CO9F17415 9DE322EO0 0B1312D1 7195350A 9EF3CEAZ
6F3EOF3L 421F7B87 DS51BB83E 3ED9D425 81C66598 1BCBFEB1 9FE7A830 70A24A%E
42BB1F7| 7477C95A 78247A5A 1F559C69 93C2C188 CBC8BC1D 8217E418 622GC8FK0
1696458 AF3F46D5 B888FE98 C2F23DCA BAD76801 7C31FED2 DDFCC8CO 6164DDA1
565133DB FALS3406E 254A42C3 7DB02DAY9 E582B8A6 8ESC13BF 895DC044 8AS9DBE6
C8ED4EBp 2E62314E 43D2D2BA 48EBACE6 5F1B911B 1EQOFCS5EE COS52F41A(024C71E7
DD56A76f 1F50BB11 809EA9E3 3DOC564F 538A924B 228AE287 E936F368 695E392F
E4FBO57) DA1381B4 7427BA11 ES5FCCOB3 4A77777A ET75E08B8 9AE3GCK6 279E925E
5959C45p 885E60AA ES9ICCEA7 FI9BCBCDD A6552B89 28A5CBB6 26€6319A8 23710080
3C881E8p DB8BES86B EIFODE10 CF95924E 9CCF3880 09F1COF0 BB961783 E78691BE
0F8272EP CD936ABB FBS8BOEAE 29A685F9 815F0ASD 4682F299%aB027024 8EBO9A659
C6F4728B 31FC3El6 3717A259 F6214594 D14A3FC7 ES5BFAF64 93AFES578 ACE8CA34
C =

CBAOD82B 1B49750B 3AE9601F DDF83481 CAB48EES5,23250A9C8 CA189F44 BET7559E0
Sf =

43CF67AfF 80EDE9B6 26327ET7E 3E59D4C2 C1lD80BE1 68817C32 6E4BF694 F8C5E940
sx =

A7C8EE5P BE1C511D 45FFE1AB DD37D978“A4119EC7 ADDBBSA2 B7F693A8 040AL1CFES
Sa =

4962D9B|] 29F06A62 60841392 9530F407 A94341EB 223831FA 67483666 3BF5AAF4
Sp =

1FOOF7FpP F7C4COAD 400A5281 51BB6DBB F7FF24A3 78COBCE3 21FAFD8F 76CACC1D
Verification process:

R =

F2AE444p 6A9989700 F64E628C 877F58FC 71260C63 CBAOS8FFE DB3069FF 2E0328C3
0O0DD2A5SB FODOEB4B AC25CO9F5 09F86F02 7E97BOF9 FF86635E 0776B634 726BCBDS8
Ry =

4B80317F 1F383E10 3248CAF8 CO9F17415 9DE322E0 0B1312D1 7195350A 9SEF3CEAZ2
6F3EOF3C 421F7B87 DS51BB83E 3ED9D425 81C66598 1BCBFEB1 9FET7A830 70A24A50
42BB1F77 7477C95A 78247A5A 1F559C69 93C2C188 CBC8BC1D 8217E418 622CC8FO0
16964584 AF3F46D5 B888FE98 C2F23DCA BAD76801 7C31FED2 DDFCC8CO 6154DDA1
565133D3 FAL3406E 254A42C3 7DB02DAY9 EL82B8A6 8EO9C13BF 895DC044 8A39DBF6
C8ED4EB6 2E62314E 43D2D2BA 48EBACE6 5F1B911B 1EOFCS5EE CO52F41A 024C71E7
DD56A764 1F50BB11 809EASE3 3DOC564F 538A924B 228AE287 E936F368 695E392F
E4FB0577 DA1381B4 7427BA11 ES5FCCOB3 4A77777A E75E08B8 9AE35C66 279E925E
5959C456 88L5E6OAA E91CCEA7 FI9BCBCDD A6552B89 28A5CBB6 26C319A8 23710080
3C881E86 DB8BE86B E1FODE10 CF95924E 9CCFKF3880 09F1C9F0 BB961783 E78691BE
0F8272ED CD936ABB FBS8BOEAE 29A685F9 815F0ASD 4682F299 9B027024 8EBSA659
C6F4728B 31FC3E16 3717A259 F6214594 D14A3FC7 ES5BFAF64 93AFE578 ACE8CA34
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c =

CBAOD828 1B49750B 3AE9601F

Split signature process:

bsn = NULL

Message m =

0460EAEF
ED60AASL

6D8324EC
4125EBDF

4D04ECO6
3846C71C

DDF83481

42B1EE33
26EE64F7

CAB48EES

BDC66299
D49BFAFO

2150A9C8

9C39453A
510F2131

CA189Fr44

6CE7AB32
87728A83

ISO/IEC 20008-2:2013(E)

BE7559E0

CAOOEAB1
C639BFDC

IAOATED3
BCOC71D7

-

H =
3CB5651
D49F1DC

N QO

Hr =
[F30ECD8

=l

H =
JATOFS4F
O41E9FDE

Rot =
qo04FCC1B
IEFS8CFS5F

=y

a:
42BOAIF

=l

H =
991FAOB

[\

1 =
9CD7C12
H82538CE

=1

L, =
Y1547E69

L =
8B0609B6

I~

o]
A2A8F3B

=l

L, =
34F27DA
619740
AEO 336D
25D37DD
BE3B29F

WS N O oy B

F9381C38
F707890A

BB35B629
0B3F68C9

86B53233

DCC81B2D
4FF5E949

AAB61786
1BD5EC1B

38F23E74

4845CAF3

E7674B03
93C37B50

TDAF14E4

0A131D79

CD46D6XY

FDBBE93F
821CDI9AC
BC3416DB
7B7005E5
3144AD67

FB34ACES
4F39409C

3629E0FB
40EB9579

EF7403B4

D4D67683
DO9DBCFF7

F747635D
D13EC007

761205E9

1F9ECFB5

51FADDO6
6652F862

416E0649

AFEF21DS8

DB1ASF2D

F88E3D28
21F1D71C
FF2C2EC6
D5D4735B
EEOA1EDS

AB735AF7
FS5FD6AOB

856FF712
Cc02C6702

8CEAL99F

678E1219
CF33C2BD

471C69E6
A5740FED

79059E6B

9D0286C6

4BC439DB
DD172E10

2A333385

03E5597D

25EBF959

1AOE376A
AOBB1D64
92BFB870
5D5AA4AC
EABD3F2B

9E35EQ06F
AQOCCOF1

9705D791
41127E04

E950B959

7B2E72DC
72809B60

9EA5C45D
DA8152C1

OFE9503E

02€657DE

FEBAD3E3
ESF5A6B3

40D07E84

4BOBDES3

01AAAAS3

55222888
9CEC3EA2
BCB89126
A190150A
1B41BO3E

88EDE2FA
4B432C85

D7333CE1
3AD710AC

AGEEDATF

S5ACBDAF4
AAG63E4A6

F6DA2EAD
0521.D2C3

EF75BOFA

BA8351CF

4D656D68
C4ED20E2

07A25821

82EBF786

8E88BTE3

DO5DA2FB
E587F2BF
7101F018
7DFB8687
64871946

EE34B595
EA44BF39

8858C4F1
5726A949

87DD2350

51C6CEHD7
2C634181

1E8DDF41
AQ04C1BD

2C5EA463

1921C523

725404B1
509B8FOB

A42E96E2

EAQ23E77

A1D2CF79

7T9A31457
99E2B8F6
D61E167B
AFB229D5
44FCA932

249C06C1
AB842093B

1ED50703
56F04BRO

MAB82F 637

80AB7341
0C2D871D

4854DB2C
D72057BB

Cl2422E

AG6ED716B

58D03420
EEF147ES8

FC535DCO

3A9EDASB

6718728F

690874E5
1311CFOF
A644DF25
3FF98468
25DA5312

F5972BB
5959E583
C8D3E2E6
0274B4FC
AO0295A19
33506472
69920899

Ch =
43424704

nr =
8B46B532

c =

5054DDBZ
1C9CA236
A59C2F5E
8B3DO0OF9
280C1D29
35051018
D653D7DC

4663A599

D32CA5B7

[4E90okES©o
1D370850
4881263D
864D6434
4681E35B
BDFB6E31
700B0584

08F1635F

1774B0OD2
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EZ593F3D
7T75E2671
993962C2
36045EDC
218B50EO
8C0620A4
FD8DACS53

4E292238

006A4217

F440D528
858852CD
599305E6
4512A208
78B67D84
1ACOCODS8
32485439

2A234CCO

513E6697

68BZEF45A
TE88FAT6
8DD106F6
F1F5A603
906C143D
476F3DC7
B94184DB

735FB2EE

02146A31

TESTZAZT
2C2471B7
FOO5F6AC
309924E7
A69D35A4
FASO1DAF
248DDE44

CO13EESF

A83D7585

053035ET
DB30AC27
40174DEO
0387E168
1F4254A9
EO0D92427
0868ED9D

BEFCC643

0642E9E7
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A2F2CA51 EDE93FF9 188AB125 D9B82C02 02C4C3CC BODC8905 CDE1FA30 95B985F4

Sf =
9EC76930 DF5BO5E7 59408FE6 A691F8F5 DAE31ELE A2340CF2 0F49982F FECFCC14

Sx =
85953B61 5415407E F7CCF6DE F784EC60 111309DD A99C776C 5BBRB77AF 4FBE23D2

Sy =
3A4E1602 1F574809 063E2FDE BEEC154A D7FA13ED 0C4C95C7 86DD27E4 B58339F2
sp =
48B5E17p A8D835F8 DFE64023 93009BAY9 OBA25D4B BSFEE9C2 F7354BD8 2AC3940E

Signatufre revocation:

J =
088AF78B 3EF3F55C COCB3D6E 29E7DA58 2EA35EFF 8DAC4556 45509925 73E40926
3AC4611p 126147BE 06632127 05B7196D BECODFBY 4C2363FE 784D2236 C8D7064D

K =
B318705p CB49EA57 AD88018B 2D763FAB C4FAF474 9EEDD937 8D351D5A BCB6I9AGKL
2BA4EAQOP 2F09BOAC 18943F24 A8DDD28A DI9B6652C 4ECT77F4D 605BEFD7C 056BCAAE

J =
2E6ATSDF 72B54FEC 6F8ECT65 D32CF139 80720BF6 E39418B1 0A69AA30(BB983C1A
82E892A 8AE32B6C 7C9446E0 FD02DBI8 9165E830 9C8438A6 5DCT A4 6279C95D

K’ =
F70B497p 3D37BCF8 88B9BC33 0C44037E 1FF02AF3 F660A110 ESE0FD99 823B5C70
A805C2CP 72C34FED 7586AA0E A06B6A2C 2A3DFE9B CO7CF6FIAP1418AD4 7CFC1C21

Message| m =
0460EAEF 6D8324EC 4D04ECO06 42B1EE33 BDC66299 9C839453A 6CE7AB32 CAO0EAB1
ED6OAAS|L 4125EBDF 3846C71C 26EE64F7 D49BFAF0+340F2131 87728A83 C639BFDC

u =
C2696A5p 90152F1A FOBO97BE 5BA38764 95DU8C44 E34C96E6 DE6AF6D4 E6D6C845

v =
A1ED15CpP 83ED601C B641CEA8 60940FCT ©C428B7B 5921A76F 9CC8784A 6ABE14D3

T =
A65D5FOE 896F767F 386CC5BC WFSE24A2 C5390881 72768A82 AT7606B71 AO3EFF28
432237Dp 4FCA8C2A 90B6AE11l-DAS512AC2 61907813 A65F4987 CLE66275 FADF6C8C

ry =
4123691F 44DDAF84 BOZB74B3 79355352 D31BF942 B967DE90 E8E7407C A49A0BDY

ry =
B3082FAF E4E2712%(3CDB2148 9B5424AD CD393739 1C55ADD7 4E637C6E 680EEBEB

R =
9A4EB3A[L SAED2CBFE 8C706159 58C2936B 400A81AB CD53C007 399BFFF7 3429ABF6
ESB2AF5B“D2F70AD7 8C551940 50FB7971 5FB607EB C919703D 55C9C782 33285D25

R3 =
2E34680B EDE498D6 6BE819A7 FEE2877F 0D296C9D 829590BA 472604DB EC2E1F6A
1EA38AEF COBB61CO 91151DF5 1953705D F5BE1131 02744B90 E4955BFD D8BC13C5

c =
5FC97235 909666BC 21EDDEE1l A7BFA1D2 A965D936 63B49BC8 FA456F1C B150028E

Sy =
7031B184 779CCFAl FCCB306C 5E001530 003E2299 CC26AA85 C5D949A3 T742E2AB2

Sy =
DE394CFC 2325071E A86D33FD D7314643 2E6069ES5 D4D6742C 111C448C E37A19D6

R =
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9A4EB3A1l S5AED2CBFEF 8C706159 58C2936B 400A81AB CD53C007 399BFFF7 3429ABF6
ESB2AF58 D2F70AD7 8C551940 50FB7971 5FB607EB C919703D 55C9C782 33285D25

Ry =

2E34680B EDE498D6 6BE819A7 FEE2877F 0D296C9D 829590BA 472604DB EC2E1F6A
1EA38AEF COBB61CO 91151DF5 1953705D FS5BE1131 02744B90 E4955BEFD D8BC13C5

E.4 Mechanism 4

Security parameter:

4= 256

o

roup public parameters:

1, G2, Gt are constructed using the BN curve as in annex C.3 of ISO/IEC 15946-5. Let.g be a larg
1 is elliptic curve E/F(q), where E: y2 = x3 + b. p is the order of the curve E/F(¢g)sh = 1 is the co
/F(q). Let k = 12 be the embedding degree of E/F(q). G is the sextic twist E/F(q2), where E
b/é. The total number of points in E’/F(q2) is p(2q - p). The cofactor of E/F(q?) is 2q - p. Gt

phere F(q12) = F(q®)[w]/(w? - v), F(q®) = F(g2)[v]/(v3 - §), and F(q?) = F(g){u]/(u? - B).

h the following numeric example, P = (P.x, Py) in G1 is represented-as P.x || Py, where P.x an
lements in F(q). r = (r1, r2) in F(q?) is represented as r1 || rz, where r1 and r are elements in }
51, S2, 53) in F(q6) is represented as s1 || s2 || s3, where s1, s2,,and’s3 are elements in F(q2). t =
(g12) is represented as t1 || t2, where t1 and t are elementsyin F(g%). Q = (Q.x, Q.y) in G2 is repi
s Q.x || Q.y, where Q.x and Q.y are elements in F(q?2).

< 4+ oo

Q Ny (D

FFFFFFF FFFCFOCD 46ESF25E EE71A49E OCDC65FB @299921A F62D536C D10B500D

z3lie]

FFFFFFE FFFCFOCD 46ESF25E EE71A49F OCDEESFB 12980A82 D3292DDB AED33013

2o

H =
0000000 00000000 00000000 00000QQ0™0000000 00000000 00000000 00000003

(@)

FFFFFFEF FEFECEFOCD 46E5F25E EE%YA49F OCDC65FB 12980A82 D3292DDB AED33012

(e

0000000 00000000 00000600 00000000 00000000 00000000 00000000 00000002
0000000 00000000 0000QH00 00000000 00000000 00000000 00000000 00000001

O O un

H =
0000000 00000006y*00000000 00000000 00000000 00000000 00000000 00000001
0000000 000060000 00000000 00000000 00000000 00000000 00000000 00000002

oNe]

b =
20171C5MAA3DAOS 21670413 743CCF22 D25D5268 3D32470E F6021343 BF282394

92D1EF'e 53A85A80 46CCDC25 4FBB5656 43433BF6 289653E2 7DF7B212 BAA189BE
FE60A4E7 51FFD350 C621E703 312826BD 55E8B59A 4D916838 414DB822 DD2335AE
AB442F9 89AFESAD F80274F8 7645E253 2CDC6181 9093D613 2C90FE89 51B92421

(=2 =I Gl )

013(E)

e prime.
factor of
L y2 = x3
s F(q12)

1 Py are
'(q2). s =
t1, t2) in
resented

SHA-512 is used as the underlying hash function. Special hash functions are realized using the primitives

in Annex B. Optimal Ate pairing is used as the underlying bilinear map function.

Group public key:

X =
81ECB895 667EA4F9 F37193F1 EE91968D 0E1677D8 42C9D98C 0731486 D1797A492
0F31D669 D93543F9 23484F76 3EB07485 EAD88D90 EB277476 T7F4A599 00253F849
FF83F12E 98791CA7 63A900A8 94CF2690 6E42CAB4 E96B614D 2E2F468 1B7B5D1B1
BCY97D3BD F100EC4B 16635FAO0 3B4959B5 58ADEF4D BE6D8904 OCEFC739 9A294195F

Y =
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ATF6DBE3 DSFE924C 92B87BIC 87D25132 FB464A8B 48032A70 DFDA4844 B588FE585
504147A8 64F90C5C B22C49D3 2B9357CA 51760D52 621CB632 50D522E AABIBB271
0910BEEA OB55068B EAE74888 75A02E51 46B37C9C DEC6B2B7 C74FCA2 9E2ED2AAB
4E148283 F3E99483 8A24F2C6 903EE6BD E99EEFED F2D137F6 3BDED47 BE46297A8
Group membership issuing key:

x =

65A9BF91 AC883237 9FF04DD2 C6DEF16D 48A56BE2 44F6E192 74E9788 1A776543C
y =

126F742p 8BBOCECA 2AE7522C 51825F98 0549ECIE F24F81D1 89D17E38 F1773B56
Group membership issuing process:

nr =

D281525p 86B5897A 1396AA5D E0509543 E319E3EF 3EC1BAB2 24CDE6E9 SBE18CDA
f =

05E8D2EB F942A58F 652CE4B7 2836BB01 23AF440F E74004CC OEOF37F5 59BAC36Y
Q0 =

2F858C2]L 7C1F2818 F1912A72 20852462 8AE6FC53 49A97D82 D6ACB646 ABIAMI284
B1A886CP 3ES5443AF 1499EF32 FOCB5186 B7F25E52 FBA05426 CFD590B1,.874143DF
u =

84A7A23f A62153E1l 158405C5 C8AG4EC6 6ABA6220 CA230421 46Q03¥4C ABF83879
U =

1B740B6[ 6D316705 8193305C SDIE744D EC93493A A9A28539 %60410205 590E7CC2
49038FCB 4B9BBC70 39330E1D 6A01F156 8D537112 CFB5668€ SEB6F470 8F83134F
v =

D4338FAJ] 9437AC22 04DE4799 4D0OD728B 9745DB69 IUFAF25E ACT7409B3 8E562067
W =

E37A4EQOL FAF2ECDD C3F99A21 D7D293D4 C3ES86982 AFODD17B 0E6494E(Q0 5F4721AD
U’ =

1B740B6f 6D316705 8193305C 5DIE744D, EC93493A A9A28539 60410205 590ETCC2
49038FCB 4B9BBC70 39330E1D 6A01&L56 8D537112 CFB566BC SEB6F470 8F83134F
v’/ =

D4338FA[ 9437AC22 04DE4799~4D0D728B 9745DB69 74FAF25E AC7409B3 8E562067
=

7FD81AC] 9FB82ED5 0Q3R6DAC 0FB73365 CA30CABA 724AASFB 4FBBBDBB A708F736
A =

8280EA5R 44404RA%‘1468AE3A 3273793C EA5A03B6 88DDFALE 14E47244 2B45EDSC
49DF9DDB 35009297 AC9AFOBO 8608969D 4CAOCE4A F62C7A23 E87BF770 3EBDADSE
B =

DESC62ER 3/A647AF 3450AB3D 88219603 80A0700C D4BEFF66 ETB33986 D4399D15
FED6B937 580468CD CF862F71 F12936E3 261EA0C4 OFE2C24A S5A50BC51 9D94D039
C =

6ASDF72A 3D2E7AF9 C8D6SFFB EA8174A7 BA44A04C 39D2E72E 6A8ED491 390E5314
8DBEB136 02EEB668 11E75FEQ DCYF856D FAF990C6 6B10778A C23078CC 19C7FALE
D =

B4C3017D FA57BA15 7B738B57 3C52F553 70AAC3A5 3FCE4132 4C13DDBF 2F54DF96
08B03522 315970C5 A9493A07 7C57C6EE B11AB863 834554E2 6DA1BLOD 87053A8B

Signature process:
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bsn = NULL

ny =

F7BACAF1 4B704BCE COCFC1DA
Message m =
BDO6E6EB D43C94EC
EF39BA7D 98AAFDSF

C8532643
07426D7C

J =
525998AA
ACROSCD2

0F1375C5
AFCT6DE]

675CD264
31RFA3D3

CO78EALS

93825074
3F5E39D8

66B2191A
DER1 806

94D2FEES

FE1BASF4
1B7B358D

6CDFOADD
OF90RFD2

ECD79D96

ES59DE3F8
EB330205

4B8D815B
816F8D00

472588E0

38E52146
71C311D1

27621253
CA3ARFAR

ISO/IEC 20008-2:2013(E)

EF1DD3FA

F90C925F
494E430C

1BC12924
AA41ARBR0OD

1 =
0954D9B8 C3168F2D 926D925F
H =

83AF9C12
q24093B2

8B18FF37
67186E40

CA710FBA
FFCEF788E

[«
gB72A84C
859DB022

T752AE794
EBDC2CB2

0470B90A
D9EA337C

1 =
JE02290E
411E058A

7681DFB3
1184E12C

2D6DACFF
C97BF7D3

D476F4F
6EB2076

N S

A32726E6
AATEDABS

55CE2338
22AATTAFC

[e]

d =
QOBOSFEC 2BEE0485 DFO041E36
H =

Q8C20A5B
gO0EC31A5

4556E0B3
D75EE611

02224900
04EB3Al11l

nar =

3I8C2842F F986CDF6 BE7331F7
qd =
ODC650F8 29907BAS5 1B25559%
H =
57877BE
30DA3FB

el

F012310D
DD5A4EEg

16CHEDD6
2F80C4D2

@)

H =
DOAB46A
6B17A09

104EB/C5
A511948D

0361C67B
09F47D9%6

<o [

H =
329C912

jos]

53094139 4DFC1162

8675FB1C

5B67DE20
EE7F538A

497D4EEB
9879E647

TATEF05A
A51D3FD1

AF6D4C74
FB87A21E

8510FB80

4BCBF8CD
4C6D58B8

TABFEECDO

BEF83ECE2

32B747E4
5CD69407

2FB92A05
2D36E4ED

043A458A

34BA0C67

10786545
9A9FBEG61

DF931490
83ED4EE7

EA6D4915
94553E54

FB53CBFB
F34B4266

0388AESC

7BOF6DOE
B7532E26

7810CC43

183A8D6E

DBI9FFDO6
477C350E

8CD245C7
D8BEFF84

D9CC21C8

45D472C7

A275AE4B
F7E74ABC

9061635C
0D5122CB

A260BDOD
BODCB4EO

E70D3089
B83AMAS3

oCEF582F2

D06801E1L
4C2F58D2

CC07CA27

3A2AD054

A3539485
C64022D3

EDSF172B
0BBE9515

4F08F22C

0907571B

26BE10F8
6B6FBA20

F26B3D57
45B869D8

449220723
E1IB17BB

4CB9D51A
CD405BA3

7CB36FC1

E4835E1F
5B43C479

7B33B109

DBA6ATDY

0419DC2B
195FDEA3

EB449F41
8D55CI98F

6BB480B5

0E6460C3

F83A3EEL
CCD71FAQ

69R62B81
oA078112

BB844524
TETF2457

A435B836
EE3A4ASB

F69FA594

C3226538
6979F7C2

7D3B685D

TACS5AEES8

8B456093
38B6A1D1

3D675CD4
C65716C8

362D8F89

E3D906C7 D2D5D0B4 BC13ED90

Verification process:

R =
E57877BE F012310D 15C5EDD6
D8ODA3FB DDSA4EE6 2F80C4D2

Ry =

ED9A846A 104EB7C5 0361C67B
86B17A09 A511948D 09F47D96
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DFDC26B4

32B747E4
5CD69407

2FB92A05
2D36E4ED

ADB86C66E

DBI9FFDO6
477C350E

8CD245C7
D8BEFF84

C9793898

A3539485
C64022D3

ED9F172B
0BBE9515

F54A3305

0419DC2B
195FDEA3

EB449F41
8D55CI98F

OBE591D6

8B456093
38B6A1D1

3D675CD4
C65716C8

69


https://standardsiso.com/api/?name=a1a2d2a99809e856ac8bcea19103249c

	Section sec_1
	Section sec_2
	Section sec_3
	Section sec_3.1
	Section sec_3.2
	Section sec_3.3
	Section sec_3.4
	Section sec_3.5
	Section sec_4
	Section sec_5
	Section sec_6
	Section sec_6.1
	Section sec_6.2
	Section sec_6.2.1
	Section sec_6.2.2
	Section sec_6.2.3
	Section sec_6.2.4
	Section sec_6.2.5
	Section sec_6.2.6
	Section sec_6.3
	Section sec_6.3.1
	Section sec_6.3.2
	Section sec_6.3.3
	Section sec_6.3.4
	Section sec_6.3.5
	Section sec_6.3.6
	Section sec_6.4
	Section sec_6.4.1
	Section sec_6.4.2
	Section sec_6.4.3
	Section sec_6.4.4
	Section sec_6.4.5
	Section sec_6.4.6
	Section sec_6.5
	Section sec_6.5.1
	Section sec_6.5.2
	Section sec_6.5.3
	Section sec_6.5.4
	Section sec_6.5.5
	Section sec_6.5.6
	Section sec_7
	Section sec_7.1
	Section sec_7.2
	Section sec_7.2.1
	Section sec_7.2.2
	Section sec_7.2.3
	Section sec_7.2.4
	Section sec_7.2.5
	Section sec_7.2.6
	Section sec_7.3
	Section sec_7.3.1
	Section sec_7.3.2
	Section sec_7.3.3
	Section sec_7.3.4
	Section sec_7.3.5
	Section sec_7.3.6
	Section sec_8
	Section sec_8.1
	Section sec_8.2
	Section sec_8.2.1
	Section sec_8.2.2
	Section sec_8.2.3
	Section sec_8.2.4
	Section sec_8.2.5
	Section sec_8.2.6
	Section sec_8.2.7
	Section sec_8.2.8
	Annex sec_A
	Annex sec_B
	Annex sec_B.1
	Annex sec_B.2
	Annex sec_B.3
	Annex sec_B.4
	Annex sec_C
	Annex sec_C.1
	Annex sec_C.1.1
	Table tab_C.1
	Annex sec_C.1.2
	Annex sec_C.1.3
	Annex sec_C.1.4
	Annex sec_C.1.5
	Annex sec_C.1.6
	Annex sec_C.2
	Annex sec_D
	Table tab_D.1
	Table tab_D.2
	Table tab_D.3
	Annex sec_E
	Annex sec_E.1
	Annex sec_E.2
	Annex sec_E.3
	Annex sec_E.4
	Annex sec_E.5
	Annex sec_E.6
	Annex sec_E.7
	Annex sec_F
	Annex sec_F.1
	Annex sec_F.1.1
	Annex sec_F.1.2
	Annex sec_F.1.3
	Annex sec_F.1.4
	Annex sec_F.1.4.1
	Annex sec_F.1.4.2
	Annex sec_F.1.4.3
	Annex sec_F.1.5
	Annex sec_F.1.5.1
	Annex sec_F.1.5.2
	Annex sec_F.1.5.3
	Annex sec_F.2
	Annex sec_F.2.1
	Annex sec_F.2.2
	Annex sec_F.2.3
	Reference ref_1
	Reference ref_2
	Reference ref_3
	Reference ref_4
	Reference ref_5
	Reference ref_6
	Reference ref_7
	Reference ref_8
	Reference ref_9
	Reference ref_10
	Reference ref_11
	Reference ref_12
	Reference ref_13
	Reference ref_14
	Reference ref_15
	Reference ref_16
	Reference ref_17
	Reference ref_18
	Reference ref_19
	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms and definitions
	4	Symbols (and abbreviated terms)
	5	General model and requirements
	6	Mechanisms with linking capability
	6.1	General
	6.2	Mechanism 1
	6.3	Mechanism 2
	6.4	Mechanism 3
	6.5	Mechanism 4
	7	Mechanisms with opening capability
	7.1	General
	7.2	Mechanism 5
	7.3	Mechanism 6
	8	Mechanisms with both opening and linking capabilities
	8.1	General
	8.2	Mechanism 7
	Annex A
(normative)

Object identifiers
	Annex B
(normative)

Special hash-functions
	Annex C
(informative)

Security guidelines for the anonymous signature mechanisms
	Annex D
(informative)

Comparison of revocation mechanisms
	Annex E
(informative)

Numerical examples
	Annex F
(informative)

Proof of correct generation in Mechanism 5
	Bibliography

