INTERNATIONAL ISO/IEC
STANDARD 20000-6

First edition
2017-06

Information technology —<'Service
management —

Part 6:
Requirements for-bodies providing
audit and certifieation of service
management systems

Technologies de l'information — Gestion des services —

Partie 6: Exigences pour les organismes procédant a I'audit et a la
certification:des systemes de management de la gestion des sdrvices

Reference number
ISO/IEC 20000-6:2017(E)

© ISO/IEC 2017


https://standardsiso.com/api/?name=2e050d2a0b4c190331b8937ebc8345e5

ISO/IEC 20000-6:2017(E)

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=2e050d2a0b4c190331b8937ebc8345e5

ISO/IEC 20000-6:2017(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..ot vi
1 S0P ... 1
2 NOTTNATIVE FEECI@INICES .........oocco e 1
3 Terms and definitions
4 Principles ...,
5 General requirements
51 Legal and contractual Matters ... M e e 1
5.2 Management of impartiality 2
5.3 Liability and fInancCing ... ey e e 2
6 Structural reqQUITEIMENTS ... sseseseesgageese e e 2
7 ReSOUICe FeqUIT@IMIEIIES ... et
7.1 Competence Of PEIrSONINEL ... TN e
7.1.1  General conSiderations. ... o e
7.1.2  Determination of competence criteria
7.1.3  EVAlUQtION PrOCESSES.....oooiivrooiceiesiisessiisesssifosas S sisisesssssssessssssssssssssessssssesssssssesssssssesssseeeess
2% O S 011 1S5l o£0) 4 1] 16 1< = U (0 F oSO
7.2 Personnel involved in certification activitieS...7 ...,
7.3 Use of individual external auditors and external technical experts
7.4 PEISONIE] TECOTAS. ... s
7.5 OUESOUICIINE e NG et
8 INformation reqUETEMIEIIES ... el
8.1 Public information..
8.2 Certification documents
8.3 Reference to certification and use of marks
8.4 L0000 01316 <3 01 - 1 0 OO
8.5 Information exchange'between a certification body and its clients
g ProCeSS F@QUIT@IMIEILES . ..o ..ot
9.1 Pre-certification @CtIVITIES ...
.11 APRDIICATION et
9.1.2 _( Application review..
9.1,3.2 Audit programme
944 Determining audit time..........cc...
9.1.5  Multi-site sSampling ...
9.1.6  Multiple management systems standards.
9:2 Planning QUATES ..ot
9.2.1 Determining audit objectives, scope and Criteria.............
9.2.2  Audit team selection and assignments
923 Audit plan
9.3 Initial certification ...,
9.4  Conducting audits.........ocosi

9.4.1  General....ne
9.4.2  Conducting the opening meeting
9.4.3 Communication during the audit
9.4.4  Obtaining and verifying information
9.4.5 Identifying and recording audit findings

9.4.6  Preparing audit CONCIUSIONS ..o
9.4.7  Conducting the closing meeting

9.4.8  AUdit r€POTIt. .o

9.4.9  Cause analysis of NONCONTOIMUILIES ...
9.4.10 Effectiveness of corrections and corrective actions ...,

© ISO/IEC 2017 - All rights reserved iii


https://standardsiso.com/api/?name=2e050d2a0b4c190331b8937ebc8345e5

ISO/IEC 20000-6:2017(E)

9.5
9.6
9.7
9.8
9.9
9.10

Bibliography

Certification decision.......
Maintaining certification
Appeals ...

COMPIATIIES e
CHENT TECOTTS ... s
Management system requirements for certification bodies........cos 12

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=2e050d2a0b4c190331b8937ebc8345e5

ISO/IEC 20000-6:2017(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa

he field of information technolag 0 and have established a joint technical co

OI'K 1
0/IEC]JTC 1.

|

[he procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval critefia neede
different types of ISO documents should be noted. This document was drafted in.accordance
dditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the s
Jatent rights. ISO shall not be held responsible for identifying any or all such patent rights. D
any patent rights identified during the development of the document will-be in the Introductio
dn the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation on the meaning of [SO specific terms and€xpressions related to conformity ass
ds well as information about ISO’s adherence to the Wotld Trade Organization (WTO) principl
Technical Barriers to Trade (TBT) see the following YURL: www.iso.org/iso/foreword.html.

or an explanation on the voluntary nature of“standards, the meaning of ISO specific tel
xpressions related to conformity assessment, as well as information about ISO’s adherend
Vorld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fi
RL: www.iso.org/iso/foreword.html.

< @

—

his document was prepared by.-Technical Committee ISO/IEC JTC 1, Information teq
subcommittee, SC 40, IT Service Management and IT Governance.

Alist of all parts in the ISOAEE 20000 series can be found on the ISO website.
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Introduction

This document is for use by certification bodies for auditing and certifying a service management
system (SMS) in accordance with ISO/IEC 20000-1. It can also be used by accreditation bodies when
assessing certification bodies. It is intended to be used in conjunction with ISO/IEC 17021-1, which
sets out criteria for certification bodies providing audit and certification of management systems. This
document provides requirements additional to those in [SO/IEC 17021-1.

Correct application of this document will enable certification bodies to harmonize their application of
ISO/IEC|17021-1 for assessments against ISO/IEC 20000-1. It will also enable accreditation bodies, tp
harmonjze their application of the standards they use to assess certification bodies.

This doqument follows the structure of ISO/IEC 17021-1, as far as possible. The requirementsa@additiongl
to those|in ISO/IEC 17021-1 are shown as subclauses numbered “SMxxx”.

ISO/IEC[17021-1 and this document use the term “client” for the organization seeking certification.

vi © ISO/IEC 2017 - All rights reserved
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Information technology — Service management —

Part 6:

Requirements for bodies providing audit and certification

TREELY

Scope

nd certification of an SMS in accordance with ISO/IEC 20000-1. It does not change the requi
pecified in ISO/IEC 20000-1. This document can also be used by accreditation,bodies for accre
f certification bodies.

o W

A certification body providing SMS certification is expected to be ablé t6 demonstrate fulfilme
requirements specified in this document, in addition to the requirentents in ISO/IEC 17021-1.

Normative references

[ NG|

The following documents are referred to in the text ifnsuch a way that some or all of their
onstitutes requirements of this document. For dated’references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

Q

(]

50/1EC 17021-1:2015, Conformity assessment ~Requirements for bodies providing audit and cert
f management systems — Part 1: Requirements

(@)

Y

50/1EC 20000-1, Information technology-— Service management — Part 1: Service managemen
pquirements

~

p—

50/IEC TR 20000-10, Information technology — Service management — Part 10: Concd
erminology

~

Terms and definitions

L)

ol

or the purposés)of this document, the terms and definitions given in ISO/IEC 1702
50/1EC TR 20000-10 apply.

—

50 and [ECymaintain terminological databases for use in standardization at the following add

— IECElectropedia: available at http://www.electropedia.org/

his document specifies requirements and provides guidance for certification bodies provid:llr}g audit

ements
ditation

nt of the

content
lies. For
applies.
ification

t system

pts and

1-1 and

esses:

-+ SO QOnline hrnmlcing p]annrm- available at http://vwwwiiso.org /obn

4 Principles

For the purposes of this document, the principles in ISO/IEC 17021-1:2015, Clause 4 apply.

5 General requirements

5.1 Legal and contractual matters

The requirements in ISO/IEC 17021-1:2015, 5.1 apply.

© ISO/IEC 2017 - All rights reserved
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5.2 Management of impartiality

The req

uirements in ISO/IEC 17021-1:2015, 5.2 apply. In addition, the following requirements and

guidance apply.

5.2.1 SM5.2.1 Conflicts of interest

Certification bodies may carry out the following duties without them being considered as consultancy
or having a potential conflict of interest:

a) arrd
sery

sha

b) makK
inte]

c) acti
acti
this
theq
aud

d) pert
beir

e) add

thelrselves to the provision of generic information and advice which is publicly available,‘ile: thely
|

nging and participating as a lecturer in training courses. Where these courses relate;cit
ice management, related management systems or auditing, certification bodies shall cenfi

not provide company-specific advice;

[72)

[ing available or publishing on request information describing the certification body
rpretation of the requirements of the certification audit standards;

yities prior to audit, solely aimed at determining readiness for certification audit. These
yities shall not result in the provision of recommendations or advice that would contrave
subclause. The certification body shall be able to confirm that such-aetivities do not contraveEE
e requirements and that they are not used to justify a reductien:ini the eventual certificatio
t duration;

=]

orming second and third-party audits according to standards or regulations other than those
g part of the scope of accreditation;

ng value during certification audits and surveillanee Visits, e.g. by identifying opportunities fq

—

imp

The certification body shall not provide internal sérvice management reviews of the client’s SM
subject fo certification. The certification body shallibe independent of the body or bodies (including an
individuals) which provide the internal SMS audit.

5.3 Lipbility and financing

The reqt

6 Str

The reqt

7 Res

ovement, as they become evident during the audit, without recommending specific solutions.

<< N

lirements in ISO/IEC 17021132015, 5.3 apply.

ictural requirements

hirements in ISOAEC 17021-1:2015, Clause 6 apply.

ource requirements

7.1 CTmpetence of personnel

7.1.1 General considerations

The requirements in ISO/IEC 17021-1:2015, 7.1.1 apply.

7.1.2 Determination of competence criteria

The requirements in ISO/IEC 17021-1:2015, 7.1.2 apply. In addition, the following requirements and
guidance apply.

© ISO/IEC 2017 - All rights reserved
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7.1.2.1 SM7.1.2.1 The term “technical area”

ISO/IEC 20000-1 states that all requirements are generic and are intended to be applicable to al

I clients,

regardless of type, size and the nature of the services delivered. For ISO/IEC 20000-1 audits, the term
“technical area” relates to the SMS, including service management processes and the services within
the scope of the SMS. “Technical area” does not relate to any underlying technology used to enable

service delivery.

7.1.3 Evaluation processes

The requirements in ISO/IEC 17021-1:2015, 7.1.3 apply.

.1.4 Other considerations

The requirements in ISO/IEC 17021-1:2015, 7.1.4 apply.

1.2 Personnel involved in certification activities

The requirements in ISO/IEC 17021-1:2015, 7.2 apply. In addition, thefollowing requiremsg
guidance apply.

71.2.1 SM7.2.1 Competence of personnel involved in certification activities

The certification body shall define criteria for the training.and competence development of
nd personnel involved in managing and supporting certification activities. The certification b
sure knowledge, as appropriate for each role, of:

the requirements specified in ISO/IEC 20000-1;

the relevant parts of ISO/IEC 20000} especially ISO/IEC 20000-2, ISO/IEC 2000
ISO/IEC TR 20000-10.

he certification body shall ensure that auditors and personnel involved in managing and suj

nts and

auditors
dy shall

D-3 and

bporting

rtification activities have approptiate awareness of the impact of legal and regulatory requirements

levant to auditing an SMS, according to the jurisdictions in scope. Awareness of legal and re
quirements does not imply profound legal knowledge: a management system certification au
legal compliance audit.

bulatory
it is not

he certification body~shall ensure auditors keep knowledge and skills in service managenjent and

diting up to date thyough continual professional development.

1.3 Use ofdndividual external auditors and external technical experts

The requirements in ISO/IEC 17021-1:2015, 7.3 apply.

1.4 “Personnel records

The requirements in ISO/IEC 17021-1:2015, 7.4 apply.

7.5 Outsourcing

The requirements in ISO/IEC 17021-1:2015, 7.5 apply.

© ISO/IEC 2017 - All rights reserved
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8 Information requirements

8.1 Public information

The requirements in ISO/IEC 17021-1:2015, 8.1 apply.

8.2 Certification documents

The requirements in ISO/IEC 17021-1:2015, 8.2 apply. In addition, the following requirements and
guidancg apply.

8.2.1 $M8.2.1 Scope definition
The guidance in ISO/IEC 20000-3 should be used when defining the scope.

8.3 Reference to certification and use of marks

The reqyiirements in ISO/IEC 17021-1:2015, 8.3 apply.

8.4 C([Jnfidentiality

The requirements in ISO/IEC 17021-1:2015, 8.4 apply. In addition],the following requirements and
guidancg apply.

8.4.1 $M8.4.1 Access to the client’s documents, including records

Before the certification audit is agreed, the certification‘body shall ask the client to report if any SM
documents or records cannot be made available forweview by the audit team because they contai
confidential or sensitive information. The certification body shall determine whether the SMS can b
adequatply audited in the absence of these documents or records. If any documents or records ar
essentiall for the audit and are not available, thecertification body shall advise the client that an aud
cannot thke place until appropriate access-afrangements are granted.

~ ® © =2 W

8.5 Information exchange between a certification body and its clients

The reqyiirements in ISO/IEC 1702%<1:2015, 8.5 apply.

9 Prqcess requirements
9.1 Pre-certification activities

9.1.1 Application

The requifements in ISO/IEC 17021-1:2015, 9.1.1 apply.

9.1.2 Application review

The requirements in ISO/IEC 17021-1:2015, 9.1.2 apply. In addition, the following requirements and
guidance apply.

9.1.2.1 SM9.1.2.1 Application review

The certification body shall review the application from the client to ensure a clear understanding of
the areas of activity of the client and the likely risks to the SMS and the services.

4 © ISO/IEC 2017 - All rights reserved
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9.1.3 Audit programme
The requirements in ISO/IEC 17021-1:2015, 9.1.3 apply.

9.1.4 Determining audit time

The requirements in ISO/IEC 17021-1:2015, 9.1.4 apply. In addition, the following requirements and
guidance apply.

he certification body shall use the number of effective client personnel as the basis for'detdrmining
dit time for an initial certification audit. The certification body shall use Table 1 whetr detgrmining
dit time. Table 1 is based on 8-hour days. The figures may be adjusted if the hours per day arje higher
r lower than 8 h.

o

he number of effective client personnel shall be calculated as full-timé)equivalents (FTE). The
alculation of effective client personnel shall be based on those in the scope(of the SMS. The certjification
ody shall be able to justify the rationale used for the relationship befween the number of gffective
lient personnel supporting the SMS and the services and the audit time:

[elloulieon |

F the number of effective client personnel supporting the SMS:and the services exceeds 1 [175, the
gertification body’s procedures shall provide for the calculation 'of audit time, following the progression
n Table 1 in a consistent manner and define the days by extrapolation beyond the last band in [fable 1.

]

—e

he certification body shall base their plans for an initial audit on a minimum audit time of 2,5 d, after
djustments, irrespective of the number of client personnel.

QO

he audit duration shall not be less than 80 % of the'audit time. If additional time is needed for planning
dr report writing, this shall not reduce the audit‘duration.

|

Table 1 — Relationship betweenceffective number of personnel and audit time before
adjustments (initial audit)

Effective number of client Audit time: Stage 1 +

personnel Stage 2 (days)
1-15 3,5
16-25 4,5
26-45 5,5
46-65 6
66-85 7
86-125 8
126-175 9
176-275 10
276-425 11
426-625 12
626-875 13
876-1 175 15

NOTE Audit time is defined as the time needed to plan and accomplish a complete and effective audit of

the client’s management system. Audit time includes the total time on-site at a client’s location (physical or
virtual) and time spent off-site carrying out planning, document review, interacting with client personnel and
report writing. Duration of management system certification audits is defined as that part of audit time spent
conducting audit activities from the opening meeting to the closing meeting, inclusive.

The effective number of personnel consists of all personnel involved within the scope of certification
including those working on each shift. When included within the scope of certification, it shall

© ISO/IEC 2017 - All rights reserved 5
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also include non-permanent (e.g. contractors) and part-time personnel. Dependent upon the hours
worked, part-time personnel numbers and employees partially in scope may be reduced or increased
and converted to an equivalent number of full time personnel. When a high percentage of personnel
perform activities or roles which are considered repetitive, a reduction to the number of personnel,
which is coherent and applied consistently on a client to client basis within the scope of certification, is
permitted.

9.1.4.2

All attri

audit tirpe for those factors that could justify more or less time. Regardless of the adjustment fagtors,

the cert

effectivg audit of the client’s SMS. The certification body shall document and be able to justify a decreas

or incre

Tables 2|and 3 show how relevant factors can affect the audit times in Table 1. A shift means handoverjs
and intefrfaces across multiple locations and/or teams operating in consecutive work periods.

The maximum reduction shall be 30 % of the Table 1 audit time.

SM9.1.4.2 Adjustments to audit time

i L£1 1. 2o CNAIC 4] H 1 111 el | d o ds 4+ i Aot 2] ot 1
PULTS UT'UIT UIITIIU S STVIO dITU LIIT ST VILTS SIIdIT UT LUIISTUTTTU dITU dAUJUSTITITIILS THHAdUT TU LT TTITLT

=

fication body shall ensure that sufficient audit time is allocated to accomplish a compléte an

D

hse in audit time.

Table 2 — Factors which can decrease audit time

Potential decrease factors

A

ow rate of change to the SMS and the services.

Preeviously demonstrated effective performance of the SMS, e.g, previously certified with another accred
itdd certification body.

3 |Cdmbined audit of the SMS with one or more other relevastt management systems.

Prfior knowledge of the organization, e.g. already certified to another standard by the same certifica-
tign body.

5 |A

ingle, simple service.

Id

shifts, e.g. service desk.

bntical activities performed on all shifts, with appropriate evidence of equivalent performance on all

7 |A

ignificant proportion of service management personnel carry out a similar simple function.

Single site with low number of pefisonnel.

9 |A
er

ow level of reliance on othef parties, such as suppliers, internal groups or customers acting as suppli-
5, involved in the provision of services.

© ISO/IEC 2017 - All rights reserved
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Table 3 — Factors which can increase audit time

Potential increase factors

1 |Complicated logistics involving multi-jurisdiction, multi-site working, in the same, or across a number of,

time zone(s).

2 |Complexity of language differences across different locations, e.g. personnel speaking in more than one
language (requiring interpreter(s) or preventing individual auditors from working independently).

3 |Large size or complexity of the SMS scope, e.g. high number of services, personnel or locations, special-

ized services which are difficult to understand and maintain.

4 |High degree of legal and regulatory requirements affecting the client’s SMS, e.g. intellectual prepgrty
rights, privacy, food, drug, aerospace, nuclear.
5 |Different activities done in different shifts.
6 |Temporary sites within the scope of the SMS for a specific audit.
7 |Complex business processes performed within the scope of the SMS.
8 |Ahigh level of reliance on other parties, such as suppliers, internal groups or customers acting as{suppli-
ers, involved in the provision of services.
9 |Frequent addition of new services, removal of services, transfer of services or significant changes|to
services.
9.1.4.3 SM9.1.4.3 Adjustments for other management system standard certifications
If the client is certified under other relevant management system standard(s), e.g. ISO 9001 and/or
IPO/IEC 27001, the certification body may decrease the initial audit time.
A decrease in audit time, due to certification against other relevant management system standards,
shall only be permitted under the following conditigns:
d) the other management system standard istelevant to the SMS to be audited;
H) any existing certificate is current and has been audited by an accredited certification body at least
once in the last 12 months;
d the scope of the other certification(s), is the same as, or greater than, that defined| for the
[SO/IEC 20000-1 certification:
The amount of reduction(of*the audit time shall be dependent on the extent to which thq client’s
management system is integrated with the other management system(s).
Hegardless of other‘relevant management systems standards, the certification body shall engure that
sufficient time is ‘@tlocated to accomplish a complete and effective audit of the client’s SMS.
NOTE Whentwo or more management systems of different disciplines are audited together, this is termed
al “combinedyaudit”. Where these systems are integrated into a single management system, the princfples and

g

roceduresfor auditing are the same as for a combined audit.

.14.4 SM9.1.4.4 Determining audit time for surveillance and recertification audits

The time needed to conduct surveillance and recertification audits shall be calculated using the
following factors:

a) the audit duration shall not be less than 80 % of the total audit time;

b)

whether performed in a single audit or more;

c) recertification audits shall be a minimum of two thirds of the audit time for the initial audi

d) the minimum audit time for surveillance audits, after adjustment, shall be 1 d;

© ISO/IEC 2017 - All rights reserved
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e) the minimum audit time for recertification audits, after adjustment, shall be 2 d.

9.1.4.5 SM9.1.4.5 Remote auditing

Audits which are not performed face-to-face in the same location but are executed from another
location are called remote audits. The audit plan shall identify the remote auditing techniques that will
be utilized during the audit.

The acceptable and unacceptable use of remote audits is specified in Table 4. The certification body

shall notuse the unacceptable practicesin Tahle 4 and may use the acceptable practices

Remote |audits shall not reduce the audit time below that which is calculated from Table 1,'with
approprijate adjustments.

If the certification body develops an audit plan for which the remote auditing activities représent more
than 30 % of the planned on-site audit time, the certification body shall document the justification.

Table 4 — Acceptable and unacceptable remote audit practiCes

Acceptable

Telpconferencing: video and audio, web meeting, interactive web-based comumunications.

Remote access to tools used to support the SMS.

Rethote access to the library of SMS documents and records.

Unacceptable

Relliance on documentation only.
5 |Asqumption that all locations function identically withoutsupporting evidence for the assumption.

Audlits conducted without interviewing personnel.

=

NOTE On-site audit time refers to the on-site audittime allocated for individual sites. Electronic audits
remote s|tes are considered to be remote audits, even, ifthe electronic audits are physically carried out on one
the clien{’s premises.

=3

9.1.5 Multi-site sampling

The reqpirements in ISO/IEC 1702%-1:2015, 9.1.5 apply. In addition, the following requirements and
guidancg apply.

9.1.5.1 | SM9.1.5.1 Criteria for multi-site sampling

If a clienjt has a numbet of Tocations, certification bodies may use a sample-based approach to multi-site
certificqtion audits.if@l locations are:

a) operating under the same SMS, which is centrally administered;

b) incliidédwithin the client’s internal audit programme;

¢) included within the client’s management review programme.

9.1.6 Multiple management systems standards

The requirements in ISO/IEC 17021-1:2015, 9.1.6 apply. In addition, the following requirements and
guidance apply.

9.1.6.1 SM9.1.6.1 Combining management system audits

An SMS audit can be combined with audits of other management systems. A combined or integrated
audit shall ensure that the audit evidence fulfils the requirements specified in ISO/IEC 20000-1 within

8 © ISO/IEC 2017 - All rights reserved
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the scope of the audit. All findings relating to ISO/IEC 20000-1 shall be easily identifiable in audit
reports.

The integrity of the ISO/IEC 20000-1 audit shall not be adversely affected by the combination of audits.
9.1.6.2 SM9.1.6.2 Combining management system audits for ISO/IEC 20000-1 and ISO/IEC 27001

Where an audit is combined for ISO/IEC 27001 and ISO/IEC 20000-1, the information security
management process in ISO/IEC 20000-1 shall be audited to ensure that:

aY

4+ st 3 1d. 1. H 1 o 1] CNANC J 11 H
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o

) relevant information security risks are identified and information security ceontfols are
implemented to support the SMS and the services.

The auditor may find some supporting evidence from the information security thanagement system
(ISMS).

[ the scope of the ISMS is outside of the scope of the SMS, then the information security manpgement
rocess in ISO/IEC 20000-1 shall be audited as a standalone process without the support of thg ISMS.

I

¢

The information security policy, risks and controls shall be audited to.ensure that they are appropriate
fpr the services within the scope of the client’s SMS.

2O

.2 Planning audits

9.2.1 Determining audit objectives, scope and criteria

The requirements in ISO/IEC 17021-1:2015, 9.2 d~apply. In addition, the following requireménts and
guidance apply.

A0

.2.1.1 SM9.2.1.1 Determining audit objectives

he audit objectives shall include checking that interfaces at the boundaries of the SMS with other
arties participating in the activities of the SMS, are identified and controlled. The certification body
hall also ensure that the client.is'dware of and managing any risks to the SMS and the service} arising
Fom the interfaces.

- W Ty

9.2.2 Audit team selection and assignments

The requirements-in¥SO/IEC 17021-1:2015, 9.2.2 apply.

9.2.3 Auditplan

The requiréments in ISO/IEC 17021-1:2015, 9.2.3 apply. In addition the following requireménts and
guidance apply.

-2.3.1T SM9.2.3.1T Sampling accuracy
The certification body shall have procedures in place to ensure the following:

a) an adequate level of sampling shall be determined at initial contract review, and subsequent audit
activities, identifying differences between the following:

1) locations, e.g. site sizes or use of temporary sites which are covered by the SMS but are not in
the scope of certification;

2) services;

3) customers;

© ISO/IEC 2017 - All rights reserved 9


https://standardsiso.com/api/?name=2e050d2a0b4c190331b8937ebc8345e5

ISO/IEC 20000-6:2017(E)

4)

5)
6)

other parties (internal groups, suppliers, customers acting as a supplier) involved in the
provision of services;

languages;

consistency of approach across all shifts. A client with a high proportion of personnel working
in shifts can be audited in less time if each shift operates in the same way. This involves a review
of records to confirm the consistency of approach across all shifts. If shifts are consistent, all
shifts can be treated as one set of activities and one shift can be used as the sample for audit;

7)
8)

b) are
bas
ara

[ocal variations of the SMS;
legal and regulatory requirements;

presentative sample shall be selected from the scope of the client’s SMS. The selection shall b
ed upon the judgement of the certification body, reflecting the factors presented in\a), as well a
hdom element;

wn O

c) the

shall cover representative samples of the full scope of the SMS within‘the three-year perio
betyveen certification audits.

9.3 Inlitial certification

The req|
guidanc

9.3.1

The cert

provision of services for the client and how they are'controlled as specified in ISO/IEC 20000-1.

9.3.2

The cer
the SMS
security

If the ddg
identifie

9.4 C(Cgnducting audits

9.4.1

The reqj{

design of the audit plan shall take into consideration the requirements ifi a) and b). The pla

[@ P

irements in ISO/IEC 17021-1:2015, 9.3 apply. In addition, ‘the following requirements anfd
e apply.

bM9.3.1 Identification of other parties

ification body shall have access to evidence ofithe identification of other parties involved in thie

bM9.3.2 Integration of SMS documentation with that for other management systems

—

Lification body shall take into @ccount that the client can integrate the documentation fd
with that for other management systems, e.g. a quality management system or informatio
management system.

-

cumentation for multiple management systems is combined, the client’s SMS shall be clear]
d.

<<

General

hiretments in ISO/IEC 17021-1:2015, 9.4.1 apply.

9.4.2 Conducting the opening meeting

The requirements in ISO/IEC 17021-1:2015, 9.4.2 apply.

9.4.3 Communication during the audit

The requirements in ISO/IEC 17021-1:2015, 9.4.3 apply.

9.4.4 Obtaining and verifying information

The requirements in ISO/IEC 17021-1:2015, 9.4.4 apply.

10
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