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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

gstablished by the respecltive organization 0 deal with particular fields of technical aclivity. 15O
technical committees collaborate in fields of mutual interest. Other international organizations, gove
gnd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field\of inf
teéchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part

he main task of the joint technical committee is to prepare International Standards. Draft Intg
tandards adopted by the joint technical committee are circulated to national bodies for voting. Publi
n International Standard requires approval by at least 75 % of the national bedies casting a vote.

Q (n —

>

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

—

5O/IEC 20000-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
ubcommittee SC 7, Software and systems engineering.

(ds)

—

his second edition cancels and replaces the first edition (ISO/IEC 20000-2:2005), which has been tg
bvised. The major differences are as follows:

—

— closer alignment to ISO 9001 and ISO/IEC.27001;

-+ changes in terminology to reflect international usage;

—+ new guidance on governance of processes operated by other parties;
—+ more guidance on defining.the scope of the SMS;

—+ more guidance on continual improvement of the SMS and services;

—+ more guidance-on-the design and transition of new or changed services.

5O/IEC 20000/consists of the following parts, under the general title Information technology —
nanagement;

=

—+ Part1: Service management system requirements

and IEC
rnmental
ormation

D.

rnational
cation as
of patent

hnology,

chnically

Service

Part 2- Guidance on the Qpplir\aﬁnn of-service manngnmnnf eyefnme

— Part 3: Guidance on scope definition and applicability of ISO/IEC 20000-1 [Technical Report]
— Part 4: Process reference model [Technical Report]

— Part 5: Exemplar implementation plan for ISO/IEC 20000-1 [Technical Report]

© ISO/IEC 2012 — All rights reserved
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Introduction

This part of ISO/IEC 20000 provides guidance on the application of service management systems (SMS)
based on ISO/IEC 20000-1. This part of ISO/IEC 20000 does not add any requirements to those stated in
ISO/IEC 20000-1 and does not state explicitly how evidence can be provided to an assessor or auditor. The
intent of [this part of ISO/IEC 20000 is 10 enable organizations and individuals to interpret ISO/TEC 200001
more acgurately, and therefore use it more effectively.

An SMS|is defined in ISO/IEC 20000-1 as a management system to direct, monitor and control the 'servi
manage:lnent activities of the service provider. The SMS should include what is required for the"planning,
design, fransition, delivery and improvement of services. At a minimum this includes service management
policies, | objectives, plans, processes, process interfaces, documentation and resources. The SM

encompgsses all the processes as an over-arching management system, with the service management
processgs as part of the SMS.

Coordingted integration and implementation of an SMS provides ongoing control, greater effectiveness,
efficiency and opportunities for continual improvement. It enables an organization to work effectively with g
shared Vision. The operation of processes as specified in Clauses 5 to, 9. requires personnel to be wdll
organizefd and coordinated. Appropriate tools may be used to enable thé service management processes to
be effectjve and efficient. The most effectual organizations consider the impact of the SMS through all stages
of the sefvice lifecycle, from planning and design to transition and operation, including continual improvement.

This parf of ISO/IEC 20000 provides examples and suggestions te enable organizations to interpret and apply
ISO/IEC [20000-1, including references to other parts of ISOAEE 20000 and other relevant standards.

[

Users of] International Standards are responsible for theif correct application. It is important for organization|
and indiViiduals using ISO/IEC 20000 to understand the points listed below.

— ISO/JEC 20000-1 does not purport to include- all necessary statutory and regulatory requirements, or 4
contractual obligations of the service provider. Conformity to ISO/IEC 20000-1 does not of itself confg
immuinity from statutory obligations.

=

— ISO/JEC 20000-1 is applicable(to~internal and external, large and small, and commercial and nor
cominercial service providers.

— ISO/JEC 20000-1 prometes the adoption of an integrated process approach when planning, establishing
implémenting, operating, monitoring, measuring, reviewing, maintaining and improving an SMS for th
desiIn, transition, improvement and delivery of services that fulfil service requirements.

[¢)

[¢]

ISO/IEC 20000 promotes the application of the methodology known as “Plan-Do-Check-Act” (PDCA) to th
SMS and the services. The PDCA methodology, shown in Figure 1, can be briefly described as follows:

Plan: establishing, documenting and agreeing the SMS including the policies, objectives, plans and processeis
necessary to design and deliver services in accordance with business needs, customer requirements and the
service provider's policies.

Do: implementing and operating the SMS for the design, transition, delivery and improvement of the services.

Check: monitoring, measuring and reviewing the SMS and the services against the plans, policies, objectives
and requirements and reporting the results.

Act: taking actions to continually improve performance of the SMS. This includes the service management
processes and the services.

vi © ISO/IEC 2012 — All rights reserved
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When used within an SMS, the following are the most important aspects of an integrated process approach

and the PDCA methodology:

a) understanding and fulfilling the service requirements to achieve customer satisfaction;
b) establishing the policy and objectives for service management;
c) designing and delivering services based on the SMS that add value for the customer;

d) monitoring, measuring and reviewing performance of the SMS and the services;

d) continually improving the SMS and the services based on objective measurements.
Where other management systems are present, the implementation of an SMS, with the adoptior’ of 4 process
dpproach and the PDCA methodology, enables the service provider to align or fully” intedrate the
drganization’s management systems. For example, it is possible to integrate ISO/IEC20000 with [a quality
management system based upon ISO 9001 and/or an information security management system based upon
IBO/IEC 27001. An integrated management system approach increases efficiency, establishes clear
gdccountability and traceability and enhances organizational planning, communication” and control.
Plan
Service
Management
System:
Service
Management
Do Processes Act
Figure ,1'— PDCA methodology applied to service management
As stated in ISO/IEE,20000-1:
“ISO/IEC 20000 can be used by:
d) an.organization seeking services from service providers and requiring assurance that theif service
requirements will be fulfilled;
y—an-organizationthatrequires—a—consistent-approach—-by—alltheir-service—providers—inctudirgtHose in a
supply chain;
c) the service provider that intends to demonstrate its capability for the design, transition, delivery and
improvement of services that fulfil service requirements;
d) a service provider to monitor, measure and review its service management processes and services;
e) a service provider to improve the design, transition, delivery and improvement of services through the

effective implementation and operation of the SMS;

an assessor as the criteria for a conformity assessment of a service provider’'s SMS to the requirements in
this part of ISO/IEC 20000.”

© ISO/IEC 2012 — All rights reserved Vi
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This part of ISO/IEC 20000 can be used by an organization looking for guidance on how to improve service
management, whether or not it is interested in seeking certification.

viii © ISO/IEC 2012 — All rights reserved
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Information technology — Service management —

Part 2:

Guidance on the application of service management systems

1 Scope
1.1 General
T

P

|

P

a

Customers
(and other
interested
parties)

Service
Requirements|

)

Service Management System (SMS)

Governance of processes

Management responsibility operated by other parties

Establish the SMS Documentation management

Resource management

Design and transition\of new or changed services

Service delivery processes

Capacity managemeént Service level management Information security
management

Service continuity &  Service reporting Budgeting &

availability management accounting for services

Control processes
Configuration management

Change management
Release and deployment

management
Resolution processes Relationship processes
Incident and service request Business relationship
management management
Problem management Supplier management

Figure 2 — Service management system

)

his part of ISO/IEC 20000 provides guidance on the application of an SMS based on-ISO/IEC 20000-1. This
art of ISO/IEC 20000 provides examples and suggestions to enable organizations to interpret and apply
5O/IEC 20000-1, including references to other parts of ISO/IEC 20000 and. 6ther relevant standafds. This
art of ISO/IEC 20000 is independent of specific best practice frameworks and.the service provider gan apply
combination of generally accepted guidance and their own techniques.

Customejrs
(and othg¢r
interestefl
parties)

Services

Figure 2 shows the processes from Clauses 6 to 9 in the central box. The Clause 5 design and transition of
new or changed services process surrounds the Clause 6 to 9 processes. This shows that the new or
changed services are operated by the processes in the central box. When there are no new or changed

services to which Clause 5 applies, all services can be delivered directly by Clauses 6 to 9.

The interfaces between the service management processes and the relationships between different
components of the SMS may be implemented differently by different service providers. The nature of the
relationship between the service provider and the customer can also influence how the SMS is implemented
to fulfil the requirements of ISO/IEC 20000-1. For these reasons the interfaces between processes are not
represented in Figure 2.

© ISO/IEC 2012 — All rights reserved
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1.2 Application

The service provider is accountable for the SMS and therefore cannot ask another party to fulfil the
requirements of Clause 4 of ISO/IEC 20000-1:2011. For example, the service provider cannot ask another

party to

provide the top management and demonstrate top management commitment or to demonstrate the

governance of processes operated by other parties.

Some a
provider
Another

The plan], once created and agreed, is the direct responsibility of and is maintained by the service provider; In
these edamples, the service provider is using other parties for specific short-term activities. The service

provider

demonstrate evidence of fulfilling all of the requirements of Clause 4 of ISO/IEC 20000-1:2011.

The senvice provider can show evidence of fulfilling all requirements directly or can show evidence of fulfillin

most of

service provider relies on other parties for operation of the majority of the processes in Clauses 5 to 9, th
service grovider is unlikely to be able to demonstrate governance of the processes. HHowever, if other partig

operate
ISO/IEC

The defi

accessibje to both the service provider and other relevant parties. To fulfii the requirements ¢

ISO/IEC

documented agreements.

ISO/IEC

organiza’tions can use this part of ISO/IEC 20000 to help them use or develop products or tools that suppo

operatio

2 No

The follgwing documents are indispensable for the application of this document. For dated references, only
the editian cited applies. For undated references, the latest edition of the referenced document (including any
amendmgents) applies.

ISO/IEC

requirenients

3 Terms and definitions

For the purposes-of this document, the terms and definitions given in ISO/IEC 20000-1 apply.

ctivities in Clause 4 may be performed by another party under the management of the service
. For example, service providers can engage other parties to conduct internal audits on their behalf.
example is where a service provider asks another party to create the initial service management plan.

has accountability, authorities and responsibilities for the SMS. The service provider can therefore

he requirements directly as well as the governance of processes operated by .other parties. If th

> n O O @

bnly a minority of the processes, the service provider can normally fulfil the . requirements specified i
20000-1.

ned, agreed and documented accountability, authorities and respansibilities for the SMS are readi

- <

=

20000-1 the service provider can agree changes to theyterms of existing contracts or othg

20000 excludes the specification of, or specific guidance about, any product or tool. Howeve

— <

of the SMS.

rmative references

3

20000-1, Information technology — Service management — Part 1: Service management syste

4 Service management system general requirements

41 M
411

4111

Top ma

anagement responsibility
Management commitment

Top management responsibilities

nagement should be the management who direct, monitor and control the service provider at the

highest level.

© ISO/IEC 2012 — All rights reserved
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Top management should be aware that fulfilling the requirements of ISO/IEC 20000-1 includes:

a) demonstrating their commitment to be involved at all stages of the SMS, starting with the plan
establishment of the SMS and continuing through the operation, monitoring, measurement
maintenance and continual improvement of the SMS;

b) demonstrating their accountabilities and responsibilities for the SMS;

2012(E)

ning and

, review,

c) ensuring that the service requirements, scope of the SMS, service management policy and objectives are

understood and acknowledged by all interested parties of the SMS;

d) ensuring that the service management plan is created, implemented, maintained and.'alig
business objectives;

g) ensuring the provision of adequate resources to fulfil the service management objectives and to §
the service management policy;

f] ensuring that the performance of the SMS is reported to the top management level;

d) achieving the objectives of service management, including when these‘vary due to changing
needs or service requirements;

H) ensuring that risks to services are minimised, e.g. by assessing(fisks associated with changes a
action.

op management should also ensure that all service lifecyle stages are delivered to the agreed |
efined in the service requirements. The service lifegycle includes planning, implementation, 9
ponitoring, measurement, review, maintenance and»,continual improvement. The service lifecy
cludes transfer of the service to a customer or a different party or eventual removal of the service.

Q. —

= 5

op management should be aware that they.-are accountable for ensuring that the SMS and the
delivered by the SMS are assessed and reviewed. Assessments should include the service provid
reviews and internal audits, as well as extérnal audits. Further information about management review
found in Clause 4.5 of this part of ISO/IEC20000.

41.1.2 Evidence of top management commitment

ned with

ndhere to

business

hd taking

bvels, as
peration,
cle also

services
er's own
s can be

ithout management commitment, it is possible that management decisions can be made that conflict with

requirements for an effective SMS. Examples can include reallocation of resources to other project
gommunication about-the’SMS and unresolved conflicts in process design.

here should bge\evidence of management commitment and accountability available for revie
gssessor. Topimahagement should be able to provide evidence based on records of their involvemen

) regularvmeetings about the SMS, e.g. chairing planning meetings so that the SMS remains alig
business needs and new or changed service requirements;

5, lack of

v by an
tin:

ned with

objectives and the service management plan;

agement

c) approval of the service management policy, service management objectives and of the service

management plan;

d) approval of processes and procedures consistent with, and supportive of, the SMS policies.

Top management approval of the service management plan is important because the plan can have
implications for commitments to the customer, planning activities for suppliers and the allocation of resources

for improvements and other changes.

© ISO/IEC 2012 — All rights reserved
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The alignment between policies, processes and procedures enables top management direction to be
cascaded to all service provider personnel. This should align management decisions with the way the service
provider's personnel operate on a day to day basis.

41.1.3 Top management communications

Top management should be actively involved in an ongoing programme of communications. Communications
should be directed by approved communications procedures as described in Clause 4.1.3.2.

Top manage - , , 5-{C
established SMS is allgned Wlth busmess objectlves and customer expectatlons Th|s is |mportant to the
success [of the SMS because personnel who understand the purpose and importance of the SMS are less
likely to fesist changes due to fear or lack of knowledge. Top management communications about the”SMp
can be ah opportunity for the service provider to motivate their own organization. Additionally, an appfeciatio

of the infportance of the SMS by both management and personnel, should reduce the risk or-likelihood that
decision$ will be made or solutions delivered that are in contradiction with the SMS.

The programme of communications should explain the following:
a) orgahizational changes, policies, standards, vision and mission as well as business targets;

b) business needs, e.g. the relationship between the SMS and the services. delivered, as well as how thesg
support the defined organizational goals and objectives;

c) how [the established SMS is aligned with business objectives and/Gustomer expectations;

d) how|the service management policy, service management\objectives and service management pla
support fulfilment of service requirements;

>

e) custpmer requirements, e.g. service targets, predicted capacity based upon predicted demand,
information security and service continuity to supportbusiness continuity;

f) statutory requirements, such as working hours, health and safety and data protection, which vary by
country;

g) regulatory requirements, e.g. that records are kept for a specific period of time;

h) contractual requirements, e.g.-a\requirement to sign a non-disclosure agreement before having access {
the dervice provider's information;

O

i) docymented agreements.with the customer;

j) regular analysis ©f-data gathered through measurement of the SMS and components, e.g. process
measgurements-

Additionally, c@mmunications can be an opportunity for the service provider to motivate their own organization.

A programme-ofc
the purpose and |mportance of the SMS are Iess I|ker to re3|st changes due to fear or Iack of knowledge
Communications should generate an appreciation of the importance of the SMS by both management and
personnel and reduce the risk or likelihood that decisions will be made or solutions delivered that are in
contradiction with the SMS.

The outcome of these communications activities should be that people understand their role in service
management and how they contribute to fulfilling the service requirements and meeting the service
management objectives.

4 © ISO/IEC 2012 — All rights reserved
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41.1.4 Service management objectives

2012(E)

Top management should define the agreed objectives for service management. Objectives should be aligned

with the business objectives and with the service management policy.
For example, generic service management objectives can include the following:
a) enable increased business agility through faster delivery of new or changed services;

b) reduce unplanned non-availability for business critical services:

d) optimize the cost of the services delivered through operational efficiency;

d) increase quality of services while reducing risk.

>

ctual service management objectives should be defined so that achievements against-the objective
ccurately measured. Measurement should also enable opportunities for improvement to be prioritize

Q

O

bjectives should be a key input into the service management plan. The<{plan should identify ag
chievement of the objectives and alignment with other components of the . SMS.

Q

ervice management objectives should be reviewed at regular intervals.to enable top management
ow and when they should be revised.

=2 (N

he service provider should ensure that the effectiveness ofy'each component of the SMS is mes

s can be

i

tions for

o decide

sured to

assess the effectiveness of support for the service management objectives. For example, measuremegnt of the

.1.1.5 Service management plan

he service management plan “should facilitate the coordination of all SMS initiatives to en
achievement of the service mahagement objectives. The plan and policies should also be aligned.

he plan can be a powerful’ mechanism for enabling end to end visibility and control. It should alsg
imcompatible initiatives:-from being approved or implemented. The plan should enable the utili
resources and capabilities to be as efficient and effective as possible.

uld also

ent of the
he same

sure the

prevent
ration of

he plan shoudld-be communicated to all interested parties. This should ensure a common understanding of
the scope of\initiatives, the tasks, timeframes and allocated responsibilities. Allocated responsibilitig
be includedin the performance measurements of everyone involved in the SMS, including those in
initiatives of the service management plan.

s should
volved in

by belng amended to accommodate the changlng busmess needs customer requ|rements or pr|or|t|
service provider.

The service management plan can consist of one single plan or a programme of coordinated
managed centrally with some changes implemented locally.

indefinitely

es of the

changes

The service provider should always be aware of the need to keep all changes implemented locally under the
overall management of the service management plan. For example, an improvement to a process may be
performed locally, under the local control process owner, but it is included in the centrally managed overall

programme.

© ISO/IEC 2012 — All rights reserved
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Plans for a specific purpose, e.g. for the service continuity and availability management process, may be
referenced from the overall service management plan rather than included within it. The specialist plans and
their alignment with the overall plan should be reviewed at a frequency that is suitable for the rate of change.
This should be at least annually.

Any changes resulting from reviews or changes to service requirements or individual plans should be
documented in the overall service management plan. For example, office hours changing to full 24 hour
operation, replacement technology or changes to skills.

The contents of the service management plan should include:

a)
b)
c)
d)
e)

f)

k)

Risks to
of the F
responsi
objective

41.1.6

The resd
manageinent plan. The folljowing should be considered:

a)

b)
c)
d)

e)

f)

an in
ade
prior
exp¢
perfq
serv
projsg
tasks

bene

timeframes and persons responsible for carrying out the initiatives of the plan;

risks

hum
base

tech

troduction;

scription of the organizational functions of the service provider;
ties of initiatives;

cted outcomes aligned to business objectives;

rmance measures;

ce targets;

ct plans;

and dependencies;

fits realisation achieved as the result of previously implemented improvements;

and risk mitigation options.
the service management plan should e identified, assessed and managed both initially and as pa
DCA methodology. The risk assessment should cover the inputs, outputs, activities and th

bility and accountability for mitigation of risks. The plan should also be designed to ensure the agree
s and service requirements will\be achieved.

Resources to support the service management plan
urces necessary to.achieve the service management objectives should be documented in the servig
hn resourcing should take into account the skills and experience of the individuals and not just b
d solely-on’the number of people;

hical resources, e.g. infrastructure and capacity to achieve the required performance;

=3

[o NN ()]

[©]

tools

to support the processes in the SMS;

office accommodation, other facilities and facilities for service continuity;

data and information, e.g. details of customer requirements, the customer’s business plans, the service
provider’s business needs, service management policies, performance measurements and other reports;

financial resources, budgeted at a level of detail suitable to manage the planning, implementation,
operation and improvement of the SMS;

quantity and availability of the personnel of the service provider, and their hours worked;
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h) processes, procedures and timescales for the introduction, retention and succession planning of suitably
skilled personnel.

4.1.1.7 Contents of the service requirements

Clause 3.34 of ISO/IEC 20000-1 includes the needs of the business, the customer and the users of the
service and needs of the service provider in the definition of service requirements. Top management should
be responsible for ensuring that the services delivered fulfil the agreed service requirements.

oth the customer’s rnquirnmnnfe and-the business needs should-be documented,-monitored,reviewed and

nanaged to ensure ongoing alignment with new or changed services as well as with servicesir] the live
nvironment.

D

ervice requirements should include required service targets and quality expectations. The needs of the
ervice provider should include details of resource and capability requirements. The service requirements are
n input into the SMS, shown in Figure 2.

Q O (N

m

xamples of service requirements can include:

q) a service in use, including the service level requirements;

o

) quality criteria for the design of new or changed services;
gd) priorities for the business criticality of services;

d) requirements for availability;

€) regulatory requirements;

f] information security requirements.

41.1.8 The role of top management inlagreeing and meeting service requirements
Tlop management should ensure that\the service requirements are defined in terms of;

q) desired results that customers expect e.g. improved effectiveness, efficiency, satisfaction;
B) the constraints that the service will remove;

g functionality of a‘service from the customer’s perspective, including the needs of the users of the service,
often referred te-as 'fit for purpose’;

d) patternsefbusiness activity and demand that the service should support;

g) asslrance that the service and products will be provided or will meet certain agreed specificatigns, often
referred to as warranty.

ATypical characteristic of warranty is that it Is defined in terms of Service continuity, availability, capacity and
security. For example, warranty ensures that the service will remain fit for purpose even at degraded service
levels due to major disruptions or disasters. Warranty should also ensure security for the services.

The needs of the users of the service should be defined within the context of the needs of the customer. This
should describe the benefit a user will gain from using the service as part of performing their work activities.
Examples are given below.

EXAMPLE 1 Removing constraints. A desired change to a service may enable users to access a service remotely
instead of only from fixed locations.

EXAMPLE 2 Functionality. A desired improvement in the processing time for business transactions.
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EXAMPLE 3 Performance. A user may need to process one procurement transaction per minute and 50 transactions
in an hour.

41.1.9 Service provider's needs
From the service provider’s viewpoint, the service requirements should include those listed below.
a) Requirements to ensure delivery of the business needs and wider interests of the organization that owns

the service provider organization. For example, the requirements to fulfil policies, standards, statutory and
regulatory requirements, and contractual obligations

b) Scope of the SMS to direct, monitor and control an integrated set of service management processes and
activjties. This includes the requirements for assets, capabilities and resources required for thé design,
trandition, delivery and improvement of services. For example, the organizational units, people, process,
information and technology required to support the SMS.

c) Known limitations of the SMS, for example human, technical, information and~financial resource
consfraints.

[0

d) Reqlirements for the measurement, auditing, reporting and improving of services delivered against th
defined business objectives.

e) Reglirements for the measurement, auditing, reporting and improving the) effectiveness of the SMS.

4.1.1.10| Conflicting requirements

If the sgrvice provider establishes that a conflict in requiremeénts has occurred, action should be taken.
Examples of conflicts in requirements include the following.

a) If thgre are conflicts between customer requirements:and customer business needs, the conflict should bg
resofved by the customer, e.g. a customer requirement that is in conflict with the strategic direction of the
busipess. Alternatively, the service provider _can analyse the differences and propose revised service
requ|rements.

b) Conflicts between customer requirements ‘and the service provider's own business needs can occur whe
customer requirements are unrealistic. in terms of priorities, costs or funds available. The nature of the
conflict and why requirements arelunrealistic should be clearly communicated to the customer.

c) Servjce requirements conflieting with any statutory or regulatory requirements, or contractual obligations
shoyld be resolved. For example, the distribution of software can be restricted by a licence agreement in g
way hot compatible with_the customer’s requirements for access to new versions of software.

The servjce provider should ensure that any risks arising from conflicts are assessed and quantified in order to
identify methods of\minimizing risks. The assessment should include the risk to customer satisfaction and the
ability to[meet custemer requirements and objectives.

Conflicts
be resolve

and thelr potentlal |mpact should be documented and dlscussed with the customer so that they ca
a correctlve actlon oras an opportunlty for |mprovement

4.1.1.11 Risks to the service

Top management should ensure that risks to the SMS and the services are identified, documented and
assessed. Risks to a service can include the failure to fulfil regulatory and statutory requirements or
contractual obligations. For example, failure to meet software licence requirements or failure to provide proof
of financial probity.
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Top management should also ensure that all identified risks are managed, including ensuring that:
a) options are developed and documented to manage identified risks;

b) preferred options are agreed with the customer;

c) agreed options for risk mitigation are implemented when necessary.

NOTE The service provider will find the requirements and advice in ISO 31000 on risk management helpful.

2012(E)

4.1.2 Service management policy

41.21 Guidelines for the service management policy

Tlhe service management policy should be specific to the service provider's circumstances and
aqustomer focus. The policy should not be a generic, broadly applicable statement. dnstead, the polig
reflect the circumstances and objectives of the service provider.

he policy should be based on the agreed scope of the SMS and therefore supportive of the service
rvice management objectives and the service management plan.

he policy should represent top management direction and commitment to fulfil service requirems

olicy should also ensure the fulfilment of the requirements for the ‘design and transition of new or
rvice process in Clause 5 of ISO/IEC 20000-1:2011.

he policy should give clear top management direction to the service provider's managers and persor

BXAMPLE 1 Services are aligned to the business objectives of the customer.

BXAMPLE 2 Changes to processes or procedures-are only made through the change management process.

m

XAMPLE 3 Roles and responsibilities for ¢the service management processes are defined and documg
bnsistent manner and personnel performance is measured against achievement of those responsibilities.

Q

he service management policy should be structured so that it can be used to assess whether th
provider’s service management’ objectives are being fulfiled. For example, it should be po
demonstrate a link between_the:'service management policy and what is being done to achieve th
grovider’s service management objectives. The service management policy should be structured f
easurement of adherence-to the policy.

he service provider-should also be able to demonstrate that this link between the service [
dbjectives and the, service management policy has been effective since the service management p
driginally agre€d-

he services-management policy should clearly define levels of authority, e.g. making it possible to d
hether-an improvement initiative should be approved by an individual process owner or by top mana

have a
y should

rovider’s

nts. The
changed

nel.

nted in a

B service
5sible to
B service
D0 enable

rovider’'s
blicy was

etermine
gement.

ider's own

organization. The service management policy can also be made available to the customer and suppliers as

required. References to the policy being discussed, understood and used appropriately can be
evidence of fulfilment of this requirement. For example, meeting minutes, personnel surveys,

used as
supplier

contracts, sub-contractor agreements, requests for change to the policy or requests for clarification, policy
impact on processes, procedures and behaviours during standard and unplanned operations, customer

surveys, supplier surveys.

Top management should also be responsible for ensuring that the service management policy is reviewed at
suitable intervals, at least annually. This should identify any deficiencies and ensure continual alignment with
business needs and customer requirements. Quality criteria applied during the review of the service

management policy should take into consideration the following:
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a) the validity of the policy against service requirements;

b) the adequacy of the review frequency;

c) the alignment between the policy and the service management objectives;
d) the alignment between the policy and the service management plan;

e) the alignment between the policy and the service management processes;

f) whether the review is documented, approved, tracked, appropriate and practicable;

g) the [adequacy of the framework for establishing, implementing, operating, monitoring, réviewing,
mainftaining and improving the SMS;

h) remediation and improvement actions identified in previous reviews and audits of the SMS8:

4.1.2.2 | Improvements and other changes to the policy
Following a review of the service management policy, if a deficiency is found, top/management should ensune
that it is|corrected. Deficiencies should be corrected either as a change to the-policy, service management
objectivegs, plan, processes or procedures.

The poligy should also be updated to reflect any changes to the service management objectives or to the
scope of|the SMS.

4.1.3 Authority, responsibility and communication

4.1.3.1 | Authority and responsibility

The seryice provider should ensure that the autharities and responsibilities for all aspects of the SMS ar
defined. Role descriptions should be agreed, allocated to individuals, communicated to all personnel and ke%

= ~ D

up to date through a document management procedure. The service provider should ensure that all personn
are encduraged to establish and maintain an~awareness of how their activities contribute to the achieveme
of the sefvice management objectives.

=3

4.1.3.2 | Communication procedures

Top maphagement should be\.accountable for ensuring that communication procedures are designed,
transitioned, implemented,-and used. Top management may delegate the actual design of the procedures.
Howevel, they should appreve them in advance of implementation and enforce their use. Top managemer
should bg actively invglved in the communication procedures.

—

Top mampagementishould understand the value of personnel awareness, motivation and participation i
effective|service:-management and continual improvement. The communication procedures should encourag
personngl -metivation. For example, communicating the successful results of personnel participation i
improveient activities can have a significant motivational effect.

[OJ=]

>

Communication procedures should cover at a minimum the method of delivery, the timing and/or frequency
and the audience. The procedures should also cover escalation mechanisms, contact details, distribution list
maintenance, communication methods, tools and information access, schedules and responsibilities.
Communication procedures should include the following.

a) the method of delivery;

b) the timing and frequency;
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c) the audience for specific communications;

d) escalation mechanisms;

e) contact details for audience of communication;
f) distribution list maintenance;

g) communication methods;

2012(E)

R) tools and information access;

schedules and responsibilities.

CGommunication may take different forms and will be dependent on the culture or-the organizg
mdividual being communicated with and that person’s role in the organization.

Tlop management communications methods can include personnel orientation material, briefi
orkshops, internal personnel publications, email, social media, or personnel feedback forums.

<

41.4 Management representative

.1.4.1  Understanding of responsibilities

he management representative should be the member of the service provider's management team

the authority to ensure that the SMS is established, used, improved over time and in alignment

anging needs of the business. This authority should.include ensuring the service management p
ave appropriate interfaces with one another and arentegrated with the rest of the SMS.

tion, the

ngs and

who has
with the
rocesses

he service provider should ensure it is clear. which person is the management representative and that the

management representative's responsibilities-and authority levels are understood by:

q) process owners, who have the authérity and responsibility for ensuring that the process, its inteffaces to
other processes and integration within the SMS are documented, adhered to, measured and imprpved;

b) service owners, who have the‘authority and responsibility for a service throughout its lifecycle, jncluding
design, transition, implementation, improvement, and retirement;

d) other service provider personnel;

d) internal groups;

€) suppliers;.including lead suppliers;

f] the sustomer.

NOTE For examples on interfaces between service management processes and integration with other components

of the-SMS; pleasesee Ammex A this part o t1SOAEC26000:

41.4.2 Responsibilities

The management representative should be responsible for ensuring that the following are achieved:

a) all aspects of the management responsibilities specified in ISO/IEC 20000-1 are performed, including
those required by top management;

b) service requirements are documented;
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c) the SMS and the definition of scope fulfil the service provider's own needs, the needs of the customer and
users of the services;

d) the scope and details of the SMS are checked at suitable intervals to ensure that the service requirements
continue to be fulfilled, e.g. if the needs of the customer change, it is possible that the SMS or the scope
of the SMS also needs to change;

e) the service management policy and objectives are used as the basis for decisions during initial planning of
the processes to the design of the processes and operation and improvement of the processes;

f) desiwﬁwom@ﬁﬂrﬂaﬂﬁmﬁmrﬂmmﬁwkm&mwmpﬁw ; it i ; tritt S

part pf the processes;

g) the policy and objectives dictate the criteria for prioritizing the improvements to service management
processes;

h) service management processes have appropriate and effective interfaces with one_another and are
integrated with the rest of the SMS;

i) the RDCA methodology is implemented and used for continual improvement of the, SMS and services;

j) interpal audits and assessments of the SMS are carried out at regular intervals, in order to measure the
ability of the SMS to achieve service management objectives and to fulfil service requirements.

4.1.4.3 | Asset management

Top marfagement should be aware that ISO/IEC 20000-1 requires.that all assets used to deliver services ar
managed according to relevant statutory, regulatory and financialrrequirements and contractual obligations.
Assets should be managed by effective procedures.

[¢]

Examples of assets that should be managed includewvsoftware licences, mobile devices, infrastructur
compongnts, people, contracts, procedures and othét’ documents. Service providers should be able f
accurately identify the location, status and other relevant details about assets.

[O ()]

Top marjagement should be aware that asset-management requires an accurate configuration management
database (CMDB), or equivalent means of record keeping, to be established and used effectively. Information
in the CMDB should be kept current by effective service management processes, e.g. changes to the CMDB
to be approved via the change management process.

Statutory requirements can include privacy and data protection laws as well as intellectual property and
copyright laws. Other statutory requirements can relate to the protection of customer information assets ar
protectiop of financial information.

Regulatgry requirements_/and contractual obligations can include ensuring assets comply with business
licence réquirements-and standards, e.g. security standards for encryption of sensitive information on laptops

NOTE The service provider will find the ISO/IEC 19770 series on software asset management helpful.

4.1.4.4 | ‘Reporting by the management representative

Reports to top management should include but not be limited to the topics in Clause 4.1.4.2. For example, the
reports should identify continual improvement opportunities achieved using the PDCA methodology. This
should be based on reports of the performance of the SMS and services.

The frequency and level of detail of reports should be suitable for the level of activity, categories of change
and seriousness of any issues and risks identified by the management representative. Options for changes to
correct deficiencies should be provided to assist the prioritization of action and the subsequent decision made
by top management.

Reports to top management should clearly articulate the value delivered by the SMS in support of the
business objectives.
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4.2 Governance of processes operated by other parties

4.2.1 Guidance on processes operated by other parties

The service provider should be aware that it can fulfil the requirements of ISO/IEC 20000-1 by demonstrating
governance of the processes operated by other parties, for a minority of the processes.

The service provider should be able to identify all service management processes or parts of processes that
are operated by other parties. The service provider should have end-to-end visibility of the performance of

a¥aya a¥a a ha nroce a 16 Q
S P to—7

—

he service provider should be able to demonstrate control of all parties operating processes inthe §MS, and
nis should be supported by all contracts and other documented agreements.

—

42.2 Other parties

Qther parties include:

Q

) internal groups who are organizational units inside the same organization‘as the service providef, but not
within the direct control of the service provider, e.g. a data centre or alspecialist security team;

H) a customer acting as a supplier, e.g. the customer performing.some of the activities of incigdent and
service request management;

d suppliers, e.g. outsourcing of the testing done as part{of the release and deployment management
process.

(@)

uppliers can also be lead suppliers with responsibilities’ for managing sub-contracted suppliers.

.2.3 Demonstration of accountability and authority

he service provider should demonstrate process accountability and authority by providing evidencq such as
hat described below.

—

gd) The service provider’'s accountability for effectiveness of the service management processes opgrated by
the service provider or another party, e.g. the matrix of decision makers, proof of authorisatipn levels
within the service provider’s'own organization.

b) That the service provider has the power to require adherence to a process. For example, establishing the
information security policy, using controls, detecting breaches and initiating corrective actions| Another
example includes providing evidence that practices have been changed at the request of the service
provider.

d) Analysis) of process records, including measurements by the service provider. For example, condidering a
complete set of incident records or an incident report and taking decisions based on the content, even if
the'incident records are provided by another party that operates the incident management procesg.

d) Controlling the definition of all processes in the SMS, including any processes in Clauses 5 to 9 operated
by other parties. This includes the interfaces between each process. For example, documenting, agreeing
and operating the interfaces and dependencies of the change management process with the configuration
management process. Additional detail is provided in Clause 4.2.4.

e) Controlling the planning of and setting priorities for improvements to all processes in Clauses 4 to 9 of

ISO/IEC 20000-1:2011. For example, assessing and prioritizing an improvement in the capacity
management process, even if the process is operated by another party.
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The service provider can request other parties to operate processes designed and documented by the service
provider. Alternatively, the service provider can approve the processes that the other parties design,
document and operate.

The service provider should be aware that if it relies on other parties for operation of the majority of its
processes, it is unlikely that it will be possible to demonstrate adequate governance of the processes.

NOTE The governance of processes operated by other parties is described in ISO/IEC TR 20000-3:2009.

4.2.4 Praocess performance and compliance

The senfice provider should ensure each process described in Clauses 5 to 9 delivers the desired outeomes
and contfibutes to meeting the service management objectives.

Governance of processes operated by other parties should include a definition of the process, in¢luding:

)

a) idenfification of process ownership, e.g. what group or manager within the service provider's organizatio
is regponsible for the process;

b) resppnsibility for operation, e.g. what group or manager is responsible for the eperation of the process;

c) the o¢bjective of the process, outcomes of the process and contributionvto service requirements and
service management objectives being met;

d) process inputs and outputs and which party generates these;

e) definition of the interfaces to other processes, including the service management processes, e.g. dafa
passed between processes or the handover of activities or(information from one party to another;

f) definition of the interfaces between processes andiother components of the SMS, e.g. between the
processes and the service management policy and objectives;

g) the ffequency and method by which information passes to and from each process;

h) docyments and records required by the service provider for governance of processes operated by othe
parties and who generates these;

—

i) clean accountabilities and respensibilities for all required activities.

The defihition of interfaces between SMS components should include the methods by which the servic
manageinent processes are‘established and continually improved to support the service management polig
and objgctives, and theChanging needs of the business. For example, how the SMS components includin
processgs should be measured against their alignment with and support of the service management policy.

< O

4.2.5 etermining process performance and compliance

The serviceé-provider should ensure that all processes are effective by:

a) documenting and agreeing with the other parties the frequency and format of documents and records to
be made available to the service provider and to other parties;

b) establishing the review cycle and criteria for process assessments;
c) conducting an assessment of the process against the requirements of ISO/IEC 20000-1;
d) defining the obligations of other parties within the process review activity;

e) analysis of process performance;
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f) analysis of interfaces between processes or parts of processes operated by other parties and other
processes, as well as policies and plans;

g) analysis of alignment between processes or parts of processes operated by other parties and service
management objectives;

h) setting priorities and planning activities for improvements or corrections to optimise processes.

4.2.6 Controlling the planning and prioritization of process improvements

he service provider should be able to demonstrate that they control the priority given to improvements of all
rocesses, including those operated by other parties.

XAMPLE 1 A proposed improvement to the change management process can be considered to haJe greater
nefits to the organization than a proposed improvement to the release and deployment management progess. The
ioritization of process improvements should be aligned with the business objectives and the service requirements.

XAMPLE 2 An improvement to the incident management process operated by anether’party should be djrected by
the business objectives and service requirements of the service provider and the servige provider’'s organization.

4.3 Documentation management

4.3.1 Establish and maintain documents

.3.1.1 Documents as evidence

he service provider should ensure that evidence is available for any audit of the SMS. Much of the pvidence
hould exist in the form of documents. Documents may be any type, form or medium suitable|for their
urpose, e.g. paper based, electronic files, in a database or word-processor.

ol ’,]

—

he following documents can be considered as\evidence for an audit of the SMS:
g) service management policies, objectives and plans;

b) process and procedure documents;

d) a catalogue of services;

d) service documents(including designs, requirements specifications, SLAs, acceptance criteria angl service
reviews;

€) contractualkdocuments, including specification of requirements and change control;
f] audit.,planning activities and reports;

d) documents describing or associated with a particular change, such as change planning activities.

The service provider should be aware that some documents, such as policies, are required by
ISO/IEC 20000-1 to fulfil the requirements of specific processes. In addition, an organization may wish to
consider additional documents, including policies, to provide further clarity or ensure effective operation or
improvement of the SMS and delivery of the services.

Records are a special type of document and should also be made available as evidence.

4.3.1.2 Production of documents, including records

The service provider should understand that an effective procedure is essential for the production of
documents, including records. This includes the use of a naming and numbering system that aligns with the
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purpose and revision history of documents. The use of templates and standardised format can reduce the
effort of creating, accessing, updating and using the content.

There should be evidence of an acceptance procedure for documents in accordance with the roles and
responsibilities for documents defined in the SMS.

The service provider should also understand that documents, such as SLAs, policies and plans, can be
interdependent, e.g. an information security policy defining what information can be stored on mobile devices
or a server that supports the delivery of an email service. These interdependencies should be understood and
managed when changes are made to documents.

Records] which show what has actually been done or what has happened, do not always require aL
acceptarjce procedure, e.g. an incident record. An incident record should be updated as the incident is
progressed to closure. To operate an acceptance procedure each time an incident record is updated would
cause urjacceptable delays in the resolution of incidents.

=

NOTE Documents and records need not be unique to the SMS. Provided they meet the requirements
ISO/IEC 30000-1, they may also cover the requirements of standards such as ISO 9001 or ISO/IEC 27001.

4.3.2 Control of documents

Control pf documents should be recognised as essential. Control of documents should include period
review, With updating or archiving if necessary. The review should be at least annual. Documents should be
protected from damage, e.g. due to poor environmental conditions and hardware malfunction.

O

=

Control gan provide visibility of the impacts of changes, e.g. a change*to an SLA which impacts contracts wit
other pdrties or the availability requirements. The service provider should ensure that documents ane
controllefl through the use of:

a) version naming and numbering;

b) assigned responsibility for writing, editing, reviewing, approving, updating, removing and archiving
docyments;

c) change records that indicate the date, author, approval of change and nature of revisions;

d) assessment of changes to identifiedidocuments by the change management process prior to approval;
e) idenfification of the relationships'between specific documents and other components of the SMS;

f) document access control mechanisms and distribution;

g) a prqcedure to approve documents for use;

h) a prqcedure towreview and update as necessary and re-approve documents;

i) a prpcedure to ensure that documents of external origin determined by the service provider to be
necdssary for the planning and operation of the SMS are identified and their distribution controlled;

j) a procedure to ensure that documents are disposed of in accordance with the information security policy
and regulatory and statutory requirements;

k) a procedure for archiving out-of-date documents.
To achieve control of documents, techniques from document management, knowledge management, change

management and configuration management can be used, e.g. a policy on how document versions are
shown.
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The service provider should identify those documents subject to the document control procedures.
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This can

include documents of external origin such as standards, regulations or customer documents. The service
provider should distinguish between the different types of control to be applied to different types of items, e.g.

between those of internal and external origin or documents requiring different security due to the
content.

different

Documents that should be controlled include all those listed in Clause 4.3.1.1. Many documents are classed

as Cls, which are therefore also controlled through the configuration management process. Where d

ocument

control is achieved by electronic means, special attention should be given to appropriate approval, access,

distribution, media, and archiving procedures.

OTE 1 The service provider will find ISO 9001:2008, Clauses 4.2.3 and 4.2.4 helpful.

OTE 2  For further information, see ISO/IEC TR 20000-4:2010, Clause 5.10, Information item management g

.3.3 Control of records

ecords associated with the SMS should be aligned to the requirements of ISO/IEC 20000-1, staty
regulatory requirements and contractual obligations. For example, retention_of records, archival and
ractices. Records that should be retained include the record of document-reviews and the tracking
mments to resolution. These requirements and obligations should influenee the design of the SMS.

ny conflicts between the statutory and regulatory requirements or contractual obligations
requirements of ISO/IEC 20000-1, should be resolved. This should apply to all records that are cre

sed as part of the SMS. This includes but is not limited to dogumentation, logs and database record

rror records, Cls, incident records and request for change.records.

ecords established to provide evidence of conformity>to requirements and of the effective operati

MS should be controlled. The organization should<gstablish a documented procedure to define the

eeded for the identification, storage, protection;\ retrieval, retention and disposition of records.

ould remain legible, readily identifiable and refrievable.

OTE Further information on record management can be found in ISO/IEC 15489-1.
.4 Resource management
441 Provision of resources

4411 Resources to'implement the SMS

Tlhe service providen should make available all resources agreed in the plan to establish, implement,
gnd improve the ' SMS and the agreed services. The resources include at least the following:

persennel involved in the management of the SMS and services;

rocess.

tory and
disposal
bf review

and the
ated and
5, known

bn of the
controls
Records

maintain

d) human_resources, e.g. people to design, implement and operate the SMS, top managenent and

k) “technical resources, e.g. infrastructure and sufficient capacity to achieve the service requirements

, tools to

support the processes in the SMS, office accommodation and faclilities and service continuity faci

ities;

c) information, e.g. details of customer requirements, the customer’s business needs and business plans,

the service provider’'s business needs, service management policies, measures and other reports

d) financial resources, including both funds for projects and funds for continuing operation of the SM
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4.41.2 Approval of resources

Procedures should exist to approve the use of agreed resources, such as people, infrastructure, tools and
funds. These include:

a) funds to be agreed and budgeted in advance of the implementation of the service management plan;

b) allocation of people required for the project to implement the service management plan and for the longer
term continual improvements and day to day operation of the processes;

c) identjfication and development of skills, approved recruitment and/or by training existing people;
d) idenfification, agreement and approval of new roles and technologies;

e) the required infrastructure which can include office and data centre facilities, telecommunications such as
locallLAN and WAN access points, servers, storage, and power and cooling distribution;

f) service management tools which may include tools for monitoring or measuring apd, sérvice reporting g
supgort of specific processes.

=

EXAMPLE Resourcing procedures can be supported by specific capacity modelling-tools or by information take
from a CIMDB. Although tools are not a requirement for ISO/IEC 20000-1 they can /make processes more effective an
efficient. Tools can assist with providing evidence of conformance to the requirements\of ISO/IEC 20000-1.

[oNg=]

4.4.2 Human resources

4.4.21 General

The seryice provider's commitment to provision of resources should include defining what each role an
individugl contributes to the SMS and the service. The-Service provider should also define and agree th
levels of|authority and responsibility for each type of role. This includes the competence, education, training
skills ang experience required for each role. The sefyvice provider should define, agree and communicate th
informatipn within the service provider’s organization. Where it is deemed relevant, the service provider shoul
also conmunicate this information to other parties.

O n = O O

The senjice provider should understand ‘the risks arising from uncertainty as to which roles, and therefore
which indlividuals, have particular ley€lsiand types of authority and responsibility. When the level of authority,
accountgbility and responsibility of-each role has been defined, this information should become an integrated
compongnt of the SMS. The serviee provider can find a responsibility matrix, e.g. RACI useful to document
authority} accountability and responsibility. Once the information becomes a component of the SMS it should
then be included in the SMS'review cycle.

Resources should include the top management who have overall responsibility and accountability for the SM
and the [services delivered by the SMS. This resource requirement will continue indefinitely after the SM
implemeptation project.

Uy )

The authorities and responsibilities for each service management process in the SMS should include:

a) a process owner, responsible for:

1) the design of the process;
2) ensuring adherence to the process;

3) the measurement and improvement of the process;

b) a process manager, responsible for the operation of the process and the management of the process
management resources;

c) personnel who perform the procedures of the process.
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Other roles that are specific to individual service management processes are described in Clauses 5 to 9 of
this part of ISO/IEC 20000.

NOTE It is acceptable practice for a single individual to have more than one service management role, particularly for
smaller organizations.

4422 Competence, skills, training and experience

The competence required for a role should be based on analysis of the specific characteristics and
requirements of that role. This should include but not be limited to: education, training, skills and experience.

he competence required for each role relevant to the fulfilment of Clause 4.4.2 of ISO/IEC-20000-1:2011
should be identified. The level and type of responsibility and authority of a role should alsa be taken into
gonsideration. This includes the roles of top management.

he service provider should also give consideration to the workload involved in each role and how ¢ach role
ill change over time. The allocation of roles and responsibilities to individuals should take these agpects of
the role into account when allocating roles and responsibilities.

he service provider should allocate roles to individuals who meet the capability criteria for that rple to be
performed successfully.

A decision on the suitability of an individual for a role should, bé)based on a comparison of the actual
competence and required competence for that role. Whereithere is a disparity between the agreed
competence requirements and the competencies of the individual being considered for, or already [n a role,
the service provider should ensure that the disparity is corrected.

Disparities may be corrected by several methods, e.g. the individual is provided with education and training to
gorrect the disparity. Alternatively, the service provider'may allow for missing skills or experience to He gained
through the person working with another who.@already has the correct skills and experience. After this
gorrective action has been taken, the service \provider should re-assess the competence of the indjvidual or
imdividuals to check that the actions taken have corrected the disparity.

Jervice providers should align the key jperformance indicators and/or key result areas of personnel to the
gchievement of the service management objectives. By doing this, personnel will not only be made [aware of
their obligations, but better understand how they can contribute to the desired service outcomes.

he service provider should(establish and keep current records of competence, including education| training,
skills and experience. The.service provider should ensure that personnel are aware of how they conribute to
the achievement of service management objectives.

here should be adocumented procedure to ensure that the personnel records are kept up to date.
4.5 Establish and improve the SMS

4.5.1¢ \(Define scope

e Service provider should estabiishrwhether ISOHEC 20000~ appiicablie to thelr circumstances early in
the planning stage. Similarly, the service provider should define the scope of the SMS early in the planning
stage. The service provider should be aware that neglecting either of these activities can lead to a failed or
inefficient SMS that does not fulfil the requirements of ISO/IEC 20000-1.

For the SMS to be effective, the service provider should continually improve the SMS and the services using
the PDCA methodology. The scope of the SMS should be understood before improving the SMS.

When defining the scope of the SMS the following parameters should be considered:

a) organizational units providing services, e.g. a single department, group of departments or all departments;
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services offered, e.g. a single, group of, or all services, financial services, retail services, email services;

geographical location from which the service provider delivers the services, e.g. a single office or group of
offices, regional, national or global;

customers and their locations, e.g. one customer, many customers, external or internal customers;

technology used to provide the services.

The scope statement should not include the names of other parties contributing to the delivery of the service.

The servjce provider should take the guidance of ISO/IEC TR 20000-3 into account when planning how to fulfi
the requirements of ISO/IEC 20000-1. This gives advice on defining the scope of the SMS and checkKing the
applicabllity of ISO/IEC 20000-1 to the service provider’s circumstances.

4.5.2 Plan the SMS (Plan)

4.5.21 | Important planning aspects

The plar| for the SMS should cover all aspects of service management and delivery-of services and include
but not be limited to the aspects given below.

a)

b)

4.5.2.2 | Alignment'of-planning and agreements

The senjce management plan should include the agreement and documentation of service requirements. Th
service fargets’should be documented in both the plan and agreements between the service provider an
relevant groups. The agreements should take into consideration the aspects listed below.

a)

b)

20

The |service management objectives. The service provider's prioritizedyobjectives in implementing th
necgssary changes and improvements should be unambiguous.

[¢]

The pervice management plan. Where possible the plan should e sub-divided into stages, with benefits
idenfified for each stage.

[2)

The pervice provider’s service management policy. Forexample, policies related to all sub-plans such g
change management policies, information security palicies, service continuity policies. Defining policie
earlyl in the planning of the SMS enables verification*of the scope of the SMS and makes it possible {
ideniify important considerations.

o w

Servjce requirements. Policies, standards or_business key performance indicators should be compatible
with |service requirements and should meet customer requirements and business needs. For examplg,
service requirements should not result_in'a nonconformity to an information security policy, putting th
entirg business at risk.

[¢]

Known limitations which can.-impact the SMS. For example, the service provider's personnel havin
insufficient skills in how to implement and manage the SMS. The plan should identify appropriate action
suchl as providing training‘and awareness, hiring new personnel with the relevant skills and experienc]
and psing the expertise ‘of-other parties to mentor personnel.

n Q

D

[oRN ()]

Customer, e.g. SLAs, requirements of new or changed services. This should be considered even if the
documented agreement with a customer is not a legally binding contract.

Internal groups, e.g. operational level agreements with a facilities group, systems development group,
human resources group, or finance group. This cannot be a legally binding contract because the service
provider and internal groups are part of the same legal entity. However, the internal groups may not be
part of the service provider’'s direct line management. Internal groups can be an important aspect of
defining the scope of the SMS as they can contribute a significant portion of the overall service.

Suppliers and lead suppliers, e.g. service or resource subcontracts.
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d) Other standards, regulatory and statutory requirements, e.g. industry-specific, such as medical,
automotive, telecommunications or country-specific compliance to laws for software licensing.

4.5.2.3 Management roles, authorities and responsibilities

The management roles, authorities and responsibilities within the scope of the SMS should be documented in
both the service management plan, process documentation and relevant agreements, including:

a) all roles for which management are individually or collectively accountable and responsible;

H) management representative, including any limits on the authority of this role, and the relationship to the
top management that this person represents;

d) service or process owners.

Tlhe authorities and responsibilities for the roles in the SMS should be checked to-ensure that thefe are no
gonflicts of interest e.g. the same role proposing and also approving a change. Theframework of adthorities,
responsibilities and process roles in the plan should include the details of which role is accountpble and
responsible for all components of the SMS.

.5.2.4  Process interfaces

he information on interfaces between processes should include the type, method and frequency of
imformation passed from one process to another process. The sexvice provider should be aware that this is an
portant part of their process definition and ensures that the¢rocesses and the SMS will function gffectively
and efficiently.

CGlause 5 of ISO/IEC 20000-1:2011 includes requirements for interfaces between the processes in Clauses 6
td 9 and the design and transition of new or changed'services.

equirements for new or changed services-.\include the project stage at which service requirements are
defined and when the service is designed) and transitioned. The service provider should be aware that
ective project management is important for managing some interfaces. The interface between the $MS and
any projects should be defined, agreed.and recorded in the plan.

he integrated components of.the SMS, including processes, policies, objectives and plans, should be
easured so that the efficiency'and effectiveness of the SMS and the services can be identified, managed
and improved.

order to facilitate integration and interoperability between the customer and service provider the¢ service
grovider can establish standardized process descriptions. Process descriptions define the purpose, oluitcomes,
activities, policies,)roles and responsibilities, information items and interfaces for each service management
process within\the SMS. Each process can also require documented procedures or work instructions fo further
define howtolundertake activities.

he service provider should be aware that overall management and coordination of the SMS is particularly
portant when it is being improved or changed for any other reason. Changes to the processes that form part
of-the-SMS-should-only-be-made-afterthe-impaeto ange-onthe+estofthe-SMS-s—und eod and is
considered acceptable. This includes the impact on other processes or the organization's service delivery
capability.

EXAMPLE Changes to parameters or targets used in the incident and service request management process can
have an unintended and detrimental effect on other processes, such as the service level management (SLM), reporting
and information security management (ISM) processes.

Understanding the interdependencies between processes and between all components of the SMS can
reduce risk and enable effective management of the SMS. Examples of interfaces between service
management processes and of integration within the SMS can be found in Annex A of this part of
ISO/IEC 20000.
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453 |

mplement and operate the SMS (Do)

The service provider should implement and operate the SMS in alignment with the service management plan

and as a

means of achieving the service management objectives.

The service provider should be aware of the benefits of ensuring that the authorities and responsibilities of
both the service provider and customer are documented and agreed for activities that impact both parties.

The service provider should be aware that a person who is appropriate for the planning and initial

impleme

ntation is not always suitable for the operation of the SMS. Different skills are required for planning,

impleme

4.5.4 Monitor and review the SMS (Check)

4541

The sery
necessa
reviews.
should b

In accorg
report in

manageinent of the SMS and the services, and should enable the ability{o objectively demonstrate the qualit

and valu

NOTE
performar
product n

4.54.2

The serv
includes
should b
own wor|
steering

There sk
ISO/IEC
services
be taken|
history.

The inte
known ri

ntation and operation.

General

ice provider should monitor, measure and review the service management objéctives and plan th
y activities to ensure they are being achieved. Top management should be aware of the outcomes ¢
If changes to the service management plan and objectives are considered ngcessary, these change
b approved in accordance with the change management process.

o)

[

ance with the PDCA methodology, the service provider should regularly identify, collect, analyse, and
formation on the processes and the services delivered. These, activities should support effectiv

< O®

b of the services delivered.

[X

See ISO/IEC 15939 for further information on measurement, ISO/IEC 15504 for process assessment an
ce evaluation, ISO/IEC 14598 for product evaluation and ASQ/IEC 9126 Parts 2 and 3 for examples of software
etrics.

Internal audit

ice provider should ensure internal audits are performed according to a documented procedure that
authorities and responsibilities for.thé audits. Those responsible for carrying out internal audifs
b suitably knowledgeable and independent of the areas being audited, e.g. they should not audit thejr
K. The roles required should be documented. They can include a project manager, the sponsor, the
committee, other interested parties and the independent auditors.

ould be an agreed internal audit programme identifying when each service and which clauses ¢
20000-1 are to be @udited. There should be a rationale for the planning decisions, including wh
or clauses of ISQ/EC 20000-1 are included or excluded for each internal audit. Factors that shoul
into account include the degree of risk involved in a process, its frequency of operation and its pas

-, Q< I

'vals at-which internal audits are performed should be planned and not only done when there are
5ks or\other issues. The interval selected should take into account the rate of change of the:

a) SMS

b) customer requirements and customer’s organization;

c) servi

ce provider personnel and organization;

d) technology used for delivery of the service;

e) major changes to service management tools, when tools are used.

Management should ensure that audits are completed to plan, unless rescheduled for documented reasons.

22
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Internal audits of the SMS should include an assessment of the scope of the SMS and that the SMS is still
effective for delivery of the services agreed with the customer. This should include checking that the service
management policy still provides the correct management direction and that the objectives are met within the
timescales expected. The internal audit should review the plans and report against the performance of the
SMS.

Using a timeframe consistent with the audit frequency, the internal auditors should provide details on any
nonconformities. The service provider should then use the results of the internal audit to identify and prioritize
actions.

lans should include ensuring that the cause of concern be re-audited at the next internal audit"The internal
udit should check that any identified and agreed corrective or preventive actions have been‘implenmented to
the timescales agreed. The internal audit should also check that the agreed actions haverindeed rgsulted in
the predicted improvement.

ny previous audit results should be taken into account. For example, where a concern was ide}ified the

onconformities should be analysed to determine any root causes. The actions.-arising from audifs should
imclude preventive actions in respect to any root causes identified. Actions should have clear an¢l agreed
ners and timescales, to help ensure that they are completed effectively and ,on’'time. Follow up activities on
identified nonconformities should include verification that actions have been\taken. Results of actigns taken
ould be reported to top management.

.5.4.3 Management review
he SMS should be reviewed at planned intervals to check that\the SMS continues to enable the fulfilment of
anging business needs and service requirements. Thisushould be performed at least annually. IHowever,
me service providers operate in a rapidly changing.environment and should review the SMS more
equently. The review should include the actual scopg;against the defined scope of the SMS, suifability of
aurrent plans compared to the current needs of the customer and of the customer’s business needs.
Specifically, the review can be performed against:

q) performance of the SMS against policies, plans and objectives;

H) measurement of process key pérformance indicators (KPIs);

d) the results of internal and external audits;

d) a review of continual.improvement activities aligned with business objectives;

g) postimplementation reviews of changes;

f] industry beést-practice;

d) customer satisfaction survey results;

H) ~desired business outcomes.

NOTE See ISO/IEC 15504 Parts 2 and 3 for requirements and guides for process assessment.
4.5.5 Maintain and Improve the SMS (Act)

4.5.51 General

A strategic approach to service improvement should be made by establishing a policy on continual
improvement of the SMS and the services. The policy should include a definition of the agreed evaluation
criteria for accepting and prioritizing improvement opportunities.
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All of the services delivered to the customer, the service management processes and the SMS in its entirety
should be subject to continual improvement. To facilitate this more readily the service provider may find it
useful to build continual improvement activities into the service management process documentation. The
service provider may also find it helpful to align the measurement of SMS components and personnel
performance targets against continual improvement achievements.

Any nonconformities identified through assessments, audits or other means should be addressed and actions
taken to eliminate the causes of both identified and potential nonconformities.

4.5.5.2 _Management of improvements

Continugl improvement is one of the core concepts of ISO/IEC 20000. A documented procedure identifyin
the authprities and responsibilities for all improvement activities should be used. This procedure|shoul
ensure fhat opportunities for improvement are effectively identified, evaluated, prioritized,' approved
implemepted, managed and measured.

[oNI(®]

Inputs tojmanage continual improvement should include:

a) releVant directives from top management;

b) root fauses identified as a result of audits and reviews, both of the SMS and’efindividual services;
c) sugdestions from the customer, other parties and from within the serviceé.provider’s organization;
d) problem records;

e) testdof plans, e.g. service continuity tests;

f) delivery of value/service requirements, e.g. prioritizing: improvement activities based upon busines
criticplity of services;

[2]

g) optimized resource utilization or risk reduction; e.g. opportunities for increased efficiency or improved
automation.

NOTE 1 Further guidance can be found in ISO/JEC TR 20000-4.

NOTE 2 | A process model and asséssment method for system engineering and software development is
ISO/IEC 15504, Parts 5 and 6.

=]

5 Design and transition of new or changed services
5.1 General

5.1.1 Intent.of-the requirements

The des|ghand transition of new or changed services process should establish and implement plans o
control the delivery of new or changed services. The process should be applied to new or changed services
that are either high risk or have a potentially major impact on services or the customer.

5.1.2 Concepts

This process should provide a mechanism for managing the design and transition of new or changed services.
The process works closely with the change management process. Cls developed or changed in the process
should be controlled through the configuration management process via the change management process.
The new or changed service should be deployed through the release and deployment management process.
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Requirements for new or changed services should be identified by the customer or interested parties of a
service, in order to fulfil a business need or effect an improvement to the way the service is delivered to the
customer. The service provider should decide when to use this process, based on a change management
policy that includes the criteria for determining the usage of the process. Each service provider can have a
different policy and use different criteria to determine to what changes Clause 5 would apply. The removal of
services, transfer of services and new services or changes with a potential to have a major impact should be
managed by the design and transition of new or changed services process. The service provider should
understand the risks associated with each new or changed service proposed. Risks should take into account
the circumstances of both the service provider and the customer, including the customer’s business activities.
Actions should be taken to minimize the risks of new or changed services.

.1.3 Explanation of requirements

he design and transition of new or changed services process is intended for changes that require additional
I¢vels of visibility and control to manage higher levels of risk and impact. The three)control processes,
nfiguration management, change management and release and deployment management, are at|the core
managing all changes to the SMS and the services. However, a complex projectwith interfaces to [the SMS
nd tasks or deliverables outside the scope of the SMS. can often require the-additional layer of cgntrol the
esign and transition of new or changed services process provides.

or each service provider, the criteria used to determine which types-of change are approprigte to be
anaged through the design and transition of new or changed services process is likely to be diffgrent. For
ample, criteria may include a change to a service impacting, more than a specific number of |users or
Igpcations. Another example may include any change that could put the service provider at risk [of being
enalized under data protection legislation.

he design and transition of new or changed services\process should define and manage the|relevant
imterfaces with the control processes in Clause 9. The design and transition of new or changed|services
rocess should work with the control processes in €lause 9 to ensure optimal risk management and delivery
a solution that meets all the service requirements. The Cls affected by the new or changed servicgs should
e controlled by the configuration management.process. The assessment, approval, scheduling and rfieviewing
new or changed services should be controlled by the change management process. All new or [changed
rvices should be deployed into the Jive”environment using the release and deployment management
rocess.

.2 Plan new or changed services

821 The need for new orchanged services

'[Lhe need for a new service or a change to a service can originate from the customer, the service |provider,
ternal groups or Suppliers. The purpose of the new or changed service can be to satisfy business ng¢eds and
qustomer requiréments or to improve the effectiveness of the service.

5.2.2 Changes with major impact on service or customer

his“process should apply to those changes that have the potential to have a major impact on seryices and
therefore also on the customer. Such changes to services need the additional activities proyided by
application of Clause 5, to reduce the risk associated with the change.

A change where the impact on services or the customer is sufficiently low can be managed only through the
control processes. The majority of changes handled by the service provider should fall into this latter category.

5.2.3 Policy on changes with major impact

The changes that are in scope of Clause 5 should be identified using a change management policy developed
as part of the change management process. The policy should include criteria for the identification of higher
risk changes that have the potential to have a major impact on the services or the customer. The policy should
be based on the service provider's specific needs and an assessment of the risks to their services. The policy
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should take into consideration that the proposal for a new or changed service may originate from a variety of
sources and for a variety of reasons.

The policy should be documented and agreed by top management and the process owners most directly
involved in the new or changed services process.

The criteria in the change management policy should always include both the removal of an existing service or
the transfer of a service to be delivered by another party. For each service provider, the other criteria are likely
to be different.

Changeq with a potentially major impact can include:

a) achange to a service impacting more than a specific number of users or locations;

b) a change that could put the service provider at risk of being penalized under data protection. legislation;
C) anew service or a new customer for an existing service;

d) a mdgjor difference to how the service is to be provided or delivered, e.g. location,hardware platform;

e) rollolit of a new operating system or software application or a major releaseof-existing software.

The sendice provider should also take into consideration changes that can be' required to the SMS, includin
changes|to the scope of the SMS as a result of new or changed services. For example, identification of risk

to the sefvice targets agreed with the customer, changes to supplier/management procedures or documente
agreemgnts with other parties that have an impact on existing or planned services.

o n Q

5.2.4 Managing change as a project

Any new|or changed services to which Clause 5 applies-should be managed as a project due to the size, risk
and scope of the changes. The service provider should consider the potential financial, organizational an
technical impact of the new or changed service, plusithe potential impact on the SMS.

[oNN7)

The senfice provider should ensure a strong:coordination between the change management process and the
project management roles and authorities, from the earliest possible stage of the project.

The servjce provider should ensure the:project takes into consideration:
a) the inpact on existing suppert.arrangements, e.g. the service provider’s operational procedures;
b) the impact on the existingService levels and the ability of the service provider to manage the impact;

c) supplier support_agreements, contracts and documented agreements with other parties which can be
affegted by the-changes or additions to the service;

by thecadditions or changes to the service;

d) cusq)mer requirements of the existing service, including outputs such as reporting which can be affected

e) deployment tools and methods.

5.2.5 Contributions from other parties

Another party can provide service components for the new or changed services. The new or changed service
can involve the acquisition of software, infrastructure, specialised skills or other service components.

When another party is involved in the new or changed services, the service provider should do a thorough
review. The review should evaluate the capability of the other party to fulfil their commitments, including the
agreed service requirements. The review should also evaluate the risk to the existing services and support
environment.
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In order to accept the service into the live environment, it can be necessary to specify requirements, such as
number of support personnel, technology, testing or documentation.

5.2.6 Risk Assessment

The service provider should be aware of the importance of assessing risks, issues and mitigation efforts early
in the process and then at each stage from planning through to acceptance into the live environment.

The results of risk assessments should be used to develop acceptance criteria during the planning stage.

5.2.7 Service acceptance criteria
Tlhe service acceptance criteria contained within the plan should include:

q) the service provider's requirements to be met in order for the service provider(to-accept thg new or
changed services from the project;

H) a checklist for handover of the new or changed service, e.g. knowledge transfer, documentation, [capacity,
availability, continuity and security required for support of the new or changed service;

d) the requirements of the customer, such as communication«sChedules, awareness training and
documentation.

<

Vhere risks to the service, SMS or the customer’s business)activities are unacceptable and cannot be
pitigated, the new or changed service should be rejected.

=

5.2.8 Service removal

I{ a service is to be removed, this should be planned and documented in a service removal plan. [The plan
should include:

Q

) the conditions where removal applies;

b) the objectives and success factors.of the removal;

d) governance of processes operated by other parties;

d) roles and responsibilities for all interested parties, e.g. customers, suppliers, internal groups;
€) constraints, risks.and issues;

f] milestones and deliverables;

d) activitybreakdown and description of each activity;

R) _agreed completion criteria for the removal and of the end of service provider’s responsibility;

i) the date when the service is no longer available to the users and the date when the service is removed;

i) how interfaces between the service to be removed and other services will be handled by the other
services;

k) a review of information security arrangements including removal of sensitive information.
The service provider should ensure that the details of any outstanding incidents, problems, user requests and

requests for change have been agreed with the customer. This agreement with the customer should include
any resulting actions.
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Ownership of all data, documentation and system components should be agreed. If required, arrangements
for access to the data or other service components should be agreed, planned and implemented.
Arrangements for archiving, disposal or transfer should also be agreed.

Any changes to documents required as a result of service removal should also be identified and those
changes made through the change management process.

The service management objectives, activities and outcome of removal of a service should be documented in
a written agreement with the customer. This agreement should include end of service date and changes to
roles and responsibilities. The agreement should also include how the service provider will manage end user
data, customer specific information, service documentation and the affected infrastructure, applications and
licences.| The written agreement can be called the agreed service removal acceptance criteria.

Where all or part of the service is to be transferred to another party, the aim should be that serviceto,the usg
continuep with no unnecessary interruption. The service provider should work with the customer@sid the othe
party, to|identify any risks to service continuity or quality, in advance of the transfer. Thecservice providg
should igsue a detailed task list of the steps required, followed by a documented evaluation.ofithe result.

s s s

5.3 Degsign and development of new or changed services

5.3.1 Activities performed by the service provider, customer and other parties

The seryice provider should be involved from early in a project to deliver-new or changed services. Early
involvement can avoid design decisions that result in a service where ¢he*required functions and features are
unsuitable when actually in operation. Early involvement by the Service provider should ensure that the
requirements agreed with the customer include criteria for the quality for the new or changed service,
including at least:

a) service levels, response and other aspects of performance;
b) service reliability and resilience;

c) security controls;

d) suitapility for required service continuity;

e) cost{benefit criteria to change orfora new version to be released and deployed;

f) easqof use.

5.3.2 Risk management

—_

During the design stage the service provider should consider the results of the initial risk assessme
completgd during\ the planning stage. The design should be influenced by the risks identified in that
assessment. During the design stage the service provider should consider which of the identified risks will b,
acceptablle when a new or changed service moves into the live environment. This should take into account th
potentiallimpact of a particular risk, including on the:

a) service being designed;

b) potential impact of the risk on the service provider's other services;

c) the customers reliant on new and existing services.

When a potential nonconformity to the agreed quality and functional requirements of the service is identified,

the service provider should mitigate the risk. For example, by changing the design or ensuring the risks are
understood and accepted by the interested parties.
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Acceptance of the service into the live environment should be based on an understanding of the potential
impact of a service that does not meet the acceptance criteria. This should include an understanding of the
impact on other services. The risk assessment and risk management guidance provided in Clauses 5.2.6 and
5.3.2 should influence the development of acceptance criteria. The following should be considered:

EXAMPLE 1 Fix now: a delay in the transition into operational running to allow correction of the deficiencies.
EXAMPLE 2 Fix later: acceptance with caveats so that correction of deficiencies is made after an agreed interval.

EXAMPLE 3 Do not fix: acceptance with other services changed to accommodate the deficiencies of the new or
changed service.

BXAMPLE 4 Cannot fix: acceptance but an agreement that deficiencies cannot or need not be corrected;

NOTE See ISO/IEC 31000 for further information on risk management.
§5.3.3 Service Design Activities

§.3.3.1  Design planning
Tlhe design of the new or changed service should also be planned, taking.into consideration the following:

g) focus on fulfilling the agreed business needs and customer requirements, which should be dodqumented
as part of the requirements within the project scope;

B) it should be linked to the change management process to ensure that the plans are communicated and
approved by the interested parties and that any impact.on Cls is understood and accepted;

g to ensure that Cls for the new or changed services are planned and controlled;
d) to ensure the timescales for the project aretaken into consideration in the schedule of change;

g) take into consideration the cost of delivering and ongoing management of the service, e.g. th¢ service
design should result in effective support without excessive resource or technical overhead;

f] take into consideration the organizational, technical and commercial impact of delivering the new or
changed services;

d) ensure that the service-design makes the best use of the existing organization and technology anf causes
the minimum disruption to existing commercial arrangements;

H) be carried outin such a way that the design enables agreed levels of service for the new or |changed
services ta_ bé’met in a way which is manageable for the service provider’s organization;

i] assessuthe suitability of the new or changed service to the existing processes in place within the service
previder’s organization for managing, measuring and reporting service levels.

Tlhe~service provider's plan for the new or changed services should include the dependencies, time and
resource constraints which can affect any of the required activities. Where the service provider is dependent
upon activities to be performed by external parties, the plan should note these dependencies. Activities that
may be performed as dependencies include testing and validation. The plans should also provide for
contingencies in the event that the timescales are not met.

The service provider should ensure that the human, technical, information and financial resources and service
management capabilities required to conduct all activities are identified and can be provided. Where these
resources and capabilities do not exist within the service provider's organization, it should be understood what
steps need to be taken in order to provide them, including the lead-times for their delivery. The scope of
planning should include the initial design, development and transition activities through to delivery of the new
or changed service.
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5.3.3.2 Design and develop services

The design of the service should be documented and agreed prior to development. The design should take
into account current service requirements, information security considerations, service resilience and resource
capacity projections for growth during the anticipated life of the service.

Design and development of new or changed services should adopt project management methods and
techniques. There should be traceability between the requirements, the design, and the testing of new or
changed services.

The senfice design should be agreed with all affected or interested parties prior to development. Such partie
should include those responsible for providing existing services that can be impacted, and those responsibl
for providling any of the resources required.

[CI7)

During the course of the project, if any changes are agreed then the design should be updated and approved.
Prior to |ive operation, the service should be tested against each requirement of the specification, and the
outcomep recorded.

Design and development should include the following items, as appropriate:

a) the activities of design and implementation, transition, operation and maintenance for acceptance o¢f
services, including the identification of, or reference to:
) |development activities to be carried out;
2) |required inputs to each activity;
) [required outputs from each activity;
4) |management and supporting activities to be carried.out;
5) |required team training;
6) |planning for the control of product and service provision;

b) the grganization of the project resources, including the team structure, responsibilities, use of suppliers,
and fesources to be used;

c) orgahizational and technical interfaces-between different individuals or groups, such as sub-project teams,
supgliers, partners, users, customertrepresentatives, and quality assurance representatives;

>

d) the gnalysis of the possible-risks, assumptions, dependencies, and challenges associated with the desig
and flevelopment;

e) the dchedule identifying:

1) the stagesofithe change, the activities to be performed;
2) the assogiated resources and timing;

3) the-associated dependencies;

4) the milestones;

5) verification and validation activities;

f) the identification of standards, rules, practices and conventions, methodology, life cycle model, statutory
and regulatory requirements, contractual obligations, and other constraints;

g) tools and techniques for service development;
h) facilities such as hardware and software required for service development;

i) configuration management practices;
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[) procedures for archiving, back-up, recovery, and controlling access to software products; and methods of

control for virus protection.

If the service provider cannot control the design or development of a service or service component the service

provider should conduct an assessment to ensure that it meets expectations. For example, the functi

onal and

non-functional features of a commercial off-the-shelf product should be assessed against requirements and

pectations. Any required set up or customization of the product should be planned and designed;

A document used for design and development planning may be a single document, aart of
document, or composed of several documents.

Rlanning should be reviewed periodically and any plans amended if appropriate.

.4 Transition of new or changed services

he transition of new or changed services should be coordinated with the"'echange management pro

another

cess, the

release and deployment management process and the configurationCmanagement process. Adopting this

gpproach should ensure that the control of changes applies to the transition of the new or changed s¢

he transition of services should include the build, test and/acceptance of the new or changed
followed by making the new or changed services opefational through the release and de
anagement process.

he transition should be reviewed with the customer_and interested parties to establish that it is read
dperation. The resulting decision should be recorded; together with the customer’s acceptance of th
changed service into live operation. The transition should continue until it is agreed that any r
activities are part of normal live operation. Following the completion of the transition, the service
should report to interested parties on the outcomes achieved by the new or changed services ag
planned outcomes.

ervice acceptance criteria should(be' reviewed by the service provider and other interested partie
there are outstanding acceptance ‘criteria which have not been met prior to the transition of a service,
He decided whether the absefice’ of these criteria presents a significant risk to the service. Where t
significant, the transition should be delayed. However, where there is mitigation of the risk or the i
significant, it may be decided to proceed with the transition. In this instance, the outstanding actions
ners should be recorded on the service acceptance criteria statement and the steps should be
ansure that these actions are fulfilled.

rvice.

services
bloyment

y for live
e new or
emaining
provider
ainst the

5. Where
it should
he risk is
sk is not
and their
taken to

he service provider should record the acceptance by the customer and interested parties of th¢ new or

changed serviCes against agreed acceptance criteria.

.5 «Documents and records

a) service requirements for the new or changed service;
b) risk assessment for each request for a new or changed service;
c) plan for the design, development and transition of the new or changed service;

d) a plan for any services to be removed;
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e) an evaluation report of other parties contributing to the new or changed service;
f) design specification for the new or changed service;

g) service acceptance criteria;

h) transition report, describing the outcome achieved against the outcome expected.

It is critical that the process has access to the policy on new or changes services in the scope of Clause 5
developed and maintained as part of the change management process.

5.6 Adthorities and responsibilities

[

In additign to the process owner, process manager and personnel performing the procedures of the proces
as descrl|bed in Clause 4.4.2.1, authorities and responsibilities required within the design and transition of neyw
or changed services process should include:

a) a new or changed services manager, usually a project manager, responsible for delivery and
manggement of project deliverables and ensuring fulfilment of service acceptancécriteria;

[¢)

b) a grgup who can evaluate the impact of the proposed new or changed servige on the SMS from multipl
perspectives, including policies, objectives and processes.

D

c) a grqup, which may be the same as above, who can be involved in/planning of all new or changed servic
requ|rements and acceptance of delivery of a new or changed sefyice;

-

d) custpmer and business representatives, responsible for the*documentation and agreement of all new g
changed services requirements and acceptance of delivery<ef new or changed service.

6 Sernvice delivery processes
6.1 Sdrvice level management

6.1.1 Intent of the requirements

[¢)

The SLM process should ensure that-an agreed service is provided and that service targets are met. Specif
and measurable targets should-be developed for all services. The SLM process ensures that agreed service
and servjce targets are documented in a way that is easily understood by the customer.

2]

6.1.2 Concepts

=

The SLM process(should define, agree, document, monitor, report and review the services delivered. In orde
to ensurg that _delivery of the services is achievable, managed and in alignment with customer requirements
and bus|ness ‘needs, the SLM process works closely with the business relationship management (BRM)
process pndythe supplier management process.

The SLM process should enable the integration between the supplier management process, delivering
services to the service provider and the BRM process.

The SLM process works closely with both the supplier management and the BRM processes to ensure that
delivered services and service targets are aligned with business needs and customer requirements.

The supplier management process should ensure that the service targets agreed with suppliers are aligned

with the SLM process, as well as other required management information to ensure that service reviews can
be performed.
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The SLM process should also provide the supplier management process with details of changes that affect
any agreements with suppliers. For example, new service requirements that mean a contract with a supplier

has to be changed. Other examples include changes to processes and procedures that affect the
between the service provider who is responsible for the governance of processes and suppliers
operating processes on behalf of the service provider.

interface
who are

The SLM process should provide the BRM process with agreed service targets to meet customer
requirements, as well as other required management information to ensure that customer service reviews can

be performed.

he SLM process should negotiate, agree and document requirements for new or changed serviceq
rvice level requirements documents, and should then manage and review them through™thg
lifecycle, creating signed SLAs for operational services.

this part of ISO/IEC 20000.
.1.3 Explanation of requirements

.1.3.1 Documentation of service commitments

LAs may need to be supported by agreements with suppliers external‘to the service provider's orga
r with internal groups. These supporting agreements with suppliers‘can be known as underpinning ¢

upporting agreements with internal groups can be known as_ operational level agreements. These G
I¢gally binding on either party but can be treated as if they are. The combined constraints of all ag
pporting an SLA should be considered before the SLA'is-finalized.

he service provider should monitor and measure>service performance achievements of all op
rvices against targets in SLAs, operational levellagreements or other performance agreements and

imtervals, at least annually.

.1.3.2  Catalogue of services

he service provider should define:all services in a catalogue, using terms that are aligned to the cU
ew of services and understandable by those without a detailed technical understanding. The cat3
rvices should collate and-present all service definitions. The scope of each service defined s
relevant to the customer’s.business activities. The catalogue should hold information common to al
rvices, in order tocsimplify the SLAs, as described in Clause 6.1.3.4 of this part of ISO/IEC 20
talogue of servieés'should include a variety of information, including:

) the name_and description of the service;

) servieetargets, e.g. time to fulfil a service request, time to set up a service for a new user
reinState a service after a major failure;

through
service

OTE Examples of interfaces between the SLM process and other processes in the SMS arédescribed in Annex A

nization,
bntracts.

annot be

eements

erational
produce

rvice reports. Service reviews should be conducted and service improvement plans created at regular

stomer’s
logue of
hould be
or most
DO0. The

time to

C)—cCot tact puil its;
d) service hours, support hours and exceptions;
e) security arrangements;

f) current services;

g) dependencies between the services and service components, e.g. a service supporting a user’s laptop

includes support of applications, support for internet access and support of the hardware, each
can be provided by different suppliers or internal groups.
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NOTE

The listed examples are not exhaustive.

The service provider should ensure that the catalogue of services is designed so that the information is easy
to maintain. The logical and efficient grouping of information is particularly important for information that is
subject to relatively rapid change. This minimizes the overhead of the change management process, as
described in Clause 6.1.3.4 of this part of ISO/IEC 20000.

The catalogue of services should also show any dependencies between services and supporting services. For
example when a business service is dependent on a number of underpinning services such as email, security
or network services. Other examples include a service that is dependent on service components being

provided|by suppliers or internal groups outside the direct control of the service provider.

The catajogue of services is a key document for setting customer expectations and should be widely ayailabl

to both t

6.1.3.3

The cust
and doct
also spe
services
The cust
force for
be meas
The ser
Eexcessiv|
targets t(

The mini
of servic

a) brief
b) valid
c) chan
d) brief

e) serv
perig

f) sche

e customer and the support personnel.

Service level agreements
pmer and the service provider should agree about the terms and targets for a service to be delivereq
ment these in an SLA. An SLA is a document that describes the service and_sefvice targets. An SL
cifies the responsibilities of the service provider and the customer. A single "SLA may cover multipl
or multiple customers. SLAs should cover all components required to deliver the service.
pmer requirements, the business needs and the service provider’s Capabilities should be the definin
the content, structure and targets of the SLA. The targets, against which the delivered service shoul
red, should be defined from a customer perspective.
ice provider should be aware that too many targets innan SLA can create confusion and lead t
e overheads without delivering benefits. The SLAs should include only an appropriate subset of th
focus attention on the most important aspects of the service for the business and the customer.

mum content that should be in an SLA or that\hay be directly referenced from an SLA in a catalogu
PSS!

service description;

ty period and/or SLA change control mechanism;

ge approval details;

description of communications, including reporting, review frequency and schedule;

ce hours, e.g. 09;00 h to 17:00 h, date exceptions, e.g. weekends, public holidays, critical busines
ds and out-of-holrs coverage;

duled and\agreed interruptions to services, including notice to be given and number per period;

[0

[OP

[eN (o]

D O

9) cust<|>mer responsibilities, e.g. correct use of systems, adherence to the information security policy;

h) servi

ce provider liability and obligations, e.g. security;

i) impact and priority guidelines;

j) esca

lation and notification process;

k) complaints procedure;

) servi

34

ce targets;
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upper and lower workload limits, e.g. the ability of the service to support the agreed number of
users/volume of work, system throughput;

high level financial management details, e.g. charge codes;

actions to be taken in the event of a service interruption, including both incidents and disasters, are
normally referenced from the SLA;

glossary of terms;

supporting and related services;

any exceptions to the terms given in the SLA.

Information that changes frequently or information common to many SLAs may be provided via a reference in
the SLA to documents such as telephone or email directories and organizational structure diagrams. This

mplifies change management of the SLAs without impacting the quality of the SLM process. A glpssary of

terms, normally held in one place, should be common to all documents, including ‘the catalogue of services.

.1.3.4 Managing the catalogue of services and service delivery

he SLM process sheuld manage and coordinate contributors to the service levels, to identify:

his is only viable if the referenced documents are also under the control of thé change management|process.
oth the SLA and each service that the SLA describes should be subject to.ttie’change management [process.

he service provider should have a procedure for making the catalogue of services readily availablg to those
ho need it to perform their roles effectively. The proceduré should also ensure that the catalogug is kept
rrent and is easy to keep up-to-date, without requiring specialist skills or knowledge outside the |scope of
ersonnel using the catalogue. Regular checks should be’made on the accuracy of the information held in the
talogue.

ajor business changes, e.g. due to growth, buSiness reorganizations and mergers or changing ¢ustomer
requirements, can require service levels to be adjusted, redefined or even temporarily suspended.

hanges to the catalogue of services_or*fo SLAs should be initiated and managed through thg change
anagement process, to ensure changes are not implemented without the overall impact being managed.

he SLM process should be sufficiently flexible to accommodate these changes. The SLM procesgs should
nsure that the service provider remains focused on the customer throughout the planning, implemnientation,
nd ongoing management-of_service delivery. The service provider should work with the BRM progess and
stomer to gain an understanding of the customer’s business drivers and requirements.

q) agreement.ofthe service requirements and expected service workload characteristics;

b) agreement on service targets;

d) ~measurement and reporting of the service levels achieved, workloads and an explanation if the agreed
fnrgn‘rc are not met, see Clause 6 ?, of this part of ISQ/EC ')nnnn;

d) review of service performance with the customer to confirm reported performance and customer
satisfaction;

e) initiation of corrective or preventive action;

f) input to a plan for improving the service;

g) review appropriateness and alignment of service levels and service catalogue with business requirements

in line with agreed planning activities, minimum annually.
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The process should encourage both the service provider and the customer to develop a proactive attitude
toward service improvement and should ensure that they have joint responsibility for the service.

Customer satisfaction is an important part of the SLM process but it should be recognized as being a
subjective measurement, whereas service targets within an SLA should be objective measurements. The SLM
process should work closely with the business relationship and supplier management processes to manage
both customer satisfaction and to achieve service targets.

The catalogue of services and SLAs should be reviewed with the customer according to agreed planning
activities.

6.1.3.5 | Managing other parties

=

The seryice provider should recognise that a customer can act as both a supplier and a customer. Fqg
example| a specialist group in the customer's organization can provide a component of the setvice, but als
receives|a service in the scope on the service provider's SMS. If this is the case the servicé provider shoul
use the $LM process to manage the customer acting as a supplier.

OO

Similarly| an internal group that is not included in the SMS should be managed by the service provider using
the SLM|process.

=

NOTE Management of suppliers, by definition external to the service provider's corganization, is under the suppli¢
managenient process in Clause 7.2.

6.1.4 Documents and records

Documents to be produced and used by the customer, service provider and interested parties should include;
a) catalogue of services;

b) all SLAs and other relevant agreements;

c) prodesses and procedures for the SLM progess, including the management of the catalogue of services
and|SLAs;

d) inpufs to and output from reviews of the SLM process, the catalogue of services and the SLAs;
e) servjce reporting requirements;

f)  servjce review planning activities;

g) monfitoring and control Teport;

h) servjce reviewrgcords and identified opportunities for improvement;

i) servjce improvement plans.

6.1.5 uthorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the process
as described in Clause 4.4.2.1, authorities and responsibilities required within the SLM process should include
the following.

a) The operation of the process and management of resources and communications should be the

responsibility of a service level manager. This manager is also responsible for the service provider
personnel that operate the procedures.
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b) A customer representative and the service level manager are together responsible for the authorization of
the catalogue of services and each SLA is the responsibility of the customer and service level manager.
These two roles should have sufficient authority to agree the definitions of a service in the catalogue and

the service targets.

6.2 Service reporting

6.2.1 Intent of the requirements

facilitate informed decision making and effective communication.

§.2.2 Concepts

he success of all service management processes is dependent on the use of the~information pr
service reports. Monitoring and reporting should encompass all measurable aspects of the service,
both current and historical analysis.

ervice reports should be appropriate to the audience’s needs and of sufficient accuracy to be u
decision support tool. The language and presentation should aid the understanding of the reports so
are easy to assimilate, e.g. the use of charts.

.2.3 Explanation of requirements

he requirements for service reporting should be agreed *and recorded for the customer and
anagement. Several types of reports should be produeced. These include reactive and proactivg
eactive reports show what has happened, after it hasthappened. Proactive reports give warning of s
ents, thereby enabling preventive action to be taken beforehand, e.g. a report identifying the
dreater redundancy for a business critical service; to prevent customer impacting incidents from g
Qther report types include schedules and forecasting reports. These show planned activities.

he service provider should produce reports for the customer and management including at least:

q) performance against service targets, e.g. exceptions or near-exceptions against targets, outag
and achievements;

H) workload characteristics.including volume information and periodic changes in workload, e.g. i
problems, changes_and activities, classification, location, customer, seasonal trends, mix of
number of requests.for help, age profile of outstanding workload;

d) non-conformities with ISO/IEC 20000-1 identified during internal audits;

major.incidents, design, transition and release of new or changed services, and service {
interruptions or tests and improvement activities;

bvided in
providing

sed as a
that they

internal
reports.
gnificant
need for
ccurring.

e reports

ncidents,
briorities,

d) performance reporting of corrective and preventive actions, lessons learned following major events, e.g.

ontinuity

€) projections of current trends to aid prediction of future performance:

f) tracking the resolution to the customer’s satisfaction of corrective and preventive actions to
complaints, any negative feedback from customer satisfaction measurements, and their root caus

g) forecasts and plans, e.g. financial projections, workload plans, schedule of planned changes.

address
es;

Where there are multiple suppliers, lead suppliers and sub-contracted suppliers, the reports should reflect the
relationships between suppliers, e.g. a lead supplier should report on the whole of the service they provide,
including any services by sub-contracted suppliers that they manage as part of the customer’s service.
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Decisions relating to the service, including those made by top management, and the resulting actions of each,
should be based on the findings contained in the service reports. The SMS should include a procedure that
routinely verifies that such decisions have been validated by service report information, e.g. prior availability or
performance reports used as a basis to invest in increased capacity. Not all decisions related to the service
can be based on service reports. Examples of exceptions include legal and regulatory changes, external
market studies, changing business structure, or technological advancement.

The service provider should ensure that reports and outcomes from each process are communicated to all
interested parties, including top management, process owners, the customer, suppliers and lead suppliers,
wherever relevant.

6.2.4 uthorities and responsibilities

In additipn to the process owner, process manager and personnel performing the procedures described in
Clause 4.4.2.1, authorities and responsibilities required within the service reporting process should)include:

a) perspnnel responsible for the timely and accurate production and distribution of seryice reports to th
relevant recipients;

[¢]

[oN

b) perspnnel responsible for the definition of contents of each report, including its~format, contents, style an
freqyency;

c) process owners of other service management processes, service owners, technical groups and othg
intergsted parties, who should analyze reports and identify, prioritize-and action improvements.

=

6.3 Sdrvice continuity and availability management

6.3.1 Intent of the requirements

[oN

The senice continuity and availability management progess should ensure that agreed service continuity an
availability commitments can be met, within agreed targets.

6.3.2 Concepts

[oN

The seryice continuity and availability management process includes both a focus on prevention of an
recovery|from service failures or disasters as well as ensuring the provision of sufficient service availability {
meet service requirements.

(@)

Service providers may operate.the service continuity and availability management process as two separat
processgs that are linked.."Alternatively, the service provider may operate them as a single process. Th
decision [should be based,on the service provider's circumstances and should be documented as part of th
SMS.

D @ O

The seryice continuity and availability management process should allow for both reactive and proactiv
aspects pf thesprocess and prioritising of the business criticality of the agreed services. The service continuit
and availability' process should also capture data to allow services to be monitored, managed, reviewed an
improved by’the service provider and reported to the customer where relevant.

o< O

The service provider should develop effective plans to ensure that agreed requirements can be met. These
requirements include requirements for availability and continuity under both normal circumstances and
following a major loss of service. The plans should include solutions for increases or decreases in service
levels, expected peaks in activity and an understanding of new or changed requirements to address future
business need for service continuity and availability.
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6.3.3 Explanation of requirements

6.3.3.1 Risk assessment and management

A key feature of the service continuity and availability management process should be risk assessment and
risk management. The risk assessment should include business impact analysis of a major loss of service.

Service continuity and availability requirements should be identified and agreed based on the agreed service
reqwrements the results obtained from busmess |mpact anaIyS|s exermses the customers business

,,,,,,, ! S , ent service
=d in the

Hnsuring that service levels are maintained following a major loss of service should take into congideration
those elements of the live operation of the service that are under the control of other. parties sugh as the
qustomer or suppliers.

ervice continuity and availability requirements for normal service and after a major loss of servide should
imclude at least the following:

q) access rights, e.g. who can have access rights under normal conditions and who can have th¢ highest
priority for access to a limited service, following a major loss of service;

H) response times, e.g. response times under normal circumstanices and also after a major loss of gervice. It
should be defined and agreed with the customer as to what/is the acceptable response time for| different
services and what actions should be taken to ensure that agreed response times are achieved;

d end-to-end availability of services, e.g. for normal @ervice what is the required availability of components

required to deliver a complete service. After a.major loss of service what priority should be|given to
returning each specific service to normal perfermance.

6.3.3.2  Service continuity policy

—

he service provider can find it usefulhte develop and maintain a policy that defines the general approach to
neeting service continuity obligations! The scope of the service continuity policy should be consistent with the
cope of the SMS.

n -

—

he policy should define(a;consistent method for determining the required vs. actual resilience [for each
ervice and to effectively, prioritize opportunities for improvement in alignment with the business criticality of
services.

(7]

he service continuity policy should drive the service provider's continuity planning activities within the scope
df the service eontinuity plan.

he poliey."should address the roles, activities and responsibilities required to meet the agreed service
requirements.

ne—poticy—shotid-define-the-interfacesbetween ’ process
and other service management processes Annex A of th|s part of ISO/IEC 20000 mcludes |nformat|on about
interfaces between the service continuity and availability management process and other components of the
SMS.

The policy should take into account agreed service hours and critical business periods. The service provider
should identify the requirements separately for each customer group and service, including:

a) the maximum acceptable continuous period of lost service;

b) the maximum acceptable periods of degraded service;
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c) the acceptable degraded service levels during a period of service recovery.

The agreed service hours and critical business periods should be defined in relation to specific business
cycles and their associated criticality, e.g. month end, end of year, holiday periods.

If the service provider relies on a service continuity policy to direct the process, the service continuity policy
should be reviewed at agreed intervals, at least annually. Any changes to the policy should be formally agreed

between

6.3.3.3

If a serv|
strategy.
the serv
processs

Once thd
the strat
unaccep

The sery
ensure a

The serv
and the s

to reducg the impact of major disruptions on key business functions:and processes.

The sery
business

Ongoing
review a
continuit
continuit
training s

storage of service continuity and recovery plans should exist and all critical backup media, documentation an

other res
The serv
a) serv

b) serv
main

Cc) resp
resp

the service provider and customer.

Serui - | availabilitvol

ce continuity policy is in place, the service provider can align the policy with a service continuity
It should be appropriate to the criticality of the services based upon the business impact analysis ¢f
ces. The service provider should also gather relevant information from other service management
s as input into the service continuity strategy.

strategy is defined, a risk analysis should be conducted to identify continuity risks-that conflict with
bgy and define controls to manage them or instigate mitigating actions whetre the level of risk is
able.

O

ice provider should maintain sufficient service capability, together with-workable plans designed f{
greed requirements can be met.

ice provider should develop service continuity and availability plans, recovery plans and procedures,
ervice continuity testing policies. The service continuity plang)and testing policies should be designe,

[oN

ice continuity plan should be based on the requireniénts defined in the service continuity policy,
impact analysis and risk assessments

)

operation should define requirements for_sérvice continuity education, awareness and training,
nd audit, service continuity testing and coerdination with the change management process. Service
plans should be regularly tested and responsibilities for invoking should be clearly assigned. Service

testing should be undertaken at. gast annually or after every major business change. Regulgr

essions should be provided to all(relevant parties. A defined and managed distribution policy for the
d

ources necessary for recovery-should be stored offsite.
ce provider should ensure-that:
ce continuity plans take into account dependencies between services and service components;

ce continuity{plans and other documents required to support service continuity are recorded and
tained;

bnsibility: for invoking service continuity plans is clearly assigned, and plans clearly allocate
bnsibility for taking action against each recovery requirement of the policy;

d) back

ups of data, documents and software, and any equipment and personnel necessary for service

restoration are quickly available following a major service failure or disaster;

e) servi

ce continuity documents, for example, service continuity plans and schedules, contact lists and the

CMDB, remain accessible during a disruption;

f) personnel understand their role in invoking and/or executing the plans;

g) standby arrangements exist with suppliers and recovery site providers, where appropriate.

40
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Service continuity plans and related documents, e.g. contracts, should be assessed for impact prior to system
or service changes being approved, and prior to significant new or amended customer requirements being
agreed. Service continuity plans and related documents should also be reviewed and tested at least annually.

An availability plan should be developed and published. The availability plan should identify the business
needs and customer requirements, design requirements, technical specifications and project planning
activities required to meet the business availability requirements both currently and in the future. Predictions
regarding future availability documented in the availability plan should include proposed preventive actions to
mitigate the likelihood of unplanned non-availability. The availability plan should be reviewed and revised
regularly, at least annually and after any major change.

Rlanning and design of the availability of new or changed services should be based on the criticaljty of the
services to the business, and should balance cost against acceptable business risk.

All service and service component non-availability should be recorded, investigated and appropriatg actions
hould be taken to reduce the impact and/or likelihood of any future occurrence.

(7))

6.3.4 Service continuity and availability monitoring and testing

D

.3.4.1  Service continuity testing

ervice continuity testing should be undertaken after every major business change and change to thg service
nvironment. The frequency should be based on the service proyider’s circumstances. The frequengy should
e sufficient to gain assurance that service continuity plans are‘effective, and remain so through the pvolution
f changing systems, processes, personnel and business ‘qe€ds. The scope of service continuity testing
hould include the return to normal service operation following a disruption.

WO o0 (N

ervice continuity testing should involve the joint participation of the customer and the service providér, based
pon an agreed set of objectives. Where applicable it should also include other parties. Test failurgs should
e documented and reviewed as input into a plap:for improving the service.

o C (D

wal

eview after a service continuity test should be conducted to assess the achievement of the aims and
bjectives of the test and to identify any-areas of weakness or opportunities for improvement.

@]

6.3.4.2 Availability monitoring ‘and testing

Service continuity and availability management should, according to the agreed availability plan:
gd) monitor and record(availability of the service;

H) maintain accurate historical data regarding availability of services;

d make cemparisons with requirements defined in SLAs to identify any nonconformity to the agreed
availability targets;

d) document and review nonconformities;

e) predict future avalilability requirements.

A regular availability testing schedule should confirm that the availability solutions are achievable and
appropriately resilient. Availability, reliability and resilience mechanisms should be reviewed and tested after
any major change.

Where possible, potential issues should be predicted and preventive action taken. Service continuity and

availability management should strive to achieve and improve defined levels of reliability for all the
components of the service, with corrective and preventive actions identified, recorded and acted upon.
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6.3.4.3

Management of risk to availability

Risk assessments should identify the vital business functions and availability requirements, and risks agreed
with the business.

Risk management should produce solutions to enable the delivery of required levels of availability, and by
implementing cost justifiable countermeasures to mitigate identified risks wherever possible. It is not advisable
to exceed the requirements through major financial investments that cost far more than the benefits of
improved availability.

Planning
the servi

Regular
should b
of servic
data and

Assessn
potential
should b

Availabil
reliability

6.3.4.4

Review 4

a) idenfify the nature and cause of the service disruptionithat initiated the activation of the plan;

b) asse
Cc) asse

d) asse
the

e) idenfify improvements to be-made to the service continuity plan and testing.

6.3.5 I

The doc

manageinent proegess should include but not be limited to:

a) serv

and design of the availability of new or changed services should be based on business criticality, ¢of
ce, the importance to the business of different working periods and required service hours.

monitoring, measurement, analysis reporting and reviews of service and componentayailabili
b an essential aspect of the process. All relevant data pertaining to the availability and non-availabili
ps should be maintained. The reporting of achieved availability targets should use-actual historical
the focus of measurement and reporting should align with the agreed targets.

ent of requests for change for all new or changed services should take,into consideration th
impacts of risks to agreed availability targets. Availability, reliability and.fesilience mechanism
e regularly reviewed and tested after any major change.

» O

ty design criteria should define base products, technology and components that deliver the required

Review after invocation of a service continuity plan

fter invocation of a service continuity plan should be undertaken to:

Ss the adequacy of management’s response;
ss the organization’s effectiveness in.meeting its recovery time objectives;

ss the adequacy of the service ¢ontinuity plan and tests in preparing personnel for the activation ¢f
lan;

Documents and records

iments and.records that should be produced and retained by the service continuity and availability

ce continuity and availability management policies;

b) busi

€S5S mpactanatysis;

c) risk assessment reports;

d) servi
e) servi
f) servi

g) servi

42

ce continuity and availability plans;
ce continuity and availability customer requirements;
ce component availability constraints and data;

ce continuity and availability designs;
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h) service continuity and availability test plans;

i) service continuity and availability test reports;

j)  service continuity and availability management processes and procedures;
k) awareness training requirements and records;

[) availability management database;

2012(E)

) availability monitoring reports;
) maintenance and projected service outage schedules.

ersonnel should understand their role in invoking and/or executing the plans and be able to rapidl
rvice continuity documents.

y access

ervice continuity plans and related documents, e.g. contracts, should be assessed for potential immpact as

art of the change management process, SLM process and the supplier management process. For
efore accepting new or changed services or agreeing service requirements.

.3.6 Authorities and responsibilities

In addition to the process owner, process manager and personngl performing the procedures of the
s described in Clause 4.4.2.1, authorities and responsibilities required within the service contin
vailability management process should include:

QD Q

q) availability administrator, responsible for ensuring.that the infrastructure monitoring and collectio
relating to component and service availability is o¢curring correctly and as required;

H) a technical recovery team, responsible for disaster recovery planning, testing and restoration of s¢

d) the customer, service provider persaonnel and interested parties who require access to service
and availability management information, participate in testing and agree service continuity requir

d) availability analyst, responsible for reviewing and analysing availability reports and data to ident
and potential availability jssues so that appropriate, solutions for improved availability can be iden|

€) service continuity personnel, responsible for maintaining monitoring capability and triggers.
§.4 Budgetingtand accounting for services

6.4.1 Intent-of the requirements

anage the total cost of services. In order to achieve this objective, the process should ensure that:

bxample,

process
uity and

h of data

Brvices;

ontinuity
ements;

fy actual
tified;

ability to

:i‘he budgeting and accounting process should support the service provider's understanding of and

a) the cost of individual services, overall service provision and the service provider’s budget are understood;

b) reliable forecasting of both costs and budget is achievable;
c) abudget is developed and used by service management processes;

d) unexpected variances of costs or budget are identified and managed,;

e) the budget is adhered to so that service delivery is funded adequately throughout the budget period;
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f) forecasts, budgets and costs are reviewed regularly to ensure the process and procedures remain
effective.

6.4.2 Concepts

The budgeting and accounting process should control the financial aspects of services and service
components. The budgeting and accounting for services process should provide information that supports
both the live operation of services and the funding of service changes and improvements. Budgeting and
accounting for service process should ensure that the costs of the service provision are tracked and the
services

Respongibility for many of the financial decisions may lie outside the scope of the SMS. The requirements
regarding the level of detail of financial information to be provided, in what form and at what frequencies m
be dictated by parties external to the service provider. Other regulatory or organization specific requirements
should dlso be taken into account as they will impact some of the defined policies and procedures.
accountipg practices used should be aligned to the wider accountancy practices of the seryice providerls
organizagion.

The budgeting and accounting for services process should be performed by the service provider, regardless ¢f
whether other aspects of financial management are performed elsewhere in the organization. The budgeting
and accpunting for services process should be aligned with and receive information from the financial
processgs of the service provider's organization.

6.4.3 [Explanation of requirements

6.4.3.1 | Policy

The seryice provider should have a documented policy amd-procedures for the financial management o¢f
services| The policy should define the objectives to be met by the budgeting and accounting for services
process.|The policy should also define the detail required to ensure that the objectives are met. To do this the
policy should include the cost types used in the budget for cost allocation and an explanation of how overhead
costs arg apportioned.

[©]

Criteria dhould be defined to allow for a budget.and accounting analysis for each service. When defined, thes|
criteria cpn be applied to the budget items 'and accounting entries to guarantee that some periodic monitorin
and visilility is available regarding the tosts of services. This can be used to track the costs of a service an
allow comparison with the costs of acquiring the same service elsewhere in the market.

[eN (o]

The resdurces provided for the’budgeting and accounting for services process should be based on the need
of the cUstomer, service provider, suppliers and other interested parties for financial detail, as defined in th

policy.

D »

6.4.3.2 | Cost types

The seryice provider should select categories for cost entries in the budget that are useful for service
manageimnent, For example, service providers should define cost models in line with services and thejr
componl;ns, as defined in the catalogue of services, Clause 6.1. A cost type should be assigned to each cosgt
that forms part of a service. Cost models are useful as they enable the service provider to more accurately
predict the cost/benefit of different levels of service quality, or of different service options. Cost models should
be able to demonstrate the full cost of provision for each service.

The service provider should also consider cost types such as:
a) assets used to provide the services;
b) shared resources such as a service desk, also known as level 1 support;

c) overheads such as office space;
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d) services delivered by suppliers;
e) the cost of employing the service management personnel.

When identifying suitable cost types there should be a balance between the benefits of detailed accounting
information derived from cost types and the challenges of collecting and managing the large volumes of
information required. Cost types should be based on categories that can be measured easily and reliably.
Examples include hardware costs, software maintenance costs, and personnel costs.

Apportionment of overhead costs may be based on a variety of mechanisms, such as a flat rate, cost, a fixed
percentage, or based on the size of an agreed variable element of delivered services.

he service provider should use methods for apportioning overheads and allocating-direct costs|that are
appropriate for their organization, balancing the cost of managing apportionment against the benefiff of being
gble to apportion costs in detail. Other factors that can be considered include:

the nature, range and consumption or use of the services;

the granularity of the customer’s organization, e.g. a business-unit as one unit, subdivided into
department, or by locations;

SLAs and the apportioning of costs for services and service-devels;

services provided by suppliers.

§.4.3.4 Budgeting

orecasting of costs and revenue for budgeting;should take into account the planned changes to|services
during the budget period. Seasonal variations.and short term planned changes to service costs and|charges,
here applicable, should be understood afnd included within forecast budgets. Budgeting and cosf tracking
should support planning to operate and. improve the services so that service levels can be maintained
throughout the year. There should.\be”sufficient planned expenditure to cover the resources required to
support the services to the agreed._service levels for the agreed duration. A procedure for identifying and
anaging variances of actual against budgeted expenditure should also be established.

8.4.3.5 Accounting

Accounting activities 'should be used to track costs to an agreed level of detail over an agreed period of time.
Decisions about sérvice provision should be based on cost effectiveness comparisons. Cost models ghould be
able to demonstrate the full costs of service provision.

Accounting_reports should demonstrate over and under-spending. Ideally accounting reports should also
provide ‘Sufficient information to calculate the costs of low service levels or costs resulting from & loss of
servi€el To calculate the costs of low service levels or loss of service, the service provider should hae a clear
nderstanding of costs of resources required to deliver the service. This should include peérsonnel,
components, Tacilities, and any aspects of the service delivered by other parties. The service provider should
also have a clear understanding of the business impact of loss of service, depending on duration, time of
day/week/month or year and the service in question. This information can be provided by a business impact
analysis.

Accounting reports may also utilize information from the CMDB regarding the status and lifecycle of Cls to
calculate total cost of ownership and depreciation of Cls supporting a particular service. This information can
in turn be used to understand and plan for costs in the next budget cycle.
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6.4.3.6 Charging

Charging is not included in ISO/IEC 20000-1 but it is recommended that where charging is in use, the
charging mechanism is defined and understood by all parties.

6.4.4 Documents and records

Documents and records to be produced and used by the customer, service provider and interested parties
include:

a) poliges, processes and procedures for budgeting and accounting;
b) historic budgets, draft budget for the next year, actual budget for the current year;

c) service management forecasts of workloads, capacity (including personnel), unit costs of revenue items;
planhed capital expenditure;

d) timefable for budget production;

e) finarcial reports showing costs and revenue for each time period in the budget-year, with any variances;
f) reports on the causes of variances and how they will be managed;

g) finarcial input to continual service improvement projects;

h) costmodels showing how cost elements are used to provide sétvices and create value;

i) repofts required for legal or regulatory purposes.

6.4.5 Authorities and responsibilities

In additign to the process owner, process manager-and personnel performing the procedures of the proces
as descrjbed in Clause 4.4.2.1, authorities and\fesponsibilities required within the budgeting and accounting
manageinent process should include:

[Z

a) a buflgeting and accounting manager, responsible for the management of financial resources;

b) mangagers with accountability fona specific budget in the service provider’s organization.
6.5 Capacity management

6.5.1 Intent of the requirements

The cappcity management process should ensure that sufficient capacity is provided to meet the current
agreed gapacity-and performance requirements. The service provider should create and implement a capacity
plan to nreet the agreed future service capacity and performance requirements.

6.5.2 Concepts

Resources should be balanced to fulfil both current and agreed capacity and performance requirements, and
to be prepared to fulfil future requirements.

The capacity management process should include both reactive and proactive activities. The reactive
activities should focus on ongoing monitoring, tuning, analysis and improvement of operational capacity. The
proactive aspect of the process should focus on planning to meet future agreed business demand.

The capacity management process should develop plans to ensure that capacity requirements can be agreed,
forecast and met. These plans should transform business predictions and workload estimates into specific
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capacity requirements. This should be facilitated by incorporating the following three areas of focus into the
capacity management process:

a

b

Cc

)

)

)

business capacity management, which focuses on quantifying customer and service provider business

plans and needs into future service requirements;

service capacity management, which focuses on planning and managing services and the supporting

resources to ensure they meet all of their agreed service targets;

component capacity management, which focuses on planning and managing operational resou

> 0 N

)

.5.3 Explanation of requirements

.5.3.1  Capacity management activities

apacity management activities encompass day to day operational tasks such as pmionitoring capac
nd analysing capacity data, managing performance against service targets and)planning for future
bquirements.

ctivities of the capacity management process include those listed below:

components to ensure they effectively support the services and achieve agreed component targe

Assess, document and agree the capacity requirements, define workload, performance baselines
workload and performance thresholds and triggers.

Assess, document and agree the capacity requirements-for new or changed services.

The capacity management process should be involved in the design of new or changing serv
make recommendations for the procurement_of‘components and resources, where performang
capacity are factors. In the interest of balafncing cost and capacity, the capacity management
should obtain the costs of alternative praposed solutions and recommend the most appropri
effective solution.

Activities for new capacity requitements should be based on input from planning, support te
business groups. This should include planning the implementation of infrastructure from new pro
predicting the replacement of aging infrastructure components.

rces and
S.

ty usage
capacity

, and set

ices and
e and/or
process
ate cost-

ams and
ects and

Set, monitor and use capacity thresholds, warnings and alarms to automatically manage and improve the

utilization of components and the performance of services.

Maintain data and information used by the capacity management process in a repository, often re
as the capatity database. This repository should be a key element of the capacity management
The data.and information contained within the capacity database is analysed by all capacity man
activities 'and should include business, service, resource or utilization and financial data, from all
techpology as shown below.

1)" Business data: reliable information on the current and future needs of the business.

ferred to
process.
agement
areas of

2) Service data including, but not limited to: transaction response times, transaction rates and workload

volumes.

3) Component utilization data: Limitations of components on the level to which they should be utilized

should be documented. Beyond this level of utilization, the resource will be over-utilized
performance of the services using the resource will be impaired.

4) Other data to be utilized by the capacity management process includes bottlenecks and

and the

identified

weaknesses; redundancy and spare capacity; resource, component and service thresholds and
tolerances; current, past and forecast throughput and performance; comparisons of actual

achievements against forecast achievements.
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)]

6.5.3.2 | Capacity plan

The capgcity plan should document the actual\performance, the expected business capacity needs and th
service requirements. It should be produced- atiteast annually or more frequently if rates of change to service
and servjce volumes demand it. It should decument the recommended solutions to achieve the agreed servic
targets apd cost options for meeting theibusiness requirements.

The capdcity plan should include:

a)

b)

48

Producing capacity and performance reports, which provide valuable information to many service
management processes. The capacity reports should be consolidated and stored within the capacity
database so that interested parties can refer to them. These reports should include those listed below.

1) Component-based reports and information to illustrate how components are performing and how
much of their capacity is being used.

2) Service-based reports and information to illustrate how the service and its constituent components are
performing with respect to their overall service targets and constraints. These reports provide the
basis of customer service reports and SLM reports on capacity and performance.

3) [KException reports that show management and technical personnel when the capacity @an

erformance of a particular component or service has become unacceptable should also be produced.

In particular, exception reports should be of interest to the SLM process in determining whether th

rgets in SLAs have been achieved or breached. The incident and service request manageme

rocess and the problem management process can then use the exception reports in the résolution ¢
incidents and problems.

—h —~+

Forepasting of future component and service capacity and performance should be dene in a variety ¢f
wayg, depending on the techniques and the technology used. Examples include those listed below.

[

1) Baseline modelling is the first stage in modelling. It is used to create a'baseline model that reflect
ccurately the performance that is being achieved. When this baseline model has been created
redictive modelling can be developed.

2) Trend analysis is completed using the resource utilisation and-~service performance information that
has been collected.

3) Analytical modelling uses mathematical techniques to analyze the performance of computer systems

4) $imulation modelling involves the modelling of discreté’events, e.g. transaction arrival rates against

q
D
given system configuration.

)

D »w O

currgnt and forecast seryice usage, ideally including recommendations regarding opportunities f
influg¢nce the demand for"capacity;

(@)

currgnt and forecast resource usage and performance, including an understanding of which resource
support which{services;

[

the impact({on capacity and performance of agreed requirements for availability, service continuity and
servicé-targets, e.g. workload estimates and capacity requirements in the event of a disaster;

time-scales, thresholds and costs for upgrades to service capacity, e.g. the required dates and costs for
delivery of an increase in service capacity as the result of a business merger;

summaries of relevant business plans, scenarios and patterns of business activity;
summary of changes in business activity, including user profiles if available;
details of the methods, assumptions and information used in calculating the details in the capacity plan;

potential impact of new technologies on capacity and performance;
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i) data and procedures to enable predictive analysis, e.g. modelling techniques;

j) potential impact on statutory, regulatory, contractual and organizational requirements, e.g. a plan to
sustain sufficient storage and back up capacity for electronic medical records to satisfy regulations.

6.5.4 Documents and records

The documents and records produced and retained by the capacity management process should include:

—capacity-plan;

h) capacity management procedures;

d) baselines and profiles;

d) capacity management database;

€) service and resource threshold specifications and the thresholds for events @and alarms;
f] service performance reports;

d) utilization levels and schedules;

H) effectiveness reviews;

i] workload analysis;

j] capacity management exception reports;

K) reviews of incidents records relating to capagity and performance.

he documents and records reviewed by, ¢he capacity management process should include custgmer and
usiness current and future service capacity demands and requirements, including SLAs and requirgd levels

f service and audit reports. Chariges to the capacity plan should be managed through thg change
nanagement process.

30 O

N

.5.5 Authorities and responsibilities

n addition to the process owner, process manager and personnel performing the procedures of theg process
s described in Clause 4.4.2.1, authorities and responsibilities required within the capacity management
process should include the following.

Q

q) Capacity-analyst, responsible for analysing and reviewing capacity and performance data to identjfy actual
and potential capacity issues so that solutions for removing those issues and maintaining service
perfarmance can be identified. The capacity analyst assists in the identification of options and|analysis
and recommendation of the preferred solution(s) to meet ongoing demand for capacity.

by Customer and business representatives, responsible for the documentation and agreement of all capacity
requirements.

6.6 Information security management

6.6.1 Intent of the requirements
The information security management (ISM) process should ensure that security controls are in place to

protect information assets and that information security requirements are incorporated into the design and
transition of new or changed services.

© ISO/IEC 2012 — All rights reserved 49


https://standardsiso.com/api/?name=2c3d137bb0d7a29829977fb7f92fcf6b

ISO/IEC 20000-2:2012(E)

6.6.2 Concepts

Information security should be the result of a system of policies and procedures designed to identify, control
and protect the organization’s information and any resources used in connection with its storage, transmission
and processing.

Management should ensure that clearly defined information security management objectives are in place and
that they align to business needs.

The service provider and customer should categorize information assets according to value, confidentiality o
businesq impact. For each category the service provider and customer should define and agree to~an
acceptahb)le level of risk.

=

6.6.3 [Explanation of requirements

6.6.3.1 | Information security policy

[0

Service fequirements, statutory and regulatory requirements and contractual obligations should provide th
basis of pn information security policy. The policy should give direction on the use.ef{physical, administrativi
and technical information security controls designed to preserve the security(of'information assets, e.g.
confidentiality, integrity and accessibility. The policy should be approved by.managers accountable for the
SMS and the services.

[¢]

[oN

The scope of the information security policy should include but not be limited to physical, administrative an
technical controls required to ensure the confidentiality, integrity and\accessibility of information assets withi
the scope of the SMS. The scope of the information security policy may exceed the scope of the SMS t
accommpdate the needs of the business.

O 5

Management should ensure that personnel, customers and suppliers and internal groups have both adequate
understanding of the contents of the policy and an apprec¢iation for the importance of adhering to it.

Managemment should also ensure that the information security policy is used as part of risk assessments and
during information security audits.

The policy should provide guidance on thé criteria for accepting risks and the approach for managing
identified information security risks, e.gspassword management.

The polity should ensure that internal information security audits are conducted at regular intervals, e.g.
following| an information security-breach or following the deployment of a new or changed service.

The poli¢y should ensure ¢hat information security audit results are reviewed at regular intervals and used t
identify gpportunities forimprovement to information security. For example, correcting vulnerabilities identifig
during an information ‘s€curity audit.

OO

NOTE Persannel with specialist information security roles can find it helpful to become familiar with ISO/IEC 27002,
Informatign techfiology — Security techniques — Code of practice for information security management. This International
Standard jneludes guidance on the content of a security policy.

6.6.3.2 Information security controls

Information security controls should guarantee that the information security management objectives are
achieved and the information security risks are managed. Information security controls can be physical,
administrative or technical.

The service provider should ensure that the controls are documented, describing their related risks and risk

mitigation strategies. The service provider should also define the authorities and responsibilities for reviewing
the controls and how often they should be reviewed.
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The service provider should also define information security controls to manage external organizations and
individuals that need to access, use or manage the organization’s information or services.

6.6.3.3 Risk assessment

ISM process should conduct regular risk assessments to identify information security risks to the live
environment, and then document and put in place specific controls to prevent or minimize the impact of
identified risks. Additionally, the ISM process should perform or ensure appropriate risk assessments are
performed as part of the design and transition of new or changed services.

1

Q

€) define requirements for information security audits.

f] inform decisions regarding the types of controls to be operated.

Risks to information assets should be assessed according tolthe nature of the risk and the potential
impact.

NOTE Personnel with specialist information security. reésponsibilities can find it helpful to become far

he information security policy should ensure that Information security risk assessments:
) are performed at agreed intervals, including for new or changed services;
) are recorded and visible only to approved personnel;

are maintained during changes to business needs, processes and configurations;

) aid in understanding what could impact a service;

BO/IEC 27005, Information technology — Security techniques — Information security risk management.

.6.3.4 Managing information security risks

he information security controls should ensure that the service provider is able to achieve the
anagement objectives and the requirements of the security policy. The controls should also ern
rvice provider to manage all identified information security risks.
he following are examples of.information security controls:

) the information seeurity policy should be established, implemented and communicated to p
suppliers and the‘customer;

) authorities_and responsibilities for the information security management process should be def
allocated;

the effectiveness of the information security policy should be monitored, measured and assessed

business

hiliar with

b service
able the

Brsonnel,

ned and

) Cpersonnel with significant information security roles should receive information security training;

) expert help on risk assessment and control implementation should be available;

f) changes should not compromise the effective operation of controls;

) information security incidents should be reported in line with incident and service request man
process and allocated an appropriate priority;

) an information security incident should be escalated to personnel with appropriate clearance to r

agement

esolve it,

depending on the priority and the level of authorization required to access the security incident record,;

the details of information security incidents should only be visible to personnel with appropriate clearance;
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j) regular risk assessments should be completed to identify changes to the readiness to tolerate risk of the
organization;

k) regular audits should be conducted to assure compliance of the established information security policy
and controls;

I) information security baselines should be defined and effectively applied;

m) findings of information security audits should be analysed, culminating in prioritized action plans;

n) information security training plans and training records should be created and kept up to date.

The seryice provider should work with the supplier management process to ensure information(securif
controls pre identified, documented and managed with any external organization that has access to)or utilize
the servite provider’s information.

n <

6.6.3.5 | Information security changes and incidents

Information security changes and incidents should be processed in accordance with.thie change management
process and the incident and service request management process.

Request$ for change should be assessed to identify any new or changed inférmation security risks as a result
of the prioposed change. The request for change should also be assessed’against any potential impact o
existing $ervices, processes, policies or the existing information security-controls.

]

[

The seryice provider should use the results of reviews of information security incident records as well a
informatipn security assessments and audits to identify potential deficiencies and opportunities fq
improvement.

=

6.6.4 Documents and records

The docyments and records that should be produeéd and retained by the ISM process should include:
a) an information security strategy;

b) information security policy;

c) information security plan;

d) inforfnation security management procedures;

e) information security reports;

f) ISM process effectiveness and efficiency reports;

g) information-secdrity incident records;

h) information security risk assessments;

i) information asset inventories.
Documents and records should be analysed periodically to provide management with information on the
effectiveness of the information security policy. Other features of interest includes trends in information

security incidents, input to a plan for improving the service and control over access to information, assets, and
systems.

6.6.5 Authorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the process
as described in Clause 4.4.2.1, authorities and responsibilities required by the ISM process should include:
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a) customer, service provider personnel and interested parties that require access to ISM Cls and data;

b) personnel that maintain the information security controls.

7 Relationship processes

7.1 Business relationship management

7.1.1  Intent of the requirements

he BRM process should ensure that mechanisms are established to manage the relationship’betyveen the
ervice provider and the customer(s). An outcome from the process should be improved customer satisfaction
nd delivery of value through achievable business outcomes. The accountabilities and résponsibilities of both
ne customer and the service provider for identifying and prioritizing service requirements should Qe clearly
efined. Procedures to manage the ongoing relationship between the service provider and the ¢ustomer
hould be defined and followed.

w.o =+t Q 0 -

=

lechanisms to manage the relationship between the service provider and thecustomer should include:

Q

) a designated individual who is responsible for managing the “customer relationship and ¢ustomer
satisfaction;

H) regular communications with the customer to enable the“\service provider to understand the pusiness
environment, business needs and priorities, and requirements for new or changed services;

d) regular performance reviews with the customer of services in the live environment.

7.1.2 Concepts

The BRM process should be a key enablerytoward developing the strategic alignment between th¢ service
provider and the customer. It should be through the alignment of the customer’s business needs| and the
dbjectives of the service provider thatsincreased business value is achieved. The BRM process should
gontribute to the reduction of any pérceived or actual barriers between the service provider and its cugtomer.

here should be a strong linkibetween the BRM process and the SLM process. The SLM procesgs should
efine and use measures to.evaluate service level performance. The SLM process should manage [currently
elivered services and service levels at an operational level.

o Q9 —

In contrast, the BRM. process should seek to work closely with the customer to understand future pusiness
dbjectives and direction. By doing this, the BRM process should ensure that changes to service$ can be
planned for inadvance of their need by the customer. A good understanding of the customer's pusiness
dbjectives should also allow the service provider to offer closely aligned solutions that meet the cystomer’s
business ‘needs.

Where large commercial services are delivered to many customers it can be difficult to have an individual
relationship with each customer. For example, internet services used by individual househaolds. In this case
consideration should be given to how the service provider interacts with multiple customers. Measurement of
customer satisfaction can be used to ensure that planned services and actual services are aligned to
customer requirements.

7.1.3 Explanation of the requirements

7.1.3.1 General

The service provider should identify and document its customers, other interested parties, suppliers and
dependent sub-contracted suppliers, in order to fully understand the dependencies between services. For
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example, an internet based service being dependent on a service providing secure web portal and encryption
capability. The interested parties can include user groups and business units.

The service provider should classify their customers according to the type of services delivered. Customers
with similar characteristics may be grouped in similar ways to improve efficiency and effectiveness. The
processes defined by the service provider may be different for each type of customer at a detailed level.

The service provider should identify a named individual(s) to be a clear single point of contact, who is
responsible for managing the relationship and customer satisfaction for each customer. This individual may be
chosen to manage the customer relationship on a fulltime basis, or may have the role combined with another
role, if appropriate.

It is posgible for the roles of business relationship manager and service level manager to be performed by th
same pgrson, due to the close relationship between the BRM and SLM processes. If the same person ha
both rolgs, the role descriptions should distinguish the different nature of the roles: the BRM/ process
strategic|while the SLM process is operational or tactical. The risks of having one person performing these tw
roles with such different perspectives should also be managed.

o wnw wn O

The communication mechanisms established with the customer should include ad-hetc 'meetings and informal
meetingg, in addition to formalized and documented meetings. These communications should build g
relationship with the customer, identify changes in business priorities and-ebjectives and then triggd
communjcation back to the service provider for action.

pia

The communication mechanisms should aid understanding of the businéss environment in which the servic
operates| including business needs, customer requirements and majof\changes. The service provider shoul
use this information to respond to the identified needs.

[eNN¢)

Service providers can use a tool to track and manage informatien about the customer.

7.1.3.2 | Customer service management reviews

The senvice provider should hold formal meetings with the customer to review customer satisfaction, strateg
direction|and major exceptions to the performance of the services. These meetings should include reviews ¢
SLAs anf performance, changes within the service provider's organization and changes within the customer
organizagion.

- O

[

The medtings should be attended by<representatives from all parties. The meetings should be scheduled i
advance|and held regularly, at least) annually. The actual frequency should be influenced by the rate ¢
change ih service requirements, major projects such as new services and the quality of the service delivereq
Meetingg should be more frequent than the annual minimum when the service provider and customer ar
managing a high rate of change or when there are concerns about the quality of services. For example,
rapid rate of change in~service requirements, major projects such as new or changed services. Holdin
customef review meetings more than four times a year can be counter-productive when there is insufficient
content fpr the meeting for the management representatives involved.

T D0 =S

The outgomes-of customer reviews can result in the identification of new services or changes required to
existing $ervices or service levels. The service provider should ensure that changes to SLA(s) and contract
are managded through the change management process and follow the established SLM process.

(2

Traceability from the customer requirements to the service change should be established.

7.1.3.3 Customer satisfaction

The service provider should establish a formal mechanism for recording customer satisfaction. The frequency
and scale of any measurement should be agreed with the customer in advance, and this should include the
sample of users to be surveyed. Such activities may often be driven by the service desk, also known as level
1 support, following incident/problem resolution. However, for true measurement of customer satisfaction, a
broader measure should be undertaken that includes, for example, number and type of service requests,
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actual cost, perceived cost and business value of the delivered services. The results should be identified,
analysed and reviewed to identify opportunities for improvement.

Satisfaction survey results should be measured over time, so that trends in satisfaction can be tracked and
any necessary issues or improvements identified.

The documented service complaints procedure should include recording, investigating, acting upon, reporting
and closing any service complaints received. It should include an escalation procedure to be used if the
customer does not agree to or accept the proposed actions or resolution. The complaint should remain open
until the customer provides formal agreement that it can be closed.

Tlhe service provider should understand, define and agree with the customer what constitutes a formJaI service
gomplaint. A formal service complaint is normally very serious and submitted in written rather than verbal
form. The formal service complaint should be sent by a manager of the customer to a manager of thg service
provider. An incident or problem may be the cause of complaints but they are not themselves complaints.

—

he outcome of the review of the complaint should be summarized and reported back to the customgr so that
ney can see that their opinions have been taken seriously and acted upon.

—

7.1.4 Documents and records
Documentation for the BRM process should include:

q) a description of the customer/interested parties, including basic contact information, key roles,|services
consumed,;

b) a role specification for the designated individual to bé<shared with the customer;

d) agenda and minutes from any formal meetings between the customer and service provider;
d) notes from any informal meetings betweenthe customer and the service provider;

g) summary of service metrics showing overall performance of the service provider;

f] service complaints procedure;

d) records of complaints andiactions taken;

H) customer satisfaction survey/measurement;

i] records of satisfaction review, analysis and action;

j] summary ef outcomes from customer satisfaction for feedback to customer.

7.1.5 _‘Authorities and responsibilities

In @ddition to the process owner, process manager and personnel performing the procedures of thg process
as described N Ctause 4 4.2, authorities and responsibiffttes required within the BRMprocess should
include:

a) a business analyst role, responsible for performing overall customer satisfaction activities, including
collecting and analysing complaints, customer satisfaction data;

b) a business relationship manager role, responsible for:

1)  improving customer satisfaction for each customer;

2) acting on behalf of the customer within the service provider’s organization;
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3)

4)

5)

6)
7)

8)

9)

10)
11)

The namje of this role can vary, although business relationship manager is common. Other possible titles ar

custome

be mergéd with another, or be performed by a whole team, depending on the¢circumstances.

In order

service grovider's own business, the technology and the customer's.business requirements and priorities. Th
expertisg¢ should also be used to communicate customer requirements to the service provider's technolog

specialis|

parties should be recognised as an important aspect of thetole. The service provider should also recognis

that thes

7.2 Sypplier management

721 |

The purgose of the supplier management-process should be to manage suppliers to ensure the provision ¢

seamles
services
be used
provider.
manage

7.2.2

Supplier[management procedures should ensure that:

a) the quppliers understand their obligations to the service provider;

b) agre

establishing efficient and effective communication mechanisms between the service provider and
customer(s);

conducting service reviews with the customer and ensuring improvements or actions are
implemented;

ensuring that any changes to the customer's requirements are reflected in the SLAs and other
documents, by the SLM process;

liaising with the SLM process;

management of formal service complaints to ensure they are resolved to the satisfaction of the
customer;

ensuring that measurement of customer satisfaction is undertaken routinely and the (resulfs
analysed, reviewed and acted upon;

communicating the results of customer satisfaction and resulting actions back to the Customer in p
timely manner;

ensuring any escalations from the customer are dealt with in a timely and effective manner;

understanding and planning for future business requirements.

[¢)

- relationship manager or account manager. The service provider should be aware that this role can

to perform this role effectively the service provider should recognise the need for expertise in th

s. The complexity of this role means that attention o "detail and the ability to liaise with multipl

O DOP< »w @

b responsibilities are beyond the capabilities of a junior entry-level position.

Intent of the requirements

f
5, quality services. Service providers can use suppliers to operate some parts of the processes qr
or to supply components stich as hardware and software. The supplier management process should
for all suppliers. Thissincludes suppliers operating processes or parts of processes for the service
The supplier management process can be a useful supplement for the SLM process for the
ent of internal groups and customers acting as suppliers.

oncepts

ed requirements are met within agreed service levels and scope;

c) changes to requirements and obligations are managed;

d) business transactions between all parties are recorded;

e) information on performance of all suppliers can be observed and acted upon;

f) the service provider's SLAs with the customer are aligned with the supplier contracts.

56
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7.2.3 Explanation of requirements
7.2.31 Managing contracts

The service provider should designate a contact person responsible for the relationship with each

2012(E)

supplier.

There should also be designated contacts between suppliers where services or components of services have

dependencies.

The contract should include the requirements and service levels required of the supplier. The servic
agreed in_the supplier’s contract should be articulated to _ensure that the service provider's SLAs

e targets
with the

stomer can be met. If supplier service levels are not aligned with SLAs, this should be managed
ith plans developed to resolve the risk in a timely manner.

Il supplier contracts should contain a review schedule. At least an annual review should bg ‘sched
review should assess whether the business objectives for sourcing a service or a serviéescompone
lid and the supplier is achieving agreed performance against the service targets in the-contract.

here should be a clearly defined process for managing each contract. The process for contract am
ould also be clearly defined. Any changes to this procedure should be/formally notified to all
ppliers.

a contract includes penalties or bonuses, their basis should be ‘clearly stated and compliang
requirements and service targets measured and reported upon.

hen a supplier is to provide part of a service, the service provider should ensure that the contract
pplier includes everything necessary to enable the achievement of the relevant customer requirems
ould be assured and documented prior to making a cemimitment to the customer. The supplier sh
ccept the service provider will have governance ofthe service management processes operate
pplier, as described in Clause 4.2.

he service provider should, at planned interval§;sobtain evidence that the supplier is meeting all reqy
the contract, and has quality processes that'effectively ensure these requirements will be met con
his may be achieved by means of the service provider auditing the supplier.
Il outcomes of meetings, reviews-and audits concerning the subcontracted service should be rev

identify opportunities for improvement. Where changes are required, they should be controlled
ange management process:

.2.3.2  Supplier details

he service providershould maintain the following for each service and supplier, even if this informat
imcluded in the contract:

) a definition-of services, roles and responsibilities;

) scope and capability of the service;

as a risk

led. The
t remain

endment
affected

e to the

with the
nts. This
buld also
d by the

irements
sistently.

iewed to
sing the

on is not

requirements to be fulfilled by the supplier;

d) defined and agreed service targets, penalties or consequences for service targets not met;

e) workload characteristics such as number of transactions, number of servers or database size;
f) agreed exceptions criteria for SLA;

g) contract management process, the authorization levels and a contract exit plan;

h) payment terms if relevant;

i) agreed reporting parameters and records of achieved performance.
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7.2.3.3 Managing sub-contracted suppliers

It should be clear whether the service provider is dealing with all suppliers directly or with lead suppliers, each
taking responsibility for sub-contracted suppliers.

The service provider should obtain evidence, from lead suppliers, that lead suppliers are formally managing
sub-contracted suppliers. This evidence should be guided by the requirements of ISO/IEC 20000-1. The lead
supplier should be required to record the names of all sub-contracted suppliers and their responsibilities and
relationships. This information should be made available to the service provider if required. An example of
suppliers_and sub-contracted suppliers providing part of a service is shown in Figure 3, taken from
ISO/IEC|TR 20000-3.

Organization X Organization X

Customer B

Customer A

Internal service provider

A A

External service provider

‘ Lead supplier H Supplier ‘ ‘ Lead supplier H Supplier ‘

Sub-contracted
supplier

Sub-contracted
supplier

Sub-contracted
supplier

Sub-contracted
supplier

Sub-contracted ‘Sub-contracted
supplier supplier

Figure 3 — Example of relationship with lead suppliers and sub-contracted suppliers

7.2.3.4 | Contractual disputes management

Both the| service provider and the supplier should agree a process for managing disputes. This should b}
defined pr referred to within the gentract and implemented if necessary. An escalation path should b
availablg for disputes that cannot™be’ resolved through the normal means of communication. The proces
should epsure that disputes are-recorded, investigated, acted upon and formally closed.

[

7.2.3.5 | Contract termination

The confract management process should include provision for contract termination, either at the expecte
end or pfematurely.)lt should also provide for the transfer of the service to another organization at the end ¢
the contfact. The contract termination clauses should clarify the responsibilities for closing or transferring th
service, ¢osts, ‘dwnership of intellectual property, hardware, software licences and data.

o

[¢]

7.2.4 Documents and records

An approved copy of all supplier contracts should be held by the service provider and the supplier. The
contracts should include or reference a service definition and identify the service management processes that
cover all services delivered by the supplier. The interface between processes operated by multiple parties
should be documented.

The service provider should also hold:

a) the names, responsibilities and relationships within the organizations of all interested parties, including the
customer, service provider, lead supplier and any subcontracted suppliers;
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b) evidence that the service provider is formally managing the supplier, including records and actions from

periodic contract review meetings, and reports from any subcontract audits;

c) evidence, similar to the above, that lead suppliers are formally managing subcontracted suppliers.

7.2.5 Authorities and responsibilities

In addition to the process owner, process manager and personnel performing the procedures of the
as described in Clause 4.4.2.1, authorities and responsibilities required within the supplier man

rocess should include the following
~J

) Supplier relationship manager, a designated individual responsible for managing the senvice [

process
agement

rovider's

relationship with a specific supplier. This includes management of the contract and performancg. Where

several personnel are engaged in these activities, there should be a procedure to ensure that inf
on supplier performance is consistent, comparable, observed and acted on.

) Defined contact person within each supplier.

Resolution processes
8.1 Incident and service request management

8.1.1 Intent of the requirements

he incident and service request process should manage incidents and service requests consig
gnsure that incident resolution or request fulfilment is achieved within agreed service targets and time

8.1.2 Concepts

he incident and service request management process should enable the effective and efficient man
df all incidents and service requests, in alignment with business and customer priorities. Data collecte
gf the incident and service request process should be used to monitor performance against relevar
targets. This data can be included in_service reports to the customer.

An incident is considered to be an unplanned interruption to a service, a reduction in the quality of a S
g failure of a configurationdtem that has not yet impacted a service. Examples of service requests ma
standard changes, e.g.dow Tisk, well defined and pre-approved changes, requests for information, req
duidance or requestsfor-access to standard services.

he incident and service request management process should be supported by two separate dodg
procedures. Thefirst is for the management of incidents, the second for the management of service
he two procédures should define the following:

) theconsistent recording of incidents and service requests;

lormation

tently to
frames.

agement
d as part
t service

ervice or
y include
uests for

umented
equests.

service targets;

c) activities necessary to resolve incidents and fulfil service requests, as detailed in the paragraphs below;

d) the actions needed to update and close incident and service request records on confirmation
user that the incident has been resolved or the service request fulfilled;

from the

e) escalation as appropriate to ensure resolution or fulflment of each incident or service request in

accordance with the agreed service levels.
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The incident and service request procedures should include the comparison of incidents against known errors

and prob

lems and service requests against the catalogue of services.

8.1.3 Explanation of requirements

8.1.3.1

Receiving and recording incidents and service requests

Procedures for the incident and service request management process should define the mechanisms for
receiving and recording incidents and service requests. This should ensure:

a) aco

b) the s

c) appr
hour,

All incids
service t
Cls are

resolutio

The prio
possible
urgency

Incidentd
whether

response
informati

A matrix
requests
incidents
categorie

nsistent approach to handling;

torage and retrieval of data as required by an organization;

[¢]

bpriate communication channels/methods are used and are available, both within_@greed servic
5, and outside those hours.

nts and service requests should be classified so they can be acted upon in line with their priority an
brget commitment. Classification by incident or service request type should.in€lude determining whic
impacted, which in turn should help to identify the personnel who may' need to be involved i
h or fulfilment.

o O

>

ity should be agreed with the customer upon receipt of the incident-or service request, or as soon g
afterwards. The determination of the priority should be based on an assessment of the impact an
pf the incident or service request in question.

[o NN 7))

and service requests should be evaluated for possible security implications and determination
security incident response procedures should bemplemented in addition to normal operational
. For example, operational personnel should have procedures established to determine whether
bn security personnel or law enforcement personnel should be contacted.

of priorities based on impact and urgeficy should be developed for both incidents and service
as part of discussing and agreeing the. service targets. An example of target resolution times fqr
based on priority is shown in Table”1. The general principles of targets based each of several
s should be adopted for both incidents and service requests.

Table 1 — Example matrix of incident resolution target times based on priorities

Impact

Urgency

Major High Medium Low

High

P1: Resolution jn~2:hours

P2: Resolution in 4 hours

P3: resolution in 1 day

P4: Resolution in 2 days

Medium

P2: Resolutién‘in'4 hours

P3: Resolution in 1 day

P4: Resolution in 2 days

P5: Resolution in 3 days

Low

P3: Resolution in 1 day

P4: Resolution in 2 days

P5: Resolution in 3 days

P6: Resolution in 5 days

Table 1

5 forincidents, but service requests can have different target times and require a separate table.

8.1.3.2

Incident and service request lifecycle and use of data

The following should be defined as part of the incident and service request management process.

a)

b)

identification of input sources for incidents and service requests;

responsibilities for the creation and update of incident and service request records;

c) use of appropriate information sources, e.g. CMDB, known error database, the catalogue of services,
other relevant document and records;
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relationship with/interface to the problem management process;

rules for escalations, including triggers, functional or hierarchical types and authority to invoke;

2012(E)

interface to the change management process when a request for change is used to enable resolution of

incidents or to fulfil service requests;
responsibility for verification of resolution of the incident or fulfilment of the service request;

the policy and approach for closure of the incident or _service request, e.q. the process shoul

d seek a

g)

B)

)
B)

confirmation of effective recovery from the user or customer, then update the record, and finall
record to a status of closed.

Without confirmation of effective recovery from the user or customer, the service provider may
maccurate assumption that the incident has been resolved or the service request has beényfulfilled.

8.1.4 Major incident procedure

Tlhe incident and service request management process should include a doeumented procedure sy
for the handling of major incidents. A major incident generally imposes higher impact and special at
required to resolve it.

Tlhe maijor incident procedure should define:

what constitutes a major incident;

who has the authority to declare a major incident and<how it will be declared;

who should coordinate and control activities and*'who should be involved;

how resolution efforts will be conducted;

what communications should be provided during and following major incidents;

the format, timing and participahts required for a major incident review following resolution;

the interfaces with the setvice continuity and availability management process, in the event thg
continuity invocation is‘required.

8.1.5 Documents and records

Tlhe documenistand records that should be produced and retained by the incident and servicg
management-process should include:

incident and service request management procedures;

y set the

make an

ecifically
ention is

t service

request

incident records;

¢)]

service request records;
major incident records, including major incident reviews and action plans;

reports on incident and service requests over a given time period;

incident resolution and service request fulfilment performance reports, including instances where service

targets were exceeded or not met;

statistical reports on call types, call closure types, call classifications, volume breakdowns;
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h) exception reports for incidents and service requests mishandled, where quality factors may include
categories such as misclassifications, priority adjustments, escalations, re-opened incidents and service
request records with incorrect data;

i) incidents passed to the problem management process for problem investigation;

j) any potential improvements that have been identified or where action has been taken.

8.1.6 Authorities and responsibilities

In additign to the process owner, process manager and personnel performing the procedures of the proces
as descr|bed in Clause 4.4.2.1, authorities and responsibilities required within the incident and service reques$
manageinent process should include those listed below.

-~ N

a) Majdr incident manager, responsible for invocation of the major incident management.process, the
resppnse team and identifying the roles and personnel required for each major incident.

b) Levdl 1 support, which provides a communications role for gathering the initial symptom data and ongoing
comimunications with end users.

[oX

c) Resglution groups that can be designated as level 2 and level 3 support. Thése groups would be assigne,
escalated incidents for diagnosis and resolution, and typically would have technical skills and experienc
exceeding those of level 1 support personnel.

D

d) Servjce delivery groups that can be assigned tasks to assist in thé)completion of each service request.

e) Extefnal suppliers and vendors that can provide support services as defined within underpinning contract
and agreements.

[

8.2 Prpblem management

8.2.1 Intent of the requirements

The proljlem management process identifies the unknown, underlying root causes of incidents and propose
permangnt resolutions through the change“management process. The problem management process als
proactivgly prevents incidents from occurring through trend analysis and recommendations of preventativi
action.

O O »w

8.2.2 oncepts

The prollem management process should investigate the root causes of incidents. The problem management
process [should then minimize or avoid the impact of incidents and problems through proposing permanemt
solutiond via the change management process.

The problem management process should also produce and manage the known error records includin
temporaty fixes once the underlying root cause has been identified. The known error records can be used f
ensure efficient incident resolution and organizational learning

(o) (o]

The problem management process should have a defined scope and should determine the problem
management methods used. It can be useful to have a problem management policy that can define the criteria
for both prioritization and investigation of problems.

The primary focus of the problem management process for many organizations is based upon incidents that
have already occurred. There can be tremendous benefit to the organization in finding permanent resolutions
for the highest impact and highest risk problems, which in turn can enable the services to become more
reliable, cost-effective and efficient.
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Once the environment has become more reliable as a result of these problem management activities, it may
be possible for personnel to spend more time on proactive problem management. Proactive problem
management activities should be aimed at preventing incidents from occurring in the first place. For example,
identifying a potential single point of failure for a business critical service and proposing redundancy to prevent
any future incident impacting the customer.

8.2.3 Explanation of requirements

The problem management process should include the procedures listed below.

)

Problem identification, including:

1) detection of an unknown root cause of one or more incidents;

2) the analysis of one or more incidents revealing an underlying problem;

3) a notification from a supplier or an internal group of a problem with a component of the servic
Problem recording, to ensure that each problem is recorded. The records should include releva
of the problem, including the date and time, and a cross-reference to the incident(s) that init
problem record.

Problem classification and prioritization, which should ensure that;

1) each problem is categorized to help determine its naturé._and to provide meaningful inf
making use of the same classification criteria that are<used in the incident and servicg
management process;

2) each problem is given a priority for resolution according to its urgency and the impact d
incidents;

3) time and resources for investigating the preblem and identifying the best options for resol
allocated according to the priority of the problem;

4) the resolution of the problem is allocated time and resources according to the priority of the|
and the benefit of making the change'in order to fulfil service requirements.

Problem investigation and diagnosis; which should ensure that:

1) each problem is investigated to diagnose the root cause;

2) a method of resolution can be identified, which depends on the impact of related incide
potential incidents| whether or not a temporary fix exists and the estimated cost of resolution;

3) a decision toresolve the problem depends on the impact of related incidents, whether a tem
exists and the-cost of resolution;

4) a decision/not to resolve the problem is managed according to the problem management poli

5) the-problem management process is able to support the incident and service request man
process even before the known error is found, through identifying a temporary fix;

B) (problem diagnosis is complete when the root cause is identified and a method of reso

WV

ht details
ated the

brmation,
request

f related

ution are

problem

ht(s) and

borary fix

LY
agement

ving the

problem is identified.

¢)]

Problem tracking should ensure that the progress of all problems is recorded to:

1) track the progress through the problem management process, including details of the person
responsible for progressing the problem;

2) record all resources used and actions taken.

Problem escalation should ensure all issues are escalated to appropriate parties including:

1) identification of related incident(s) breaching service targets;
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k)

64

2)

3)
4)

cascading information to the customer so they can take appropriate actions to minimize the impact of
the unresolved problem;

enable the service desk or level 1 support to provide regular updates to affected users or customers;

defining the escalation points.

Documenting known errors, which should ensure that:

1)

5)

Probjem record closure, when the known error has been identified and recorded, should ensure that:

1)
2)
3)

Majgr problem reviews held to investigate unresolved, unusual or high impact problems, should ensure:

1)
2)

Problem reviews should be recorded and should include appropriate recommendations for improvement
to the service. They should examine:

Pro

1)

when the root cause and a proposed method of resolving the problem is identified, a known error is
recorded in the known error database, together with details of any temporary fix;

4 known error record is not closed until after the permanent solution has been successfully
implemented via the change management process;

known error records are made available to all relevant personnel and they are regularly madesawar
of any new or updated known error records;

[©]

if a known error record stays open for a defined duration of time, it is reviewed and keptiup to date s
that no obsolete information is held in the known error database;

O

all known errors are recorded against the current and potentially affected services and the
gonfiguration item suspected of being at fault.

details of resolution have been accurately recorded;

Ie problem record has been matched to any related incidents {o\facilitate analysis;

e root cause is categorized to facilitate analysis.

:Lsks to the business, the customer or service provider are identified and managed;

ere is management visibility into the reasons’for unresolved problems, as well as their ongoing
business impact.

[

opportunities to improve the prablem management process;
opportunities to improve other)processes, services or the SMS;

how to prevent recurrenee.or a particular type of problem;

vhether training orawareness should be provided to correct or prevent incidents caused by human
rror;

hether there:tias been any responsibility on the part of suppliers, customers or internal groups fq
roblems that have occurred and whether any follow-up actions are required.

=

tive problem management should ensure that:

incident and problem data, the CMDB and other relevant information sources are analysed to identify
trends;

incident and problem data, the CMDB and other relevant information sources can be used to improve
decision making and assist with pre-empting possible degradations of service;

the knowledge gained from a problem review is communicated to the customer to ensure that the
customer is aware of the actions taken and the service improvement recommendations identified;

key measurements that demonstrate the business value of proactive problem management are
defined;

potential single points of failure, emerging trends and risks to services are identified and options are
proposed through the change management process.
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8.2.4 Documents and records

The documents and records, that should be produced and retained by the problem management
should include:

a) problem management procedures;
b) problem records;

c)__known error records;

2012(E)

process

d) details of temporary fixes;

€) links to changes resulting in permanent fixes;

f] problem review records including minutes of problem review meetings;
d) management reports including incident and problem trend information;

R) recommendations for service improvements.

I

problem management policy can be useful to facilitate and support the.problem management proce

8.2.5 Authorities and responsibilities

n addition to the process owner, process manager and pétsonnel performing the procedures of the
s described in Clause 4.4.2.1, authorities and responsibilities required within the problem man
process should include:

Q

fix and create the associated known error.data record;

H) suppliers, customers or internal groups involved in providing resolutions, temporary fixes, kng
information, advice and reviews.

(o]

Control processes
9.1 Configuration management

9.1.1 Intent of the requirements

he configuration management process should include the identification, control, recording, tracking,

process
agement

q) personnel who carry out the root cause analysis of problems, determine the resolution and/or t¢mporary

wn error

reporting
establish
ross the
erify the

ices they

The scope of the configuration management process should exclude financial asset management but include

an interface to the financial asset management process.

9.1.2 Concepts

The configuration management process should provide a focal point for the management and control of the
evolving service assets and configurations, as well as their relationships. It should include activities to plan

and perform the configuration management process.
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Configuration management should document the definition of each type of Cl and identify each Cl according
to the configuration management policy and procedures. The information recorded for each CI should ensure

effective

control of each Cl and its associated configuration information.

Configuration information is recorded in a CMDB that includes data on configuration items, versions,
relationships, baselines and releases. The information for each CI should include an identifier, description,
status, location, its relationships and associated records such as requests for change, incident, problem and
known error records. Configuration information should be maintained by approved individuals and made

available

only to approved interested parties.

913

9.1.3.1

Planning
control th

a) fulfil

b) ensd
regu

c) ensd
d) main

9.1.3.2

The configuration management process should be planned to ensure that there are sufficient resources an

capabiliti
configura

a) plan
chan

b) thed
c) auth
d) docd

e) thel
acco

f) the
conf

Explanation of requirements

Configuration Management activities

for the configuration management process should enable a service provider to achieve-a degree ¢
at is sufficient to:

the agreed requirements of the customer, user, service provider and other intefested parties;

re that assets, including licences, used to deliver services are managed ‘according to statutory an
atory requirements and contractual obligations;

re that the integrity of information about services and service components is maintained;

tain the recorded configuration information to ensure its reliability and accuracy.

Resources and capability
es for both the implementation and maintenance of the evolving Cl records. The scope of th
tion management process and policy should-include:

hing the scope of the configuration management process aligned with the SMS and the scope of th
ge management process;

efinition of each type of Cl and\its relationships to other Cls and service components;
brization to access and cantrol changes to Cls;
mented procedures for identifying, recording, controlling and tracking versions and the status of Cls;

bcations and conditions of storage for physical Cls and in the case of information, storage media, i
rdance withidesignated levels of integrity, security and safety;

Criteria “or events for commencing configuration control and maintaining baselines of evolvin
gurations;

=

D O

D

>

g) a documented procedure including the authorities and responsibilities for planning and conducting audits,
reporting results and maintaining audit records;

h) planning for the removal, archiving, disposal or transfer of data regarding Cls in accordance with statutory
and regulatory requirements and contractual obligations;

i) sufficient automation to ensure effective control , e.g. to reduce opportunities for human error.
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9.1.3.3 Identification and definition of Cls

Planning should include the identification and definition of Cl types that are subject to the control of the
configuration management process. Cls should be chosen using established selection criteria, grouped,
classified and identified in such a way that they are manageable and traceable throughout their lifecycle.

Each service should be classified or segregated into logically related and subordinate groups of the
constituent service components that enable:

a) _interested parties to find and use the configuration information that they are allowed to use;

bH) a shared understanding between the interested parties on how information about Cls “and their
relationships are managed;

d personnel involved in all service management processes to have access to the CMDB, the configuration
management policy and procedures that are required or useful to help them fulfil their role;

d) the service provider to implement editable access to the CMDB solely to-personnel having thg correct
levels of authority and provide read access to all other personnel.

Is should be clearly identified by unique, durable identifiers or markings;-where appropriate. The ifdentifiers
hould be in accordance with relevant standards and conventions,so.that all Cls under the contiol of the
onfiguration management process are unambiguously traceabley*to their specifications or equivalent,
ocumented descriptions. There should be a list of Cls and a définition of the information to be recprded for
ach CIl. Appropriate relationships and dependencies between Cls should be identified to prqvide the
ecessary degree of visibility and control.

30 O 0O 0 N

9.1.3.4 Types of Cls

o

| types should include:

g) services as listed in the catalogue of services and their related information and documents, ¢.g. SLA,
agreement, contract, service requirements, specification of service design;

b) service components including| hardware, software and licences, tools, applications, docunientation,
supporting services;

d) all issues and releases-of/services, systems and software configuration baselines or build state:l?ents for
each applicable environment and standard hardware build, e.g. image of a hardware configuration;

d) master copiesof Cls stored in physical and/or electronic libraries, the CMDB and tools used;
€) informatiofi'sécurity assets;

f] assefs that need to be tracked for financial asset management or business reasons, e.g. secure magnetic
média, equipment;

) SMS documentation e-g pnlir\inc process documentation prnr\nrhlrne plnnc
H . - H b H -

Each ClI type should have associated information in the CMDB or in integrated documents or records.

9.1.3.5 Maintenance of Cls

Performing configuration management should include activities to maintain information on Cls and their
relationships with an appropriate level of integrity and security.

The configuration control procedures should ensure that only agreed and identifiable Cl types and records are

accepted and held in a suitable and secure environment. No Cl should be added, modified, replaced or
removed/withdrawn without appropriate controlling documentation, e.g. an approved request for change. The
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