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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

stablished by the respective organization to deal with particular fields ot technical activity. 150
teéchnical committees collaborate in fields of mutual interest. Other international organizations, gove

and IEC
rnmental

nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of information

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

he main task of the joint technical committee is to prepare International Standards. Draft Inte

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

b= Fl >

ghts. ISO and IEC shall not be held responsible for identifying any or:all such patent rights.

BO/IEC 20000-2 was prepared by BSI (as BS 15000-2) and) was adopted, under a special “
rocedure”, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its
y national bodies of ISO and IEC.

oo

BO/IEC 20000 consists of the following parts, under the general title Information technology —

management:

- Part 1: Specification

— Part 2: Code of practice

rnational

1
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
=

ttention is drawn to the possibility that some of the elements of this document may be the subject pof patent

ast-track
approval

Service
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Introd

As a cod

uction

e of practice, this part of ISO/IEC 20000 takes the form of guidance and recommendations. It should

not be quoted as if it were a specification and particular care should be taken to ensure that claims of
compliance are not misleading.

This part
with this

It is assy
qualified
of a cont

o

of ISO/IEC 20000 should be used in conjunction with ISO/IEC 20000-1, the specification associate
code of practice.

med that the execution of the provisions of this part of ISO/IEC 20000 is entrusted to-appropriately
and competent people. An International Standard does not purport to include all necessary provisions
ract. Users of International Standards are responsible for their correct application.

Complia

This par{ of ISO/IEC 20000 describes the best practices for service management_processes within the scopge
of 1ISO/IEC 20000-1.

Service
to meet
helping ¢

ISO/IEC
part of 1S

The ISO
delivered

With the

ce with an International Standard does not of itself confer immunity from legal ‘ebligations

elivery grows in importance, as customers require increasingly @dvanced facilities (at minimum cos
their business needs. It also recognizes that services andfservice management are essential fo
rganizations generate revenue and be cost-effective.

~

20000-1 is a specification for service management-and should be read in conjunction with this
O/IEC 20000.

IEC 20000 series enables service providers to understand how to enhance the quality of servig
to their customers, both internal and external:

[¢)

increasing dependencies in support services and the diverse range of technologies available, service

providers
time pla
structur

Those s
response
satisfacti

The ISQ
independ
series a

can struggle to maintain high leyels of customer service. Working reactively, they spend too little
ning, training, reviewing, investigating, and working with customers. The result is a failure to adopt
, proactive working practices.

=

me service providers aré_being asked for improved quality, lower costs, greater flexibility, and fast
to customers. Effective)service management delivers high levels of customer service and customgr
on.

/IEC 20000 series draws a distinction between the best practices of processes, which a
ent of organizational form or size and organizational names and structures. The ISO/IEC 200
pplies to<boeth large and small service providers, and the requirements for best practice servi

managernent pfocesses do not change according to the organizational form which provides the management

framewo

rk within which processes are followed.

Vi
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Information technology — Service management —

Part 2:
Code of practice

Scope

his part of ISO/IEC 20000 represents an industry consensus on quality standards for IT(service management

rocesses. These service management processes deliver the best possible service\to"meet a cu

stomer’s

usiness needs within agreed resource levels, i.e. service that is professional, costreffective and With risks

hich are understood and managed.

he variety of terms used for the same process, and between processes and\functional groups (and
n make the subject of service management confusing to the new_mahager. Failure to unders
terminology can be a barrier to establishing effective processes. Undersianding the terminology is 4

ob titles)
tand the
tangible

nd significant benefit from ISO/IEC 20000. This part of ISO/IEC 20000 recommends that service providers

ould adopt common terminology and a more consistent approach to service management. It

gives a

mmon basis for improvements in services. It also provides a framework for use by suppliers gf service

anagement tools.

s a process based standard this code of practice_is not intended for product assessment. IHowever,

rganizations developing service management tools{products and systems may use both the spe
nd the code of practice to help them develop tools, products and systems that support best practic
anagement.

his part of ISO/IEC 20000 provides guidance to auditors and offers assistance to service providers
service improvements or to be audited adgainst ISO/IEC 20000-1.

5O/IEC 20000-1 specifies a number.of related service management processes as shown in Figure 1

Service Delivery Processes

; : Inf i i
Capacity Management Service Level Management bl

Management
Service Continuity and Service Reporting Budgeting and
Availability Accounting

Management for IT services
Control Processes

Configuration Management

Release > ChengeManagement 1~ Relationship

cification
B service

planning

FTOCESSES Resolution FTOCESSES
Processes Business Relationship
Release Management Management
Incident Management

Problem Management LA L

Figure 1 — Service management processes

© ISO/IEC 2005 — All rights reserved


https://standardsiso.com/api/?name=9546237ec9d152f695e04f6db54048e4

ISO/IEC 20000-2:2005(E)

2 Ter

ms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20000-1 apply.

3 The management system

Objective: To provide a management system, including policies and a framework to enable the effective
management and implementation of all IT services.

3.1 MeLnagement responsibility

The role
any serv

To ensu

manageinent plans. This senior responsible owner should be accountable for the overall delivery of th

service n

The sen
improver

The sen
define pg

3.2 Dg

The sen
policies,

Much of

which may be any type, form or medium suitable for their purpose.

of management in ensuring best practice processes are adopted and sustained is fundamental fq
ce provider to meet the requirements of ISO/IEC 20000-1.

=

re commitment an owner at senior level should be identified as being responsible for servic

D D

nanagement plan.

or responsible owner’s role should encompass resourcing for any continual or project based servige
hent activities.

or responsible owner should be supported by a decision-taking group with sufficient authority t
licy and to enforce its decisions.

O

cumentation requirements

or responsible owner should ensure that evidencé\is available for an audit of service management
plans and procedures, and any activities related-to‘these.

the evidence of service management planning and operations should exist in the form of documentsg,

wing documents are normally considered suitable as evidence of service management planning.
ies and plans;

ce documentation;

edures;

esses;

ess control'records.

nould* be a process for the creation and management of documents to help ensure that the

The follo
a) polig
b) serv
Cc) prog
d) prog
e) prog
There s
characte

istice dascribad-are-maet
ISHES-aescHoeaaremet

Documentation should be protected from damage due, for example, to poor environmental conditions and
computer disasters.
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3.3 Competence, awareness and training

3.3.1 General

2005(E)

Personnel performing work within service management should be competent on the basis of appropriate
education, training, skills, and experience.

The service provider should:

3

n

=& O 3 (D

(98}

)
)

)
)

determine the necessary competence 10r eacn role in service management,

ensure that personnel are aware of the relevance and importance of their activities within t
business context and how they contribute to the achievement of quality objectives;

maintain appropriate records of education, training, skills and experience;
provide training or take other action to satisfy these needs;

evaluate the effectiveness of the actions taken.

.3.2 Professional development

neasures taken to achieve this, the service provider should address the following:

)

recruitment: with the objective of checking thecwvalidity of job applicants’ details (includ
professional qualifications) and identifying applicants’ strengths, weaknesses and potential ca
against a job description/profile, service management targets and overall service quality objective

planning: with the objective of staffing of‘new or expanded services (also contracting service
new technology, assigning service management staff to development project teams, succession
and filling other gaps due to anticipated staff turnover;

training and development: with\the objective of identifying training and development requirem
training and development plan and providing for timely and effective delivery.

taff should be trained in the relevant aspects of service management (e.g. via training courses, s
hentoring and on the job_fraining) and their team-working and leadership skills should be deve
hronological training. tecord should be maintained for each individual, together with description
aining provided.

.3.3 Approaches to be considered

order_terachieve teams of staff with appropriate levels of competence the service provider shou

n theteptimum mix of short term and permanent recruits. The service provider should also decid
ptimum mix of new staff with the skills required and re-training of existing staff.

he wider

Tlhe service provider should develop and enhance the professional competence of their workforce. Among the

ng their
babilities,
S,

s), using
planning

ents as a

eIf study,
loped. A
s of the

d decide
e on the

NOTE The optimum balance of short term and permanent recruits is particularly important when the service provider is
planning how to provide a service during and after major changes to the number and skills of the support staff.

Factors that should be considered when establishing the most suitable combination of approaches include:

a) short or long term nature of new or changed competencies;

b)

rate of change in the skills and competencies;

c) expected peaks and troughs in the workload and skills mix required, based on service management and

service improvement planning;
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d) availability of suitably competent staff;

e) staff

turnover rates;

f) training plans.

For all staff, the service provider should review each individual's performance at least annually and take
appropriate action.

4 Pla

41 PI

Objective: To plan the implementation and delivery of service management.

411 §

The scoy

For example, it may be defined by

a) orga

b) locatjon;

c) serv

Manage:lzent should define the scope as part of their management responsibilities (and as part of the servic

manage

NOTE PI

412 B

Multiple

case the
possible
responsi

Service
senior m

A service

nning and implementing service management

hn service management (Plan)

cope of service management

e of service management should be defined as part of the service management plan.

hization;

Ce.

ent plan). The scope should then be checked-fer suitability under ISO/IEC 20000-1.

Anning for operational changes is described in'9:2.

lanning approaches

service management plans njay be used in place of one large plan or programme. Where this is th
underlying service management processes should be consistent with each other. It should also b
to demonstrate how each-planning requirement is managed by linking it to the corresponding roles
pilities and procedures:

management planning should form part of the process for translating customers’ requirements an
bnagement intentions into services, and for providing a route map for directing progress.

management plan should encompass:

a) impITmentation of service management (or part of service management);

O O

p

b) delivery of service management processes;

c) changes to service management processes;

d) improvements to service management processes;

e) new

services (to the extent that they affect processes within the agreed scope of service management).
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4.1.3 Events to be considered

2005(E)

The service management plan should cater for service management process and service changes triggered
by events such as:

a)
b)

c)

service improvement;
service changes;

infrastructure standardization;

¢)]

q

41.4 Scope and contents of the plan

service management plan should define:

changes to legislation;
regulatory changes, e.g. local tax rate changes;
deregulation or regulation of industries;

mergers and acquisitions.

the scope of the service provider’s service management;

b) the objectives and requirements that are to be achieved\by service management;

d) the resources, facilities and budgets necessary to-achieve the defined objectives;

d) the framework of management roles and responsibilities, including the senior responsible owner| process
owners and management of suppliers;

€) the interfaces between service management processes and the manner in which the activitigs and/or
processes are to be co-ordinated;

f] the approach to be taken in.identifying, assessing and managing issues and risks to the achievement of
the defined objectives;

d) a resource schedule,expressed in terms of the dates on which funds, skills, and resources should be
available;

H) the approach to changing the plan and the service defined by the plan;

i] how the\service provider will demonstrate continuing quality control (e.g. interim audits);

j] thegprocesses that are to be executed;

k} tootsas appropt fateto support the ProcessSes:
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4.2 Implement service management and provide the services (Do)
Objective: To implement the service management objectives and plan.
Attainment of best practice service management processes capable of meeting the requirements of

ISO/IEC 20000 will not be achieved if the original services do not meet the requirements outlined for the
implementation in ISO/IEC 20000-1.

Once implemented the service and service management processes should be maintained.
Reviews|should take place in accordance with 4.3.

NOTE The person that is appropriate for the planning and initial implementation may not be suitable~for the ongoing
operation

4.3 Mdonitoring, measuring and reviewing (Check)

Objective: To monitor, measure and review that the service management objectives and plan are being
achieved.

The seryice provider should plan and implement the monitoring, measurement, analysis and review of the
service, [the service management processes and associated systems: ltems that should be monitored,
measured, and reviewed include:

a) achig¢vement against defined service targets;
b) custemer satisfaction;

c) resofrce utilisation;

d) trends;
€) majdr non-conformities.

The results of the analysis should provide input to a plan for improving the service.
As well s service management, activities on measurement and analysis senior management may need to
make usg of internal audits and other checks. When deciding the frequency of such internal audits and checls,
the degrge of risk involved-in*a process, its frequency of operation and its past history of problems are among

the factgrs that should“be taken into account. Internal audits and checks should be planned, carried oyt
competeptly and recerded.

4.4 Cantinual improvement (Act)

Objective: To improve the effectiveness and efficiency of service delivery and management.

4,41 Policy

Service providers should recognize that there is always the potential to make delivery of services more
effective and efficient. There should be a published policy on service quality and improvement.

All those involved in service management and service improvement should be aware of the service quality
policy and their personal contribution to the achievement of the objectives laid out within this policy.

In particular all the service provider's staff involved in service management should have a detailed
understanding of the implications of this on service management processes.
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There should be effective liaison within the service provider's own management structure, customers and the
service provider’'s suppliers on matters affecting service quality and customer requirements.

4.4.2 Planning for service improvements

Service providers should adopt a methodical and coordinated approach to service improvement to meet the
requirements of the policy, from their own and from their customer’s perspective.

Before implementing a plan for improving the service, service quality and levels should be recorded as a

aseline _against-which-the actual improvements can-be compared.—The actual improvement-should be
b ™ Lol Ll

compared to the predicted improvement to assess the effectiveness of the change.

NOTE 1 Service improvement requirements can come from all processes.
Service providers should encourage their staff and customers to suggest ways of improying services.

NOTE 2 This may be done using suggestion schemes, quality circles, user groups and liaison-meetings.

(ds)

ervice improvement targets should be measurable, linked to business objectives’and documented inf a plan.

(ds)

ervice improvement should be actively managed and progress shouldcbe-monitored against formally agreed
bjectives.

@]

(n

Planning and implementing new or changediservices

O

bjective: To ensure that new services and changes to“services will be deliverable and manageahle at the
greed cost and service quality.

Q

5.1 Topics for consideration

Rlanning for new or changed services should’include reviewing:

q) budgets;

b) staff resources;

d) existing service levels;

d) SLAs and other{argets or service commitments;

€) existing seryvice management processes, procedures and documentation;

f] the sCope of service management, including the implementation of service management processes
previously excluded from the scope.

2~/ Change records

All service changes should be reflected in Change Management records.
This includes plans for:

a) staff recruitment/retraining;

b) relocation;

C) user training;
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d) communications about the changes;

e) changes to the nature of the technology supported;

f) formal closure of services.

6 Ser

vice delivery processes

6.1 S

Objective: To define, agree, record, and manage levels of service.

6.1.1 S

A servicg catalogue should define all services. It can be referenced from the SLA and should be used to hold

material

The serv

NOTE Th

a) the name of the service;

b) targe
c) conta
d) servig
e) secur

The sery
and wide

6.1.2 S

A servic
authorize

rvice level management

ervice catalogue

considered volatile for the SLA itself.
ce catalogue should be maintained and kept up-to-date.

e service catalogue can include generic information such as:

s, e.g. time to respond or install a printer, time to re-instate a service after a major failure;

Ct points;

e hours and exceptions;

ty arrangements.

ice catalogue is a key document for setting customer expectation and should be easily accessible
ly available to both customers andsupport staff.

ervice level agreements (SLAS)

e should be formally decumented in a service level agreement (SLA). The SLA should be formally
d by senior customer-and service provider representatives. The SLA should be subject to change

manage

The custpomer’s business needs and budget should be the defining force for the content, structure and targef
of the SILA. The targets, against which the delivered service should be measured, should be defined from
customef perspective.

ent, as is the sepvice'that it describes.

[V

The SLAs/should include only an appropriate subset of the targets to focus attention on the most importarrt

aSpeCts of-the senvice.

NOTE 1 Too many targets can create confusion and lead to excessive overheads.
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The minimum content that should be in an SLA or that can be directly referenced from an SLA is:

a) brief service description;

b) validity period and/or SLA change control mechanism;

c) authorization details;

d) brief description of communications, including reporting;

g) contact details of people authorized to act in emergencies, to participate in incidents and |problem
correction, recovery or workaround;

f] service hours, e.g. 09:00 h to 17:00 h, date exceptions (e.g. weekends, public holidays),,critical pusiness
periods and out of hours cover;

d) scheduled and agreed interruptions, including notice to be given, number per period;

H) customer responsibilities, e.g. security;

i] service provider liability and obligations e.g. security;

j]1 impact and priority guidelines;

k) escalation and notification process;

[} complaints procedure;

m) service targets;

n) workload limits (upper and lower), e.g. \the ability of the service to support the agreed nymber of
users/volume of work, system throughput;

d) high level financial management details, e.g. charge codes etc;

p) action to be taken in the event of a service interruption;

q) housekeeping procedures;

r} glossary of terms;

s) supporting and related services;

t] any exeeptions to the terms given in the SLA.

NOTE 2>Volatile information, or information common to many SLAs (such as contact details) can be referenced from the

LA 'without impacting the quality of SLM processes as long as the referenced documents are also under the control of the

change management process.

NOTE 3 Continuity plan and details of accounting & budgeting are normally referenced from the SLA.

NOTE 4 A glossary of terms is normally held in one place and is common to all documents, including the service
catalogue.
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6.1.3 Service level management (SLM) process

Maijor business changes, due, for example, to growth, business reorganizations and mergers, and changing
customer requirements, can require service levels to be adjusted, redefined or even temporarily suspended.
The SLM process should be flexible to accommodate these changes. The SLM process should ensure that
the service provider remains focused on the customer throughout the planning, implementation, and ongoing
management of service delivery.

The service provider should be given adequate information to enable them to understand their customer’s
business drivers and requirements

The SLM process should manage and coordinate contributors of the service levels, to include:
a) agrepment of the service requirements and expected service workload characteristics;

b) agrepment of service targets;

[oN

c) meagurement and reporting of the service levels achieved, workloads and an explanation if the agree
targgts are not met (see 6.2);

d) initiation of corrective action;
e) inpuf to a plan for improving the service.

The progess should encourage both the service provider and the customer to develop a proactive attitude
ensuring|that they have joint responsibility for the service.

Customdr satisfaction is an important part of service level management but it should be recognized as being
subjectivie measurement, whereas service targets within an 'SLA should be objective measurements. The SL||
process should work closely with the business relationshiprand supplier management processes.

=0

6.1.4 Hupporting service agreements

The supporting services on which the delivered-service depends should be documented and agreed with each
supplier.|This includes internal groups providing part of the service provider’s service.

6.2 S4rvice reporting

Objectivg: To produce agreed timely, reliable, accurate reports for informed decision making and effective
communjcation.

NOTE The success of alh Service management processes is dependent on the use of the information provided in servig
reports.

[

6.2.1 Policy

The requifements for service reporting should be agreed and recorded for customers and internal
management.

Service monitoring and reporting encompasses all measurable aspects of the service, providing both current
and historical analysis.

Where there are multiple suppliers, lead suppliers and sub-contracted suppliers the reports should reflect the

relationships between suppliers. For example, a lead supplier should report on the whole of the service they
provide, including any services by sub-contracted suppliers that they manage as part of the customer’s service.
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6.2.2 Purpose and quality checks on service reports
Service reports should be timely, clear, reliable, and concise.

They should be appropriate to the recipient's needs and of sufficient accuracy to be used as a decision
support tool.

The presentation should aid the understanding of the reports so that they are easy to assimilate, e.g. use of
charts.

Several types of report should be produced:
q) reactive reports which show what has happened;

b) proactive reports, which give advance warning of significant events, thereby enabling preventive [action to
be taken beforehand (for example reports of impending breaches in SLAs);

d) forward scheduled reports showing planned activities.

8.2.3 Service reports

Tlhe service provider should produce reports for customers and management covering:
q) performance against service level targets, e.g. outage reports, achievements;

H) non-compliance with standards;

d) workload characteristics and volume informatien, e.g. incidents, problems, changes and tasks,
classification, location, customer, seasonal trends; mix of priorities, numbers of requests for help;

d) performance reporting following major events, e.g. change, and releases;
g) trend information by period (e.g. day,(week, month, period);

f] reports that include information.from each process, e.g. the number of incidents and the most frequently
asked questions, unreliable.components of the infrastructure, resource/cost intensive tasks;

d) reports to highlight future-and scheduled workloads.

g.3 Service continuity and availability management

O

bjective: To ensure that agreed service continuity and availability commitments to customers can e met in
Il circumstances.

Q

d

OTE _Major service failures or disasters can occur for many reasons including denial of service, attack, mjajor virus
utbréak, access to the premises not allowed or a natural disaster.

Q

6.3.1 General

Service continuity and availability requirements should be identified on the basis of the customers’ business
priorities, service level agreements and assessed risks. The service provider should maintain sufficient service
capability together with workable plans designed to ensure that agreed requirements can be met in all
circumstances from normal through to a major loss of service. The service provider should plan for known
data or user volume increases or decreases, expected peaks and troughs in workload and any other known
future changes. Requirements should include access rights and response times as well as end-to-end
availability of system components.
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Service availability and service continuity management should work together with the aim of ensuring that
agreed service levels are maintained. These requirements should have a major influence on the actions,
efforts and resources allocated to matching the availability of services that support them.

Processes to ensure that required availability is maintained should include those elements of the service
delivery that are under the control of the customer or other service providers.

6.3.2 Availability monitoring and activities

Availabil

tv_manaaement should:
J ~J

a) mon
b) main

c) mak
avai

d) docd

e) pred

tor and record availability of the service
tain accurate historical data;

b comparisons with requirements defined in SLAs to identify non-conformancé ‘fo the agree
ability targets;

ment and review non-conformance;

ct future availability;

f) wherle possible, potential issues should be predicted and preventive action taken.

It should

6.3.3 S
The serv
meeting
service |
service:
a) max
b) max

Cc) acce

The cont

ensure availability of all components of the service, with corrective actions recorded and acted upon

ervice continuity strategy

ice provider should develop and maintain a strategy-that defines the general approach to be taken t
service continuity obligations. This should include risk assessment and take into account agree
ours and critical business periods. The service provider should agree for each customer group an
mum acceptable continuous period-oflost service;

mum acceptable periods of degraded service;

ptable degraded service levels during a period of service recovery.

nuity strategy should-be reviewed at agreed intervals, at least annually.

Any chamges to the strategy should be formally agreed.

6.34 S

The serv

ervice continuity planning and testing

ce’provider should ensure that:

[oN

[eNNeoNNe)

a) conti

nuity plans take into account dependencies between service and system components;

b) service continuity plans and other documents required to support service continuity are recorded and
maintained;

c) responsibility for invoking continuity plans is clearly assigned, and plans clearly allocate responsibility for
taking action against each objective;

d) backups of data, documents and software, and any equipment and staff necessary for service restoration
are quickly available following a major service failure or disaster;

12
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e) atleast one copy of all service continuity documents should be stored and maintained at a secure remote

location, together with any equipment that is necessary to enable its use;

f) staff understand their role in invoking and/or executing the plans; and are able to access service continuity

documents.

Service continuity plans and related documents (e.g. contracts) should be linked to the change man
process and the contract management process.

agement

Service continuity plans and related documents (e.g. contracts) should be assessed for impact prior to system

nd service changes being approved, and prior to significant new or amended customer requireme
greed.

esting should be undertaken at a frequency sufficient to gain assurance that continuity plans are

nd remain so in the face of changing systems, processes, personnel and business needs; Testing s

joint involvement between customer and service provider based upon an agreed-set of objecti
failures should be documented and reviewed to input to a plan for improving the service.

d.4 Budgeting and accounting for IT services

O

bjective: To budget and account for the cost of service provision.

8.4.1 General

his section covers budgeting and accounting for IT seryices. In practice, many service provider
imvolved in charging for such services. However, since chatging is an optional activity, it is not covers
andard. Service providers are recommended that where charging is in use, the mechanism for dg
fully defined and understood by all parties.

esponsibility for many of the financial decisions'will lie outside the sphere of the service managemg
nd the requirements for what financial information is to be provided, in what form and at what fre
ay be dictated from outside. The provisions of this section are focused on the practices that s
followed to satisfy the requirements of the standard. However, wider requirements should also be t
ccount as they will impact on some:of the policies and procedures defined. All accounting practi
ould be aligned to the wider accountancy practices of the whole of the service provider’s organizati

4.2 Policy

here should be a poli¢y)on the financial management of services. The policy should define the objg
be met by budgeting.and accounting.

Tlhe policy should also define the detail to which budgeting and accounting are performed, ta
consideration-the:

q) costiypes to be accounted for;

hts being

effective,
hould be
es. Test

s will be
ed by the
ing so is

ent arena
guencies
hould be
bken into
ces used
bN.

ctives to

King into

) ““apportionment of overhead costs, e.g. flat rate, fixed percentage, or based on the size of the

variable

element;

c) granularity of the customer’s business, e.g. business unit as one unit, subdivided into department, or by

locations;

d) rules governing the handling of variances against budgets, e.g. size of variance that will be escalated to

senior management;

e) links to service level management.
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The level of investment in budgeting and accounting processes should be based on the needs of the
customers, service provider and suppliers for financial detail as defined in the policy.

NOTE Service providers operating in a commercial environment might need to invest considerably more time and effort in
their financial management. Conversely, for service providers where simple identification of costs is sufficient the financial
management can be much simpler.

Budgeting and accounting should be performed by all service providers, whatever their other policies on
financial management.

6.4.3 Budgeting

Budgeting should take into account the planned changes to services during the budget period and ‘whene
budgetaly requirements exceed available funds, plan for the management of shortfalls.

Budgeting may take into account factors such as seasonal variations and short term planned changes f{
service dosts and charges.

O

Cost tragking against the budget should provide early warning of variances against budgets.
There should be a process that manages the implications of variances against budget.

Budgeting and cost tracking should support planning to operate and changethe services so that service levels
can be maintained throughout the year.

6.4.4 Accounting
Accountihg processes should be used to track costs to an agreed level of detail over an agreed period of timg.
Decisionp about service provision should be based on costeffectiveness comparisons.
Cost moglels should be able to demonstrate the costs of service provision.

Account3 should demonstrate over and under‘spending/recovery; and should allow the reader to understand
the costq of low service levels or loss of sefvice.

6.5 C4pacity management

Objective: To ensure that the (Service provider has, at all times, sufficient capacity to meet the current and
future agreed demands of customer’s business needs.

The curgent and expeeted business requirements for services should be understood in terms of what the
businesq will need ta-enable it to deliver to its customers.

[

Businesg predictions and workload estimates should be translated into specific requirements and documente
The resylt of Variations in workload or environment should be predictable; data on current and previou
compongnt-and resource utilization at an appropriate level should be captured and analysed to support th
process.

[

[¢]

Capacity management should be the focal point for all performance and capacity issues.

The process should provide direct support to the development of new and changed services by providing
sizing and modelling of services.

A capacity plan documenting the actual performance of the infrastructure and the expected requirements

should be produced at a suitable frequency taking into account the rate of change in services and service
volumes, information in the change management reports and customer business.
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It should be produced at least annually. This should document costed options for meeting the business
requirements and recommend solutions to ensure achievement of the agreed service level targets as defined
in the SLA.

The technical infrastructure and its current and projected capabilities should be well understood.

6.6 Information security management

Objective: To manage information security effectively within all service activities.

.6.1 General

Information security is the result of a system of policies and procedures designed to identify, coptrol and
rotect information and any equipment used in connection with its storage, transmission and processipg.

he service provider's staff with specialist information security roles should- be conversgnt with
BO/IEC 17799, Information technology — Security techniques — Code of practice for information| security
nanagement.

N —

g8.6.2 Identifying and classifying information assets
Tlhe service provider should:

d) maintain an inventory of the information assets (for example, computers, communications, envirpnmental
equipment, documents and other information) that are necessary to deliver services;

b) classify each asset according to its criticality to the service and the level of protection it requjres, and
nominate an owner to be accountable for providing that protection;

d) accountability for asset protection should rést with the asset owner, although they may delegatg day-to-
day security management responsibilities:

g8.6.3 Security risk assessment practices

Security risk assessment should:

q) be performed at agreed intervals;

H) be recorded;

d) be maintained\during changes (of changing business needs, processes and configurations);
d) help understanding of what could impact a managed service;

g) inform decisions regarding the types of controls to be operated.

6-64Riskstomformmatiomrassets

Risks to information assets should be assessed by reference to:

a) their nature (e.g. software malfunction, operating errors, communications failure);
b) likelihood;

c) potential business impact;

d) past experience.
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ecurity and availability of information

In assessing risks, due regard should be paid to the following:

a) disclosure of sensitive information to unauthorized parties;

b) inaccurate, incomplete or invalid (e.g. fraudulent) information;

c) information being unavailable for use (e.g. due to power failure);

d) phys

Account
security

6.6.6 (

In addit
ISO/IEC
of good i

a) senipr management should define their information security policy, communicate it to staff and customers

and

b) infor
hold

c) are

d) staff

e) all stpff should be made aware of the information security policy;

f) expe
g) chan

h) infor
resp

6.6.7 O
Records

a) effeg

ical damage to, or destruction of equipment necessary to provide services.

should also be taken of information security policy objectives, the need to meet customers’ pecifie
equirements (e.g. availability levels), and statutory or regulatory requirements that apply.

ontrols

on to other controls that might be justified and advice contained elsewhere in this part g

20000 (e.g. on service continuity), service providers should operate the following controls as a matte
hformation security management practice:
act to ensure its effective implementation;

mation security management roles and responsibilities should be defined, and allocated to pos
ers;

with significant security roles should receive jnformation security training;

rt help on risk assessment and control implementation should be available;
ges should not compromise-the' effective operation of controls;

mation security incidents.should be reported in line with incident management procedures and
onse initiated.

ocuments andwecords
should be analysed periodically to provide management with information on:

tiveness of information security policy;

bresentative management group (the role might be‘Undertaken by the senior responsible ownef
shodld monitor and maintain the effectiveness of the Information Security Policy;

=

Py

—

p

b) eme

ging trends In Information security Incidents;

c) input to a plan for improving the service;

d) control over access to information, assets, and systems.

The information security management system should be reliably documented.
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7 Relationship processes

7.1 General

Relationship processes describe the two related aspects of Supplier Management and Business Relationship
Management. This standard addresses the role of a service provider, who logically fills a role between
suppliers, delivering goods or services to the service provider, and the customer who receives services.

Both the suppliers and customer may be internal or external to the service provider's organization. External

I Sidtiullb;l;pb WI” IUU fUIIIIdiiLGuI Vid d CUI Iilabt. illtUllldi IUiatiUllb;lipb VVi” bU fUllIIcl“LUL.II by d DUIV;L,U intel‘nal

under-pinning agreement often referred to as an operational level agreement.

Higure 2 shows a simplified representation of the relationships.

Supplier Business
Management Relationship
Management
J" ", \\
] v o !
\ o \
1 . 1
_— 1 ! E_— !
1 ! 1
1 " .
! ,‘ ¢ l"

Supplier \*\ Service e o Business
S LG Provider oLt

Figure 2 —Relationship processes

As Figure 2 shows, the service provider fills_a role within a supply chain, where each step in the cha|n should

be adding benefit, with the service provider receiving services or goods from the supplier and deliyering an

gnhanced service to the customer.

Hor clarification, within this section the term service provider is always used to describe the orggnization

addressed by this documenti;-irrespective of the role, or direction in the chain, that take in the procgss being

described.

In practice relationships-will rarely be this simple, but comprise multiple players, taking roles both as puppliers
nd customers and-with business connections between many of them directly, as well as via th¢ service
rovider.
he relationship processes should ensure that all parties
) understand and meet business needs;

Cc

[\ pu | + 2l | HH pu | 4 H
JJ UTriucT Stalmiu—Lapavitics arfuCuriost aniis,

) understand responsibilities and obligations.

They should also ensure that customer satisfaction levels are appropriate and that future business needs are

Ci

ommunicated and understood.

The scope, roles and responsibilities of the business relationship and the supplier relationship should be
defined and agreed. This should include the identification of the stakeholders, contacts and the lines and
frequency of communication.
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7.2 Business relationship management

Objective: To establish and maintain a good relationship between the service provider and customer based
on understanding the customer and their business drivers.

721 S

ervice reviews

The service provider and customer(s) should hold service reviews, at least annually and before and after
major changes The review should conS|der past performance discuss current and projected business needs

and pro
custome

The sery
achieven

The serv

The sery
aware of

7.22 S
The sen
ambiguit
a proces|
The prog

The serv

Outstand

within tinfe deadlines agreed with the customer(s):

Service
analysis

The resu

723 (

Customsg

customef

designeg
accurate|

Significa

'S, user groups or other representatlve bodies may be mwted to attend review meetmgs

ice provider and customer(s) should also agree on interim review procedures to discuss_progress,
nents and issues. These meetings should be scheduled and notified to relevant stakeholders:

ce provider should plan and record all formal meetings, issue records and follow up-agreed actions.

ice provider should establish a relationship with their customer such that théy,would expect to b
business needs and major changes and able to prepare to respond to that neéd.

[0

ervice complaints
ice provider and customer(s) should agree on a formal complaints procedure so that there is np
y on what constitutes a complaint and how it should be handled’) The service provider should operate
5 for taking appropriate action to address issues.

ess should identify the service provider contact for formal complaints.

ce provider should record, investigate, act upon, report and formally close all service complaints.

ing complaints should be reviewed regularly, and escalated to higher management if not resolved

[

providers should periodically analyse-the record of complaints to identify trends and report th
fo customers.

Its of such analysis should be,used where appropriate to inform a plan for improving the service.

ustomer satisfaction measurement

r satisfaction should be measured to enable the service provider to compare performance wi
satisfaction/targets and previous surveys. The scope and complexity of the survey should b,
so customers can respond easily and without excessive time being required to complete the surv

y.

Nt variations in satisfaction levels should be investigated and the reasons understood. Trends or other

comparis

ors should only be made on comparable satisfaction questions and across comparable samplin

methods.

The results and conclusions of customer satisfaction surveys should be discussed with the customer. An

action pl

an should be agreed, input to a plan for improving the service and progress reported back to the

customer.

Complim

18

ents about the service should be documented and reported to the service delivery team.
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7.3 Supplier management

Objective: To manage suppliers to ensure the provision of seamless, quality services.
7.3.1 Introduction

Supplier management procedures should ensure that:

a) the supplier understands their obligations to the service provider;

2005(E)

b) legitimate and agreed requirements are met within agreed service levels and scope;
d) changes are managed;
d) business transactions between all parties are recorded;

€) information on performance of all suppliers can be observed and acted upon.

7.3.2 Contract management

he service provider should appoint a manager responsible for contraCts and agreements with g
here a number of staff are engaged in this task, there should“be a common process to en
imformation on supplier performance is observed and acted on.

here should be a defined contact within the service previder responsible for the relationship W
supplier.

All supplier contracts should contain a review schedule'to assess whether the business objectives for
g service remain valid.

Tlhere should be a clearly defined process for managing each contract. The process for contract am
should also be clearly defined. Any changes to this procedure should be formally notified to all
suppliers.

A list of contact points within the Tespective organizations (suppliers' and service provider's) s
naintained. If a contract includes-penalties or bonuses, their basis should be clearly stated and comp
e requirements reported upon.

o~

7.3.3 Service definition
Hor each service’and supplier the service provider should maintain:
q) a definition of services, roles and responsibilities;

b) service scope;

uppliers.
sure that

ith each

sourcing

endment
affected

hould be
liance to

contract mgn:\gnmnnf process the authaorization levels and a contract exit plnn'
H H

d) payment terms if relevant;

e) agreed reporting parameters and records of achieved performance.
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7.3.4 Managing multiple suppliers

It should be clear whether the service provider is dealing with all suppliers directly or a lead supplier taking
responsibility for sub-contracted suppliers.

The lead supplier should record the names, responsibilities and relationships between all sub-contracted
suppliers, and make this available to the service provider if required.

The service provider should obtain evidence that lead suppliers are formally managing sub-contracted

providers,

735 (

Both the
defined ¢

An escal

The prodg

736 C

The conf
early eng

8 Req

8.1 Ba
Incident

with the
causes d

8.1.1 S

Targets
should b

auided where annronriate _bv the reauirements in ISQ/EC 20000-1
J Y Prrer T !

ontractual disputes management

service provider and the supplier should operate a process for managing disputes and this should b,
r referred to within the contract.

ption route should be available for disputes that cannot be resolved through the normial route.

ess should ensure that disputes are recorded, investigated, acted upon and\férmally closed.

ontract end

ract management process should include provision for the end{ef contract — either expected end ¢
. It should also provide for the transfer of the service to anothér érganization.

olution processes

iIckground

and problem management are separateyprocesses although they are closely linked. Incident dea
restoration of service to the users, whereas problem is concerned with identifying and removing th
f incidents.

etting priorities

e based on the scale(of)actual or potential damage to the customer’s business. Urgency should b,

based o
is impac

The sche

a) prior|

the time between-thé problem or incident being detected and the time that the customer’s busines
d.

duling of incident or problem resolution should take into account at least the following:

ty;

b) skillg

or resolution should be based on priority. Priority should be based on impact and urgency. Impa¢

=

D »

~

L

n O

available;

c) competing requirements for resources;

d) effort/cost to provide the method of resolution;

e) elapsed time to provide a method of resolution

NOTE Periority is used throughout service management but is central to incident and problem management.

20
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8.1.2 Workarounds

Where appropriate, problem management should develop and maintain workarounds to enable incident
management to help service restoration by users of staff.

A known error should only be closed where a corrective change has been successfully applied, or the error is
no longer applicable, e.g. because the service is no longer used.

Problem management should have access to information on the business areas affected by problems.

hformation on workarounds stored in the knowledge base, their applicability and effectiveness/,should be
stored and maintained.

8.2 Incident management

O

bjective: To restore agreed service to the business as soon as possible or to respond_ 10 service requests

8.2.1 General

b

OTE 1 The incident management process may be delivered by a service desk, Wwhich acts as the day-to-day contact
ith the users.

=

NOTE 2 Incident management should be:
a) both a proactive and reactive process, responding to incidents«that affect, or potentially could affect the sgrvice;
b) concerned with the restoration of the customers’ service, notwith determining the cause of incidents.
Tlhe incident management process should include the-following:

q) call reception, recording , priority assignment, classification;

) first line resolution or referral;

d) consideration of security issues;

d) incident tracking and lifecycle management;

€) incident verification/and closure;

f] first line customer liaison;

d) escalation.

ncidents;may be reported by telephone calls, voice mails, visits, letters, faxes or e-mails, or may be fecorded
irectlyby users with access to the incident recording system, or by automatic monitoring software.

Q.

All'Incldents should be recorded In a manner that allows relevant iIntformation to be retrieved and analysed.

Progress (or lack of it) in resolving incidents should be communicated to those actually or potentially affected.
All actions should be recorded on the incident record.

Incident management staff should have access to an up-to-date knowledge base holding information on

technical specialists, previous incidents, related problems and known errors, workarounds and checklists that
will help in restoring the service to the business.
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Wherever possible, the customer should be provided with the means to continue business, even if only with a
degraded service, e.g. by disabling a faulty feature. The motive is to minimize the impact on the customer’s
business activities. When the cause remains undiagnosed but a workaround is established, details should be
recorded for use during continuing problem diagnosis, and when similar incidents recur.

Final closure of an incident should only take place when the initiating user has been given the opportunity to
confirm that the incident is now resolved and service restored.

8.2.2 Major incidents

There should be a clear definition of what constitutes a major incident and who is empowered to inveke
changes|to the normal operation of the incident/problem process.

All majorjincidents should have a clearly defined responsible manager at all times.

[

Nomination as manager of a major incident should give the individual authority levels that aré adequate to th
role of goordinating and controlling all aspects for the resolution. This should include the-responsibility fq
effective|escalation and communication across all areas involved in resolution, and to the Customers affecte
by the mpjor incident.

Q=

NOTE This level of authority can be temporary, and apply only during that major incident;

The prodess for a major incident should include a review which will inform,a plan for improving the service.

8.3 Prpblem management

~h

Objectivg: To minimize disruption to the business by proactive identification and analysis of the causes ¢
incidents and by managing problems to closure.

8.3.1 Ycope of problem management

The prohlem management process should investigate the underlying causes of incidents.

Problem|management should proactively prevent the recurrence or replication of incidents or known errons
according to the business requirements.

8.3.2

nitiation of problem management

Incidentq should be classified-to_help determine the causes of problems. Classification may reference existing
problemg and changes.

NOTE On initial registration’ incidents categorisation will be influenced by other factors also including service, busineds
area affeqted and symptoems presented.

8.3.3 Knownserrors

When th prnhlpm mnnggpmpnt inqutigatinn has identified the root cause of an incident and a method of
resolving the incident, the problem should be classified as a known error.

All known errors should be recorded against the current and potentially affected services in addition to the
configuration item suspected of being at fault.

Information on known errors in services being introduced into the live environment should be passed to
service management and should be recorded in the knowledge base, together with any workarounds.

A known error should not be closed until after successful resolution.
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NOTE The customer or service provider may decide that the resolution is too expensive or not of benefit to the business.
If this is the case it should be clearly documented. The known error record should remain open however, since
consequential incidents are likely to still occur and may require workarounds and/or require reassessment of the decision
to resolve.

8.3.4 Problem resolution

When the root cause has been identified, and a decision to resolve it has been made, the resolution should be
progressed via the change management process.

8

8

A

8

s

b

.3.5 Communication

IJ:;ormation on workarounds, permanent fixes or progress of problems should be commuhicated

ected or required to support affected services.

.3.6 Tracking and escalation

Tlhe progress of all problems should be tracked.

Il issues should be escalated to the appropriate parties. The process shodld\cover:

)

)
)

recording changes to the identities of those responsible for problem resolution during the lifecycl
problem;

identification of incidents that breach service level targets;

cascading information to customers and colleagues s0’that they can take appropriate action to
the impact of the unresolved problem;

defining the escalation points;

the recording of the resources used and_any actions taken.

.3.7 Incident and problem record.closure

)
)

)
)

Tlhe record closure procedure should include checking to ensure that:

details of resolution have been accurately logged;

the cause is categorized to facilitate analysis;

if appropriate;both the customer and support staff are aware of the resolution;
the customer agrees that the resolution has been achieved;

if\a‘resolution is not to be achieved or not possible, the customer is informed.

to those

e of each

minimize

8.3.8 Problem reviews

Problem reviews should be held where investigation into unresolved, unusual or high-impact problems justifies
them. Their purpose is to seek improvements to the process and to prevent recurrence of incidents or
mistakes.
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Problem reviews are typically:
a) reviews of individual incident levels and problem status against service levels;
b) management reviews to highlight those problems that require immediate action;

c) management review to determine and analyse trends and to provide input for other processes, such as
user education and training.

. P i
839 T, pics-forreviews

The revigws should include identification of:

a) trends, e.g. recurring problems and incidents, known errors etc;

b) recufring problems of a particular classification component or location;
c) defigencies caused by resourcing, training or documentation;

d) non-fonformances, e.g. against standards, policies and legislation;

e) known errors in planned releases;

f) stafflresource commitment in resolving incidents and problems;

g) recufrence of resolved incidents or problems.

Improvenents to the service or the problem management process should be recorded and fed into a plan fq
improving the service.

=

The infofmation should be added to the problem management knowledge base.

All relevgnt documentation should be updated, e(g. user guides and system documentation.

8.3.10 Hroblem prevention

[

Proactiv¢ problem management shiould lead to a reduction in incidents and problems. It should includ
reference to information that assists analysis, such as:

a) asset and configuration;
b) change management;
c) published known'error, workaround information from suppliers;

d) historicakinformation on similar problems.

Problem prevention should range from prevention of individual incidents, such as repeated difficulties with a
particular feature of a system, through to strategic decisions. The latter can require major expenditure to
implement such as investment in a better network, at this level proactive problem management merges into
availability management.

Problem prevention also includes information being given to customers that means they do not need to ask for
assistance in the future, e.g. preventing incidents caused by lack of user knowledge or training.
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9 Control processes

9.1 Configuration management

Objective: To define and control the components of the service and infrastructure and maintain accurate
configuration information.

9.1.1 Configuration management planning and implementation

onfiguration management should be planned and implemented with change and release managgment to
nsure that the service provider can manage its IT assets and configurations effectively.

ccurate configuration information should be available to support the planning and control of changep as new
nd updated services and systems are released and distributed. The result should be an-efficient system that
imtegrates the service provider’s configuration information processes and those of its customers and suppliers,
where appropriate.

Il major assets and configurations should be accounted for and have a responsible manager who| ensures
nat appropriate protection and control is maintained, e.g. changes are authotized before implementation.

= >

Responsibility for implementing controls may be delegated but acceuntability should remain |with the
responsible manager. The responsible manager should be provided with the information necgssary to
discharge this responsibility, e.g. the person authorising a changé may require information on the cgst, risks,
pact of the change and resources for implementation.

he infrastructure and/or services should have up-to-date:configuration management plan(s) thafl may be
tand-alone or form part of other planning documents. They should include or describe:

(7))

Q

) scope, objectives, policies, standards roles and,responsibilities;

o

) the configuration management processes to define the configuration items in the servicg(s) and
infrastructure, control changes to thexgenfigurations, recording and reporting the status of configuration
items and verifying the completeness-and correctness of configuration items;

d) the requirements for accountability, traceability, auditability, e.g. for security, legal, regulatory or pusiness
purposes;

d) configuration control (aceess, protection, version, build, release controls);

€) interface control pfocess for identifying, recording, and managing the configuration items and information
at the commonboundary of two or more organizations, e.g. system interfaces, releases;

f] planningtand establishing the resources to bring assets and configurations under control and maintain the
configuration management system, e.g. training;

d) _management of suppliers and sub-contractors performing configuration management.

NOTE An appropriate level of automation should be implemented to ensure that processes do not become either
inefficient, error prone or may not be followed at all.

9.1.2 Configuration identification

All configuration items should be uniquely identified and defined by attributes that describe their functional and
physical characteristics. Information should be relevant and auditable.

Appropriate markings, or other methods of identification, should be used and recorded in the configuration
management database.
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Iltems to be managed should be identified using established selection criteria and should include:

a) all issues and releases of information systems and software (including third-party software) and related
system documentation, e.g. requirements specifications, designs, test reports, release documentation;

b) configuration baselines or build statements for each applicable environment, standard hardware builds

and

release;

c) master hardcopy and electronic libraries, e.g. definitive software library;

d) conf
e) licen
f) secu

g) phys
mag

h) serv
i) serv
j) relat
NOTE Of
a) other
b) other
c) other
d) busin
e) peop

Appropri
necessa

Where tfaceability is required-the process should ensure that configuration items can be traced through th

full lifecy

9.13 (

The pro
recorded

guration management package or tools used;

ces;

rity components, e.g. firewalls;

ical assets that need to be tracked for financial asset management or business reasons, e.g. securn
netic media, equipment;

ce related documentation, e.g. SLAs, procedures;

ce supporting facilities, e.g. power to computer room;

onships and dependencies between configuration items.

her items that may be considered as configuration items include:

documentation;

assets;

facilities, e.qg. site;

ess units;

e.

hte relationships and depehdencies between configuration items should be identified to provide th

y level of control.

Cle, from requirements documents through to release records, e.g. using a traceability matrix.

onfiguratign control

cess should ensure that only authorized and identifiable configuration items are accepted an
from receipt to disposal.

[¢]

[¢]

No configuration item should be added, modified, replaced or removed/withdrawn without appropriate
controlling documentation, e.g. approved change request, updated release information.

To protect the integrity of systems, services and the infrastructure, configuration items should be held in a
suitable and secure environment which:

a) protects them from unauthorized access, change or corruption, e.g. virus;

b) provides a means for disaster recovery;

c) permits the controlled retrieval of a copy of the controlled master, e.g. software.

26
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9.1.4 Configuration status accounting and reporting

Current and accurate configuration records should be maintained to reflect changes in the status, location and
versions of configuration items.

Status accounting should provide information on the current and historical data concerned with each
configuration item throughout its lifecycle. It should enable changes to configuration items to be tracked
through various states, e.g. ordered, received, in acceptance test, live, under change, withdrawn, disposed.

Configuration_information should be kept current and made available for planning, decision making and
anaging changes to the defined configurations.

here required, configuration information should be accessible for users, customers, suppliers-and|partners
tp assist them in their planning and decision making. For example, an external service proyvider may make
nfiguration information accessible to the customer and other parties to suppoftythe other service
anagement processes for the end-to-end service.

onfiguration management reports should be available to all relevant parties. The reports should ¢over the
entification and status of the configuration items, their versions and associated documentation.

Reports should cover:

a) latest configuration item versions;

H) location of the configuration item and for software the location' of the master versions;
d) interdependencies;

d) version history;

g) status of configuration items that together constitute:

1) service configuration or system;

2) achange, baseline, build or release;

3) version or variant.

9.1.5 Configuration yerification and audit

CQonfiguration verification and audit processes, both physical and functional, should be scheduled and a check
performed to ensuré€ that adequate processes and resources are in place to:

q) protectthe physical configurations and the intellectual capital of the organization;

b) ensure that the service provider is in control of its configurations, master copies and licences;

Branad nfidanaa thaot Floraotian tnfarmaotian 1o onneat 08
7 PTOVIOCCOTracTT rratroourmmyurator o atioTr T 1S acouratc;— o

d) ensure that a change, a release, a system or an environment conforms to its contracted or specified
requirements and that the configuration records are accurate.

Configuration audits should be carried out regularly, before and after major change, after a disaster and at
random intervals.

Deficiencies and non-conformities should be recorded, assessed and corrective action initiated, acted upon
and fed back to the relevant parties and plan for improving the service.
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