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Foreword

ISO (the
Commis

International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
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cedures used to develop this document and those intended for its further maintenance.are
d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fa
rent types of document should be noted. This document was drafted in accordance) with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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t rights. ISO and IEC shall not be held responsible for identifying any of all such pater
etails of any patent rights identified during the development of the document will be in th|
tion and/or on the ISO list of patent declarations received (see www.is@.otg/patents) or the IE
tent declarations received (see http://patents.iec.ch).
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le name used in this document is information given for the convenience of users and does nd
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explanation of the voluntary nature of standards, the<meaning of ISO specific terms an
ons related to conformity assessment, as well as information about ISO's adherence to th|
rade Organization (WTQO) principles in the Technical Barriers to Trade (TBT) see www.is
foreword.html.
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fument was prepared by Joint Technical.Gommittee ISO/IEC JTC 1, Information technology,
mittee SC 40, IT Service Management and IT\Governance.

rd edition cancels and replaces thensecond edition (ISO/IEC 20000-2:2012), which has bee
lly revised.

j=

h changes from the previous«dition are as follows:
hted to align with ISO/IEC-20000-1:2018;

Foved consistency,and clarity of guidance for each clause with these consistent elements:
hired activities, Explanation (which includes purpose statement), and Other information (which
ides guidance.on-documented information and roles and authorities);

i

ed an AnneX(Annex A) that compiles all of the mandatory documented information called for i
IEC 20000~1.

h1l parts in the ISO/IEC 20000 series can be found on the ISO website.

Any feed

bacK or questions on this document should be directed to the user s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html.

Vi

© ISO/IEC 2019 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
http://patents.iec.ch/
http://www.iso.org/iso/foreword.html
http://www.iso.org/iso/foreword.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=425f6fe2ece4bb488ea17a89363e03cc

ISO/IEC 20000-2:2019(E)

Introduction

This document provides guidance for establishing, implementing, maintaining, and continually
improving a service management system (SMS). An SMS supports the management of the service
lifecycle, including the planning, design, transition, delivery, and improvement of services, which
fulfil agreed requirements and deliver value for customers, users, and the organization delivering the

services.

The adoption of an SMS is a strategic decision for an organization and is influenced by the organization’s

jectives, the governing body, other parties involved in the service lifecycle and the need for
d resilient services. The guidance in this document aligns with ISO/IEC 20000-1:2018. This d
(JSO/IEC 20000-2) is intentionally independent of guidance for the management of any spec
service. The organization can use a combination of generally accepted frameworks and
perience. Improvement for service management can use common improvement metho
d apply them to the SMS and the services. Appropriate tools for service mafniagement can
b support the SMS. Implementation and operation of an SMS provides ongoing visibility, ¢
ervices, and continual improvement, leading to greater effectiveness andcefficiency. Improve
prvice management applies to the SMS and the services.

wn n ct

he clause structure in this document (i.e. clause numbering’ and sequence) alig
50/1IEC 20000-1:2018 and the terms used in this document aligi with ISO/IEC 20000-1:2
50/IEC 20000-10:2018.
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ISO/IEC 20000-2:2019(E)

Information technology — Service management —

Part 2:
Guidance on the application of service management systems

Scope

.1 General

his document provides guidance on the application of a service management)system (SM$) based
ISO/IEC 20000-1. It provides examples and recommendations to enable 6trganizations to interpret

skandards.
H
h
Customers
(Internal &
External)

SERVICE
REQUIREMENTS

d apply ISO/IEC 20000-1, including references to other parts of ISO/IEC ;20000 and other

relevant

igure 1 illustrates an SMS with the clause content of [SO/IEC 200001, Tt does not represent a stjructural
ierarchy, sequence, or authority levels.

SERVICE MANAGEMENT SYSTEM (SMS)

CONTEXTOF THE ORGANIZATION
* Organization and its Context ¢ Interested Parties ¢ Scope of the SMS  « Establish the SMS

LEADERSHIP
* Leadership & Gommitment  « Policy  * Roles, Responsibilities and Authorities

PLANNING

Risks and Opportunities  * Objectives  * Plan the SMS

SUPPORT OF THE SMS

* Resourcés. * Competence ¢ Awareness ¢ Communication ¢ Documented Information ¢ Knowledge

SERV|GES

OPERATION OF THE SMS
RELATIONSHIP & AGREEMENT
* Business Relationship
Management
« Service Level Management
 Supplier Management

OPERATIONAL PLANNING & CONTROL SERVICE DESIGN, BUILD & TRANSITION
* Change Management
« Service Design and Transition

* Release & Deployment Managemen
RESOLUTION AND FULFILMENT

SERVICE PORTFOLIO

* Service Delivery

* Plan the Services

« Control of Parties involved in the

Service Lifecycle
* Service Catalogue Management
* Asset Management

SuPPLY & DEMAND

* Incident Management
* Service Request Management
* Problem Management

SERVICE ASSURANCE

« Service Availability Management
« Service Continuity Management

* Information Security Management

* Configuration Management * Budgeting & Accounting
for Services
* Demand Management

* Capacity Management

PERFORMANCE EVALUATION
* Monitoring, Measurement, Analysis & Evaluation
* Internal Audit

IMPROVEMENT

» Nonconformity and Corrective Action
* Continual Improvement

1 VIEW
* Service Reporting

Figure 1 — Service management system
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The structure of clauses is intended to provide a coherent presentation of requirements, rather than
a model for documenting an organization’s policies, objectives, and processes. Each organization can
choose how to combine the requirements into processes. The relationship between each organization
and its customers, users, and other interested parties influences how the processes are implemented.
However, an SMS as designed by an organization cannot exclude any of the requirements specified in
ISO/IEC 20000-1.
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The term ‘service’ as used in this document refers to the services in the scope of the SMS. The term
‘organization’ as used in this document refers to the organization in the scope of the SMS. The
organization in the scope of the SMS can be part of a larger organization, for example an IT department
of a large corporation. The organization manages and delivers services to customers and can also
be referred to as a service provider. Any use of the terms ‘service’ or ‘organization’ with a different
intent is distinguished clearly in this document. The term ‘delivered’, as used in this document, can be
interpreted as all of the service lifecycle activities that are performed in addition to daily operational
activities. Service lifecycle activities include planning, design, transition, delivery, and improvement.

1.2 Application

The guidance in this document is generic and is intended to be applicable to any organization applyinllg
an SMS,[regardless of the organization's type or size, or the nature of the services delivered”While
it can b¢ used ‘regardless of the organization’s type or size, or the nature of the services, delivered’
ISO/IEC| 20000-1 has its roots in IT. It is intended for service management of -sepvices using
technoldgy and digital information. The examples given in this document illustrate a ¥ariety of uses of
ISO/IEC[20000-1.

-

The seryice provider is accountable for the SMS and therefore cannot ask anether party to fulfil thie
requirethents of ISO/IEC 20000-1:2018, Clauses 4 and 5. For example, the _organization cannot as
another|party to provide the top management and demonstrate top management commitment or to
demons{rate the control of parties involved in the service lifecycle.

=

Some adtivities in ISO/IEC 20000-1:2018, Clauses 4 and 5 can be performed by another party unde
the manpgement of the organization. For example, an organizatieh can ask another party to create thL
0

—

[}

initial sgrvice management plan as a key document for the SMS: The plan, once created and agreed,
the direft responsibility of and is maintained by the organization. In these examples, the organizati
is using pther parties for specific short-term activities. The-organization has accountability, authoritie§,
and resyjonsibility for the SMS. The organization can therefore demonstrate evidence of fulfilling all ¢f
the requiirements of ISO/IEC 20000-1:2018, Clauses.#and 5.

[77)

For ISOAIEC 20000-1:2018, Clauses 6 to 10, an‘organization can show evidence of meeting all of thie
requirerhents itself. Alternatively, an organization can show evidence of retaining accountability for the
requirernents when other parties are involved in meeting the requirements in ISO/IEC 20000-1:2018,
Clauses 6 to 10. Control of other parties-involved in the service lifecycle can be demonstrated by thle
organizgtion (see 8.2.3). For example,the organization can demonstrate evidence of controls for anothgr
party who is providing infrastructure service components or operating the service desk including the
incidentfmanagement process.

The orgpnization cannot.demonstrate conformity to the requirements in ISO/IEC 20000-1 if othgr
parties gre used to provide or operate all services, service components, or processes within the scope of
the SMS| However, if other parties provide or operate only some of the services, service components, dr
process¢s, the organization can normally demonstrate evidence of meeting the requirements specified
in ISO/IEC 20000:D.

-

The scope of this document excludes the specification of products or tools. However, ISO/IEC 20000
and thisTdocument can be used to help with the development or acquisition of products or tools thg
support the operation of an SMS.

1.3 Structure

This document follows the clauses in ISO/IEC 20000-1 and, from Clause 4 onwards, provides three
sections per clause or sub-clause:

a) Required activities: a summary of the activities required by this clause in ISO/IEC 20000-1 Note
that this summary does not replicate the requirement statements in ISO/IEC 20000-1 or add new
requirements, but simply describes the activities;

2 © ISO/IEC 2019 - All rights reserved
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b) Explanation: an explanation of the purpose of the clause and practical guidance on clause

contents, including examples and recommendations on how to implement the requi
of ISO/IEC 20000-1. When relevant, it refers to other parts of ISO/IEC 20000 and other
standards;

rements
relevant

c) Other information: guidance on roles and responsibilities and on documented information
supporting the implementation of an SMS. Further relevant information can also be included.

2 Normative references

—3

he following documents are referred to in the text in such a way that some or all of theif
pnstitutes requirements of this document. For dated references, only the edition citedapp
ndated references, the latest edition of the referenced document (including any amendnients)

ol

[

50/1EC 20000-10, Information technology — Service management — Part 10: Concepts and vocq|

3 Terms and definitions

s

or the purposes of this document, the terms and definitions given inISO/IEC 20000-10 apply.

[

50 and IEC maintain terminological databases for use in standardization at the following addy

- IEC Electropedia: available at http://www.electropedia.e¥g/

- ISO Online browsing platform: available at http://www.iso.org/obp

4 Context of the organization
4.1 Understanding the organization and its context

4.1.1 Required activities

The organization determines external and internal issues relevant to its purpose and affe
apility to achieve the intendedioutcomes of the SMS.

.1.2 Explanation

he purpose of thisrequired activity is to set the context by determining those issues that are
tp the organizatiof’s purpose and influence its ability to achieve the intended outcomes of {
hese outcomesiinclude the delivery of value to its customers. Issues can vary, e.g. internal or §
ositive or hegative. All issues taken together provide the basic context in which the orga
tablishés,its SMS.

OTE The word ‘issue’ in this context can be factors or attributes that have a positive or negativj

content
lies. For
applies.

bulary

esses:

cting its

relevant
he SMS.
pxternal,
nization

e impact.

hese are important topics, factors, or attributes for the organization in the context of its ability

o deliver

services or an agreed quality to 1ts customers.

To implement an SMS successfully, the organization identifies and documents its internal and
external context. Context includes the nature of the organization itself, the needs and expectations
of other interested parties that have a stake in the SMS, and the scope of the SMS itself. Based on an

understanding of these issues, the SMS can be established.

Early in the planning stage, the organization should establish how ISO/IEC 20000-1 is applicable to the
organization’s context, so that the initial scope of the SMS can be documented. Failing to identify the

context, interested parties, and scope can lead to an unsuccessful or inefficient SMS.

© ISO/IEC 2019 - All rights reserved
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Because external and internal issues can change, the organization can review its context at planned
intervals and through management review.

EXAMPLE Internal issues can include policies, resources, capabilities, people, skills and knowledge,
organizational structure, governance, culture, internal customer demands, and finance. External issues can
include market, political, economic, and environmental influences, competition, laws and regulations, external
customer demands, and the likelihood of events that could affect the services.

4.1.3 Other information

Alist of [nternal and external issues affecting the SMS is developed and should be documented.

Establishing the context of the organization is completed at the top management level, who may> have
the assiqtance of technical and business analysts.

4.2 Understanding the needs and expectations of interested parties

4.2.1 Required activities

The organization determines interested parties relevant to the SMS amd\the services and their
requirerpents.

4.2.2 Explanation

The purjpose of this required activity is to ensure that the organization identifies requirements ¢f
relevant] interested parties to support the SMS to deliver services. An interested party is a person g
group tHat can affect or can be affected by a decision or actjvity related to the SMS. They can be interngl
or exterhal to the organization. An interested party can,also be known as a stakeholder.

—

EXAMPLE Interested parties can include customers and customer representatives, top executive
management representatives, account management,.personnel, support functions within the organizatio
(e.g. tecnology support, human resources, facilities, legal, recruitment, procurement), suppliers, partner
regulatots, auditors, trade and professional associations, and competitors.

=g

o7

The orghnization identifies the interested“parties and their relevance to the achievement of servig
management objectives or to the delivery of services, including their requirements for the SMS or th
services| An interested party can affect the performance and effectiveness of the SMS and the services,
influence the market, or create and-mitigate risks.

c
c

Interested parties' requirements can include the following:

a) seryice requirements such as service level targets, capacity, performance, service lev¢l
reqa\Lirements, sefwice continuity, information security, or availability requirements;

b) legall and regulatory requirements imposed by external authorities, such as national or regiongl
law$ and regulations;

c) confractual obligations to partners, customers, or suppliers.

4.2.3 Other information

The organization documents a list of interested parties with their specific interests and their
requirements for the SMS and the services.

Identifying interested parties is completed at the top management level, who may have the assistance
of technical and business analysts.

4 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=425f6fe2ece4bb488ea17a89363e03cc

ISO/IEC 20000-2:2

4.3 Determining the scope of the service management system

4.3.1 Required activities

019(E)

The organization determines the boundaries and applicability of the SMS to establish its scope.

4.3.2 Explanation

The purpose of thls required act1v1ty 1s to use the 1r1format10n gathered about the iss
TEQ cresSted pdl O UC V W D c OI'gd dlld W
ajre to be 1ncluded within the SMS. Estabhshlng the scope is therefore a key act1V1ty that detern
nlecessary foundation for all other activities in the implementation of the SMS.

The organization takes into account the following inputs when documenting the scope!of the SI
a) theinternal and external issues;

b) the needs and expectations of internal and external interested parties;

c) what services or types of services are offered to customers, e.g.

— asingle service, group of services, or all services;

— IT services, cloud services;

— technology services to support facilities management, business process outsourcing;

— technology services to support any sector’s.business such as telecommunications,
retail, tourism, utilities;

d) the number and type of customers, e.g. a-Single customer, a specific customer sector, ext
internal customers;

e) thelocations from which the services are to be delivered.

The services considered at c) can/beall or some of the services that are agreed to be in the sco
SMS. The services in the scope of the SMS can be all or some of the services delivered by the orga
Tlhe services in the scope of the'\SMS can be listed individually or grouped. The name of the orga
hat manages and provides the services is included; however, the scope statement should no
he names of other parties/contributing to the delivery of the service, such as outsourcing part

=

4.3.3 Other information

—3

he organizdtien documents a scope statement for the SMS, following the guidance pro
50/1EC 20Q000-3.

et

Defining*a scope statement for the SMS is completed at the top management level; subjec
eixperts such as technical and business analysts may assist.

ues and
services
lines the

MS:

finance,
ernal or
be of the
hization.
nization

include
hers.

yided in

[ matter

4.4 Service management system

4.4.1 Required activities

The organization establishes, implements, maintains, and continually improves the SMS.

4.4.2 Explanation

The purpose of this required activity is to ensure that all required elements are assembled to e
implement, maintain, and continually improve the SMS.

© ISO/IEC 2019 - All rights reserved
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Once the context, interested parties and their requirements, and the scope have been agreed, the
organization decides how the requirements in ISO/IEC 20000-1 are to be implemented as processes.
For example, are the processes in the SMS going to reflect exactly the clauses in ISO/IEC 20000-1 or will
they be combined, separated, or named in a different way?

To gain the most value from processes, it is essential to keep the processes current. An approach for
routine process evaluation will benefit the organization. As processes are deployed and implemented,
routine reviews include a review of their performance to optimize the process results.

The plans and aspirations of the organization can be considered when establishing and implementing
the SMSJSO that maintenance and continual improvement can be performed efficiently. See Clause 6fdr
more information.

4.4.3 Pther information
The orggnization documents the SMS to meet the requirements of ISO/IEC 20000-1:2018,7.5.

Top manjagement provides the basis and the authority to proceed with the establishiment of the SM$.
The responsibility for establishing the SMS may then be delegated to authofised personnel in thie
organizgtion.

5 Leadership
5.1 Lgadership and commitment

5.1.1 Required activities

Top marlagement demonstrates leadership and commitmeént with respect to the SMS.

5.1.2 Explanation

and confmitment to support the establishment and operation of an SMS. Top management is define
as ‘the pgerson or group of people who directs and controls an organization at the highest level. To
manageent, i.e. the level of management in the organization that has the authority and capability to
initiate the development of an SMS) also provides the needed resources for the continuing support ¢f
the SMSfand is accountable for the achievement of the objectives and intended outcomes of the SMS and
services| The right level of jnwolvement and commitment is essential to successfully implement an SM|S
in suppdrt of the services-it,provides to customers.

The purfpose of this required activity is. toj’ensure that top management demonstrates leadershiE

Top management is<@ccountable for ensuring that the SMS and the services are reviewed regularl
Further informatjorabout management reviews can be found in 9.3.

o~

Top manjagement establishes a service management policy, as well as service management objectives,
describipg their high-level vision of, and targets for, service management in the organization. To
managemeént does so in a way that is aligned with the overall business objectives and strategic directioﬁ
of the organization, as the policy and objectives are there to support the organization's business.

Based on the service management policy and objectives, top management directs the development
and maintenance of a service management plan, which is the overarching document that provides a
summary and describes the intent of the SMS for the organization.

Top management assigns levels of authority, appropriate to the size and complexity of the organization,
and delegates responsibility, so that the appropriate personnel are authorized to make decisions related
to the SMS and the services.

Top management determines what constitutes value for the organization and for the customers. The
creation of value from services includes realizing benefits at an optimal resource level while managing
risk. An asset, service component, and a service are examples that can be considered value. Internally,

6 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=425f6fe2ece4bb488ea17a89363e03cc

ISO/IEC 20000-2:2019(E)

value can include increased employee satisfaction, reduced costs, and increased revenue. Externally,
value is determined by the service outcomes and benefits that customers perceive from the use of the
services provided.

Top management considers the relationship of the SMS to achievement of the business outcomes.
Top management ensures that service management requirements and objectives are in line with the
business outcomes and processes of the organization. This approach prevents conflicts between service
management processes and business processes that are supported by the SMS.

Top management ensures that the SMS is integrated into the organization’s business processes. For
ample, the SMS requirements are not labelled and undertaken as an ‘add-on’ to the normal pusiness
rocesses but are part of the normal business processes. In this way, there is more certainty|that the
requirements will become part of business as usual and will be more likely to gain the-beng¢fits and
tcomes that are expected.

p management commits resources to support the SMS and the services; these include pdrsonnel,
fnancial, technical, enabling services, and any other resources. When néeded, top manpgement
supports other management roles so that they can be effective in their leadership roles and contribute
tp the success of the SMS and the services.

p management communicates with the members of the organization about the importange of the
S to the organization as a means of increasing its efficiency and effectiveness. Top managenjent also
cpmmunicates to personnel the importance of the SMS to achieve the service management objectives
d to deliver value to the organization and its customers. Top/management should also ensure| that the
ganization establishes effective feedback loops to enable\bi-directional and lateral communications
the SMS and the services.

p management facilitates and promotes continualimprovement of both the SMS and the serviges, with
the aim of increasing the value provided by the s€rvices to customers, end users, and the organization
ifself. Personnel also contribute to the effectiveness of the SMS and the services, for example|through
entifying opportunities for improvement:;te’enhance the effectiveness of the SMS and the guality of
the services.

§.1.3 Other information

Documented information required for top management involvement includes the following:
a) the service managementpolicy;

b) the service managenient plan;

c) the service ntamagement objectives;

) records.ofrequired communication.

he scope of the management system covers only part of an organization then top management efers to

d

Top managément has the power to delegate authority and provide resources within the organitation. If
t

those who direct and control that part of the organization.

It is recommended that the relationship between top management in the context of ISO/IEC 20000-1
and the highest level governing body, if one exists in the organization, is made specific.

The governing body can be involved with the SMS by:
a) reviewing the alignment of the organization’s strategy and service management policy;

b) reviewing that appropriate levels of authority are assigned for making decisions related to the SMS
and the services;

c) receiving and reviewing information at planned intervals about the content and operation of the
organization’s SMS;
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d) exercising reasonable oversight of the implementation, operation, and effectiveness of the
organization’s SMS.

These activities may be carried out by top management if the organization does not have a separate
governing body.

NOTE

ISO/IEC 38500:2015 provides guidance on and principles for the governance of IT.

5.2 Policy

5.2.1

Top man

5.2.2

The pur
manage
policy is

The ser
includes

The poli
custome

The poli
manage

The poli
EXAMPL
EXAMPL

EXAMPL
a consist

The org

service management objectives ar'e set (see 6.2 for the relationship between objectives and measures).

It should
achieve

A comm

The org
the orgd

required.

Required activities

agement establishes a service management policy.

Explanation

[}

pose of this required activity is to document the high-level intentions of the SMS in a servig
ment policy and to give direction to the organization with regard to service management. Thi
widely available and communicated to all relevant personnel and external interested parties

[77)

yice management policy is specific to the organization's circumisbances and objectives and
a customer focus. The policy should not be a generic, broadly applicable statement.

Cy represents organizational strategy and commitment todeliver value to the organization and
rs.

Cy applies to the agreed scope of the SMS and forms the'foundation of the organization’s servide
ment objectives and the service management plan.

Cy gives clear direction to the organization’s mianagers and personnel.
£ 1 Services are aligned to the business objectives and both organizational and customer priorities.
£ 2 Changes to processes or procedurés are made through the change management process.

£ 3 Roles and responsibilities for the service management processes are defined and documented in
bnt manner and personnel perfermance is measured against those responsibilities.

hnization structures the 'service management policy so that it states how the organization|s

be possible to demonstrate a link between the service management policy and the activities tp
'he organization’s sefvice management objectives.

tment to corfintial improvement of the SMS and the services is part of the policy.

=}

anizatieh communicates the service management policy so that it is understood withi
nization. It is also made available to customers and suppliers or other interested parties 3

[72)

When o
system),

ther management systems are used in addition to the SMS (such as a quality management
it is advisable for the service management policies to be consistent with the relevant policies

of the other management systems used by the organization. However, any service management policy
should remain relevant to the SMS and the services. This helps with integrating the various management

systems

and provides clarity to the organization’s personnel.

Top management ensures that the service management policy is reviewed at suitable intervals, usually
annually. This review is used to identify any deficiencies and ensure continual alignment with business
needs and customer priorities.

NOTE

The policy can also be reviewed to ensure alignment if service management objectives have changed.
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5.2.3 Other information

The service management policy is available as documented information.

Top management is the authoritative party establishing the service management policy with input from

relevant personnel in the organization.

The governing body, if one exists, should be involved with the SMS by approving the organization’s

service management policy.

.3 Organizational roles, responsibilities, and authorities

.3.1 Required activities

p management ensures that responsibilities and authorities for roles relevant taservice man
e assigned and communicated throughout the organization.

§.3.2 Explanation

he purpose of thisrequired activity is to clearly identify and express the authorities and respon
r the various roles that contribute to the success of the SMS and the’services.

= =

pview, and improvement. Specific responsibilities and authorities are assigned to personnel

< =ht =

authorities are clearly communicated in the organization.

Tl o

ple may be performed by multiple individuals. Such role allocation is not intended to limit flex
ssignment of tasks and accountability-

job)

Hased on the service management) objectives and service requirements, the performance of

anagement policy and toidentify improvement opportunities.

5.3.3 Other information

anagement_ 9f.the SMS and the services are documented and widely communicated wi
ganizationsand to other interested parties.

hgement

sibilities

op management identifies the roles required for all aspects of the SMS, such as design, impleméntation,

who are

esponsible for making decisions regarding the SMS and‘the services, so that the SMS conforms to the
equirements of ISO/IEC 20000-1. Once all the required-roles are identified, the responsibility i defined
br each of the roles, along with the specific outcomes expected from them. The roles are empowered
rith the required authority to take decisions expected by their roles. These roles, responsibilities, and

epending on the size and complexity of the\organization, one individual may have several rol€s, or one

ibility in

the SMS

;Eld the services is regularly reported to top management and reviewed for conformance to th¢ service

The roles, respofisibilities, and authorities of various personnel involved in the establishment and

thin the

esponsibility and accountability for each service and SMS process (or group of services or prjocesses)
should'be clearly delineated. The authorities and responsibilities for each service management process

in &hte SMS can include:

a) aprocess owner role, responsible for the design of the process, ensuring adherence to the
and the measurement and improvement of the process;

b) service owner role (can be a member of top management or an operational manager), res

process,

ponsible

for a service throughout the service lifecycle, including planning, design, transition, delivery,

improvement, and retirement;

c) a process manager role, responsible for the operation of the process and the management of the

process management resources;

d) personnel who perform the procedures of the process.

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=425f6fe2ece4bb488ea17a89363e03cc

ISO/IEC 20000-2:2019(E)

The role with the responsibility and authority for ensuring conformance to the requirements of
ISO/IEC 20000-1 and reporting to top management can be called the management representative.
Examples of additional roles are service desk manager, infrastructure manager, information security
officer, service continuity manager.

The documented information about roles, responsibilities, and authorities clearly outlines the various
functions supporting the SMS and the services as well as their responsibilities and authorities.
These functions, responsibilities, and authorities are determined by top management. Note that
ISO/IEC 20000-1:2018, 5.3 requires top management to assign authority and responsibility to persons
who report on performance of the SMS and service to top management

6 Plapning
6.1 Agtions to address risks and opportunities

6.1.1 Required activities

[77)

Risks arld opportunities are identified with a risk assessment to assure that\thé SMS can achieve it
intended outcomes and is continually improved. A risk management approach to deal with risks i
developé¢d and actions to treat risks are determined and planned.

[77)

6.1.2 Explanation

o

The purpose of this required activity is to identify and address\risks and opportunities to the SMS an
the servlices. The internal and external issues determined @s>described in 4.1 and the requirement
of interdsted parties as described in 4.2 are taken into acéount to determine risks and opportunitie
affecting the SMS. This assessment focuses on:

" n

a) iderftifying the risks that can affect the achieveiiént of outcomes for the SMS;

b) preyenting or reducing undesired impact on-the SMS and the services caused by these risks;
c) proyiding input to continual improvement of the SMS and the services.

As part ¢f a risk management process, various risks are determined, related to:

— the ¢rganization itself, such asits structure and culture, but also market conditions and competition;

— the possibility of not being able to fulfill service requirements, such as due to natural conditions,
supply-chain issues prfinancial issues;

— othdr parties’ ingolvement, such as in outsourcing situations where suppliers provide or operat
(parnt of) the sepvices.

[}

The imppct and'probability of these risks are determined as they relate to the SMS, the services, and the
customdrs./Based on the organization’s risk acceptance criteria, which are functions of the organization|s
risk appgtite, the organization determines the approach to treat these risks. This determination is donje
with some regularity or in response to changes in context. Examples of risk acceptance criteria are
risks with a score that falls below an acceptable threshold or risks that are above the threshold but
are accepted by top management. Risk management within the SMS should be closely aligned to the
organization's risk management framework to ensure consistent definition and treatment of risks.

Possible risk treatment actions can include:

a) Avoiding the risk by taking measures to steer away from it, for instance by only allowing authorised
personnel to download software onto all company owned mobile devices;

b) Considering the risk to be an opportunity, in case a positive effect is expected, for instance by
embracing the positive effect of increased revenue when demand for a service suddenly increases;
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c) Reducing the risk by removing its source, changing the likelihood of the risk occurring or reducing
its impact, for example by patching a vulnerability on a service asset;

d) Transferring to or sharing the risk with another party that is willing to accept it, for example when
it is another party that manages part of the service that forms a risk;

e) Accepting the risk by evaluating its consequences and determining it is acceptable; this is a top
management decision that should be documented for future reference.

Risks are also considered specifically as input for the service continuity and information security
TOCESSES. FUTTher information about the TiSK TEqUITEMENtS IN TNESE Processes can be founq in 8.7.2
d 8.7.3.

=z

OTE ISO 31000 contains an extensive general framework for risk management, including/princjiples and
featment options.

ot

4.1.3 Other information

Documented information related to risks can include the approach to be-taken for the manage¢ment of
risks and a risk register.

Top management or their delegates are the main roles accountabl®for risks. A risk managef can be
appointed to lead the risk management process.

4.2 Service management objectives and planning;to’achieve them

6.2.1 Required activities

Service management objectives are defined in alignment with the business objectives and th¢ service
anagement policy so that the SMS and the services are focused on meeting the business n¢eds and
sprvice requirements.

.2.2 Explanation

he purpose of this required activity is to define and document measurable objectives that will provide
focus for operating the SMSand its defined services to meet the organization's business needs. These
efined service management objectives are achievable within a specified time in line with th¢ service
anagement policy. Thé erganization reviews the objectives periodically to ensure the relevance

d need for updating the objectives based on the changes to the business needs, services, or service
anagement policiés:

Once defined, ebjectives are communicated to all relevant parties and progress is monifored in
chieving the 6bjectives.

job)

Vhen establishing the service management objectives, the organization seeks to undersfand the
pquirements and objectives of the business, customers, and other interested parties.

=<

Crn’*)h!'v')finnc dafina carvica manaagamant ahioctivac in cnnch o yay that ~chiguamantc ag inst the
5 creroo—ar e e —e v 1S} ecerv eSS uto—yv ety oS

objectives can be accurately measured.

The organization’s plans to achieve the service management objectives include the processes, resources,
activities, and responsibilities needed to achieve the objectives and evaluate the results. Timelines are
determined for the achievement of the objectives.

6.2.3 Other information

The service management objectives and the plans to achieve the objectives are documented. These are
often included in the service management plan.
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Top management is held accountable for establishing the service management objectives and planning
to achieve the objectives. The organization identifies other parties involved in achieving the service
management objectives. These parties can include personnel of the organization, suppliers, and

custome

Is.

Other roles appointed by management can be made responsible for the measurement and achievement

of the se

rvice management objectives.

6.3 Plan the service management system

6.3.1

The org
service

6.3.2

The pur
plan tha

The pla
to be im|
service

requirer]

The org:

The plar
businesy

The cont
a) the

b) kno
hav

c) obli
and
to b
(ISq

equired activities

nization creates, implements, and maintains a service management plan that reflects thie
anagement policy, objectives, and service requirements.

xplanation

t

ose of this required activity is to plan the SMS and describe its design in’a’service managemer
will aid understanding of the SMS in order to support the delivery of.the services.

[77)

is aligned with the service management policy and provides amneverview of how the SMS i

lemented within the organization. Key inputs to the service management plan (in addition t
management policies) include service management objectives, business strategy, and servig
hents.

@ O

inization communicates the plan to all interested parties.

is reviewed regularly, at least annually, and, as neéded, updated to accommodate the changinig
needs, customer requirements, or priorities of the organization.

ents of the service management plan include or refer to the following:
scope of services, e.g. the names of the services or groups of services in the scope of the SMS;

lvn limitations that may affect(the SMS and the services, e.g. the organization's personngl
ng limited availability to support the services outside of office hours;

=

bations and how these apply to the SMS and the policies. These obligations are vital to get righ
keep up to date because-they will affect the design of the SMS and the services, and are referred
y asset management_(ISO/IEC 20000-1:2018, 8.2.5) and information security managemer
/1IEC 20000-1:2018,-8.7.3). The obligations include:

t

organizational'policies, e.g. financial policies, technical architecture policies;
other applicable standards, e.g. ISO/IEC 27001, non-ISO standards;

legal and regulatory requirements, e.g. data protection laws, sector regulations;

S H ] H i ’'S 1 H rS H L14s
L_y lJl\,Cll Ul DPC\-III\, colitradatiudadr 1 C\.iull CITITCIILS, C-s. OoCIT VILU }quau.xco.

d) authorities and responsibilities identified as necessary to support the SMS and the services;

e) resources, including human, financial, technical, and information resources, that are required to
support the SMS and the services;

f) working relationships with other parties that have involvement in the service lifecycle, such as
internal or external suppliers, including how to manage these relationships;

g) technology used to support the SMS and the services, such as communication technology, systems,
service management tools, and other technologies;

12
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h) the approach to measuring the effectiveness of the SMS and the services as well as auditing the
SMS, reporting on the service achievements, and improvement of the SMS and the services;

i) the service management objectives.

Risks and opportunities that would cause the plan to be adjusted are identified, assessed, and managed
both initially and as part of continual improvement of the SMS and services.

The plan is also designed to explain how the agreed objectives and service requirements can be
achieved. If they are not met, the plan also includes how corrective actions will be implemented to
hiieve the objectives and improve the SMS and Services.

he activities covered in the service management plan are integrated with other plannirgiactivities to
eliver the services and achieve the service management objectives.

.3.3 Other information

he organization documents the service management plan, including references to other frelevant
ocuments.

p management is accountable for the creation and maintenance (of) the service manageme¢nt plan.
esponsibility is given to appropriate personnel in the organizationto create, review, and mainptain the
service management plan in collaboration with other parties and.roles that need to be involved.

Support of the service management system
.1 Resources

.1.1 Required activities

he organization determines what resources are needed and makes them available to establish,
implement, maintain, and improve the/SMS and the services.

.1.2 Explanation

he purpose of this required-activity is to ensure that sufficient resources are available to opg¢rate the
S and deliver the services.

he resources fundaniental to the performance of any service activity can include:

human resources, e.g. top management, personnel involved in the management of the $MS and
services,‘and people to design, implement, and operate the SMS;

technical resources, e.g. IT systems and tools to support the processes and services in the scope
ofighe SMS, to collect service measurement, to report on performance, and to communicpte with
customers and other parties;

c) information, e.g. details of agreed customer requirements, the organization’s service management
objectives, service management policies, and procedures;

d) financial resources, including funds for projects and funds for operation of the SMS and delivery of
services.

Persons in roles with the necessary authority approve the use of resources.

Although ISO/IEC 20000-1 does not require any tools or technology, they can make service management
activities more efficient and effective. Examples of tools can include those to monitor, measure, or
report on service or process performance.
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7.1.3 Other information

Resources identified for the operation of the SMS are documented or referenced in the service
management plan.

Human resources can be documented in staffing overviews and hours worked in time tracking systems.
When the levels of authority and accountability or responsibility of each role has been defined, this
information becomes a component of the SMS. Documenting roles and authorities in a matrix, e.g. RACI
(responsible, accountable, consulted, and informed), can be useful. Once the information becomes a
component of the SMS, it is then included in the SMS review cycle.

Current|technical resources should be documented as configuration information. Future techmiegl
resourc¢ requirements can be considered for future planning. Information resources can be managed
using an information management system, library, repository, file management system, or Content
management system. Current and future financial resource requirements are documiéented usinyg
budgetsfand other financial forecasts and reports of income and expenditure.

Activitids to identify the need for changes in resource requirements or resource levels may be supported
by mod¢lling, based on similar services or processes. Modelling information/can come from manjy
sources within the SMS, e.g. capacity reports, configuration information. The provision of resources gt
a sufficient level to support the SMS and services is a top management responsibility. The efficient and
effective use of those resources is a responsibility of all levels in an organization.

Resourcps include top management and, if it is separate, the ggverning body, who have overall
accountability for the SMS and the services delivered by the SMS,-This resource requirement continues
for the ljfe of the SMS and the services.

The orggnization should understand the risks arising from uneertainty as to which roles, or individual$,
have particular levels and types of authority and responsibility.

The organization’s commitment to provide humai® resources includes defining what each role
contribytes to the SMS and the services. The organization defines, agrees, and communicates thi
information internally. When it is relevant, thexdrganization may also communicate this information to
other parties.

[72)

NOTE It is acceptable practice for a single individual to have more than one role supporting the SM
particuldrly for smaller organizations, as long as any conflict between the roles is acceptably identified an|
managed,

g

7.2 Competence

7.2.1 Required activities

The orgpnization detéermines and records the competence of internal and external human resources
involved in the SMS and the services and takes steps to improve their competence.

7.2.2 Explanation

The purpose of this required activity is to plan for and manage the competence that is needed to operate
the SMS and provide services. Planning includes both current and future needs for competence.

The organization identifies the competence required for each role to support the SMS and the services.
This analysis includes prerequisite education, training, skills, and experience. The organization also
gives consideration to the workload involved in each role and how each role can change over time. The
type of responsibility and authority of a role is also taken into consideration. This activity includes the
roles of top management.

The organization then allocates roles to individuals who meet the competence criteria. A decision on the
suitability of an individual for a role can be based on a comparison of the demonstrated and required
competence for that role. When there is a gap the organization takes steps to close that gap.
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Disparities in competency may arise in internal or external suppliers, and can be evident, e.g. in excessive
time taken or lack of effectiveness in resolving incidents and problems or completing changes. When
the performance of internal or external suppliers is affected by lack of competence, the organization
obtains assurance from the supplier that the discrepancy has been successfully addressed.

Disparities may be corrected by several methods, e.g. the individual is provided with education and
training, or an overqualified person is assigned to more challenging responsibilities. Alternatively, the
organization may allow for missing skills or experience to be gained through knowledge management
act1v1t1es mentorlng, or havmg the person worklng w1th another who already has the correct skills and

ganization can also allocate the role to another party.

(Qrganizations align the performance indicators or key result areas of personnel to the,achievement of
the service management objectives. By doing this, personnel can be made aware of their respongibilities,
and can better understand how they can contribute to the desired service outcomes.

7.2.3 Other information

—3

he organization establishes records of competence, including ceducation, training, skills, and
Kperience.

(¢}

Responsibility for maintaining competence in the organization is typically shared among inldividual
personnel, their managers, and human resources and training‘coordinators.

.3 Awareness

~1

7.3.1 Required activities

—3

he organization requires personnel supporting the SMS to establish and maintain awarenegs of the
ervice management policy, the service.management objectives, SMS, and the portfolio off offered
prvices.

720 %)

7.3.2 Explanation

—3

he purpose of this requiredactivity is to raise awareness of personnel about the SMS and the|services
b improve their contributiens to service management objectives.

—

p—

h support of the SMS'and the services, awareness is promoted by communication about:

a) the service management policy and how the person's activities contribute to the achievemgnt of the
service management objectives;

b) measurable objectives that individuals contribute to, which are monitored and reported oh so that
awareness is increased;

c) C-each person's contribution to the effectiveness of the SMS and the services, including the bgnefits of
TMproved Service management performance,

d) the implications of not conforming to the SMS, service management policy, and alignment with
service management objectives.

7.3.3 Other information

Awareness of policies and procedures can be confirmed and documented through (electronically) signed
statements, but these are at best a record. Observed involvement and contribution to achievement of
objectives, along with records of interviews, are further methods to document awareness.

Top management establishes the policies that involve awareness and commitment from individuals.
Each individual should be aware of their value to the organization.
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7.4 Communication

7.4.1 Required activities

The organization determines the need for internal and external communications related to the SMS and
the services.

7.4.2 Explanation

The puifpose of this TequiTed activity 15 to rdemntify amnd COMmIMunicate Televant Imformation ot
internally and externally to support the SMS, achievement of service management objectivesp and
delivery|of the services.

7.4.2.1 | Communications plan
The plar of internal and external communications describes the following:
a) how{the established SMS is aligned with organizational objectives and customer expectations;

b) how{the service management policy, service management objectives, and service management pla
support delivery of value;

j=

c) whgqre to locate information, e.g. work procedures, help topics, documented agreements, customsg
reqiiirements for a service, contractual, legal, and regulatory4equirements, process performance¢
and(reports.

—

Top marfagement communication about the SMS is an opportuhity for the organization to motivate the
own pergonnel. Additionally, an appreciation of the importance of the SMS by both top management an
personngl helps to ensure that decisions made or solutions delivered align with prioritised busines
objectives of the SMS. The desired outcome of these ggmmunication activities is that people understan
their role in service management and how they“contribute to meeting the service managemer
objectives and to delivering value to the organization and customers.

-+ L wn Q-

[%7)

Communication can encourage staff motivation. For example, communicating the successful resuly
of persjlnnel participation in improvement activities can have a significant motivating effect. Othe
examplgds are prompt communication of incidents, especially security incidents, and customsg
complaints, which is a first step in-reésolving incidents and service improvement.

=~ =

7.4.2.2 | Communication niethods

The organization choos$es" appropriate communication methods and procedures, considering th
delivery|media, the titning and frequency of communication, and the audience's interest and need fqg
information. Typical.means of communication include face-to-face or live internet or video meeting
electronlic dashbeards and messages, as well as traditional written communications. Communication
should eptablish:a directlink from top management to each member involved in the SMS. Communicatio
procedufres‘ean cover contact details, distribution list maintenance, communication security, tools an
informarion access, schedules, and responsibilities.

JT= @
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The organization also plans for alternate communication channels and messages to be used in the event
of major service losses.

7.4.3 Other information

Effective communication depends on the culture of the organization, the type and method of
communication, an understanding of individual perceptions, as well as feedback and adjustment.

Documented information for communication can include orientation material, briefings, workshop
materials, internal personnel publications, email, social media posts, feedback, and more.
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Communication is the responsibility of all levels of management and interested parties of the
SMS. Designated responsibilities for specific types of communication promote consistent forms of
communication.

7.5 Documented information

7.5.1 General

75411 annirnd activities

Tlhe organization produces documented information required by ISO/IEC 20000-1 and necegsary for
he effectiveness of the SMS.

—

7.5.1.2 Explanation

—

he purpose of this required activity is to acquire or create, update, and contryol essential docgimented
nformation to allow successful operation of the SMS and the services. Documented information,
icluding records, is reviewed for suitability and adequacy, is retrievable when needed, and is pfotected
fom loss. Organizations are not intended to produce excessive writtenh documentation and records, but
b focus on the items that provide value to the intended audience.

—

= = =

ocumented information for an SMS includes those policies, plans, documented agrg¢ements,
pecifications, descriptions, procedures, reports, and records needed for its operation and for the
elivery of services. A plan for every process and exhaustive written documentation of every [possible
rocedure are not required by ISO/IEC 20000-1. The erganization manages documented infqrmation
y defining:

wn_ -

oo o

a) what documented information and recordsneed to be created and retained;
b) who will use the documented informatiof’and records;

c¢) how information is reviewed and approved for use;

d) what media is most appropriate.for the distributed information;

e) how information is storedyreétrieved, updated and revised, and disposed of when no longer{needed;

f) how frequently documented information is to be reviewed for updates and by whom.

7.5.1.3 Other information

—~

he organization produces and maintains documented information needed to operate the SMS
ffectively and-to fulfill the requirements of ISO/IEC 20000-1. In addition, the organization appr¢priately
entifiestand controls any documented information that has an external origin, such as that provided
suppliers or other parties. The organization creates or updates documented information and|ensures
prepriate identification, description, review, approval, format, and media. Some organizatipns may
efirie a role to take overall responsibility for all documented information for the SMS, with appropriate
inputs from subject matter experts.

D

—

NOTE Annex A has a table indicating all the mandatory documented information called for in
ISO/IEC 20000-1.

7.5.2 Creating and updating documented information

7.5.2.1 Required activities

The organization identifies the creation, approval, review, and update of documented information that
is required and needed for the SMS and the services, including the format and media.
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7.5.2.2 Explanation

The purpose of this required activity is to ensure that documented information that is created or
updated is effective to support the operation of the SMS.

The organization determines how the documented information is to be structured and defines a
suitable approach to managing documentation.

Effective policies for the creation and maintenance of documented information can include the use of a
naming or numbering system, including dates, to identify each item of information consistent with its
revision[history and applicability.

Documepted information may be in any type, form, or medium suitable for its purpose, e.g)we
pages, ppper, electronic image files, records in a database, or topics in a content management syste
Documepted information may include items of external origin such as standards, regulations, g
customgr information. Templates and standardized formats, or automated tools, can be-ised to redud
the effont of creating, accessing, updating, and using the content.

@ = T

The organization determines the type of approval required for each type of documented information.
While spme types of information, such as service management objectives;‘atre approved by tot)
management, other types, such as service requests, may be considered to be dpproved when the requeg
is enterdd by a customer and stored in a request tracking system.

(s

EXAMPLE An incident report can be considered accepted when it is properly entered in a record-trackin
system and updated to show timely progress towards resolution. Finalh\approval and closure of the incider
report can require approval of the customer or service agent.

~ 09

7.5.2.3 | Other information

While rgcords are not required by ISO/IEC 20000-1 for this activity, many organizations find it usefyl
to keep & record of descriptions, format, and the rolesand responsibilities for documented information.
The forrhat of this record varies by organization, ftom an annotated list or table in a text document tp
spreadsheets to relational databases or file sharing systems.

o

The orgqnization assigns roles, including fieeessary authorities for creating and updating documente
informafion according to the organization’s needs and issues such as size, complexity, and servig
offering$. For example, a very smalltenterprise offering a component of a service related to medica
devices might require a subject matter expert and a communication expert to create and maintai
particulpr documented information.

- —

7.5.3 [Control of documented information

7.5.3.1 | Required activities

The orgqnization'manages and controls documented information throughout its lifecycle and makes |t
availabl¢ whére'and when needed.

7.5.3.2 —Expltamation

The purpose of this required activity is to ensure that documented information is available, suitable,
and protected so that it supports the SMS effectively.

Control of information is different from control of physical assets and configuration items (CIs), since the
unauthorized release of protected or proprietary information can be a significant risk. The information
security policy and relevant regulatory and legal requirements are considered as part of policies for
document and record retention, protection, and disposal. The organization distinguishes between the
different types of control to be applied to different types of items, e.g. between those of internal and
external origin, or documented information requiring different levels of security because of its content.
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The SMS documented information, such as the service management objectives, policies, service
management plan, service catalogue, contracts, and service level agreements (SLAs), frequently refer
to the same content. Use of a content management system can be considered as an aid to providing
and updating information consistently or tracking variations in information that apply to different
customers or different levels of service.

Control of documented information includes a method to link the impacts of changes throughout the
organization, e.g. a change to an SLA that affects contracts with other parties or affects the availability
requirements. The organization can apply a change management process and handle documented
information as a Cl under configuration management control

(ontrol of documented information includes periodic review (e.g. annually), with updating, archiving, or
disposal as appropriate. The organization needs to control who can access, distribute, retrievef/and use
documents. Documented information should be protected from damage, e.g. due to poor environmental
cpnditions and hardware malfunction.

N |

.5.3.2.1 Control of records

he organization controls records that are created to provide evidence of conformity to requirements
pecified in ISO/IEC 20000-1 and of the effective operation of the SMS. All records need tq remain
boible, readily identifiable, and retrievable as long as they aré-meeded. Management of|records
ssociated with the SMS are aligned with relevant legal and regulatory requirements and cortractual
bligations, for example, regarding retention of records, archiving, and disposal practices. Records to
e retained include the record of document reviews and thetracking of review comments to refolution.
hese requirements and obligations influence the design‘ef the SMS.

—_H OO = U 3

|

.5.3.3 Other information

Vhile records are not required by ISO/IEC 20000-1 for this activity, many organizations find [it useful
b keep a record of controls for documented- iitformation that the organization maintains. The fprmat of
his record varies by organization.

—+ &+

he organization assigns roles and>hecessary authorities for controlling documented infgrmation
ccording to the organization’s needsand characteristics such as size, complexity, and service offerings.

L

rganizations can specify a schedule for retaining and destroying records, location for stordge, who
as authority to approve destruction, and methods of destruction.

=0 O

|

.5.4 Service mandagement system documented information

7.5.4.1 Required activities

—3

he organization establishes documented information for the SMS.

7.5.4.27~ Explanation

’Ihn nurnaca—aof thic rooyiend ocotivibyy dc 40 Dot +bha Loy dociioantad 1o fornabian oo ired b
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eqired—activity re—key—deocumented—information—re &
ISO/IEC 20000-1.

The following documented information items are examples of those typically maintained for an SMS:
a) SMS scope and service management policies, objectives, and plans;

b) process and procedure documented information;

c) one or more service catalogues;

d) service documented information including designs, requirements specifications, SLAs, acceptance
criteria, and service reviews;
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e) contractual documented information for both external and internal suppliers, including
specification of requirements and change control;

f) internal audit planning activities and reports;

g) documented information describing or associated with a particular change, such as change
planning activities.

The organization retains much of this documented information as evidence needed for audits of the
SMS, e.g. documented policies (see Clause 9 for internal audits and Annex A for mandatory documented
informafionjy.

7.5.4.3 | Other information

Records|that are created and used as part of the SMS can include logs and database recoxds; know
error regords; CI records; complaint, incident, and problem records; maintenance records; customg
records pnd data; and request for change records.

=]

The orggnization identifies persons to be responsible for several aspects of documented informatiop
for the SMS:

a) owrtler of the technical content of the documented information, responsible for its accuracy;

b) marfager responsible for the document management activities’and systems, including creating,
updpting, and control of documentation;

c) reviewers of the documented information before its release;

d) approver of the documented information.
7.6 Knowledge

7.6.1 Required activities

The orgpnization determines and maintains the necessary knowledge to support the SMS and thie
services

7.6.2 Explanation

The purfpose of this required/activity is to make relevant knowledge readily available to help the
organizgtion, suppliers, €ustomers, and users support effective operation and use of the SMS and
services|through sharingof information, collaboration, and learning.

Differenk types of information from the body of knowledge can be made available to different audiences.
Knowledge is not'the same as documented information but may include some documented information.

The sucqessful operation of the SMS and the services, e.g. incident and problem management, depends
on a body of knowledge that is readily available and managed for ease of retrieval, accuracy, relevancg,
and consistency.

The body of knowledge can be for those operating the SMS and the services including the organization
and other parties involved in the service lifecycle. The provision of a body of knowledge for customers
and users can assist with reducing the number of incidents or requests for information that get reported
by enabling self-service. Similarly, it can make the handling of them by support personnel more efficient
when they do get reported. The use of tools or document management systems can support the
establishment of a body of knowledge.

When creating knowledge, it needs to be written in a style most appropriate for the intended audience.
For example, knowledge intended for use via self-service should not be written in a highly technical
manner if that is likely not to be clearly understood by the self-service user.
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Out-of-date knowledge has the potential to significantly affect the operation of the SMS and services,
such as outdated service continuity plans being executed. Maintenance of knowledge therefore has
to include ensuring that it remains current at all times and is promptly updated or removed when
necessary.

7.6.3 Other information

Key knowledge elements to document can include service definitions, service support information
and procedures (e.g. service continuity plans), the service catalogue, standard operating procedures,

aa o oy = ADc
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[aintaining knowledge needed for the SMS and services involves assigning responsibility foridgntifying
spurces of knowledge (particularly important in small organizations where the loss of,an individual
ould remove a major source of otherwise undocumented knowledge). Other responsibilitie§ include
documenting knowledge, establishing and maintaining content management systems, analyjsing the
hody of knowledge for gaps and frequently accessed topics, and improving knowledge resourcgs.

8 Operation of the service management system
8.1 Operational planning and control

§.1.1 Required activities

he organization implements the plans described in\ISO/IEC 20000-1:2018 Clause 6, and plans,
implements, and controls the processes to meet service requirements. The organization |controls
glanned changes to the SMS and reviews the conséquences of unintended changes. The organization
ensures that outsourced processes are controlled.

§.1.2 Explanation

he purpose of this required activity ig to'implement and operate the SMS and its processes in alignment
ith the service management pladand other plans, such as plans for managing risks, as a rheans of
achieving the service management objectives and fulfilling the service requirements (see 8.2.2 for
additional guidance on planning the services as part of a service portfolio).

he organization defines; plans, and implements a set of processes to fulfill the requirements of the
MS. The plans created, in' ISO/IEC 20000-1:2018, Clause 6 are now put into operation. Thesg are the
fglans to address risks“and opportunities, plans to achieve service management objectives|and the
sprvice management plan.

Herformance<criteria are established for the processes based on requirements, and the procdsses are
cpntrolled-through these criteria. Examples of criteria are meeting service level targets for|incident
closure.orvavailability of services, having an up to date service catalogue, and testing thd service
cpntinyity plan on an annual basis.

l‘l:_l-lll‘l' and implemen Nrace ontro hat indicate when the SMS is no 3livering
services that meet service requirements. The organization defines and implements these process
controls to provide documented evidence of success or any need for improvement.

Any changes to the SMS that are planned need to be controlled to ensure that they do not have
unintended consequences. This can be done using the change management in ISO/IEC 20000-1:2018,
8.5.1, which ensures that all changes are assessed for their impact before they are approved. The change
management policy will say which parts of the SMS must go through the change management process
and which can be controlled in other ways.

Where any processes are outsourced to another party, they should be controlled using the control of
parties involved in the service lifecycle requirements in ISO/IEC 20000-1:2018, 8.2.3. This also applies
to parts of processes that are outsourced. For example, a supplier may operate the incident management
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and part of the problem management process with the organization operating the remainder of the
problem management process.

8.1.3 Other information

Planning activities and their progress are documented in the form of plans, schedules, or task
dependency timelines (such as Gantt diagrams). Control of operational planning may be documented in
progress reports or monitoring charts and displays.

t
the custpmer's needs. The authorities and responsibilities of both the organlzatlon and the customgr
are docymented and agreed for activities that affect both parties. In some cases in which the service is
highly standardized, e.g. cloud providers and mass transportation, the customer and organizatipn majly
have litle or no variation and negotiation on this agreement. The agreement may be obtained with ja
templat¢ or standard agreement when the customer buys the service.

Different skills are exercised for planning, implementation, and operation of the SMS;Top management
may assfgn a person who is responsible for the planning and initial operational(mplementation, and
then assfign someone else for the day-to-day responsibilities of operating the SMS:

8.2 Sarvice portfolio
8.2.1 Pervice delivery

8.2.1.1 | Required activities

The orgdnization operates the SMS in a manner that is copfdinated and delivers the services.

8.2.1.2 | Explanation

The purjpose of this required activity is to edordinate resources and perform activities to ensure
operatidn of the SMS to meet service requirements.

Delivery] of services is the reason for establishing an SMS; all the other activities lead to the fulfilmer
of custqgmer needs for the servicetand the opportunity for continued service. However, becaus
ISO/IEC[20000-1 is intended to coyerall types of services, service delivery has no specific requirement
other thpan that it is done in a coordinated manner.

D

o
~

Coordinftion is most notably“achieved through several aspects of the integrated SMS, such as the
followin

a) cmrfnunication among all interested parties, starting with top management commitment and
extdgnding to,daily personnel and customer interactions;

b) integration of service-related information among processes, such as configuration management,
inciglent'management, change management, and problem management;

c) activities coordinated and performed by all parties focusing on meeting service management
objectives, service targets, and providing value.

8.2.1.3 Other information

Documented information for service delivery can include:

a) procedures to enable coordination and execution of the activities to deliver services;
b) periodic reports of service measurements and evidence of achieving service targets.

Responsibilities for service delivery are typically given to a role, e.g. service owner, service manager, or
service level manager, who may oversee a group of related services.
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8.2.2 Plan the services

8.2.2.1 Required activities

The organization determines and documents service requirements, the criticality of services, and any
duplication or dependencies. Changes proposed to align services with the service management policy
and objectives are prioritised.

8.2.2.2 Explanation

he purpose of this required activity is to plan services within the service portfolio in order’that they
eet the overall goals of the organization and the SMS.

lanning starts with gathering service requirements, including those from thelcustomers, the
ganization itself, and other interested parties. Planning of services applies (to-existing gervices,
ew services, and services that are to be changed or decommissioned. Service requirements are
ocumented so that they can be agreed and referred to by activities further,in the lifecycle) such as
service level management or change management. Service requirements can include perfgrmance,
security, availability, service level, legal and regulatory obligations, and ether requirements relevant to
the service.

he services in the scope of the SMS can be grouped together andbe known as a service portfolio.

r all services, the criticality can be determined by investigating the needs of the organizjtion, its
customers, users, and other interested parties. These neéds’can vary among parties; hence, they need
tp be balanced in a way that satisfies all of them and ultimately aligns with the organization’s pusiness
tcomes. The criticality of services can be used_in“various ways within the SMS, e.g. to|support
resource planning, or to guide the development of SEAs.

ependencies between services or even duplications between services or service components ¢an exist
hen an organization delivers multiple services. These dependencies or duplications are identified and
anaged to increase the effectiveness and efficiency of delivering the services. For example, different
services performing the same functien.in different sites of an organization can be consolidated to one
cpmmon service and the others decommissioned. As another example, dependencies between [services
eed to be understood for service.continuity planning.

rvices are aligned with the“strategic and operational direction of the organization, as docimented
the service management-policy, service management objectives, and service requirementy. Where
this alignment is missing, changes can be proposed and made to the services to bring them hack into
ignment. Alignmentconsiders possible limitations, such as legal obligations that conflict with service
requirements, and-is done including a risk assessment of the impact of making these changgs to the
sprvices.

he organization prioritises proposals for new or changed services. Changes can include refnoval of
isting-services. Prioritisation considers business needs and the service management objedtives, so
that.théproposed changes are aligned with the strategic direction of the organization. Finalfy, these

changes are prioritised and planned considering the availability of resources (human, fjnancial,
tectmicat; amdothers):

8.2.2.3 Other information

Service planning includes documenting the following information:
a) service requirements;

b) criticality of services and their dependencies or overlap.

Planning and alignment activities are of a strategic nature and take the needs of various interested
parties into account. The authority to make decisions in this area is therefore clearly assigned, e.g. to a
service portfolio manager or service owners, and approved by top management.
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Respons

ibility and accountability for each service and SMS process (or group of services or processes)

should be clearly delineated. For convenience, this document refers to the responsible person as the
‘service owner.’ The service owner is often a member of top management. For operational reasons, each
service or process can also have an ‘operational manager’ with day-to-day responsibilities for meeting

agreed s

ervice continuity, availability, and performance.

These roles can be assigned to a single person or multiple people to suit the size and other characteristics

of the or

8.2.3

ganization.
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Required activities

[}

hnization establishes appropriate controls to ensure that all parties involved in~th€é servig
stay in line with the service management policy and objectives and provide theirparts of t

in agreement with the service requirements. The organization integrates all*elements of thle
coordinates the activities of all parties involved in the service lifecycle.

[}

ISO/IEC 20000-3 provides further guidance on the control of other partiés‘that are involved in the

Explanation

bose of this required activity is to ensure accountability of.the organization and apply control
parties involved in the service lifecycle to ensure the suc€essful operation of the SMS to delive
that meet service requirements.

= Wn

vices, service components and processes in theSMS can be provided or operated by th|
tion itself or other parties. All of these areiintegrated together to deliver the services
rs to meet the service requirements. Integration means to combine many things togethe
a whole. It is different from an interface, which is a point where two systems, subject
tions, etc. meet and interact. There will'be interfaces as well as integration to form a whole.

-~ O @

o
~

hnization coordinates activities throughout the service lifecycle to planning, design, delive
n and improve services with other parties that are providing or operating services, servic
bnts, or processes. Organizations choose how to coordinate based on a variety of issue
b service and organizatignal characteristics. Coordination may be accomplished with share
hnd planning tools or assets, integrated teams, regular or occasional joint meetings, and share
fion or content sharing)mechanisms, such as risk registers or knowledge management systems.

@
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rties can provide-or operate services, service components, processes, or parts of processes, and
11d be suppoxsted by contracts or other documented agreements. The organization evaluatds
cts these parties based on criteria related to the service requirements and SLAs with the
rs.

bossiblé for the organization to demonstrate conformity to ISO/IEC 20000-1 if other parties ar

[}

used to |

brovide or operate all services, service components, or processes in the scope of the SMS.

Other parties can include:

a) external suppliers, e.g. outsourcing of testing done as part of the release and deployment
management process, provision of a hosting platform, operation of the support of an application;

b) internal suppliers, e.g. organizational units inside the same legal entity or larger organization but
not within the scope of the SMS, e.g. a human resources department that operates the competency
requirements process or a team that operates the information security controls;

c) a customer acting as a supplier, e.g. a customer receiving a service and also providing IT
infrastructure and performing some of the activities of incident management or service request
management, e.g. through a service desk function.

24
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The organization can request other parties to operate selected processes in the SMS. Other parties can
use their own processes, as agreed by the organization, or the organization can request other parties
to operate processes designed and documented by the organization. The organization maintains
a description of the accountabilities and responsibilities of itself and the activities that are fully or
partially provided or operated by other parties.

NOTE ISO 37500 provides guidance on outsourcing arrangements.

The controls for other parties include the following:

-~ ODbjectiVe measurements of process performance of those processes nandied by other pajties, e.g.
comparison with KPIs for the process such as meeting targets for restoring service, closingincidents
and/or reducing the number of information security incidents;

-+ objective measurements of the effectiveness of services or service components proyided or
operated by the other party, based on the service requirements, e.g. meeting-$ervice requirements,
availability targets.

—3

he organization evaluates measurements, and when needed, defines (improvement or cqrrective
ctions. Measurements may be provided by the organization itself, the ather party, or a third party, and
valuation of measurements may be done jointly.

D QO

(lause 9 details techniques for performance evaluation and control based on the agreed perfprmance
measures.

8.2.3.3 Other information

Agreements between the organization and other parties should be clearly documented, e.g. in the form

::E- contracts. Agreements include identification gf the services, service components, or procegses that
e to be handled by the other party, with reference to the service management objectives, dnd clear

ndications of accountabilities and responsibilities of the organization itself and the other partjes.

—

Measurements and evaluation of process performance and the effectiveness of services o1l service
cpmponents provided or operated by dther parties should be recorded and reported.

(ther parties may be responsiblé.for the services, service components, or processes that they| provide
or operate. The organizationtwremains accountable for services provided to customers, even|if other
parties are involved in theservice lifecycle.

NOTE Supplier management is also applied to other parties, see 8.3.4.
8.2.4 Service catalogue management

8.2.4.1 Required activities

he organisation describes the services within the scope of the SMS in one or more service cafalogues
br Use'by the organization, customers, users, and other interested parties.

= =

8.2.4.2 Explanation

The purpose of this required activity is to describe the services and improve understanding of services,
intended service outcomes, and dependencies among services. The service catalogue is a key document
for setting customer expectations. The organization collates and presents service descriptions in the
catalogue. The scope of each service reflects the customer’s business activities. Information in the
service catalogue describes the services, the intended service outcomes, and dependencies.

The service catalogue is made available to all parties that need access to its contents. These might be
customers, users, or other interested parties. Different versions or views of the service catalogue can
be developed for internal and external use, or to address the needs of different interested parties.
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The organization can have one or more service catalogues. For example, the organization may produce
a single service catalogue, setting out all of the organization’s services for all customers. Alternatively,
there may be a service catalogue covering services for a single customer.

For external parties, the catalogue may include only live services or those to be offered or changed in
the near future. For internal use, the catalogue may include all services in the portfolio. In this case, the
status of each service is clearly defined. For example, the status may be planned, in development, live,
retiring, retired, or decommissioned.

The service catalogue shows the dependencies between services and supporting or enabling services.
For example, a business service may be dependent on a number of underpinning services such 35

financia| forecasting, market research, and hosting services. Supporting services or service components
can be grovided by the organization or external or internal suppliers outside the direct control ef thie
organizgtion. The service catalogue includes information about suppliers if it is relevant to) needs o¢f
various pudiences.

—

The orggnization designs the service catalogue so that the information is easy to maintain. The logicg
and effifient grouping of information is particularly important for information that is subject t
relativelly rapid change. This minimizes the overhead of the change managementprocess. For exampl¢
the service catalogue can be maintained as dynamic content on web pages,\Changes to the servid
catalogye are initiated and managed through the change management precess, to consider the overall
impact ¢f changes on other services and the customers before the service change is approved and
implemgnted. Changes to the service catalogue reflect new, changed, orfpemoved services.

()

-
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A servide catalogue management process and its supporting procedures contain information and
instructfons regarding the management of items in the catalogtie. This management process should
include ensuring ready access for those needing service infermation to perform their duties, integrity
and accuracy of service descriptions and information,and the relationships, dependencies, and
interfaces between a service and other catalogued services.

8.2.4.3 | Other information

(s

The seryice catalogue is produced in a format that best fits the needs of the different audience types.
can be ajn electronic document, a tool, or pa¥rt of a tool. The catalogue holds information common to afl
or most fervices, in order to simplify the.SLAs. The service catalogue typically includes the following:

a) the hame and description of théservice, including for whom the service is intended;

b) seryice level targets, e.g. time'to fulfil a service request, time to set up a service for a new customgr
or uper, time to reinstate\a’service after a major failure;

c) confact points;
d) seryice hours, support hours, and exceptions;
e) seryice options, e.g. basic and premium;

f) pricedf,appropriate;

g) service owner and technical owner if appropriate;
h) how to request the service;

i) supporting contracts if appropriate;

j) security arrangements;

k) service components;

1) dependencies between the services and service components.
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EXAMPLE A service supporting a user’s device includes three components with dependencies: support of
applications, support for internet access, and support of the hardware, each of which is provided by different
external or internal suppliers.

Services can be listed individually or grouped.

Other documented information may include the following:

— processes and procedures to create and maintain the service catalogue;

— inp11f< to and mn'pm'q from reviews of the service rnmlngnp

rvice catalogue management may be the responsibility of a manager responsible forth¢ overall
service portfolio. Some organizations, especially those keeping service catalogue mgnagement as

art of service level management, find it useful to identify a service catalogue manager, responsible
for agreeing the definition of each service catalogue entry and updating the service catalogue over
time. Development and production of the service catalogue can be the responsibility of an infgrmation
anager or documentation manager. Other roles of the organization, such asthe service owngrs, may
e responsible for providing and maintaining the information about their services.

ox

g8.2.5 Asset management

8.2.5.1 Required activities

—3

he organization identifies the assets used to deliver ser¥iges in the scope of the SMS and manages
hem according to legal, regulatory, and contractual obligdtions listed in the service management plan.

—

0

.2.5.2 Explanation

—

he purpose of this required activity is to manage the assets needed to operate services.

et

50/IEC 20000-1 does not require a full“asset management process. The requirements afe more
limited than those found in asset management standards. Asset management in the SMS fo¢uses on
entifying the assets required to deljver services and making sure that those assets are managed to
eet service requirements and according to legal, regulatory, and contractual obligations list¢d in the
service management plan. Examples of assets to manage include hardware, infrastructure, eqyiipment,
licenses, real estate, and vehigles.

—

ssets can be owned by\or under control of the organization, customers, external suppliers, [or other
arties involved in setvice delivery. For example, a software asset that is licensed from anothler party
should meet the reguirements of the license from the supplier such as a maximum number of users.

me assets in asservice are also configuration items (CIs) subject to configuration managenLent. For
ample, a Service monitoring application or a server are assets that are likely to be CIs, becapse they
e critical to delivering the service and need to be controlled.

.2:5:3" Other information

Asset management results in records of assets used to deliver services as well as records of the
applicable ownership. The relevant legal, regulatory, and contractual requirements are identified in the
service management plan under the heading of obligations.

Asset management and IT asset management system standards require specific roles that are beyond
the scope of the asset management requirements in ISO/IEC 20000-1. Responsibilities for asset
management in the SMS include personnel to identify service assets; to identify service requirements;
applicable obligations; and to check conformity at planned intervals.

NOTE Asset management is a broad subject covered by other management system standards (MSS), such as

ISO 55001, which provides requirements for a management system for asset management, or ISO/IEC 19770-1,
covering IT asset management (e.g. software and hardware).
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8.2.6 Configuration management

8.2.6.1 Required activities

The organization identifies, records, controls, tracks, and verifies Cls and manages configuration
information relevant to services in the scope of the SMS.

8.2.6.2 Explanation

.

The pur PDUSC Uf Lhib I cquil Ud dLLiViL_y ib LO dt:fillt dlld COUIILI Ul LhE CUIIPOIICIILS Ubel ViLt!b dud Lo llldilltdi
accuratq configuration information to support other service management activities.

[}

The orgpnization defines the types of Cls that are in scope of configuration management. GIs ar
element} that need to be controlled to deliver services. Cls exist at various levels depending.onthe typ|
and crit]]cality of the service, and the level of control required, and can include any of the following:

a) har

[}

ware;
b) software;

c) operating systems;

d) datgbases;

e) logigal addressing information (e.g. IP addresses);

f) virtpal Cls, such as cloud-based servers;

g) information, such as documentation;

h) facilities, such as data centres;

i) seryices, including supporting services to the main service provided.

For example, a data centre may be one Cl;\which contains several related Cls such as servers and
storage.|Servers may in turn have severalrelated Cls such as logical addresses, databases, and operating
systems

For each| C], certain information hasyto be defined. This will be referred to as configuration information.
Configuration information may include:

— aunlique identifier of the)Cl, such as a serial number;
— the type of CI, similarto the list above;
— adescription-efithe CI and its role in the service;

— posgible relationships between this CI and other Cls, such as software running within an operating
systlepd on hardware in a data centre supporting a cloud computing service;

— the status of the CI, such as active, standby, decommissioned.

All Cls are controlled so that the latest configuration and status of the Cls are always known and up
to date. This information is critical to the functioning of the service; hence, access to it needs to be
controlled so that integrity of the data is ensured. Cls can be changed as part of various activities, such
as deployment or release.

A configuration management database (CMDB) is no longer mandatory. Organizations ensure that a
system is in place to document, retrieve, and maintain configuration information, whether it is a
database or another form. The configuration management process updates the information about
CIs and can be supported by tools such as discovery tools to collect and maintain the accuracy of
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configuration information. Embedding the update of Cls in the change process, through automation or
manual process, is good practice.

Organizations perform regular audits of the recorded information about Cls. Audits verify whether
the information recorded about Cls is still correct and aligned with the live service environment. If
recorded data does not reflect the live status of the service, this needs to be corrected.

Organizations make configuration information available to activities or personnel who require it,
such as change management, incident management, capacity management, and service continuity
management. Therefore, this information is made available to those activity areas as needed.

8.2.6.3 Other information

The documented information that is produced and maintained by configuration ‘managenent can
include the following:

a) definition of the types of Cls, and the required documented information pertype of CI;
b) records of changes made to Cls;

c) records of configuration audits;

Qo

) reports on Cl audits, changes, and accuracy of recorded information.

An authoritative owner of each Cl can be identified who is regponsible for the recording and maijtenance
of configuration information. Other personnel may be appginted to update CI information and perform
cpnfiguration audits.

8.3 Relationship and agreement

4.3.1 General

Relationship and agreement involves activities to manage the organization's connection with cystomers
and suppliers and to maintain an acceptable level of service. Figure 2 shows typical relationships of
the organization as it interacts with customers, both internal and external, via business relationship
management (BRM) and service level management (SLM); and with internal and external suppliers via
supplier management. Threétypes of suppliers are depicted:

a) external suppliers —‘parties external to an organization that enter into a contract to contfibute to
the SMS and serwices, e.g. suppliers of service components or delivery staff;

b) internal suppliers - parties that are part of the larger organization that enter into a dociimented
agreement.te contribute to the SMS or services, e.g. finance or human resources;

c) customers acting as a supplier - those customers benefiting from the provided services that also
provide part of the service, e.g. customers who provide IT infrastructure or first-line seryice desk
Support.

LAS With an external CUSTOINEr are either part of a formal contract or are derined later based on the
formal contract.

Any of these suppliers may in turn use sub-contracted suppliers to provide part of the services that
they have been contracted to deliver to the organization, but these sub-contracted suppliers are not
directly managed by the top-tier organization's SMS and supplier management.

NOTE ISO/IEC 20000-3 provides examples of scope definitions that involve complex supply chains.
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: 8.3.2 Business relationship
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Figure 2 — Relationships and agreements between parties involved in the service lifecycle

8.3.2 Business relationship management

8.3.2.1 | Required activities

The orggnization identifies and documents customers, users, and other interested parties; defines thie
commurjication protocols; reviews service.performance trends at appropriate times; manages servide
complaints; and measures, analyses, reviews, and seeks to improve customer satisfaction.

8.3.2.2 | Explanation

The purpose of this required-activity is to establish and maintain a relationship between the
organizgtion and the custofners based on the customers’ needs and their business drivers.

Busines$ relationship{management builds the communication between the organization and thfe
customdr. This is avital set of activities to verify if the services are providing the customer with t
expectefl benefitstand are creating value for the customer and the end users. Feedback from busineg
relation$hip mahagement serves to improve the services when required. Business relationshi
management ‘identifies the customers that are using the services, as well as their users and othgr
interest¢d-parties that can provide feedback about the quality of the services. These interested partigs
are reco

wn O

The business relationship personnel set up communication channels and other methods to maintain
regular contact with the customer. The primary aim of communication is to understand the business
environment of the customer and the way in which the organization’s services contribute to the
customer’s business outcomes. These communication channels can also lead to identification of
opportunities to provide new services or improve aspects of the existing services.

With regularity, the organization reviews the performance of the services with the customers, based
on performance trends and a review of the outcomes of the services to ensure they provide value to
the customer. Performance is analysed and can be reported using service dashboards and other
mechanisms. Measured performance helps to identify opportunities to improve the services when
needed. The business relationship management review is not the same as the operational review
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required in service level management. This business relationship management review is likely to be
less frequent.

NOTE Services can meet agreed SLAs for performance and still be considered unsatisfactory by the
customer, e.g. the service is not considered good value or is no longer considered technically competitive.

A mechanism is established to receive service complaints from the customers. These complaints are
handled similarly to incidents:

— recorded;

- analysed;

- resolved through communication or corrective action, or used as input for improvement adtions;

- reported to the customer; and

- closed.

omplaints reflecting operational issues can lead to opening incidents or\problem records. The main
oal of complaint resolution is to assure the customer that action is beingtaken to resolve the foncern.
Vhen complaints are urgent or cannot be handled using the standard complaint handling procedures,
he customer may have an escalation mechanism available to reach.higher levels of management.

<09 O

imilar to complaints, a mechanism to handle received compliments from the customerq can be
stablished so that successful activities can be reinforced, and involved personnel can be acknowledged
rewarded.

()]

=

~

ustomer satisfaction is one of the most important kinds of feedback on the quality of the [services
rovided by the organization. Records of customer’satisfaction are therefore gathered regularly, for
stance using surveys on a per-transaction bagis'(e.g. after each incident, problem, or change)|or using
uarterly or twice-yearly general relationship ‘surveys. Care should be taken to use a repregentative
hmple of customers and customer contaets to prevent bias in the survey results. Feedbdck from
hese surveys is analysed and used as ptrimary input to improvement of the services, handled|through
pntinual improvement.

—

O+ Wn

4.3.2.3 Other information

d

usiness relationship mahagement personnel record information about the customers, users, and
iterested parties, which.can be in the form of a simple contact list or as an electronic system.|Records
customer contact.ahd reviews should be kept.

—

ecords of complaints and their resolution are documented. Complaints can be classified by th¢ type or
le¢vel of customeyaffected, urgency, impact, nature, type of service, or by other means that permit clear
idlentificatiob~and prioritisation of the complaint. Likewise, records of compliments and any dctivities
sociatedwith their management are retained for reference.

Input.and results from customer satisfaction surveys are available as documented information|.

eports are produced about complaints and customer satistaction.

The organization appoints dedicated or designated personnel as customer relationship managers, e.g.
an individual responsible for multiple customers or multiple representatives for one major customer,
who is responsible for the business relationship management of the customer. Authority for the
activities of relationship managers is delegated to them from top management.

Other personnel involved can include business analysts handling customer satisfaction input and
personnel resolving service complaints.
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8.3.3 Service level management

8.3.3.1 Required activities

The organization defines, agrees, records, and manages levels of service.

8.3.3.2 Explanation

The purpose of this required activity is to define, document, and agree the levels of service required to
meet cu ; i

The orggnization defines services and associated levels of service. The customer requirements and'the
service provider’s capabilities determine the content, structure, and targets of the SLA. For commodity
services) such as transportation or standard courses, the agreement may be that the customer accepfs
terms afpd conditions as described by the organization. For other service types, the customer and the
service provider agree the terms and targets for a service to be delivered, and document these in ap
SLA. An|SLA also specifies the rights and responsibilities of the service provider'‘and the customer.
A single| SLA may cover multiple services or multiple customers. SLAs should, ¢éover all components
required to deliver the service.

The SLA|should include exceptions to when the SLA will apply, e.g. during sérvice continuity events fd
the orgalnization and the customer, or in the first few weeks of operation‘of'a new service.

—

The SLA should also include workload limits, which are a measure of the volume of work that the
SLA applies to, e.g. number of users, number of transactions, ofhtimber of service components to ble
supported. The workload is monitored and any significant chahges can result in the need to review thle
SLA. Fort example, if the workload significantly increases, the’ organization may need to increase thie
cost of a|service due to more staff being needed to providesupport. The workload can provide an inpyt
to demahd management.

The targets against which the delivered service is.th€asured are defined from a customer perspective.
SLAs sh¢uld include only those targets that focus attention on the most important aspects of the servig
for the customer.

[}

Performiance against the SLA targets is monitored and reported on by the organization and reviewed
with th¢ customer regularly. If service.level targets do not meet the agreed targets in the SLA, the
cause is|determined for these missedtargets. Results of this analysis are fed to continual improvemer
activities to improve the services.

[

The orggnization monitorsand reports the workload against the SLA and uses this to validate that thie
workloafd is not going abevethe agreed maximum. Any significant changes in workload may be subjeq
to change management as’it could impact the resources required and the service delivered.

(s

8.3.3.3 | Other information

The seryices provided to the customer are documented along with the associated SLAs.

Recordslatesmade-of-themeasuredworkload-andperformanece-of-the-servicesasainstthe-servicetave]
are-Higae-ortreheaStreaWworhodtahaperorahee-or+tne-5ServicesaganSttne-5ervieexeve

Service level management usually involves a service manager (or other personnel), dedicated or
designated to the service or to the customer, who provides service level management and reporting.

Sometimes, the role of service level manager may be combined with the business relationship
management role, but the two roles operate at different levels: service level management is operational
and business relationship management is strategic. It is important to recognise this and to ensure that
the differences in focus do not become confused.

Other personnel involved may be service level analysts who provide reports on performance of the
services against the SLAs and workload monitoring and reporting. Technical personnel responsible for
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service monitoring work closely with the service level managers and capacity managers to consider
reallocating resources when service targets are threatened.

8.3.4 Supplier management

8.3.4.1 Required activities

The organization identifies, manages, monitors, and reviews external suppliers, internal suppliers, and
customers acting as a supplier ensuring that the performance of these suppliers meets the required
SETVIce level targets or contractual obligations.

NOTE Selection and procurement of suppliers is out of scope of ISO/IEC 20000-1.

§.3.4.2 Explanation
The purpose of the required activity is to manage suppliers to provide seamlessyhigh-quality services.

An organization can use internal suppliers, external suppliers, or customers acting as suppliers to
provide or operate their services, service components or processes. The'drganization ensures hat they
can demonstrate that they are in control of the suppliers and that servige levels targets are notfaffected
by their use.

Hxamples of when suppliers can be involved include the following:
a) operation of services, e.g. an operations center for outsourced network communications;
b) provision of service components, e.g. hardware, applications, facilities, or reception servicgs;

c) operation of service components, e.g. management of servers on which a cloud service is rynning;

QL

) operation of specific processes or partscthereof that are in scope of the organization’s $MS, e.g.
incident management and some servicereporting.

ifferent approaches may apply to-management of external suppliers and customers actlng as a
upplier. The organization needs-axdocumented agreement with internal suppliers. If the practices of
he organization are well defined; documented agreements and working relationships with|internal
uppliers may be covered by\the organization’s policies and procedures and normal manpgement
ractices. However, this can)be an area of increased risk when internal supplier practices are|not well
tablished. Therefore, ‘effective organizations document agreements with all suppliers, ¢xternal,
internal, or customers acting as suppliers.

wn . n =

he service level‘targets established between the organization and the supplier should be cdnsistent
ith the SLAsyagreed with the customer. Any risks of using a supplier and subsequently bfeaching
As are managed by the organization itself. For example, the organization can renegotiate th¢ targets
ith the.supplier, or the organization can work with the supplier to mitigate the risks by making the
tivities or interfaces more effective.

Intepfaces between the organization and the supplier can include communication channels, the[supplier
management relationship, service Ievel management, relations to other suppliers, and other interfaces.
These should all be defined and managed by the organization. For example, if a part of a process is
managed by a supplier and the other part by the organization, then it is essential that it is clear how the
process as a whole will work and who has overall responsibility. This should include the use of common
or separate but interfacing tools.

The performance of the supplier is monitored and reported on regularly, e.g. monthly, quarterly, or
annually, to fit the needs of the organization. Service level targets or other commitments agreed with
the supplier serve as initial parameters to evaluate performance. The satisfaction of the customer and
their service experience are the ultimate guidelines for performance of both the organization itself and
its suppliers. Issues with the performance of suppliers are dealt with by determining the cause and
by agreeing corrective action, or by improving the services using continual improvement. For external
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suppliers, serious disputes are recorded and formally managed to closure. Dispute resolution processes
are normally explained in the contract.

If the organization is dealing with lead suppliers who use sub-contracted suppliers, the lead suppliers
should provide evidence that they are formally managing sub-contractors. The lead supplier should
record the names of sub-contracted suppliers and their responsibilities and relationships and make
this information available to the organization if required.

At set intervals, the contract with the external supplier is reviewed to see if it is still valid in the current
service environment, which may have changed due to internal or external issues, including new or
changed service requirements. When contracts with external suppliers are changed, the impact,¢f
those chianges to the SMS and the services are evaluated prior to the change taking effect.

Internallsuppliers may be managed in an equally formal or a less formal way than externahsuppliey
dependipg on the needs of the organization. The documented agreement for internal stuppliers an
customdrs acting as a supplier should include:

o2 wn

— service level targets or other contractual commitments;
— actiyities and interfaces;

— othgr relevant items such as charging, reviews, reporting, roles ané-responsibilities, exception
condlitions.

Internal|suppliers may be managed in an equally formal or a lessformal way than external supplief]
dependipg on the needs of the organization.

[72)

8.3.4.3 | Other information

[77)

The main documented information for supplier management is the contract with external supplier
or a doqumented agreement with internal suppliers;or customers acting as a supplier. Between thie
organization and its external suppliers an agreement is documented, containing the following element$:

— the scope of what is being delivered by thé external supplier, e.g. services, service components,
progesses, or other elements of the serviée;

— spegifications or a statement of work of what the external supplier is providing, such as on-site d
rempte assistance, communicafion methods, or named personnel;

—

— SLAE between the organizatien and the external supplier, which should be aligned with the servide
leve] targets agreed between the organization and its customers;

— othdr contractual gbligations, such as possible incentive or penalty schemes and reports;

— aclgar overview-of authorities and responsibilities, such as a RACI matrix, so that it is clear who {s
accquntableand responsible for which aspects of the supplier’s delivery of services;

— Other items as required such as charging, reviews, reporting, and exception conditions.

£ £ . c 1 .. 4
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External suppliers are managed by a dedicated or designated (named) person assigned to each external
supplier. For example, there can be one supplier manager per supplier or one supplier manager for many
suppliers. This supplier manager is responsible for managing the contract between the organization
and the external supplier, maintaining a productive working relationship, and monitoring performance
of the external supplier to keep it in line with overall service performance.

A supplier manager has the authority and responsibility to manage external suppliers. Other personnel
responsibilities include those of monitoring, analysing, and reporting on the performance of suppliers.
The organization may also have supplier managers for internal suppliers or customers acting as a
supplier, although this is not a requirement.

34 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=425f6fe2ece4bb488ea17a89363e03cc

ISO/IEC 20000-2:2019(E)

8.4 Supply and demand
8.4.1 Budgeting and accounting for services

8.4.1.1 Required activities

The organization budgets and accounts for services according to its financial policies.

8.4.1.2 Explanation

The purpose of this required activity is to support the organization's understanding of the'total cost of
services and enable it to manage these costs.

Budgeting and accounting for services helps to control the financial aspects of sexvices and service
cpmponents, such as the operation of services or the funding of new services;~sérvice chaniges, and
improvements.

Hffective budgeting and accounting for services is based on understanding the costs of senjvices or
groups of services, overall service provision, and how general, organizatienal administrative dosts are
cplculated. Budgeting and accounting for services is based on the folleawing principles:

a) the cost of services or groups of services, overall service prevision, and the organization’y general
administrative costs are understood;

b) reliable forecasting of both costs and income is achievable;

c¢) abudgetis developed, approved, and maintainedthat shows planned costs and income for|services
or groups of services;

d) variances affecting the costs or budget arelidentified and managed;

e) adherence to the budget is managed-so that the service lifecycle is funded adequately thijoughout
the budget period;

f) forecasts, budgets, and costsare reviewed regularly to ensure that the process remains effective.

NOTE Income can represent,whatever medium of exchange is suitable for the organization, which can
clude actual money receivedor an accounting entry representing income or revenue.

he management of fimancial activity produces evidence of financial control at the various levgls of the
rvice or group of sexVices.

he organizatioh defines the criteria to budget and account for services or groups of services. For ¢xample,

pfackage rathier than for each individual service. To ensure that monitoring is relevant and the necessary
isibility-of costs is available, these criteria are applied to the budget items and accounting entiies. Cost

reports’allow comparison with the costs of acquiring the same service elsewhere in the market.

indirect

costs, and distribute the service costs

among groups of users.

)

If the organization in the scope of the SMS is a subset of the legal entity, responsibility for some of the
financial decisions may lie outside the scope of the SMS. The requirements regarding the level of detail
of financial information to be provided, in what form, and at what frequencies, may be dictated by
parties external to the organization. Other regulatory or organization-specific requirements are taken
into account as they can affect some of the defined policies and procedures, e.g. practices governing the
definition of capital versus operational expenditure. Accounting practices for the services are aligned
to those of the legal entity.
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8.4.1.3 Other information

Documented information to be produced and used by the customer, organization, and other interested
parties can include:

a) processes and procedures for budgeting and accounting;
b) historic budgets, draft budget for the next period, actual budget for the current period;

c) service management forecasts of workloads, capacity (including personnel), unit costs, revenue

3 pa | 1 pa | ade
1tenys;amna pramreta eXpPearcure;

d) timetable for budget production;

e) finapcial reports showing costs and revenue for each time period in the budget period,|with anly
variances;

f) reports on the causes of variances and how they can be managed;

g) finahcial input to continual service improvement projects;

h) costimodels showing how cost elements are used to provide services and create value;
i) repgrts required for legal or regulatory purposes.

Budgets|and financial forecasts are approved by top management.

Forecast, budgets, and reports should be prepared by personiel'with the necessary skills within the
organization. Responsibilities and accountabilities for budgéting and accounting activities should ble
defined pnd may include:

— budpeting and accounting manager, responsible for'the overall management of financial resources;

— marjagers with accountability for a specific budget in the organization.
8.4.2 Pemand management

8.4.2.1 | Required activities

The orgpnization forecasts and analyses the demand for services and monitors the consumption aof
services|relative to service capacity.

8.4.2.2 | Explanation

=

The purjpose of this-required activity is to understand demand so that the organization can adjug
capacitylas needed)to operate the SMS and deliver services effectively.

Service [requirements, as documented in the service catalogue and the SLAs, include performange
targets gridworkload limits. Based on these, the organization determines the unit or scale for measuri
demandmwm;ﬁ
of users of each service and their expected associated consumption of average or peak bandwidth or
storage.

The organization monitors changes in demand to check that it is within the expected levels. When
service resource consumption deviates significantly from the range for which the services have
been sized, demand management and capacity management cooperate to agree on needed changes
in capacity. Demand forecasting is a key input for budgeting and accounting and for service capacity
planning activities in capacity management.
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8.4.2.3 Other information
Documented information for demand management includes the following:
a) demand forecasts;

b) service consumption reports.

The roles responsible for monitoring and managing demand vary based on organizational

characteristics.

§.4.3 Capacity management

8.4.3.1 Required activities

—3

he organization determines, documents, and provides the necessary human, technical, info
d financial resources to meet the capacity requirements of services.

4.3.2 Explanation

he purpose of this required activity is to ensure that the organization has sufficient capacity
resources to meet current and future demands for services.

apacity management is performed in a number of areas,including human (e.g. sufficient p
l¢vels to support the service), technical (e.g. bandwidth¢ processing power), information (e.g
sufficient data available to make decisions, storage for information) and financial resources (e.g

udget). Frequently the human and financial capacity’requirements are planned outside of

anagement, e.g. by the human resources and finance departments.

apacity management can be closely linkedSwith 7.1 Resources, which determines and
psources. Capacity management includes th€-planning element based on current and forecast
he two clauses can be linked together imthe SMS.

apacity can be managed at the level©fan individual CI (e.g. storage), a combination of related (

br capacity are determined, and documented, so that capacity management can plan to
ufficient capacity to meet.Service and performance requirements. While ISO/IEC 20000-1
ave a requirement for a,eapacity plan, planning for capacity is still essential.

(@) =0 L oh (O —Halle)

apacity is planned based on the following aspects:

a) understandingthe levels and types of demand by the users of the service, as determined by
management,

b) capacity'to be provided in line with agreed service level targets, service availability requi
performance requirements, and service continuity considerations.

~

hanges to service capacity are made in a timely manner, as demand requires, and before

rmation,

 related

brsonnel
. having
.service
capacity

brovides
demand.

Is(e.g.a

erver farm) or at the level of theService itself (e.g. end-to-end communication capacity). Requirements

provide

Hoes not

demand

rfements,

agreed

(=

nresnolds nave been exceeded, SO that service quality Is not altected.

Sufficient capacity is provided to meet the requirements documented in service level targets and other
documented agreements with the customer. Continuous monitoring of provided capacity takes place,
trends are analysed, and any necessary remedial action is taken so that service performance can be
maintained. Issues with the provisioning of capacity can be investigated through incident management

or problem management and improvements made through continual improvement.
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8.4.3.3 Other information

Information to be documented for capacity management includes the capacity requirements, plans,
forecasts, trending or modelling exercises, and security policy, based on agreed service level targets
and demand management.

Capacity forecasts and reports are produced and analysed. Records are kept of any changes based on
these reports resulting from capacity monitoring, as well as changes made to capacity based on these
reports and on customer demand.

The autifority to make decisions to change service capacity 1s assigned to personnel in the organization.
Other pgrsonnel monitor and report on current and forecast capacity based on demand.

8.5 Sarvice design, build and transition
8.5.1 [hange management

8.5.1.1 | Required activities
The orggnization establishes a change management policy.

The orggnization records, and classifies requests for change including adding, removing, or transferrinig
services| Change initiation decides where the change is managed,{e.g. through change management
activitiep or through service design and transition.

[oW

The orghnization approves and prioritises changes based pon:risk, business benefits, feasibility, an
financial impact. The organization tests (where possible), deploys, reverses (if necessary), and review
changes| for effectiveness and trends. Unsuccessful changes are investigated and corrective action
are takep.

wn wn

8.5.1.2 | Explanation

The purpose of this required activity is to maintain stability and control changes (including addition
and rempvals) to the SMS and the services as set out in the change management policy.

[72)

Change management controls modifications made to the services, service components, and the SM{
Changed are formally controlled t0 assess the impact of the change and to minimize the risk of negativ
impact gnd achieve the desired.outcomes. The organization establishes a change management polic
regarding what service compdrients are under change control and the categories (levels) of chang
control, puch as changes with’a potential major impact, emergency changes, or pre-approved changes.

[CSCERS

8.5.1.2.1 Change management policy

The chahge management policy defines the scope of change management. It is possible that not afl
componegnts, af-a service need to fall under change management, so the organization determines which
components are in scope and which are not. For example, consumables may be a service component, byt

not Subj bctto change management. The grganization reviews service-related information and records
(=]

to decide if these are all or only partially in scope of change management. For example, changes to
contracts and documented agreements may be controlled by a different part of the organization; some
changes to documented information may be controlled by an information management group; and
changes in selected suppliers may be performed outside the scope of the SMS.

The change management policy defines the categories of change to be used within the organization
depending on the level of assessment and approval needed before implementation. The policy also
defines how each category is to be managed. Categories can be:

— standard, which are often managed by service request management;

— normal changes managed by change management;
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— project changes, which are managed by service design and transition;

— emergency changes, for which policies may allow for expedited approval or approval after the
change is applied.

The change management policy defines the criteria by which it is determined what changes are
considered to have the potential to have major impact on services or customers. Examples include
cost or effort above a threshold, high risk, and unusual skills or technology. In addition, some new or
changed services may be required by top management to be managed as a project using service design
and transition.

ven though these types of changes are implemented via service design and transition, the centrol of the
change and the decision to approve the change is handled by change management. Change.manpgement
thus should involve explicit procedures to assess, approve, schedule, and review change activities. A
single major change may result in numerous lower level changes, some of which may be managed as
ormal changes, standard changes, or handled as service requests.

he change management policy can include specific provisions for automated changes, if applicable.
he policy then defines in what circumstances, and for what parts of the'service, automated [changes
cpn be used, what alternative approval process may apply, and what verification steps are to he taken.
pproval and verifications themselves can be automated but need’to be defined, evaluafed, and
proved by a change authority before they can be used.

s

igure 3 illustrates the relationships and decision points afmong several of the typical prodesses in
prvice management with connections to sub clauses in ISO/IEC 20000-1.

(%)

§.5.1.2.2 Change management initiation

add, rem r
transfer(service

8.5.1.2 @
Request for clga

Record and classify

8.5.1.1
Change

management

polic

ajor impact on
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Removal/transfer of
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8.2.6
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Figure 3 — Relationships of service design, build, and transition and change management

Change management is initiated by documented requests for change to modify the services, service
components, or other aspects of the SMS. Proposals may also call for new services, removal of services,
or transfer of existing services into or out of the organization. The received request for change is
recorded and classified based on the categories outlined in the change management policy. The change
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authority (depending on the category of change) determines whether requests for change are to be
approved, deferred, or disapproved.

Decisions are made in change initiation about how the request for change is managed. These changes,
which should be managed according to service design and transition, include the following:

a)

b)
c)

d)

e)

Changegwhich are not to be managed by service design and transition are managed by change activities.

8.5.1.2.3 Change management activities

Receipt jof a documented request starts the change management activities. The request is assessed,
approvef, deferred, or rejected.

Interested parties, such as users, suppliers, and service personnel, are identified and informed aboy
planned| changes that may affect them. They provide any-necessary information to support the
assessment of the request.

Requestp for change are prioritised, so that changes.can be implemented in an order that best servg
the busihess outcomes of the customers and the organization itself. ISO/IEC 20000-1:2018, 8.2.2, Pla
the servjces, also has requirements for prioritization of changes which should be taken into account.

Decisions about change requests are made based on criteria set by the organization, which may includie
the following:

a)
b)

<)

d)

f)
g)
h)

j)

new services or changes to services with the potential to have a major impact on customers or
other services as determined by the change management policy described above;

removal of services;

trarsfer of an existing service from the organization to a customer or other party, such as in thle
casq of outsourcing;

transfer of an existing service from a customer or other party to the organization, suchlas in thie
casq of insourcing;

any jother change that the organization determines may have a major impact.

[

-

riskp of implementing changes, and possible financial impact on the organization;

business benefits of the propaosed changes;

-

feasjibility of successful-implementation, adhering to established policies or requiring change i
seryice managementpolicies;

imppct on existing-services;

required coerdination to manage the change with customers, users, and other interested partief
not |only ‘during transition, but afterwards, when the existing services may function differently
from what these parties are accustomed to;

resulting changes in SMS policies and plans required by this document;
impact on information security;
impact on service availability during and after the change, and available capacity;

other pending requests for change, releases, and plans for deployment, which may influence
proposed changes;

impact on service continuity.

Approved changes are planned, developed (built), and tested. Test results are analysed before final
authorization is given for the change implementation. Planning includes a way to roll back the change. In

40
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practice, a roll back is not always possible, but the organization should plan for a roll back or alternative
mitigation.

EXAMPLE If the change is to an application, then roll back can be to the original version of the application.
If the change is to a piece of hardware, then it can be possible to remove the hardware component that has not
worked or it may not be possible to roll back at this stage.

If a change affects a Cl, its configuration information and related documented information are updated
according to the guidelines in configuration management.

into the

After the implementation of a change, the organization evaluates its effectiveness, compared to the
expected results. The organization may need to take agreed remediation actions [with interested
parties.

(Jhange records are analysed to determine trends in changes, such as first-time-success rates of change
implementations, or the service changes that are requested. Learning fromthis analysis should be used
in continual improvement as described.

§.5.1.3 Other information
Thhe organization creates documented information as follows:
a) the change management policy, which should be approved and made available to interested parties;

b) change management procedures, to manage the’categories of change defined in the change
management policy;

c) requests for change, which should identify the affected Cls, rationale for the change (ihcluding
related problems or known errors to bé\@solved), impact if the change is not made, and e§timated
schedule and resources to perform the change. Requests for change may include detailed|or high-
level cost estimates for use in budgetary planning;

d) records tracking approval, defexral, or rejection status of requests for change;

0]

reports of change trends and resulting improvement activities.

he organization assigns achange authority that can approve and reject requests for change. [Chis can
e a single person, a @noup of people, or even an automated system, depending on the nature of the
pquests and of the erganization itself.

il

he change management policy identifies which roles have the responsibility to approve|various
ntegories of ¢hanges. For example, changes that have significant cost impact may be brought to top
anagemeént for decision, while changes that can be done with existing resources and budget may be
ecidedsby a regularly meeting group of managers for affected services.

(ol |

ersonnel may be assigned to evaluate recently implemented changes and change records fpr trend

1 . 3 - .
alldly SIS dllu IIHpPT UVClllCll‘l: stlUllb.

8.5.2 Service design and transition

8.5.2.1 Required activities

The organization plans, designs, builds, and transitions services based on agreed service requirements.

8.5.2.2 Explanation

The purpose of this required activity is to ensure that new or changed services, changes to services,
removal of services, or transfer of existing services meet service requirements and will be deliverable
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and manageable at the agreed cost and service quality. Service design and transition applies to the
activities to bring a new or changed service from a concept or request into operation, to remove a
service, or to transfer the operation of a service to or from another party. Based on approvals from
change management, it covers the planning, design, build, and transition of new, and change, removal,
or transfer of services.

8.5.2.2.1 Planning

The planning activities identify the considerations that need to be taken into account to manage the
change te-servicesandexplairhow-theservicechange-wiltbe-aceomphished-priorto-making-the-change
live. Plahning may be refined concurrently with design, as more details are agreed through analysi
and congultation with interested parties, and as additional constraints or risks are identified.

v

The follgwing planning activities are performed:

(s

a) detdgrmine the authorities and responsibilities for design, build, and transition agctivities so th4
thege activities are aligned and effectively coordinated. Establish who has the@uthority to mak
spegific decisions during the design, build, and transition work;

[}

b) detdrmine the activities to be performed by either the organization or-other parties with their
tim¢lines and milestones during design, build, and transition;

c) idertify the needed resources to successfully design, build, and tramsition new or changed services.
Thepe resources include human (personnel, both internal ahd external to the organizatiogl)
technical (tools, systems and software), information (requirements, information about existi
services, customer information) and financial (budget andfunding sources) resources;

<

d) analyse dependencies on other services and possible relationships between existing services and
the hew or changed service being implemented. This relationship may affect the way the servig
desilgn and transition activities need to be performed or when they can be scheduled. It may als
identify changes required to the dependent serviées;

[*XN¢)

e) idertify requirements for testing as part of.the planning phase. Since no testing can be exhaustiv¢
the gxtent of testing is planned to cover/the most significant uses of the service;

-

f) detdrmine if the project budget is consistent with the planned level of effort;

=]

g) doctimentthe service acceptancecriteria, either established by the customers or by the organizatio
itself or by other interested parties, so thatitis clear when a new service or changes to a service hayj
been implemented successfully. Service acceptance criteria may include performance, accessibility,
availability, security, of-other aspects, such as completed documentation and successful testing;

[}

[}

h) perform the risk manhagement activities and plan activities to identify, assess, and treat risks wherj
necgssary;

i) detdgrminethe’intended outcomes from delivering the new or changed services. The outcomes ca
be gxpressed in measurable terms, so that achievement of these can be objectively determine
aftef implementation;

[eFge]

j) determine the impact on the SMS, other services, planned changes, customers, users, and other
interested parties, so that possible negative influence on these from the service design and
transition of the new or changed services can be avoided.

Planning includes communication with interested parties, such as suppliers, while keeping top
management informed of progress and the need for decisions.

Specific planning considerations are applied to services that are being removed, such as setting the date
on which the services are to be removed and the activities for archiving, disposal, or transfer of data,
documentation, and service components. These are clearly communicated to all interested parties. This
planning may identify dependencies such as the availability of a new service before the old service can
be removed.

42 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=425f6fe2ece4bb488ea17a89363e03cc

ISO/IEC 20000-2:2019(E)

Similarly, for services that are to be transferred to or from a customer or to another party, planning
of the transfer includes setting the date on which the services are to be transferred and the activities
for archiving, disposal, or transfer of data, documentation, knowledge, and service components. These
are clearly communicated to all interested parties. The organization may also need to consider the
intellectual property rights of items to be transferred.

The CIs affected by the design and transition of new or changed services are controlled through
configuration management.

—~

he design activities result in a documented service design that reflects the service requirenients for
he new or changed services, as originally identified in portfolio planning (see 8.2.2). Releyant {ctivities
br the service design include the following:

-

a) identify new requirements or changes to human, technical, information, afidfinancial regsources,
and how these resources are affected by the implementation of the service;

b) identify the authorities and responsibilities of the parties involved i the operation and delivery of
the new or changed services. Parties may be internal or external;

c) identify needs for appropriate education, training, skills, and experience of personnel pefforming
the delivery and operation of the new or changed service;

d) make updates to the service catalogue when relevant,‘e,g. add in a new service, delete a femoved
service, update a changed service;

e) describe changes to measurement systems used,for performance management;

f) determine the possible impact on other services, performing the appropriate risk manpgement
activities so that impact is reduced to an@cceptable level;

g) new or changes required for SLAs(contracts, or other documented agreements deperding on
service requirements and the use of 6ther parties;

h) updates to other parts of the SMS that may require a change of policy, process, or procedure to be
rolled out to relevant staff.

0

.5.2.2.3 Build and transition

uild and transition-activities follow service planning and design to implement the new or changed
ervice. Build activities include assembling the service components or services and testing them, so
hat it can be démonstrated that the service requirements have been fulfilled to satisfy the neefds of the
ustomers and to meet the documented design and the service acceptance criteria.

O & »nom

Testing<dssperformed on new or changed services prior to implementation. Whether testing is|possible
dependson the nature of the services and the service environment, as not all situations permif testing.
If the transition to a new service involves removal of an old service, testing is done to vérify the
d LCpLd‘UIU UpCcl dLiUll Uf lEllldiuillg SCI ViLUb Llldl, hdd dUpUllL‘lEllLiEb UIl Ul illl.t!l deUb WiLh Lht! emOVed
service.

In case the service acceptance criteria have not been met, actions are agreed. These actions can include
deferring implementation and correcting deficiencies or known errors, or proceeding to implement with
alist of items to be corrected or completed after implementation. These activities involve analysing test
results and determining steps to modify the planning or design of the new or changed service so that a
subsequent test will be successful.

The activation of the new or changed service into the live environment, once approved by change
management, is performed using the release and deployment activities.
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Once deployed, the relevant interested parties are informed of the success or failure or the
implementation, what the impact to them is, and any further steps to be taken in the process.
Achievement of the intended outcomes of the new or changed service is verified. Success may only be
noticeable after an extended period of time, depending on the type of service or change made.

8.5.2.3 Other information

Planning activities, both for designing and building the service and for service transition, may be
documented in a formal plan or recorded in various artefacts, such as schedules, timelines, RACI tables,
and taskksts:

A servicg design is documented to reflect how the service requirements are to be fulfilled by the service.
The seryice design description may be simply a listing of planned Cls, descriptions of various.system
support]ng the service, descriptions of how the service will operate, and preliminary versions.of SLAs

[77)

Where gpplicable, the documented service design may result in new or changed SLAS, contracts,
and other documented agreements that support the services. This includes agreements within the
organizgtion, agreements with the customer and users of the service, and agfeements with third
parties Jupporting the service.

[72)

Implemgntation of the new or changed service may result in changes to the.service catalogue. Updatg
to the sdrvice catalogue are made through service catalogue management.

New senjvices or service changes that affect the SMS may be reflected in the service management
plan, as[well as new or changed policies, plans, procedures, measures, and knowledge needed for thie
successful management of the service.

Results pf tests of the new or changed service are documented, along with possible actions taken tjp
deal with failed test results and to implement the service‘successfully at a subsequent attempt.

Detailed procedures are produced and tested for extended or complex transition activities, includinlg
rollback{procedures if possible.

build, ajd transition. A central coordinating role, such as a project manager, is identified, along wit
team m¢mbers dealing with significant*aspects of service design and transition, as required by t
specificg of the service being implemented or changed. Various roles may be established that ar
responsjble for the design, planning) testing, and implementation of changes.

The plajning phase establishes and documesits the authorities and responsibilities for service desigr}\;
e

[¢)

8.5.3 Release and deployment management

8.5.3.1 | Required activities

The orghnization—plans, tests, deploys, and reviews the success or failure of a release into the live
environment, eeordinating the release and deployment activities with change management.

(i

NOTE Forpurposes of release activities, the "live environment" can include the pre-production environmer
as well as the live production or operational environment

8.5.3.2 Explanation

The purpose of this required activity is to ensure that deployment of releases into the live environment
is planned and controlled to meet requirements.

Release and deployment management deals with the management of releases of services, service
components and Cls, and the deployment of those into the live service environment. Release and
deployment management does so in close relationship with change management and, where applicable,
service design and transition.
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A release is a new or updated version of a service, service component, or Cl. A release can consist of
one or more changes. Different types of releases may be defined, such as normal, emergency, selective,
phased, or other types of releases. Based on their definition, these types of releases are characterized by
their frequency of deployment and the way in which they are managed, e.g. by using automation or not.

The deployment of new or changed services, service components or Cls into the live environment is
planned. Release planning is coordinated with change management and includes references to the
requests for change that form the basis of the new release.

Any downtime of the services due to the deployment of a release is agreed with the customer and
cpommunicated to all interested parties.

uring release planning, the organization defines and documents the acceptance criteria for each
release. Prior to deployment, the release is verified against these acceptance criteria."If thg release
oes not meet the acceptance criteria, it is determined by the organization and applicable interested
arties how to proceed, such as modifying the release so that it will meet thecac¢eptance crjiteria or
ithdrawing the release completely.

Ih line with configuration management, Cls that are affected by the release’are baselined, so|that the
iginal state is preserved and may be compared to their changed staté after the release has been
eployed. This approach preserves the integrity of the service and ‘service components and [helps in
cpse a roll-back plan needs to be executed.

he success or failure of releases is monitored, measufed, and analysed so that deployment
ethodologies can be improved as needed. Analysis in€ludes the number of incidents that have
ccurred in the period immediately after a release has heen deployed, as far as these can be r¢lated to
he release. Note that this period may be short or long, depending on the nature of the service pnd how
requently it is used. Results of this analysis are used to determine improvement actions that feed into
pntinual improvement.

o —h O

p—

mmediate feedback is also provided aboutthe success of releases to change management, [incident
anagement, and other related activitiesFor example, if a release has not been successful| change
anagement would review their activities for possible corrections needed for the release to go live. If
required, incident management wouldensure a viable workaround (or similar mitigation) is cqnnected
tp the failed release until it is permanently corrected.

.5.3.3 Other information

(Jomplex deployments are-documented in a detailed release plan, describing the activities requiired for
al successful deployment. The release plan contains the deployment date of the release, as authorized
hy change management, and what the deliverables of the release are, e.g. updated documentatfion, new
spftware, or otherupdated service components. The release plan also describes what methods are used
for the deployment of the release, such as automation, manual procedures, or other methods, as well as
the acceptance criteria, method of demonstrating that the release was successful, release scheglule, go/

0-go decision points, back out and recovery procedures, contingency planning for alternative fneans of

peration if the service is unavailable during the release, and other relevant information for the release.

reports.

Other records can include baselines of Cls, taken prior to releases, analysis of the success rate of
releases, and possible improvement plans. If a release is used to close known errors or problems, these
are referenced in the release records as well.

An authority is established to approve releases prior to their deployment. Different categories of
release have different levels of approval and release authorities. Further roles needed are personnel
performing the actual deployment of a release, and personnel verifying the success and effectiveness
of the release based on the acceptance criteria. Other personnel monitor, analyse, and report on overall
release success rates.
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8.6 Resolution and fulfilment

8.6.1 Incident management

8.6.1.1

Required activities

The organization manages the resolution of unplanned events that disrupt or can disrupt the service.
Incidents are managed from recording to closure, with a specific procedure to manage major incidents.

8.6.1.2

The pur
incident

Incident
services
urgency,
identific
NOTE 1

servicer

identify pot only the primary affected service, but also the indirectly affected services, service components, qr

Cls. An e}

At time;j
incident
also foc
workard
manage

NOTE 2
of an inci

When a

escalatign to another support team (either‘internal or external to the organization). When an incider]

has bregd

If major
business
all custd
major in|

a) prio

b) acti

Explanation

pose of this required activity is to restore affected services as soon as possible following a
and within agreed service level targets.

=i

management activities can minimize the impact that incidents have on the-~guality of thle
When incidents are identified, they are recorded and classified. Classification may be bjy
impact, nature, type of service, type of user affected, or by other means that permit cledr
Ation and prioritization of the incident.

Organizations can identify their own categories of incidents and priorities. These can also apply to
bquests and problems. Incidents are correlated with the services that they affect. Incident records can

rample of indirectly affected services occurs when multiple servieés share service components or Cls.

, numerous incidents are reported that relate to the‘same root cause. Records of relate
5 are linked to assist in determining the extent of an iSsue or problem. Linking related record
1ses attention on identifying problems to remove tlhie cause of the incidents or providing
und if the set of incidents cannot be promptly correeted. Incidents can be handled with probley
ment activities, especially when the underlying causes are not clear.

- O n

Incidents are not the same as nonconformity; (a requirement which has not been fulfilled). The caug
dent can alert the organization to a nonconformity.

[¢)

h incident cannot be resolved in.a(timely way, it may require escalation, such as functional

(i

ched its target resolution time, it may require hierarchical escalation to management.

incidents are not promptly resolved, they can have a significant impact on SLAs or customers'
objectives. The criteria‘to identify a major incident are determined, e.g. an incident that affect
mers, an incident that' will have a major impact on information security. The procedures fd
cidents can include:

- »n

ritising resolution activities to ordinary day-to-day activities;

ating plaps for alternative (workaround) service delivery methods;

han

) conbmunicating with the customers regarding the status of the major incident and how it is beinlg

led;

d) escalating reports of the major incident to top management.

Once major incidents have been resolved, they are reported, reviewed, and analysed to get lessons
learned to be used for continual improvement activities.

All actions taken to resolve incidents are recorded and available for analysis and audit purposes.
The organization can record several aspects of an incident such as the duration that a service was
unavailable or degraded, traceability to which SLAs and Cls were affected, request for change or service
requests opened to resolve those incidents, or associated problems.
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8.6.1.3 Other information

A documented procedure is required for major incident management but is optional for other types
of incidents. An organization may find it useful to develop and communicate procedures or work
instructions for managing all incidents. Incident records may be created using a tool that supports the
management of information regarding each incident's nature, resolution, and actions taken through
incident resolution activities.

Personnel or parts of the organization responsible for the handling of each class of incident are
identified. Top management is informed of major incidents when they occur and periodically during
the course of resolution of the incident. Specific responsibilities and, where appropriate, authorities,
e assigned to individuals managing major incidents in the organization. These responsibilities and
thorities can include the ability to escalate incidents, coordinate resolution, comimunicate with
customers and other interested parties, and guide personnel working on resolving jmajor incidents.
ecific or dedicated personnel may be assigned to handle major incidents from initiation to rgsolution
d review.

§.6.2 Service request management

8.6.2.1 Required activities

The organization records, prioritises, fulfils, updates, and closes-service requests.

.6.2.2 Explanation

ervice requests are recorded and classified acgording to their nature. Examples include ppssword
bsets, information requests, and pre-approved changes, such as moving user equipment. Classfification
ay be by urgency, nature, type of service, type of user, or by other means that permit clear identjification
d prioritisation of the request. Service requests are prioritised based on their classification.

8
Thhe purpose of this required activity is to manage thefulfilment of service requests.
S
r

rvice requests are correlated to services that they may affect, as part of the classification prpcedure.
As may be associated with the fulfilment of service requests (as agreed in service level management).
ther metrics about service request management such as response times may also be defined.

rvice requests are eventually fulfilled or denied, verified with the requestor, and then cloged. The
transition from fulfilment to closing is defined. Service requests can be managed using automated
tpols. All actions taken to fulfill service requests are recorded. Users may have visibility of the progress
their service requests.

p—

[ service requésfs can be fulfilled using self-service or rendered unnecessary by automation| (e.g. for
password reséts), this is documented.

§8.6.2.3. Other information

The actions to be taken to fill service requests are available in procedures or work instructions for
personnel involved in service request management. For example, a pre-approved change to move
user equipment will have an associated work instruction. Requests that are not well defined, such
as a request for information, may have a work instruction with questions to ask to gain clarity of the
request. Work instructions are not required for every possible request.

Service request records are documented, along with their classification, fulfilment information, and
affected Cls. Statistics used for reporting, trend analysis, and improvement actions are documented.
A menu of service requests may be created for the benefit of the users making these requests and
reflected in the service catalogue or other suitable place, such as a web page. Service requests can be
managed using automated tools.
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Personnel involved are those people with the responsibility to fulfil service requests, based on work
instructions or procedures.

8.6.3 Problem management

8.6.3.1 Required activities

Through trend analysis of data and incidents, the organization identifies problems and determines root
causes, and defines actions to prevent the occurrence or recurrence of incidents.

[=])

NOTE Problems relating to the SMS itself, rather than the services, are handled using nonconformity ‘an
correctivle action.

8.6.3.2 | Explanation

The purpose of this required activity is to minimize disruption to services by proactive’identificatio
and analysis of the causes of incidents and by taking action to prevent, reduce the impact of, or resolv
problemfs.

D =

Problems are identified, recorded, and classified. Classification may be by urgency, impact, nature, typ|
of servige, type of user affected, or by other suitable means. Problems are prioritised based on thi
classificption. Problems can be identified by examining incidents, trends;.or by other review activities.
Once idgntified, problems are assigned to personnel with the necessaty skills to investigate and identif]
resolutipn options. It may be necessary to involve senior managers within the organization to see
specialized or additional resources to help with investigation and‘resolution.

wvn O

N <

—

Usually, [known errors are identified by problem management, but they can also be identified by othe
service fnanagement processes.

SLAs mpy have targets for problem resolution timies. When possible, problems are managed and
resolved within those agreed timescales. Organizations may find it useful to provide interested partig
with regular progress updates.

[77)

The resdlution of problems takes place in accordance with the change management policy. All necessary
details ghould be available to enable effedtive decisions about resolution options. These may include
risks asgociated with implementation or non-implementation, costs, and other resources required.

Problem records are linked with-associated incident, change request, or CI records. These records cap
be updated throughout the precess.

Once implemented, problémresolutions should be monitored and reviewed to evaluate effectiveness.
This evdluation may be"dene as a post-implementation review following change management. Problein
management personfiel monitor and report on the ongoing effectiveness of problem resolutions.

At timed, the organization will either be unable to identify the root cause for a problem or be unable

incident management personnel.

Data about the effectiveness of problem resolutions are recorded and analysed and where feasible,
improvement activities are undertaken as part of continual improvement.

8.6.3.3 Other information
Problems, along with known errors, root causes, workarounds and resolutions, are recorded.

For the benefit of continual improvement, metrics and other data about the problem management
process are gathered and documented along with potential improvement actions needed. This may
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identify the need for more or better technical resources, more realistic SLA problem resolution targets,
and improvements in communications.

Personnel are assigned to analyse problems, determine potential root causes, record these and their
potential resolutions or workarounds, and record known errors where applicable.

8.7 Service assurance

8.7.1 Service availability management

.7.1.1 Required activities

he organization, with customers and other interested parties, analyses risks toJavailability, and
etermines, agrees, documents, and maintains service availability requirements. Service availability is
onitored and any unplanned unavailability is investigated and, when possible,Tesolved.

.7.1.2 Explanation

he purpose of this required activity is to ensure that agreed service availability commitmentd are met
d to minimise unavailability.

lanning for service availability includes analysis of existifig availability records and probable
erformance of services, service components, and Cls to~détermine risks to availability. To aid in
recognizing risks, the organization can maintain a list ¢f the sources of risk for their contgxt, such
schedule, suppliers, and design flaws. Requirements-for availability of services to custo?%ers and

d users are included in documented agreements*and SLAs as specific targets. These tarjgets are
etermined and agreed with customers and other‘dnterested parties, based on service requirements
that reflect business needs.

rvices are monitored as required for availability performance. The resulting data and tr¢nds are
recorded so that actual availability levels, can be calculated and compared to the agreed targets and
tions can be taken if any issues are.identified.

OTE Depending on service type or organizational characteristics, monitoring for availability can be
cpntinuous or periodic.

rvice availability management works closely with capacity management to support requyests for
ditional resources when/capacity-related issues threaten availability levels. When service availability
null, almost null,. or unacceptable, service availability management works closely with| service
cpntinuity managenient as mentioned in 8.7.2.

nplanned umavailability of services is investigated together with incident management and [problem
anagemernt-~Remediation actions for unplanned unavailability are determined and implgmented,
hen possible, to restore the availability of the services. When unavailability of services is scheduled,
for instance due to planned maintenance, users and other interested parties are notified in advance in
timely manner.

8.7.1.3 Other information

Service availability is planned to meet requirements. A service availability plan is not required by
ISO/IEC 20000-1, but may be written. Procedures are defined for analysing, forecasting, monitoring,
and reporting on service availability. The need for corrective action is recorded and managed.
Measurements of service availability are recorded.

The authority to agree on service availability targets in SLAs is assigned to personnel making these
agreements with customers. Further responsibilities in service availability management include
personnel monitoring availability of services, comparing availability with the agreed targets, and
working with continual improvement if remediation actions are needed.
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