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International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying any or all such patert
etails of any patent rights identified during the development of the document will be in thie
tion and/or on the ISO list of patent declarations received (see www.iso:0Tg/patents) or the IEC
tent declarations received (see http://patents.iec.ch).
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rade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org|/
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fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 27, Information security, cybersecurity and privacy protection.

hll parts in the ISO/IEC 19989 series\¢an be found on the ISO website.
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|lback or questions on this document should be directed to the user’s national standards body.
e listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Biometric systems can be subject to presentation attacks where attackers attempt to subvert the

system

security policy by presenting their natural biometric characteristics or artefacts holding copied or faked

characteristics. Presentation attacks can occur during enrolment or identification/verification

events.

Techniques designed to detect presentation artefacts are generally different from those to counter

attacks where natural characteristics are used. Defence against presentation attacks with

natural

characterlstlcs typlcally relies on the ability of a blometrlc system to dlscrlmmate between genuine

i

a 111ty is characterlzed by the biometric recognltlon performance of the system - how well ol

he procurement of biometric products and systems.

Hiometric products and systems share many of the properties of other IT products and systen

cs. This
badly a

Hiometric recognition system executes its required functions. Biometric recognition perferimdnce and
fdresentation attack detection have a bearing on the security of biometric systems. Hencg, the evialuation
df these aspects of performance from a security viewpoint will become important considerations for
t

s which

re amenable to security evaluation using the ISO/IEC 15408 series and ISO/IEC 18045 in the Jtandard

ay. However, biometric systems embody certain functionality that<meeds specialized evjaluation

iteria and methodology which is not addressed by the ISO/IEC 15408 series and ISO/IEC

18045.

ainly, these relate to the evaluation of biometric recognition and presentation attack detection. These

re the functions addressed in ISO/IEC 19989 (all parts).

during the security evaluation of biometric systems. However, it does not specify the concretd
and methodology that are needed for security evaluation based on the ISO/IEC 15408 series.

The ISO/IEC 19989 series provides a bridge between the evaluation principles for biometric

IFO/IEC 19792 describes these biometric-specific aspects-and specifies principles to be copsidered

criteria

roducts

nd systems defined in ISO/IEC 19792 and thexcriteria and methodology requirements for [security

aluation based on the ISO/IEC 15408 series, The ISO/IEC 19989 series supplements the ISO/IEC 15408
series and ISO/IEC 18045 by providing exfended security functional requirements together with
ssurance activities related to these requirements. The extensions to the requirements and agsurance
ctivities found in the ISO/IEC 15408 series and ISO/IEC 18045 relate to the evaluation of bjometric

cognition and presentation attack detection which are particular to biometric systems.

IBO/IEC 19989-1 consists of the introduction of the general framework for the security evjaluation
f biometric systems, including extended security functional components, and supplementary
ethodology, which is additional evaluation activities for the evaluator. The detailed recommendations
re developed for biometric recognition performance aspects in this document and for presgentation

tack detection aspects in ISO/IEC 19989-3.

escribed™vin ISO/IEC 19792 and the biometric performance testing methodology desc
50/1EG-19795-1 by providing additional guidance to an evaluator.

Ih this document the term “data subject” is used while "user"” is used in ISO/IEC 19989-1, in ord

This document~describes supplements to the evaluation methodology for biometric recpgnition
fgerformance{evaluation for the security evaluation of biometric products. It supplemégnts the
IBO/IEC 15408 series, ISO/IEC 18045 and ISO/IEC 19989-1. It builds on the general considerations
d ibed in
I

er to be

consistent with biometric vocabulary, as biometric experts are supposed to be the main readers of this

document.
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Information security — Criteria and methodology for
security evaluation of biometric systems —

Part 2:

B : . :

1 Scope

vl

or security evaluation of biometric verification systems and biometric identifieation syste

et

50/1EC 15408 series.

et

[ provides requirements and recommendations to the developerand the evaluator
upplementary activities on biometric recognition performance specified in ISO/IEC 19989-1.

(%)

|

he evaluation of presentation attack detection techniques is out of the scope of this documer
fpr presentation from impostor attempts under the policy, of-the intended use following
guidance documentation.

2 Normative references

=]

he following documents are referred to in théitext in such a way that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the\referenced document (including any amendments)

Q

Y

50/1EC 2382:2015, Information technology — Vocabulary

(]

50/1EC 2382-37:2017, Information technology — Vocabulary — Part 37: Biometrics

et

5O/IEC 15408-1:2009, Inforimation technology — Security techniques — Evaluation criteri
pcurity — Part 1: Introductign and general model

N

]

50/IEC 15408-3:2008; {nformation technology — Security techniques — Evaluation criteri
pcurity — Part 3: Séeurity assurance components

n

Yt

5O/IEC 18045:2008, Information technology — Security techniques — Methodology for IT
valuation

Q

IBO/IEC 19795-1:2006, Information technology —Biometric performance testing and reporting -

ms, this

document is dedicated to the security evaluation of biometric recognition performance applying the

for the

t except
the TOE

content
lies. For
applies.

a for IT

a for IT

security

IFO/IEC19792:20009, Information technology — Security techniques — Security evaluation of biometrics

—Part 1:

Rrintiples nndfrnmpwnrl(

ISO/IEC 19795-2:2007, Information technology — Biometric performance testing and reporting — Part 2:

Testing methodologies for technology and scenario evaluation

[SO/IEC 19989-1:2020, Information security — Criteria and methodology for security evaluation of

biometric systems — Part 1: Framework

ISO/IEC 30107-3:2017, Information technology — Biometric presentation attack detection — Part 3:

Testing and reporting
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37:2017,
ISO/IEC 2382:2015, ISO/IEC 15408-1:2009, ISO/IEC 18045:2008, ISO/IEC 30107-3:2017 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— [EC[Electropedia: available at ntip://Www.electropedia.org/

31

bona fide presentation

interact|on of the biometric capture subject and the biometric data capture subsystem in\the fashio
intendedl by the policy of the biometric system

-

Note 1 tgentry: Bona fide is analogous to normal or routine, when referring to a bona fide priesentation.

—

Note 2 tp entry: Bona fide presentations can include those in which the user has ddow level of training d
skill. Bonpa fide presentations encompass the totality of good-faith presentations,t@\a biometric data captur
subsystem.

[¢)

Note 3 td entry: The concept “in the fashion intended by the policy of the biometric system” for bona fide {s
included[in the concept “in accordance with the policy of the intended us€ of the biometric system” used in th
documernt

[72)

[SOURCE: ISO/IEC 30107-3: 2017, 3.1.2, modified — Note 3 to ehtry has been added]

3.2
bona fide presentation classification error rate
BPCER
proportjon of bona fide presentations incorrectly classified as presentation attacks in a specific
scenarig

[SOURCE: ISO/IEC 30107-3: 2017, 3.2.2]

3.3
detecti¢n error trade-off curve
DET cuive

modifiedl ROC curve which plots error rates on both axes (false positives on the x-axis and false
negativgs on the y-axis)

Note 1 tgentry: An example-set of DET curves is shown in ISO/IEC 19795-1:2006, Figure 3.
[SOURCE: ISO/IEC 19795-1:2006, 4.7.1]

3.4
false acfeptrate
FAR
proportion of verification transactions with wrongful claims of identity that are incorrectly confirmed

[SOURCE: ISO/IEC 19795-1:2006, 4.6.6]

3.5

false-negative identification-error rate

FNIR

proportion of identification transactions by users enrolled in the system in which the user’s correct
identifier is not among those returned

[SOURCE: ISO/IEC 19795-1:2006, 4.6.8]
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3.6
false-positive identification-error rate
FPIR

proportion of identification transactions by users not enrolled in the system, where an identifier is

returned

[SOURCE: ISO/IEC 19795-1:2006, 4.6.9]

sing the

3.7

false reject rate

HRR L
fdroportion of verification transactions with truthful claims of identity that are incorrectly‘denjied
[FOURCE: ISO/IEC 19795-1:2006, 4.6.5]

3.8

impostor attack presentation match rate

IAPMR

qfull-system evaluation of a verification system> proportion of impostor,aftack presentations
spme PAI species in which the target reference is matched

SOURCE: ISO/IEC 30107-3: 2017, 3.2.6]

perating point

[
3.9
d
setting of a biometric system to operate at a fixed decision/threshold

=z

ote 1 to entry: An operating point can be directly represénted by a decision threshold or can be repres
predefined configuration parameter.

o5

3.10

policy of the intended use

Holicy stating how bona fide presentations are to be made
\

ote 1 to entry: Intended use is about how natural biometrics should be used with the TOE, i.e. pres
made in the way that bona-fide presgntations are made. Presentations made with artefacts are not cong

4 Abbreviated terms

ented by

bntations
idered.

ATE assurance.class tests

AVA assurance class vulnerability assessment
HAR false accept rate

HMR false match rate

HNIR false-negative identification-error rate
FNMR false non-match rate

FPIR false-positive identification-error rate
FRR false reject rate

FTAR failure to acquire rate

FTER failure to enrol rate

IT information technology
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PAD presentation attack detection
PAI presentation attack instrument
PP protection profile

ST security target

TOE target of evaluation

TSF TOE security functionality

5 Supplementary activities to ISO/IEC 18045 on ATE tests
5.1 General

5.1.1 [Guidance

Clause 3 contains guidance, additional requirements and supplements to (evaluation activities from
ISO/IEC|19989-1:2020, Clause 14, for the evaluator.

The defjrition of authentication can be found in ISO/IEC 2382.

a0

charactgristic, biometric enrolee, biometric enrolment, biometric enrolment database, biometr
feature,|biometric identification, biometric impostor, biometric presentation, biometric recognitio
biometrjc reference, biometric sample, biometric systenibiometric verification, comparison, enrog
failure-to-acquire rate, failure-to-enrol rate, false match rate, false non-match rate, match and threshol
can be fgpund in ISO/IEC 2382-37.

The defiinitions of biometric (adjective), biometric capture, <biometric capture device, biometrl

-

[ P

NOTE 1 | In this document, the expression "capture device" is sometimes used instead of “biometric captur
device”.

[¢)

NOTE 2 | Inthis document, the short expreSsion “enrolee” is used instead of “biometric enrolee”.

NOTE 3 In this document, the shortexpression “enrolment” is used instead of “biometric enrolment”.
NOTE 4 | Inthis document, the shogt'expression “feature” is often used instead of “biometric feature”.
NOTE 5 | Inthis document, the-€xpression "impostor"” is sometimes used instead of “biometric impostor”.
NOTE 6 | Inthisdocumeént;the shortexpression “presentation” is often used instead of “biometric presentation’.

The defipitions of assurance, attack potential, class, component, confirm, describe, determine, develope
development, ensure, evaluation, guidance documentation, identity, interaction, interface, objecf
operatidn, operational environment, potential vulnerability, protection profile, security target, targg
of evalugtion, TOE security functionality, verify and vulnerability can be found in ISO/IEC 15408-1.

<3

N

(s

NOTE 7  The term "operation"” is related to the AGD class.
The definitions of check, examine, methodology and report can be found in ISO/IEC 18045.

The definitions of presentation attack, presentation attack detection and presentation attack
instrument can be found in ISO/IEC 30107-1.

Biometric systems employ technology and functionality that require special considerations when
conducting security evaluation, including security evaluation based on the ISO/IEC 15408 series. One of
these is the non-deterministic nature of biometric decisions, i.e. match; non-match; and other decisions,
and the consequent possibility of decision errors (e.g. false match, false non-match) which can have
security implications for biometric systems.

4 © ISO/IEC 2020 - All rights reserved
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A test of the security relevant biometric recognition error rates is an important aspect of every security
evaluation of a biometric system. Further, the requirements in ISO/IEC 19989-1 ensure that also the
developer of the biometric system under evaluation shall test the error rates of the system under the
policy of the intended use following the TOE guidance document.

NOTE 2 In this document, the intended use following the TOE guidance document covers both genuine and
imposter attempts, as long as the usage is consistent with the guidance. The guidance is provided by the TOE
developer.

This clause contains guidance and additional requirements for the evaluator and review of the
eveloper tests as well as for planning, conducting and reporting independent testing of the ertor rates
df the biometric system. This clause may also be used by the developer of a biometric systgm to be
informed about the requirements.

NOTE 3 In this document, the evaluator is considered competent under the framework-of evaluatigns under
50/1EC 15408 (all parts) and in particular ISO/IEC 15408-1.

[—

ubclauses 5.1 to 5.4 are applicable to both ATE_IND and ATE_FUN. Sube¢lause 5.5 is spgcific to
ATE_FUN, related to functional tests. Subclause 5.6 introduces the speCific aspects resulting from
IBO/IEC 19989-1. Subclause 5.7 is for ATE_IND.2 part related to developer{ests. Subclause 5.8 i specific
tp independent testing.

[he evaluator should, as a default principle, follow the recommniendations introduced thereafter (e.g.
dn error rates, maximum values, developer testing methodolegy; etc.). If the evaluator judges [they are
ot appropriately chosen with respect to the TOE and the application, they may use more appropriate
alues for testing and shall provide justification for the €hoice of values in the evaluation regort. The
chnology specific aspects in this clause have been developed under consideration of the requirements
ISO/IEC 19795-1. The type of testing to be performed (scenario, technology or operational|testing)
shall be determined by the evaluator, based on the:nature of the TOE and the TOE security target (see
q.1.3 for further information).

t

addition to the requirements and recommendations provided in this clause, the evaluator shall
Iso follow the requirements for the assurance components selected by the TOE for the ATE| class in
O/IEC 15408-3 and shall follow therequirements of the corresponding activities in ISO/IEC 18045.

[he configuration of the TOE can _have an effect on the biometric recognition performance. H¢nce, the
aluator shall ensure that the TOE configuration for testing complies with the requirements gpecified
the ST or PP. In particulatiwhen the TOE includes PAD functionality, the evaluator shall check that
the PAD functionality isenabled and correctly configured while conducting the biometric recpgnition
Jerformance testing. Af.both biometric recognition performance and PAD are evaluated for the TOE,
the bona fide preséntation classification error rate (BPCER) as defined in ISO/IEC 30107-3 should
He calculated in biometric recognition performance testing, by additionally recording the dutput of
the PAD subsystem as a supplementary information in the documentation for the ATE_FUN|activity
df the PAD evaluation. Similarly, the impostor attack presentation match rate (IAPMR) as|defined
in ISO/IEC 80107-3 may be retrieved from the ATE_FUN activity of the PAD evaluation and faken in

potential weaknesses).

NOTES5  ATE is focused on validating the performance of the TOE by testing under the policy of the intended
use following the TOE guidance document. It therefore encompasses bona fide presentation attempts (as opposed
to presentation attacks considered in ISO/IEC 19989-3) for both mated-comparison trials and non-mated
comparison trials (i.e. imposter attempts). In both trials, the evaluator can assume use of the TOE in accordance
with the policy of the intended use. All other kinds of presentations are considered in ISO/IEC 19989-3.

© ISO/IEC 2020 - All rights reserved 5
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5.1.2 Remarks for performance evaluation

The relationship between the two error rates FAR/FRR can be illustrated using a detection error
trade-off (DET) curve showing the dependency between the two biometric error rates as the decision
threshold is varied over its working range (see ISO/IEC 19795-1 for more information). DET curves can
be useful to compare the recognition performance of biometric systems and to track improvements in a
biometric system over its development. In the context of the evaluation, the biometric system is instead
usually considered at only one or a very limited set of decision thresholds.

The developer shall specify the operating point or points of the TOE in the security target, in order to
ensure that customer of the TOE is informed about the evaluated configuration.

The evaluator shall ensure that the relevant security settings (including at least the operating points) of
the TOE[used during performance testing are set, and the evaluation performed in accordance with thie
values stated in the security target.

Further) it should be considered that a security evaluation following the ISO/IEGO15408 series is
focused|on IT-security. Therefore, the security relevant biometric recognition error rates of a biometric
system shall be assessed in the context of an evaluation. However, because security can be achieved 4t
the expdnse of usability, usability-related error rates should also be evaluated:\Guidance on identifyinjg
relevant error rates is given in 5.1.4.3.

Subclauges 5.1.3 to 5.8 provide more detailed information for the evaluator regarding the review of
developér tests, repeating a test subset as outlined in ATE_IND.2 andregarding the independent test g
required by ATE_IND.1.

[72)

5.1.3 [dentification of the type of performance evaluation

According to ISO/IEC 19795-1, three basic types of evaluation for the performance rates of a biometric
system ¢an be distinguished:

— tecHnology evaluation: off-line evaluation of onie or more algorithms for the same biometric modalitly
usirlg a pre-existing or specially collected ¢orpus of samples;

— scerjario evaluation: evaluation in which the end-to-end system performance is determined in p
prototype or simulated application using live biometric presentations made by a test crew recruitefd
for the test;

— operational evaluation: evdluation in which the performance of a complete biometric system i
detgrmined in its operational environment with a specific target population.

[72)

The firsf step for the evaluator is to identify the correct type of the evaluation for the biometric syster
under eyaluation. The ype of evaluation shall be determined by the composition of the TOE and what i
specifiedl in the security target. The composition of the TOE shall be capable of supporting the specifie
type(s) ¢of evaluation.

2 wn =

[¢)

NOTE As evaluations usually refer to an instance of a biometric product rather than to a concrete instang
of an ingtallation of a biometric system, the operational test of the security relevant biometric recognitio

error ratlessis—often-not-considered—GConseguenthr most of the contentin this clause refers specificallvy gnly #
+S—o+Hehhot RSiaerea—-onseqs V—estoh ReepttHS—eddse Ferers—Sp Yoy

technology and scenario cases.

=]

The type of evaluation to be performed depends on the definition of the TOE and the scope in the
security target. The evaluator shall verify that the developer testing is appropriate to the type of
evaluation.

ISO/IEC 19795-1 further distinguishes between online and offline tests. In online tests, the enrolment or
comparison process is executed at the time of image or signal submission while those phases of testing
are kept separately in offline tests. Technology evaluations are carried out using offline processing
of biometric data. Due to requirements regarding the repeatability and reproducibility that apply to
evaluations, pure online tests (in which the images or signals are directly discarded) should not be used.

6 © ISO/IEC 2020 - All rights reserved
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5.1.4 Biometric recognition error rates

5.1.4.1 Metrics for biometric verification

The class ATE refers in this document to the tests that shall be performed to assess the performance of
the biometric system under the policy of the intended use following the TOE guidance document. In the
case of a verification biometric system the intended use can be defined as follows: "a data subject tries
to be recognized by the system as a legitimate enrolled data subject related to a claimed identity".

In—this cr‘nnarin’ the cycfnm may anh'r‘ipaha two cases that shall he Hicfingnichnr‘]- biometric mated

domparison trial (i.e. as genuine) and non-mated comparison trial (i.e. as impostor). According|to these
two cases the following decision error rates shall be reported:

- for an algorithm evaluation, the FMR and FNMR;

—  for a system evaluation, the FAR and FRR.

The difference between algorithm error rates (FMR and FNMR) and the system error rates (FAR and
RR) is that the latter depends on the permitted number of verification attempts and may als¢ include
ther type of errors such as the failure to acquire and failure to enrol,

o

The FAR (respectively FMR) and FRR (respectively FNMR) errefirates of a biometric system are
ihversely related, the trade-off between the two being determined by the verification decision threshold
setting for the system.

o~

ote that other error rate testing that includes the sampleacquisition stage typically produces glifferent
esults for transactions that are limited to a single attehipt and those that allow multiple attempts, for
xample: failure to enrol rate (FTER) and failure to acquire rate (FTAR).

@ =

3.1.4.2 Metrics for biometric identification

h an identification scenario, a subject provides a biometric sample without making an expli¢it claim
f identity. The biometric system ideritifies the subject by biometric comparison of the bfometric
lentification sample with the biometr;ic references of all enrolled subjects until a match is found (or not)
ased on identification decision criteria defined for the system. This is known as 1:many comiparison.
epending on the criteria, zero or more matches can be found and reported by the system. When more
han one match is reported;-the matching identities can be ranked according to the corresponding
omparison scores.

Q oo —

]

h the case of an identification biometric system, the intended use may be defined as follows:

-+ positive identification scenario: scenario where the purpose of a biometric system is to verify and
identify by'means of biometric recognition that a data subject is a specific enrolee in th¢ system
withoutrequiring a prior claim of identity;

-+ negative identification scenario: scenario where the purpose of a biometric system is to confirm by
fmé&ans of biometric recognition that an enrolment data subject is not enrolled in the system.

s withrthe verificationmrscenario;, the class AT Eactivity refers i this document to the tests tirat shall be
performed to assess the performance of the biometric identification system (TOE) under its intended
use. Performance testing shall include:

— if positive identification scenario is considered: performance testing for the case of bona fide
presentations, i.e. where members of a test crew (or test data) comprising legitimate enrolled data
subjects attempt to be identified by the system as themselves, and performance testing for the case
of impostor presentations where members of a test crew (or test data) who are not enrolled in the
system attempt to be falsely identified by the system as legitimate enrolees using presentations of
their natural biometric characteristics;

— if negative identification scenario is considered: performance testing for the case of non-enrollees-
related presentations where members of a test crew (or test data) who are not enrolled in the
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system attempt not to be identified by the system as enrollees, and performance testing for the
case of enrollees-related presentations, i.e. where members of a test crew (or test data) comprising
enrolled data subjects attempt to be falsely not identified by the system, using presentations of their
natural biometric characteristics.

Contingent on the system functions, the main metrics that should be assessed are:

— if positive identification scenario is considered, true-positive identification rate, false-positive
identification-error rate (FPIR) and identification rank;

— if ndgative identification scenario 1s considered, true-negative identirication rate and ralse-negagivie
iderntification error rate (FNIR).

NOTE For any scenario, further biometric system error rates exist that can become relevant for specific
scenario$. ISO/IEC 19795-1 gives a complete overview over all possibly relevant biometric recognitipn.ertor rates.

From these types of error rates, the evaluator shall decide which are relevant for a particular evaluatiop
(see 5.1.4.3).

5.1.4.3 | Identification of relevant error rates

There i no comprehensive and single answer to the question of which €rfor rates are relevant for
particulpr biometric system under a specific evaluation. The evaluatofishould consider a number ¢
aspects when determining relevant error rates as described below.

— D

This subclause provides an overview of the most important aspects to be taken into account in ordg
to answer this question. The evaluator shall also take into account the claimed error rates (following
ISO/IEC|19989-1:2020, 8.3, 8.4 and Annex C).

[y

The prifnary error rates of interest are those that are'security relevant. The error rates that are
security] relevant depend on the purpose of the bipmetric recognition. For verification, the primarjy
security|metric for scenario testing is FAR (FMR foxr‘technology testing). For positive identification, thie
primary] security metric for scenario testing is(EPIR (FMR for technology testing). Other parameters
can inflyence the security relevant biometrigfrecognition error rates, like the use of a retry counter, fdr
instancdg.

If both Biometric recognition performance and PAD are evaluated for the TOE, BPCER is an additiongl
relevant error rate. It relates to the.performance and usability of a system as it is a measure of the rate
at whicl] a PAD subsystem determines that a bona fide presentation is a presentation attack when it is
not. In dddition to the requirements from ISO/IEC 19989-3, the evaluator should observe the outpy
of the PAD subsystem durifig the performance testing to measure the false classifications of bona ﬁdf
presentation as presentation attack. Similarly, the evaluator may consider IAPMR as a relevant metric
if provided from the ATE_FUN activity of the PAD evaluation, as it relates to simultaneously succeed tp
pass PAD and biometfic recognition.

(s

During gn evaluation, the security relevant biometric recognition error rates shall be assessed in depth.
The othé¢r related error rates should be assessed.

In order taddantifu all ralavant arrar ratac thao aualuqatar chall cancidar 21l array ¢
»»»»»»»»»» ¥y o T ErE v ot e O ot ot E- Sy oo t O oo CooThR e e S r ot

in ISO/IEC 19795-1 and answer two questions for each rate:

— is the error rate security relevant for the TOE?
— what is their relevance to the application?

Only if both questions have been positively answered, the error rate should be taken into account for
the evaluation.

It should be noted that some of the error rates of biometric systems depend on other error rates via
the setting for the decision threshold of the system. An example is the inverse relationship between
False accept rate and false reject rate. Thus, all error rates that are correlated to the security relevant
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biometric recognition error rates shall also be reported. This requirement aims to ensure that usability
of the TOE can also be estimated from the evaluation report.

The evaluator shall check that the result of this analysis is consistent with the information that the
developer provided in the security target.

Table 1 introduces a synthesis of main errors and their impact on security and other functionality of
the TOE, in the case of scenario testing.

Table 1 — Effect of biometric errors on application functions

Application error metric Application function and impact
Enrolment Verification Identificatipn
FTER — Inability to enrol data |Provision and security of |Provision‘and secyrity of
subjects exception handling pro-  |exception handling pro-

cedures for data subjects |cedures for data sybjects

— Provision of exception who cannot be enrolled who cannot be enrplled

handling procedures

FAR N/A Impostor can be wraong-,~ |N/A
ly verified as legitimate
data subject

BPCER (if PAD function- |Inability to enrol data Legitimate data subject can | Legitimate data supject can
lity) subjects fail to passthe’PAD check |fail to pass the PA[J check
and thusto.be verified and thus be wrongly not
identified in candidate list
FRR N/A Legitimate data subject N/A
carrfail to be verified
FPIR N/A N/A Impostor can be wjrongly

identified as a legitimate
data subject candiflate

FNIR Inability to detecta N/A Legitimate data subject
multiple enrolfnent or can fail to be identjfied in
enrolment attempt from candidate list

an existing-enrolee

An example of identifying relévant error rates for a specific use case is discussed in Annex B.

5.1.4.4 Determining maximum values for error rates

The maximum perinissible value for an error rate is influenced by factors mostly determined by the
application. This-Subclause provides guidance to the evaluator for determining which vajues are
donsistent with the TOE (see also Annex B for a typical example). The evaluator shall also tpke into
dccount the\elaimed error rates (following ISO/IEC 19989-1:2020, 8.3, 8.4 and Annex C). In prder to
gnsure congistency with the application context, Table 2 taken from ISO/IEC 29115:2013 may|be used
Hy thesevaluator to identify the required level of assurance on the basis of an assessment of the[severity
df the.possible impact of authentication errors. Determination of what constitutes minimum, moderate,

Table 2 — Potential impact of authentication errors at each level of assurance

Possible impact Level of assurance

Low medium high very high
Inconvenience, distress, or damage to standing or minimum moderate substantial high
reputation
Financial loss or agency liability minimum moderate substantial high
Harm to the organization, its programs or public N/A minimum moderate high
interest
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Table 2 (continued)

Possible impact Level of assurance
Low medium high very high
Unauthorized release of sensitive information N/A moderate substantial high
Personal safety N/A N/A minimum to | substantial
moderate to high
Civil or criminal violations N/A minimum substantial high

In additfion, for the case of a biometric verification system used as the sole authentication factof,

ISO/IEC
evaluatd

— aFA
— aFA
— aFA

If the
authent

If no sp
FRONTH
corresp
configuj

If the ST
the eval

An exan
5.2 PI

5.2.1

Plannin
Firstly,

intended use of the TOE. Secondly, to ensure that the test results are statistically significant in t

context

Such st
access a
to a me3

This su
develop

TR 29156:2015, 6.4, suggests to select the following FAR values, that can be used by)t
r in case of scenario testing for setting the FAR or for deriving other error rates:

R of less than 0,000 1 % for high assurance;
R of less than 0,01 % for medium assurance;

R of less than 1 % for basic assurance.

Nt

iometric verification system is used in conjunction with others\(e.g. knowledge-based
cation factors, higher FAR values may be acceptable.

[72)

ecific level has been defined, the evaluator shall at least follow existing guidelines, such a
X guidelines[?l. For instance, the evaluator should evaluaté the system at a threshold thg
nds to a security level in terms of the false accept rate{FAR) of at most 0,001 (0,1 %). At thi
ation, the FRR should not be higher than 0,05 (5 %).

" ~+

claims conformance to a PP that defines the maxinmmum values for error rates, in order to satisfly
lation requirements, the measured TOE’s errortates shall be below the maximum values.

ple of determining maximum values for a spécific use case in discussed in Annex B.
anning the evaluation

Dverview

b for biometric recognitiompeérformance testing should include two important considerations.
0 ensure that the test'design models as closely as possible the real-world scenario of t

bf the intended usetof the TOE.

—_—

istical signifi€ance is basically defined by the test data on which tests are run and on the actus
tempts thatare performed with the test data available. Results should be reported accordinjg
n error rate value and a confidence interval.

-

bclause- encompasses the recommendations for evaluator to plan and execute testing.
b testing is considered adequate and valid by the evaluator, the evalutor may limit themself t

[=}

simpler

= | J 4 i Ao it s Tl 1 i 1 111 : LY LR I 41 ] 4 4
diIIU TTUULTU LTSS dAULIVILITS. TIIIS LIHHUILT S1IdIT DT JUSUITITU TIT LT TV dIUAdUIUIT TTPUT L.

A comprehensive test plan shall be devised and documented. The test plan shall satisfy the following
objectives.

— The
— The

test setup shall match the intended operation of the biometric system as closely as possible.

test plan shall exactly identify the relevant steps to be taken during testing. Specifically, when

a deep interaction with a test crew is required (e.g. in a scenario test) the test plan shall clearly
describe the flow of the test.

— The

test plan shall include a very detailed description of the test data that the evaluation will

be performed with. This includes for instance: number of data subjects, number of samples per

10
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data subject, number of acquisition sessions involved, environment and external conditions of the
acquisition (e.g. background, illumination, pose).

— Thetestplan shall include a very clear protocol on how the test data is used or how test data subjects
should interact with the TOE in the capture process.

— The test plan shall include whether collected data is needed for re-training of the system. If that is
the case, then the collected data should be separated in training and test data and the purpose of
each dataset shall be described

from each finger) and samples from different data subjects to generate both matedccomparison
trials and non-mated comparison trials

4 The test plan shall specify a pre-verification phase, including capture (if applicable) and feature
extraction to establish a list of samples to be compared together with the inférmation whether the
comparison pair corresponds to a genuine test or an impostor test. For €ach, the evaluator shall
plan to measure the time for the suboperations, the number of errors te acquire (if applicable),
and number of errors to extract the samples. The list of samples to be'compared shall incliide both
genuine comparison pairs and impostor comparison pairs, and the‘number of pairs shalll be set
accordingly to the range of error rates (e.g. FAR and FRR for scenario testing of a verification|system)
values to be checked by the evaluator.

-+ The test plan shall specify a comparison phase to computé€ all’comparisons from the list prepared in
pre-verification phase. For each comparison, the evaluation plan shall include measure of the time
for the operation, the number of errors to compare,Store the output score when possible or the
decision. Based on the output score and the threshold specified by the TOE (if available), pr based
on the decision, the number of false accepts and;the number of false rejects shall be measufed.

1 The test plan shall define the metrics to be reported. In addition to the values measuregl during
the operations, the evaluator shall identify the test metrics to be reported and how to derjve them
from the different errors observed by the evaluator. For scenario testing of a biometric verjification
system, they shall include FTA (if applicable), FTE, FAR and FRR. If comparison scores are available,
they can include computation of DET curve in order to embed a DET curve into the report.

-+ The test plan shall also include a complete specification of the computed comparison sc¢res and
how the performance metrics are deducted in order to support statistical analyis and to enjsure full
reproductibility.

1 The test plan shall include the report preparation which shall report computed valueg for the
different metri¢s-identified and a synthesis of the results.

—

he test plan shall'be designed and the testing shall be conducted in accordance with ISO/IEC 19795-2.

[&x ]

.2.2 EStimation of test sizes

Acquiring and handling the test data is one of the most challenging and most expensive taskg in each
test-of a biometric system. According to ISO/IEC 19795-1, the test data shall be as large as prpctically
posSsible. Note that, In order to obtain statistically reliable results, there 1s a minimum size ol the test
data. This depends on various factors:

— the size of the error rate to be measured (the smaller the error rate, the larger the necessary test
data numbers);

— therequired confidence interval.
NOTE The size of the test data set is not the only factor impacting the level of confidence on the error rate
to be measured. The dependencies between the different comparison pairs also impact the level of confidence.

Full cross-comparison is possible, but then no more full independencies is granted and the impact on level of
confidence would be taken into account.
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As the required size of the test data also depends on the results of the test themselves, the required test
size is usually only estimated roughly in the context of test planning.

The purpose of independent testing at ATE_IND.Z2 is to seek to validate, even if with limited confidence,
the developer claimed error rates. This can be done with a test size much smaller than the size of
developer’s test data.

The number of test data subjects and test transactions needed to ensure statistical significance of a
measured security relevant biometric recognition error rate should be determined from the permitted
maximum value of the error rate using either the “rule of 3” or the "rule of 30" (ISO/IEC 19795-1).

-

For bionlletrics on mobile devices, practical guidance to conduct the performance testing is provided4
ISO/IEC[21879. The evaluator should refer such document to estimate the appropriate test sizes:

5.2.3 [lest documentation
It is essgntial to plan the complete documentation for the test before starting any other'activities.

As intrgduced in 5.1.1, the evaluator should, as a default principle, follow the’ recommendationis
introduged thereafter (e.g. on error rates, maximum values, developer testing methodology, etc.). Thie
evaluatqr may decide from a consideration of the developer test plan and.the conduct of developdr
testing, that the developer testing is adequate for the purpose of the evaltiation and the evaluator does
not need to repeat entirely the developer testing. Otherwise, the evaluator should follow his/her owh
test plap and the documentation shall follow the same principles as‘for any other test in the context gf
security] evaluation following the ISO/IEC 15408 series and ISQ/AEC 18045. In addition, the followinjg
aspects ghall be addressed specifically:

— the pxact type of performance evaluation should be carefully described;

— the relevant error rates shall be identified and their maximum acceptable values shall be identified
and|justified;

— spe¢ial characteristics of the test data shallbe documented;

— the pize and characteristics of the testidata should be described with special attention to number gf
sesdions involved in its acquisition, data subjects and samples per data subject;

— it sHould be clearly described liow are the different parameters of the system trained/set (if ther
are any);

[}

— itsHould be clearly deseribed how the different score sets (mated and non-mated comparison trialg)
are pomputed.

5.3 Data collection

5.3.1 [hoiceof test data or acquiring test crew and capture device

This subpclause applies to both scenario and technology testing. An important consideration is the
source of the biometric sample data and the associated test crew. This can have been acquired in
various ways, for example:

1) live capture: the test data are captured from a test crew specifically for the TOE evaluation (which
could involve specific capture requirements, e.g. some particular illumination or background setup
in the case of a face recognition system);

2) re-use of pre-existing database, either captured by the developer and/or the evaluator on a previous
similar biometric system or obtained from acquired data from third parties (such as the multiple
public or private biometric databases available today for benchmarking purpose).

In all cases, the ground truth shall be known i.e. which samples in the acquired data are true matches
and which are not.
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The most desirable case would be option 1), in which a live capture database is acquired for each
evaluation. However, this is also the most time- and resource-consuming solution and a final decision
should be adopted on a case-by-case basis. For instance, for a technology or a scenario evaluation, the
second case can be sufficient if no specific contextual or external features have to be met (e.g. specific
acquisition sensor). If the evaluator chooses to reuse an already existing data, he/she should ensure that
this dataset is sequestered and was not accessible by the developer. The main disadvantage of reusing
already existing data, that the developer can have access to, is that it can be used to tune their system.
The evaluator shall mitigate it by using more sequestered data.

Far the acquisition of a new database or test crew, several important factors shall he taken inta account
ih order to obtain results as precise as possible. Among such factors, some ideal characteristics that
should be met by a biometric evaluation database are highlighted below.

-+ The choice of the test data (live capture process or re-use of pre-existing data) shall be upder the
sole control of the evaluator. As the quality of the test data is essential for the results of the tests, it
is important that the evaluator has a detailed knowledge of the acquisition ppocess.

—+ A question that can often arise is whether test data that has been-acquired by the dgveloper
beforehand can be re-used during an independent evaluation. Whilé the final decision on the re-
use of test data is the decision of the evaluator, this guide encourages the re-use of test datp within
certain limits. Specifically, a test shall never be based completely:on'test data that has been acquired
by the developer beforehand. Instead, the evaluator shall acquire a small subset of test ¢dlata and
replace it in the original set of test data before using it.

-+ Ifthe biometric system is designed to work with a speeifi¢ data subject profile (e.g. men, Asjan, over
65 years of age, right-handed), the data subjects in the'database/crew should be as close as[possible
to that profile.

-+ If the biometric system is not designed to watk with one specific sensor, it is better to capture the
same individuals with different acquisition\devices so that the final evaluation is more g¢neral. It
is also better to be able to obtain interoperability results (i.e. comparison results between enrolled
and test biometric samples captured with different devices).

4+ The data set should be organized:to enable an explicit identification of each sample. However, to
ensure personal data protection;the identifier of a sample shall not contain any information related
to the real identity of the dataSubject

-+ A sufficiently large number of individuals should be enrolled in the database in order tp obtain
statistically significant results. Such numbers depend on the maximum error rates allqwed for
the system. The lower the error rates, the larger the number of required data subjects in[order to
achieve reliableresults.

—+ Also, the different samples of the same data subject should not be captured consecutively bufleaving
enoughstime between them in order to simulate the intra-subject variability of the biometific traits.
Ideally,the database should be acquired in different sessions separated several weeks amopg them.

+ M relevant, other metadata related to the data subjects can be also acquired. This can in¢lude for
instance gender, age, use of visual aids (e.g. glasses) or handedness. These metadata can help to
further tune the performance evaiuation or to I'euse the bIoMmetric data in future evaiuations.

— Biometric data acquisition is prone to various errors such as missing samples, invalid samples, low
quality samples and ground truth errors where samples are incorrectly assigned to subject IDs.
Some of these errors can be the result of human fallibility and can be reduced by the application of
automated data acquisition and recording techniques.

— Biometric data is personally identifiable information (PII). As such, national privacy legislations
shall be identified during the acquisition process.

NOTE National data protection laws in the evaluator country can exist and can require, during the

acquisition process, informing the acquired data subjects of the use that will be made of their data and obtaining
from them a signed consent form for the acquisition of those data.
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5.3.2 Performing test

Subclauses 5.2.2, 5.2.3 and 5.3.1 define all the initial steps that should be performed and documented
in the test plan prior to the evaluation, that is, relevant error rates and their maximum values, type
of evaluation, database and evaluation protocol associated to it, acquisition of data. Once all those
steps have been covered, the evaluation should be run according to the predesigned plan. During the
evaluation, several aspects shall be documented such as:

— any significant deviations from the original test plan;

— tim¢requiredto perform each experimentconsidered in the evaluation. Other temporalinformation,
that| can be recorded depending on the evaluation, is the system response time for every acce§s
attempt.

Once th¢ tests are performed the results should be reported using standard metrics (see,5.1.4.3 and
ISO/IEC|19795-1).

5.4 Analyses

The analysis of the results should not be restricted to the determination of the\érror rates but should
also inclpde a more in-depth investigation of the error instances and whether'those errors disclose somje
security] problem of the system [for instance, a significant variability in performance for certain datp
subject profiles (e.g. men vs women)]. This type of analysis can help toidentify potential problemati
working scenarios for the system.

)

It shouldl be noted that, strictly speaking, such an analysis would rather belong into the area of thie
AVA clags than the ATE class as it would open the path to a poetential vulnerability of the TOE. Potentigl
security] issues found during ATE testing should be reported to the AVA vulnerability assessmerjt
activity for further investigation.

These ppssible deviations from the average expectedperformance of the system should be reported i
the final documentation so that it is clear under. which circumstances the system behaves as expecte
(under the maximum allowed error rates) and in-which scenarios the error rates can increase.

[@ P

Atest of|the performance of a biometric system in the course of a security evaluation focuses on securit|
relevant biometric recognition error rates’such as FAR. Other error rates, e.g. FRR, are relevant to othg
factors $uch as usability. Error rates that are security relevant (such as the FAR) can sometimes b
traded qff against a mutually dependant error rate (in this case the FRR) via the recognition decisio
threshold setting of the system) Consequently, the dependant error rates shall be evaluated an
reported at each operating point specified for the evaluation.

as 0 1<

5.5 Reviewing developer tests

In the dourse of-the evaluation activities around ATE_FUN.1, the evaluator shall evaluate the teqt
documentation.and results that are provided by the developer.
The devieloper should follow the requirements from ISO/IEC 19795-1 and ISO/IEC 19795-2 for their

perfor jance test Any deviation shall he }'ncfifipd inthe test p]:\n

The full set of information about the test shall be handed over to the evaluator during the evaluation.
Only this way can it be ensured that the evaluator gets a complete overview over all details of the test.
In this context, the developer shall provide the evaluator with complete access to the test equipment
and test data used for developer testing.

The evaluator shall assess the developer test documentation to confirm that:

— the developer test plan, the conduct of the developer testing and the test documentation conform to
the requirements stated in ISO/IEC 19795-1 (see Annex C for an example);

— any deviations from the above requirements are justified;
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— the test results show that the security relevant biometric recognition error rates are in accordance
with the claims in the TOE security target.

5.6 Specificrequirements on assurance components on ATE_IND

5.6.1 Overview

As described in ISO/IEC 19989-1, the following elements of assurance components require the evaluator
to conduct their own test of the TOE:

—+ ATE_IND.1.2E: The evaluator shall test a subset of the TSF as appropriate to confirm that|the TOE
operates as specified;

-+ ATE_IND.2.3E: The evaluator shall devise and execute a sample of independent test$ and dpcument
them to assess the developer test results.”

All evaluations of biometric TOEs shall include the assurance component ATE_IND.2 as supplemented
Hy ISO/IEC 19989-1.

Subclauses 5.2.2 and 5.2.3 contain dedicated guidance regarding,\the evaluation of thpse two
gomponents.

(& |

.6.2 Specific requirements on ATE_IND.1

he specificrequirements introduced in ISO/IEC 19989-1 arepresented in Table 3. The evaluator derives
subset of the TSF to be tested independently in accordance with the guidance in ISO/IEC 1804p. As the
iometric performance is an essential part of the TOE, the evaluator shall in any case ensure that this
art of the TSF falls into the subset.

holloul S EN—|

Table 3 — Specific requirements on ATE_IND.1 from ISO/IEC 19989-1

ATE_IND.1-3 The evaluatorshall also devise independent testing for performance eval-
uation setting-up a test crew or a test dataset.

ATE_IND.1-4 The evaluator shall produce test documentation for performance evalua-
tion which satisfies the relevant requirements from ISO/IEC 19795.

The-evaluator shall explain any deviation from the test procedures spec-
ified in ISO/IEC 19795 and also shall describe any potential effects and
implications for the test results in the test documentation.

ATE_IND.1-5 The evaluator shall conduct testing using test crew which the evaluator
arranged or test data which the evaluator possesses.

ATE_IND.1-6 The evaluator shall record information of test crew or test data as speci-
fied in ISO/IEC 19795.

ATE_IND.1-8 The evaluator shall also report in the ETR the evaluator testing effort on

biometric recognition performance in terms of test size, time spent and
also dataset characteristics.

he conducted tests shall follow the requirements and recommendations listed in 5.2, 5.3 and 5.4.

5.6.3 Specific requirements on ATE_IND.2

The specific requirements introduced in ISO/IEC 19989-1 are presented in Table 4. Biometric testing
is complex, time-consuming and expensive. Specifically, the acquisition of sufficient test data is a
challenge for every test. It is therefore an essential question whether the test data that the developer
used can be completely re-used when repeating the test from the developer’s test documentation in the
context of ATE_IND.2. Guidance on this subject is provided in 5.8.
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Table 4 — Specific requirements on ATE_IND.2 from ISO/IEC 19989-1

ATE_IND.2-6 The evaluator shall also devise independent testing for performance eval-
uation setting up a test crew or a test dataset.

ATE_IND.2-7 The evaluator shall produce test documentation for performance evalua-
tion which satisfies the relevant requirements from ISO/IEC 19795.

The evaluator shall explain any deviation from the test procedures spec-
ified in ISO/IEC 19795 and also shall describe any potential effects and
implications for the test results in the test documentation.

ATE_IND.Z-8 The evaluator shall conduct testing using test crew which the evaluator
arranged or test data which the evaluator possesses.

ATE_IND.2-9 The evaluator shall record information of test crew or test data as speci-
fied in ISO/IEC 19795.

ATE_IND.2-11 The evaluator shall also report in the ETR the evaluator testing effort-on

biometric recognition performance in terms of test size, time spentand
also dataset characteristics.

The con
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specific

the biometric algorithm. In those cases, the evaluator can'decide to simply repeat the test.

The pos

ucted tests shall follow the requirements and recommendations listed4n'5.2, 5.3, 5.4 and 5.7.

jsessing developer tests by repeating a test subset

lirements of ATE_IND.2 mandate the evaluator to repeat a subset of the developer tests. Tests
curity relevant biometric recognition error rates shall form-part of the subset to be repeated.

peating a test of the security relevant biometric recognition error rates of the biometric system,
omes to the question whether it is sufficient to simply.repeat the test of the developer. This is of
relevance if the developer managed to separate thé’test data acquisition from the actual test af

sibilities for the evaluator also depend on thé&type of biometric test followed by the developer:

— int

used by the developer or obtaining a new; source of biometric data;

— inthe case of a scenario test, the evaluator might be able to use the same test crew as the develope

Oth
ofa
obtd

When p
acquisit
encoura
develop
shall co
evaluatd
this sub

e case of a technology test, the evaluator-has a potential choice of using the same biometric datp

In

brwise, anew test crew wouldthave to be recruited. In case the evaluator judges that the repetitio
subset of developer tests ¢an'be restricted to a technology test, he/she may reuse biometric dat
lined from the developet test crew (if available) or use a new source of biometric data.

[

ossible, the evaluator should take benefit of the efforts the developer spent for test datp
on by re-using this'data when executing testing. On this basis, when possible, the evaluator is
ped to follow-this strategy.: re-use the test data of the developer when executing a subset of thie
b1 tests. In order to avoid a pure repetition of the test using exactly the same data, the evaluatqr
hsider réplacing a subset of the test data by their own data (that should be acquired by thie
r according to 5.3.1). It falls into the responsibility of the evaluator to decide about the size gf
et “They shall consider the overall quality of the test data of the developer and the quality af

the acqy

isition process (based on its documentation). Instead of replacing a subset, the evaluators cah

supplement the developer data by their own data. Technically, it is essential that the exchanged subset
of the data or the supplemental dataset is large enough to ensure that the developer cannot tune their
algorithm based on the database.

Biometr

ic data is personally identifiable information (PII). As such, national privacy legislations shall be

identified during the testing process, even while repeating developer’s test with some existing test data.
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5.8 Conducting independent testing

5.8.1 Overview

ATE_IND.1 (as well as ATE_IND.2 and ATE_IND.3) requires the evaluator to conduct their own test of
the security relevant biometric recognition error rates of the TOE. Subclause 5.8 provides the evaluator
with the corresponding guidance. Figure 1 summarizes the different steps that shall be performed by
an evaluator when planning, conducting and reporting independent testing of the security-relevant
biometric recognition error rates of a biometric system.

As introduced in 5.1.1, the evaluator should, as a default principle, follow the recomthendations
introduced in this clause (e.g. on error rates, maximum values, developer testing methodolegy, etc.). If
the evaluator judges they are not appropriately chosen with respect to the TOE and the-application, he/
she shall justify other choices in the evaluation report.

ATE_IND
y
Identify the
relevant type of Identify the .
YP > Y " > | Plan test execution
performance relevant error rates <<
evaluation
N\
Acquire test data - SS E . < Estimate test size
d& entation

Perform Test

A

~

@)
Eva l@ Results
)

Figure 1 — Processes for independent testing

The™process can be divided into the following steps that are described in more detail in
ubelauses 5.1 to 5.4.

%2}

— Identify the relevant type of performance evaluation: Various kinds of test approaches are available
starting from a technology performance test of a biometric algorithm to an evaluation of the
operational performance test of the biometric system. The correct test approach highly depends on
the functionality provided by the TOE.

— Identify the relevant error rates: As a security evaluation focuses on the security-relevant
biometric recognition error rates only, not all error rates of the biometric system are relevant. The
identification of the relevant error rates is performed based on the type of the biometric system and
its application case as defined in the security target.

— Plan test execution: The actual test execution shall be planned in advance.
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— Estimate test size: Collecting test data takes a significant amount of the effort of the overall test. It is
essential to develop an idea about the amount of test data that is required before starting the actual
process of test data acquisition.

— Plan documentation: It is essential to plan the required documentation for the test in advance of the
test itself.

— Acquire test data: Test data comprises suitable biometric samples which shall be obtained from
live presentations by members of a test crew or using a pre-existing corpus of biometric samples,
depending on the type of test (scenario or technology) and the test methodology. In both cases, the
test|data shall include so called ground truth, that is knowledge of the source of each sample (e.gthle
subject ID) such that, with the corpus, both mated-comparison trials and non-mated compatrisop
trials can be executed. To ensure the quality of the test results the evaluator shall utilize tést’data
thafis not known to the developer of the TOE.

— Perform test: The test shall be carried out under the sole control and responsibility pfthe evaluator.
— Evaluate results: Test results shall be evaluated and reported using standard metrics.

The evaluator should follow the requirements from ISO/IEC 19795-1 for theirperformance tests. Anly
deviatiop shall be justified in the test plan and documented in the test report.

In the dase of technology testing using a pre-existing corpus of biometric samples, the evaluatdr
shall provide justification that the corpus satisfies the needs of the test and is independent from thie
developégr test data.

5.8.2 [dentification of the type of performance evaluation

The typp of evaluation to be performed mainly depends’on the definition of the TOE and type of t

developégr’s performance evaluation. The evaluator sheuld verify that the developer’s type of evaluatio
is appropriate. If this is the case, the evaluator should,follow the same. If not appropriate, the evaluatdr
is free tp conduct the independent test following-another type. If the same type of evaluation is nqt
followed by evaluator, then the evaluator shouldjustify the motivation in the testing report. If the TO
is made|of software functions only, it is likely-that the developer will decide to perform a technolog|
evaluatipn and evaluator should, if appropriate, perform the same technology evaluation. If the TO
is a comfplete biometric system, in partictular with a sensor, it will more likely be tested in a scenari
evaluatipn by the developer and, thus,the evaluator should perform a scenario evaluation. Note that |f
a TOE dpes not provide the comparison and decision functions, its biometric recognition performande
cannot pe tested. It should also’ be noted that scenario testing can include offline testing of the
softwarg algorithms for the-purpose of cross-comparison testing for the measurement of performande
achievement rates and error-rates and for the determination of DET plots.

6 Supplementary activities to ISO/IEC 18045 on vulnerability assessment (AVA)

6.1 Generalaspects

This clabsedntroducesprovisionsandsupplemes o-evaluationactivities from ISOAEC 19989 120
Clause 15, regarding vulnerabilities which result from biometric recognition errors that may occur
when presenting non-mated natural biometric characteristics or when injecting or altering non-
mated biometric characteristics after the data capture subsystem. Vulnerabilities associated with
presentation attack detection errors for biometric presentation attacks using PAls are addressed in
ISO/IEC 19989-3.

The purpose of this clause is to introduce the context and provide general guidance to evaluators.
Each vulnerability being a specific case, the examples in Annex A are there to provide some concrete
guidance to the evaluator. However, the evaluator shall devise his/her own strategy based on his/her
expertise and the TOE instance under evaluation.
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In addition to the requirements and recommendations provided in Clause 6, the evaluator shall
also follow the requirements for the assurance components selected by the TOE for the AVA class in
[SO/IEC 15408-3 and shall follow the requirements of the corresponding activities in ISO/IEC 18045.

The objective of the evaluation task is to search for vulnerabilities and to demonstrate that the TOE is
resistant to a certain and predefined attack potential.

NOTE 1 If the TOE includes PAD functionality, the evaluator assesses the vulnerabilities in the context of the
whole system to take into account the potential interactions between the subcomponents.

NOTEZ ReferTing to tie tiread cd I ISO/TE 9989-172020, 6.1, ¢ 0 JJ, thne and ¢
activities addressed in ISO/IEC 19989-2 for the vulnerability assessment of biometric verification or identifi
siystems mainly relates to the potential exploitation of a) Performance limitations, h) Hostile ényiropment, i)
I3

i

rocedural vulnerabilities around the enrolment process, for attacking the system, together-wih the possible

pacts of j) Leakage and alteration of biometric data, €) Similarity due to blood relationship, f).Special hiometric
characteristics, and g) Synthesized wolf biometric samples that can help the evaluater’to identify specific
eaknesses and to mount more efficient attack.

[he approach taken here is a counter-example demonstration: for the evaluation of a TOE at a fargeted
level of security resistance, i.e. at a given targeted minimum value of attack potential for vulnerabilities
fbund on the TOE, if one attack with an attack potential lower than the targeted level is found, then it
i$ demonstrated that the TOE is not resistant to this level. So, thecevaluation focusses on fingling one
attack applicable to the TOE in its usage context and with a rating lower than the targeted leve].

[he definition of a successful attack shall be done regardiig the security definitions of the [security
tprget (ST) and should generate a failure in the security objectives of the TOE (access to forbidden data,
nauthorized operation, etc.).

[he knowledge used by the evaluator to define @n attack and an attack path is all the gvailable
dnowledge, including a specific background iil.'the area (to be accredited a laboratory has to
demonstrate its competence in the area), publicly available knowledge (web, dedicated conferences,
dtc.) but also its knowledge of the TOE gairied’from other evaluation tasks (for example, knowledge of
the implementation if targeting AVA_VAN.3 or higher).

[he objective of an evaluation test is'to determine whether the TOE is vulnerable to a specific attack
at the targeted attack potential (forinstance inspired from the threats listed in NOTE 2). Preparatory
tp testing the evaluator should perform a preliminary attack potential rating based on the attack
specifications (what the attack is, how the attack testing is conducted and how the regults are
interpreted). The preliminary attack rating may be used to prioritize the testing (the lower the rating,
the higher the priority). The evaluator may test attack paths for which the preliminary ratinglis above
the target attack potential.

(Ince the tests listis'established, the evaluator executes the corresponding attacks and, in case of success
Jerforms a figal'rating. This rating is then used to validate or refute the resistance level of the TOE.

OTE 3 .SThe developer often expects some more information from the evaluation: what are all the wepknesses
of my product? What are all the attacks to counter in a certified product? This information is an added|value for
the evaluation report. However, it is not strictly required by the security evaluation under the ISO/IEC 15408
series and ISO/IEC 18045 where a single successful attack can stop the evaluation process, and thgre is no
glarantee that, i case of successfut attack; ati the possibie attacks tave been tested and thatthe T OE 1S resistant
to all the other possible attacks.

6.2 TOE for testing
The developer shall provide the TOE for testing and the TOE shall be suitable for testing.

The exact definition of the TOE delivered shall be done by reference to the guides: any option,
configuration, parametrization referenced in the subjects or administration guide should be available
to the evaluator. In particular, a biometric system should allow the evaluator to enrol specific people.
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In addition, when extra equipment is required to use the TOE, the developer shall make it available to
the evaluator (for example, if the TOE is defined as a biometric capture device/sensor, hardware and/or
software for connection to a computer and acquisition, processing and exploitation of data).

In some

cases, emulators or simulators exist and are used by the developer to validate part of the TOE

(for example, the comparison process and its validation over a large database of images). These should
be made available to the evaluator.

6.3 Potential vulnerabilities

The vuhllerabilities that an evaluator should analyse shall at least take into account those introduced‘ip

ISO/IEC

Additionaly the evaluator shall consider the combination of those vulnerabilities with other [T-related
vulnerabilities. For instance, when considering the possibility to mount a hill-climbingZattack, the
evaluatqr shall not restrict the feedback loop to the score reading but shall also estimate’the possibilitly
to deduge information related to the score (e.g. based on execution timing or side-channel leakage).

NOTE

interacti
subcompjonent.

The eva

may be

6.4 Rating attack potential

For the AVA (vulnerability assessment) class, the rating (i,erating of the different factors, calculation ¢
attack p
well as the consideration of the attack potential (see ISO/IEC 19989-1:2020, Annex F).

Rating exkamples related to biometric recognitionpérformances vulnerabilities are provided in Annex 4.

20

19989-1:2020, 6.1.

As highlighted in ISO/IEC 19792:2009, Clause 6, the evaluator also considers,the whole system and
bns between subcomponents, as a vulnerability of a subcomponent can be compensated by anothe

—

(i

Juator shall follow ISO/IEC 19792:2009, Clause 8, to assess the potential vulnerabilities th3
ombined with the biometric recognition performance limitdtions.

N —n

ptential and comparison with the targeted level)shall be done according to ISO/IEC 19989-1, a
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Annex A
(informative)

Examples of attack potential computation for AVA activities

.1 General

his annex provides several examples that include various systems that can be evaluated (acces
evice for a building, an office, etc., access control to a personal device) and the “classical’
that can be applied. The attack potential computations are made according to ISOZIEC 19989
nnex F.

.2 Hill climbing

XAMPLE Consider a fingerprint-based system operating in an uncantrolled environment (for
rotecting the access to an item of equipment). Assume that there isca*way to easily connect a comp

d that the comparison score is available (for example, througha debug connection). The attack cd
injecting probe samples (for example, starting with random lpcations of minutia) and to optimize thg
sing the comparison score in a so-called "hill climbing" attack:

his scenario of attack can correspond to two differentobjectives: One can be related to privacy

5 control
attacks
-1:2020,

example,
uter just

efore the comparison process, enabling a program to inject probe samples in a suitable format for comparison

nsists in
location

leakage

(fo learn information on the enrolled data), a secoud-one can be related to forging authentication (i.e. an

tacker seeking to achieve authentication against'a specific enrolee).
It is considered that:

+ elapsed time: The identificationphase corresponds to find the right interface to the
(connecting a computer to the tdrgeted signals, enabling the presentation of built template
get or write the optimization software for the template generation. It is considered as eag
example. The exploitationphase is just running the program to get access. 2 weeks for ident
and 1 day for exploitation-are realistic;

exploiting specifi¢c-signals and adapting an optimization software is considered to require
level for identifi¢ation and a proficient level for exploitation;

4+ knowledge-of the TOE: A deep knowledge of the TOE is required (template formats,
protoeqls, etc.) so a sensitive knowledge is required;

—+ window of opportunity (access to the TOE): The TOE operates in anuncontrolled envi
(rated as easy for exploitation phase) and it is considered as easy to buy system (rated as

system
5) and to
y in this
ification

1 expertise: Even if-the” attack method is known and published, setting up the right con;Lections,

expert

internal

ronment
easy for

identification phase);

— window of opportunity (access to biometric characteristics): It is rated as immediate as the attack

does not require the availability of real data (synthetic templates);

— equipment: Aspecialized equipmentisrequired (computer, connection to the system, and specialized

mostly because of template generation, optimization software) for identification. For expl
as the software is available the equipment is rated standard.

oitation,

With the above assumptions, the summary of the corresponding attack potential calculation is provided

in Table A.1.
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Table A.1 — Calculation of attack potential for the scenario in A.2

Window of opportunity Total
Elapsed time | Expertise Knov;‘lggge of Access to biom-| gqyipment 16
Accessto TOE| etric charac-
teristics

Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp

2 0 4 4 4 - 0 0 - 0 2 0 12 4
The ratipgfortheattack s entranced=basic:
If the atfack can be performed successfully and no other successful attack with a lower rating isfeund,
the resigtance of the TOE is basic.
The system is compatible with the AVA_VAN.2 component.
A.3 Combined attack (getting comparison scores in an indirect way)
EXAMPL Assume the same system as the previous example, except that the comparison score signal cannqt

directly be accessed. However, an indirect observation of the comparison process;.for example through powsg

consum

smart-card evaluations and is known as side channel attacks).

Itis con

— asi

sysfem [acquiring internal signals (consumption, time},“Connecting a computer to the targetefd

sign
fort
and

— elap

reallistic;

— exp

(template format and generation), optimization] for the identification phase. Even if scripted, a

exp
wrif

— kno
prof
— win
(rat
iden

— win

—

ion or processing time, can give an information of the comparison scote-{this method is widely used i

=

bidered that:

1 the previous example, the identification phase corrésponds to find the right interface to thie

als, enabling the presentation of built templates]and to get or write the optimization softwarje
he template generation. The exploitation phase corresponds to implement the signal acquisition
processing to the real TOE and run the optimjzation program to get access;

sed time: More than 1 month for identification and 1 day (less than a week) for exploitation ar

D

brtise: Multiple expertise is required [electronics, signal acquisition and processing, biometrid

-

ert level is required for exploitation (software for template generation and optimization i
ten and has just to be used-but physical instrumentation of the TOE has to be done);

[72)

ivledge of the TOE:‘A’/deep knowledge of the TOE is required (template formats, internal
ocols, etc.). Sensitive knowledge is required;

(s

dow of opportunity (Access to the TOE): The TOE operates in a fully uncontrolled environmen
bd as easy for exploitation phase) and it is considered as easy to buy system (rated as easy fq
tification\phase);

—

dowrof opportunity (access to biometric characteristics): It is rated as immediate as the attack

doe

b ot require the availability of real data (synthetic templates);

— equipment: Multiple specialized equipmentisrequired for the identification phase (signal acquisition

and
For

processing, computer, connection to the system, template generation, optimization software).
exploitation, as the software is considered as written, specialized equipment is enough.

With the above assumptions, the summary of the corresponding attack potential calculation is provided
in Table

22
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Table A.2 — Calculation of attack potential for the scenario in A.3

020(E)

Window of opportunity Total
Elapsed time | Expertise Knowledge of Access to biom-| gqyipment 36
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
8 0 8 8 4 - 0 0 - 0 4 4 24 12

Therating fortheattack s Tiglr

]

F the attack can be performed successfully and no other successful attack with a lower rating
he resistance of the TOE is moderate.

_ ct

he system is compatible with the AVA_VAN.4 component.

NS

.4 Inverse biometrics attack

XAMPLE Assume the systemis aniris-based system operating in an uncontrolled environment (for
rotecting the access to a device or an equipment). There is an easy wayte.connect a computer just b
pature extractor, enabling a program to inject synthetic samples and‘that there is a signal corresp
he comparison score (for example, through a debug connection). The-attack consists of injecting recor
ynthetic samples and optimizing them using the comparison scoré€,

Nt =S

ote the main difference between this inverse-biometricsattack and the hill-climbing attack d
h A.2 is the entry point of the attack, which is beforeithe comparator for hill-climbing (i.e. 4
pature extractor) and before the feature extractor for the inverse biometrics attack. There
hverse-biometrics attack requires more expertiseiin identification, as a realistic input to thg
xtractor needs to be generated in each iteration of the attack (this is why the attack is called
iometrics) so the resulting rating is higher.-here compared to the hill-climbing attack in A.2.

oQ o = —

et

[ is considered that:

—+ theidentification phase correspénds to find to right interface to the system (connectinga c
to the targeted signals, enabling the presentation of synthetic samples) and to get or W
optimization software forthe synthetic sample generation. It is considered as easy in this ¢
The exploitation phase-sjust running the program to get access;

—+ elapsed time: 2 weeks’for identification and 1 day for exploitation are realistic;

exploiting speeific signals and adapting an optimization software is considered to require a
level for identification and a proficient level for exploitation;

1 knowledge of the TOE: A restricted level of knowledge of the TOE is required;

—+ “window of opportunity (access to the TOE): The TOE operates in a fully uncontrolled envi

s found,

example,
efore the
nding to
structed

bscribed
fter the
fore, the
feature
inverse

bmputer
'rite the
bxample.

1 expertise: Evenif the attack method is known and published, setting up the right comﬁlections,

expert

ronment

(rated as easy for exploitation phase) and it is considered as easy to buy system (rated as

easy for

identification phase);

— window of opportunity (access to biometric characteristics): It is rated as immediate as the attack

does not require the availability of real data (synthetic templates);

— equipment: A specialized equipment is required (computer, connection to the system, s
samples generation, optimization software) in identification. For exploitation, the softwa
considered as available, the rating is standard.

ynthetic
re being

With the above assumptions, the summary of the corresponding attack potential calculation is provided

in Table A.3.
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Table A.3 — Calculation of attack potential for the scenario in A.4

Window of opportunity Total
Elapsed time | Expertise Knowledge of Access to biom-| gqyipment 14
TOE Access to TOE| etric charac-
teristics

Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp

2 0 4 4 2 - 0 0 - 0 2 0 10 4
The ratipgfortheattack s entranced=basic:
If the atfack can be performed successfully and no other successful attack with a lower rating isfeund,
the resigtance of the TOE is basic.
The system is compatible with the AVA_VAN.2 component.
A.5 Dictionary attack
EXAMPLE Assume the system is an iris, a two-irises or a face-based system gperating in an uncontrolled
environment (for example, protecting the access to a device or an equipment). There.is an easy way to connectfa
computer just before the feature extractor. However, now it is not necessary to‘aceess to the comparison scorg.
The attafk consists in sending, by injection after the data capture subsystem, real biometric samples to the

system ulntil one is accepted.

Itis con

— the

to the targeted signals, enabling the presentation of biometric images). This is considered as easy i

this
— elap

— exp

sonje specialized equipment, and thus.insert the sample images into the system;

— kno

— win
(rat
iden

— win
usir
gett]
The
han
be y
reas

bidered that:

—

dentification phase corresponds to find to right interface to the system (connecting a computg

—

example. The exploitation phase is just inputting-images to get access;
sed time: 2 weeks for identification and exploitation are realistic;

ertise: A proficient attacker should he“able to locate the input of the feature extractor usinig

wledge of the TOE: A restricted knowledge of the TOE is required;

[

dow of opportunity (access‘to the TOE): The TOE operates in an uncontrolled environmer
bd as easy for exploitation phase) and it is considered as easy to buy system (rated as easy fd
tification phase);

—

o

dow of opportufnity (access to biometric characteristics): The dictionary attack is conducte
g real samplesiUetting a large face database for the attack is very easy (rated as immediate) by
ing a largeseniough iris database can be very difficult, and even more challenging for two irises.
rating if _exploitation for access to biometric characteristics reflects both facts. On the othgr
d, notethat although it can be difficult to get a large enough iris database, once obtained it cap
sed\for attacking different system. The level easy reflects that fact. For two irises, for a similar

[

onlevel moderate is selected;

— equipment: A specialized equipment is required (computer, connection to the system, data bases).

With the above assumptions, the summary of the corresponding attack potential calculation is provided
in Table

24

A.4 for the case of face, Table A.5 for the case of one iris, and Table A.6 for the two irises case.
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Table A.4 — Calculation of attack potential for the scenario in A.5 (face)

Window of opportunity Total
Elapsed time | Expertise Knowledge of Access to biom-| gqyipment 16
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
2 4 2 0 2 - 0 0 - 0 2 4 8 8

Table A.5 — Calculation of attack potential for the scenario in A.5 (iris)

Window of opportunity Tptal
Elapsed time | Expertise Knowledge of Access to biom-| payuipment 18
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
2 4 2 0 2 - 0 0 - 2 2 4 8 10

Table A.6 — Calculation of attack potential for the scenario in A.5 (two irises)

Window of opportunity Tptal
Elapsed time | Expertise Knowledge of Access to biom-| gayinment po
TOE Access to TOE}{) etric charac-
teristics
Id Exp Id Exp Id Exp Id EXp Id Exp Id Exp Id Exp
2 4 2 0 2 - 0 0 - 4 2 4 8 12

=]

he rating for the attack is enhanced-basic (bgth face and iris) and moderate (for the two irise§ case).

]

F the attack can be performed successfully and no other successful attack with a lower rating |s found,
he resistance of the TOE is basic (both face and iris) and enhanced-basis (two irises).

—

he system is compatible with thé AVA_VAN.2 (both face and iris) component and AVA_VAN.3 component
[Wo irises).

OTE The overall quotation of the attack would in principle depend on the FAR of the system, in garticular
r the elapsed time and for'the equipment needed during exploitation. If it takes 1 second per attenpt and if
ne needs 10 000 tries for FAR 10-3, it can take less than 2 weeks. Moreover, one can need a very large dataset
r exploitation phaseZFor instance, for iris if operating point is FAR 10-6, the need of a dataset of moye than 1
illion of iris can-b€considered as a specialized equipment. For two irises, with a FAR below 10-8 for finstance,
the size of thedataset justifies increasing the equipment to bespoke, thus increasing the overall totjl for the

- =nh = N ]

re—the—system—is—a 7 gty oda re——an—wreontrolled
environment (for example, protecting the access to a device or an equipment). Assume that it is straightforward
to connect a computer just before the feature extractor (for instance because the TOE is purely software-
based) in order to inject images as input of the feature extractor stage. Assume also that there is a flaw in the
comparison algorithm such that there is a way to construct an image (not necessarily from natural biometric
characteristics) for which the false acceptance rate is significantly higher than any randomly drawn biometric
data. This corresponds to a system with a high rate of successful attack. The attack will consist in finding the
particular (or one of) image(s) that leads to a high chance of being accepted.

It is considered that:

— theidentification phase corresponds to find the weakness in the matching algorithm and thereafter
to generate an image which exploits this flaw. The exploitation phase is just inputting the image to
get access;
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— elapsed time: More than one month for identification might be needed while exploitation is
immediate;

— expertise: An expert attacker should be needed to find the flaw in the algorithm. A layman can input
the image once generated;

— knowledge of the TOE: Sensitive knowledge of the TOE is required to learn the detail of the matching
algorithm;

— window of opportunity (access to the TOE): The TOE operates in an uncontrolled environment

(rat
iden
— win
nee

— equ
exty

With the
in Table

Ed as easy Tor exploitation phase) and 1t 1s considered as easy to buy system (rated as easy.1q
tification phase);

dow of opportunity (access to biometric characteristics): It is rated as immediate as ng-access i
led for the attack;

pment: A specific equipment may be required to generate an image, acceptable-for the featun
actor.

above assumptions, the summary of the corresponding attack potentiakcalculation is provide
A.7.

Table A.7 — Calculation of attack potential for the s¢enario in A.6

I

Window of opportunity Total
Elapsed time | Expertise Knowledge of Access'to biom-| ggyipment 18
TOE Access to TOE| etrie'charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
8 0 4 0 4 - 0 0] - 0 2 0 18 0
The ratipg for the attack is: enhanced-basic

If the at
the resis

The syst

ack can be performed successfully and no other successful attack with a lower rating is foung
tance of the TOE is basic.

em is compatible with the AVA_VAN.2 component.
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