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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through
committees established by the respective organization to deal with particular fields of

technical
technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

[SP/TECTTC T

The procedures used to develop this document and those intended for its further maintenance are

ddscribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria n
the different types of document should be noted. This document was drafted in decordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this doCument may be tH
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the development of the document will
Infroduction and/or on the ISO list of patent declarations received (se® www.iso.org/patents)

Any trade name used in this document is information given for thle convenience of users and
stitute an endorsement.

Far an explanation on the voluntary nature of standards, the meaning of ISO specific t
ressions related to conformity assessment, as wellYas information about ISO's adheren
rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the
L: www.iso.org/iso/foreword.html.

This document was prepared by Technical/ Committee ISO/IEC JTC 1, Information te
Subcommittee SC 38, Cloud computing and-distributed platforms.
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Introduction

Objective and target audience

This document provides a description of the ecosystem of devices and cloud services and the related
flows of data between cloud services, cloud service customers, cloud service users and their devices.
These are necessary to provide guidance about how data is used on the devices in the context of the
cloud computing ecosystem and the associated location and identity issues that emerge from such use.

This document proposes a scheme for the structure of data nse statements that can he nsed by clond
service providers to help cloud service customers understand and protect the privacy and confidentialjty
of their data and their users’ data through increased transparency of policies and practices.

This docyment can be used in several ways including, but not limited to, the following:

a) by clqud service providers and application developers to guide them in describing what they intend|to
do with data in their designs, so as to simplify privacy and data use reviews and to communicate this
information to non-technical departments such as internal compliance, marketingand legal teams

b) by ofganizations drawing up data use statements as part of drafting-¢loud service agreemerts
and dpplication contracts, privacy statements, etc., which could apply‘te-documents internal to pn
orgamization, in addition to public or legal documents;

c) by ggvernment regulators and agencies to advise on suitable ways of describing data flow and uge;

d) by those preparing information on data flow and data useor communication to the press ahd
the pjublic.

This docyment is descriptive and not prescriptive. It cannet be used for compliance directly. Instead| it
provides p set of concepts and definitions, including a.data taxonomy and data use statement structute,
that can Qe used for transparency about how data is\used in an ecosystem of devices and cloud servicgs.

ProvidiT a clear description of data flows

This docyment aims to improve the undérstanding of the data flows that take place in an ecosystgm
consisting of devices accessing cloud services. It does this through an extended cloud computipg
reference architecture (CCRA) (based-on the architecture described in ISO/IEC 17789) that describes
the impa¢t of devices on cloud service ecosystems and the impact of cloud services on devices. It also

described the data flows that take-place within the extended reference architecture.

Providing transparency,to all stakeholders

To mainthin a relationship of trust between the stakeholders of the ecosystem of devices and clopd
services gnd also to'meet the demands of laws and regulations, it is necessary for the device platfofm
providerq and the\cloud service providers to be transparent about how they make use of the various
data typés thatflow within the ecosystem.

There is 4 particular need to provide simple and clear statements to end users about what is done with
data that relates to them. The data may be personally identifiable information (PII) and may be sensitive,
in other words, this can be a privacy issue. Cloud service customers are likely to be concerned about how
their data is used, even when the customer is an organization rather than an individual. The cloud service
customer may be a data controller, holding personal data about their employees or their customers; in
such a role, the cloud service customer has obligations relating to the processing of that data.

To assist cloud service providers and device platform providers in being transparent about their use of
data, this document defines a simple language for making statements about data use, which can be used
to create clear notification to end users and other interested parties.

vi © ISO/IEC 2017 - All rights reserved
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Information technology — Cloud computing — Cloud
services and devices: Data flow, data categories and data use

1 Scope

Vet 3
Thisdocument

—| extends the existing cloud computing vocabulary and reference architecture in ISQ/IEC 17788 and
ISO/IEC 17789 to describe an ecosystem involving devices using cloud services,

— describes the various types of data flowing within the devices and cloud computing ecosystem,

— describes the impact of connected devices on the data that flow within the cloud cpmputing
ecosystem,

— describes flows of data between cloud services, cloud service custemers and cloud servic¢ users,
—|{ provides foundational concepts, including a data taxonomy, and

—| identifies the categories of data that flow across the ¢loud service customer devices gnd cloud
services.

This document is applicable primarily to cloud service providers, cloud service customers find cloud
sefvice users, but also to any person or organization involved in legal, policy, technicalf or other
infplications of data flows between devices and cloud services.

2| Normative references

There are no normative references inthis document.

3| Terms and definitions
Far the purposes of this decument, the following terms and definitions apply.
ISP and [EC maintainférminological databases for use in standardization at the following addresses:

—|{ [EC Electropedia: available at http://www.electropedia.org/

— [SO Online browsing platform: available at http://www.iso.org/obp

3.1
cloud service

Lalitas £L. Jd 1 Ll A | iy H 1 A | H dafs diaat £
0 C Ul'ITIUI'T LGPQUIIILIUD UIICICU U1 Uusu Ciuuu LUlll}JuLlllS TIITVURNCU ualus d UCTITICU ITILCT IAdlT

[SOURCE: ISO/IEC 17788:2014, 3.2.8]

3.2
cloud service customer
party which is in a business relationship for the purpose of using cloud services (3.1)

Note 1 to entry: A business relationship does not necessarily imply financial agreements.

[SOURCE: ISO/IEC 17788:2014, 3.2.11]
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cloud service partner
party which is engaged in support of, or auxiliary to, activities of either the cloud service provider (3.4)
or the cloud service customer (3.2), or both

[SOURCE:
3.4

ISO/IEC 17788:2014, 3.2.14]

cloud service provider
party which makes cloud services (3.1) available

[SOURCE

3.5

cloud ser
natural p
cloud sery

Note 1 to ¢
[SOURCE

3.6
device
physical ¢

3.7

account ¢lata

class of d

Note 1 to 4
the CSP.

Note 2 to g

3.8
cloud ser
class of d
service (3|

Note 1 to g

Note 2 to
data; this
might be p
using the
the geners:
contrary.

ISO/IEC 17788:2014, 3.2.15]

vice user
prson, or entity acting on their behalf, associated with a cloud service customer(8:2) that ug
ices (3.1)

ntry: Examples of such entities include devices and applications.

ISO/IEC 17788:2014, 3.2.17]

ntity that communicates directly or indirectly with one of. more cloud services (3.1)

hta specific to each CSC that is required to administer the cloud service (3.1)

ntry: Account data is typically generated when a:;cloud service is purchased and is under the contro

vice customer data

ntry: An example oflegal controls is copyright.
entry: [t may be'that the cloud service contains or operates on data that is not cloud service custon
might be data\made available by the cloud service providers, or obtained from another source, of
ublicly available data. However, any output data produced by the actions of the cloud service custon

1 principles of copyright, unless there are specific provisions in the cloud service agreement to

[SOURCE:
3.9

ISO/IEC 17788:2014, 3.2.12]

cloud service derived data
class of data objects under cloud service provider (3.4) control that are derived as a result of interaction
with the cloud service (3.1) by the cloud service customer (3.2)

ntry: Account data consists of data elements provided by CSC, such as; name, address, telephone, et¢.

capabilities of the cloud service on this data is likely to be cloud service customer data, followtilng
he

of

ata objects under the contrel of the cloud service customer (3.2) that were input to the cloud
1), or resulted from exeréising the capabilities of the cloud service by or on behalf of the clopd
service cfistomer through the published interface of the cloud service

er
it
er

Note 1 to entry: Cloud service derived data includes log data containing records of who used the service, at what
times, which functions, types of data involved and so on. It can also include information about the numbers of
authorized users and their identities. It can also include any configuration or customization data, where the

cloud serv

[SOURCE:

ice has such configuration and customization capabilities.

ISO/IEC 17788:2014, 3.2.13]
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cloud service provider data
class of data objects, specific to the operation of the cloud service (3.1), under the control of the cloud
service provider (3.4)

2017(E)

Note 1 to entry: Cloud service provider data includes but is not limited to resource configuration and utilization
information, cloud service specific virtual machine, storage and network resource allocations, overall data centre
configuration and utilization, physical and virtual resource failure rates, operational costs and so on.

[SOURCE: ISO/IEC 17788:2014, 3.2.16]

3.11
application marketplace
set of cloud services (3.1) providing a digital marketplace intended to offer applications@and ot}

C
ot

Ng
en|

Nd

3.

ag
cl

pn
3.
de
o[
Nd
3.
de
de

clq
(3

Ng
th

3.
de
cl

Nd

3.

tent for a particular device platform (3.13) allowing users to browse and downleadkapplic3
her content

te 1 to entry: An application marketplace may be offered to the public, or to private groups such as
vironment.

te 2 to entry: A device (3.6) can use more than one application marketplace.

2

plication cloud service

ud service (3.1) that supports applications running on a given device (3.6), where the cloud
ovided by a party other than the device platform provider{3.14)

13
vice platform
erating system and related feature set that provide the core capabilities for a device (3.6)

te 1 to entry: An application marketplace (3.11) 1S specific to a device platform.

14

vice platform provider

vice platform cloud service proyider
ud service provider (3.4) that provides cloud services (3.1) necessary to support a device
113) including managing needed digital identities

e device platform provider, but it is not required to be.

15
vice platform'eloud service
ud service (8:1) offered by the device platform provider (3.14) to support the device platform

te 1 to_entry: An application marketplace (3.11) can be an example of device platform cloud service.

L6

er digital
tions and

corporate

service is

platform

te 1 to entry: The cloud.service provider that offers the application marketplace (3.11) is typically the same as

(3.13)

p
PI

rsonally identiiiable information
|

any information that a) can be used to identify the PII principal (3.18) to whom such information relates,

or

b) is or might be directly or indirectly linked to a PII principal

[SOURCE: ISO/IEC 29100:2011, 2.9]
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PII controller
privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (PII) (3.16) other than natural persons who use data for personal

purposes

Note 1 to entry: A PII controller sometimes instructs others, e.g. PII processors (3.19) to process PII on its behalf
while the responsibility for the processing remains with the PII controller.

[SOURCE:

ISO/IEC 29100:2011, 2.10]

3.18
PII princ
natural p

Note 1 to
synonym

[SOURCE

3.19
PII proce
privacy s
accordan

[SOURCE

3.20
end user
EUII
derived d

4 Abb

BYOD
CCRA
CSA
CSC
CSN
CSP
CSU

ipal
erson to whom the personally identifiable information (PII) (3.16) relates

data subject” can also be used instead of the term “PII principal”.

ISO/IEC 29100:2011, 2.11]

ssor

Ce with the instructions of a PII controller (3.17)

ISO/IEC 29100:2011, 2.12]

identifiable information

ata associated with a user that is captured orgenerated from the use of the service by that us

reviated terms

Bring Your Own Device

Cloud Computing ReferenceArchitecture
Cloud Service Agreemerit

Cloud Service Gustomer

Cloud Service-partner

Cloud Service Provider

Cloud Service User

takeholder that processes personally identifiable information (PH) (3.16) on behalf of and|i

EUII
GPS
[aaS
PII

SLA

End User Identifiable Information
Global Positioning System
Infrastructure as a Service
Personally Identifiable Information

Service-Level Agreement

entry: Depending on the jurisdiction and the particular PII protection and privacyclegislation, ghe
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5 Structure of this document

This document is organized to describe two topic areas.

— Overview and reference architecture (Clauses 6 and 7).

— Data taxonomies, data categories and data use statement structure (Clauses 8, 9 and 10).
Overview and reference architecture

— Clause 6 provides the foundation of the document covering the “Overview of devices and cloud
services ecosystems”. The clause describes the ecosystem and stakeholders where .deyices and
cloud services operate.

— Clause 7, “Extending the cloud computing reference architecture to the devices and cloud services
ecosystem” covers an extension of the architecture specified in ISO/IEC 17789[2}to include devices
and the flow of data between devices and cloud services.

Ddta taxonomies, data categories and data use statement structure (applicable to data gxchanges
bdtween devices and cloud services)

— Clause 8, “Data taxonomies” describes categories of data that canbe captured, processedfused and
shared. This taxonomy extends the definitions in ISO/IEC 17788I1] of cloud service customer data,
cloud service derived data, cloud service provider data and account data. The taxonomy flescribed
in this clause is used in creating data use statements covened in Clause 10.

— Clause 9, “Data processing and use categories” desctibes the various categories of data pfocessing
and operations. “Data use categories” and related “scopes” described in this clause are re({uired for
understanding of the data use statements structiite covered in Clause 10.

— Clause 10, “Data use statements” describes;the syntax and statement structure for expregsing how
data is used by CSPs and their partners.

6| Overview of devices and cloud services ecosystems

6.1 Background and context — Impact of devices and personalized cloud services

This document builds on {he foundation provided by the CCRA, ISO/IEC 17789, to accommofdate data
arld its flow within the@gosystem of devices and cloud services.

Many kinds of devie¢s are used as clients for accessing cloud services. These devices rely on support
from cloud services which have an association between the device and the cloud servicg. Unique
identifiers are treated and maintained to enable that association. The interaction between the device
arld the clgud service requires an understanding of the flow of data between devices, cloud| services,
clgpud service customer and cloud service providers. This interaction also makes the discussipn of data
classification, access and use more complex.

efined in
ISO/IEC 17788:2014, 3.2.17, which includes natural person, or entity acting on their behalf. Examples of such
entities include devices and applications. This document is written such that there is no conceptual difference
between types of devices, provided the device is acting as a cloud service user using cloud services.

Cloud service providers offering device specific cloud services typically require a unique identifier
and a cloud service user account in order to provide those cloud services. This identifier and user
combination becomes the cloud service user’s key to their own personalized cloud services which can
offer an array of services, access to applications, rich advertising and retail infrastructure.

The always-on, always-with-me nature of some devices drives a new class of applications for personal
use that strive to assist users with every aspect of their daily lives by making useful suggestions based
on a trail of information flowing from the device and from applications running on the device.

© ISO/IEC 2017 - All rights reserved 5
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For example, a mobile device user’s interaction with the device platform cloud services may offer the
device platform provider a very detailed trail of behavioural data, including user communications,
contacts, calendar, whereabouts and searches and purchases.

6.2 Ecosystem of devices and cloud services

This clause describes an ecosystem of cloud-supported devices and cloud services. Figure 1 depicts a
common way of how a device may operate in a cloud environment. The cloud services used by devices
come in several categories. The categories of cloud services used by devices and covered in this
document are as follows.

— Devige platform cloud service (see 3.15) which can include application marketplace (s
Thes¢ “core” cloud services are offered by the device platform provider and used to confi
devide and register the customer (and where appropriate, the primary user of the devi(@‘ ith the
applifation marketplace and associated cloud services, including online user identit nagemeht.
This |s depicted by the upper cloud in the diagram in Figure 1 and corresponds with the sub-r

“device platform provider” defined in 7.3.1.1.2. C)

— Appljcation cloud service (see 3.12) which supports the applications dev d and supported py
cloud service providers (e.g. social networking, weather, news or organi én-specific applications)
that pre not the device platform CSP. Such applications interact w'ﬂ?&eir own cloud servicgs,
distinct from the cloud services provided to support the device platform. This is depicted by the

lower cloud in the diagram in Figure 1 and corresponds wit}&e role of cloud service provider

defined in ISO/IEC 17789:2014, 8.3.1. Q

Both cat¢gories involve interactions with the device and S\ry data traffic, potentially includihg
cloud seryice customer data or end user identifiable information (EUII). For example, the applicatipn
marketplhace knows which applications have been down&d on the device and the device platform
knows hgw often they are invoked and how long they a&é used.

'1 and associated user
identity management

Application cloud services supporting
device applications developed by third-party
CSPs such as workplace applications or
Flow of data consumer applications, such as those offered
by airlines, banks, healthcare providers,
SOTTA e twoT ;ung, TIT,

Users and
connected devices

Figure 1 — Devices and cloud services ecosystem

Most tablets, smartphones and other connected devices are often connected to their device platform
cloud services in order to be fully functional. This connectivity and flow of data is depicted by the arrow
to the upper cloud in Figure 1, although some IoT devices may not communicate to the device platform
cloud services directly. At the same time, the devices are also connected to various cloud services,

6 © ISO/IEC 2017 - All rights reserved
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depicted in the diagram by the lower cloud, that support the applications developed and supported by
cloud service providers. This connectivity and flow of data is shown by the arrow to the lower cloud in

Figure 1.

6.3 Devices and multiple user sub-roles

6.3.1 General

Device users typically use the same device while assuming various roles in their daily lives, often

COR eH howhn—Figure itizen/voter—constine—ecity/gsovernmen erviees—a patient

ptorist or

commuter on the road, a consumer in a mall/coffee shop/store, a passenger in therﬁy rf or train
htion, in addition to being an employee. b‘

Citizens, students, patients and employees, for example, each have unique requ@‘ents and [needs for

the device’s local storage, which can potentially be part of the same device@yplication markgtplace(s)
ecpsystem and will use the same device services offered by the device’s q@ﬂting system.
Dg¢vice provider, device services and applications, as well as cloud‘§;rvice providers proyiding the
applications on the device may have visibility into the device ers’ actions, data and their use of
aqplications and services. Such visibility to user data could §01®inue as users assume mulfiple sub-

roles throughout their use of the device and use multiple lications such as those devdloped for
workplace use (employees), government and citizen use ers, taxpayers, etc.), schools (students)
or| healthcare (patients). The user’s data may be colle@d, stored, processed and used by [the cloud
sefvice providers. In contrast, for some applications and some cloud services, the user might take the
supp-role of anonymous user, where the user wan e right to use the application and cloud services
in[a private manner, where the user's identity the user's personal information are defiberately
ndt shared with the application and with thQ)\§oud service. While technologies such as application
containers/sandboxes, application-specific e.h\cryption and application-specific VPNs can mit]gate this,
there is still a need for a data taxonom)ﬁ@at categorizes data in a harmonized and consistemt fashion
sol as to enable a meaningful conversation between the cloud service customers, the cloud service
prpviders, regulators and other sttljkm‘ders about this data.

Sub—ml@pf a user in a personal cloud service ecosystem

Cloud service user
on a device

Student Shopper

Figure 2 — Example of roles a user can assume in device use scenarios

© ISO/IEC 2017 - All rights reserved 7


https://standardsiso.com/api/?name=c9d9be6a65548d5c9bde2de61fc8d799

ISO/IEC 19944:2017(E)

The following is a non-exhaustive and informative list of sub-roles that help describe device scenarios
and issues.

— Patient: patients are under healthcare privacy laws.

— Citizen: all aspects of an individual's relationship with government and public authorities, including
voting and obligations to and benefits received from government.

— Employee: they should follow the organization’s policies to protect the organization’s confidential
assets.

— Studg¢nts: many students are under-age and therefore they are under stricter privacy and commercjal
advertisement laws.

— Shopper: data, such as payment instrument data, personal favourites, shopping locatioris, personal
finanicial information, can be collected and processed during shopping. Such data can-bé‘relevant|to
privacy.

— Cominuter: the flow of commuter’s personal data could also be examined while the user utilizes
data pervices offered while in transit.

— Passégnger: passengers are in public transportation hubs like airports;and therefore, certain rules
may apply.

— Anonymous user: where the user does not wish to share any perSenal data with the application ahd
with the cloud services, including identity.

6.3.2 Iing your own device (BYOD)

“Bring your own device” (BYOD) is defined as the practice of allowing employees of an organization|to
use their pwn computers, smartphones, tablets or othéy devices for work purposes. BYOD is a particular
case of m|xing different roles when using a device where the user has the role of an employee or partrer
of an orggnization.

In the papt, it was common for organizatiens to provide the devices that employees used mainly |or
even exclusively for work purposes and those devices were connected to the organization’s networks
and used|the organization applications.ahd systems. Organization-owned devices are typically tightly
controlledl in terms of the installed software, both in terms of the software that can be installed py
employeds and in the requiremeftto run a variety of management and security components includihg
firewalls|malware checking programs, encryption of stored data and so on.

The main| concern for organizations is to ensure that the organization’s applications, systems and ddta
are securf and are onlyused for authorized purposes, so any employee devices with access to corpordte
assets ar¢ controlled-to ensure the integrity of organization systems.

The intr¢duction>of mobile devices such as smartphones and tablets changed the IT landscape
significar
productiy
to use th P .
Employees do not want to have multiple different devices (one their own, another owned by the
organization) since this can be burdensome and difficult to manage.

BYOD encompasses not only employees but also other users with a close relationship to the organization,
such as business partners.

A mobile device user remains connected to their personalized cloud services even when they bring their
own device into an organizational setting where they use organization-specific applications, systems
and networks even as the device runs applications not belonging to the organization and connects with
cloud services not belonging to the organization. The organization’s own client applications running
on the device may also use functions and rely on services from the device platform cloud services
or elsewhere. That interaction is also captured and associated with the user’s digital identity or the
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device’s identifier. Instead of a simple client-server interaction, there is the potential for intertwined
flow of data between the device, the device platform cloud services, organization applications,
other applications installed by the user and the organization’s cloud services. The major issues are
the potential for leakage of enterprise data and the potential for data of doubtful provenance to be
transmitted to the organizations’ cloud services and/or internal systems.

Organizational Information Technology (IT) managers need to protect intellectual property and
confidential data against unauthorized disclosure or leakage and, as such, may demand tight control
over a user’s own device when that person is interacting with the organization as an employee or in
another role. Additional information on the security threats can be found in ISO/IEC 27033-3:2010,

Effectively, the need is to partition the use of the device, with organization applications and data

Far organizations, BYOD brings some challenges, mostly relating to the security of organization
applications and data when personal devices are used. The main risks canbe.summarized as follows.

—| Loss of control over access to organization applications from the déyice, a personal devi¢e may be
shared with others.

—|{ Vulnerability of organization data which is downloaded and stored on the device, there is|potential
for loss, theft and unauthorized alteration of the data.

—|{ Use of non-organization applications and cloud services on the device:
a) to use or transmit or share or store organization data
b) which may be used to access organization systems and applications.

—{ Malware on the device stealing important data including identities and credentials.

7| Extending the CCRA to the:devices and cloud services ecosystem

7.1 Overview
The devices and cloud servites ecosystem requires extensions to the CCRA described in ISO/IEC 17789.

Expansion of the description of the functional components in the User layer is required in| order to
dgscribe a number of components which relate to mobile devices. This is particularly important to
urfderstand the)data flows that take place within the ecosystem. There is an associated exgansion in
the cloud serwice customer role and its sub-roles to describe additional activities and respopsibilities
thpt exist«nvhen devices are used with cloud services. Similar extensions of the cloud servicg provider
roje and.its sub-roles are also necessary.

e

The cloud services and associated applications are designed for a variety of uses. Applications and cloud
services designed for the personal use of the end user form part of the “personalized cloud services” of
the end user. Applications and cloud services, designed for use as part of the function of an organization
to which the end user has a relationship (e.g. employee or partner), can be described as “business
capabilities” or “organizational capabilities”.

Personal use applications and cloud services are very likely to involve the case where the end user
performs all of the roles defined for a cloud service customer, with a need for simple interfaces to allow
necessary administration and management capabilities.
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Organizational use applications and cloud services by contrast very likely separate out the interfaces
for the different roles for a cloud service customer, since it is highly likely that the end user is not the
same person as the cloud service administrator, for example.

7.3 Device impact on the CCRA: User view

7.3.1 Cloud service provider

7.3.1.1 Sub-roles

7.3.1.1.1

The clou
can make
relationship with one particular cloud service provider, the device platform providen; therefore, the
is the neg

7.3.1.1.2

General

| service provider role is defined in ISO/IEC 17789:2014, 8.3.1. A cloud service. provid
cloud services which are usable with any device. However, devices usually have a spec

d to define a new sub-role to accommodate this.

CSP:device platform provider

The CSP:dlevice platform provider is a sub-role of cloud service provider‘that provides the set of clo
services

applicatig
sub-role,

The CSP:
managen
marketpl

The devid

hecessary to support the device platform. The party that offers the cloud services for t
n marketplace is typically the same as the party that plays\the CSP:device platform provid
but this is not necessarily the case.

Hevice platform provider typically offers the cloud services necessary to provide ident
ent for the user of the device. This is usually.done in conjunction with the applicati
hee.

e platform provider’s cloud computing activities include:

shari

proce

proinng data and applications;

g data with third parties;

ssing and using data;

prov

ding application marketplace;

providing device platform'eloud services;

providing data related-services.

7.3.1.2 ([Cloud computing activities

In additign to\the cloud computing activities specified in ISO/IEC 17789:2014, 8.3.2, the followi
activities|apply to the sub-roles of CSP.

10

er
al

d
he

ty
bn

ng

Providing data and applications: makes provider data and applications available to cloud service
customers under a cloud service agreement.

Sharing data: makes customer content data and derived data available to third party organizations
under an agreement, for business purposes of the cloud service provider.

Processing and using data: processes customer content data and derived data for certain purposes,
for instance advertising, business intelligence, security and privacy, under terms stated in the cloud
service agreement.

Providing application marketplace: provide and maintain the application marketplace. This includes
the applications which run on devices and the set of cloud services which support the application.
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Providing device platform cloud services: provide the set of cloud services necessary to
device platform.

2017(E)

support a

Providing data related services: involves the providing of data related services to cloud service

customers and cloud service users such as online advertisements or business intelligence

7.3.2 Cloud service customer

7.3.2.1 Sub-roles

7.

IS
CS

Ad
re

pe
In
ar

TH
an
bd

In
ny
st

TH
ug
cu

T}

T}

7.
TH

.B.2.1.2 CSC:cloud servicéwuser

8.2.1.1 General

D/IEC 17789:2014, 8.2.1 and 8.2.1.1 specify the role of cloud service customer-and its
C:cloud service user. Both apply to this document.

cording to ISO/IEC 17788 and ISO/IEC 17789, the cloud service customerhs-a party in a
ationship for the purpose of using cloud services, whereas the cloud §ervice user, as
rson using a particular device, is a sub-role of cloud service customer which uses the cloud
organization scenarios, the cloud service customer is the organization and the cloud sery
e the individual employees of the organization.

ere are other cases where the cloud service users may not be émployed by the organizatior
other type of relationship with the cloud service customer,for example, the cloud service
customers of the cloud service customer organization.

other cases, one person may be the customer of akcloud service but the cloud service uj
Ffeaming service).

ere are consumer scenarios where the cloudervice customer is the same person as the clot
er and, in this case, devices, applications.and services are all linked to the device users thrd
stomer accounts.

e term “CSC:cloud service user” ds;synonymous with “device user” used elsewhere in this d

e role specified in ISO/IEC 17789:2014, 8.2.1.1 applies.

B.2.2 Cloud computing activities

providing customer data: makes customer data available to cloud service provider
agreement;

sub-role

business
he actual
services.
rice users

but have
|sers may

ers are a

mber of people who have a non-business relatiofiship with the customer (such as a hofne movie

1d service
ugh their

bcument

e cloud coniputing activities specified in ISO/IEC 17789:2014, 8.2.2, which relate to the sub-roles of
clpud service'customer apply and are extended to include:

under an

using data: uses data obtained from cloud services on their devices;

installing applications on mobile devices: download and install applications on end user devices.

7.4 Device impact on the CCRA: Functional view

7.4.1 General

Figure 3 provides a functional view of the “devices and cloud services” ecosystem for the purposes
of identifying key data flows between functional components present on the device and those of the

va

rious cloud services.
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Figure 3 — Devices and c&g d services functional view

The signifficant components of the devicﬁ&d cloud services ecosystem are in the user layer and|in
the servige layer. In the user layer, the major functional component is the device. The device embodjes
the user function component identified.in ISO/IEC 17789 and it provides the means by which the epd
user intefacts with the ecosystem e service layer are two categories of cloud services, the device
platform gloud service and the a@lcatlon cloud services.

The devige contains a n@er of subcomponents. There is the device platform, the applicatipn
marketplhce client and ations some of which may contain application client components.

It is typlical for th V1ce platform, the application marketplace and the device platform clopd
service t¢ be clo tied together, often all provided by a single cloud service provider organizatign.
Applicati )ns r }@g on the device typically connect with one or more application cloud services] A
given ap; may be associated with a set of application cloud services, all owned and operated
by a sing gamzatlon However, it is also common for a given application to make use of multiple
application cloud services offered by multiple cloud service providers.

The application client component typically connects with a particular application cloud service,
although the organization responsible for the application may be different from the organization
responsible for the application client component and its application cloud service.

7.4.2 Functional components in the functional view

7.4.2.1 Device

This represents the physical device, together with any integral or attached hardware components such
as memory.
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7.4.2.2 Device platform

This represents the basic functionality (behaviour) of the device on which everything else depends,
including the main user interface of the device. It also includes application programming interfaces
(APIs) and access to hardware components, such as the screen, any buttons, network devices, GPS
devices, cameras, biometric device, cryptographic functions, etc.

7.4.2.3 Application

This represents an application (app) running on the device to provide some capability to the user. It
may be preinstalled on the device when delivered to the user, or installed separately. For] separate
inptallation, the application can be delivered to the device in various ways, such as beingdovnloaded
from an application marketplace, pushed to the device by an organization, or downloaded’as § file.

There are also scenarios where mobile applications can be downloaded directly without the dssistance
offan application marketplace. The application however can always utilize cloud”services gr any on-
bdard capabilities of the device platform (e.g. telemetry and environmental sensors) to c(lllect and
transmit data.

Sgme solutions for securing mobile operating ecosystems offer sandboxing capabilities. Suth secure
enjvironments offer a parallel execution environment where the applications run in a mofe secure
environment where data can be tightly controlled.

7.4.2.4 Application cloud service

Application cloud services are cloud services that offer" capabilities to applications runnipg on the
dgvice. The capabilities are typically offered by means of an API which the application can finvoke as
required.

Same application cloud services are specific. €0 a particular application, while others can bg¢ used by
many applications and are offered through public APIs.

It |s typical for application cloud servicés to be independent of any particular device platform

7.4.2.5 Device platform cloud séervice

The device platform cloud Gervice supports capabilities that are unique to the device platform such
as| device customer and/oruser identity, authentication, authorization, accounting, device getup and
prpvisioning, firmwaré maintenance and application marketplace functions. Significant elemgnts of the
dgvice user’s data will’reside here, with storage of identity and personalisation profile metadata. The
dgvice platform eloud service is accessed with an “application marketplace ID”, which links|all of the
dgvice user’s actions on the device platform provider’s services and can be used by other developers
to|identify the™user for other applications. Those user actions can also be transferred to an advertising
clpud service as input to select, price and deliver advertisements.

7.11.2.6 Application client component

This application client component is part of the application. It simplifies the creation of the application
by providing the application developer with simple access to application cloud services or to device
platform services.

For example, an application can call the application client component which can call on either the
device platform for GPS information, or an application platform cloud service for an IP address location
lookup. An application client component can also act as a common point of integration to data stored
on the device which is common to multiple applications, such as a contact database, calendar, secure
credentials store, or known locations.
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7.4.2.7 Application marketplace

The application marketplace functionality handles installation of applications on the device. It is
usually closely tied to the device platform and relies on a catalogue of applications held in the device
platform cloud service. It has a privileged position in data flows in that it has access to data on exactly
which applications the user has purchased, installed, used, updated and has rights to use. It usually
also knows how much memory has been used. It probably also has information about location, account
status and other personal information about the user and their behaviour.

7.4.3 Functional view: Data flows

This docpiment extends the functional view expressed in ISO/IEC 17789 to include the daé ws
which talte place between the functional components described in 7.4.2. Figure 4 shows the floy
between the functional components shown in Figure 3. b&b‘

(User Laypr '\Cb

Application Application (c) Application
Marketplace

Use Cloud client
Servi
ervice Use Cloud

Use Cloud

S . Serv1ce
Use Clo d
Device Platfo 'm s "
ervice

-
[ Access Ljayer A\‘\‘ /i\ ]
— N
- W
Service [ayer C)\\C) l

Device Platform
Cloud Service

%Qv Figure 4 — Data flows between components

In Figure
exchanges-data wit , , : A
one or more cloud services. The 1nteract10ns between components and the assoc1ated data flows are
shown with double headed arrows each labelled with a letter (“A” through “H”) — the letter labels the
data flow and is used in the description as follows.

,'&1? Use Cloud Serv1ce act1V1ty 1s shown 1n those places where a user layer compongnt

Data flow A: Between an application and an application cloud service

In this flow, the communication uses no device platform-specific code in the application or the device.
Use of the application cloud service is independent of the device or other functional components, except
that its use may also cause data to flow between the device platform and the device platform cloud
service (see Data flow G).

Data flow B: Between application and device platform
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This takes place where an application requires services from the device platform or exchanges data with
the device platform. An example is where camera device data flows to a camera application and then is
stored as an image file on device storage. The device platform is aware of exactly which device features
are being used and by which applications. In some cases, the device platform also communicates with
the device platform cloud service to provide these services (see Data flow G).

Data flow C: Between an application and an application client component

The application client component may be built in to the application’s own executable, be linked from an
external functlon 11brary, or execute ina separate operatmg system process on the dev1ce Reasons for

Y v e e—application
to| operate, enhancing the user experience, or generatmg revenue. Examples of the latter include
connecting the application to an advertising service, or connecting it to a payment service. [Note that
application use of capabilities provided by the application client component may result in datp flows to
the device platform (see Data flow D) and also to the device platform cloud service (s€e Data flow G).

D3jta flow D: Between application client component and the device platform

This often includes use of the user credentials or device identifier and may.also include access|to device
sehsors and functions such as biometric devices, GPS, gyroscope, microphone, speaker, light sensors, etc.

DIta flow E: Between application client component and an application cloud service

An application client component may exchange data with one drmore application cloud services as part
of|delivering functionality to the application using Data flow.€. This may run securely and in isolation
fr¢m other applications and the device platform, for example in order to conform with payment industry
reguirements.

D3jta flow F: Between application marketplace application and the device platform

The application marketplace application communicates with the device platform in order [to obtain
identity and security information about the' user, to get information about the device configuration
influding memory and storage usage and:te install and to update applications on the device.

Data flow G: Between the device platferm and the device platform cloud service.

This includes associating the device identifier with a user account identifier and with an application
marketplace account. It also.ecommunicates requests to support the marketplace store app, so it includes
a ¢onsiderable amount of data connecting the user to the applications they are installing and ysing. The
seprch for, choice, purchase, download and updates of an application all result in data flowq between
the device and the device platform cloud service.

These flows oftén)include EUII sub-types such as device connectivity data, user credential{data and
dgvice telemetry data linked to an individual such as location (for geo-fencing of applicafions and
content), user age information (for appropriate content control) and language choices. Prodessing or
stprage ef~computational or data intensive device platform capabilities, such as voice recognition or
he device
tion cloud

Data flow H: Between the application marketplace application and the device platform cloud service.

For most devices, applications are installed, uninstalled and managed on the device, separate from
the underlying operating system of the device itself. This is usually done through a “marketplace
application” of some kind, which provides the device-side functionality required by the application
marketplace within the device platform cloud service. It is usually tightly coupled to the device platform.

Note that data flows in different directions between the components in Figure 4, depending on the
particular operation taking place. For example, on a 'create' request data flows from the component
making the request, whereas on a 'retrieve' request data flows back to the component making the
request.
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8 Data taxonomy

8.1 Overview

Transparency about the acquisition, processing and use of data by cloud services and associated
applications is desired by users, regulators and cloud service customers. The data taxonomy described
in this document is intended to support transparency about the types of data that are acquired by CSPs,
as well as how they are used. This document provides a common data taxonomy and transparency
concepts. This clause addresses the following areas:

— data fategories;

— data |dentification qualifiers.
8.2 Data categories

8.2.1 (eneral
This clauge defines a set of data categories in the devices and cloud services e€osystem.

Any description of how data is acquired, transferred, processed and used‘requires, in majority of casgs,
clarity ablout the specific data categories involved. There are many different data objects in the devides
and cloud services ecosystem and multiple ways to process or use“those data objects. One approach
to transplarency is to name and define each data object and deSeribe how it is processed and usé¢d.
Althoughl|such an approach is comprehensive, this approach hastwo limits. First, the data objects in the
ecosysterh are constantly changing as technology, devices and-cloud services evolve subjecting the ljst
to constapt revision. Second, the list of objects and uses would be so long, duplicative and complex that
stakeholders would find it difficult to gain a useful understanding of how data is actually managed py
reviewing a large number of individual data objects. To facilitate transparency, cloud service providgrs
should describe how data is processed and used\in the simplest way possible, using declarative
statemenfs that cover the largest, most abstractset of data objects.

To facilitdte simple descriptions of data proeessing and use, a taxonomy of data categories, at the highg¢st
possible level of abstraction, is valuable:’Obviously “data” is too abstract for useful description, Hut
having to|discuss data categories at the.“disk access log files without customer identifiable informatign”
level is likely to reduce actual tranSparency. A complete taxonomy, identifying every possible type|of
category fogether with all possible types of relations between these categories, would introduce a leyel
of complexity beyond the requirements of this document. Instead this clause defines “data categories”|in
a hierarchical structure with/inheritance/sub-type relationship. This hierarchy branches from the four
basic dath categories desefibed in other International Standards. (i.e. ISO/IEC 17788/1SO/IEC 177B9
and ISO/IEC 19086-1),cloud service customer data, cloud service derived data, cloud service provider
data and pccount data."Each of these four categories is further divided with definitions of sub-types|of
related data objects) some of which are again divided into sub-types.

One use ¢f this{data taxonomy is to support broad policy statements. Although other approaches gre
possible fo-data categorization, the advantage of a hierarchy is that any statement regarding data use
can apply to the broadest possible data categories, as defined in the highest appropriate branch (highest
abstraction) in the taxonomy. As such, each category in the hierarchy is created to be as broad as
possible, in anticipation of the requirement for granularity at various portions of the data categorization
hierarchy. The data taxonomy described in this document is not intended to be exhaustive, but it is
intended to be extensible. It is intended that a CSP can extend the taxonomy to define new sub-types of
data to suit the needs of their cloud services. One likely data category subject to regulations, standards
and contractual requirements is customer content data, particularly for application capabilities cloud
services that necessarily understand the nature of the customer content data that such cloud services
process.

Where a CSP does use additional sub-categories of data, it is necessary for the CSP to provide clear
definitions of each new sub-type and to describe its relationship with other categories. A hierarchical
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relationship is strongly recommended, based on the four topmost categories defined in this document
(see Annex A for a hierarchical diagram of data categories and data identification qualifiers).

Transparency is enhanced when providers minimize the total number of statements needed to describe
their overall data processing and use policy. As a result, sub-types of a data type are only defined in this
taxonomy based on a perceived need to address a more specific set of data objects in descriptions of
processing or use clauses of the taxonomy. For example, in 8.2.2, there are clearly data objects (e.g. an
image file) which are not described by the definitions of “credentials” nor “user contact list”.

This clause does not therefore propose a general purpose, comprehensive, taxonomy but instead a
sipgte-view-thattsfitfor-purpose-toanatysedataflowanddatatse—A—fa e 7e used to
construct statements applying to a set of data categories sharing a single characteristic,nat|available
thfough a purely hierarchical view. Such characteristics could be used as “data identification qualifiers”
as|introduced in 8.3.

CCdaca o VvV Ay

Aq an example, a characteristic could indicate whether a particular data category-tontains “personally
identifiable information” (PII), the definition of which may vary between different jurisdictions and
thps making it difficult to include in a single, global, hierarchy of data categories. Additional yiews will
bg developed according to specific needs of cloud service providers and customers.

Sthtements about data processing and use are assumed to apply to dlljinstances of a named ﬁata type,
influding all sub-types. Some descriptions of processing and usetmay take advantage of deffined sub-
types to simplify statements by referring to a parent/super type-but excluding one or more ¢f its sub-
types in the statement. For example, a cloud service providerymay state that they encrypt “all derived
dqta, except for telemetry”, instead of naming each of the sub-types of derived data and| omitting
telemetry.

8.2.2 Customer content data

8.2.2.1 General

Cystomer content data is cloud service customer data extended to include similar data objects|provided
tolapplications executing locally on the,device. Notice that the locally executing application mpy or may
ndt choose to share that data with the cloud service and yet the data would still fit in this[extended
ddfinition. This includes content'directly created by customers and their users and all data, [including
all text, sound, software or irhage files that customers provide to the cloud service, or are prjovided to
the cloud service on behalf-of-customers, through the capabilities of the service or application{ This also
infludes data that the user'intentionally creates through the use of the application or cloud serice, such
as|documents, processed’data sets, modified images, recorded sounds, etc. When customer content data
logal to the deviceds-tfansmitted to the cloud service, it becomes cloud service customer data

Specific typesofinformation in customer content data may require explicit use statements by|the cloud
sefvices provider to the extent the CSPs are aware of their presence. The following data categories are
supbsets of'‘¢ustomer content data.

8.22:2" Credentials

Data provided by the customer to identify a user to the device, application or cloud service, e.g.
passwords, password hints, etc., including biometric data provided for identification. The set of
credentials data is a sub-type of customer content data.
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Customer contact lists

Contact information for people that the cloud service customer provides, or is provided to the service
on customers’ behalf, through the capabilities of the service. Customer contact list data is a sub-type of

customer

NOTE 1

NOTE 2

content data.

Cloud services can have a distinction between the cloud service customer and the cloud service
users associated with that customer. Cloud service user contact list information provided by the cloud service
customer to the cloud service provider is also customer content data.

Contact information provided solely to support, to administer or to make payment for the service is

account oy

8.2.2.4
Personal
This proq

Portabilit
Electroni

8.2.2.5

Personal

8.2.2.6

Personal

administration contact information (see 8.2.5.2).

Personal health data and medical records

health data and medical records are a form of sensitive personal data relating te_an'individu
essing of this type of data is heavily regulated in many jurisdictions [e.g. Health Insuran
y and Accountability Act (HIPAA) in the USA and Personal Information Protection a
c Documents Act (PIPEDA) in Canada].

Personal genetic data

benetic data is information about the genetic makeup of an individual (e.g. DNA record).

Personal biometric data

ce
hd

biometric data is encoded data that describes characteristics of an individual (e.g. fingerprinits,

face geomnpetry, iris pattern). For example, the voice prints of the human vocal cords and the postu

maintaing

8.2.2.7
Personal

stringent
Europear

8.2.2.8

Political ¢

8.2.2.9

Financial
credit his

pd when walking (as used in Japan's Amended Agt 6n the Protection of Personal Information)[}

Personal data of children

data relating to children is regayded as sensitive personal data and is subject to ma
regulations and compliance rules\e.g. General Data Protection Regulation (GDPR)[11] in t
Union).

Political opinions

Financial details

details relating to an individual include information about accounts, credit cards, paymerTl:s,
tory. Itisstisually regarded as sensitive personal information subject to particular regulations

re
31,

re
he

pinions of an individual are personal data that is often subject to special rules and regulatiofs.

823 D

erived data

8.2.3.1

General

Derived data is cloud service derived data extended to include similar data objects derived as a user
exercises the capabilities of an application executing locally on the device. When the local portion of the
data is transmitted to the cloud service, it becomes cloud service derived data.
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8.2.3.2 End user identifiable information (EUII)

8.2.3.2.1 General

EUII is linkable to the user but is not customer content data. EUII is a sub-type of derived data.

NOTE The term customer, user and tenant are used in the same way as cloud service customer, cloud service
user and cloud service tenant in ISO/IEC 17788, with the definition of “customer” extended to include users
of applications. In many services, a single individual fulfils all client-side roles, including user, customer and
administrator. Customer, when used alone, is assumed to represent all three roles.

8.2.3.2.2 Telemetry data

D4dta collected about the capabilities of the product or service. Examples are measurement, performance
arld operations data. Telemetry data represents information about the capabilityland its use, with a
fofus on providing (see 9.3.2) the capabilities of the product or service. Telemefry data may contain
information about one or more users and is a sub-type of EUII.

8.2.3.2.3 Connectivity data

D4ta that describes the connections and configuration of the devicés connected to the sefvice and
the network, including device identifiers, (e.g. IP addresses) configuration, settings and performance.
Cdnnectivity data is a sub-type of EUII.

8.2.3.2.4 Observed usage of the service capability

D4ta provided or captured about the users’ interaction with the service or products by cloyd service
prvider. Captured data includes the records of the'users’ preferences and settings for capabllities, the
capabilities used and commands provided to the'capabilities. Usage data is a sub-type of EUII

8.2.3.2.5 Demographic information

D4ta containing demographic informdtion about end user provided or gathered though yse of the
capabilities of the application or cleud service. Demographic information is a sub-type of EUII

8.2.3.2.6 Profiling data

D3ta provided or acquired about a users’ interests and preferences relating to content, orgqnizations
or|objects outside of-the service, e.g. sports teams, businesses, products, etc. Profiling datq is a sub-
type of EUII.

8.2.3.2.7 _Centent consumption data

Information about media content that a customer accesses through the capabilities of the sefrvice, e.g.
TV, »ideo, music, audio or text books, applications and games. Content consumption data is afsub-type
of [ETHI

NOTE1 Content consumption data is distinct from usage data collected when the user accesses customer
content data.

NOTE 2 Content consumption data is distinct from client-side browsing history collected when accessing
information accessed or available on the web.
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8.2.3.2.8 C(lient-side browsing history

This data refers to records of the web browsing history when using the capabilities of the applications or
cloud services stored in the service or application. Client-side browsing history data is a sub-type of EUIL.

NOTE A record of the websites viewed by the user captured by a web browser is an example of a client-side

browsing history. In some instances, certain legal obligations may be defined, e.g. UK Investigatory Powers Act
2016[12],

8.2.3.2.9 Search commands and queries

This datd refers to records of search commands or queries provided by the user to the service [or
product. $earch commands and queries data are a sub-type of EUII.

8.2.3.2.19 User location

This datd refers to records of the location of the user within a specified degree of\precision. Uder
location data is a sub-type of EUIL

8.2.3.2.11 Social data

This datg refers to records of interaction between the user, other people and organizations. This
includes friends’ lists and information about types of interactionsi{e.g. likes, dislikes, events, etic.)
related t¢ people and/or entities/ businesses which collectively encompass social graph data. Socjal
data is a qub-type of EUIL.

NOTE1 |[A customer’s own contact information is account or administration contact information (see 8.2.5.2).

NOTE 2 | User’s contact list maintained explicitly as such and entered by the cloud service user or custonjer
using the ¢apabilities of the service is called a “customer centact list” and is considered customer content data|

8.2.3.2.12 Biometric and health data

This datajrefers to metrics about the (human).user’s inherent characteristics collected by the applicatipn
or servicg’s capabilities. Biometric and health data are a sub-type of EUIL For example, the voice prints
of the huthan vocal cords and the postiire maintained when walking (as used in Japan's Amended Act pn
the Proteftion of Personal Informagion)[13].

NOTE 1 |Biometric data provided to the system or application for identification is considered credentipls
(see 8.2.2.p).

NOTE 2 | Personal biométnic data (see 8.2.2.6) entered by the user is customer content data.

8.2.3.2.18 End-uSer contact data

Contact information for a cloud service user. End-user contact data is a sub-type of EUII.

NOTE Dad i o Jdos 3 3 EE R s i VS FPS L Q2 D) s
CITOOSCT— CUTTtat T ddata 15— UTIITCTCITe T O CUSTUTIICT COTTCat T 11505 (SCC O Z 2T UT- actuuIrt or

administration contact information (see 8.2.5.2). This data type is captured or generated as the user interacts
with the cloud service.

8.2.3.2.14 User’s environmental sensor data

Data about the physical environment captured by sensors as the user exercises an application or cloud
service’s capabilities. User’s environmental sensor data is a sub-type of EUII.
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8.2.3.3 Organization identifiable information (OII)

OIl is the data that can be used to identify a particular tenant (general configuration or usage data); is
not linkable to a user and does not contain customer content data. This also includes data aggregated
from the users of a tenant that is not linkable to the individual user. OlI data is a sub-type of derived data.

8.2.4 C(Cloud service provider data

8.2.4.1 General

Clpud service provider data (as defined in ISO/IEC 17788) is unique to the system and under the control
of|the cloud service provider.

NOTE Cloud service provider data does not include customer content or derived data.

8.2.4.2 Access and authentication data

Adcess and authentication data are the data used within the cloud servi€e to manage acces$ to other
categories of data or capabilities within the service. It includes passwaords, security certififates and
other authentication-related data. Access control data is a sub-type afcloud service provider ¢lata.

8.2.4.3 Operations data

D3ta which is used for supporting the operation of cloud<ervice providers and system maiptenance,
suich as service logs, technical information about a subscription (e.g. service topology), [technical
information about a tenant (e.g. customer role name), cenfiguration settings/files.

8.2.5 Account data

8.2.5.1 General

Adcount data is class of data specific'to each cloud service customer that is required to sign up for,
pyrchase or administer the cloud service. This data includes information such as names, dddresses,
pdyment information, etc. Account data is generally under the control of the cloud service| provider
although each cloud servicescustomer usually has the capability to input, read and edit fheir own
account data but not the recerds of other cloud service customers. See ISO/IEC 19086-1[31.

8.2.5.2 Account oradministration contact information

Cdntactinformation for customer of an application or cloud service and any cloud service admimistrators
arld cloud service business managers designated to administer and control the use of thg service.
Adcount orzadministration contact information is a sub-type of account data.

8.2.53 ¥ Payment instrument data

Data provided by the cloud Service customer for the purpose ol making payment for the services, or
to pay for products or services bought through the services. Payment instrument data is a subset of
account data.

8.3 Data identification qualifiers

8.3.1 General

Data in any category can provide or contribute to information that identifies or can be linked to an
individual, referred to in this document as personally identifiable information (PII). The extent to which
individuals are directly identified in the data and how easy it is to associate a set of characteristics in
the data to an individual is important to individuals, CSCs and policy makers as they assess a use of that
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data category. Therefore, the specification of data in the context of data use or data processing should
include not only the type of that data, but also a description of the degree to which the data can identify
an individual or associate an individual with a set of characteristics in the data.

This clause defines qualifiers that can be used with data categories to describe the degree to which an
individual is directly identified by the data and how the individual is associated with characteristics
(attributes) in the data.

8.3.2 Identified data

Identified data is data that can unambiguously be associated with a specilic person becausg PII
is observpble in the information. Guidance on what can be considered as identifiers can be found|in
ISO/IEC 29100:2011, 4.4.1[4].

8.3.3 Pseudonymized data

Pseudonymized data is data for which all identifiers are substituted by aliases for which the alias
assignmejnt is such that it cannot be reversed by reasonable efforts of anyone other;than the party that
performed them.

This corrlesponds to data resulting from the process of “pseudonymizatien” in ISO/IEC 29100:2011,
2.24 and flescribed as “pseudonymous data” in ISO/IEC 29100:2011, 4.4.4:

8.3.4 Unlinked pseudonymized data

Unlinked|pseudonymized data is data for which all identifier's\are erased or substituted by aliases for
which thg assignment function is erased or irreversible, such that the linkage cannot be re-established
by reasorjable efforts of anyone including the party that performed them.

8.3.5 Amnonymized data

Anonymired data is data that is unlinked and(which attributes are altered (e.g. attributes’ values qre
randomized or generalized) in such a way-thdt there is a reasonable level of confidence that a perspn
cannot be identified, directly or indirectly, by the data alone or in combination with other data.

This corrlesponds to data defined asi*anonymized data” in ISO/IEC 29100:2011, 2.3 and the procdss
defined af “anonymization” in ISQ/HEC 29100:2011, 2.2.

8.3.6 ggregated data

Aggregatpd data is statispical data that does not contain individual-level entries and is combined frgm
information about engugh different persons that individual-level attributes are not identifiable.

9 Data processing and use categories

9.1 Overview

In order to understand the processing and use that is made of data which flows between devices and cloud
services, itis useful to consider the various categories of data processing that can take place, the categories
of data use that might occur and the scopes of the processing and use (essentially what capabilities, cloud
services and parties may be involved). This clause examines each of these topics in turn.

22 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=c9d9be6a65548d5c9bde2de61fc8d799

ISO/IEC 19944:2017(E)

9.2 Data processing categories

9.2.1 General

This clause describes some of the data processing techniques found in the devices and cloud services
ecosystem. These data processing techniques include transformations of the data content and
movement or storage without transformation of the content.

The data processing and transformation taxonomy is extensible and supports the description of the
processing techniques for handling data in the devices and cloud services ecosystem and highlight
argas relevant to data privacy.

NOTE Additional information about the processing techniques relevant to storage security.can He found in
ISO/IEC 27040.

Throughout the data lifecycle, processing techniques might be applied to a set of-\data indepenydently or
in[combination with each other to address specific contexts. Each technique cahbe performed either by
a §ingle entity or by multiple stakeholders.

9.2.2 Data partitioning

9.2.2.1 General

D3ta partitioning refers to the approach of splitting a set of.-data residing in a single location or]database
info smaller logical units, called partitions.

D4ta partitioning is used within cloud services to process very large data sets by placing relgvant data
clgser to each member of a set of distributed processors. The resultant data partitions can, for] example,
bd stored in different datacentres running a single distributed database system, which raises|issues for
pdlicy and practice that relies on a single locatien for a data set.

The two main approaches to data partitioning are horizontal and vertical. Hybrid partition{ng refers
to[the method of combining horizontal'and vertical partitions by applying them in any sequefce to the
sajme data set. Partitioning data vertically might be effectively used to strip sensitive information from
the data before sharing the data with other parties.

9.2.2.2 Horizontal partitiening or sharding

A horizontal partition;,‘'also commonly known as sharding, is a subset of full records from thg original
database. The valyes.of the attributes of each record in the partition satisfy a certain logical [condition
ddfined by the spetific partitioning operation. In the relational database example, a horizontal partition
would be a subset of rows from the original table satisfying a logical composition (i.e. usinglAND and
OR logical gpéerators) of one or more selection operators on the original table.

9.2.23 Y Vertical partitioning

A verticat partitiomrcontaims att records fronr the origimal database; but withonlty asubsetofattributes
(i.e. columns) as defined by the specific partitioning operation. In the relational database example, a
vertical partition would contain all rows from the original table but containing only a subset of columns.

9.2.3 Data integration

Data integration is the process of providing a unified view from multiple data sets. Information from
multiple data sets can be combined in a number of ways, each of which has its own terminology. The
following are a few common examples.

— Data association, where individual records from one data set are linked to data records from
another.
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Data aggregation/Data consolidation, where records of the same type, but from different data
sources are combined together into a single data set.

Data accumulation, where data arising from a single source is kept over time to create a history of
how the data values are changing.

These distinctions are helpful in explaining what an application or a cloud service is doing with data.
For example, data linkage can create sensitive data from two seemingly innocuous data sets. Data
accumulation can uncover deep trends in usage and other behaviour. Overall these processes create
new insight, potentially for both the CSC and the CSP.

9.24 D

Data fusi
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more rele

The term
than datg

ata fusion

bn is the process of combining information from multiple data sets followed by reduction
ent, which results in a single improved data set, such as a data set with more_confidence
vancy.

information fusion is synonymous with data fusion, but might imply a higher semantic lej
fusion. Other terms associated with data fusion are decision fusion and‘data combination.

Data fusipn is used throughout the devices and services ecosystem, notably for machine learni

related tdg
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ata improvement

ss of improving the quality of information comes in,a timber of categories, including:
ctandardization: getting data into the corresponding fields in a data structure;
validation and correction: testing for valid values and fixing any that are not valid;
enrichment: filling out missing data;

de-duplication: matching duplicate€cords for the same person/thing and creating a sing

consglidated record from the duplicates (often they have different values so takes policies on h
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data

9.2.6 E

5 done);

pruning/disposal: removdl of obsolete data.

ncryption

Encryptign can be used-across the devices and cloud services ecosystem to protect data. Encrypti
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s that can b@sed include encryption of data at rest and encryption of data in motion. H
rmation dégeribing these techniques, see ISO/IEC 27040[6l.
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9.2.7 Replication

Replicatie ating andmainta g my sta ormation
typically for failure recovery. In the devices and cloud services environment, replication has also been
used to speed access to information by locating instances of the same information in geographical

proximity to its usage.
9.2.8 Data Deletion

9.2.8.1 General

Originally, deletion of data was designed and used mainly to allow reuse of permanent storage. Today,
in the devices and cloud services ecosystem storage cost is dramatically reduced and the focus is on
deletion of data as an important activity in data protection[8] and, where applicable, the data subjects
“right to be forgotten”[10].
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Various technological approaches can be used for data deletion. They differ in their properties[9] such
as the physical granularity of data to be deleted, accessing or processing (e.g. deleting) the metadata
and the latency until the complete result of the deletion operation is achieved.

An additional important aspect of data deletion includes tracking the flow of data through its lifecycle
in the (distributed) system and the deletion of specific information as necessary. This can require a
complex system design due to data replication, partitioning and other processes. An additional level of
complexity is introduced if the deletion of information based on the identification of specified data is
required.

Deteti £ lans PO PP doa s 1 q s ; L data-dalatiaa? - — datageletion”
ICLIVUIT UL TITCULI UITIU Udld IdllS UIIUCTT LVWU DUDI'Uadau LQLCSUI ICTOS. Udild UULICTIUITI dIIuu JSTCuUl T Udliad e e lon .

9.2.8.2 Secure data deletion

Secure data deletion refers to the process of irreversible destruction of electronic datd so no party (such
as|the data subject, the data processor, any authorized or unauthorized third party, or any malicious
aclor) is capable of recovering the data from the systeml[9l.

9.2.9 Re-identification

Rg-identification is the process of linking the information from a de-identified data set to a particular
ddqta subject. Re-identification creates a new data set containinginformation linked to some or all of
the data subject’s records in the original data set. Re-identification might be achieved by using the data
infegration techniques described in 9.2.3.

The resultant information about the data subjects maynotbe identical to or consistent with thie original
ddqta due to potential distortion of data in the course,of its de-identification, re-identification, or both
prjocesses.

9.3 Data use categories

9.8.1 General

Applications and services use data-in complex ways to provide capabilities that appear quife simple.
Fdr example, a capability on & mobile device that provides travel directions in response [to verbal
commands, an everyday interaction between humans, requires a very complex interaction| between
the application and suppdrt services that provide speech recognition and map data. Furthermore, the
ddqta transferred and sfored between the application and the services is useful in many ways beyond
prpviding the directions, it could also be used to improve the overall performance of the spee¢h engine,

Tq increase wnderstanding and trust, providers seek to use commonly used, non-technical, [words to
dgscribe use)of the data. Those common terms may not have the same meaning for the user and the

D 3 3 g Clea ent allows
providers to make simple data use statements, yet provide transparency about the specifics of data use
to customers, policy makers and regulators.

Unlike scope definitions, use definitions do not build on each other, e.g. use of “improve” does not imply
“provide”. A more specific definition does not imply any other use, e.g. “share with third-party partners
and data processors when necessary to provide the service” does not imply any other sharing of the
data such as “share with partners for marketing purposes”.

Each use of data should have an explicit data use statement. A statement can include multiple uses for a
specified scope and data category, e.g. “Account data is used to provide and improve the service.”

Additional “uses” and verbs can be defined to extend this document.
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For definitions of data use, source scope, use scope and result scope, see 10.2.1.

9.3.2 Provide
Provide means the use of specified data categories:

— from the source scope by an applications and services scope to provide and protect the current
capabilities of a results scope;

— to communicate with the customer about the status and availability of the current capabilities of
the resuttscops;

— inclufling providing support for the result scope and to protect at a minimum the specified dqta
category from the source scope.

Provide cgn include the use of specified data categories to protect the rights and property of the clopd
service provider and to prevent loss of life or serious injury to anyone. For example:

Example|1:

This cloufl service uses derived data only to provide the cloud services defined in the cloud serviges
agreemert.

NOTE1 [In this example, use of derived data is restricted to provide the service contracted for in the cloud
service agfeement, including operational support system (OSS) and busingss)support system (BSS) for exclusively

those servjices. In the case of a single contracted service, “This application” or “This service” could also define ghe
scope (see]9.4.2.3).

NOTE 2 | The data use statement structure used in this exampléds described in Clause 10.

In the cage where a single scope is involved provide méans to protect the customer content data frqm
this scop¢ and to provide and communicate with the‘customer about the status and availability of the
current cppabilities of this scope.

Provide gperational support for contracted service

This usage is related to the acquisition, processing and storage of data about the usage of a clopd
service (derived data) contracted by.a\specific cloud service customer in order to operate and protg¢ct
the systems and processes necessary for the provision of this cloud service. This includes:

— servife usage data to be used for capacity planning;
— moniforing of user behaviour to identify potential attackers and to perform forensic analyses;
— loggihg data forsyStem and network maintenance and optimization;

— corrdlation.ofisérvice usage data and system events for fault tracking and root cause analysis.

Improveirent of business support for contracted service

This usage is related to acquisition, processing and storage of data on the usage of contracted services
(derived data) being used for business support related to this service. This includes:

— evaluation of service usage data to determine user preference about use of the current capabilities
of the services contracted for in the SLA;

— financial controlling, budgeting and resource planning.

9.3.3 Improve

Improve means to use specified data categories from the source scope to improve or increase the quality
of the existing functional capabilities of the result scope.
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Improve can be used with a single scope. In this case, it means that data acquired or created by
applications and services in the scope is used to improve the existing functional capabilities and to add
new capabilities to the scope, available to all users.

9.3.4 Personalize

Personalize means to use specified data categories from the source scope to change the presentation of
the capabilities of the result scope or to change the selection and presentation of data or promotions
accessed through the capabilities of the result scope to be specific to the user, based on information
about the user gathered by applications and services in source scope.

The same changes may apply to multiple users, for example all users of a particular custom¢r or all of
the users sharing common characteristics may receive the same changes.

Personalize can be used with a single scope, in which case data acquired or created|by applicdtions and
services in the provided scope is used to change the presentation of the capabilities of thaf scope or
to[change the selection and presentation of content by the applications and services in the sdope to be
splecific to a user.

Example 2:

Customer content data from this service is used to personalize cloudl service provider’s services joutside of
the services listed in the cloud service agreement.

Example 2 describes personalizing of services unrelated €0 the contracted service based or] usage of
customer data regarding the contracted service to improve services that are not contractgd by the
customer. Since data on service usage provide informatien on the preferences of the cloud sernvice user,
their collection and correlation with other data sourieés can be used to trigger, maintain and jmprove a
lafge variety of supplementary services. This includes use of other services, not explicitly contracted by
user, as listed in the following examples.

— The usage of location data from mobile devices to provide location based services to the user
according to his or her past behaviour:

— Add-on advertisement services pased on search engine queries, combined with data on [past user
behaviour.

NOTE The data use staternent structure used in this example is described in Clause 10.

9.8.5 Offer upgrades-or upsell

Offer upgrades or-upsell means to use specified data categories from the source scope to offer to the
customer increased capacity or resources for the capabilities of the result scope or new cqpabilities
currently outside of the result in exchange for compensation.

The source of new capabilities may be defined as a scope. For example: “...to upsell capabpilities to
customers from any of our products and services.”

Offer upgrades or upsell requires the definition of the person or group of people who are the target
audience.

9.3.6 Market/advertise/promote

9.3.6.1 General

Market/advertise/promote means to promote specified products and services to users or customers of a
results scope based on data from the source scope.

Promotion is targeted at an individual or a group of individuals. Market/advertise/promote requires the
definition of the person or group of people who are the target audience.
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9.3.6.2 Promote based on contextual information

Market/advertise based on data derived from the use of the current capability or based on the services
and application scope, without the use of data derived from the user’s prior use of the services.

9.3.6.3 Promote based on personalization

Use specified data categories from the source scope to change the content of a promotion to the result
scope to be specific to the user. The same content may be presented to multiple users, for example, all
users of a customer or all of the users sharing a profile may receive the same changes.

9.3.7 Share

9.3.7.1 |General

Share mepns to transfer specified data categories from the source scope to an entity ‘other than the
cloud serfice provider of the source scope. This entity may be defined as the cloud service provider
of a resulf scope, e.g. “... share pseudonymized operations data with cloud servic€ providers of similar
commercjal cloud services.”

As an example:
Example|3:
This service shares customer content data with third parties.

This exarpple is a poor use statement in that it does not provide clarity of the purpose for which the
data is befing shared nor of the extent of the data being shated. CSPs are strongly encouraged to provide
as much dletail as possible in data use statements so that it is clear to the CSC what is being done with
which data.

NOTE The data use statement structure used inthis example is described in Clause 10.

Cloud serjvice providers should specify a purpose for sharing data by including a use definition. As pn
example:

Example|4:

This servire shares payment instrument data with third-party partners and data processors to provide the
cloud seryice.

This exarhple adds some-¢larity to how retail services provide payment instrument data (i.e. credit cajrd
information) to third parties, for example for billing purposes, for the specific purpose of providing the
service.

NOTE The data use statement structure used in this example is described in Clause 10.

9.3.7.2 |Sharewhen rnq"irnd to prnvirlp the service

There are conditions where CSP are required to share data: by contract, applicable laws and regulations,
resulting in the transfer of specified data categories to third parties to provide the service. This can
include sharing data to comply with applicable law or respond to valid legal process from competent
authorities, including from law enforcement or other government agencies and providing data to law
enforcement to protect the service and uphold the terms governing the use of the service. This use
statement only includes the use of provided data by the third parties to provide the services in the scope.
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9.4 Scopes: Boundaries of collection and use of data

9.4.1 Scope concepts

The term “scope” as used here provides a way to clearly describe the boundaries of collection and use
of data in the devices and cloud services ecosystem. In the example declaration given with Figure 7,
the scope increases from data collected in a specific capability (for example, a single web page) to use
of the collected data by any capability in the service, the results of that use may be used to provide any

se

rvice agreed to in a service agreement.

Th
Fij
pr
by
orj
fo

Uf{

bure 5 illustrates the idea that each definition encompasses a greater extent of the'ser
oducts. CSP can simplify use statements by combining scopes with individual elements, fo

" children...”.

C

C

Th

ing a single scope type to encompass multiple scope uses can simplify‘uSe declarations

e scope types in 9.4.2 are arranged to describe an increasing extent of a CSP’s products and services.

vices and
F example

extending a scope: “...the services listed in the cloud service agreement plus our ad*funded gervice...”,
by providing a scope with an exception “...all our services except for the following serviceg intended

however

e must be taken to ensure the statement reflects the actual use. For'example, using “capability X”
as|the scope as a simplified scope statement, i.e. “capability X uses customer data from capa
pdrsonalize” means the capability is restricted to use of data entered while using the capa
the personalization only applies to the capability itself. If data ¢aptured from use of the capability is
used to personalize other capabilities, the correct declarationli$ “capability X uses customer

ability Y to personalize the service”.

9.4.2 Scope types

9.4.2.1 General

TH
in
Th
Th
sc
an
ag

e set of scopes defined in this clauselare intended to replace multiple individual descripti
Cluded applications and services,

e scope definitions can be used to define the applications and services associated with
e definitions are listed inp~increasing breadth of scope and the wider scopes include the

reement.

ird parties to the cloud service customer and cloud service provider relationship define a disti

pility X to
pility and

lata from

Inct scope.

bns of the

data use.
narrower

bpes, except for “third-party” items which exist in an independent scope. Capabilities ar¢ parts of
application or a cloud\service, which in turn may be one of the covered services listed in tlhe service
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Figure 5 — Increasingﬁls of scope

N
Capability xO

ty is some part of the functionalit \@E cloud service or associated application. Each capabil
piven a unique name and shal&

n or cloud service, so that any data use statements which are made can clearly denote the d3
ntered into the capabilit;@&uired by the capability, processed by the capability or output
ility, when the capabiliQf) used. The expression “this capability” can be used to specify
r when the use of th m is unambiguous. For clarity, the name of the application or clo

service should also qualify@ apability name, if there are multiple applications or cloud services.

9.4.2.3

This scop
of data, tl

service, dac

ApplicatioQL ervice

e inclu Yﬁe application or the cloud service that is involved in the entering or acquiri

ty

clearly separated from other capabilities of the sarme

ta
by
he
d

ng
d

e us§~ ata or the result of use of data. Where there is more than one application or clo
0

applicatig

cloud service is being discussed.

uld be given a unique name which should be used in order to be clear about whilch

The expression “this service” can be used to specify the service when the use of the term is unambiguous.

9.4.2.4

Services listed in the cloud service agreement

Any of the cloud services specified in the cloud service agreement that applies to the application or
service that provided the data.

9.4.2.5

Cloud service provider’s cloud services

Any of the cloud services provided by the cloud service provider, including but not limited to the cloud
services covered by the cloud service agreement.
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9.4.2.6 Cloud service provider’s products and services

This refers to any product or service from the cloud service provider.

9.4.2.7 Third-party product and services

Any product or service from entities other than the cloud service provider.

NOTE For use statements about sharing data (see 9.3.7), third party can be used to denote an entity that
provides the data from a source scope or receives data as a result scope

9.L.2.8 Third-party and data processors

Third-party entities that are contractually bound to uphold the commitments in.the’ cloud service
agreement made by the cloud service provider. This includes PII processors as defined'in ISO/IEC 29100.

10 Data use statements

1(0.1 Overview

Clpud service providers need to describe how different categories-of data are used in cloud serjvices and
the associated applications. A transparent description of data use helps to resolve concerns abput multi-
tehancy, privacy, confidentiality, intellectual property rights.and data location. There are a yumber of
repsons why cloud service providers use data differentlythan is the case with on-premises I systems.
Primarily, continuous process and service improvement is an essential characteristic of mjobile and
clgud computing and much of that improvement is based on machine learning and automated aflaptation
of|the services based on data as it flows through. fnnaddition, many mobile and cloud service providers
are funded though commercial use of some of the‘data flowing through the services.

In[terms of PII processing, a CSP is a PII processor when it processes PII for and according to the
ingtructions of a CSC. This case happens:frequently in practice. However, for certain type$ of cloud
sefvices, a CSP could be a PII controllet;in particular for cases where the CSP processes PII in order to
achieve its own purposes and especially for cases where the end user is the cloud service customer for
consumer-oriented cloud services,

Clpud service customers arid regulators require a clear description of how the cloud servicg provider
uses each category of data. This clause provides a structure for data use statements within the devices
arld cloud services ecosystem that can be used to provide consistent descriptions about the uge of data.
D4dta use statements\Can be extended and may use additional taxonomies of use.

The data colleeted' from the users may be used to provide, maintain, enhance and potentially[monetize
the cloud services. Having a structured way to express how such data is collected, process¢d, stored
arld used will improve consistency and transparency for cloud service customers, the cloyd service
prpvidexs; regulators and other stakeholders. Such clarity is necessary to provide better govegrnance of
dqta.and its usage.

NOTE ISO/IEC 38505-11Z] identifies and examines higher level governance concerns regarding the use of
data which is relevant from the perspective of governance of data.

An objective of this document is to improve transparency in describing data flows and to reduce the risk
of confusion. The data taxonomy, data identification qualifiers, data processing and data use categories
described in Clauses 8 and 9 can be used by cloud service providers (CSPs), cloud service partners
(CSNs), or cloud service customers (CSCs) to create data use statements. This document can be used
to define naturally formed, complete, unambiguous and structured sentences in order to add clarity
and transparency in communication between the CSP, CSN and CSC and cloud service users. There are
multiple ways to achieve this. This document provides one way to define descriptions, guidance and
examples for the definition of data use statements. Guided by this document the risk of incomplete or
poorly drafted data use statements can be reduced.
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The data flows described in 7.4.3 can provide an approach to the creation of data use statements which
describe how particular categories of data are processed and used in the devices and cloud services
ecosystem. Data flows can identify the source of the data and its destination or target. The functional
components identified in 7.4.2 can be useful for describing the source and target. It is also important to
recognize that data processing can be conducted by a particular component, but that the output from
that processing could affect one or more other components.

10.2 Data use statement structure

10.2.1 S
Complete

— data
some

— sourgd
came

— uses

ructure defimition
descriptions of data use should include specification for:

lise: The data used, as a named data element that both CSP and CSC recognize, or.specified
level in the taxonomy of data categories as described in 9.3;

ra”’) or with a scope of applications and services (see 9.4.2.3);

Cope: Applications or services that are using the data;

— resulf scope: The collection of elements changed, as a result of the data use.

94.2.3 p
specificat

Figure 6
context o

— Data
— Data
— Intu

Since the
type may|

| Daty
| Identificd
| Qualifi

‘ovides definitions for collections of applications and ¢loud services appropriate for t
ion of scope.

[ the statement will affect word order, the basic strtcture is as follows.

comes from a source in some part of the devices'and cloud services ecosystem (a source scop

Figure 6 — Use statement structure (passive)

as

e scope: The source of the data. The source may be directly specified (i.e. “video from the

llustrates the overall structure of a data use statement. Although natural language and the

k).

is processed or used by a part of the ecasystem (the use scope).

'n, that processing or use will have anreffect on a part of the ecosystem (result scope.)

degree to which data can be linked to a person is an important aspect of data use, the ddta
be qualified using the data.ddentification qualifier terms in 8.3.

hion | Data (lfrom Source | ;¢ ysed by SEOSE . | 1O Action the | Result

L || Categoriés)’ Scope P Scope
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The following example follows the structure in Figure 6:

{Uniinked pseudonymized] [telemetry deta] from is used by fthis service to ftheservices fisted In the Services agreement]
Da.ta .-,_ . .-- ,-"r’ / Use . | .' " 1 '.
Identifieation Data from | Source 15 used by I - ‘to | Action | the | R:;u: |
\ AL SUOPE T , | T 3
Qualifier { Categories \ pe J, % v / i (\ P /
] — N ~_~ [ Ny

Q _
v
px

Figure 7 — Example of use statement structure [passf\%

descrlbed in Figure 6 with the exception that the natural langua ucture used is in active form;
whereas, the structure in Figure 7 uses passive form. There may bQ ata use description scerfarios and
ngdtural human languages where the use of active form is more désirable.

QQ

Figure 8 illustrates an alternative structure for a data use statemezgjs\very similar to the tructure

¥ A o~
s % 3 ~—_ | ) \
3 e ource | f . \
Use | uses Identification Data ﬁ-ar%@ Sco e | to | Action | the | Eesult .'
Scope | Qualifier Categorles P | Jeore
’ ; e ., / ."I \
\m_____,-/ A\Q) — N ) _/
xO

O

O
Figur@x\— Use statement structure (active)

The following example foll@e structure in Figure 8:

O

{this service]uses ftnl ;r@@- udonymized] [telemetry dataffrom feheservices listed in the Services agrdem -.um‘_p]

1 1 @ v

,, é&v T

i - B g \\‘.

."% = " Data [ source ) / " [ Rbsult |
| uses | ' ' i | th '

cope | | Identification | Data | from I'a Scope ] to [ Action € |,I stope |
. | ] -/ N | NS

Figure 9 — example of use statement structure (active)

Some examples of data use statements follow:

Example 1:

The services defined in the services agreement use account data from the service that provided the data to
provide the services defined in the service agreement.
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Example 2 is very similar to Example 1 except that the source and use scopes are the same:

Example

2:

The cloud services defined in the cloud services agreement use account data from those cloud services to
provide the cloud services defined in the service agreement.

Example 1 has the product and services scope, the source scope and the results scope are all the same

and an ac

Example

tual statement is likely to be simplified to the form shown in Example 3:

3:

Account [
Example
Example

The cloud
improve t

Real-wor
categorie
possible §

10.2.2 D

Cloud ser
of the us:
statemen
affected |

Statemen
number
services &

Example
Example

The cloud,
cloud sery

ata is used to provide the cloud services defined in the service agreement.
1 represents a more complex example of a statement relating to a data use:
4:

service provider services use unlinked pseudonymized customer usage data,from the query
he cloud service provider services and products.

d use of data can be complex and the description of a data use/may include multiple da
5 and multiple scopes. In some cases, describing the generalwsé of data with the widg
copes and then providing a list of exceptions may provide a simpler description.

escribing the scope of applications and cloud services‘that apply to use statements

vice providers should describe use of data as broadly as possible to reduce the complex
ige statement. In addition to using the most abstract definitions of data categories, data u
[s should use broad descriptions of the application and cloud services that use data or 3
y data use.

s that address the broadest possible set of applications and cloud services reduce the to
f necessary statements and result inngtatements that are more likely remain applicable as ng
re offered and new data categories'are added.

b shows a broad scope definition in a data use statement:
5:

services covered in this)dgreement use user location data from these cloud services to provide t
ices.

Genericd

scriptions ofidata use require specification of the capabilities, applications and cloud servig

that consgtitute the setirce of data, the capabilities, applications and services using it and where t
results of{the use.aré'applied. Although the addressed capabilities, applications and services can alwa
be listed pxpligitly, it is frequently clearer to describe a set of applications and services generically
defining 4 scope of capabilities, services or applications to which the statement applies.

ty
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10.2.2.1

Using single or dual scope definitions

Fully expressed data use statements have three scopes stated: the use scope, the source scope and the
result scope. In some cases, where two of the scopes are the same, or where all three scopes are the
same, data use statements can use a simplified format where only one or two scopes are stated, the
other scopes are inferred.

If only one scope is described then it is assumed to be the same scope for the use, source and result
scope. In this case, data is assumed to come exclusively from the use scope and the results of the data
use (result scope) to apply only to that scope.
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