INTERNATIONAL ISO/IEC
STANDARD 19944-1

First edition
2020-10

Cloud computing and distributed
platforms — Data flow, data categories
and data use —

Part 1:
Fundamentals

Informatique en nuage‘et plates-formes distribuées — Flux de
données, catégories.de données et utilisation des données —

Partie 1: Pringcipés$ de base

Reference number
ISO/IEC 19944-1:2020(E)

© ISO/IEC 2020


https://standardsiso.com/api/?name=715bd5cf8e29edc3a00f64aa4cd2a5ec

ISO/IEC 19944-1:2020(E)

COFPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 e Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=715bd5cf8e29edc3a00f64aa4cd2a5ec

ISO/IEC 19944-1:2020(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 vi
IIMETOUICEION. ..o vii
1 S0P ... 1
2 NOTTNATIVE FEECI@INICES .........oocco e 1
3 Terms and definitions ...,
3.1  Terms related to data categories..........cs.
3.2 Terms related to cloud services and devices ecosystem.....
3.3 Terms related to privacy ...
3.4  Terms related to organizational data................
3.5 Terms related to artificial intelligence...............
3.6 GENETAL LETIIIS ..ol e
4 ADbBDIevIated TEITIIS ... e 6
5 Structure of this dOCUMENT ... o O oo
5.1 Document organization
5.2 Overview and reference architecture
5.3 Data taxonomies, data categories and data use statément structure
6 Overview of devices and cloud services €COSYStEMS.(..............coiirirscssseesersersesss e 7
6.1 Background and context — Impact of devices'and personalized cloud services...... i
6.2 Ecosystem of devices and cloud services .8
6.3 Devices and multiple user sub-roles..... 40 .9
70 700 N €71 1= v O OSSO S 9
6.3.2  Bring your OWIN AeVICE ... il 10
7 Extending the CCRA to the devices.and cloud services ecosystem ..., 12
7.1 OVEIVIBW ..ot S50 ket
7.2 Personal and organizationalenvironments.....
7.3 Device impact on the CERA: User view............
7.3.1  Cloud service:provider..................
7.3.2  Cloud serviee customer............cc....
7.4  Device impact.on the CCRA: functional view
T4 L GEIETAL ..ot
7.4.2  Funtctional components in the functional View ... foen 15
7.4.3 _(Bunctional view: data flOWS. ... 16
8 DATA CAXOTEOTILY ...
8.1 Overview
8.2 Data categories
8.2.1 General
8.2.2  Customer content data
8.2.3  Derived data
8.2.4  Cloud service Provider data . ... e 23
0.2.0  Account data.....imimiiiiiiiiniinnns
8.3 Data identification qualifiers...
8.3.1 General...
8.3.2 Identified data....................
8.3.3  Pseudonymized data ..o
8.3.4  Unlinked pseudonymized data ...
8.3.5  ANONYMIZEA QAT .o
8.3.6  Aggregated data........coiiiinn
8.4 Orthogonal facets of data..
8.4.1  GeNeral..ic e
8.4.2  Perspective used in the definition of data facets..
8.4.3  Common orthogonal data faCets ...

© ISO/IEC 2020 - All rights reserved iii


https://standardsiso.com/api/?name=715bd5cf8e29edc3a00f64aa4cd2a5ec

ISO/IEC 19944-1:2020(E)

9

10

11

12
13

8.4.4  Use of data facets to describe data taxonomy

Data processing and USE CATEGOTIES ...............oo oo eeee et
9.1 OVETVIBW ..o e85
9.2 Data processing categories

0.2.1  GEIIETAL o
9.2.2  Data PArtitIONINE . ..ot
9.2.3  Dataintegration..................
9.2.4  Data fusion ...

9.2.5 Data improvement
9.2.6  Encryption
9.2.7  Replication
9.2.8  Data Deletion. ... A e

9.2.9  Re-1dentifiCation. ... g e
9.3 Data use categories................

9.3.1  General..

9.3.2 Provide.....

9.3.3 Improve...

9.3.4  Personalize

9.3.5  Offer upgrades or UPSEll. ... N s 3

9.3.6  Market/advertize/Promote. ... ety e 3

9.3.7

9.3.8

9.3.9  Train (Al SYSEEIMN) ..ol et
9.4 Scopes: Boundaries of collection and use of data...

9.4.1  SCOPE CONCEPLS ...ooooiivriiiiricssiicssiecs s

4.2 SCOPE LY PES oo et

9.4.3  SCOPE ChATACTETISTICS ...ooooove s N s

9.4.4 Network connection between scopes
9.4.5  Control of source scope over. result scope

o

ZELE T R P L) 0 0 1<)
0.1 Overview
10.2 Data use statement structure

[y
OTOT & = DS WO R PR PP OO0 TITOO

10.2.1  Structure definitiQns,. ..o
10.2.2 Describing the scope of applications and cloud services that apply to use
SEATRITICIIES e s 7
10.2.3 Assumptions’about when data are collected and used 7
10.2.4 Definifg PrOMOLION LArZELS ..o 8
T0.2.5  DATATEYTIES oo 8
10.2.6 Data-qualifiers for data fYPEeS. ...t D
10.2.7 . ‘Examples of statements about data flow in the devices and cloud services
BCOSYSERINL. ..
102:8  Exceptional USE STATEIMENES ... oo
$0:2.9  Data sharing........e
10.3<_\Use of orthogonal data facets in data use statement
T0.3.T  GEIIETAL ..o
T0.3.Z  Use of elements in the data facets as attributes.......

10.3.3 Hierarchy of elements/attributes of data based on facets
10.3.4 Use of attributes to describe PII
10.3.5 Use of attributes to tag IP data. ...

10.3.6 Use of attributes to tag [P data from shared pools, while respecting partner IP..57

Data lineage and data PrOVEIMATICE...................oo i 59
TLD GEIIETAL e 59
11.2 Tracing data HIMEAZE. ...t 59
Use of taxonomy and data use statement in other computing environments........................... 60
Use of data taxonomy and use statements in Artificial Intelligence scenarios........................ 60

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=715bd5cf8e29edc3a00f64aa4cd2a5ec

ISO/IEC 19944-1:2020(E)

Annex A (informative) Diagrams of data categories and data identification qualifiers

BIDLEOZTAPIY . ...t

© ISO/IEC 2020 - All rights reserved v


https://standardsiso.com/api/?name=715bd5cf8e29edc3a00f64aa4cd2a5ec

ISO/IEC 19944-1:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take pa

tin the work

The pro

describgd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fo
rent types of document should be noted. This document was drafted in accordancé.with thie

the diff¢
editoria

Attention is drawn to the possibility that some of the elements of this document may be the subjec
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such pater
etails of any patent rights identified during the development of the document will be in thie

rights. I
Introdu

list of pgtent declarations received (see https://patents.iec.c).

For an
express
the Wo

www.is¢.org/iso/foreword.html.

cedures used to develop this document and those intended for its further maintenance| at

rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tion and/or on the ISO list of patent declarations received (see www.iso:0tg/patents) or the IE

e name used in this document is information given for the convenience of users and does ng
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms an
ons related to conformity assessment, as well as‘information about ISO's adherence t|
ld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) se

This do
Subcom

This fifst edition of ISO/IEC 19944-1, salong with ISO/IEC 19944-2D cancels and replace

ISO/IEC

The mali

— proyides additional material-which principally deals with organizational data and the need to tred
somje organizational data-in;particular ways in order to ensure confidentiality, integrity and so on

— the

of data use statements, including adding the concept of which individuals or organizations havj
confrol over datay

— the

assq@ciated with artificial intelligence systems.

A list of

rument was prepared by Joint Technical .Gommittee ISO/IEC JTC 1, Information Technolog]
mittee SC 38, Cloud Computing and Distributed Platforms.

19944:2017, which has been technically revised.

I changes compared to the previous edition are as follows:

hew concept of data-facets is introduced and data facets are used to extend the expressiveneg

new datause categories are introduced, including some that address the newer uses of dat

e
I

t
t

C

D O =

[72)

(s

® wn

hllparts in the ISO/IEC 19944 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

1) Under preparation. Stage at the time of publication: ISO/IEC PWI 19944-2:2020.
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Introduction

This document provides a description of the ecosystem of devices and cloud services and the related
flows of data between cloud services, cloud service customers, cloud service users and their devices.
These are necessary to provide guidance about how data are used on the devices in the context of the
cloud computing ecosystem and the associated location and identity issues that emerge from such use.

This document proposes a scheme for the structure of data use statements that can be used by cloud
service providers to help cloud service customers understand and protect the privacy and confidentiality
df their data and their users’ data through increased transparency of policies and practices.

This document may be used in several ways including, but not limited to:

d) by cloud service providers and application developers to guide them in describingwhat they intend to
do with data in their designs, so as to simplify privacy and data use reviews andto communikate this
information to non-technical departments such as internal compliance, marketing and legal teams;

H) by organisations drawing up data use statements as part of draftirg cloud service agreements
and application contracts, privacy statements, etc., which could applyzto documents interpal to an
organisation, in addition to public or legal documents;

d by government regulators and agencies to advise on suitable‘ways of describing data flow and use;

d) by those preparing information on data flow and data.tise for communication to the pyess and
the public.

—

his document cannot be used for compliance direetly. Instead, it provides a set of concg¢pts and
efinitions, including a data taxonomy and data’use statement structure, that can be yised for
Fansparency about how data are used in an ecosystem of devices and cloud services.

o Q.

This document also aims to improve the understanding of the data flows that take place in an ecpsystem
donsisting of devices accessing cloud services. It does this through an extended cloud computing
reference architecture (CCRA) (based onthe architecture described in ISO/IEC 17789) that describes
the impact of devices on cloud service ecosystems and the impact of cloud services on devicep. It also
describes the data flows that také place within the extended reference architecture.

To maintain a relationship efitrust between the stakeholders of the ecosystem of devices and cloud
services and also to meet the demands of laws and regulations, it is necessary for the device platform
droviders and the cloud‘sérvice providers to be transparent about how they make use of the various
data types that flow-within the ecosystem.

There is a particular need to provide simple and clear statements to end users about what| is done
with data thatrelates to them. The data may be personally identifiable information (PII) and may be
sensitive, in\other words, this can be a privacy issue. Cloud service customers are likely to be cdncerned

bout how, their data are used, even when the customer is an organization rather than an individual.

he cleud service customer may be a data controller, holding personal data about their emplpyees or
their'customers; in such a role, the cloud service customer has obligations relating to the procg¢ssing of
thatdata

To assist cloud service providers and device platform providers in being transparent about their use of
data, this document defines a simple language for making statements about data use, which can be used
to create clear notification to end users and other interested parties.

This version of ISO/IEC 19944 contains additional material which principally deals with organizational
data and the need to treat some organizational data in particular ways in order to ensure confidentiality,
integrity and so on.

To assist with this, the new concept of data facets is introduced and data facets are used to extend
the expressiveness of data use statements, including adding the concept of which individuals or
organizations have control over data.

© ISO/IEC 2020 - All rights reserved vii
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New data use categories are introduced, including some that address the newer uses of data associated
with artificial intelligence systems.
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Cloud computing and distributed platforms — Data flow,
data categories and data use —

Part 1:
Fundamentals

1 Scope
This document

-+ extends the existing cloud computing vocabulary and reference architecture in ISO/IEC 17788 and
ISO/IEC 17789 to describe an ecosystem involving devices using cloud(services,

-+ describes the various types of data flowing within the devices and-¢cloud computing ecosyqtem,

-+ describes the impact of connected devices on the data that.flow within the cloud computing
ecosystem,

—+ describes flows of data between cloud services, cloud-service customers and cloud servicejusers,
—+ provides foundational concepts, including a data taxonomy, and

-+ identifies the categories of data that flow across the cloud service customer devices and cloud
services.

o |

his document is applicable primarily to cloud service providers, cloud service customers and cloud
service users, but also to any person,Or organisation involved in legal, policy, technical pr other
mplications of data flows between devices and cloud services.

—-

2 Normative references

]

he following documents ‘are referred to in the text in such a way that some or all of their| content
onstitutes requirements”of this document. For dated references, only the edition cited applies. For
yndated references the’latest edition of the referenced document (including any amendments)|applies.

Q

Y

50/1EC 17788:2014, Information technology — Cloud computing — Overview and vocabulary

]

50/1EC 17789:2014, Information technology — Cloud computing — Reference architecture

Terms and definitions

L)

or the purposes of this document, the terms and definitions given in ISO/TEC 17788 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2020 - All rights reserved 1
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3.1 Terms related to data categories

3.1.1
account data
class of data specific to each CSC that is required to administer the cloud service

Note 1 to entry: Account data is typically generated when a cloud service is purchased and is under the control of
the CSP.

Note 2 to entry: Account data consists of data elements provided by the CSC, such as name, address, telephone, etc.

3.1.2
end usejr identifiable information
EUII
derived fdata associated with a user that is captured or generated from the use of the service by that usq

—

3.2 Terms related to cloud services and devices ecosystem

3.21
device
physical entity that communicates directly or indirectly with one or more eloud services

3.2.2
application marketplace

set of clpud services providing a digital marketplace intended te“offer applications and other digitz
content for a particular device platform (3.2.4) allowing users te browse and download applications an
other content

2=

Note 1 tolentry: An application marketplace may be offered to'the public, or to private groups such as a corporate
environment.

Note 2 tgentry: A device (3.2.1) can use more than one-application marketplace.

3.2.3
application cloud service
cloud sefvice that supports applications.riinning on a given device (3.2.1), where the cloud service is
providedl by a party other than the device platform provider (3.2.5)

3.2.4
device platform
operatirlg system and related-feature set that provides the core capabilities for a device (3.2.1)

Note 1 tgentry: An application marketplace (3.2.2) is specific to a device platform.

3.2.5
device platform'provider

device pllatfornicloud service provider
cloud sarvice. provider that provides cloud services necessary to support a device platform (3.2.4
including managing needed digital identities

"t

Note 1 to entry: The cloud service provider that offers the application marketplace (3.2.2) is typically the same as
the device platform provider, but it is not required to be.

3.2.6
device platform cloud service
cloud service offered by the device platform provider (3.2.5) to support the device platform (3.2.4)

Note 1 to entry: An application marketplace (3.2.2) can be an example of device platform cloud service.

2 © ISO/IEC 2020 - All rights reserved
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3.3 Terms related to privacy

3.31

personally identifiable information
PII

personal data

020(E)

any information that (a) can be used to establish a link between the information and the natural person

to whom such information relates, or (b) is or can be directly or indirectly linked to a natural p

Z,

ote 1 to entry: The “natural person” in the definition is the PII principal (3.3.3). To determine whether a PII

erson

principal

identifiable, account should be taken of all the means which can reasonably be used by the privacy st3
olding the data, or by any other party, to establish the link between the set of PII and the natural perSon:

— -

=z

ote 2 to entry: This definition is included to define the term PII as used in this document;A .public
rocessor (3.3.2) is typically not in a position to know explicitly whether information it pnocesses fallg
pecified category unless this is made transparent by the cloud service customer.

%]

SOURCE: ISO/IEC 29100:2011/Amd1:2018, 2.9]

[
3.3.2

RII controller

drivacy stakeholder (or privacy stakeholders) that determines the purposes and means for pr
Hersonally identifiable information (PII) (3.3.1) other than natural persons who use data for |
durposes

N
A%

ote 1 to entry: A PII controller sometimes instructs others, e) PIl processors (3.3.4) to process PII on
rhile the responsibility for the processing remains with the-RlI controller.

SOURCE: ISO/IEC 29100:2011, 2.10]

Il principal

[
3.3.3
F
ratural person to whom the personally identifiable information (PII) (3.3.1) relates

Note 1 to entry: Depending on the jurjsdiction and the particular PII protection and privacy legisls
synonym “data subject” can also be used-instead of the term “PII principal”.

SOURCE: ISO/IEC 29100:2011%, 2:11]

[

334

RII processor
drivacy stakeholder that processes personally identifiable information (PII) (3.3.1) on behalf d
dccordance with the‘instructions of a PII controller (3.3.2)

[FOURCE: ISOG/AEC 29100:2011, 2.12]

3.4 Terms related to organizational data

keholder

cloud PII
into any

bcessing
bersonal

ts behalf

tion, the

f and in

344

imdividuatdata
class of data objects under the control, by legal or other reasons, of a natural person

Note 1 to entry: Individual data can be a mixed dataset (3.4.6).
Note 2 to entry: Customer content data is individual data when the CSC is a natural person.

3.4.2
organizational data

class of data objects under the control, by legal, contractual or other reasons, of an organization

Note 1 to entry: An organization can be a for-profit company, a non-profit organization, a public or government
agency, a non-governmental organization or an international organization, and can be small, medium or large.

© ISO/IEC 2020 - All rights reserved
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Note 2 to entry: Customer content organizational data when the CSC is an organization and thus not a natural
person.

Note 3 to entry: Cloud service provider data (ISO/IEC 17788) is always organizational data by nature.
Note 4 to entry: Organizational data can be a mixed dataset (3.4.6).

3.4.3
organizational protected data

[72)

and exanpines higher level governance concerns regarding the use of data which is relevant from the perspectiy
of goverrlance of data.

[¢)

Note 2 toentry: Organizational data can contain OPD and PII.

3.44
public domain data
class of flata objects over which nobody holds or can hold copyright or other'intellectual property

Note 1 toentry: Data can be in the public domain in some jurisdictions, while not in others.
Note 2 td entry: The concept of public domain and the difference betweénythis and "publicly available" is subt]

and varigs between jurisdictions. Readers should make themselves aware of the specific legal situation as it maly
apply to them.

¢

3.4.5
non-pexsonal data
class of flata objects that does not contain PII (3.3.1)

Note 1 tgentry: data objects that were originally Pll.and were later made anonymous are non-personal data.

3.4.6
mixed dataset
set of ddta objects that contain both PIf (3:3.1) and non-personal data (3.4.5)

3.4.7
data principal
entity tq which data relates

Note 1 tq entry: The term“data principal” is broader than “PII principal” (or “data subject” as used elsewherg)
and is abje to denote anpy‘entity such as a person, an organization, a device, or a software application.

[SOURCE: ISO/IEC20889:2018, 3.4]

3.5 Ternis related to artificial intelligence

3.5.1
artificial intelligence
<system> capability of an engineered system to acquire, process and apply knowledge and skills

Note 1 to entry: knowledge are facts, information, and skills acquired through experience or education.

[SOURCE: ISO/IEC CD 229892)]

2) Under preparation. Stage at the time of publication: ISO/IEC CD 22989:2020.
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3.5.2
artificial intelligence

<engineering discipline>discipline which studies the engineering of systems with the capability to

acquire, process and apply knowledge and skills

Note 1 to entry: knowledge are facts, information, and skills acquired through experience or education.
[SOURCE: ISO/IEC CD 22989]

3.5.3

Ttificial intelligence system
I system
slystem using Al

[FOURCE: ISO/IEC CD 22989]

.5.4

achine learning

L
rocess using computational techniques to enable systems to learn from data or experience

SOURCE: ISO/IEC CD 230533)]

.5.5
hachine learning model
hathematical construct that generates an inference, or prediction, based on input data

= o= oy T

=z

ote 1 to entry: for supervised learning, a machine ledrning model results from the training or a
parning algorithm

—

Note 2 to entry: for example, if a univariate lineak function (y = w0 + w1(x)) has been trained usi
regression, the resulting model could be y = 3 +-7(x).

SOURCE: ISO/IEC CD 23053]

[
3.5.6
model training

4machine learning> task of determining optimal model parameters from a given dataset

SOURCE: ISO/IEC CD 23053

.5.7
rained model
esult of modeldraining

o ey —

SOURCE: ISO/IEC CD 23053]

raining data

[
3.5.8
t
samples used to fit a machine learning model

machine

ng linear

[SOURCE: ISO/IEC CD 23053]

3) Under preparation. Stage at the time of publication: ISO/IEC CD 23053:2020.
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3.6 General terms

3.6.1

lifecycle
evolution of a system, product, service, project or other human-made entity, from conception through
retirement

[SOURCE: ISO/IEC 29110-4-3:2018, 3.15]

3.6.2

transpdrency

open, co

[SOURC]

4 Abl

Al
BYOD
CCRA
CSA
CSC
CSN
CSp
CSuU
EUII
GPS
[aaS
[oT

[P

IP

ML

OPD

prehensive and understandable presentation of information

£: 1SO 21931-2:2019, 3.33]

hreviated terms

Artificial Intelligence

Bring Your Own Device

Cloud Computing Reference Architecture
Cloud Service Agreement

Cloud Service Customer

Cloud Service Partner

Cloud Service Provider

Cloud Service User

End User Identifiable Information
Global Positioning System
Infrastructure as a Servige
Internet of Things

Intellectual Property
Internet:Rrotocol

Machine Learning

Organizational Protected Data

PII
SLA

USB

Personally Identifiable Information
Service Level Agreement

Universal Serial Bus
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5 Structure of this document

5.1 Document organization
This document is organized to describe two topic areas.
— Overview and reference architecture (Clauses 6 and 7).

— Data taxonomies, data categories and data use statement structure (Clauses 8, 9 and 10).

La

.2 Overview and reference architecture
(Qverview and reference architecture are covered as follows.

+ Clause 6 provides the foundation of the document covering the “Overview wf'devices and cloud
services ecosystems”. The clause describes the ecosystem and stakeholders where devjces and
cloud services operate.

1 Clause 7, “Extending the cloud computing reference architecture tothe devices and cloud [services
ecosystem” covers an extension of the architecture specified inASO/IEC 17789 to includq devices
and the flow of data between devices and cloud services.

3.3 Data taxonomies, data categories and data use statement structure

ata taxonomies, data categories and data use statement structure (applicable to data eychanges
etween devices and cloud services) are covered as follows.

il v

-+ Clause 8, “Data taxonomies” describes categorigs of data that can be captured, processed, ised and

shared. This taxonomy extends the definitions in ISO/IEC 17788 of cloud service custor:ter data,
cloud service derived data, cloud service-provider data and account data. The taxonomy dg¢scribed
in this clause is used in creating data use'statements covered in Clause 10.

1+ Clause 9, “Data processing and use categories” describes the various categories of data prpcessing
and operations. “Data use categories” and related “scopes” described in this clause are requiired for
understanding of the data use.statements structure covered in Clause 10.

+ Clause 10, “Data use statements” describes the syntax and statement structure for expresging how
data are used by CSPs and their partners.

6 Overview of\devices and cloud services ecosystems

6.1 Background and context — Impact of devices and personalized cloud services

This doecument builds on the foundation provided by the CCRA, ISO/IEC 17789, to accommodate data
and.itsdflow within the ecosystem of devices and cloud services.

atry SO G€EV at C—aS—Criet i‘;“““i" "“' rese—devicesre Support
from cloud services which have an association between the device and the cloud service. Unique
identifiers are created and maintained to enable that association. The interaction between the device
and the cloud service requires an understanding of the flow of data between devices, cloud services,
cloud service customers and cloud service providers. This interaction also makes the discussion of data

classification and access and use become more complex.

NOTE This document uses the term “device” in the context of a cloud service user as defined in
ISO/IEC 17788:2014, 3.2.17, which includes natural person, or entity acting on their behalf. Examples of such
entities include devices and applications. This document is written such that there is no conceptual difference
between types of devices, provided the device is acting as a cloud service user using cloud services.
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Cloud service providers offering device specific cloud services typically require a unique identifier
and a cloud service user account in order to provide those cloud services. This identifier and user
combination becomes the cloud service user’s key to their own personalized cloud services which can
offer an array of services, access to applications, rich advertising and retail infrastructure.

The always-on, always-with-me nature of some devices drives a new class of applications for personal
use that strive to assist users with every aspect of their daily lives by making useful suggestions based
on a trail of information flowing from the device and from applications running on the device.

For example, a mobile device user’s interaction with the device platform cloud services may offer the
device platform provider a very detailed trail of behavioural data, including user communicatiens,
contacty, calendar, whereabouts and searches and purchases.

6.2 Egosystem of devices and cloud services

This clapise describes an ecosystem of cloud-supported devices and cloud services. Eiguire 1 depicts
commor1} way of how a device may operate in a cloud environment. The cloud services<ised by deviceg
come in| several categories. The categories of cloud services used by devices(and covered in thi
document are as follows.

wn n 9

— Deyice platform cloud service which can include application markétplaces. These “core” cloufd
seryicesare offered by the device platform provider and used to configure the device and registert
cusfomer (and where appropriate, the primary user of the device) with the application marketpla%
and|associated cloud services, including online user identity management. This is depicted by t

uppgr cloud in the diagram in Figure 1 and corresponds with the'Sub-role “device platform provider

defiped in 7.3.1.1.2.

— Application cloud service which supports the appli¢ations developed and supported by cloud
servyice providers (e.g. social networking, weather, iews or organization-specific applications) thgt
are ot the device platform CSP. Such applications‘interact with their own cloud services, distingt
from the cloud services provided to support thie device platform. This is depicted by the lowdr
cloud in the diagram in Figure 1 and corresponds with the role of cloud service provider defined ip

ISO/IEC 17789:2014, 8.3.1.

Both cafegories involve interactions with the device and carry data traffic, potentially including
cloud service customer data or end user identifiable information (EUII). For example, the applicatiop
marketplace knows which applications have been downloaded on the device and the device platforih
knows how often they are invoked-and how long they are used.
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Device platform cloud services
such as device application
marketplace and associated user
identity management

Application cloud services supporting
device applications developed by third-
party CSPs such as workplace applications
or consumer apps, such as those effered by
airlines, banks, healthcare providers, social

networking, etc.

RN
Ll LN
Q

Flow of data

-l

Users and
connected devices

Figure 1 — Devices and cloud services ecosystem

oud services in order to be fully functional. This connectivity and flow of data are depictefd by the
rrow to the upper cloud in Figure 1, although some 0T devices may not communicate to the device
glatform cloud services directly. At the same time, the devices are also connected to variops cloud
services, depicted in the diagram by the lower Cloud, that support the applications developed and
S
1

gost tablets, smartphones and other connected devices afe)often connected to their device platform

upported by cloud service providers. This contiectivity and flow of data are shown by the arrdqw to the
pwer cloud in Figure 1.

6.3 Devices and multiple user sub-roles

(@

.3.1 General

evice users typically use~the same device while assuming various roles in their daily lives, often
oncurrently as shown (in-Figure 2. Examples include a citizen/voter consuming city/government
ervices, a patient receiving medical services at a doctor’s office or a hospital, a student attending
chool, a motorist orgommuter on the road, a consumer in a mall/coffee shop/store, or a pasgenger in
he airport or traimstation, in addition to being an employee.

Lo L 7 T T o T e

itizens, students, patients and employees, for example, each have unique requirements and needs for
ata and privacy protection. Nevertheless, each user sub-role will use the same personal device including
he device’s local storage, which can potentially be part of the same device application marketplace(s)
cosystem and will use the same device services offered by the device’s operating system.

Q o o O

]:CViLC lJl UVidCl, dCVi\,C OCI1 VibCD aud G}J}J}ibdtiullb, adS VVC}} adS L}Uud oCI ViLC lJl UVidClb Pl UVldlng the
applications on the device, may have visibility into the device users’ actions, data and their use of
applications and services. Such visibility to user data could continue as users assume multiple sub-roles
throughout their use of the device and use multiple applications such as those developed for workplace
use (employees), government and citizen use (voters, taxpayers, etc.), schools (students) or healthcare
(patients). The user’s data may be collected, stored, processed and used by the cloud service providers.
In contrast, for some applications and some cloud services, the user may take the sub-role of anonymous
user, where the user wants the right to use the application and cloud services in a private manner and
where the user's identity and the user's personal information are deliberately not shared with the
application and with the cloud service. While technologies such as application containers/sandboxes,
application-specific encryption and application-specific VPNs can mitigate this, there is still a need
for a data taxonomy that categorizes data in a harmonized and consistent fashion so as to enable a
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meaningful conversation between the cloud service customers, the cloud service providers, regulators
and other stakeholders about this data.

Anonymous
user

Cloud service user
on a device

Citizen/
voter

Figure 2 — Example of roles a user can assume in device use scenarios

The follpwing is a non-exhaustive and informative list of sub-roles that help describe device scenarigs
and issues.

— Patient: patients are subject to healthcare privacy laws:

— Citizen: all aspects of an individual's relationshipwith government and public authorities, includinjg
votIg and obligations to and benefits received\from government.

— Employee: employees should follow the organization’s policies to protect the organization|s
confidential assets.

— Student: many students are under legal age and are therefore subject to stricter privacy anfd
commercial advertisement laws:

o

— Shopper: data, such as payment instrument data, personal favourites, shopping locations an
pergonal financial information can be collected and processed during shopping. Such data can b,
releant to privacy.

D

— Conmjmuter: the fléw of a commuter’s personal data could also be examined while the user utilizes
datg services-offered while in transit.

— Passenger;-passengers are located in public transportation hubs, like airports. Certain rules maly
therefore apply.

— Anonymous user: where the user does not wish to share any personal data with the application and
with the cloud services, including identity.

6.3.2 Bring your own device

“Bring your own device” (BYOD) is defined as the practice of allowing employees of an organisation to
use their own computers, smartphones, tablets or other devices for work purposes. BYOD is a particular
case of mixing different roles when using a device where the user has the role of an employee or partner
of an organization.

In the past, it was common for organisations to provide the devices that employees used mainly or
even exclusively for work purposes, and those devices were connected to the organization’s networks
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and used the organization applications and systems. Organization-owned devices are typically tightly
controlled in terms of the installed software, both in terms of the software that can be installed by
employees and in the requirement to run a variety of management and security components including

firewalls, malware checking programs, encryption of stored data and so on.

The main concern for organizations is to ensure that the organization’s applications, systems and data
are secure and are only used for authorized purposes, so any employee devices with access to corporate

assets are controlled to ensure the integrity of organization systems.

The introduction of mobile devices such as smartphones and tablets changed the IT la

ndscape

significantly. These mobile devices are very popular and employees see them as helping
roductive work both outside the office and within the office. This leads to a demand from) 1y
tp use their personal/private mobile devices to access the organization’s applications) and
mployees do not want to have multiple different devices (one their own, anothér, ‘owneg
rganization) since this can be burdensome and difficult to manage.

YOD encompasses not only employees but also other users with a close relationship to the orga
sjuch as business partners.

mobile device user remains connected to their personalized cloud services even when they br
wn device into an organizational setting where they use organization-specific applications,
nd networks even as the device runs applications not belonging to.the organization and conne
oud services not belonging to the organization. The organization’s own client applications
n the device may also use functions and rely on services‘from the device platform cloud
r elsewhere. That interaction is also captured and associated with the user’s digital identit
evice’s identifier. Instead of a simple client-server interaction, there is the potential for inte

them do
ployees
bystems.
| by the

hization,

ing their
systems
cts with
running
services
y or the
rtwined

flow of data between the device, the device platform cloud services, organization applications,

ther applications installed by the user and the arganization’s cloud services. The major is
the potential for leakage of enterprise data and.the potential for data of doubtful provenan
transmitted to the organizations’ cloud services‘and/or internal systems.

rganizational Information Technology-(IT) managers need to protect intellectual props
nfidential data against unauthorized“disclosure or leakage and, as such, may demand tighf
ver a user’s own device when that(person is interacting with the organization as an employ
nother role. Additional information on the security threats can be found in ISO/IEC 27033
lause 13. Organizational users.and their IT managers would benefit from deeper understa
YOD scenarios affecting security and confidentiality of organizational data when device userg

ffectively, the need jis te partition the use of the device, with organization applications 4
eparated by secure-beundaries from other applications and data.

[2llvsllollvslen)

dpplications dnd data when personal devices are used. The main risks can be summarized as fg

1 Lossofcontrol over access to organization applications from the device, as a personal devic
shared with others.

sues are
ce to be

rty and
control
ree or in
-3:2010,
nding of
assume

ther roles when using the.same device (for example, as an employee, a student, a patient, a copsumer).

nd data

Hor organizatiens;” BYOD brings some challenges, mostly relating to the security of organization

llows.

b may be

—+*“"Vulnerability of organization data which is downloaded and stored on the device, as

there is

potential for loss, theft and unauthorized alteration of the data.

— Use of non-organization applications and cloud services on the device:
a) touse or transmit or share or store organization data
b) which may be used to access organization systems and applications.

— Malware on the device stealing important data including identities and credentials.

© ISO/IEC 2020 - All rights reserved
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7 Extending the CCRA to the devices and cloud services ecosystem

7.1 Overview
The devices and cloud services ecosystem requires extensions to the CCRA described in ISO/IEC 17789.

Expansion of the description of the functional components in the User layer is required in order to
describe a number of components which relate to mobile devices. This is particularly important to
understand the data flows that take place within the ecosystem. There is an assoc1ated expansmn in
the clou
that exigt when devices are used with cloud services. Similar extensions of the cloud service providdr
role and|its sub-roles are also necessary.

7.2 Personal and organizational environments

The cloud services and associated applications are designed for a variety of uses. Applications and cloud
services designed for the personal use of the end user form part of the “personalized cloud services” of
the end fiser. Applications and cloud services, designed for use as part of the funetion of an organizatioh
to which the end user has a relationship (e.g. employee or partner), can be\déscribed as “businegs
capabilifies” or “organizational capabilities”.

Personal use applications and cloud services are very likely to involye‘the case where the end usdr
performis all of the roles defined for a cloud service customer, with a‘meed for simple interfaces to alloyv
necessaly administration and management capabilities.

Organizptional use applications and cloud services by contrastvery likely separate out the interfaces
for the different roles for a cloud service customer, since it is highly likely that the end user is not thie
same pefrson as the cloud service administrator, for example.

7.3 Device impact on the CCRA: User view
7.3.1 [loud service provider
7.3.1.1 | Sub-roles

7.3.1.1.1 General

The cloyid service provider_ rele is defined in ISO/IEC 17789:2014, 8.3.1. A cloud service providgr
can malte cloud serviceg-which are usable with any device. However, devices usually have a specigl
relationghip with one particular cloud service provider, the device platform provider; therefore, there
is the n
7.3.1.1
The CS d

service ¢ f
appllcat1on marketplace is typ1cally the same as the party that plays the CSP: dev1ce platform prov1der
sub-role, but this is not necessarily the case.

The CSP:device platform provider typically offers the cloud services necessary to provide identity
management for the user of the device. This is usually done in conjunction with the application
marketplace.

The device platform provider’s cloud computing activities include:
— providing data and applications;

— sharing data with third parties;
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— processing and using data;
— providing application marketplace;
— providing device platform cloud services;

— providing data related services.

7.3.1.2 Cloud computing activities

]

i addition to the cloud computing activities specitied in ISO/TEC 17789:2014, 8.3.Z, the_fpllowing
ctivities apply to the sub-roles of CSP.

QD

-+ Providing data and applications: makes provider data and applications available _to/cloud service
customers under a cloud service agreement.

-+ Sharing data: makes customer content data and derived data available to third party organizations
under an agreement, for business purposes of the cloud service provider.

-+ Processing and using data: processes customer content data and derived data for certain pirposes,
for instance advertising, business intelligence, security and privacy,under terms stated in the cloud
service agreement.

-+ Providing application marketplace: provide and maintain the application marketplace. Thislincludes
the applications which run on devices and the set of cloud‘services which support the appljcation.

1+ Providing device platform cloud services: provide the'set of cloud services necessary to sppport a
device platform.

-+ Providing data related services: involves thé.providing of data related services to cloud service
customers and cloud service users such as@nline advertisements or business intelligence.

.3.2 Cloud service customer
7.3.2.1 Sub-roles

7.3.2.1.1 General

et

50/IEC 17789:2014, 8.2.1and 8.2.1.1 specify the role of cloud service customer and its sub-fole CSC:
loud service user. Both)apply to this document.

Q

ccording to ISO/IEC 17788 and ISO/IEC 17789, the cloud service customer is a party in a business
elationship forvthe purpose of using cloud services, whereas the cloud service user, as the actual
erson using-a particular device, is a sub-role of cloud service customer which uses the cloud §ervices.
h organization scenarios, the cloud service customer is the organization and the cloud service users
dre the.individual employees of the organization.

—_— =S

Thebe are other cases where the cloud service users may not be employed by the organization put have
another type of relationship with the cloud service customer, for example, the cloud service users may
be customers of the cloud service customer organization.

In other cases, one person may be the customer of a cloud service but the cloud service users are a
number of people who have a non-business relationship with the customer (such as a home movie
streaming service).

There are consumer scenarios where the cloud service customer is the same person as the cloud service
user and, in this case, devices, applications and services are all linked to the device users through their
customer accounts.

The term “CSC:cloud service user” is synonymous with “device user” used elsewhere in this document
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7.3.2.1.2 CSC:cloud service user

The role

7.3.2.2

specified in ISO/IEC 17789:2014, 8.2.1.1 applies.

Cloud computing activities

The cloud computing activities specified in ISO/IEC 17789:2014, 8.2.2, which relate to the sub-roles of
cloud service customer apply and are extended to include:

— providing customer data: makes customer data available to the cloud service provider under an
agreement;
— usirlg data: uses data obtained from cloud services on their devices;
— instplling applications on mobile devices: download and install applications on end user devices.
7.4 Device impact on the CCRA: functional view
7.4.1 [General
Figure 3 provides a functional view of the “devices and cloud services” ecosystem for the purposes
of ident|fying key data flows between functional components present @n‘the device and those of thee
various floud services.
(" User layer )
[}
E Application Application
<)
= Application
marketplace
Application client client
component
Device platform
. J
| Acces layer |
(- ™
Servige layer
Device platform
Application cloud service cloud service
\ y,
[ Resource and network layer ]

Figure 3 — Devices and cloud services functional view

The significant components of the devices and cloud services ecosystem are in the user layer and in
the service layer. In the user layer, the major functional component is the device. The device embodies
the user function component identified in ISO/IEC 17789 and it provides the means by which the end

14
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user interacts with the ecosystem. In the service layer are two categories of cloud services, the device
platform cloud service and the application cloud services.

The device contains a number of subcomponents. There is the device platform, the application
marketplace client and applications some of which may contain application client components.

It is typical for the device platform, the application marketplace and the device platform cloud
service to be closely tied together, often all provided by a single cloud service provider organization.
Applications running on the device typically connect with one or more application cloud services. A
given application may be associated with a set of application cloud services, all owned and operated
y a single organization. However, it is also common for a given application to make use of multiple
plication cloud services offered by multiple cloud service providers.

he application client component typically connects with a particular application .€loud |service,
Ithough the organization responsible for the application may be different from“the organization
esponsible for the application client component and its application cloud service:

—

71.4.2 Functional components in the functional view

7.4.2.1 Device

This represents the physical device, together with any integral ofattached hardware components such
ds memory.

1.4.2.2 Device platform

he device platform represents the basic functionality (behaviour) of the device on which everything
lse depends, including the main user interface oftthie device. It also includes application progrjamming
hterfaces (APIs) and access to hardware compenents, such as the screen, any buttons, network|devices,
PS devices, cameras, biometric device, cryptographic functions, etc.

Q= O ]

1

4.2.3 Application

his represents an application (app) running on the device to provide some capability to the user. It
hay be preinstalled on the device when delivered to the user, or installed separately. For $eparate
hstallation, the application may be delivered to the device in various ways, such as being downloaded
fom an application marketplace, pushed to the device by an organization, or downloaded as a file.

S il T

—

here are also scenarios where mobile applications are downloaded directly without the assigtance of
n application marketplace. However, the application can always utilize cloud services or any ¢n-board
pabilities of the,dévice platform (e.g. telemetry and environmental sensors) to collect and transmit data.

ome solutions for securing mobile operating ecosystems offer sandboxing capabilities. Such secure
vironnients offer a parallel execution environment where the applications run in a mor¢ secure
virenment where data can be tightly controlled.

42 4 Appliraﬁnn cloud service

Application cloud services are cloud services that offer capabilities to applications running on the
device. The capabilities are typically offered by means of an API which the application can invoke as
required.

Some application cloud services are specific to a particular application, while others can be used by
many applications and are offered through public APIs.

It is typical for application cloud services to be independent of any particular device platform.
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7.4.2.5 Device platform cloud service

The device platform cloud service supports capabilities that are unique to the device platform such
as device customer and/or user identity, authentication, authorization, accounting, device setup and
provisioning, firmware maintenance and application marketplace functions. Significant elements of the
device user’s data will reside here, with storage of identity and personalisation profile metadata. The
device platform cloud service is accessed with an “application marketplace ID”, which links all of the
device user’s actions on the device platform provider’s services and can be used by other developers

to identify the user for other applications. Those user actions can also be transferred to an advertising
cloud serviceas inputto select, price and deliver advertisements

7.4.2.6 | Application client component

The application client component is part of the application. It simplifies the creation of the applicatio
by prov]ding the application developer with simple access to application cloud services,or to devide
platforn services.

—

For example, an application can call the application client component which can call on either thee
device pllatform for GPS information, or an application platform cloud service fer@an IP address locatiop
lookup. An application client component can also act as a common point ofdntegration to data storefd
on the device which is common to multiple applications, such as a conta¢t-database, calendar, secure
credentjals store, or known locations.

7.4.2.7 | Application marketplace

The appllication marketplace functionality handles the installation of applications on the device. It i
usually flosely tied to the device platform and relies on a,catalogue of applications held in the devid
platform cloud service. It has a privileged position in data-flows in that it has access to data on exactl
which applications the user has purchased, installed;‘\used, updated and has rights to use. It usuall
also kngws how much memory has been used. It prgbably also has information about location, accour
status apd other personal information about the user and their behaviour.

(2

[

7.4.3 Functional view: data flows

This dofument extends the functional view expressed in ISO/IEC 17789 to include the data flow
which take place between the functiohal components described in 7.4.2. Figure 4 shows the data flow
betweer] the functional components shown in Figure 3.

n n
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Figure 4 — Data flows between components

Ih Figure 4, the “Use cloud service” activity is shown in those places where a user layer component
gxchanges data with a cloud service =~this indicates which functional components are interactfing with
dne or more cloud services. The interactions between components and the associated data flows are
shown with double headed arrows’each labelled with a letter (“A” through “H”) — the letter 1gbels the
data flow and is used in the description as follows.

I

pata flow A: between an application and an application cloud service.

Ih this flow, the commiunication uses no device platform-specific code in the application or the device.
Use of the applicafion cloud service is independent of the device or other functional componentf, except
that its use mdy also cause data to flow between the device platform and the device platforim cloud
service (seeidata flow G).

Data flew B: between an application and the device platform.

This takes place where an application requires services from the device platform or exchanges data with

the Adovico nlatfarm An ovamnlaicwhaoro camara davica data flawe tn 4 camora annlication an j then IS
re-device platform—An-exampledswhere cameradevice data- Hows toacameraappHeationan

stored as an image file on device storage. The device platform is aware of exactly which device features

are being used and by which applications. In some cases, the device platform also communicates with

the device platform cloud service to provide these services (see data flow G).

Data flow C: between an application and an application client component.

The application client component may be built in to the application’s own executable, be linked from an
external function library, or execute in a separate operating system process on the device. Reasons for
this include simplifying application development, obtaining functionality required for the application
to operate, enhancing the user experience, or generating revenue. Examples of the latter include
connecting the application to an advertising service or connecting it to a payment service. Note that
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application use of capabilities provided by the application client component may result in data flows
to the device platform (see data flow D) and also to the device platform cloud service (see data flow G).

Data flow D: between an application client component and the device platform.

This often includes use of the user credentials or device identifier and may also include access to device
sensors and functions such as biometric devices, GPS, gyroscope, microphone, speaker, light sensors, etc.

Data flow E: between an application client component and an application cloud service.

Anappl conporren T ray exXerangeaats appricatic 0—S€ CeS—as1a
of delivgring functionality to the application using D may run securely and in isolatio
from other applications and the device platform, for example in order to conform with payment indystr
requirements.

<=

Data fldw F: between an application marketplace application and the device platform.

The application marketplace application communicates with the device platform in“order to obtai
identity|and security information about the user, to get information about the @device configuratio
including memory and storage usage and to install and to update applications afirthe device.

- =

Data fldw G: between the device platform and the device platform cloud service.

This includes associating the device identifier with a user account identifier and with an application
marketplace account. It also communicates requests to support the marketplace store app, so it includgs
a considerable amount of data connecting the user to the applications they are installing and using. The
pr, choice, purchase, download and updates of an application all result in data flows betweep

ows often include EUII sub-types such as device connectivity data, user credential data an
device telemetry data linked to an individual such.as location (for geo-fencing of applications an
content), user age information (for appropriate content control) and language choices. Processing o
storage |of computational or data intensive device platform capabilities, such as voice recognition o
search, may be split between the device platform and the device platform cloud service. The devid
platform is also aware of the data flows between all applications and their respective application clou
service(p) and this may result in additional'data flow to the device platform cloud service.

00 = = B

Data flgw H: between the applicatien'marketplace application and the device platform cloud service.

For mogt devices, applications ‘ave installed, uninstalled and managed on the device, separate froy
the undprlying operating system of the device itself. This is usually done through a “marketplad
applicatjon” of some kind, Which provides the device-side functionality required by the applicatio
marketplace within the-dévice platform cloud service. It is usually tightly coupled to the device platfor:lz

> O =

Note that data flowstin different directions between the components in Figure 4, depending on t
particulpr operation taking place. For example, on a 'create’ request data flows from the component
making [the requiest, whereas on a retrieve' request data flows back to the component making the
request,

8 Data taxonomy

8.1 Overview

Transparency about the acquisition, processing and use of data by cloud services and associated
applications is desired by users, regulators and cloud service customers. The data taxonomy described
in this document is intended to support transparency about the types of data that are acquired by CSPs,
as well as how they are used. This document provides a common data taxonomy and transparency
concepts. This clause addresses the following areas:

— data categories;
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— data identification qualifiers.
8.2 Data categories

8.2.1 General
This clause defines a set of data categories in the devices and cloud services ecosystem.

Any description of how data are acquired, transferred, processed and used requires, in majority of
CASES, Clarity apout thne spe data categories IMvotved. There are many different data opjects in
the devices and cloud services ecosystem and multiple ways to process or use those dataobjgcts. One
approach to transparency is to name and define each data object and describe how it is-processed and

sed. Although such an approach is comprehensive, it has two limits. Firstly, the data'objects in the
dcosystem are constantly changing as technology, devices and cloud services evolve, subjecting the list
tp constant revision. Secondly, the list of objects and uses would be so long, duplicative and complex that
stakeholders would find it difficult to gain a useful understanding of how data @ye’actually managed by

eviewing a large number of individual data objects. To facilitate transparency, cloud service providers
should describe how data are processed and used in the simplest way-possible, using de¢larative
statements that cover the largest, most abstract set of data objects.

o facilitate simple descriptions of data processing and use, a taxonemy of data categories, at th¢ highest
Jossible level of abstraction, is valuable. Obviously “data” is te¢ abstract for useful description, but

aving to discuss data categories at the “disk access log files without customer identifiable infofmation”
l¢vel is likely to reduce actual transparency. A complete taxonomy, identifying every possiblg type of
dategory together with all possible types of relations between these categories, would introduge a level
df complexity beyond the requirements of this document. Instead this clause defines “data categories” in
a hierarchical structure with inheritance/sub-type@elationship. This hierarchy branches from|the four
Hasic data categories described in other International Standards. (i.e. ISO/IEC 17788/1SO/IEC 17789
and ISO/IEC 19086-1), cloud service customerdata, cloud service derived data, cloud service provider
data and account data. Each of these four catégories is further divided with definitions of sub{types of

elated data objects, some of which are again divided into sub-types.

(Jne use of this data taxonomy is tostpport broad policy statements. Although other approaches are
Jossible to data categorization, the advantage of a hierarchy is that any statement regarding ata use
dan apply to the broadest possible data categories, as defined in the highest appropriate branch |(highest
abstraction) in the taxonomyi*As such, each category in the hierarchy is created to be as broad as
fossible, in anticipation of the requirement for granularity at various portions of the data categdrization

ierarchy. The data taxonomy described in this document is not intended to be exhaustive,|but it is
ihtended to be extensible. It is intended that a CSP may extend the taxonomy to define new sub{types of
data to suit the needs’of their cloud services. One likely data category subject to regulations, stfandards
and contractual requirements is customer content data, particularly for application capabilities cloud
services that@ecessarily understand the nature of the customer content data that such cloud [services
rocess.

heréza*CSP does use additional sub-categories of data, it is necessary for the CSP to provide clear
definitions of each new sub-type and to describe its relationship with other categories. A hietfarchical

elationshin is strong ecommended hased on the fg topmost categories defined in this document

(see Annex A for a hierarchical diagram of data categories and data identification qualifiers).

Transparency is enhanced when providers minimize the total number of statements needed to describe
their overall data processing and use policy. As a result, sub-types of a data type are only defined in this
taxonomy based on a perceived need to address a more specific set of data objects in descriptions of
processing or use clauses of the taxonomy. For example, in 8.2.2, there are clearly data objects (e.g. an
image file) which are not described by the definitions of “credentials” nor “user contact list”.

This clause does not therefore propose a general purpose, comprehensive, taxonomy but instead a
single view that is fit for purpose to analyse data flow and data use. A “faceted view” may be used to
construct statements applying to a set of data categories sharing a single characteristic not available
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through a purely hierarchical view. Such characteristics can be used as “data identification qualifiers”
as introduced in 8.3.

As an example, a characteristic can indicate whether a particular data category contains PII, the
definition of which varies between different jurisdictions and thus makes it difficult to include in a
single, global, hierarchy of data categories. Additional views shall be developed according to specific
needs of cloud service providers and customers.

Statements about data processing and use are assumed to apply to all instances of a named data type,
including all sub-types. Some descriptions of processing and use may take advantage of defined sub-
types to| simplify statements by referring to a parent/super type but excluding one or more of its sulj
types in|the statement. For example, a cloud service provider may state that they encrypt “all derived
data, exgept for telemetry”, instead of naming each of the sub-types of derived data and émittinjg
telemetty.

8.2.2 [Customer content data

8.2.2.1 | General

Customgr content data is cloud service customer data extended to include sirhilar data objects provided
to applidations executing locally on the device. Notice that the locally execufing application may or maly
not chogse to share that data with the cloud service and yet the data-would still fit in this extended
definitign. This includes content directly created by customers and(their users and all data, includinjg
all text, sound, software or image files that customers provide tothe cloud service, or are provided tp
the cloudl service on behalf of customers, through the capabilities‘of the service or application. This alsp
includegdata that the user intentionally creates through the use of the application or cloud service, such
as docuiments, processed data sets, modified images, recorded sounds, etc. When customer content dati
local to the device is transmitted to the cloud service, it'hecomes cloud service customer data.

=

Specificltypes of information in customer content data may require explicit use statements by the clou
services|provider to the extent that the CSPs are aware of their presence. The following data categorie
are subgets of customer content data.

[72)

8.2.2.2 | Credentials

Data prpvided by the customer te-ldentify a user to the device, application or cloud service, e.§
passwoilds, password hints, etcl,_including biometric data provided for identification. The set
credentjals data are a sub-type of customer content data.

o

8.2.2.3 | Customer contact lists

Contact [information‘for people that the cloud service customer provides, or is provided to the servide
on custdmers’ behalf, through the capabilities of the service. Customer contact list data is a sub-type ¢
customgr content'data.

=)

NOTE 1 | /€loud services can have a distinction between the cloud service customer and the cloud servid
users asdociated with that customer. Cloud service user contact list information provided by the cloud servid
customer to the cloud service provider is also customer content data.

[¢)

o)

NOTE 2  Contact information provided solely to support, to administer or to make payment for the service is
account or administration contact information (see 8.2.5.2).

8.2.2.4 Personal health data and medical records

Personal health data and medical records are a form of sensitive personal data relating to an individual.
The processing of this type of data is heavily regulated in many jurisdictions (e.g. Health Insurance
Portability and Accountability Act [HIPAA] in the USA and Personal Information Protection and
Electronic Documents Act [PIPEDA] in Canadal22]).
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8.2.2.5 Personal genetic data

Personal genetic data is information about the genetic makeup of an individual (e.g. DNA record).

8.2.2.6 Personal biometric data

Personal biometric data is encoded data that describes certain characteristics of an individual (e.g.
fingerprints, face geometry, iris pattern). For example, the voice prints of the human vocal cords and

the posture maintained when walking (as used in Japan's Amended Act on the Protection of Personal
Inform qfinn)[ﬁ]

§.2.2.7 Personal data of children

—

ersonal data relating to children is regarded as sensitive personal data and ,is, subject fo more
tringent regulations and compliance rules (e.g. General Data Protection Regulation (GDPR)HZI in the
uropean Union).

lwuill%]

§.2.2.8 Political opinions

—

olitical opinions of an individual are personal data that is often subjectito special rules and reglilations.

§.2.2.9 Financial details

Hinancial details relating to an individual include information about accounts, credit cards, papyments
and credit history. This is usually regarded as sensitive:personal information subject to particular
regulations.

Hinancial details relating to an organization as{organizational data include information about tax
records such as invoices, accounting documentsior documents supporting company registratiopn.

4.2.2.10 Sensor measurement data

[Jata that has been obtained from @‘measurement sensor. Sensor measurement data are fypically
drganizational data and may evén‘exist in mixed dataset; examples are precision farming [(helping
tp monitor and optimize the use of pesticides, nutrients and water), data about temperature|or wind
speed from wind turbines, data‘obtained from industrial robots measuring the environmental ¢lements
dround them.

§.2.3 Derived data

4.2.3.1 General

=

erived datad is cloud service derived data extended to include similar data objects derived gs a user
xercises the capabilities of an application executing locally on the device. When the local portipn of the
ata‘is'transmitted to the cloud service, it becomes cloud service derived data.

Q. D

8.2.3.2 End user identifiable information (EUII)

8.2.3.2.1 General

EUII is linkable to the user but is not customer content data. EUII is a sub-type of derived data.

NOTE The term customer, user and tenant are used in the same way as cloud service customer, cloud service
user and cloud service tenant in ISO/IEC 17788, with the definition of “customer” extended to include users

of applications. In many services, a single individual fulfils all client-side roles, including user, customer and
administrator. Customer, when used alone, is assumed to represent all three roles.

© ISO/IEC 2020 - All rights reserved 21


https://standardsiso.com/api/?name=715bd5cf8e29edc3a00f64aa4cd2a5ec

ISO/IEC 19944-1:2020(E)

8.2.3.2.2 Telemetry data

This refers to data collected about the capabilities of the product or service. Examples are measurement,
performance and operations data. Telemetry data represents information about the capability and its
use, with a focus on providing the capabilities of the product or service. Telemetry data may contain
information about one or more users and is a sub-type of EUII (see 9.3.2).

8.2.3.2.3 Connectivity data

This refersto-data-that describes the connections-and r‘nnfignrah'nn of the devices connected to th

service pnd the network, including device identifiers, (e.g. IP addresses) configuration, settings.and
performiance. Connectivity data is a sub-type of EUIL.

8.2.3.2.4 Observed usage of the service capability

This refers to data provided or captured about the users’ interaction with the serviee:or products by
the clougl service provider. Captured data includes the records of the users’ preferencesand settings fq
capabilities, the capabilities used and commands provided to the capabilities. Usagé data is a sub-typ|
of EUIL

D =

8.2.3.2.5 Demographic information

This reflers to data containing demographic information about the end user provided or gatherefd
though fise of the capabilities of the application or cloud servicexDemographic information is a sulj
type of EUII.

8.2.3.2.¢6 Profiling data

This refprs to data provided or acquired about a usefs’ interests and preferences relating to content,
organiztions or objects outside of the service, e.g.’sports teams, businesses, products, etc. Profilinjg
data is g sub-type of EUII.

8.2.3.2.7 Content consumption data

This refg¢rs to data about media content that a customer accesses through the capabilities of the servicg,
e.g. TV, yideo, music, audio or text-books, applications and games. Content consumption data is a suk
type of EUII.

NOTE 1 | Content consumption-data is distinct from usage data collected when the user accesses customgr
content data.

NOTE 2 | Content consumption data is distinct from client-side browsing history collected when accessinyg
informatjon accessed or available on the web.

8.2.3.2.8 (Client-side browsing history

This refe
applications or cloud services stored in the service or application. Client-side browsing history data is a
sub-type of EUIL.

NOTE A record of the websites viewed by the user captured by a web browser is an example of a client-side

browsing history. In some instances, certain legal obligations may be defined, e.g. UK Investigatory Powers Act
2016[18],

8.2.3.2.9 Search commands and queries

This refers to data in the form of records of search commands or queries provided by the user to the
service or product. Search commands and queries data are a sub-type of EUII.
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8.2.3.2.10 User location

This refers to data in the form of records of the location of the user within a specified degree of
precision. User location data is a sub-type of EUII.

8.2.3.2.11 Social data

This refers to data in the form of records of interaction between the user, other people and organizations.
This includes friends’ lists and information about types of interactions (e.g. likes, dislikes, events, etc.)

related-topeople and/or entities/ businesses-which collectively encompass-social graph data. Social
I 3 7 7 o4 ) 5o .

data is a sub-type of EUII.

NOTE1 A customer’s own contact information is account or administration contact informatidn-{see(8.2.5.2).

=z

OTE2  User’s contact list maintained explicitly as such and entered by the cloud service user or fustomer
sing the capabilities of the service is called a “customer contact list” and is considered eustomer contept data.

o=

o0

.2.3.2.12 Biometric and health data

his refers to data in the form of metrics about the (human) user’s inherent characteristics collected by
he application or service’s capabilities. Biometric and health data are-a sub-type of EUIL For ¢xample,
he voice prints of the human vocal cords and the posture maintained when walking (as used in Japan's
mended Act on the Protection of Personal Information)[12l.

o S i

=z

OTE1 Biometric data provided to the system or applicatiow for identification areconsidered credentials
bee 8.2.2.2).

~—

NOTE 2  Personal biometric data (see 8.2.2.6) entered by'the user are customer content data.

§4.2.3.2.13 End-user contact data

This refers to data in the form of contact information for a cloud service user. End-user contact|data is a
ub-type of EUII.

%)

=z

OTE End-user contact data Js\different from customer contact lists (see 8.2.2.3) or acfount or
dministration contact information‘(see 8.2.5.2). This data type is captured or generated as the user [interacts
Fith the cloud service.

V)

§4.2.3.2.14 User’s environmental sensor data

This refers to datainthe form of the physical environment captured by sensors as the user exercises an
application or cleud service’s capabilities. User’s environmental sensor data is a sub-type of EUJI.

8.2.3.3 _Organization identifiable information (OII)

(an)

Il is the data that can be used to identify a particular tenant (general configuration or usage|data); is
ot-linkable to a user and does not contain customer content data. This also includes data aggregated
from the nsers of a tenant thatis not linkable to the individual user Qll dataisa th—fvpp of derived data.

=

8.2.4 Cloud service provider data

8.2.4.1 General

Cloud service provider data (as defined in ISO/IEC 17788) is unique to the system and under the control
of the cloud service provider.

NOTE Cloud service provider data does not include customer content or derived data.
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8.2.4.2 Access and authentication data

This refers to data used within the cloud service to manage access to other categories of data or
capabilities within the service. It includes passwords, security certificates and other authentication-
related data. Access control data is a sub-type of cloud service provider data.

8.2.4.3 Operations data

This refers to the data which is used for supporting the operation of cloud service providers and system

maintenance~such-as-service logs technical information-about a-subscrintion (e.o-service topology)
Y to hadd r O r oJy

technicdl information about a tenant (e.g. customer role name), configuration settings/files.

8.2.5 Account data

8.2.5.1 | General

Account]{data is a class of data specific to each cloud service customer that is reguired to sign up fof,
purchasp or administer the cloud service. This data includes information such,as names, addresses,
payment information, etc. Account data is generally under the control of the'cloud service provide
although each cloud service customer usually has the capability to input;-read and edit their ow
account|data but not the records of other cloud service customers. See ISO/AEC 19086-1.

=

8.2.5.2 | Account or administration contact information

This refers to the contact information for a customer of an application or cloud service and any cloud
service gdministrators and cloud service business managers.designated to administer and control thie
use of the service. Account or administration contact inforivation is a sub-type of account data.

8.2.5.3 | Payment instrument data

This refers to data provided by the cloud servide)customer for the purpose of making payment for thie
services], or to pay for products or services béught through the services. Payment instrument data is p
subset of account data.

8.3 Data identification qualifiers

8.3.1 eneral

Data in pny category can provide or contribute to information that identifies or can be linked to a
individual, referred toqnjthis document as personally identifiable information (PII). The extent to whic
individuals are direétly identified in the data and how easy it is to associate a set of characteristics i
the datalto an individual is important to individuals, CSCs and policy makers as they assess a use of tha
data catpgory.Jherefore, the specification of data in the context of data use or data processing shoul
include notenly the type of that data, but also a description of the degree to which the data can identif]
an indivjdnal or associate an individual with a set of characteristics in the data.

SRl

This clause defines qualifiers that can be used with data categories to describe the degree to which an
individual is directly identified by the data and how the individual is associated with characteristics
(attributes) in the data.

In addition to PII, which contains information related to natural persons, data exists which contains
information related to the identities of non-human entities. Such non-human entities can include an
agent or an loT device, or other entity relevant to an organization. Note that in ISO/IEC 20889, human
and non-human entities are collectively referred to as data principals.

Organizational data can contain information relating to the identity of non-human data principals and
in some cases, this can be regarded as OPD, i.e. the organization regards the identity as confidential
information which should not be divulged to unauthorized parties.
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This document introduces five degrees of data de-identification in subclause 8.3 that can be achieved
using techniques described in ISO/IEC 20889. These degrees of de-identification are used as attribute
qualifiers for data objects described in the data use statements.

The de-identification techniques described in ISO/IEC 20889 are sufficiently generic that they can be
applied in variety of scenarios involving all data principals, and this can include the identity of non-
human entities such as are found in OPD.

8.3.2 Identified data

et

entified data is data that can unambiguously be associated with a specific person bécpuse PII
5 observable in the information. Guidance on what can be considered as identifiers can\be found in
50/1EC 29100:2011, 4.4.1.

[}

Y

Hentified data can be either PII or OPD.

o0

.3.3 Pseudonymized data

seudonymized data is data for which all identifiers are substituted.by aliases for which the alias
ssignment is such that it cannot be reversed by reasonable efforts of anyone other than the party that
erformed them.

his corresponds to data resulting from the process of “pseudonymization” in ISO/IEC 291p0:2011,
.24 and described as “pseudonymous data” in ISO/IEC 2910032011, 4.4.4.

DN =] =9

—_—

seudonymized data can be either PII or OPD.

8.3.4 Unlinked pseudonymized data

Unlinked pseudonymized data is data for which' all identifiers are erased or substituted by aljases for
which the assignment function is erased or\i¥reversible, such that the linkage cannot be re-estpblished
By reasonable efforts of anyone includingthe party that performed them.

—

nlinked pseudonymized data can.bé either PII or OPD.

o0

.3.5 Anonymized data

nonymized data is datathat is unlinked and for which attributes are altered (e.g. attributes’ vdlues are
andomized or generalized) in such a way that there is a reasonable level of confidence that & person
annot be identified, directly or indirectly, by the data alone or in combination with other data

Q = N

his correspondsto data defined as “anonymized data” in ISO/IEC 29100:2011, 2.3 and the|process
efined as “ahgnymization” in ISO/IEC 29100:2011, 2.2.

oW

Hor OPD*centaining information related to the identity of a non-human entity, this can be mfade into
dnonyinized data by unlinking and alteration of attributes in such a way that the identity of fthe non-
Human entity cannot be discovered from the data.

8.3.6 Aggregated data

Aggregated data is statistical data that does not contain individual-level entries and is combined from
information about enough different persons that individual-level attributes are not identifiable.

Aggregated data can also be created from information about non-human entities such that individual-
level attributes are not identifiable. Such aggregated data can be OPD.
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8.4 Orthogonal facets of data

8.4.1

General

Emergence of technologies such as IoT and ML have increased the complexity of data sharing and data
use. Often PII and other data are blended together in data sets generated by IoT devices or collected

from CS

Us during their use of cloud services. To add further precision to transparency and data use

expressions supported by the data taxonomy in this document, it is beneficial to separate data under

the cont
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Table 1 presents a few commonly known orthogonal facets of data with each vertical column displayin

a facet,

rol of individuals from that of the organizations.

but natural persons are often the subject of privacy considerations. Organizational data‘are
e subject of [P protection, value generation & confidentiality considerations.

e, however, various orthogonal facets of data that require their own detailed consideratiop
‘ription. Each facet describes a given property of data and is independent from ether facets d
h. Recognizing such orthogonal facets of data and providing an extended taxehomy for thei
ation and description enriches the data taxonomy presented in this document.

= =n

sequent clauses and Table 1 present details of facets of data includingsdescription for levels
fication, hierarchies of categorization of data, levels of de-identification of data and the
ders who have control over the data.

ined orthogonal facets of data can be described by their own respective hierarchical propertfy
example, categories of data described in this document aredescribed in a hierarchy; similarly,
uld be a classification of data defined that may include ashierarchical property set for businegs
[he levels in the hierarchy and the degree of its granularity depends on each given facet.

rious facets of data, and the associated attributescf data objects, it is possible to address twp

n. The goal of a well-managed organizationtis to maximize data utilization while managi
ns and responsibilities relating to the data\it’holds. A risk-based data management framework
be constructed to describe and report use of data in an organization.

=

h use statement structure can be.expanded to support use of attributes of data objects thd
e elements from each of the orthogeonal facets.

'E)

nd the horizontal rows déscribe the elements hierarchy for each facet.
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Given the orthogonality requirement, a data object can have a facet designation from each of the above
facets simultaneously, as needed.

The following clauses further expand on the commonly known facets in Table 1.

8.4.2 Perspective used in the definition of data facets

When a new facet of data is defined along with the associated hierarchical elements, it is often the
case that the facet, along with its elements could need to be defined from the perspective of a group of

stakehoWM&ﬂ&MMﬂWa
facet cap be defined and be applied from the point of view of a defined stakeholder, i.e. each elementis

defined from the perspective of a stakeholder.
8.4.3 [Common orthogonal data facets

8.4.3.1 | Introduction

j=ni

The follpwing are a list of commonly used facets of data. Each facet of data are’described, along wit
associated hierarchical elements that further break down the given data facet.for higher granularity
and preg¢ision in data disclosures and use statements.

8.4.3.2 | Data facets based on control

8.4.3.2.1 Legal control of data compared to operational control

Throughout this document, control over data is used as a cehtral, defining concept. However, there arje
two types of control over data that need to have precise definitions: operational and legal.

— Opejrational control: provides the ability to perferm operations on the data, for example Creatg¢,
Reafl, Update, Delete. This requires having opéerational control over the data object on which thee
intepded operation is being performed.

— Leggl control: provides the legal or contfactual basis for having the right to have operational contrgl
overl data. For example, someone at the human resources department can have the legal right tp
accgss employee personnel records (i.e. exercise physical control over that data), but a security
hacker can obtain operational-€ontrol over the same data, by hacking into the IT systems at thie
company. The hacker has obtained operational control, but at no time did she have legal control.

It is imortant to differentiate’ between these two types of control, when making precise definitions.
It is worfth noting that having operational control does not provide for legal control, and vice versa, as
exemplified by the haeking example above. Another example is when someone loses her data stored op
a USB stlick while traveling on a train. The person has lost physical control over her data, but she sti|l
has legal controliover it (e.g. the copyright she holds over photos taken and subsequently saved on the
USB stick).

The leggl control is derived from laws, regulations, contracts, local customs and culture. For examplg,

man 'u icdictions arant autaomatic conuvriaht nratection ta 2 nersanwhao cnanc 4 nhatn
uuuuuuuuuuu ) oOpyT T+ THOtEcO R tO PSSO Y RO SHA PSP

8.4.3.2.2 Operational control data facet

The operational control data facet describes the ability to perform operations on the data, for example
Create, Read, Update, Delete, Copy and Move. This means having operational control over the data
object on which the intended operation is being performed.

Note that having operational control is independent of having legal control. One may have not have legal
control (for example a hacker) but still obtain operational control by breaking into a system.

There could also be custom-defined operations for operational control, allowing the entity with control
to perform a custom-defined operation on the data object.
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8.4.3.2.3 Legal control data facet

8.4.3.2.3.1 General

The legal control data facet describes the legal, regulatory or contractual basis for having the right
to have operational control (see 8.4.3.2.2) over data. For example, someone at the human resources
department may have the legal right to access employee personnel records (i.e. exercise operational
control over that data). Other examples of legal means of control that offer the right to have operational
control are privacy laws or regulations, intellectual property laws, contract law, as well as control over
thedatadictatedby datapoticies of amrorgamization—Suchdata poticiesare typicatty determmime d based
dn an organization’s appetite for risk, plans for value generation, local customs, ethics, andculture.

§8.4.3.2.3.2 Legal entity data facet

—

he legal entity data facet describes the kind of entity which exercises control over datafobjects,
hcluding a natural person, an organization or the public at large. Examples(of-organization|are for-
rofit companies, non-profit organizations or government agencies.

— -

§.4.3.2.3.3 Legal means data facet

The legal means data facet describes the source that legitimizes legal control over data. Examples of
sjuch legal means data facets are intellectual property laws, privacy laws and regulations, contijact laws
and organization’s data policies (see ISO/IEC 38505-1 for govetnance of data considerations).

§.4.3.3 Classification level data facet

(lassification level describes the significance of the data, from the perspective of the orgahnization
ontrolling it. It is described in a given number of levels of significance N (N being scenario §pecific).
ignificance of data, and its associated degreg;or level, is determined by the policies and practifes of an
rganization. As an example, one could define three levels of significance: high business impagt (HBI),
edium business impact (MBI), and low business impact (LBI). For more details, see ISO/IEC 2R624.

Q

he criteria for deciding which data belongs to which level of significance is determined by the
rganization, specifically using governance of data principles, as directed by the governing boayd of the
rganization.

4.3.4 Categorization data facet

he categorizationCdata facet is about the nature of what data describes. The portions|of data
tegorization hierarchy is described in clause 8.2. Data categories defined as sub-types of customer
ntent data, derived data, account data and cloud service provider data are examples for this fhcet. For
ample, bienietric data, political opinions and financial details.

.4.3.5.> De-identification degree data facet

hiS’ document defines five degrees of de-identification: identified data, pseudonymized data, yinlinked
pseudonymized data, anonymized data and aggregated data (see 8.3).

8.4.3.6 Custom data facets

Custom data facets can be defined, for example based on given application of data in a vertical sector.
Custom data facets should be defined so as to be orthogonal to any other facet. An associated property
hierarchy can be defined if needed.
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8.4.3.7 Composite facets and associated attributes

8.4.3.7.1 General

It is possible to combine and apply two or more orthogonal facets of data to create a composite facet
that embraces the original facets. This could be useful for scenarios where such short-hand, composite
facets may lead to convenient descriptions. Examples are described below, where two facets (legal
control and data category) are combined to build a hierarchy of data categories which are useful when
customers exchange data with online service providers.

8.4.3.7.2 Customer content data

Customgr content data can be thought of as having a composite facet, combining the legal entity facef
based oh whether the customer is an organization or an individual, with the legal means data facef
for exanpple contract law. A customer, be it an individual or an organization, has obtaingd operationg
control ¢ver data, based on the contract between the customer and the CSP.

-

-

8.4.3.7.3 Cloud service provider data

Cloud sqrvice provider data can be thought of as having a composite facet; e@mbining the legal entitly
facet, in[this case an organization offering cloud services, with the legal means data facet, for example
contracy law. The CSP, an organization, has operational control over data, typically because the datp
was alwpys legally controlled by the CSP.

8.4.3.7.4 Derived data

Derived|data can be thought of as having a composite faceti«combining the legal entity facet, in this case
an organmization offering cloud services, with the legal means data facet, for example contract law. T
CSP, an prganization, has obtained operational contrel over data, based on the contract between t
CSU and[the CSP.

8.4.3.7.5 Individual, organizational, and'public domain data

8.4.3.7.5.1 Introduction

The neefl to combine two or morelorthogonal facets of data to create new composite facets is describe
later in this clause, where two facets, legal means data facet and legal entity data facet, are combined |
build nep designation for data sets useful for scenarios where individuals and organizations share dat]
with eadh other and with-their online service providers. Combining elements from the legal means dat
facet angl the legal entity, data facets forms composite facets that can help differentiate between what i
called infdividual data’and organizational data, as described in the following clauses.

»n O Y O &

-

A unifigd approach to data protection including both privacy and intellectual property protectio
requireq a clear taxonomy that describes the relationships of PII, intellectual property and othg
properties-ih.pools of data.

—

It is useful to compare the privacy of individuals with the data protection needs of organizations. While
individuals (natural persons) have data and care about their privacy, organizations with data have
concerns around intellectual property protection, generating value from their data, and have the need
for confidentiality.

The privacy of individuals as well as IP protection and confidentiality of organizations are their
respective rights. Such rights, along with other rights and obligations, are derived from applicable laws,
regulations, contracts, ethics, customs and culture. Most often, such laws, regulations and contracts are
local. This document however provides a core, common taxonomy that can be used internationally to
help harmonize data considerations and operations to satisfy regulatory, contractual and operational
needs of organizations.
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8.4.3.7.5.2 Rights and obligations

Laws, regulations, contracts, ethics and local customs are sources of rights and obligations of
individuals and organizations. However, to support data use statements, those rights and obligations
cannot be marked into the data sets as attributes. They vary from the perspective of the CSCs, CSPs
or CSNs, and also vary from region to region and contract by contract. The attributes assigned to each
data object need to be independent of those regional variables.

Rights and obligations can be expressed in data use statements using the taxonomy provided in this
document, as well as any extensions of it.

Note that the data use statements in this document use the attributes used in the core taxenomy, along
with the data use statement structure. The rights and obligations of individuals and organizations are
rjot captured in this document. They are described and considered outside the core taxendomy since they
dre derived from laws, contracts, ethics and local customs and will vary from region.to region| What is
Harmonized however is a common taxonomy that can be used to express, with sufficient precipion, the
viarious rights and obligations worldwide, and used to negotiate contracts, edi¢ate the regulators, and
use in transparency and explainability.

§.4.3.7.5.3 Building new composite facets from legal control data‘facet

oy

n important concept relating to data objects concerns the entities who have control over thpse data
bjects. This concept enables the classification of data objects irito:

o

— individual data (3.4.1)

- organizational data (3.4.2)

- public domain data (3.4.4)

Hach of these classes is described in turn in.what follows.

]

hdividual data is a class of data objects,under the control, by legal or other reasons, of a natural person.
ote that such data may or may not centain PII.

o~

XAMPLE A bird hobbyist who(photographs birds in the wild may have a wildlife photo collection fhat does
ot necessarily bear any of his or her PII. Similarly, someone who collects digital maps of nature trails nay have
pmpiled a large collection that-he or she values, but there may not be any PII in such collection linking them to
he collector.

a0 D m

o]

hdividual data is a cdmposite facet that can be constructed by using the element “individual” from the
boal entity data facePand combining it with a desired element from the legal means data facet} such as
opyright or privacy law, depending on the scenario at hand.

Q=

Note that custemer content data is individual data when the CSC is a natural person.

rganizational data is a class of data objects under the control, by legal, contractual or other feasons,
f am organization. An organization can be a for-profit company, a non-profit organization, a 5)ublic or

oVernment agency, a non-governmental organization or an international organization, and can be
mall, medium or large.

(2Bl Nlen)

Organizational data is a composite facet that can be constructed by using the element “organization”
from the legal entity data facet and combining it with a desired element from the legal means data facet
such as patent, trademark, copyright or contract law, depending on the scenario at hand.

Note that customer content data is organizational data when the CSC is an organization. Cloud service
provider data (ISO/IEC 17788) is always organizational data by nature.

OPD is organizational data whose protection is required based on the policies established by governance
of data processes. Notice that every organization has policies that govern the data under their control.
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Note that organizational data can contain both OPD and PII and both of these require protection in
various ways. OPD is likely to contain material requiring confidentiality or containing intellectual
property and can cover a wide range of material including financial data, trade secrets, copyright
information, product designs and software. PII can concern individuals who are members of the
organization (e.g. employees) as well as individuals who are not members of the organization (e.g. sales
leads, customers or the population at large).

Public domain data is a class of data objects over which nobody holds or can hold copyright or other
intellectual property. As a result, any natural person and any organization may make use of public
domain data without restriction license or contract

Data be¢omes public domain because someone puts that data into the public domain, or because anly
rights oyer the data has expired.

8.4.3.7.5.4 Co-controlled data

Subclause 8.4.3.7.5.3 describes cases where control of data unambiguously belongs te ©he party. There
are also|cases where control of data in fact belongs to multiple parties at the saifie time. It is also the
case thalt classes of data objects exist where different control regimes apply to@ifferent data elements
within the data objects. Broadly speaking, these situations are termed co-comtrol of data.

Co-contfol can involve multiple organizations, or it can involve multiple nhatural persons, or it ca
involve & mixture of natural persons and organizations.

-

One casg of co-control involves an organization processing data-g¢entaining PII. In many jurisdictions,
the PII grincipal (a natural person) has some level of control overthe PII in the data, in addition to t

control the organization has over the data. For example, théRIH principal can control what processi&E
the orgdnization performs on the PII. Or the PII principal’can have operational control to update dr
delete the PII.

Another| case of co-control involves data shdring between two or more organizations (see
ISO/IEC|237519for more details on data sharing)."In this case, the organization providing or owninjg
the datajcan impose limitations on the control the receiving organization has over the data, by means of
a contragt in the form of a data sharing agreement.

Other examples of control over data between individuals and organizations can arise from laws and
regulatipns such as consumer laws:..Between organizations, shared data can be subject to limitation
such as ¢onfidentiality obligations.

[72)

o

Co-control of data is becoming ‘increasingly common. Ever more data are being created or collecte
and its yalue increasingly dépends on the data being shared between individuals and organizations g
betweer) multiple organizations.

—

Data attfibutes in particular need to be associated with at least one of the parties involved in co-control
reflecting the petspective of that party with respect to that data. However, in the scenarios involving
co-contyjol of data, attribute values representing each co-controller can be applied.

8.4.3.7.5.57 Change of control over the data lifecycle

Whether data are individual or organizational, and how many organizations can claim a given data
object as their organizational data, can change over the data lifecycle.

EXAMPLE When a person snaps a photo on her phone, she has created a data object that is her individual
data. She may then upload that photo to a social media service, in which case depending on the service’s end-
user licensing agreement, the organization providing the service may obtain partial or full control of that data,
making the photo organizational data. The provider is then permitted to perform data processing or analysis on
that photo, for example as part of training an image recognition algorithm. The trained ML model would itself be
organizational data, even though it was developed based on the user’s photo, along with many others’ photos.

4) Under preparation. Stage at the time of publication: ISO/IEC CD 23751:2020.
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The lineage of data is important in establishing its provenance and is useful in establishing the data
control regime, see Clause 11. When data are created, its provenance can readily be established by
examining how it is created. If data are created by an individual, the data are individual data of if the
person who created it was acting as a private individual. But if that same person was an employee of an
organization and the data was created as the work done by the employee for the organization, the data
are typically organizational data, under most employment contracts.

The user could share the individual data with an organization, under an implicit or explicit license,
or data sharing agreement. The organization views the shared copy of data as its organizational data,
gain _subject to the agreement with the user who shared the data

]

h the case of data created by an employee during the course of work done for the employerthe|data are
rganizational data at the time of creation, again based on a typical employment agreement.

o

[}ata can be individual and organizations at the same time. The person who originally created [the data
Views it as the person’s individual data, with or without the PII present in it. SFhé organizatjon with
which the person chooses to share the data under a data sharing agreement would subsequenitly treat
its copy of the data as its organizational data, if the data sharing agreement used between th¢ person
and the organization provides the organization with a degree of control efthat data, and rights|to using
that same data.

[wo organizations can also share data with one another. For example, a movie studio could pfoduce a
ovie which can then be licensed to a distributor. In this case batl the movie studio and the digtributor
ould treat the movie as their organizational data. The movie studio is the creator and has fyll rights

and control of the movie. The distributor, being another/organization, has obtained the |right to

distribute the movie to theatres or online streaming services, under an IP licensing agreemgent. The
greement gives the distributor certain rights, contrel.ahd rendering the movie as organizatignal data
df the distributor.

[he movie streaming service also obtains theimovie under a clearly negotiated licensing agfeement.
[he agreement provides the streaming seryice certain rights and associated controls over the movie.
or example, the right to stream the movie to its users for a negotiated fee, and the right to| offer to
download the movie for offline viewing*for a limited time period. The level of control and the rights to
the data are different for each organization, but the movie is the organizational data of the conlpanies.

[he provenance of the data can betraced by examining the data lifecycle from the point it was created.

.4.3.7.5.6 Legal control of organizational data

hen an organization. acquires data, the copies that it holds become organizational data for which
the organization assumes both control and responsibility. This acquired data may come wjth legal
donstraints, either’ explicit (such as a license from a copyright holder or distributor) or|implicit
donstraints (Sueh a regulatory obligation under privacy or data protection law). Legal corstraints
emain withithe data throughout its lifecycle in the organization.

Ih thewedse of organizational data which contains PIJ, the copies held by the organization are trjeated as
rgamzatlonal data, taklng into account the legal obllgatlons applylng to PII in the relevant jurikdiction.
controls
over thelr PII. The General Data Protectlon Regulatlon (GDPR)[17] glves the user the right to request
update or deletion of the PII.

Both an organization and a person could have rights and control over copies of the same data, termed
co-controlled data. Such data can be individual data and organizational data at the same time, although
the rights and control could differ between the parties concerned.

In the case of data which contains intellectual property of another party (such as copyright), the copies
held by the organization are organizational data, but are always treated according to the governing
license or data sharing agreement under which the data was received.
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The organization is responsible for exercising appropriate control and protection of all organizational
data copies that they hold. The legal constraints applicable to any specific element of organizational
data as mentioned above frequently determine the nature of this control and protection. Also, the use
to which such organizational data can be put is often limited by such legal constraints.

Some data processes within the organization create new organizational data based on the original
data, that is not subject to the original legal constraints, such as anonymisation or aggregation of data.

Control of data could be derived from more than one set of legal concerns, for example copyright and
intellectual property laws as well as privacy laws that could govern who has control of the data, the
nature df control, and restriction on their rights. It is possible to have complex scenarios involvingthie
rights and associated controls of copies of the same data held by a person and multiple organizations,
all at thg¢ same time.

(s

There cguld be more than one set of laws imposing external constraints on control of data.”Copyrigh
laws andl privacy laws are examples of such simultaneously applicable legal frameworks:

8.4.4 [Use of data facets to describe data taxonomy

The datq categorization hierarchy in this document combines two facets of data‘into a composite facet:

1) Cloyd service provider data, cloud service customer data or cloud sexvice derived data (based op
the fontrol facet in a provider/customer relationship).

2) TypE of data based on the nature of its content (data category-facet).

For poifit 1), there are three elements and associated attributes (e.g., CSC_DATA, CSP_DATA, an{d

DERIVEP_DATA), and for point 2) above associated attributes such as BROWSER_HISTORY and

TELEMHTRY can be used. Note that any categories listeddn 8.2 can be used here.

NOTE When CSC is a natural person, cloud servicescustomer data is also individual data, by definition.

Similarly} when the CSC is an organization, the cloud customer data is organizational data.
Note thgt by definition, CSP Data is always organizational.

Derived|data, by definition, is “objects(under cloud service provider control” (ISO/IEC 17788:2014,
3.2.13), hence always organizational data.

9 Data processing and useé categories

9.1 Overview

[om

In order|to understandthe processing and use that is made of data which flows between devices and clou
services| it is useful\to consider the various categories of data processing that can take place, the categorig
of data yse that-can occur and the scopes of the processing and use (essentially what capabilities, clou
services|and parties may be involved). This clause examines each of these topics in turn.

= Wn

9.2 Data processing categories

9.2.1 General
This clause describes some of the data processing techniques found in the devices and cloud services

ecosystem. These data processing techniques include transformations of the data content and
movement or storage without transformation of the content.
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The data processing and transformation taxonomy is extensible and supports the description of the
processing techniques for handling data in the devices and cloud services ecosystem and highlight
areas relevant to data privacy.

NOTE Additional information about the processing techniques relevant to storage security can be found in
ISO/IEC 27040.

Throughout the data lifecycle, processing techniques are applied to a set of data independently or in
combination with each other to achieve specific goals. Each technique can be performed either by a
single entity or by multiple stakeholders.

9.2.2 Data partitioning

9.2.2.1 General

[Jata partitioning refers to the approach of splitting a set of data residing in a single location or database
hto smaller logical units, called partitions.

—

ata partitioning is used within cloud services to process very large data’sets by placing releviant data
loser to each member of a set of distributed processors. The resultantdata partitions can, for ¢xample,
e stored in different datacentres running a single distributed database system, which raises igsues for
olicy and practice that assumes a single location for a data set.

he two main approaches to data partitioning are horizontal and vertical. Hybrid partitionig refers
b the method of combining horizontal and vertical partitions by applying them in any sequenge to the
ame data set. Partitioning data vertically may be effegtively used to strip sensitive informatjon from
he data before sharing the data with other parties.

& W = oo =

9.2.2.2 Horizontal partitioning or sharding

horizontal partition, also commonly known as sharding, is a subset of full records from theforiginal
atabase. The values of the attributes of(éach record in the partition satisfy a certain logical cpndition
efined by the specific partitioning opération. In the relational database example, a horizontal partition
5 a subset of rows from the originalitable satisfying a logical composition (i.e. using AND and OR logical
perators) of one or more selection’operators on the original table.

O = Q. Q. o

\0

.2.2.3 Vertical partitioning

vertical partition cdntdins all records from the original database, but with only a subset of aftributes
.e. columns) as definied by the specific partitioning operation. In the relational database expmple, a
ertical partitionwould contain all rows from the original table but containing only a subset of ¢golumns.

< —

9.2.3 Data’integration

—

ata integration is the process of providing a unified view from multiple data sets. Informatjon from
hultiple data sets can be combined in a number of ways, each of which has its own terminolpgy. The
f‘nl]m/ving are a few commaon pynmplpc

=

— Data association, where individual records from one data set are linked to data records from
another.

— Data aggregation/Data consolidation, where records of the same type, but from different data
sources are combined together into a single data set.

— Data accumulation, where data arising from a single source is kept over time to create a history of
how the data values are changing.

These distinctions are helpful in explaining what an application or a cloud service is doing with data.
For example, data linkage can create sensitive data from two seemingly innocuous data sets. Data
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accumulation can uncover deep trends in usage and other behaviour. Overall these processes create
new insight, potentially for both the CSC and the CSP.

9.2.4 Data fusion

Data fusion is the process of combining information from multiple data sets followed by reduction or
replacement, which results in a single improved data set, such as a data set with more confidence or
more relevancy.

The terminformation fusion is SYNONnymous with data fusion_hut mighf imp]y a highpr semantic level

than dafla fusion. Other terms associated with data fusion are decision fusion and data combination(

Data fugion is used throughout the devices and services ecosystem, notably for machine leéarning
related fo users, processes and resources.

9.2.5 Pataimprovement

The progess of improving the quality of information comes in a number of categornies, including:
— datq standardization: getting data into the corresponding fields in a data-structure;

— datq validation and correction: testing for valid values and fixing any that are not valid;

— datgd enrichment: filling out missing data;

— datq de-duplication: matching duplicate records for the same person/thing and creating a single
consolidated record from the duplicates (policies may besheeded on how to automatically resolvie
disdrepancies in the event that they have different values);

— datg pruning/disposal: removal of obsolete data.

9.2.6 Encryption

Encryptfon can be used across the devices,and cloud services ecosystem to protect data. Encryptio
techniquies that can be used include encryption of data at rest and encryption of data in motion. Fo
more information describing these techniques, see ISO/IEC 27040.

=]

9.2.7 Replication

=}

Replicatfion refers to the practice of creating and maintaining multiple instances of the same informatio!
typically for failure recoyery! In the devices and cloud services environment, replication has also bee
used to|speed access to information by locating instances of the same information in geographics
proximify to its usage:

— =

9.2.8 Pata Deletion

9.2.8.1 | ‘General

Originally, deletion of data was designed and used mainly to allow reuse of permanent storage. Today,
in the devices and cloud services ecosystem storage cost is dramatically reduced and the focus is on
deletion of data as an important activity in data protection[13],

Various technological approaches can be used for data deletion. They differ in their properties!1el, such
as the physical granularity of data to be deleted, accessing or processing (e.g. deleting) the metadata
and the latency until the complete result of the deletion operation is achieved.

An additional important aspect of data deletion includes tracking the flow of data through its lifecycle
in the (distributed) system and the deletion of specific information as necessary. This can require a
complex system design due to data replication, partitioning and other processes. An additional level of
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complexity is introduced if the deletion of information based on the identification of specified data is
required.

Deletion of electronic data falls under two broad categories: “data deletion” and “secure data deletion”.

9.2.8.2 Secure data deletion

Secure data deletion refers to the process of irreversible destruction of electronic data so no party (such
as the data subject, the data processor, any authorized or unauthorized third party, or any malicious
fnr) is rnpnhlp of recovering the data from the cycfpm[m]

.2.9 Re-identification

\0

e-identification is the process of linking the information from a de-identified data set to a particular
ata subject. Re-identification creates a new data set containing information linked to some or all of the
ata subject’s records in the original data set. It is possible to achieve re-identificdtion by using|the data
htegration techniques described in 9.2.3.

- o, . o

=]

he resultant information about the data subjects may not be identical te‘gr consistent with the|original
ata due to potential distortion of data in the course of its de-identification, re-identification| or both
gdrocesses.

(oW

9.3 Data use categories

A0

.3.1 General

pplications and services use data in complex ways to provide capabilities that appear quite simple.
or example, a capability on a mobile device that provides travel directions in response tp verbal
ommands, an everyday interaction between‘humans, requires a very complex interaction petween
he application and support services that provide speech recognition and map data. Furthernpore, the
ata transferred and stored between theyapplication and the services is useful in many wayq beyond
roviding the directions: it could also be‘used to improve the overall performance of the speech engine,
r to improve the targeting of advertising, for example.

o4 Q. o o T

0 increase understanding and' trust, providers seek to use commonly used, non-technical words to
escribe use of the data. These common terms may not have the same meaning for the user{and the
rovider. The following clausés define the accepted meaning of common terms in the context of th¢ devices
nd cloud services ecosystém and any additional scope information needed to fully explain the uge.

—

sing these terms‘in‘data use statements and referencing clear definitions in this document allows
droviders to make-simple data use statements, yet provide transparency about the specifics of data use
tp customersspolicy makers and regulators.

Unlike seope definitions, use definitions do not build on each other, e.g. use of “improve” does not imply
provide’. A more specific definition does not imply any other use, e.g. “share with third-party partners
nd”data processors when necessary to provide the service” does not imply any other sharing of the

”

Each use of data should have an explicit data use statement. A statement can include multiple uses for a
specified scope and data category, e.g. “Account data is used to provide and improve the service.”

Additional “uses” and verbs can be defined to extend the data use categories described in this document.

For definitions of data use, source scope, use scope and result scope, see 10.2.1.
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9.3.2 Provide

9.3.2.1 General
Provide means the use of specified data categories:

— from the source scope by an applications and services scope to provide and protect the current
capabilities of a results scope;

— to communicate with the customer about the status and availability of the current capabilities of
the result scope;

— inclfiding providing support for the result scope and to protect at a minimum the specified’datp
catdgory from the source scope.

o

Provide tan include the use of specified data categories to protect the rights and propexty:of the clou
service provider and to prevent loss of life or serious injury to anyone. For example:

Examplg 1:

[%)

Thiq cloud service uses derived data only to provide the cloud services defined in the cloud service
agréement.

[oN

NOTE 1 | In this example, use of derived data is restricted to provide the Service contracted for in the clouy|
service agreement, including operational support system (0OSS) and business.support system (BSS) for exclusivel
those seijvices. In the case of a single contracted service, “This application” or “This service” can also define th
scope (see 9.4.2.3).

o<

NOTE 2 | The data use statement structure used in this example,is described in Clause 10.

In the cfse where a single scope is involved, provide also means to protect the customer content da]
that exigts within this scope and to provide and comimunicate with the customer about the status an
availability of the current capabilities of this scope:

[oFW)

9.3.2.2 | Provide operational support foricontracted service

[om

This usage is related to the acquisition, processing and storage of data about the usage of a clou
service (derived data) contracted by.a specific cloud service customer in order to operate and proted
the systems and processes necessary for the provision of this cloud service. This includes:

(i

— seryice usage data to be used for capacity planning;
— monitoring of user.behaviour to identify potential attackers and to perform forensic analyses;
— loggding data for.system and network maintenance and optimization;

— corffelation-of'Service usage data and system events for fault tracking and root cause analysis.

9.3.2.3 | improvement of business support for contracted service

This usage is related to acquisition, processing and storage of data on the usage of contracted services
(derived data) being used for business support related to this service. This includes:

— evaluation of service usage data to determine user preference about use of the current capabilities
of the services contracted for in the SLA;

— financial controlling, budgeting and resource planning.

9.3.3 Improve

Improve means to use specified data categories from the source scope to improve or increase the quality
of the existing functional capabilities of the result scope.
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Improve can be used with a single scope. In this case, it means that data acquired or created by
applications and services in the scope is used to improve the existing functional capabilities and to add
new capabilities to the scope, available to all users.

9.3.4 Personalize

Personalize means to use specified data categories from the source scope to change the presentation of
the capabilities of the result scope or to change the selection and presentation of data or promotions
accessed through the capabilities of the result scope to be specific to the user, based on information

dOUT Cl a OOy daPp d U da Cl V Ul UPTY

The same changes may apply to multiple users, for example all users of a particular customer|or all of
the users sharing common characteristics may receive the same changes.

ersonalize can be used with a single scope, in which case data acquired or created by applicatjons and
ervices in the provided scope is used to change the presentation of the capabilities of that scope or
b change the selection and presentation of content by the applications and services in the scdpe to be
pecific to a user.

W ot »n Ny

lwl

xample 2:

Customer content data from this service is used to personalize cloud service provider’s servicef outside
of the services listed in the cloud service agreement.

xample 2 describes personalizing of services unrelated.to the contracted service based on psage of
ustomer data regarding the contracted service to improve services that are not contracted by the
ustomer. Since data on service usage provide information on the preferences of the cloud seryice user,
heir collection and correlation with other data sousces can be used to trigger, maintain and improve a
irge variety of supplementary services. This incliides use of other services, not explicitly contrpcted by
ser, as listed in the following examples.

S o O

1+ The usage of location data from mobile devices to provide location-based services to the user
according to his or her past behaviour.

4+ Add-on advertisement servicesibased on search engine queries, combined with data on pgast user
behaviour.

NOTE The data use statement structure used in this example is described in Clause 10.

9.3.5 Offer upgrades or upsell

o

ffer upgrades or-upsell means to use specified data categories from the source scope to off¢r to the
ustomer increased capacity or resources for the capabilities of the result scope or new cagabilities
urrently outside of the result, in exchange for compensation.

QO

The souree of new capabilities may be defined as a scope. For example: “...to upsell capabllities to
dustenters from any of our products and services.”

C[[ <L LL - 41 AL ades £ 41 £ 1 1 41
fferupgraaes o upsen reqtires—tneaetintioir ot tnepersoirorgrotup ot peopre-wno—aretie target
audience.

9.3.6 Market/advertize/promote

9.3.6.1 General

Market/advertize/promote means to promote specified products and services to users or customers of a
results scope based on data from the source scope.

Promotion is targeted at an individual or a group of individuals. Market/advertize/promote requires the
definition of the person or group of people who are the target audience.
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9.3.6.2 Promote based on contextual information

Market/advertise/promote based on data derived from the use of the current capability or based on the
services and application scope, without the use of data derived from the user’s prior use of the services.

9.3.6.3 Promote based on personalization

Use specified data categories from the source scope to change the content of a promotion to the result
scope to be specific to the user. The same content may be presented to multiple users, for example, all

users of acustomerorall of the users sharing a profile mav receive the same changes
5T o4 =]

9.3.7 PShare

9.3.7.1 | General

Share mieans to transfer specified data categories from the source scope to an entityyother than the
cloud s¢rvice provider of the source scope. This entity may be defined as the cleud“service providgr
of a resylt scope, e.g. “... share pseudonymized operations data with cloud servite-providers of similar
commerfcial cloud services.”

Examplg 3:

Thid service shares customer content data with third parties.

Y]

This example is a poor use statement in that it does not provide clarity of the purpose for which the dat
are beinjg shared nor of the extent of the data being shared. CSPs are strongly encouraged to provide g
much ddgtail as possible in data use statements so that it is“clear to the CSC what is being done wit
which data.

-

NOTE 1 | The data use statement structure used in this example is described in Clause 10.
Cloud sdrvice providers should specify a purpose,for sharing data by including a use definition.
Examplp 4:

Thig service shares payment instrument data with third-party partners and data processors to provid
the gloud service.

[

This example adds some clarity tojhow retail services provide payment instrument data (i.e. credit card
informafion) to third parties(for example for billing purposes, for the specific purpose of providing thie
service.

NOTE 2 | The data usestatement structure used in this example is described in Clause 10.

Cloud s¢rvice providers should use scope characteristics (see 9.4.3) for the source scope and for thie
receivinig entity-or'result scope to further specify the sharing.

Cloud sgryice providers should include a description of the network connection between scopes (s€

9 4 4_) fO lovriina tho ctatomaont ctructnro docerihod in data ch
e & 1WA EHHe-Stateie e SHuetdre-aeserbea - aata- SR See o=

[}

9.3.7.2 Share when required to provide the service

There are conditions where CSP are required to share data: by contract, applicable laws and regulations,
resulting in the transfer of specified data categories to third parties to provide the service. This can
include sharing data to comply with applicable law or respond to valid legal processes from competent
authorities, including from law enforcement or other government agencies and providing data to law
enforcement to protect the service and uphold the terms governing the use of the service. This use
statement only includes the use of data provided by the third parties to provide the services in the scope.
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9.3.8 Collect

Collect includes collecting, preparing, pre-processing and storing specified data categories from the
source scope in preparation for other uses such as training machine learning algorithms.

9.3.9 Train (Al system)

Use the specified data categories from the source scope to train, retrain or test an artificial intelligence
(AI) system. The Al system can use machine learning technologies, or it can use other technologies.

(loud service providers describing the use of data to train Al systems should include acstiatement
dddressing the extent to which individuals are directly identified in the resulting Al-system. The
data identification qualifiers in 8.3 could be used as the basis for this description. If there’is RII in the
resulting Al system, then additional statements are likely required, e.g. about data reténtion pgriods.

2O

4 Scopes: Boundaries of collection and use of data

\0

4.1 Scope concepts

he term “scope” as used here provides a way to clearly describe the boundaries of collection{and use
f data in the devices and cloud services ecosystem. In the example declaration given with Figure 7,
he scope increases from data collected in a specific capability (for example, a single web pagg) to use
f the collected data by any capability in the service, the results of that use may be used to proyide any
ervice agreed to in a service agreement.

W o o O

he scope typesin 9.4.2 are arranged to describe an ingireasing extent of a CSP’s products and $ervices.
igure 5 illustrates the idea that each definition encompasses a greater extent of the servjces and
roducts. CSP can simplify use statements by combining scopes with individual elements, for pxample
y extending a scope: “...the services listed in the cloud service agreement plus our ad-funded s¢rvice...”,
r by providing a scope with an exception “:@ll our services except for the following services intended
br children...”.

bollollionolllesil—)

sing a single scope type to encompass multiple scope uses can simplify use declarations, however
are shall be taken to ensure the-statement reflects the actual use. For example, using “capapility X”
s the scope as a simplified scope-Statement, i.e. “capability X uses customer data from capabllity X to
ersonalize” means the capability is restricted to use of data entered while using the capabijlity and
he personalization only dpplies to the capability itself. If data captured from use of the capability is
sed to personalize other-capabilities, the correct declaration is “capability X uses customer data from
apability Y to personalize the service”.

Q c o= O o

]

hird parties tothecloud service customer and cloud service provider relationship define a distinict scope.
9.4.2 Scepe types

9.4.2.% General

g1 2] ol d L3 Ph IS 1 33ade dod & | ) PRI PRI [N | 1d aedes fh
T STU UL STLUPTS UTTHITU TIT LIS LiIdUsST dI'T HHITTIIUTU TtU TTPIALT HHIUILIPIT TIIUIVIUUGD UTSLTTPUIU SO t e

included applications and services.

The scope definitions can be used to define the applications and services associated with data use.
The definitions are listed in increasing breadth of scope and the wider scopes include the narrower
scopes, except for “third-party” items which exist in an independent scope. Capabilities are parts of
an application or a cloud service, which in turn may be one of the covered services listed in the service
agreement.
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9.4.2.2

A capab

shall be| given a unique name and shall be clearly séparated from other capabilities of the sa

applicat

CSP products
and services

CSP services

Covered
services in CSA

Application
or service

Capability

Figure 5 — Increasing levels of scope

Capability

lity is some part of the functionality of a cloud service or associated application. Each capabilitly

on or cloud service, so that any data use statements which are made can clearly denote the da

which islentered into the capability, acquired by the'c€apability, processed by the capability or output b
the capgbility, when the capability is used. The €xpression “this capability” may be used to specify t

capabili

service $hould also qualify the capability name, if there are multiple applications or cloud services.

9.4.2.3

This sca
of data,
service,
applicat

The exp
unambig

9.4.2.4
This ref

y when the use of the term is unambiguous. For clarity, the name of the application or cloud

Application or service

pe includes the applicdtion or the cloud service that is involved in the entering or acquiring
the use of data or thé hesult of use of data. Where there is more than one application or cloud
each should be givén a unique name which should be used in order to be clear about which
on or cloud service is being discussed.

ression “this service” may be used to specify the service when the use of the term is
FUOUS.
p

Services listed in the cloud service agreement

ers to any of the cloud services specified in the cloud service agreement that applies to the

application or service that provided the data.

9.4.2.5

Cloud service provider’s cloud services

This refers to any of the cloud services provided by the cloud service provider, including but not limited
to the cloud services covered by the cloud service agreement.

9.4.2.6

Cloud service provider’s products and services

This refers to any product or service from the cloud service provider.

42
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9.4.2.7 Third-party product and services
This refers to any product or service from entities other than the cloud service provider.

NOTE For use statements about sharing data (see 9.3.7), "third-party" is used to denote an entity that
provides data from a source scope or receives data as a result scope.

9.4.2.8 Third-party and data processors

This refers to third-party entities that are contractually bound to uphold the commitments in the
doud service agreement made by the cloud service provider. This includes PII processors as-d¢fined in
IFO/IEC 29100.

9.4.3 Scope characteristics

9.4.3.1 General

(Jloud service providers should include descriptions of additional characteristics of a scope when
rlecessary to fully describe a use, for example, additional information abgut the source scope ($ending)
and result scope (receiving entity) are required when used in sharing statements (10.2.9).

\0

4.3.2 Guaranteed capabilities of a scope

loud service providers should describe any guaranteed-fapabilities of a scope necessary to|support
he use statements. For example, data transfer may only be permissible if a receiving entity ir a share
D.3.7) use guarantees the data will be encrypted at rest, or that the entity can respond to a request for
eletion.

Q. & M

A0

4.3.3 Controlling entity of a scope

loud service providers should describe,the entity controlling the scope necessary to support the
se statement. If no additional specification of the entity is provided, then cloud service provider is
ssumed to control all scopes, exceptfor third-party product and services (9.4.2.7) and third-pprty and
ata processors (9.4.2.8). For thesejscopes, any third party may control the scope.

Q. o O

\0

4.3.4 Scope location

loud service providers,should describe where data in the scope resides. The precision on the|location
hould be sufficientZt¢"support other descriptions such as clause 9.4.5. If no location is provjided the
ssumption is thé-¢ontrolling entity of the scope is an international organization, and the data may
eside in any loeation.

= Q0 oM™

=z

OTE 1SO/IEC 27701:2019, 7.5.2, presents an example of a need to document the location of a resulf scope at
he precision of a specific country.

ot

9.44 Network connection between scopes

9.4.4.1 General

Cloud service providers should include a description of the network connection between the source
scope and the result scope when necessary to completely describe a use. For example, a statement about
sharing data types (9.3.7) may include a description of the network connection between the source
scope and the receiving entity (result scope).

9.4.4.2 Guaranteed capabilities of a network connection

Cloud service providers should describe any guaranteed capabilities of a network connection
necessary to support the use statements. For example, a network connection may be guaranteed to
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provide adequate performance, or be guaranteed to protect data crossing the network connection with
encryption. The guarantee is assumed to be made by the controlling entity of the source scope unless
otherwise described.

9.4.5 Control of source scope over result scope

The cloud services provider should describe any means of control it has over the use of the data types
by the results scope. For example, a cloud services provider that shares data with a third-party data
processor (9.4.2.8) has legal control through a contract over the processing by the third-party. In other
cases, meastresstehrasencryptiomrmay-tmitthephysteal-eontretentittesintheresultseope-haveover
the data|

10 Data use statements

10.1 Oyerview

Cloud sdrvice providers need to describe how different categories of data are used\in cloud services and
the assofiated applications. A transparent description of data use helps to resolve-€Concerns about mult
tenancy]| privacy, confidentiality, intellectual property rights and data location. There are a number (
reasons|why cloud service providers use data differently than is the casg with on-premises IT systems
Primarily, continuous process and service improvement is an essential characteristic of mobile an
cloud computing and much of that improvement is based on machinelearning and automated adaptatio
of the sqrvices based on data as it flows through. In addition, many.mobile and cloud service provider
are funded though commercial use of some of the data flowingthrough the services.

=)

="

In term$ of PII processing, a CSP is a PII processor when, it processes PII for and according to the
instructjons of a CSC. This case happens frequently in:practice. However, for certain types of cloud
services, a CSP could be a PII controller, in particular for cases where the CSP processes PII in order tp
achieve jts own purposes, and especially for cases where the end user is the cloud service customer fgr
consumer-oriented cloud services.

Cloud sqrvice customers and regulators require a clear description of how the cloud service providg
uses eadh category of data. This clause provides a structure for data use statements within the device
and cloud services ecosystem that can be-tised to provide consistent descriptions about the use of data.
Data us¢ statements can be extended\and may use additional taxonomies of use.

wn =

The dat4 collected from the usersymay be used to provide, maintain, enhance and potentially monetiZ
the clouf services. Having a s§tructured way to express how such data are collected, processed, store
and usef will improve consistency and transparency for cloud service customers, the cloud servig
providers, regulators and’other stakeholders. Such clarity is necessary to provide better governance d
data an( its usage.

= T ©®

NOTE ISO/IE€ 38505-1 identifies and examines higher level governance concerns regarding the use of datfa
which is felevarntfrom the perspective of governance of data.

An objedtive of this document is to improve transparency in describing data flows and to reduce the risk
of confuston—Thedatataxonomy, dataidentificationqualifters;, dataprocessinganddatausecategories
described in Clauses 8 and 9 can be used by CSPs, CSNs, or CSCs to create data use statements. This
document can be used to define naturally formed, complete, unambiguous and structured sentences
in order to add clarity and transparency in communication between the CSP, CSN and CSC and cloud
service users. There are multiple ways to achieve this. This document provides one way to define
descriptions, guidance and examples for the definition of data use statements. Guided by this document,
itis possible to reduce the risk of incomplete or poorly drafted data use statements.

The data flows described in 7.4.3 can provide an approach to the creation of data use statements which
describe how particular categories of data are processed and used in the devices and cloud services
ecosystem. Data flows can identify the source of the data and its destination or target. The functional
components identified in 7.4.2 can be useful for describing the source and target. It is also important to
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recognize that data processing can be conducted by a particular component, but that the output from

that processing can affect one or more other components.
10.2 Data use statement structure

10.2.1 Structure definition

Complete descriptions of data use should include specification for:

-Fdata user the data uUsed, a5 a mamed data etemernt tiat botit CSPanmd €CSCTeCcogniZE, O Spe
some level in the taxonomy of data categories as described in 9.3;

-+ source scope: the source of the data. The source may be directly specified (i.e. “video |
camera”) or with a scope of applications and services (see 9.4.2.3);

-+ use scope: applications or services that are using the data;

- result scope: the collection of elements changed, as a result of the datause.

o)

.4.2.3 provides definitions for collections of applications and cloud“Services appropriate|
pecification of scope.

(%)

ol

igure 6 illustrates the overall structure of a data use statement: Although natural language
ontext of the statement will affect word order, the basic strueture is as follows.

Q

— Data comes from a source in some part of the devices afid cloud services ecosystem (a sourc

— Data are processed or used by a part of the ecosystem (the use scope).
-+ In turn, that processing or use will have an effect on a part of the ecosystem (result scope.)

Since the degree to which data can be linked*to a person is an important aspect of data use,
type may be qualified using the data identification qualifier terms in 8.3.

Data
Source | . Use Res
identification Data from scope | isusedby | scope to the scol
— categories p
qualifier

Figure 6 — Use statement structure (passive)

—

he followingexample follows the structure in Figure 6:

ified as

from the

for the

and the

e scope).

the data

It
e

T o

[Unlinked pseudonymized] [telemetry data] from [this capability] is used by [this service] to [provide] [the services listed in the services agreer

ent]

g 1 [\

Data

identification

Data
categories

qualifier

Figure 7 — Example of use statement structure (passive)

f Source . db Use h Result
rom scope 1s used by scope to the scope

Figure 8 illustrates an alternative structure for a data use statement. It is very similar to the structure
described in Figure 6 with the exception that the natural language structure used is in active form,
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whereas the structure in Figure 7 uses passive form. There may be data use description scenarios and
natural human languages where the use of active form is more desirable.

Data
Use uses |identification Data from Source to the Result
scope qualifier categories scope scope
Fignrp 8 — Use statement structure (ari'ivp)

The example given in Figure 9 follows the structure in Figure 8.

[this sqrvice] uses [Unlinked pseudonymized] [telemetry data] from [this capability] to [provide] [the services listed in the services agreement

Data
Us¢ Source Result
uses [identificati from to the
scopje identification Data- scope scope
qualifier categories

Figure 9 — Example of use statement structure (active)

)=

Some exfamples of data use statements follow:

Examplp 1:

[

The|services defined in the services agreenient use account data from the service that provided th
datq to provide the services defined in the Sérvice agreement.

Examplg 2 is very similar to Example 1.except that the source and use scopes are the same:
Examplp 2:

The|cloud services defined-in-the cloud services agreement use account data from those cloud servicds
to plrovide the cloud services defined in the service agreement.

Examplg¢ 1 has the product and services scope, the source scope and the results scope are all the samie
and an gctual statentent is likely to be simplified to the form shown in Example 3:

Examplg 3:

Accquntdata is used to provide the cloud services defined in the service agreement.

Example 4 represents a more complex example of a statement relating to a data use:
Example 4:

The cloud service provider services use unlinked pseudonymized customer usage data from the query
to improve the cloud service provider services and products.

Real-world use of data can be complex and the description of data use may include multiple data
categories and multiple scopes. In some cases, describing the general use of data with the widest
possible scopes and then providing a list of exceptions may provide a simpler description.
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10.2.2 Describing the scope of applications and cloud services that apply to use statements

Cloud service providers should describe use of data as broadly as possible to reduce the complexity
of the usage statement. In addition to using the most abstract definitions of data categories, data use
statements should use broad descriptions of the application and cloud services that use data or are
affected by data use.

Statements that address the broadest possible set of applications and cloud services reduce the total
number of necessary statements and result in statements that are more likely remain applicable as new
services are offered and new data categories are added.

Hxample 5 shows a broad scope definition in a data use statement:
Hxample 5:

The cloud services covered in this agreement use user location data from these cloud services tg provide
the cloud services.

eneric descriptions of data use require specification of the capabilities, applications and cloud|services
hat constitute the source of data, the capabilities, applications and s€xVices using it and where the
esults of the use are applied. Although the addressed capabilities, applications and services cah always
e listed explicitly, it is frequently clearer to describe a set of applieations and services generjcally by
efining a scope of capabilities, services or applications to which the statement applies.

Q. o= o

b

0.2.2.1 Using single or dual scope definitions

ully expressed data use statements have three scopes.stated: the use scope, the source scopd and the
esult scope. In some cases, where two of the scopestare the same, or where all three scopeg are the
ame, data use statements can use a simplified,format where only one or two scopes are stated, the
ther scopes are inferred.

o wn =

]

[ only one scope is described then it is assuimed to be the same scope for the use, source ard result
cope. In this case, data are assumed to:¢ome exclusively from the use scope and the results of the data
se (result scope) to apply only to thdtiscope.

[l %2}

]

Fonly a source and result scope arespecified, the use scope is assumed to be the same as the sourge scope.

od

OTE Itis not possible to-sensibly use scopes that do not include the cloud service provider, e.g. “partner and
processors” and “third party“as a single scope in communications between a cloud service provider anld a cloud
prvice customer.

w0

(wul

xample 6 represents’a data use statement with a single scope definition:
Hxample 6:
The cloyd services covered in this agreement encrypt end user identifiable information.

Hxample 7 represents a data use statement with a dual scope definition:

E’Xrlmnln o 2

TIrpIC—7=

The mapping service uses user location data to provide the route finder service.

10.2.3 Assumptions about when data are collected and used

Unless otherwise specified, data assumed to come from the current and any past use of the source
scope and its use applies to the current and any future use of the results scope.

In some cases, the capabilities in the scope can be accessed in a single defined session of use and
specifying “current use” is helpful when describing use of data that is not kept after a session is finished.
When just a single scope is defined for source and results, “current” means the data type is not retained
from that scope.
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Example 8 represents a data use statement making use of a timing:
Example 8:

The recommendation service uses user location data from the current use of the mapping service to
personalize the offerings proposed by the recommendation service

It is important to have an unambiguous definition of what is meant by a single session. When using
cloud services through applications, especially on mobile devices, the beginning and end of a session
may be marked by specific actions in the application (e.g. “login”, “logout”). In other cases, the session
might b§ ended by a specified period of Inactivity. It Is assumed that a single session cannot span thie
“partnefs and processors” and “third-party” scopes and the use of “current” should be clearly defined
for thos¢ scopes.

10.2.4 Pefining promotion targets

Data usdge thatresultin presenting advertising or communicating with people for comni€ércial purpose
(e.g. upgrade/upsell and promote) should specify the person or sets of people thatmight be contacted,

[72)

Sets of geople can be defined by combining roles defined in ISO/IEC 17789 (e.g cloud service “user” o
“cloud s¢rvice administrator”) with an application or service scope, for example: “users of this service/.

—

“Customer” or “you” may be used to describe the target of the promotion-when multiple roles associated
with a cloud service customer, e.g. customer, user, administrator, arefulfilled by a single person.

Examplg¢ 9 represents a data use statement which defines a prometion target:
Examplg 9:

The|restaurant search service uses your profiling data-to advertise matching establishments to yo
and|other users of the service in your friends list;

=

10.2.5 Pata types

The datg categories defined in 8.2 are organized in a tree structure to allow a CSP to create clear use
statemehts by defining the broadest possible category of definitions and any applicable exceptions.

Examplg 10 shows a set of data useStatements a service might make to qualify its data use:
Example 10:
1. |End user identifiable'information from this service is used to provide the service.
2. |Organizatiomahidentifiable information from this service is used to provide the service.
3. |Anonymized telemetry information from this service is used to improve all our services.

The thrpe statements in Example 10 are conformant to the data use statement structure in thi
documenhtz-However, these statements can also be stated more clearly by referring to derived datg,
which includes EHamd-Ottand stating theexceptiomrexpticitty Note that the third statementapphiest
all of the CSP’s services.

[72)

Example 11 shows a data use statement equivalent in meaning to the three contained in Example 10,
which is conformant with the data use statement structure in this document:

Example 11:

Derived data from the weather service is used to provide the weather service, except anonymized
telemetry data from the weather service is also used to improve all of our services.

Arranging data types in a tree structure is also intended to allow cloud service providers to make
direct statements about the use of data instead of forcing them to expand definitions of data types. For
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example, a CSP may treat biometric and heath data in the same manner as customer content data, with
commitments to use both data types only to provide the service and by providing features that allow
user control of biometric and health data. However, the CSP may not commit to the same restrictions
of use nor provide the same controls for other categories of EUII. Instead of reclassifying biometric and
heath data as customer content data to reflect the similar policy for both data categories, this document
allows use of the biometric and health data to be specifically declared, as shown in Example 12:

Example 12:

Biometric and health data from the end user device is used only to provide this service. This service
provides capabilities for cloud service users to control the biometric and health data stered in the
service.

Note that unlike data categories or scope statements, use statements are distinct from eag¢h other,
without a tree structure or a nested implied increase in use.

10.2.6 Data qualifiers for data types

This document does not assume any particular use of a category of data islappropriate or inappropriate.
Although it is possible that in a few cases certain data categories do not make sense with spedific data
dualifiers, in most cases qualifiers are appropriate. Customer content‘data can be described yith any
data qualifier, for example an oil service company may upload geographic data that, while extremely
donfidential, does not include information linked to individuals{A'cloud service provider that declares
that it uses customer content data only to provide IaaS serviegs is unlikely to know if the data provided
by the customer is PII unless directly informed, but that i&net assumed in this document and a specific
declaration with qualifiers should be provided.

Derived data, as defined in 8.2.3.1, appears likely to be PII since many interactions with the cloudl service
typically require an individual account. Since direct contact information for the customer is separately
donsidered as account data, OIl may not in faet'include PII. Therefore, data elements of this type may
not require data identification qualifiers. On‘the other hand, end-user identifiable information [EUII) is
hy definition PII, therefore data elementsof this type or its sub-types may require data qualifigrs.
A
a
¢
a

ccount data can be assumed to contain PII information about people holding roles (e.g. cloud service
dministrator) as part of the CSQ. Although it is natural to assume that account information ig used to
rovide the service it can be used in other ways and in broader scopes and use should be declared using
data identification qualifie¥:

loud service provider data is defined to be unique to the cloud service and although it is gxclusive
f EUII, it may contain_other forms of PII and use should also be declared using a data identjification
ualifier.

ualifiers toelarify the degree that the content of the data type is linked to an individual (accqrding to

C

0

g

The descriptionvof data in a description of data use should include appropriate data identification
g

8.3) in the.specific circumstances being described.

Hxample 13 demonstrates the use of a data identification qualifier in a data use statement:

Example 13

The sentiment analysis service uses unlinked pseudonymized cloud service derived data to improve the
cloud service provider’s products.

10.2.7 Examples of statements about data flow in the devices and cloud services ecosystem

Data taxonomy information can also be used to make specific statements about data flows in the devices
and cloud services ecosystem. To make a data use statement about data flow between two elements of
the ecosystem, the source scope or the result scope references a transfer.
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Example 14 illustrates a statement about a location service that has data “sent from the mobile device
by an application” as a source scope:

Example 14:

Pseudonymized precise customer location data sent from the mobile device by the mapping application
is used by the platform cloud service to improve the location service.

In Example 14, data sent from the device is de-identified on the device (note it is qualified as
pseudonymized) before it is sent to the device platform cloud service. This use statement also includes
the devife platform cloud Service as the use scope and 1dentifies the location Service as the result scopé.

An altefnative architectural approach that relies on an encrypted link instead of device-side"de
identifidation can be described within a data use statement using a data processing technique asishow
in Example 15:

=]

Examplg 15:

[SH

Pregise user location data sent from the mobile device by the mapping applicatign that is encrypte|
while in motion using network security is used by the device platform cloudervice to improve th
locdttion service.

[

Data us¢ statements can include a description of the transfer of the data\(“is delivered to the mobile
device” in Example 16). In Example 16, the data use statement about)email data are for the devide
platforn cloud service. The clause about delivery to the mobile devieg.is present to clarify the data floyw
in the dgvices and cloud services ecosystem:

Examplp 16:

Emqil customer content data from the email serviceis*used by the device platform cloud service §
proinote based on personalization third party products and services for users of the email servig
befdre the email customer content data is deliveréd'to the mobile device.

@ O

The data use statement in Example 16 allows‘the use of any customer email to define promotions fgr
any usef. If the email content is used exclusively to personalize the application on the mobile device thie
device becomes the result scope and declaration is as shown in Example 17:

Example 17:

Emdil customer content data from the email service is used by the device platform cloud service tp
perdonalize the mobile deyice email application.

[72)

The data use statement in-Example 17 does not address how the device platform cloud service change
the behaviour of the device, neither does it make any statements about data flow. A second statemer
could clarify the transfer of data as shown in Example 18:

=

Example 18:

)

Pseyydenymized social data from the restaurant service sent from the device platform cloud service {
the device [ng en ntion of the data in maotion i ed hy the maobile device application ta persaonali

the mobile device application capability.

Y

10.2.8 Exceptional use statements

10.2.8.1 General

The data use statements described in Clause 10 are assumed to be true for the entire time of the
agreement between the cloud service customer and cloud service provider and reflect an assumption
that the CSP has routine access to the data categories necessary to execute the data use statements.
Using a specific structure for statements to describe exceptions to stated use add clarity, conformity
and transparency to the communications between CSP and CSC.
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10.2.8.2 Structure

An exceptional use statement relies on the data use statements defined in this document along with
roles and sub-roles described for parties defined in ISO/IEC 17789. An exceptional use statement
defines who has the ability to grant permission to whom to make what use. That granted permission is
the result of some action by the grantor and the permission is granted for a period of time.

Complete exceptional use statements define:

— the entity granting permission (a grantor);

—+ the entity making the exceptional use of the data (a grantee);
4 the exceptional use [a use statement (see 10.2)];
-+ what can cause or is required for the grant of permission to occur (a grant trigger);

—+ how long the grant is in effect (a grant period).

]

he arrangement of these terms varies by context in where they are used,/The pattern for an exdeptional
se statement is shown in Example 19:

(et

Hxample 19:

The [grantor| grants permission to [grantee] to [exceptional use] by [grant trigger.] The|grant is
effective [grant period.]

10.2.8.3 Grantor

—

he term “grantor” represents the entity, such as'd'person or organization that can grant permijission to
fderform the exceptional use. If left unspecified the cloud service customer is assumed to be the|grantor.

10.2.8.4 Grantee

The term “grantee” represents the entity, such as a person or organization that performs the exdeptional
use. If left unspecified the cloud sérvice provider is assumed to be the grantee.

NOTE The role and sub-roledefinitions found in ISO/IEC 17789 may be useful to describe the grgntor and
antee.

0.2.8.5 Exceptional.use

n exceptionaluse’ statement provides additional information to a data use statement (see|10.2) to
dd transparéncy and precision about when data use is allowed. Example 20 shows an exceptipnal use
statement;:

xample 20:

The cloud service customer grants permission to the cloud service provider to provide emergeiicy move
of customer data from this service to another geographical location in case of a natural disaster. This
is effective until the consequences of the natural disaster are dealt with, up to a maximum period of
nine months.

In Example 20, the cloud service customer is the grantor, the cloud service provider is the grantee and
the grant trigger is “in case of a natural disaster”. The grant period is specified.

Exceptional use statements can be used to describe exceptions for a narrower use than those defined
in the data use categories (see 9.3). For example, a grant for exceptional use may be limited to “provide
customer support” rather than the broader use “provide” (see 9.3.2). The assumption is that the more
narrowly defined use is the granted use in this scenario.
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