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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying any“or all such patent
etails of any patent rights identified during the development of the. decument will be in the
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.isp
foreword.html.
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cument was prepared by Technical Commmittee ISO/IEC JTC 1, Information technology,
mittee SC 27, IT security techniques.
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|lback or questions on this documentshould be directed to the user’s national standards body.
e listing of these bodies can be found’at www.iso.org/members.html.

b1l parts in the ISO/IEC 19896 series can be found on the ISO website.
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Introduction

This document provides the specialized requirements to demonstrate knowledge, sk

ills and

effectiveness requirements of individuals in performing security testing projects in accordance with

ISO/IEC 19790 and ISO/IEC 24759. ISO/IEC 19790 provides the specification of security requi
for cryptographic modules. Many certification, validation schemes and recognition arran

rements
gements

have been developed using it as a basis. ISO/IEC 19790 permits comparability between the results
of independent security testing projects. ISO/IEC 24759 supports this by providing a common set of

ta

ne important factor in assuring comparability of the results of such validations or certificati
nowledge, skills and effectiveness requirements of the individual testers responsibleor per
bsting projects.

o X

p—

50/1EC 17025, which is often specified as a standard to which testing facilities egnform, state
hat “Personnel performing specific tasks shall be qualified on the basis of appropriate ed
raining, experience and/or demonstrated skills”.

—

he audience for this document includes validation and certification authorities, laboratory
ccreditation bodies, testing projects schemes, testing facilities, tésters and organizations
rofessional credentials and recognitions.

his document establishes a baseline for the knowledge, skills and effectiveness requirement
EC 19790 testers with the goal of establishing conformity<n the requirements for the trainin
EC 19790 testing professionals associated with cryptographic module conformance testing prj

—_ = =

Annex D illustrates the usefulness of this document by-validators within a validation program.

s is the
forming

in5.2.1
ucation,

' testing
offering

5 of SO/
b of 1ISO/
pgrams.
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Scope

his document provides the minimum requirements for the knowledge,skills and effec
equirements of individuals performing testing activities for a conformance scheme usi
EC 19790 and ISO/IEC 247509.

Normative references

he following documents are referred to in the text in such/a way that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
ndated references, the latest edition of the referenced-document (including any amendments)

50/1EC 17025, General requirements for the competence of testing and calibration laboratories

50/1EC 17825, Information technology — Security techniques — Testing methods for the mitig
on-invasive attack classes against cryptographic modules

50/1EC 18367, Information technology =~)Security techniques — Cryptographic algorithms and
hechanisms conformance testing

50/1IEC 19790, Information technology — Security techniques — Security requirem
'yptographic modules

50/1EC 19896-1, IT security’techniques — Competence requirements for information security tes
valuators — Part 1: Intraduction, concepts and general requirements

5O/IEC 20085-1,~Information technology — Security techniques — Test tool requirements
pol calibrationmethods for use in testing non-invasive attack mitigation techniques in crypt
nodules — Part-1: Test tools and techniques

50/IEC 20085-2, Information technology — Security techniques — Test tool requirements
pol calibration methods for use in testing non-invasive attack mitigation techniques in crypt
nodules — Part: 2 Test calibration methods and apparatus

tiveness
ng 1SO/

content
lies. For
applies.

jation of

security

bnts  for

ters and

and test
bgraphic

and test
bgraphic

ISO/IEC 20543, Information technology — Security techniques — Test and analysis methods for random
bit generators within ISO/IEC 19790 and ISO/IEC 15408

ISO/IEC 24759, Information technology — Security techniques — Test requirements for cryptographic
modules

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19896-1 and ISO/
[EC 19790 apply.
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ISO and
— ISO
— IEC

[EC maintain terminological databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

Electropedia: available at http://www.electropedia.org/

4 Abbreviated terms

AES
HDD
RSA
SHA
SSD

5 Str

This doqument is divided into the following clauses: Knowledge (Clause 5),'Skills (Clause 6), Experiend

(Clause

the knoyledge, skills, experience, education and effectiveness requirements of individuals performinjg
testing dctivities as introduced in ISO/IEC 19896-1 for a conformiance scheme using ISO/IEC 19790 anfd

ISO/IEC

6 Knowledge

6.1 General

Knowledlge is what a tester knows and can“describe. Clauses 6 to 9 address education requirement]

and kno

IEC 247%9.

6.2 Tertiary education

6.2.1

Testers

relevant to the security requirements addressed in ISO/IEC 19790 and the test requirements in ISO
IEC 247%9. The testérs shall at a minimum demonstrate they have either:

a) sucgessfully completed appropriate tertiary education with at least 3 years of study in discipling
rela':ed to IT or IT security; or

advanced encryption standard

hard disk drive
rivest-shamir-adleman
secure hash algorithm

solid state drive
icture of this document

g
/), Education (Clause 8) and Effectiveness (Clause 9). Each clause corresponds to an aspect qf

24759.

[72)

wledge areas that are specifically\needed for conformance testing to ISO/IEC 19790 and ISO

General

Khall have eddcational qualifications such as an associate, bachelor, or higher degree that i

v

[72)

b) experience equivalent to the tertiary education in disciplines related to IT, IT security or IT system
administration.

6.2.2

In addit

Technical specialities

ion to the minimum level of educational requirements in 6.2.1, testers shall have educational

qualifications such as an associate, bachelor, or higher degree that addresses the specific technical
specialities. Examples of specific technical specialities include:

— cryptographic concepts;

— engineering technology;

© ISO/IEC 2018 - All rights reserved
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— electrical engineering;

— mechanical engineering;

— material engineering;

— chemical engineering;

— computer information technology;

— combputer engineering:
I (=] o7

-+ computer science;

-+ computer networks;

-+ cybersecurity;

—+ information systems;

+ laboratory management;

-+ software development and security; or

1+ software engineering.

4.2.3 Speciality topics

et

5O/IEC 19790:2012 and the test requirements inISO/IEC 24759 address the following|specific
peciality knowledge topics. A tester shall, at a minimum, demonstrate knowledge in at l¢ast one
pecific speciality topic.

wn_Wn

oy

testing laboratory shall have knowledge in'all the speciality areas as an aggregate of its technilcal staff.

Y

50/1EC 19790:2012 and ISO/IEC 24759 specify speciality topics:
d) software and firmware develepnient:
1) programming languages (e.g. assembler and high-level);
2) compilers;
3) debugging tools;
4) producttesting performed by vendor:

i) (unit testing;

ii) integration testing;

iii) regression testing;

b) operating systems:
1) installation;
2) configuration;
3) operation;
4) architecture;
5) system hardening;

6) virtual machines;

© ISO/IEC 2018 - All rights reserved 3
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d)

7)

java runtime environment;

hardware development:

1y

2)

3)

4)
ope
iy
2)
3)
4)
5)
6)
7)
8)
9)

cryptographic algorithms, mechanisms and techniques:

iy

hardware embodiments:
i) single-chip;
ii) multi-chip embedded;

iii) mn]fi-r‘hip standalone;

technology:

i) single-chip fabrication;

ii) electrical components and design, schematics and concepts including logic design and HD

representations;
iii) mechanical design and packaging;
manufacturing:
i) supply chain integrity;
ii) fabrication methods;
iii) initialization of parameters;
iv) packing and shipping;
v) testing and characterization;
hardware security features;
rational environments:
boot loader;
loading;
linking;
memory managementand protection;
inter-process ¢onimunication;
discretionar’y access control;
role-based access control;

executable forms;

=

audit mechanisms;

cryptographic algorithms and security functions:
i) symmetric key;

ii) asymmetric key;

iii) hashing;

iv) random bit generators;

© ISO/IEC 2018 - All rights reserved
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v) message authentication;
vi) entropy;
vii) modes of operation;
2) sensitive security parameter management:
i) sensitive security parameter generation;

ii) sensitive Qnr‘nrify parameter establishment;

[) automated SSP transport or SSP agreement;
II) manual SSP entry or output via direct or electronic;
iii) sensitive security parameter entry and output;
iv) sensitive security parameter storage;
v) sensitive security parameter zeroization;
f) identification and authentication mechanisms:
1) identity-based authentication;
2) role-based authentication;
3) multi-factor-based authentication;
g) bestpractices in design and development:
1) design assurance such as configuration'management, delivery, operation and developrhent;
2) design by contract;
H) informal modelling;
1) finite state model;
i) non-invasive security;
1) non-invasive attacks:
i) DPA/DEMA;
ii) SPA/SEMA;
ifi)) timing attacks;

2)¥ countermeasures:

i physicat coumtermeasures;

EXAMPLE1  Precharge logic, dual-rail logic, current flattening, probe detection, adding noise,
random interrupts, jittered clock.

ii) Logical countermeasures;
EXAMPLE 2  Masking, hiding, dummy operation, balanced timing, shuffling, automatic re-keying.
j)  self-test mechanisms:

1) pre-operational tests;

© ISO/IEC 2018 - All rights reserved 5
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k)

D

2)

conditional tests;

security mechanisms:

1y
2)
3)
4)

zeroization;
trusted path;

tamper evident devices;

5)
6)
7)

8)

9)
10)

design features:

1y
2)
3)
4)
tool
1y
2)

3)

ppnyipc’ pnffing materials and adhesives (inr‘lnding chemical prnpprﬁpc);

encapsulation enclosures and materials;
tamper mechanisms;
countermeasures against fault induction attacks;

EXAMPLE 3 Redundancy-based scheme, error detecting code, footprint

(i

secure communication protocols (e.g. Secure Sockets Layer, Transport.ldyer Security, Interng
Key Exchange, Secure Socket Shell, Over the Air Rekeying, etc.);

security policy attributes;

split knowledge procedures;

ports and interfaces;

approved modes of operation;

specification of services;

specification of sensitive security parameters;

5 and test methods:

construction of test jigs (software or hardware);

environmental testing methods such as the use of temperature (e.g. heat and cold) and voltag
(e.g. changes to input power);

[}

i) temperaturechambers (e.g. heating and cooling mechanisms);

ii) variablépewer supplies;

—_—

use of hand tools (e.g. saws, drills, prying tools, grinding, variable speed rotary tools, dentz
picks;ahd mirrors, etc.);

4)

use' of chemical solvents (e.g. acids and alkaline based);

5)
6)
7)
8)
9)
10)

artificial light sources;

magnification tools;

use of digital storage oscilloscopes or logic analysers;
use of volt-ohm-meter or digital multi-meter;

digital scanner;

digital camera (including near or MACRO focus capabilities);

© ISO/IEC 2018 - All rights reserved
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11) validation program supplied tools.

NOTE Calibration of tools are only required depending on the test method.

Additional information on specific knowledge association with the security of cryptographic modules
is specified in Annex C.

6.3 Knowledge of standards

Lo

(@

e T

O W ot =—

o — —

6
|

o Pal 31
o P 8 UcCIICI dl

he tester shall have knowledge of the normative references specified in Clause 2. The tester
le to demonstrate an understanding or familiarity of one or more of the following topics.

.3.2 ISO/IEC 19790 concepts

he tester shall have knowledge of the concepts in ISO/IEC 19790. ISO/IEC 19790specifies the
equirements for a cryptographic module utilized within a security, system protecting
hformation in computer and telecommunication systems. ISO/IEC 19790 defines four securi
br each of 11 requirement areas with each security level increasing.security over the preced
br cryptographic modules.

.3.3 ISO/IEC 24759

.3.3.1 General

bsting laboratories. ISO/IEC 24759:2017 includes 11 sub-clauses corresponding to the 11
ecurity requirements and six sub-clauses corresponding to ISO/IEC 19790:2012, Annexes A to
orresponding security requirements are listed in ISO/IEC 19790:2012, 5.2.2.5 and 5.2.2.6, resp

.3.3.2 Vendor requirements

50/1EC 24759 specifies all of the-vendor evidence (VE) requirements that vendors provide t
hboratories, that are applicable to the module under test, as supporting evidence to demonstr
ryptographic module's conformity to the security requirements specified in ISO/IEC 19790:2

he vendor shall alsg~satisfy any modifications, additions, or deletions to the VE evidence
alidation authorityhas made to ISO/IEC 24759.

he tester shallbe familiar with all vendor requirements.

.3.3.3 TJestrequirements

shall be

security
ensitive
Ly levels
ing level

50/1EC 24759 specifies the test requirements for!cryptographic modules to be used by vendors and

areas of
F. These
ectively.

testing
hte their
12.

that the

BO/AEC 24759 specifies the tester evidence (TE) requirements, applicable to the module unde

s

I test, to

e‘used by testing laboratories to test whether the cryptographic module conforms to the requirements

specified in ISO/TEC I9790. The methods are developed to provide a high degree of objectivity during
the testing process and to ensure consistency across the testing laboratories.

The tester shall also satisfy any modifications, additions, or deletions to the TE evidence that the
validation authority has made to ISO/IEC 24759.

The vendor shall be familiar with all test requirements.
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6.3.4 Additional ISO/IEC standards

The tester shall be familiar with the following.

— ISO/IEC 17825 specifies the testing methods for the mitigation of non-invasive attack classes against
cryptographic modules.

— ISO/IEC 18367 specifies cryptographic algorithms and security mechanisms conformance testing.

— ISO/IEC 20085-1 specifies test tool requirements for use in testing non-invasive attack mitigation

tect

— ISO

mitjgation techniques in cryptographic modules.

— ISO
and

6.4 Ki
6.4.1

6.4.1.1

Validati
define a
legislati
have kn
6.4.1.7.

6.4.1.2

This asj
operatig

6.4.1.3

This asp

to testinjg facilities and the associated testers. This should include how communications and informatio

is prote

6.4.1.4

This asp

operates.

: : + 1 1.1
HIquUTS T LTy pLUgTdpPHIC TTHTOUUICS.

[EC 20085-2 specifies test tool calibration methods for use in testing non-invasive cattack

IEC 20543 specifies test and analysis methods for random bit generators within }[SO/IEC 19790
ISO/IEC 15408.

nowledge of the validation program
Validation program

General

n programs, which typically operate under the auspicé€s of an accreditation authority, oftep
spects of their operation that are specific to the program. This is usually based on applicable
bn and policies, such as national policies, that are applicable to their operation. Testers shall
pwledge of the validation program and any spegific aspects such as those listed in 6.4.1.2 tp

Organization

v

ect concerns the program’s organization, and the bodies that are involved in the program
n.

Communications

ect concerns how the program communicates relevant information to stakeholders, especially

—

ted.

Legal andregulatory mandates

ect concerns the legislative and/or regulatory framework under which the validation program

6.4.1.5

o3 =
T UIILITS

This aspect concerns specific policies that are applicable to the validation program. These can include

process

and technical requirement related policies in connection to accepting cryptographic module

validation projects. The following are some examples.

a) Testing sufficiency: the tester should have knowledge of what is required in ensuring that a target
cryptographic module is tested sufficiently.

b) Disposition of evidence: the process for properly disposing of supporting evidence upon completion

ofa

project.
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c) Confidentiality: any requirements for confidentiality (on the part of the tester and the non-
disclosure of information obtained during testing projects).

d) Problem resolution: the course of action to be taken if a problem is encountered during the project
(whether the work continues once the problem is remedied, or the project ends immediately and
the remedied product needs to be re-submitted).

e) Language: any specific (natural) language in which documentation needs to be provided.

f) Requirements for recorded evidence: any recorded evidence documented by the tester that needs
to be submitted to the validation program.

g) Additional reporting policies: any specific reports required from the tester such as testing|reports.

H) Implementation guidance: a validation authority can provide programmatic lor clarjification
guidance that should be considered by the tester.

i} Reuse: documentation and rationale required by the validation program to support the [reuse of
testing evidence.

j]  Any specific handling of the validation program identifiers, logos,trademarks, etc.

K) Handling and application of validation program interpretations;

1) A list or characterizations of suitable alternative approaches to testing when the validation
program’s recommended original testing is infeasible foer)a given target cryptographic module.

m) The policies by which the validation program deterntines what steps a tester took while tefting.

—_ 3

4.1.6 Documentation

4.1.7 Tools

his aspect concerns the provision and use @f any validation program specific documents. These can
hclude forms, templates, training material, and informational material. Validation program|specific
ocuments can include documents such-as:

management manuals;
frequently asked questions;
implementation or programmatic guidance;

manuals for program supplied tools.

he validation program can provide specific tools for testing, report generation, delivery or protection
.e. enceyption). Examples include:

algorithmic test tools;

generation of test vectors and resultant expected responses;
documentation of testing activities and reporting;
encryption tool for protection of test reports transmitted to the validation program;

specification of particular encryption algorithm and signature methods (e.g. 128-bit AES for
encryption and 2048-bit RSA with SHA-2 for digital signature).

© ISO/IEC 2018 - All rights reserved 9
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6.5 Knowledge of the requirements of ISO/IEC 17025

Since testing facilities are often required to be compliant with ISO/IEC 17025, the tester shall be familiar
with the requirements of ISO/IEC 17025 and how these are implemented in the validation facility
or facilities with which the tester is associated. If there are additional programmatic accreditation
documents associated with ISO/IEC 17025, that form the basis of the laboratories accreditation, then
the tester shall be familiar these documents as well.

7 SKkills

7.1 General

Training for testers is often obtained through career experience in the IT industry, or during thej
associatjon with a testing facility, or because of the requirements of professional organizatiens.

—

EXAMPLE Professional certifications such as the ISC2TM' CISSPTM credential arepassociated with [a
requirenjent for continued professional development.

7.2 Algorithm testing

The tester shall have the ability to install, configure and execute the cryptographic algorithm validatiop
progran or user interface driven algorithm test tools.

7.3 Physical security testing

The tester shall have the skills to perform the physical security tests which they are appropriatel
trained for and skilled at.

<

7.4 Side channel analysis

The tester shall have the skills to perform the side channel tests which they are appropriately trained
for and gkilled at.

7.5 Technology types

The skills and techniques required’in the cryptographic module testing of different technology typse
can var}y. Testers shall be able.to demonstrate that they have the necessary knowledge, skills an
techniques related to the techriology types of cryptographic modules which they test.

= wn

NOTE 1 | The validatieh\pfogram addresses cryptographic modules that represent many technology typsd
which arf being considered for testing. A list of the technology types most commonly referenced and suggeste
fundameptal knowledge skills and techniques that testers need is given in Annex B.

S w»n

NOTE 2 | Manyspecialist professional certifications cover the body of knowledge that is needed by testers. Such
certificafion’S\can be national, regional or global in scope. It is beyond the scope of this document to catalogue a
of them, however some of these are listed in the Bibliography.

—_—

8 Experience

8.1 General

The tester shall document their training and testing activities in accordance with validation program
and or testing facility requirements.

10 © ISO/IEC 2018 - All rights reserved
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8.2 Demonstration of technical competence to the validation program

8.2.1 Experience with performing testing

The tester shall record all testing activity in a log. The records shall be kept along with the acquired
test evidence (see Annex A). The tester should create the testers' log for operational testing so that it
clarifies both expected test results and actual test results.

EXAMPLE Expected status indicator.

§.2.2 Experience with particular technology types

The tester shall include in their recorded activity log the technology types that were tested.

9 Education

The tester shall document their education in accordance with validation program and or testing facility
requirements.

Hducation requirements are referenced in 6.2.

10 Effectiveness

The tester shall be able to apply knowledge and skills{in a productive manner, charactefized by
dttributes of behaviour such as aptitude, initiative,.enthusiasm, willingness, communicatign skills,
tpam participation, and leadership.

© ISO/IEC 2018 - All rights reserved 11
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Annex A
(informative)

Example of an ISO/IEC 24759 testers’ log

Name

Designation

Validation program Testing facility
Cryptographic module name Cryptographic module type
Overall|Security level Cert ID (if known)
Sponsor/developer Dates testing performed
Descrigtion of IUT

AS 01.0[L Applicable test requirement asispecified in ISO/IEC 24759
Description of IUTs design-for-conformance to the test requirement

Description of test methodand results

12 © ISO/IEC 2018 - All rights reserved
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Annex B
(informative)

Ontology of technology types and associated bodies of knowledge

B.1 General

The validation program addresses cryptographic modules that represent many technolog
Uhich are being considered for testing. A list of the technology types most commonlyreferer
uggested fundamental knowledge skills and techniques that testers need is presented below.

wn_<

B.2 Technology types

B.2.1 General

[an)

ryptographic modules can be software, firmware, hardware or a hybrid of software and f
Uith hardware.

<

B.2.2 Software/firmware

(@s)]

oftware or firmware can be written in various programming languages and then compi
ifferent forms of executables. An executable can‘represent a cryptographic software or f
module. Debuggers may be used for finding and\correcting errors in the implementation.

(oW

B.2.2.1 Programming languages

lwul

xamples of various software programming languages that may be employed are (This list i3
xhaustive nor complete and for iHustrative purposes only):

(0}

+ Ada;

+ APL;

-+ Assembly language;
+ C++;
-+ dBase;

1 Google Apps Script;

+C-ava;

— JavaScript;
— Microcode;
— Unix shell;
— Visual Basic;

— VHDL.

© ISO/IEC 2018 - All rights reserved
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B.2.2.2 Compilers

Examples of various open source software compilers that may be employed are (This list is neither
exhaustive nor complete and for illustrative purposes only):

— FreeBASIC;
— Clang C/C++/0Objective-C Compiler;

— Free Pascal;

— GCQIC, C++, (G++), Java (GC]) and Ada (GNAT)];
— Locgl C compiler;

— Open Watcom;

— Open64;

— XPLPL/L;

— Cto[HDL.

B.2.2.3 | Debuggers or Simulators

Examplégs of various open source debuggers that may be employed are (This list is neither exhaustive
nor complete and for illustrative purposes only):

— Firdfox JavaScript debugger;
— GDH - the GNU debugger;

— Eclipse debugger;

— Opejra Dragonfly;

— Python debugger;

— X64dbg;

— Zer¢BUGS;

— VHDL;

— Verilog.
B.2.2.4 | Hardware

B.2.2.4.1 General knowledge

Hardware may be implemented In various embodiments and technology types. Below are examples of
hardware embodiments and technology types within each. The following lists are neither exhaustive
nor complete and are for illustrative purposes only.

B.2.2.4.2 Single-chip modules

B.2.2.4.2.1 General knowledge about single-chip modules

A single-chip cryptographic module is a physical embodiment in which a single integrated circuit (IC)
chip can be used as a standalone device or embedded within an enclosure or a product that may not be
physically protected.

14 © ISO/IEC 2018 - All rights reserved
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B.2.2.4.2.2 Single-chip substrate materials
Examples of single-chip substrate materials:
— Gallium arsenide;

— Germanium;

— Monocrystalline silicon.

B.2.2.4.2.3 Single-chip pacKkaging types
Hxamples of single-chip packaging types:
+ Dual in-line package (DIP);

—+ Pin grid array (PGA);

—+ Leadless chip carrier (LCC);

+ Surface mount;

+ Thin small-outline package (TSOP);

—+ Plastic quad flat pack (PQFP);

—+ Ball grid array (BGA);

-+ Flip-chip ball grid array (FCBGA).

B.2.2.4.3 Multi-chip embedded modules

ary

multiple-chip embedded cryptographic.inodule is a physical embodiment in which two
htegrated circuit chips are interconnected and are embedded within an enclosure or a prod
hay not be physically protected.

—

HXAMPLE

- Adapters cards;

- Expansion boards;

- Daughter cards.

B.2.2.4.4 Multi“‘chip standalone modules

jary

multi-¢hip standalone cryptographic module is a physical embodiment in which two
htegrated circuit chips are interconnected and the entire enclosure is physically protected.

—

HXAMPLE

or more
uct that

DI more

— Encrypting routers and switches;
— Secure radios;

— USB tokens.

© ISO/IEC 2018 - All rights reserved
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Annex C
(informative)

Specific knowledge associated with the security of
cryptographic modules

C.1 General

The secyrity requirements [xx.yy] which appear in this document are specified in ISO/IEC19790:2012.
Each sepurity requirement in ISO/IEC 19790:2012 includes a referencing index [xx.yy] where x
indicatep the clause and yy is a numeric index within the clause.

I3

C.2 Cryptographic module specification

C.2.1 General

Figure (.1 illustrates an overview of the cryptographic module specification as related to the othdr
elementfp consisting of the cryptographic boundary, block ,diagram, major components of the
cryptographic module, interconnections and the types of date passing through the module.

[ )

(Cryptographlc) [Cryptqg%phlc module )

boundary Qpecnﬂcatlon J

C)\\(\,l'( Block diagram

. N 6
>

Major components

&° =
Q Interconnections
A 4

Types of data pass through

N ) )
) L S

Figure C.1 — Overview of cryptographic module specification

C.2.2 Buffers

There can be data buffers and/or SSP buffers within components (especially for multi-chip embedded
module or for multi-chip standalone module). Also, there are multiple levels of data cache in CPU. In
such cases, it is a good practice for testers to identify buffers from publicly available information and
information provided by the vendor. The information will be the input for cryptographic module testing
of zeroization mechanism.
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C.2.3 Security relevant components

By reviewing the block diagram, the testers understand the information flow and types of information
transferred through each component. By identifying components which transfer/store/read/write/
generate/use/zeroise SSPs, the testers can identify security relevant components.

C.2.4 Identification of programmable interfaces, debugging interfaces and covert
channels

Gomm al grade componentscs ave pProgry able interfaces-debugging interfaces,and/or covert
hannels. It is a good practice for testers to search publicly available information and jfifgrmation
rovided by the vendor, to determine whether such interfaces exist. If there is suchcan interface,
bsters verify from the cryptographic module testing that such an interface is not available diie to the
ryptographic module design.

Q

Q o

h the case of software module, especially for dynamic link libraries or shared objects, there arg known
bols to identify exported APIs. By using such tools, the tester can determine Whether undociimented
Pls are exported.

> ot —

]

F the cryptographic module parses input commands, the tester can determine whether undoclimented
hput commands are supported by inspecting the parser implementation(s). Note that the parsgr can be
mplemented in multiple layers.

—e

(¢.2.5 Identification of approved and non-approved security functions

The testers should identify approved security functionsiand also non-approved security functjons. For
an implementation of security function to be considered as approved, the following is required

d) The implementation of security function has‘passed a cryptographic algorithm testing.

H) The implementation of security function' meets the requirements of conditional cryptpgraphic
algorithm self-test.

d IfaSSPisused, then the SSP canbezeroized when operating in approved mode of operatign, and

1) the SSP is generated by-an approved SSP generation method by an operator assuming an
authorized role whenteperating in an approved mode of operation, or

2) the SSP is established by an approved SSP establishment method by an operator assyming an
authorized roleywhen operating in an approved mode of operation.

d) If a random mqumber is used, then the random number is generated by an approved RBG when
operating i an approved mode operation, unless otherwise specified.

¢) Ifan approved RBG is used, then the entropy security requirements [09.07] and [09.08] ar¢ met.

If oneter more of the conditions described above are not met, then the implementation of [security
flinction is considered non-approved.

C.2.6 Exclusion of components
To verify the justification of exclusion of components, the tester needs the following information:

a) which types of data (e.g. sensitive security parameters) pass through the identified components of
the defined boundary of the module;

b) interconnections between components and interfaces;

c) whether there is a programmable interface or a debugging interface that can provide a non-secure
channel for the access of sensitive security parameters.
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C.2.7 Degraded operation

A cryptographic module can be designed to support degraded functionality if the module enters the
error state. Vendors can implement degraded functionality for cryptographic modules to achieve
fault tolerance or to maintain survivability. A cryptographic module can inform other cooperating
cryptographic modules via status output that the cryptographic module enters a degraded operation.

Note that degraded operation originates from an error detected in a conditional self-test. As stated
in the requirement [02 32], it is not allowed to enter degraded operatlon if the cryptographlc module

fails the

cryptog
requirement [02.31].

As the c
guarant
pre-ope
support

Faphic module passes w1thout failure all pre-operational self-tests successfully, as stated inc

pntents of pre-operational self-tests are different from those of conditional self-tests, it is nd
ped for the cryptographic module to pass the conditional self-tests if the modulesypasses t

rational self-tests. Figure C.2 shows an example of state transitions for cryptogtaphic modu
ng degraded functionality. In Figure C.2, the conditional algorithm self-test for\RSA is shown a

an example where an error is detected.

-y

.' Power ‘I
I On/Off
" state 2

e mm--
While jn normal operation,
invocition of the service involving
a conditional self-test (e.g.
conditjonal algorithm self-test for

RSA)

~

_—————- -

-y -

Pre-operational
self-test state

l s X

(Operational state\ &\
O

N 2
-

Fails conditional
algorithm' self-test

N

for RSA

e ()\ *
1 Optiopal invocation of re- \. C)\\ |
: configuring service to operate in ! FAIL
1 degrdded state ] Transition to
N 7

S PeERRaRaae ~ \_O Error state [10.07]

s ‘@

[02.28] and Degraded

self*test "tested-pass”

RSA Algorithm_Iselated \

Status Indieator [02.27]

All algerithm conditional

flags reset to "not-tested"

Exit Error State
[02.26] and enter
degraded
operation state

J

Normal
operation
Conditional algorithm self-test )
for RSA detects that the
implementation is not working
correctly. [07.10.3.2]

indicator
[10.08]
* While in degraded operation,
invocation of the RSA service
rejected and indicator provided
[02:30]

All other module services
continue to function

__, = —————— -

,_______
ﬁ———————,

/

N

o e e e o = =

"not-tested"

1M02.29] ——
O_X = / Degraded

Based on [02.27], operator ) operation
schedules [10.53] or the module ~ « _ _ _ _ Pre-operational [02.25]
automatically initiates [10.54] the :‘ --"" self-test state
pre-operational self-tests. |

1
All algorithm conditional self-test !
"tested-pass" flags reset to : i

1

* PASS

Figure C.2 — Example of state transitions supporting degraded functionality
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If an error detected in a conditional self-test is caused by a permanent fault, it will again be found by the
conditional test and the cryptographic module will repeat degraded operation. A cryptographic module
can be designed to permanently transition to the error state if degraded mode repeated too many times.

C.3 Cryptographic module interfaces

C.3.1 Overview

n ISO/IEC 19790, it is required that software, firmware and hardware modules have a defined
ryptographic boundary as part of the requested service and have software, firmware andhardware
hodule interfaces used to request the services of the module, including parameters that enter|or leave
. Figure C.3 illustrates the various types of functional interfaces that a module is required to have and
ontrols if applicable.

Q .0 o =

V( Data input

)

' A\

Cryptographic

module interfaces 2, _
EC Control input
= Y%

S AN

Inhibiting control
output during
Status output S .
specific states

‘( Control output  { Inhibiting data
2 R output during
% specific states

Data output

./

O v
%,
%
”,

- | Two independent
internal actions

Figure C.3 — Overview of cryptographic module interfaces

(.3.2 _Separation of input data from output data

Ih‘considering application programming interfaces (APIs), the parameters are divided into |a) input
parameters, b) output parameters, or c) input/output parameters. The return value of APTis considered
as output data or output control data. Input/output parameters can be further divided into either input
parameters or output parameters in combination with the information of the other parameters and/or
return values.

C.3.3 Knowledge of critical security functions, services or security relevant services

In ISO/IEC 19790:2012, 7.2, it is required that the output data path is logically disconnected from the
circuitry and processes while performing key generation, manual key entry, or key zeroization. This
means that these three services are considered security relevant. Due to a single error or misuse,
intermediate key values, manually entered key, or key values during zeroization can be inadvertently
output through the output data path.
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C.3.4 Trusted channel

A trusted channel provides a safe and secure communication link between the cryptographic module
and a sender or receiver to communicate unprotected data. A trusted channel protects against
eavesdropping, as well as physical or logical tampering by unwanted operators/entities, processes or
other devices, between the module’s defined input or output ports and along the communication link
with the intended endpoint. Knowledge of the mechanisms that are used to establish and employ the
trusted channel is critical to the protection of unprotected data.

C.4 Roles, services, and authentication
C.4.1 General
Figure (.4 illustrates an overview and relationships between roles, services and authenticatiopn
mechan]sms and how an access control policy intersects with the modules pre-defined Services.
( )
Access control policy
|dentification / authentication policy : QQ
N
v o
uthentication \(\
nechanism - D
EA\Q’
)
C $Service input ), . ‘ \{}E
uu:::::(( m
. . “‘|l\—|-‘\\‘ S R -0 ________ -
Service output )‘ Q*‘ AT
C P [ C)O : Pre-defined services |
: |
?Q : ""{ Perform self-tests j |
b I E l,," I
I : Show module’ s |
I E “2,] versioning information :
I % ~ 'o"" I
I (Perform approved\ (o
| ) ) L Snow status J
‘ security functions ]
el i e R -
3\
Type(s) of access k SSP management ’

20

Figure C.4 — Overview of roles, services, and authentication
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C.4.2 Services

In ISO/IEC 19790:2012, B.2.4 , the access control policy is required to be sufficiently detailed so as to
answer the following question:

— What access does operator X, performing service Y while in role of Z, have to security relevant data
item W for every role, service, and security-relevant data item contained in the cryptographic module?

In ISO/IEC 19790:2012, B.2.4 , the following is required:

- Foreactr service, the Service Tame, a COINCISe description of the Service purpose and/orjuse (the
service name alone can, in some instances, provide this information), a list of approved|security
functions (algorithm(s), key management technique(s) or authentication technique))usgd by, or
implemented through, the invocation of the service, and a list of the SSPs associated with the service
or with the approved security function(s) it uses.

v w]

or each operator role authorized to use the service, information describing theindividual accefs rights
b all SSPs and information describing the method used to authenticate each role.

wwl (s

igure C.5 depicts the above required information.

X operator ( operator ) operator

3
i

~.<

£

Security function ) ( Security function

Type(s) of access

<III (AARRRRIRAN]}

@)
7))
T

w CSP CSP

.
% E!A

Figure C.5 — Overview of access control policy

(.4.3 Authentication

Vhen the repldacement of default authentication data of a cryptographic module is replaced at[security
evel 3 or 4, neWw operator-specific authentication data needs to be input to the cryptographic module as
er the requirements [04.45] and [09.20].

< = = <

Vhen'\’plaintext authentication data is input to the cryptographic module, an identity-based
a1uthentication is required in advance, as per the requirement [03.20].

When encrypted authentication data is input to the cryptographic module, the authentication data shall
be encrypted as per the requirement [09.13]. Note that encryptions using global secret keys are not
considered “approved”. One can think to generate a secret cryptographic key for the trusted channel,
but it is possible that it not be accepted as an exception by a validation authority's specific guidance.

A validation authority may provide guidance when it is assumed that the operator authentication can
be potentially attempted multiple times without assuming any authorized roles. If a CSP is used in the
operator authentication, there is a risk that the CSP can be released or disclosed, by using fault induction
attacks or by using non-invasive attacks. The security of CSPs used for operator authentication can be
achieved if they are separated from CSPs used for the other purposes.
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C.5 Software/firmware security

Each operating system defines the executable forms of software. Current executable forms have header
segments which are parsed in the loading stage. If such content of headers is modified, the operating
system can stop to load the software. Executable forms can also have data segments. It is possible that
the operating system does not stop to load the software if the content of data segments is modified.
If the software/firmware integrity test is implemented by the module itself, then modifying a header
segment is not sufficient to test the software/firmware integrity test.

C.6 Operational environment

C.6.1 Process memory management

The reqpiirement [06.06] depends on the process memory management provided by operating systems.
The meinory protection provided by operating systems is applied to the process level!so the thread
level pratection is not applied in the commercially available operating systems.

C.6.2 Loading

In considering the software module, an operating system loads the software module and then t
softwarg module starts its operation from the entry point. In the case‘of*a shared object or dynamic
link library, some operating systems provide options to bypass the entry point of the software modulg.
If the entry point enforces to perform pre-operational software ifitegrity test, then the tester should
verify that the guidance documentation specifies not using such‘eptions.

C.6.3 Linking

D

If two dr more symbols make a collision, then the final decision is up to the linker. The guidang
documeptation should address such aspect.

There are software modules which consist of fultiple executable files. Currently there are tools tp
analyse the dependency of executable files. After understanding the dependency of the executable file$,
the tester should verify that the integrity.ef’all software components is tested in the pre-operationg
softwarg integrity test.

—_—

C.6.4 Virtual memory

—

Currentfoperating systems support virtual memory, which uses HDDs (or SSDs) as if they are physic
memor}yf. For security reaséns, if the cryptographic process is allowed to reside on the virtual memor}
and the [virtual memorys stored on a network drive, then there is a risk that the process is accesse
by other operating systém. The tester should verify that the guidance documentation does not alloy
such usgge.

< =

C.7 Physical security

A cryptographic modute—statt—{67- 61t —employ physicatsecurity mrechantsms—imordertoTestrict
unauthorized physical access to the contents of the module and to deter unauthorized use or
modification of the module (including substitution of the entire module) when installed. All hardware,
software, firmware, data components and SSPs within the cryptographic boundary shall [07.02] be
protected.

C.8 Non-invasive security

Non-invasive attacks attempt to compromise a cryptographic module by acquiring knowledge of the
module’s CSPs without physically modifying or invading the module. Modules may implement various
techniques to mitigate against these types of attacks. The test metrics for non-invasive attack mitigation
for each of the associated security functions addressed by ISO/IEC 19790:2012, Annex F.
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C.9 Sensitive security parameter management

C.9.1 General

A cryptographic module employs many parameters in the execution and performance of its services.
These paraments may or may not require security management. Sensitive security parameters need
to be managed properly to ensure the security of the paraments. Figure C.6 illustrates the relationship
between different security parameters relative to the security function performed.

{

Type(s) of access

)

Security function )

<IIIII
4

SSP management ,O

(Random bit generators)

( SSP generation ) ( Entity )

<IIII

‘IIII
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(( SSP storage ) C SSP establishment ) ( SSP entry and output D‘
= Z'o
A 4 gb%
2,
Protection ( SSP zeroisation ) "( Trusted path )
from
unauthorised

access

P2\t

Figure C.6 — Overview of SSP management

(¢.9.2 Password ys.cryptographic key

fon)

enerally speaking, information entropy of passwords is much less than that of cryptographic keys.
herefore, nafarly password can be used as cryptographic key under ISO/IEC 19790, unless gxplicitly
tated in the’selected algorithm standard of approved security function.

W=

HXAMRLE NIST/SP 800-132, Recommendation for Password-Based Key Derivation.

(.9.3 Entropy vs attackers' knowledge

Under ISO/IEC 19790, encryption using any global secrets is not considered as cryptographically
protected. Likewise, if the seed of DRBG algorithm is input at the factory, the manufacturer has the
knowledge of the seed and then has the capability to predict the output from the DRBG, in the worst
case. It should be understood that the more information attackers obtain, the less entropy remains.

In the case of software module, vendors can claim non-zero entropy for a piece of information (e.g.
process ID) which can be available to the other processes running on the operating system. If an attacker
has access to the operating system, or control of the other processes, then the piece of information does
not add any entropy.
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A physical RBG is implemented inside a smart card, and the random numbers from the RBG can be a)
used inside the card, and/or b) output from the card (e.g. as a challenge). In the former case, the secrecy
is kept when there is no untrusted entity inside the card, and there is no need to consider non-invasive
attacks. In the latter case, the secrecy is not kept once the random number is output.

C.9.4 SSP hierarchy

C.9.4.1 General

As statgd T TequiTener 690 Toe—2 R ——

p 2 : B 210) oA ule all 3
within the module with an entity. The entity can be a person, group, role, or process.

C.9.4.2 | Split knowledge

[72)

In ISO/IEC 19790, the term “split knowledge” is defined as a process by which a cryptegraphic key i
split int¢p multiple key components, individually sharing no knowledge of the origina] key, which can b
subsequlently input into, or output from, a cryptographic module by separate entities'and combined t|
recreatq the original cryptographic key.

[©l¢}

T

EXAMPLE Itis not considered as split knowledge to just divide a 128-bit key into fovmer 64-bit and later 64-bit.

As stateld in requirement [09.22], for entering or outputting each key component, a different operato
shall be| involved. For example, operator A is associated with key,component 1 and operator B i
associated with key component 2. In ISO/IEC 19790, it is not mertioned which entity (or operator) i
capable |of reconstructing the original key. Based on the designof cryptographic module, the servic
reconstructing the original key can be assigned to either operator A or B, or another entity or anothg
specificfrole.

- ®© v nh =

C.9.5 Authorized roles for SSPs management

An authprized role is required before utilizing approved security functions if cryptographic keys angd
CSPs arg created, modified, disclosed, or substituted.

[om

As stated in the requirement [09.20], the“trusted channel is required when inputting CSPs an
authentication data to or outputting CSPs’and authentication data from the cryptographic module fq
security]levels 3 and 4. As stated in fequirement [03.20], the identity-based authentication is require
when pdrforming services utilizingthe trusted channel.

==

These r¢quirements might seem contradictory. To establish a trusted channel, the authentication data
is enter¢d by the operatori-However, the inputting authentication data requires the trusted channel.
Here, asl an exception, approved security function can be used for processes used for authenticatiop
(e.g. symmetric algorithm secret sharing, asymmetric algorithms for authentication), before assuminig
an authdrized role.

C.9.6 Yeroization

C.9.6.1 {‘npinc of SSPs

Through the testing of cryptographic module specification, the tester understands the locations where
SSPs and their copies reside, temporally and/or permanently. The locations can be key registers, CPU
cache, RAM, buffers, or HDD. The tester should verify that SSPs are physically zeroized by inspection of
the design of cryptographic modules.
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C.9.6.2 Embodiment of storage device

C.9.6.2.1 Flash memory

018(E)

Current flash memory devices employ “wear levelling” techniques. As a result of “wear levelling”,
overwriting specific data does not always mean overwriting physically, i.e. new data value is written
to a physical memory address other than the original physical memory address where the original data
value is written. If the memory devices employ “wear levelling” technique, the tester should verify that

S

H

(%)

Qo o O O O =

SPs are physically zeroized by inspection of the design of cryptographic modules.
XAMPLE The “wear levelling” technique is disabled for specific physical memory address range stej
.9.6.2.2 Hard disk drive

he same holds for HDDs. In order to achieve physical overwriting, reformatting and ove
hould be performed at least once.

.10 Self-tests

.10.1 General

50/1EC 19790 specifies that a module implement an array of self-tests to insure the correct o
f the modules functions. The nature of cryptography is¢ifyan error occurs during a crypt

ata. This would result in the loss of data. Other examples of the effect an error can cause is t
ryptographic keys used for a security service, authentication fails, or the module not respond g
D an attack (e.g. zeroization of critical security parameters). Figure C.7 illustrates the critical f
mployed by the module and the relationship to\self-test requirements.
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C.10.2 Critical functions

C.10.2.1 Notion of critical functions

ISO/IEC 19790 refers to critical functions test. In considering the security of cryptographic module, the
following items are considered security relevant:

a) integrity of software/firmware;

b) correctness of cryptographic algorithm implementation:;

c) integrity of public and private key pair;
d) integrity of bypass mechanism(s);
e) authenticity of software/firmware to be loaded;

f) integrity of manually entered SSPs.

C.10.2.2 Pre-defined critical functions
In response to the items addressed in C.10.2.1, the following self-tests are.addressed in ISO/IEC 19790
a) pre{operational software/firmware integrity test;
b) conglitional cryptographic algorithm self-test;

c) conglitional pair-wise consistency test;

d) preqoperational bypass test;

e) conditional bypass test;

f) conglitional software/firmware load test;

g) conglitional manual entry test.

C.10.2.3 Vendor-defined critical functions

Vendors| can claim other critical functions tests in addition to the self-tests already addressed in ISO
IEC 19790.

=3

EXAMPLE 1 If a cryptographic module embeds a physical random bit generator, then the health
entropy pource used insidéthe physical random bit generator will be critical to the secure operation of th
cryptographic modulé.

¢

EXAMPLE 2 Asla/cyclic redundancy check (CRC) is applied in the software/firmware integrity test, th
integritylof CRE coprocessor is tested as a part of pre-operational critical function test.

¢

EXAMPLEG" As the integrity and availability of the memory content is considered critical, some cryptograph
modules TMpiement memory diagnosis test.

(o)

C.10.3 Pre-operational software/firmware integrity test

C.10.3.1 Scope of pre-operational software/firmware integrity test

An executable code is loaded to a volatile memory, via a system bus. Due to an environmental failure,
fault induced attacks, or other reasons, there is the potential for a modification, substitution in the
loaded executable code. The pre-operational software/firmware integrity test helps to protect against
or mitigate such modification and/or substitution.
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As stated in requirements [02.16] and [02.17], the instantiation of the cryptographic module saved in
memory is included inside the cryptographic boundary. Here, all software components and firmware
components within the cryptographic boundary are subject to pre-operational software/firmware
integrity test, as stated in requirement [10.17]. From these requirements, not only the set of executable
file or files but also the instantiation saved in memory are subject to pre-operational software/
firmware integrity test.

C.10.3.2 Use of a truncated version of approved message authentication code

rtruncated-verstonrof-approved-messageatthentication—codeforjthe pre-
ware/firmware integrity test. In order to claim an approved integrity techuifue, it is

ot accepted to use a truncated version unless the truncated version is explicitly approved:

relation to conditional cryptographic algorithm self-tests, a vendor can choose not to inplement
d separate cryptographic algorithm self-test for the underlying cryptographicyalgorithm yised for
the approved integrity technique if all the cryptographic functions of the upderlying cryptgraphic

Ifatruncated version of approved message authenticated code is used anéif the separate cryptpgraphic
lgorithm self-tests are omitted for the approved message authenticated code and for its underlying
dryptographic algorithms, then it can be said that the truncated patt)is never tested through sglf-tests.
[his can become a problem especially for hardware implementation of cryptographic algorithms.

(.10.3.3 Single encompassing message authentication code vs multiple disjoint codes

As stated in requirement [05.09], multiple disjoint message authentication codes or signaturg can be
sed in the integrity test. Design of the cryptographic modules internal structures affect whether a
single encompassing authentication code or multiple disjoint authentication codes are employed.
Hxamples for single encompassing message authientication code and for multiple disjoint c¢des are
shown below.

HXAMPLE 1  The bootstrap loader and thé main firmware providing services are combined into a nfonolithic
flle, and the monolithic file is stored in\hon-volatile memory in the specific memory address range| A single
encompassing message authentication code is applied to the monolithic file. First, the bootstrap loader [loads the
ain firmware, and next the main firmware performs the integrity test of the bootstrap loader and [the main
flrmware, based on the file image and the process image. The expected message authentication code isstored in
the specific memory address,

HXAMPLE 2 The bootstrap loader and the main firmware providing services are stored separately in|different

emory address ranges.ofinon-volatile memory. A message authentication code is applied to the bootstrap loader,
:raﬁlother message autheéntication code is applied to the main firmware, and the expected message authentication
cpdes are stored jnthe specific memory addresses.

(.10.4 Conditional cryptographic algorithm self-tests
The tester's should verify that cryptographic algorithm self-tests are properly implemented.

Ihonsidering the correct operation of a digital signature verification function, a valid signaturje should
be verified as valid, and an invalid signature should be verified as Invalid. A cryptographic algorithm
self-test for digital signature verification includes both valid signature and invalid signature as test
vectors.

Some cryptographic modules truncate message digests or MAC tags. If both truncated message digests
and not truncated message digests are calculated by the cryptographic module, then the self-tests
should check original (i.e. not truncated) message digests.

C.10.5 Pair-wise consistency test

In general, there are several conditions to be met by each asymmetric key pair.
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