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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take partinthe-work:

The procedures used to develop this document and those intended for its further maintenance, arg
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fof
the different types of document should be noted. This document was drafted in accordange with thd
editorigl rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentipn is drawn to the possibility that some of the elements of this document mray’be the subjecf
of pateht rights. ISO and IEC shall not be held responsible for identifying any or all such patenf
rights. Petails of any patent rights identified during the development of the dociiment will be in thg
Introduction and/or on the ISO list of patent declarations received (see wwiniso.org/patents) or the
IEC list|of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does nof
constityite an endorsement.

For an(explanation of the voluntary nature of standards, the’ meaning of ISO specific terms and
expresdions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Techniedl Barriers to Trade (TBT) see www.isq
.org/isa/foreword.html.

This dqcument was prepared by Joint Technical Cemmittee ISO/IEC JTC 1, Information technology
Subcommittee SC 31, Automatic identification and data capture techniques.

Alist offall parts in the ISO/IEC 19823 series can be found on the ISO website.

Any feefdback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The ISO/IEC 29167 series describes security services as applicable for the ISO/IEC 18000 se

ries. The

various parts of ISO/IEC 29167 describe crypto suites that are optional extensions to the ISO/IEC 18000

air interfaces.

The ISO/IEC 19823 series describes the conformance test methods for security service crypto suites.

It is related to the ISO/IEC 18047 series, which describes the radio frequency identificatio

n device

conformance test methods in the same wav as IQOI/IF(‘ 29167 is related to IQ()I/IF(' 18000

[hese relations mean that, for a product that is claimed to be compliant to a pair of ISO/IEC
hnd ISO/IEC 29167-m, the test methods of ISO/IEC 18047-n and ISO/IEC 19823-m apply. If a

SO/IEC 19823 apply.

EC 18000-63, ISO/IEC 18000-64 are currently all in ISO/IEC 18047-6.

[his document describes the test methods for the SIMON crypto suité as standardized
EC 29167-21.

NOTE 2  Test methods for interrogator and tag performance are covered'by ISO/IEC 18046 (all parts)

18000-n
broduct

supports more than one part of ISO/IEC 18000 or ISO/IEC 29167, all related parts of ISO/IEC 18047 and

NOTE1  The conformance test requirements of ISO/IEC 18000-6, ISO/IEC 18000-61,1SO/IEC 1800062, ISO/

in 1SO/

© ISO/IEC 2019 - All rights reserved
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Information technology — Conformance test methods for

security service crypto suites —

Part 21:

SO/IEC 17025, General requirements for the competence of testing and calibration laboratories
Part 63: Parameters for\air interface communications at 860 MHz to 960 MHz Type C
SO/IEC 18047-6:2017, Information technology — Radio frequency identification device conformd,

methods — Part,6: Test methods for air interface communications at 860 MHz to 960 MHz

Harmonizéd vocabulary

SO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techn]

Scope
[his document describes methods for determining conformance to the security exypto suite defined in
SO/IEC 29167-21.
[his document contains conformance tests for all mandatory functions.
[he conformance parameters are the following:
— parameters that apply directly affecting system functionality~and inter-operability,
— protocol including commands and replies,
— nominal values and tolerances.
Unless otherwise specified, the tests in this documeht are intended to be applied exclusively fo RFID
fags and interrogators defined in the ISO/IEC 18000 series using ISO/IEC 29167-21.
2 Normative references
[he following documents are referred\to in the text in such a way that some or all of their [content
constitutes requirements of this document. For dated references, only the edition cited applies. For
indated references, the latest edition of the referenced document (including any amendments) applies.

SO/IEC 18000-63, Information technology — Radio frequency identification for item management —

nce test

ques —

capture

SO/IEC 29167-21:2018, Informatlon technology — Automatlc ldentlflcatlon and data
o s iy ac Doyt 29, (ot a CIMNN carziridy; capraicac fo i 1 torfora ooy oy fionc
Cblllllbluco IUrt o 1. bl]l_}bu ouu,c JIvroIrv oecour lbj JCT VlLCQJUI uirr lllelJMbC CUITIImrUuriicucIivrio

3 Terms, definitions, symbols and abbreviated terms

For the purposes of this document, the terms, definitions, symbols and abbreviated terms given
IEC 19762 and in ISO/IEC 29167-21 apply.

in [SO/

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2019 - All rights reserved
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4 Test methods

4.1 General

This document describes test methods for ISO/IEC 29167-21. As parts of ISO/IEC 19823 are always

tested i

n relation to ISO/IEC 18047, duplication of information requirements and specifications is meant

to be avoided.

Clause 5 defines elements that are covered in the respective part of ISO/IEC 18047.

Clause
documgnt.

4.2 By demonstration

If tests

reasong) multiple products, processes or services is required to ensure conformande, A test laboratory

thatme
of the c

For pro

documgnt. The detailed test plan is left to the discretion of the test labokatory.

4.3 By design

If tests
used to

providg the necessary technical information, in the fornrof a technical memorandum or similar. A tes

laborat

conforrhance of the component or system.

For prdtocol requirements that are verifiedxby design, the method of technical analysis is at thg

discret
analysi

protocdl that the particular requirementhas been met.

5 Te

The ma

and 5 shall be fulfilled.

Before
Clause

6 Te

b defines elements that are not covered by ISO/IEC 18047 and are therefore addressed in thid

are labelled “by demonstration” then laboratory testing of one or (if required for statistica

ets the requirements of ISO/IEC 17025 shall perform the indicated testing to ensure conformancg
bmponent or system.

focol requirements that are verified by demonstration, the test conditions are specified in thi

are labelled “by design” then verification of design parameters and/or theoretical analysis i3
ensure conformance. A vendor submitting a component or system for conformance testing shal

bry shall issue a test report indicating whether the technical analysis was sufficient to ensurg

on of the submitting vendor and is\hot specified by this document. In general, the technica
5 shall have sufficient rigor and technical depth to convince a test engineer knowledgeable of thg

5t requirements for ISO/IEC 18000-63 interrogators and tags
Indatory requirements‘and applicable optional requirements of ISO/IEC 18047-6:2017, Clauses 4

A DUT is teSted according to this document, it shall successfully pass ISO/IEC 18047-6:2017
.

st methods with respect to ISO/IEC 29167-21 interrogators and tags

6.1 Test map for optional features

Table 1
results.

lists all optional features of this crypto suite and shall be used as a template to report the test
Furthermore, it is used to refer to the test requirements in 6.2.

© ISO/IEC 2019 - All rights reserved
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Table 1 — Test map for optional features

To be tested for Test
# Feature Additional requirement supplied prod- ]
uct? results
1 TA Shall be tested with the Authenticate command of
ISO/IEC 18000-63
2 1A Shall be tested with the Authenticate command of
ISO/IEC 18000-63
3 MA Shall be tested with the Authenticate command of
ISO/IEC 18000-63
4 Secure Communi- |Shall be tested with the SecureComm command of
cation ISO/IEC 18000-63

b.2.1 General

b.2.3

ferms used.

6.2 Crypto suite requirements

['his clause refers to the requirements of ISO/IEC 29167-21.

Crypto suite requirements of ISO/IEC 29167-21:2018, Clauses 9 to 12 and Annex E

Table 2 — Crypto suite requirements for ISO/IEC 29167-21

b.2.2  Crypto suite requirements of ISO/IEC 29167-21:2018, Clauses 1 to 8 and Annexes A to C

All the requirements of ISO/IEC 29167-21:2018, Clauses 1to 8 and Annexes A to C shall be pet and
ronformance shall be verified by design only.

[he requirements of ISO/IEC 29167-21:2018, Claurses 9 to 12 and Annex E listed in Table 2 shall|be met.
[his document shall be read in conjunction with ISO/IEC 29167-21 to provide a full explanatiop of the

Protocol

Item subclausea

Requirementa

MOb

Applies to

How verified

1 9.3.2

Thelnterrogator shall generate a random Inter-
rogator challenge (IChallenge-b/k) that is carried
in the TAM1 message.

M

Interrogator

By degign

2 9:3.3

The Tag shall accept the TAM1 message at any
time (unless occupied by internal processing

and not capable of receiving messages), i.e. upon
receipt of the message with valid parameters,
the Tag shall abort any cryptographic protocol
that has not yet been completed and shall remain
in the Initial state.

Tag

By degign

The T:\g shall check ifthe prp is"00x" Ifthe

3 9.3.3

value of Step is different, the Tag shall return a
"Not Supported" error.

Tag

Test_Pattern 2

4 9.3.3

The Tag shall check if the RFU is "00,". If the
value of RFU is different, the Tag shall return a
"Not Supported" error.

Tag

Test_Pattern 2

by the requirement.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “O” are optional and shall be tested only for devices that support the feature thatis indicated

© ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol . . s
b
Item subclausea Requirementa MOPbP | Applies to How verified
The Tag shall check whether the values of Block-
5 93.3 Size and KeySize are supported by the Tag. If at M Tag By design

least one of these checks is failed, the Tag shall
return a "Not Supported" error.

The Tag shall check whether the values of Block-
S;LC Cllld }(C_y SILC alrcv OUPPUI tcd b_)’ Kc_y.l(c_y ID aud
6 9.3.3 that Key.KeyID is authorized for use in Tag authen-| M Tag By design
tication. If either or both of these checks is failed,
the Tag shall return a "Not Supported" error.

The Tag shall check whether the parameter set
PS is supported. If the parameter set PS is not
supported, the Tag shall return a "Not Support-
ed" error.

7 9.3.3 M Tag Test Pattern 2

Assuming that the TAM1 message is successful-
8 9.3.3 ly parsed by the Tag, the Tag shall prepare the M Tag By design
TAM1 response.

The Tag shall generate a random salt TRnd-b/k of
9 9.3.4 length r bits were r is given for the parameter set| M Tag By design
in Table 4.

The Tag shall use Key.KeyID and SIMON encryp-

tion to form a b-bit string TResponse such that
10 9.3.4 M Tag Test_Pattern 1
TResponse = SIMON-b/k-ENC ( Key.KeyID,C*
TAM-b/k || TRnd-b/k || IChallenge-b/k )

The Tag shall return TResponse to theInterro-
gator.

11 9.3.4 M Tag By design

After receiving TAM1 responseythe Interrogator
shall use Key.KeyID to compute the b-bit string

S where:

12 935 |5 - SIMON-b/k-DEC (Keéy:KeyID, TResponse ). M | Interrogator | By design
The Interrogator shall check that S[¢-1:0] = IChal-
lenge-b/k.

The Interrogater shall send an initial message
IAM1 totheTag prompting the Tag to starta

13 9.4.2 challepge-response exchange. O | Interrogator By design

Thémterrogator shall also indicate the variant
0f SIMON to be used.

The Tag shall accept this message at any time
(unless occupied by internal processing and not
capable of receiving messages), i.e. upon receipt
14 94.3 of the message with valid parameters, the Tag 0 Tag By design
shall abort any cryptographic protocol that has
TIOt yet been compieted and siatt Temrai i tie
Initial state.

If Interrogator authentication is not supported
on the Tag, i.e.if "012" is not a valid value for 0
AuthMethod, then the Tag shall return a "Not
Supported" error condition.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

15 9.4.3 Tag By design

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

4 © ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

subclausea Requirement? MOb | Applies to How verified

Item

The Tag shall check if the Step is "002". If the
16 9.4.3 value of Step is different, the Tag shall return a 0 Tag Test_Pattern 3
"Not Supported" error.

The Tag shall check if the RFU is "002". If the
17 9.4.3 value of RFU is different, the Tag shall return a 0 Tag Test_Pattern 3

YNl C o AN
INULU JUPPUI LCU  CITUIL.

The Tag shall check whether the values of Block-
Size and KeySize are supported by the Tag. If at

18 94.3 least one of these checks is failed, the Tag shall 0 Tag By degign
return a "Not Supported" error.
The Tag shall check whether the values of
BlockSize and KeySize are supported by Key.

19 943 KeyID and that Key.KeyID is authorized for use 0 ag By degign

in Interrogator authentication. If at least one of
these checks is failed, the Tag shall return a "Not
Supported" error.

The Tag shall check whether the value of param-
20 9.4.3 eter set PS is supported by the Tag. If not, the Tag v O Tag Test_Patftern 3
shall return a "Not Supported" error.

If the [AM1 message is successfully parsed by the

21 943 Tag, the Tag shall calculate the IAM1 response.

0 Tag By degign

The Tag shall generate a random challenge
TChallenge-b/k of length ¢t bits, where t is deter-
mined by the parameter set, and.shall send this
to the Interrogator.

22 9.4.4 0 Tag By degign

The Interrogator shall conistruct the [AM2
message.

23 9.4.5 O | Interrogator By degign

The Interrogator shall form a b-bit string IRe-
sponse such that

IResponse ='SIMON-b/k-DEC ( Key.KeyID, C_IAM-
b/k || IRnd-b/k || TChallenge-b/k).

The Interrogator shall send IResponse to the Tag
as part of the IAM2 message; see Table 10.

24 9.4.6 O | Interrogator | Test_Patfern 4

The Tag shall only accept the [AM2 message

25 947 when the cryptographic engine is in state PA1.

0 Tag By degign

If Interrogator authentication is not supported
on the Tag, i.e.if "01," is not a valid value for
AuthMethod, then the Tag shall return a "Not
Supported" error condition.

The Tag shall check if the Step is "01,". If the
27 9.4.7 value of Step is different, the Tag shall return a 0 Tag Test_Patftern 5
“NotSupportedierror

The Tag shall check if the RFU is "00002". If the
28 9.4.7 value of RFU is different, the Tag shall return a 0 Tag Test_Pattern 5
"Not Supported" error.

26 94.7 0 Tag By degign

The Tag shall use Key.KeyID to compute the b-bit
29 9.4.7 string S where 0 Tag By design
S = SIMON-b/k-ENC ( Key.KeyID, IResponse ).
a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved 5
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Table 2 (continued)

Protocol . . e
b
Item subclausea Requirementa MOPbP | Applies to How verified

The Tag shall check that S[¢-1:0] = TChal- .

30 9.4.7 lenge-b/k. 0 Tag By design

31 9.4.7 The Tag shall prepare IAM2 response. 0 Tag By design

32 94.8 The Tag shall return the value of TStatus to the 0 Tag Test_Pattern 6
Interrogator.
If, under conditions laid out in the over-the-air
protocol, there is no response from the Tag or

33 9.49 if the returned value of TStatus is 02, then the O | Interrogator By design
Interrogator shall abandon the cryptographic
protocol.

The Interrogator shall generate a random Inter-
34 9.5.2 rogator challenge (IChallenge-b/k) thatis carried| O | Interrogator By design
in the MAM1 message.

The Interrogator shall indicate the variant of
SIMON to be used.

The Tag shall accept MAM1 message at any time
(unless occupied by internal processing and not
capable of receiving messages), i.e. upon receipt
36 9.5.3 of the message with valid parameters, the Tag 0 Tag By design
shall abort any cryptographic protocol that has
not yet been completed and shall remain in the
Initial state.

35 9.5.2 O | Interrogator By design

If Mutual authentication is not supportedon the
Tag, i.e.if "102" is not a valid value forAuthMeth-
od, then the Tag shall return a "Not Supported”
error condition.

The Tag shall check if the Step.is "002". If the
38 9.5.3 value of Step is different, the-Tag shall return a 0 Tag Test_Pattern 7
"Not Supported" error.

The Tag shall check if the RFU is "002". If the
39 9.5.3 value of RFU is different, the Tag shall return a 0 Tag Test_Pattern 7
"Not Supported‘-error.

The Tag shall check whether the values of Block-
Size andKeySize are supported by the Tag. If at

37 9.5.3 0 Tag By design

40 9.5.3 least ghe-of these checks is failed, the Tag shall 0 Tag By design
returna "Not Supported" error.
The Tag shall check whether the values of Block-
Size and KeySize are supported by Key.KeyID and

a1 9.5.4 that Key.KeylD is authorized for use in Interro- 0 Tag By design

gator-Tag mutual authentication. If at least one of
these checks is failed, the Tag shall return a "Not
Supported" error.

The Tag shall check whether the value of param-
42 9.5.3 eter set PS is supported by the Tag. If not, the Tag| O Tag By design
shall return a "Not Supported" error.

The Tag shall generate a random challenge TCh-
allenge-b/k.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

43 9.5.3 0 Tag By design

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

6 © ISO/IEC 2019 - All rights reserved
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Item

Protocol
subclausea

Requirement?

MOb

Applies to

How verified

44

9.5.3

The Tag shall construct a b-bit string by concat-
enating C_MAM-b/k with the (b-t-c) most signif-
icant bits of TChallenge-b/k and the entirety of
IChallenge-b/k.

Tag

By design

The Tag shall use Key.KeyID to compute the b-bit

45

9.5.3

4aad C N
STITITE O WITCTT

S = SIMON-b/k-ENC ( Key.KeyID, C_MAM-b/k ||
TChallenge-b/k [t-1:2t-b+c] ||

IChallenge-b/k).

Tag

TestM\Pat

tern 8

46

9.5.5

After receiving MAM1 Response, the Interro-
gator shall use Key.KeyID to compute the b-bit
string T where:

T = SIMON-b/k-DEC ( Key.KeyID, TRespon-
se[b-1:0]).

1. The Interrogator shall check that T[¢t-1:0] =
IChallenge-b/k.

Interrogator

By deg

ign

47

9.5.6

If the cryptographic protocol has not been abany
doned, the Interrogator shall form a b-bit string
IResponse depending on the parameter set PS as
follows:

1. If PS = 007 then IResponse is equalto

SIMON-b/k-DEC ( Key.KeyID, GAFAM-b/k || T[b-
t-c-1:0] || T[b-c-1:4] ||

TResponse[2t+c-1:b] ).
2. If PS =017 then IResponse is equal to T[b-c:t].

The Interrogator-shall set SecureComm = 0001,
if secure commuiications as described in Section
10 will be used after mutual authentication is
completed. Otherwise, the Interrogator shall set
Secure€Comm = 00005.

Thelnterrogator shall send IResponse and the
value of SecureComm to the Tag as part of the
MAM?2 message.

Interrogator

By de{

ign

48

9,57

The Tag shall only accept this message when the
cryptographic engine is in the state PA2.

Tag

By deg

ign

49

9.5.7

If Mutual authentication is not supported on the
Tag, i.e.if "102" is not a valid value for AuthMeth-
od, then the Tag shall return a "Not Supported”
error condition.

Tag

By deg

ign

50

9.5.7

The Tagshattcheckif the Step 017 Hthe
value of Step is different, the Tag shall return a
"Not Supported" error.

Tag

Test_Pat

tern 9

51

9.5.7

The Tag shall check if the RFU is "00002". If the
value of RFU is different, the Tag shall return a
"Not Supported" error.

Tag

Test_Pat

tern 9

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.
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Table 2 (continued)

Item

Protocol
subclausea

Requirementa

MOb

Applies to

How verified

52

9.5.7

If PS = 007 then the Tag computes the b-bit string
S = SIMON-b/k-ENC ( Key.KeyID, IResponse ).

SIMON-b/k-DEC ( Key.KeyID, C_.MAM-b/k || T[b-
t-c-1:0] || T[b-c-1:1] ||

TResponse[2t+c-b-1:0]).

Tag

Test_Pattern 10

The Tag shall check if S[t-1:0] = TChallenge-b/k.

53

9.5.7

If PS = 015, then the Tag shall check whether S =
TChallenge-b/k.

Tag

Test_Pattern 10

54

9.5.7

If TStatus = 13 and SecureComm = 1y, the Tag
shall generate a random string N1. The Tag shall
further indicate using KeyID; which key shall be
used for the subsequent secure communication
session.

Tag

Test_Pattern 10

55

9.59

If, under conditions laid out in the over-the-air
protocol, there is no response from the Tag or
if the returned value of TStatus is 02 then the
Interrogator shall abandon the cryptographic
protocol.

Interrogator

By design

56

10.1

If the response is encapsulated, then it shall be
encapsulated as described in this crypto suite.
A Tag shall only encapsulate the response toan
encapsulated command.

Tag

By design

57

10.2

If a secure communication session is required,
the session shall be launched by the Interrogator
after a successful mutual authentieation.

Interrogator

By design

58

10.3.1

SEC shall only be used after mutual authenti-
cation has been established“and it guarantees
the confidentiality and/orauthenticity of the
payload P being encapsulated.

Interrogator

Tag

By design

To send a command as an encapsulated payload P,
the Interrogatorshall perform the following steps:

a All
b M:n

lause, subclause and table references are to ISO/IEC 29167-21.

handatory; items marked'with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0” are optional and shall be tested only for devices that support the feature thatis indicated
by the r¢quirement.
8 © ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

1. The Interrogator shall verify that TStatus is
17. If not, the Interrogator shall abandon the
encapsulation process.

2. The Interrogator shall identify the key Key.
KeyID; to be used.

3. The Interrogator shall construct the initial
value of the (b-16)-bit string N as N = N ||
TChallenge.

4. The Interrogator shall choose the length
T_Length for the authentication token T.

5. The Interrogator shall specify if the
payload is authenticated or both encrypted
and authenticated. If authentication
without encryption is required, then the
Interrogator shall set Enc = 0. If both
encryption and authentication are required,
then the Interrogator shall set Enc = 1.

6. The Interrogator shall specify if the
payload parameters should be protécted.
If parameter protection is required, then
the Interrogator shall set Protect = 1. If
parameter protection is not¥equired, then

59 10.3.2 the Interrogator shall set Protect = 0. O | Interrogator By degign

7. The Interrogator shalt'specify whether
the Tag response-is to be in the clear,
authenticated, or'encrypted and
authenticated:

8. The Interrogator shall construct a string X
whete |X| = 0 or |X| = 8. If Protect = 0 then X
=P Nf Protect = 1 then X = Response || Enc ||
Brotect || 005.

9~ The Interrogator shall compute SEC (Key.
KeyIDy, N, param, Enc, X || P). The output
will be denoted Q || T. Depending on the
value of Enc, Q will either be equal to X
|| P or equal to the encryption of X || P. In
both cases, an authentication tag T will be
included.

10. The Interrogator shall encapsulate the
payload defined In Table 17 and send this to
the Tag using an encapsulating over-the-air
command.

11. After a successful invocation of SEC, the
value of N shall be incremented by 1 using
integer addition.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved 9
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

To protect the reply to an encapsulated com-
mand, the Tag shall perform the following steps:

1. Ifthe Tagis notin the state [A, then the Tag
shall return a “Cryptographic Suite Error”
and abandon the communication session.

2. The Tag shall process the encapsulating
command as described in 10.4.1. Unless an
error has been encountered, this will reveal
the encapsulated command and, optionally,
the values of Response, Enc, and Protect.

3. If Protect = 17, the Interrogator has used
parameter protection. Provided the
encapsulated command was processed
without error (10.4.1), the values of
Response, Enc, and Protect in Table 17
shall be recovered from the output of CES
in 10.4.1. If Protect = 0y, the Interrogator
has not used parameter protection. The
values of Response, Enc, and Protect shall be

recovered from the payload in Table 17.
60 10.3.3 0 Tag By design

4. IfResponse = 00007, the Tag shall respond
without encapsulation.

5. Otherwise, the Tag shall execute'the
encapsulated command and construct the
reply R.

6. IfResponse = 1y or 2, the' Tag shall compute
SEC (Key.KeyIDy, N, param, Enc, R) with
the reply R. The value of Enc will be 0 if
Response = 1y and Enc = 1 if Response = 2y.
The output will-be denoted Q || T.

7. The Tagshall return Q || T to the
Interrogator instead of the unprotected
reply R.

8. ““After a successful invocation of SEC, the
value of N shall be incremented by 1 using
integer addition.

a  All dlause, subelause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optiopdlyitems marked with “0” are optional and shall be tested only for devices that support the feature that is indicated
by ther Liuil enrent:

10 © ISO/IEC 2019 - All rights reserved
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Protocol

Item subclausea

Requirement?

MOb

Applies to

How verified

On receiving an encapsulating command with
payload Q || T, the Tag shall perform the follow-
ing steps to process the payload Q || T.

1.

If the Tag is not in the state [A, then
the encapsulating command shall be

61 10.4.2

10.

3 | Al o T Loll 4

lsllUl cUu diiu uIic las SlIdI1IrTreiurilzT da
“Cryptographic Suite Error” and abandon
the communication session.

The Tag shall check whether Key.

KeyID3 is authorized for use with secure
communication. If not, the Tag shall return a
"Not Supported" error.

The Tag shall check if param is supported
by the Tag. If not, the Tag shall return a "Not
Supported" error condition.

The Tag shall check if the value of Enc is
supported by the Tag. If not, the Tag shall
return a "Not Supported" error condition.

The Tag shall check if the RFU is "Q0"*/1f
the value of RFU is different, theTag shall
return a "Not Supported" error:

The Tag shall construct the initial value of N
as N = Nt || TChallenge:

Assuming that the-encapsulating command
is successfully pavsed by the Tag, the Tag
shall recover Q [|'T from the encapsulating
command.ahd compute CES (Key.KeyID3, N,
param, Eng, Q || T).

If the'output from CES (Key.KeyID2, N, T_
Length, Enc, Q || T) is AUTH_ERROR, the Tag
shall return a “Cryptographic Suite Error”
and abandon the communication session.

If the output from CES (Key.KeyIDy, N,
T_Length, Enc, Q || T) is not AUTH_ERROR,
the Tag shall consider the output to be the
intended encapsulated command.

After a successful invocation of CES, the
value of N shall be incremented by 1 using
integer addition.

Tag

By degign

by the requirement.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0” are optional and shall be tested only for devices that support the feature thatis indicated

© ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

To recover the original response from a cryp-
tographically-protected Tag response, the Inter-
rogator shall perform the following steps:

1. The Interrogator shall verify that the Tag
response was received in response to
lotad 3 dlacz 4l
dll Cll\,Cl}JDULCILCL{ CUILIIIIIAIIU 155UtTU IJ_)’ CIIC
Interrogator. If not, the Interrogator shall
abandon the secure communication process.

2. The Interrogator shall recover the
cryptographically-protected reply Q || T
from the over-the-air Tag response.

62 10.4.3 O | Interrogator By design

3. The Interrogator shall compute CES (Key.
KeyIDy, N, param, Enc, Q || T). If the output is
AUTH_ERROR, the Interrogator shall abandon
the communication session. Otherwise, the
output is the originally constructed Tag
reply R.

4. After a successful invocation of CES, the
value of N shall be incremented by 1 using
integer addition.

However, Key.j shall not be specified when,there

63 1 remain unspecified Key.i with i<j.

0 Tag By design

If a Tag is unable to act on the key update com-
64 11 mand, the Tag shall return a "Not Supported" 0 Tag By design
error.

1) The Authenticate command shall be
supported.

65 E.4.2 M Tag Test_Pattern 1

2) The Challenge comimhand shall not be

66 4.2 supported.

M Tag By design

3) The maximum execution time for an
67 E.4.2 Authenticate Command containing a TAM1 M Tag Test_Pattern 1
payload shall be below 20 ms.

4) Thé Tag shall ignore commands from
68 E.4.2 an’Interrogator during execution of a M Tag By design
oryptographic operation.

5)v The Tag shall not support sending the
69 E.4.2 contents of the ResponseBuffer in thereply | M Tag By design
to an ACK command.

6) The Tag shall support sending the contents
70 E.4.2 of the ResponseBuffer in the reply to a M Tag Test_Pattern 11
ReadBuffer command.

8) A Tagin any cryptographic state other
than Initial (i.e. the state after power-up)
shall reset its cryptographic engine and
remain in the current state upon receiving
an invalid command or a command with an
incorrect handle.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

71 E.4.2 M Tag By design

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

12 © ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

9) For each error condition (Annex B) defined
in this crypto suite, the Tag shall do the
following.

— An “Unsupported Error” shall be treated
as an “unsupported parameters” error
3 +1o H - 4 | | dclall
ITI LT dIT TTILCT 1dlT Sidaliudi u dI1iu S1ialr
follow the mandated actions. The Tag
shall remain in its current state.

— A “Cryptographic Suite Error” results in
areset of the cryptographic engine. The
Tag shall remain in its current state.

72 E.4.2 M Tag By degign

— Where mandated by the air interface
standard, the Tag shall backscatter an
error code. Otherwise, the Tag may
backscatter an error code.

10) The Tag shall remain in its current state
73 E.4.2 after a Tag Authentication. M Tag By degign

The Tag shall transition to the secured state
after successfully processing an interrogator or
mutual authentication.

In ISO/IEC 18000-63, the message toexecute Tag
authentication shall be transmitted\to the Tag
with the Authenticate commangd:.Fhe air inter-

face shall return the response; €ither it shall be Test_Patgern 1

74 E4.3 backscattered immediately-or it shall be stored M Tag and Tesicijattern
in the ResponseBuffer. It'€an be returned to the
Interrogator from the-ResponseBuffer with the
ReadBuffer command:.
ISO/IEC 1800063 specifies an 8-bit CSI. For
75 £.4.3 implementation of ISO/IEC 29167-21 in ISO/ M Tag By degign

IEC 18000-63, the CSI shall be expanded to the
8-bit yalue 0Bj,.

ISO/IEC 29167-21 specifies several error condi-
tions. The error conditions of the crypto suite
shall be returned to the Interrogator as error
76 E.4.4 codes for the air interface. Table E.2 shows the M Tag By degign
conversion of Error Conditions in the crypto
suite to ISO/IEC 18000-63 error codes if the Tag
supports specific error codes.”

ISO/IEC 18000-63 requires the definition of key
properties. If an implementation does provide
key properties for a key belonging to this crypto

34 e alaoll el o 1 43 4 annn
S UILT, 1L S1IdIT STU UIIT l\C_y lJl UlJCl LITS LU UUUU/.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

77 E.4.5 M Tag By degign

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

6.3 Test patterns

6.3.1 General

This subclause provides the test patterns for this document.

© ISO/IEC 2019 - All rights reserved 13
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6.3.2 Test Pattern1

This test pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySize k supported by the Tag.

NOTE 1 The size of IChallenge-b/k depends on b and k and the value in Test_Pattern 1 is fixed to all ones.
Mathematically, this is the [IChallenge-b/k|-bit binary representation of the integer value 2|IChallenge-b/k|-1,

NOTE 2 All fields with a variable value for different b and k are identified solely by name. The appropriate
values are given in ISO/IEC 29167-21. Fields that take a value that is common to all variants of b and k are
identifidd by value.

Query [Tari=6,25ps; BLF=640; FMO, S0)
ACK
Reg RN
Authenficate {

SenRepf0bl; IncRepLen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b00; Step=0b00y; _RFU=0b0O0;
BlockSize; KeySize; KeyID=i; PS=0b00; IChallenge-b/k=2I|IChallenge-b/k|-1)

}

The tesf pattern is passed when the decrypted response field to the Authenticate command is as follows

(C_TAM=b/k; TRnd-b/k=any value; I) with [=2[IChallenge-b/kf.1,

6.3.3 |Test_Pattern 2

This tegt pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySiz¢ k supported by the Tag. In each case, the five cases shallbe'tested with parameters taking the
values indicated in Table 3.

Table 3 — Parameter values-for Test_Pattern 2

AuthMeth | Step RFU BlockSize | KeySize indi- KeyID PS

indicator cator

obdo 0b01 0b00 As required As required i 0b00
for b for k

obdo 0b00 0b01 As required Asrequired i 0b00
for b for k

obdo 0b00 0b00 As required Asrequired i 0bo1
for b for k

j
Asrequired Asrequired
0bgo 0b00 0b00 fo?- b focll~ k (where Key.j is the first 0b00
unassigned key)
NOTE 1 The size of TChallenge-b/k in the test pattern depends on b and k and the value in Test_Pattern 2

is fixed [to all ones. Mathematically, this is the |IChallenge-b/Kk]|-bit binary representation of the integer valug

2|IChallerjge-b/k|.1*

NOTE 2

b and k are identified by Table 3.

Query (Tari=6,25ps;

ACK
Reg RN

Authenticate {

SenRep=0bl;

BLF=640;

IncRepLen=0b0; CSI=0x0B;

FMO, S0)

KeySize; KeyID; PS; IChallenge-b/k=2I|IChallenge-b/k|-1)

}

All'fields with a variable value for different b and k are identified solely by name. The appropriate

values apegiven in ISO/IEC 29167-21 or in Table 3. The value of fields that take a value common to all variants of

The test pattern is passed when the Tag returns a “Not Supported” error in all cases.

14

Length; Message=(AuthMeth; Step; RFU; BlockSize;

© ISO/IEC 2019 - All rights reserved
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This test pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySize k supported by the Tag. Each case shall be tested with parameters taking the values indicated

in Table 4.
Table 4 — Parameter values for Test_Pattern 3
BlockSize KeySize indi-
AuthMeth | Step RFU e y o KeyID PS
0b01 0bo1 0b00 Asrequired Asrequired i 0b00
for b for k
0b01 0b00 0bo1 Asrequired Asrequired i 0b00
for b for k
0b01 0b00 0b00 Asrequired Asrequired i 0b01
for b for k
j
Asrequired Asrequired
0b01 0b00 0b00 focll- b fo?- k (whiefe Key.j is the first 0b00
unassigned key)
NOTE 1  The size of IChallenge-b/k in the test pattern depends on, bnand k and the value in Test_Ppttern 3

p|IChallenge-b/Kk]|-1.

NOTE 2

b and k are identified by Table 4.

Duery (Tari=6,25us; BLEF=640; FMO, SO)
NCK

Req RN

huthenticate {

SenRep=0bl; IncRepLen=0b0; CSI=0%0B; Length; Message=(AuthMeth; Step; RFU; Block{
KeySize; KeyID; PS; IChallenge-byfk=2|IChallenge-b/k|-1)

}

['he test pattern is passed when‘the Tag returns a “Not Supported” error in all cases.

b.3.5 Test_Pattern 4

['his test pattern shall'be applied to all keys Key.i specified in the Tag for use with each BlockSi3
KeySize k supportedby the Tag.

NOTE1  TheSsizes of IRnd-b/k and TChallenge-b/k depend on b and k. Since TChallenge-b/k is generaté
[ag, its value ‘eannot typically be specified. However, TChallenge-b/k is transported in the clear over-the
can be available for testing. Depending on the Interrogator implementation, it can be possible to specify t
bf IRnd=b/k! The value of IRnd-b/k for this test pattern can be set to all ones. Mathematically, this woul
IRnd*b/k|-bit binary representation of the integer value 2/1Rnd-b/k|-1,

s fixed to all ones. Mathematically, this is the |IChallenge-b/k|-bit Gihary representation of the integer value

All fields with a variable value for different b and‘k are identified solely by name. The appjropriate
Falues are given in ISO/IEC 29167-21 or in Table 4. The value of fields that take a value common to all vafiants of

ize;

e b and

d on the
-air and
he value
d be the

NOTE 2 All fields with a variable value for different b and k are solely identified by name. The app|

ropriate

values are given in ISO/IEC 29167-21. Fields that take a value that is common to all variants of b and k are

identified by value.

Query (Tari=6,25ps; BLF=640; FMO, SO)
ACK
Req RN
Authenticate {

SenRep=0bl; IncReplLen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b01l; Step=0b00;
RFU=0b00; BlockSize; KeySize; KeyID=i; PS=0b00)

}

Authenticate {

SenRep=0bl; IncReplLen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b01l; Step=0b01;
RFU=0b0000; IResponse)

}

© ISO/IEC 2019 - All rights reserved
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The test pattern is passed when the encryption of [Response is as follows:

(C_IAM=b/k; IRnd-b/k=any value; T) with T = TChallenge-b/k.

6.3.6 Test_Pattern 5

This test pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySize k supported by the Tag. Each case shall be tested with parameters taking the values indicated
in Table 5.

Table 5 — Parameter values for Test_Pattern 5

BlockSize KeySize

AuthMeth | Step RFU Dlockstze eysize KeyID Ps

0b(1 0b00 | 0boooo | Asrequired | Asrequired I 0b00
for b for k

0b(1 0b01 | 0booo1 | Asrequired | Asrequired I 0b00
for b for k

NOTE 1 The size of IResponse in the test pattern depends on b. The value for TestyzPattern 5 can be fixed to al
binary dnes. Mathematically, this would be the b-bit binary representation of theJntéger value 2b-1.

NOTE 2 All fields with a variable value for different b and k are identifiéd solely by name. The appropriate
values afe given in ISO/IEC 29167-21 or in Table 5. Fields that take a valué\that is common to all variants of b and
k are idgntified by value.

Query [Tari=6,25ps; BLF=640; FMO, S0)
ACK
Reg RN
Authenficate {

SenRep=0bl; IncRepLen=0b0; CSI=0x0B; Lengthp\Message=(AuthMeth=0b01l; Step=0b00;
RFU=0b(J0; BlockSize; KeySize; KeyID=i; PS=0b0Q)

}
Authentticate {

SenRep=0bl; IncRepLlLen=0b0; CSI=0x0Bys(Length; Message=(AuthMeth=0b01l; Step; RFU;
IResporse)

}
The tesf pattern is passed when the Tag returns a “Not Supported” error in all cases.

6.3.7 |Test_Pattern 6

This tegt pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySizg k supported by theTag.

NOTE 1 The sizes{fIRnd-b/k and TChallenge-b/k depend on b and k. Since TChallenge-b/k is generated or
the Tag,|its value caunot typically be specified. However, TChallenge-b/k is transported in the clear and can bg
availablg for testing. Depending on the Interrogator implementation, it can be possible to specify the value of
IRnd-b/k. Thevalue of IRnd-b/k for this test pattern can be set to all binary ones. Mathematically, this would be
the |IRnf-b7/k|*bit binary representation of the integer value 2[1Rnd-b/k|-1,

NOTE 2 All fields with a variable value for different b and k are solely identified by name. The appropriate
values are given in ISO/IEC 29167-21. Fields that take a value that is common to all variants of b and k are
identified by value.

Query (Tari=6,25ps; BLF=640; FMO, S0)
ACK
Reg RN
Authenticate {
SenRep=0bl; IncReplen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b01l; Step=0b00;
RFU=0b00; BlockSize; KeySize; KeyID=i; PS=0b00)
}
Authenticate {
SenRep=0bl; IncReplen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b01l; Step=0b01l;

16 © ISO/IEC 2019 - All rights reserved
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