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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

gstablished by the respecltive organization 0 deal with particular fields of technical aclivity. 15O
technical committees collaborate in fields of mutual interest. Other international organizations, gove
gnd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field\of inf
teéchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

he main task of the joint technical committee is to prepare International Standards. Draft Intg

Q (n —

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

>

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

—

BO/IEC 19795-6 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
ubcommittee SC 37, Biometrics.

(ds)

BO/IEC 19795 consists of the following parts, under-the general title Information technology — |
Hderformance testing and reporting:

—+ Part 1: Principles and framework

—+ Part 2: Testing methodologies for technology and scenario evaluation
—+ Part 3: Modality-specific testing{Technical Report]

—+ Part 4: Interoperability performance testing

—+ Part 5: Access controkscenario and grading scheme

—+ Part 6: Testing-methodologies for operational evaluation

—+ Part 7: Testing of on-card biometric comparison algorithms

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Diréctives, Part .

and IEC
rnmental
ormation

rnational

tandards adopted by the joint technical committee are circulated to national bodies for voting. Publigation as

of patent

hnology,

Biometric
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Introduction

Operational tests evaluate complete biometric systems in the targeted operational environment with the target
population. Tests may encompass performance monitoring of operational systems or assessment of
performance in operational trials.

Operatio]

Operatio]
and syst

The ove
performg

Subgoal

This parf of ISOAEC 19795 provides the test planning, test conduct, performance measurement, test reporting,
and record-keeping requirements to be followed during a biometric system’s operational evaluation.

\Y

datg

addi
alloy

data
syst

to d
asse

to determine the need to adjust or configure the system to improve performance;

hal performance assessment may be based on:

tional data collected during normal system use, but with the system running in an “evaluation modsd
ving extra data to be collected;

Em.
nal evaluation differs from technology or scenario evaluation in that the’ subject base, environment,
em design are no longer controlled for the purpose of repeatable testing, but vary in accordance wi
operati%Tal use. Examples of uncontrolled variables include the legitimacy of the subject’s identity clain,
environ

rarching goals of operational testing are to measureor monitor operational biometric system

5 of operational testing may include:

btermine if performance meets the requirements specified for a particular application or the claims

top

to

performance;
to obtain performance, data from a pilot implementation;

to obtain perfermance data to benchmark future systems.

collected by the operational system in the course of normal operation;

collected with a set of test subjects considered separately from the subject base of the operational

ental effects from weather or lighting, or the variability of system/use by different individuals.

nce over a period of time.

rted by the supplier;

edict performance as the numbers of subjects, locations, or devices increase;

tain information on the“target population and environmental parameters found to affect system
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Information technology — Biometric performance testing a
reporting —

Part 6:

Testing methodologies for operational evaluation

1 Scope

This part of ISO/IEC 19795:

—+ provides guidance on the operational testing of biometric systems;
—+ specifies performance metrics for operational systems;

—+ details data that may be retained by operational systems{o‘enable performance monitoring; and

—+ specifies requirements on test methods, recording\of data, and reporting of results of o
evaluations.
NOTE Some operational biometric systems perforin a single biometric function. For example, in the initial

bllout of biometric passports, the operational systém might be performing biometric enrolment only. O
valuation of such systems is within the scope of this part of ISO/IEC 19795.

Q=

This part of ISO/IEC 19795 does not:

— cover testing of operational systéms in the laboratory or

— address vulnerability testing.

Conformance

N

I

n operational{evaluation is in conformance with this part of ISO/IEC 19795 if it is planned, exec
pported inraccordance with the requirements of Clause 6.

-

)

Normative references

nd

erational

stages of
perational

uted and

The following referenced documents are indispensable for the application of this document. F

or dated

references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

ISO/IEC 19795-1, Information technology — Biometric performance testing and reporting — Part 1: Principles

and framework
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4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19795-1 and the following apply.

41

acclimatization

change, over the course of one or more transactions, of a biometric characteristic that might impact the ability
of a system to process a sample

NOTE Acclimatization is primarily associated with a subject’'s temporal adjustment to environmental effects, such as
skin tempgrature:

4.2
attendant
agent of the biometric system operator who directly interacts with the biometric capture subject

4.3
biometric capture subject
individugl who is the subject of a biometric capture process

4.4
biometric data subject
individugl whose individualized biometric data is within the biometric system

4.5
biometric probe
biometri¢ data input to an algorithm for comparison to a biometric reference(s)

4.6
biometric operational personnel

individugls, other than the biometric capture subjects, who take an active role in the operation of the biometr
system

(2]

NOTE Biometric operational personnel includes biometric system administrators, attendants, and examiners.

4.7
biometric system administrator
person who executes policies and procedures in the administration of a biometric system

4.8
biometr1c system operator
organizafion responsible for.defining policies and procedures in the operation of a biometric system

49
biometric reference
one or njore storegd biometric samples, biometric templates or biometric models attributed to a biometric dafa
subject gnd used for comparison

410
comparison attempt limit
maximum allowed number or duration of attempts in a comparison transaction

4.1
enrolment attempt limit
maximum allowed number or duration of attempts in an enrolment transaction

412
habituation
familiarity a subject has with the biometric device, system and application

NOTE The level of habituation can affect biometric sample presentation and acquisition device.

2 © ISO/IEC 2012 — All rights reserved
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413
subject base

2012(E)

set of individuals whose biometric data is intended to be enrolled or compared in operational use of a

biometric system

414
system acceptance rate
proportion of recognition transactions in an operational system in which the subject is recognized

NOTE 1 Though the acceptance of an impostor is an incorrect recognition, it can still count as a system acceptance.

OTE2  System acceptance rate = 1 — system rejection rate.

.15
stem identification rate
roportion of identification transactions in an operational system in which one or more subjects are ide

.16
stem rejection rate
roportion of recognition transactions in an operational system in which the subject is not recognized

OTE The system rejection rate differs from the false reject rate in that, in addition to false rejections, it als
y rejected impostor transaction and any improper genuine transaction.

.17
test crew member

lected biometric data subject whose use of the operationalsystem is controlled or monitored as p
aluation

OTE In an operational evaluation, test subjects can be subjects of the operational system or they can be
a test crew using the system specifically for evaluation purposes

Operational evaluation overview

.1 Operational evaluation goals

he overarching goals of operational testing are to measure or monitor operational biometrig
performance.

Subgoals of operational testing may include:

—+ to determine if-‘performance meets the requirements specified for a particular application or th
asserted by the-supplier;

—+ to determine the need to adjust or configure the system to improve performance;

—+ to'predict performance as the numbers of subjects, locations, or devices increase;

entified

b includes

art of the

members

system

e claims

1o _obtain information on tha taraat nanlatinn and anviranmantal naramatarce forind +0 affadl
tO—Op O HEH—o—tHe—arget teo—a R a— e oS a—pPata et oo He—e—He

performance;
— to obtain performance data from a pilot implementation;

— to obtain performance data to benchmark future systems.

system

Operational evaluation considers the performance of people as well as the equipment, algorithms, and

environment. Consequently, operational testing includes aspects of social science in addition to

physical

science, whereas technology testing does not. In general, operational performance will vary over time due to
uncontrolled conditions in people, equipment and environment. For example, if the majority of subjects are

enrolled at the start of operations, with few new enrolments, performance of the system might im

© ISO/IEC 2012 — All rights reserved
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subjects habituate or degrade as subjects’ biometric characteristics age over time away from their enrolled
references.

The performance observed in testing can depend on the operational personnel, such as attendants or

biometric examiners, as well as the biometric subjects. Operational personnel based factors should be taken
into consideration in all aspects of the test from scope definition to reporting (see e.g., references [1] and [2]).

5.2 Operational performance metrics

Recogni inn-_matrice faor anarational tactina diffar froam thaca nicad in tachnalooavy and cocanarina tactina |
toR—metrics—for—operationaltesting—differfrom—these #—technology—and-scenario—testing—
technolofy and scenario tests, false accept and false reject rates can be measured because the underlying

ground tfuth is known to the experimenters. Ground truth will generally be unknown in an operationalcsetting
such thaf an operational test will measure system acceptance and system rejection rates.

Determinjing the false accept rate and false reject rate from the number of system rejections and’acceptance
will require additional observations or controls to determine the legitimacy of identity claims and devic
interactigns. Similarly, in the case of identification systems, determining identification error rates from the
number ¢f system identifications also requires additional observations or controls.

D o

Performance calculations in technology and scenario tests often exclude rejections, in which the subject di
not provide an ideal presentation or did not correctly follow instructions. Operatignal testing will include suc
rejections in measuring the system rejection rate.

> O

5.3 Operational evaluation methods

Operatiohal performance assessment is based on data collected\through an operational system. A system
may be gonfigured in “evaluation mode” to collect additional data during normal system use.

Operatiohal performance assessment may be based upon different groups of test subjects:

~

— datq collected with a non-controlled set of test subjects (i.e., a set of test subjects reflective of the subje¢
basg of the operational system);

—

— datq collected with a controlled set of testsubjects defined as the “test crew members” (i.e., a set of teg
subjects considered and controlled separately from the subject base of the operational system).

=

If the tegt crew is specially instructed)in their use of the system, evaluation results can be expected to diffe
from thdse encountered operationally. Operational performance can be highly time variant because (¢
uncontroflable variations in the (population, equipment and environment. Variation in performance across thes|
conditior]s cannot be predicted;

oD =

5.4 Deétermining operational performance
Performance estimates may be determined from operational data in at least three ways:

— thropigh direct observation of throughput rates, acceptance rates and/or rejection rates;

— through offline computation of throughput and acceptance and rejection rates based on comparison
scores and timing metrics recorded during operations; and

— through offline computation of comparison scores, and acceptance and rejection rates based on samples
acquired during the test and on stored reference data.

Each approach is likely to yield different measures. Further, each approach carries different risks for
miscalculation. For example, recording only direct observations of an access control system does not reveal
whether a rejection was due to a biometric error or an error in the operation of the gate; recording only
comparison scores will not show cases where a reference or probe has been stored or transmitted incorrectly.

4 © ISO/IEC 2012 — All rights reserved
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5.5 Use of technology and scenario evaluation methodologies in evaluating operational
systems

In addition to tests based on real operational use of the system, scenario and technology evaluation
(ISO/IEC 19795-2 [3]) can also have a role in determining some aspects of operational performance.

Testing solely in live operation might not be capable of measuring all aspects of operational performance.
Depending on the purpose of the evaluation, certain performance measures might only be determined by
testing for them specifically. Testing in live operation is not meant to guarantee that the system will be
o} i ifi iti ' ici i istically valid
nclusions. Furthermore, when testing operationally, it might be infeasible to isolate these effects from other
perational factors that also affect performance.

XAMPLE Environmental factors such as sunlight or humidity can affect sensor performance. Unless the[system is
sted to monitor performance in the specific environments, the effects that such factors have on the operational
performance cannot be quantified.

G Operational evaluation
6.1 Purpose and scope

6.1.1 General

Tlhe purpose and scope of the test need to be determined<before the test design can be drawn|up. The
following elements shall be addressed:

— criteria for system inclusion,
—+ system specification,
—+ enrolment and comparison functionality-to be evaluated, and

—+ performance measures of interest:

6.1.2 Criteria for system inclusion

Tlhe experimenter shall-address the criteria by which biometric system(s) are included in an operatipnal test.
Biometric systems may.be included in an operational test due to their having been previously deployed, due to
selection on the part.ef'the biometric system operator, or due to selection on the part of the evaluating entity.

NOTE Testing multiple independent systems could compromise the operational realism of the tests. Howeyer, some
elements of-the test must be controlled if meaningful comparisons are to be made. Some elements can be |controlled
ithout jeopardizing the operational value of the tests. (See reference [4].)

=

6.1:3  System specification

Details of the system under test shall be specified as fully as possible. The following elements should be
reported:

— for acquisition devices: manufacturer, model, version, and firmware version as applicable — if the
acquisition device’s core acquisition components are integrated within a third-party device, such as in the
case of a fingerprint sensor incorporated into a peripheral, then manufacturer, model, version, and
firmware of the core acquisition components and those of the peripheral shall be reported;

— for biometric algorithms: provider, version, and revisions, and the values of all field-variable parameters or

settings — biometric algorithms include quality assessment, feature extraction, binning, comparison and
fusion algorithms, and any or all of these might be supplied by different vendors;

© ISO/IEC 2012 — All rights reserved 5
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— if the operational system incorporates a biometric application, such as a logical access interface: provider,

title,

version, and build of the application;

— for systems tested on or through personal computers, personal digital assistants or other computing
devices: platform, operating systems, processing power, memory, manufacturer, and model of computing
device;

— details of system architecture and data flow between biometric data acquisition, processing, and storage
components;

— dat3g

— system configuration (e.g., in the case reference updating, does the system use a single biometr

refe
sucq

6.14 B

In opera
identifica
deployed
functions
compone

NOTE
execute s

6.1.5 P
Performa
— thro
— failu
— syst
— syst

— false
truth

— false
whe

Conside

flow between system components;

ence for all subsequent comparison attempts or is the biometric reference updated following eac
essful attempt).

iometric functionality

ional tests of previously deployed systems, the biometric functionality (i.e., @nrolment, verification ¢
tion) under evaluation should be that of the deployed system. In operational tests of system

lity(ies) to implement and evaluate. The rationale for selecting “\the comparison functionalif
nts to be evaluated by the operational test shall be reported.

An operational test can incorporate both identification and verification functions if, for example, data is used t
earches against watch lists and also for verification against an existing enrolment.

erformance measures
nce measures relevant for operational evaluationtinclude:

LIghput for enrolment and recognition transagtions,
fe-to-enrol rate,

em rejection rate (in verification systems),

em identification rate (in identification systems)

accept rate and false_reject rate (in verification systems when the evaluation can establish groun

),

-positive identification error rate and false-negative identification error rate (in identification system
h the evaluation can establish ground truth).

ations_for determining and reporting these performance measures are specified in Clause 6.4. |

addition,

operationaltest. Annex A provides a list of potential performance metrics.

expefimenters shall determine any specific performance measures to be generated through th

=)

r
S
for the purpose of operational testing, the experimenter may determine which comparison
Yy

[7]

D =

6.2 Application characteristics

6.2.1 General

Application characteristics shall be considered in order to plan for test data collection that will be
representative of operational use. The following elements shall be addressed:

— concept of operations,

— qguid

ance and instruction,

© ISO/IEC 2012 — All rights reserved
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— levels of effort and decision policies,
— use of multiple instances,

— environment,

— deployment factors,

— acclimatization, and

-+ habituation.

6.2.2 Concept of operations

The concept of operations of the operational application being tested shall be determined and feported.
Description of the concept of operations shall include, but not be limited to, discussian,of:

- integration of biometric systems with external systems such as logical or physical access systems;

—+ authentication methods and systems that the biometric system.\is) replacing or complementing, if
applicable; and

—+ the category of fielded application under evaluation, e.g.:
— enrolment,

— physical access control,

— logical access control,

— surveillance or screening,

— identification, or

— examiner assisted identification.

6.2.3 Guidance and instruction

While operational test-subjects should not be accompanied by test support personnel in their interagtion with
the biometric systém, as would be the case in a scenario evaluation, they may still be given instrugtions on
How to utilize the) technology. Any instructions on how to utilize the biometric system shall be feported.
Information given to the test subject regarding the operational test shall also be reported.

Tlhe experimenter shall define the following elements related to guidance provided during enrolment and
recognition for each system tested:

— attendedr/unattended operatiomn;
— information provided by attendant to test subject prior to interaction;

— type and extent of feedback provided by biometric system to test subject during interaction;
— type and extent of feedback provided by attendant to test subject during interaction;

— use of scripts, instructions, guidance tools, or other mechanisms to inform test subjects as to the optimal
method(s) of interacting with the system;

© ISO/IEC 2012 — All rights reserved 7
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— correction and recording of improper interaction with device;
— constraints on test subject appearance and apparel; and

— differences in guidance and feedback from that provided for operational use.

NOTE For operational tests in which the system is not already in operational use prior to testing (i.e., a pilot
deployment), the amount of attendant-test subject interaction should approximate that which would be provided by the
biometric system vendor or administrative personnel for a typical deployment.

6.2.4 IJeveIs of effort and decision policies

The level of effort involved in enrolment and recognition, as well as the test system’s decision policies, ar
dictated py the operational environment. In most cases the system will have a specific configurationbased o
the concpt of operations and will execute a match/no match/enrol or other decision in real time;)such that th
subject’s| subsequent activities in an operational environment are contingent on the outcome:

O =S O

(2

For testg in which enrolment is in scope, the experimenter shall determine and report.enrolment attempt limit
and decibion policies for the system to the extent feasible. Such limits and policies mayinclude the following:

— minimum and maximum number of attempts required or permitted to enrol (see Annex B). A system ma
alloy enrolment after one attempt, or may require multiple attempts.

<

— minimum and maximum duration permitted or required to enrol\within a given enrolment attempt qr
trangaction. A system may terminate an enrolment transaction €.g., after a fixed duration. This may be
dueto (1) the inability to capture or acquire a biometric sample,of sufficient quality or distinction, or (2) the
inabjlity to sense any biometric characteristic whatsoever. Incident (1) means that a biometric system has
acquired and processed data, but found it lacking; in¢ident (2) means that the data was not acquired

andfor processed.

— whether the enrolment process includes an immediate attempt at verification using the enrolment to
confjrm satisfactory enrolment and to help subject familiarization, and

— qualjty criteria or threshold applied during-enrolment.
For testg in which recognition is in seope, the experimenter shall determine and report comparison attempt
limits and decision policies for system to the extent feasible. Such limits and policies may include the

following

— minimum and maximum_ humber of attempts required or permitted per comparison transaction. A system
may| make a decision.after one attempt, or may require multiple attempts.

=

— minimum and_maximum duration permitted or required to match within a given comparison attempt g
trangaction. Assystem may terminate a comparison transaction after a fixed duration. For systems that d
not fime ouf)a time limit may be established for the purposes of testing.

O

— quality-eriteria and thresholds applied during comparison.

6.2.5 Multiple-instance systems

When it is known that a system utilizes multiple instances from the same test subject for the purposes of
enrolment or recognition this shall be reported. In multi-instance, multi-presentation, or multi-attempt systems,
fusion techniques may be used to combine information from two or more instances, presentations, and/or
attempts. The fusion techniques used, and the method in which they are applied, should be reported when
available.

8 © ISO/IEC 2012 — All rights reserved
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NOTE In an operational system, an attempt in which the subject is rejected might be automatically followed by a
fallback attempt in which the system utilizes a different instance of the same modality from the same subject. For example,
a system might utilize the left index finger for comparison and prompt for placement of the right index finger if the left index
finger fails. This would typically apply to modalities such as fingerprint and iris in which most biometric capture subjects
can utilize more than one instance for enrolment and recognition.

6.2.6 Environment

Environmental conditions can play a major part in operational performance levels. All relevant environmental
conditions shall be considered. Reference should be made to ISO/IEC TR 19795-3 [5] which lists the physical
gnvironmental conditions to be considered for different modalities and operational setfings. These indlude, but
gre not limited to:

—+ ambient temperature,

—+ atmospheric pressure,

—+ relative humidity,

—+ exposure to elements (e.g., rain, fog, snow, halil, etc.),

— illumination (including type, direction, intensity), and

ambient (acoustic) noise.

nvironmental conditions that are controlled by the operational system shall be reported to the extent|feasible.
ny introduction of controls on environmental conditionsnot normally incorporated in the fielded application
hould be avoided. If introduced, such controls shall bé documented. Conditions that are not contrdlled may
e monitored and reported to the extent that these aspects are of interest.

O 0 > m

m

XAMPLE 1 If the operational system utilizes dédicated lighting for face recognition, details of the lighting system
ould be reported.

=

BXAMPLE 2 If operational performance data is not collected on days where the temperature exceeds 3p°C, such
occurrences would be documented in the test report. Similarly, if a portable air conditioning unit were used on guch days,
this would be reported.

or both monitoring and accéptance testing, it may be appropriate to record pertinent environmental d¢ata (e.g.,
mbient temperature, relative humidity, precipitation, cloudiness, illumination levels). The most comprghensive
nd informative data may ‘be collected at the individual location of the biometric device transaction (e.g., at
edestrian gate N), @nd at the specific time of the test transaction. However, this approach might be fomplex,
ifficult and expehsive. An alternative approach may collect the environmental data at a repregentative
Ipcation (or set-of locations) per test site, including a date-time stamp, and correlate the data off-lind with the
imdividual trapsaction events.

.2.7 Deployment factors

eployment factors shall also be considered as these affect the usability of the system. Such fagtors can
include constraints for security, health and safety (e.g., having equipment and attendants on different sides of
a glass screen, or fastening equipment so it cannot be moved).

The experimenter should report the physical layout of the operational environment, including but not limited to
the following:

— dimensional area dedicated to test execution;
— positions of natural and artificial lighting;

— positioning of biometric acquisition devices.

© ISO/IEC 2012 — All rights reserved 9
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6.2.8 Acclimatization

Acclimatization should mirror that of operational use. The manner and degree by which biometric

characte

ristics of the test crew are acclimatized to the operational environment shall be reported, and

justification shall be provided if this differs from acclimatization in operational use.

6.2.9 Habituation

The deg
determi

ree to which the subjects are habituated to device(s) under test prior to test execution shall be

d_and rnpnrfnrl, where prar\fir‘nl Habituation may. be rnpnrfnri in-terms of the. pnrinr’l of time over

which su
several t

NOTE 1
Systems
system or}

NOTE 2
Habituate|
than non-

Test cre
a device
course 0

Subject
paramets
transacti

For testg
crew to |
device. T
obtain a
when the

NOTE 3
reporting

NOTE 4

equally habituated to all device types:“For example, a test subject might be habituated to placement-based fingerprift

devices b
the degre

6.3 Test Plan

6.31 @

bjects have interacted with the specific device or class of devices; and the frequency of their use (e.g.,
mes daily, once daily, once weekly).

Systems such as time and attendance and network login would in most cases have a habituated subject basé¢.
such as voter ID, border entry, and entitlements can require much less regular interaction with a biometr
device and therefore would be more likely to be categorized as non-habituated.

3]

Subject habituation to device(s) under test can have a substantial impact on error rates and throughput.
0 subjects will tend to generate lower false reject rates and failure-to-acquire rates, and shorter throughput times
habituated subjects.

v habituation should be similar to that of the target population. A test crew can become habituated to
prior to testing, such as in the course of employment, or can becotme habituated to a device in th
f testing.

[¢]

habituation is impacted by the frequency of subjects’. transactions as well as by operational
brs of the system, such as threshold and maximum number of recognition attempts allowed per
bn. The operational values of such parameters should therefore not be altered for testing.

—

in which the biometric device is newly installed,\experimenters should allow sufficient time for te$
ecome habituated before collecting data that is’intended to predict the long-term performance of th
[his time may be stipulated either as a spegcific period (for example, 2 weeks), the time required t
minimum average number of subject int€ractions, or by monitoring performance data to determin
test crew “learning curve” flattens out indicating that sufficient habituation has been obtained.

DO O O

If one aim of the test is to measure’/the effect of habituation on performance, more detailed controls and
might be needed. See Annex F.

If multiple devices (of the/same or of different biometric modalities) are under test, test subjects might not be

ut not to swipe-based fingerprint devices. Further, certain biometric technologies are more heavily impacted Qy
e of habituation thap-others.

eneral

~

Operatio]

haltest planning is directed by the type of performance information an organization wishes to colle¢

(address

€d In Clause 6.1), and Is _constrained by characteristics of the application and the operational

environment (addressed in Clause 6.2) that should not be altered for the purpose of testing.

The test

plan shall specify:

— system implementation and configuration;

— test

population;

— test transactions from which performance metrics will be derived.

10
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In determining the target number of test transactions to be made, it is important to consider how accurate the
results need to be and the level of confidence bounds to be used.

Annex C provides an outline test plan for an operational evaluation. Annex D provides guidance on statistical
methods for determining population sizes etc. Annex E describes elements of a test plan to monitor and
evaluate long-term and temporal trends in operational system performance. Annex F describes elements of a
test plan for operational habituation testing.

6.3.2 System implementation and configuration

ollection of data for the purposes of operational testing should be done in a manner that influencep as little
s possible subject and public impressions of the system, and that has minimal impact on normal|{use and
peration.

he system under test may be configured or instrumented to produce data supporting-performance| analysis
.g., comparison scores, quality scores or sample images or features). The act of/collecting such|data will
ten impact performance of the system itself, particularly with respect to throughput! The experimenter shall
) document any instrumentation and reconfiguration of the system; (ii) minimize the impact [of these
odifications on performance; and (iii) estimate and document the impact on_pérformance attributable to the
odifications.

XAMPLE A system might be configured to log comparisons scores¢resulting from 1:1 comparisons, gr to save
récognition samples. If saving samples noticeably increases transaction timés‘above those of the operational system, this
uld substantially affect subject interactions and hence error rates as well as throughput. If so, the saving of puch data
ould be inadvisable.

he operational application might constrain (i) what data_‘can be recorded, and (ii) the degree to which the
perational system can be modified. For example, a physical access control system might be incapable of
oring samples or providing visibility into comparison_functions due to architecture constraints. Conyersely, a
order control application might mandate that samples and detailed transaction logs be retained. Mloreover,
perational test outputs are generally recorded, on a transactional basis, which can limit one’s @bility to
aluate performance at multiple comparisonscore thresholds.

OTE The issue of visibility into device\operations can be important to operational testing. Depending on {he output
the device, one might not know whether-a rejected transaction was due to a biometric matching error, a time-out, a
ilure-to-acquire or invalidity of non-biometric data.

he test plan shall specify, for~each component (or system) tested:

—+ types of outputs recorded by the biometric system, including but not limited to comparison scores,
acceptance and tejection decisions, candidate lists, enrolment quality scores, sample quality scofes;

—+ range of comparison scores and quality scores output by the biometric system as well as the actual
threshold. value(s) used for the test;

—+ method(s) through which outputs are provided by the biometric system (e.g., some results may He logged
locally on the biometric device, other results saved centrally in the system).

6.3.3 Test population

6.3.3.1 Test subject selection

Operational testing typically utilizes employees, citizens, customers, or individuals otherwise associated with
an organization as its test population. The experimenter shall report the relationship between test subjects and
the biometric system operator. The experimenter shall report whether the subjects utilize the biometric
system(s) being evaluated in the regular course of their interaction with the organization, or whether utilization
takes place specifically for the purposes of the test. The test crew may also include a group of specially
selected test subjects within a wider test population of regular system users.
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The degree to which the test subjects are representative of the target population shall be documented. The
demographics of the test population should be reported if available.

NOTE An operational test of employees comfortable with biometric technologies might not generate results
applicable to a target population.

6.3.3.2 Test subject management

The test plan shall specify information related to test subject management, including at a minimum the
following;

— typep of identifiers used to identify test subjects;
— methods used to establish ground truth in recognition or identification tests;
— impact of methods establishing ground truth on test subject interaction with system(s);

— method of determining the order in which test crew members interact with systems (when testing multipl
systems or components); and

[

— amdunt and type of demographic data to be collected.

Operatiopal tests of biometric systems often require the use of personal data. Sometimes such data (e.g
subject dlata and identifiers) needs to be processed in a manner thatyretains the subjects’ anonymity an
complieq with relevant privacy constraints and data protection procedures.

[N

6.3.4 Test transactions

6.3.4.1 General

=

The test|plan shall specify a target number of transactions to be executed the operational test. The level ¢
confidenge required in the test results will establish a minimum test size. This can be determined using
statistica] measures; see Annex D for details.. The number of transactions shall be reported.

For megsurement of system rejection rate or system identification rate, the frequency and number o¢f
transactipns per test subject should.be commensurate with the normal interaction of subjects with the
biometri¢ system in the operational environment. The frequency with which test crew members execute
transactipns shall be reported. Such frequencies may be reported as the median and average number ¢f
transactipns executed per day per test subject.

NOTE The target numbef_ of transactions per test subject need not be uniform across all test subjects.

Measurement of error-rates (i.e., false accept rate, false reject rate, false-positive identification rate, false
negative|identification rate) requires a set of transactions where the ground truth regarding the identity of th
capture $ubject and the legitimacy of their interaction is established. These transactions may be distinct fro%;

(]

the set df transactions used to measure system rejection rates or system identification rates, or the sets m
overlap.

In operational tests that measure false accept rate and false reject rate care should be taken that the ground-
truthed genuine and impostor transactions are generated under broadly equivalent conditions (e.g., in terms of
threshold, number of attempts allowed, habituation of test subject). Any discrepancies should be reported.

For systems previously in use, any modifications to system interaction introduced in the course of the test
shall be reported.

During testing of operational use, there should be no other concurrent activities on the system under test, or in

its environment, that could affect or invalidate the results (e.g. fire drills, repairs, or system maintenance).
Should unplanned events occur in the course of evaluation which might affect or invalidate the results, such
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occurrences shall be reported, and the decision about inclusion or exclusion of transaction data
documented.

6.3.4.2 Data recording processes

The test plan shall specify the following information related to data collection:

2012(E)

shall be

— methods of recording data for each performance element, including those not logged by the system(s);

+h ikt
oo rrartT LI AARIAVZI N Y

+ o CEETZC 2N CTP-N-NEWPIT 1 "W 1 8 ratara—ta—t rdad-
ST SUDJCoT T ICTac o Wit e Sy STCTTT 1S TS COUTUT U,

—+ processes for auditing and validating performance data collection, including those not (ogge
systems(s);

— criteria for excluding transaction data from performance analysis.

m

XAMPLE Test subject interaction with systems might be video recorded, logged by “a system, self-re
rectly observed. As less robust observation of system interaction takes place, less performance data is av
view. For example, measuring presentation errors or failures-to-acquire might not be\possible without direct ob

(o}

he experimenter shall include in the test report examples of data collection elements such as spre
nd logs, whether as screenshots or reproduced forms. Data collection should be automated to th

enerated through automated data collection and which were genérated through manual data collecti

.3.4.3 Genuine transactions

perational evaluations should incorporate methods by which the identity of test subjects can be ¢
ithout recourse to the biometric system under test. Any methods used to confirm the identity of test
ecuting transactions recorded as “genuine” shallbe reported.

perational evaluations designed to measure the false reject rate, or identification error rat
imcorporate genuine transactions in which the ground truth about the identity of test subjects,
I¢gitimacy of their interactions, is established without recourse to the biometric system under test.

OTE In an operational environment, it might be impossible to determine whether transactions intendg
nuine are in fact being executeéd by the correct test subject. Further, it might be impossible to determin
transactions are being executed.in good faith.

6.3.4.4 Impostor transactions

O

perational tests_may incorporate impostor trials. Any methods used to confirm the identity of test
xecuting transactions recorded as “impostor” shall be reported. Any impostor activity that can be esti
measured¢sshould be reported.

(0]

O

perational evaluations designed to measure the false accept rate shall incorporate impostor transa

4 by the

ported, or
hilable for
ervation.

hdsheets
b degree

ossible without impacting performance results. The test report shall clearly indicate which metiics were

pNn.

onfirmed
subjects

s, shall
and the

ed to be

e whether

subjects
mated or

ctions in

<

hich “the ground truth about the identity of test subjects is established without recourse to the

biometric

s ol 4 4
ST UT'iuct tCol.

Generation of impostor trials is a difficult aspect of operational testing. The following are potential
through which impostor transactions with known ground truth can be generated.

methods

— In-line with operational use of the system: Test crew members may execute impostor transactions on
the operational system. The impostor transaction may utilize an ID or token for the subject being

impersonated against which to execute a comparison. This provides a direct reflection of the

ability of

impostors to match in a system. In-line testing might not be viable for reasons of security, throughput, or

process flow.

© ISO/IEC 2012 — All rights reserved
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— Through dedicated operational systems: Test crew members may execute impostor transactions at a
dedicated time, or through a dedicated system, utilized solely for the purpose of impostor testing. Such
testing would have no impact on primary path operations. A test crew member may execute several
impostor transactions against one or more biometric references. Experimenters shall ensure that the
process and character of interaction with dedicated systems is consistent with that of operational devices.

— Through reuse of genuine transaction data, in real-time or offline: The appropriateness of this hybrid
approach will depend on the operational environment and protocols, as well as the ability to save samples,
references, or features.

— In a|scenario environment: Test crew members may execute impostor transactions in a non-operational
environment configured with the same thresholds as operational systems. Executing such testing“an
synthesizing results with genuine test subject data as gathered in operational systems requires that
expérimenters shall ensure that the method of interaction with dedicated systems is consistentwith that ¢f
opefational devices.

NOTE 1 Offline testing of the false accept rate using samples saved in genuine transactions can-be strongly biasedl.
For example: (i) the saved sample might be the one most closely resembling the claimed reference, while an impostgr
claim would likely have resulted in the saving of a very different sample; (ii) some systems develop sample features fro
multiple gequential samples, but save only a single sample which might not be representative of all the samplds
presented; (iii) some systems only save samples from successful transactions. In_such cases, reuse of genuine
transaction data can grossly underestimate the likelihood of a successful impostor transaction.

NOTE 2 | It might not be viable to maintain zero-effort impostor attempts as insan“eperational environment; a test cre
member Will typically know whether genuine or impostor transactions are being‘executed. If an experimenter wishes {o
maintain the zero-effort impostor methodology for verification systems, one«nethod is to provide a token against which

comparisgn will take place whose ID is unknown to the test crew member. Another possibility is to have an attendant
provide aclaimed identity unknown to the subject through entry of an IDinumber or PIN.

NOTE 3 | Vulnerability testing with “active impostor” transactions “exploiting potential vulnerabilities is not within the
scope of this part of ISO/IEC 19795.

6.4 Pdrformance measurement

6.4.1 Throughput

The test design shall determine and define‘the metrics to be used for throughput.

>

— One| approach may define throughput as the average number of transactions completed over 4
appfopriate unit of time (minutes, hours) under conditions of a full queue. With this approach measure
values can depend uportwaiting time in the queue, as subjects observe other transactions and prepare t
adjust their behaviours-when finally encountering the equipment accordingly.

[eJNoN

— An alternative approach may define throughput as the expected (average) time of a transaction for
sing|e person/when encountering the system without a queue. This approach shall require determinatio
of the interaction boundaries for the transaction, which will necessarily contain some level of arbitrarinesg.

> D

Different|definitions would be expected to lead to different measured values of the throughput.

Methods by which transaction times are measured shall be reported. Even when timing data is collected
through direct observation by biometric operational personnel or by test personnel (e.g., with stop watches),
supporting timing data can be collected automatically by the system at several points in the process. It is quite
reasonable to expect that automatic timing points will not coincide with the timing points required to determine
throughput.

In the case of recognition, transaction durations for enrolled subjects will often differ from those for unenrolled
subjects, and should therefore be measured and reported separately.
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6.4.2 Enrolment analysis
The experimenter shall report if enrolment was within the scope of the tests.
NOTE Enrolment testing might not be within the scope of an operational evaluation, for example when e

were conducted prior to the evaluation using a system outside the scope of the evaluation.
For tests in which enrolment is within the scope, the experimenter shall report the following:

— throughput for enrolment transactions,

2012(E)

nrolments

—+ number of test subjects and transactions used to derive throughput,
—+ failure-to-enrol rate,
—+ number of test subjects and transactions used to derive the failure-to-enrol rate, and

—+ the proportion of the test subjects utilizing pre-existing enrolments (for which enrolment transag
not executed as part of the operational test).

{ the test utilizes previously enrolled test subjects, or obtains enrolled references from another syst
nat enrolment transactions are not conducted within the system under\test, information on the test
prior enrolment should be reported if available.

—

(ds)

uggestions (non-mandatory) for additional reporting of enroliment performance are listed in Annex A
6.4.3 Recognition analysis
6.4.3.1 General

Hor each verification or identification system tested, the experimenter shall report:

—+ throughput for recognition transactions;

- numbers of test subjects and recognition transactions used to derive throughput;

Hor each verification system(tested, the experimenter shall report:

— system rejection ratej

- numbers of test'subjects and recognition transactions used to derive the system rejection rate;

Hor each identification system tested, the experimenter shall report:

— system identification rate;

tions are

em, such
subjects’

L _~numbers of test thJinr“rey identification transactions, and enrolled individuals used to derive th
identification rate.

e system

Suggestions (non-mandatory) for additional reporting of recognition performance are listed in Annex A.2.

6.4.3.2 Recognition error rate analysis

For tests where the test plan provides a means to establish ground truth to enable calculation of comparison

error rates the experimenter shall report the following:

— for verification systems: false reject rate and false accept rate;

© ISO/IEC 2012 — All rights reserved
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— for identification systems: false positive identification rates and corresponding false negative identification
rates;

— the number of test subjects, recognition transactions and number of enrolled individuals used to derive
error rates;

— whether ground-truthed transactions were generated in-line with system operations, or in a dedicated

envi

— for ¢

ronment or by alternative means such as offline comparisons;

enuine and identification transactions _distribution of time Inlnend between Qr*nlllieifirm of enrolment

and

— stati
of tr.

NOTE
used in th
expected

Suggesti
6.5 Re

6.5.1 R
The test

— the
reqy

— des(
— aco
— det3

perf

devi
— the
— estirn

The test

If a requ
applicab

comparison data;

=

stical significance of test results based on number of errors, error rates, test population, and humbs
hnsactions executed.

=3

Generally it is not possible to report a detection error trade-off curve indicating performance\at thresholds n
e test as (i) system data collection can stop when the operational threshold is reached and-(ii) subjects can b
to tune their behaviour to the threshold in use.

[©)

pns (non-mandatory) for additional reporting of recognition performance are\listed in Annex A.2.
porting
eporting planned test results

report shall include

burpose and scope of the evaluation including description of the system under test (see reporting
irements in Clause 6.1);

ription of the application characteristics (see reporting requirements in Clause 6.2);

py of the test plan (see reporting requirements in Clause 6.3);

=

ils of any deviations from this test plan, including the amount of data excluded in calculation ¢
brmance metrics; and observations logged by test personnel and operational personnel justifyin
ptions from test plan;

Q

performance values measured in the evaluation (see reporting requirements in Clause 6.4);
hation of statistical-significance of these results.
report shall reflect if a requirement was out of scope or not applicable.

rement.was not addressed due to information being unavailable, the test report shall state that th
e data'is unknown. The test report shall explain why the data is unknown. In this fashion a test repo

—~ D

reader u

nderstands what data was not recorded and why.

6.5.2 Reporting additional analyses

In the co

urse of running an operational evaluation, additional analyses may be conducted beyond those of the

original test plan. The results of such additional analyses should be reported separately from those the
evaluation set out to measure. Reporting of additional analyses should consider potential biases in the results.

16
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6.5.3 Reporting observations

In the course of running an operational evaluation, test personnel, operational personnel and test subjects
may make or record observations, e.g. on possible causes for failure of individual transactions. If reported,
such observations shall be reported separately from the results the evaluation set out to measure and, if
possible, a statistical estimate of validity should be included.

6.5.4 Report structure

n nvnmpln outline for the structure and content of the test rnpnrf IS prn\/idnd nAnnex G

6.6 Record keeping

addition to ISO/IEC 19795-1 record keeping requirements, records retained in operational tgsts shall
clude, but not be limited to:

— photographic images of the operational environment sufficient to clearly indicate the relative positioning of
devices and subjects during testing;

—+ communications with suppliers pertaining to system configuration and.operation;

— spreadsheets and matrices used for data entry.

I{ these records are not retained, the test report shall include-a statement to that effect. The test report shall
diso indicate whether non-retention was for privacy reasons.
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A.1 Errolment meftrics

In additi
require r

— progortion of test subjects unable to enrol due to lack of biometric characteristic (a subset\of-the failure-tq
enrdl rate determined above);

— for

reqyired to enrol, the proportion of individuals able to enrol at each effort level\from lowest effort level t

high

— progortion of subjects unable to attempt enrolment (e.g. because they cannot physically reach th

devi

— the median, mean and standard deviation for time to enrol forthose test subjects able to enrol;

— the

enrdiment;

— distr

— enrd
dem

A.2 Re

In additid
reporting

— failu
failu

— distn

Annex A
(informative)

Non-mandatory performance metrics and reporting

bn to the mandatory reporting of failure-to-enrol rate and enrolment throughput the test plan’ may
bporting of the following results:

bystems in which multiple presentations, attempts, transactions or sequences, are permitted ¢

O =

est effort level;

[©)

ce);

median time to enrol of the subset of test subjects ©0 whom attendants provided guidance during

bution of enrolment quality scores;
Iment results as available by for pre-determined subsets of transactions, e.g. by enrolment locations,
ographic grouping of subjects, etc.
cognition metrics

n to the mandatory reporting of system rejection and throughput etc, the test plan my also requir
of the following resglts:

[¢]

re-to-acquire rate/— the number of presentations used to arrive at this rate, and the point at which p
re-to-acquire,was declared, should be reported (if failures-to-acquire are known);

bution ‘@f comparison scores (if comparison scores are available) for recognition transactions and fq

=

genlrine attempts and impostor attempts (if ground truth is known);

— detection error trade-off curve plotting the relationship between false accept rate and false reject rate (or
false-positive and false-negative identification-error rates) over different decision criteria;

— med

ian, or mean and standard deviation for duration of a recognition transaction — these times should

be reported separately for enrolled subjects and unenrolled subjects;

—  num

18

ber of recognition transactions executed per day.
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The test plan may also require that recognition results (i.e., system rejection rates, system identification rates,
throughput rates, numbers of successful and unsuccessful recognition transactions) are reported with a
breakdown by predetermined groups of transactions, e.g.:

— by test subject;

— by age, gender or other demographic grouping;

— by location (where the system is in operation at multiple sites);

— by time period (such as hour of the day or month of the year);

- by operational personnel.
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Figure B.1 — Relationship between presentations, attempts, and transactions within operational tests

20

Annex B
(informative)

Sub-transaction events in operational testing

One or more

One or more attempts

presemntations may be
necessary or permitted to
constitute an attempt. For
certain systems,
presentations and
placements are
equivalent.

Imdy De Tiecessdry O
permitted to constitute a
transaction, depending
on whether the system
requires or allows
multiple samples of a
biometric characteristic.

Presentation 1 Attempt 1
Presentation 2 Attempt 2
Presentation N Attempt N

In a typical decision
policy, failure to acquire
biometric data sufficient
to constitute an attempt
after N presentations
represents a failed
attempt.

In a typical decision
policy, an inabilityto
enroll or match
subsequent to-N
attempts constitutes a
failed transaction.

User interaction with a
biometric system will
consist of a sequence of
transactions

Transaction 1

Transaction-2

Tramsaction N
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Annex C
(informative)

Sample operational test specification

Table C.1 — Sample outline of an operational test specification

1 Background & Scope
11 Objectives Describes the evaluation’s goals, target audience, and the mannepnin 6.1.2
which it is differentiated from other tests in its field. 6.1.4
1.2 Performance Describes the evaluation criteria, the manner in which cemparative or
metrics absolute performance statements are generated andthe anticipated 6.1.5
reliability of results.
2 Systems evaluated
21 Acquisition Describes acquisition device(s) evaluated;-to include identification, build,
devices and version as applicable, as well as-criteria for participation and/or
selection.
22 Application Describes enabling software thtough which acquisition devices were
software implemented, to include identification, build, and version as applicable.
23 Enrolment and | Describes the biometricienrolment and comparison algorithm(s) 6.1.3
comparison processing engines)\to include identification, build, and version as
algorithms applicable.
24 Software Describes-toolkit(s) and development kit(s) used to implement the device
developer’s kits | and application software, to include identification, build, and version as
(SDKs) applieable, as well as the manner in which the toolkits were utilized to
execute testing.
3 Application characteristics
3.1 Operational Describes the evaluation’s concept of operations, including the 6.2.2
narrative operational setting under evaluation, modalities(s) tested, and scale. 6.2.5
32 System policies | Described policies on enrolment and recognition transactions, guidance 6.2.3
and training for subjects, acclimatization etc. that will be followed in the 6.2.4
operational evaluation. 6.2.7
3 Environmernt Describes testenvironment, and-any differences fromthe operationat 6.2.6
application. -
3.4 Habituation Describes habituation levels for the evaluation, and any difference from 6.28
the operational application. -
4 Test plan
4.1 Test system Describes configuration of the system to enable data collection during the 6.3.2
implementation | evaluation, types of outputs etc. e
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4.2 Test population | Describes the number of test subjects, selection method, and
. : : 6.3.3.1
demographic controls (if any), and management of test subjects such as 6.3.32
use of identifiers. R
4.3 Test Describes: 6.3.4.1
transactions — the number and frequency of test transactions 6.3-4.2
— methods of recording outcomes of test transactions oA
e : . 6.3.4.3
— methods for establishing ground truth for genuine and impostor 6.3.4.4
transactions T
4.4 Criteria for Describes processes for validating performance data and criteria under
xclusion of which data collected in a test transaction would be excluded from analysis 6340
]:'ansactions T
rom analysis
22 © ISO/IEC 2012 - All rights reserved
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Annex D
(informative)

Methods to determine test size

Dt General

Rerformance evaluations should plan to use a test size (i.e., number of test transactions) that will be
for the purpose of the test. The size of the test influences the accuracy of the performance results
how low an error rate can be measured; the likelihood of finding a significant result when ‘one e
Hower of a test), and the likelihood of misinterpreting random effects as being significani/{significanc
the test).

he relationship between number of test transactions, and the statistical significance of results depe
ypotheses to be tested by the evaluation. In biometric system evaluation the objective is often to
proportions such as error rates, rejection rates, or failure-to-enrol rates, e.g=

0 -

— Is there a difference in rejection rates between two subsystems using different sensors?

- Does changing the environmental conditions improve the rejection rates?

—+ s the system performing within the specified performance bound for false rejection rate?

—

he examples below show the general approach for deteérmining test size in such cases.

.2 Test size to compare proportions

Tlhe evaluation investigates whether the system rejection rate differs for two different sensors (A anc
axperiment will sample » genuine verification transactions using each sensor. Let p, and pg denotg

between the two samples, and the null hypothesis (p, = ps) will be rejected if |5 | exceeds the test crif

h order to calculate a desiredtest size the experimenter should decide:

— a value ¢ which.rfepresents the size of difference that is considered substantial;

—+ the desired ‘probability P’ of obtaining a significant result if the true difference is 6 or greater
values for. P’ are 0.80, 0.90 or 0.95);

—+ thesignificance level a of the test (common values for « are 0.10, 0.05, or 0.01).

sufficient
bbtained,
ists (the
b level of

nds upon
compare

i B). The
the true

probability of rejection with each sensor. The test statistic D will be the observed difference in rejection rates

erion c.

common

Horthe purposes of this example, assume that the verification transactions are statistically independgnt. Then

D will be approximately normally distributed, with mean p, — ps, and standard deviation of ~ V[2p(1 — p)/n]

(where p = (pa + pp)/2 might be estimated from observation of the operational system).

The example will use values ¢ = 0.06, P'=0.80, o = 0.10 and p = 0.12. That is:

a) if |pa—pg|=0.06 then test should have at least an 80% chance of finding |5 | > ¢ and rejecting the null

hypothesis;and

b) if po=ps then the test should have at most a 10% chance of finding |B|>c and rejecting
hypothesis.

© ISO/IEC 2012 — All rights reserved
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Note that
— Dis approximately normal, with mean (p, — pg), standard deviation [2(0.12)(0.88)/n] = [0.21/n],
— 10% of the standard normal distribution lies outside the interval (—1.645, 1.645),

— 80% of the standard normal distribution lies within the interval (-0.842, «),

Requirements a) and b) give:

0.06 — 0.842(0.21/n) > ¢ > 1.645(0.21/n)

For therg to be a feasible test criterion ¢ we must have:

n>(1.645 + 0.842)%(0.21)/(0.06)* = 363.

So, for opr example, we would need an evaluation with at least 363 test transactions per_sensor.

The gengral formula for the number of test transaction for comparison of proportions\(for a two-tailed test, and
with independent transactions) is

n>(Z,+ Zp[2p(1 - p)/&°]

[¢]

where Zis the normal deviate for two-tailed significance level a, Z;is-the normal deviate corresponding to th
one-tailefd significance level = (1 - P’), and p is (an estimate of) the proportion of interest averaged over bot
samples| Note that smaller values for J, higher values for P’, or smaller significance levels « will increase th
number ¢f test transactions required.

[O2=2

The cit¢d method depends on the normality and independence assumptions. The method will tend t
underes%mate the number of transactions required if transaction results are positively correlated (e.g., if a hig

percentalge of transactions are conducted with relatively few test subjects). Caution is also needed if, usin
the valugs estimated for p and n, (n x p) <10 (or'ifn x (1 — p) < 10), when the normal approximation may b
insufficient for a good estimate of ».

[T

D.3 Cqmparison of rejection rate against specification

Assume [that the required performance is to achieve a rejection rate below p,. The test statistic X will be th
observed number of rejections] and the system will be accepted as performing within specification if X is np
greater than a test criterion ¢t

[©]

The signfficance level &, means that if the true rejection rate exceeds p, the chance of incorrectly accepting th
system gs meeting performance is at most a.

[

least a fhance P’ that the system will be accepted as meeting the requirement. Then, assuming that
transactipnsjare independent, the number of transactions » must satisfy:

Again vglues P"and J are chosen where it is desired that if the rejection rate is below p, — J, then there is %t

i(?}ﬂoi(1—}70)n_i <a and Zc:(%j(po —5)i(1—(po —6))n_i > P

i=0 i=0

These can be solved to determine »n and ¢, either by using the normal approximation to the binomial
distribution (similar to example D.2), or for small values p,, using tools such as Excel.

NOTE Using Excel, ¢c=CRITBINOM (n,py, @) -1 gives the test criterion for accepting the system as meeting the
specification. The number of transactions » must be large enough for BINOMDIST (¢, n, py-J, TRUE) to exceed P'.
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