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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
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Introduction

As the use of biometric technology increases, so too does public interest in establishing whether the
technology performs similarly for all individuals. Stakeholders are asking government and industry
organizations that use biometric technology to establish whether these technologies vary in performance
for different demographic groups. The intention of this document is to provide guidance on how to measure

and re

port performance variation across demographic groups.[2]

This document is intended to help organizations evaluate demographic performance in biometric systems
and report their results. Specifically, this document outlines how to measure and report biometric

perfor
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causes
docun

— bi

Many
intera
discug

Demo
gende

MTAIICE VaTTations across GeNnugrapiic groups. It provides a set of metrics amd best practi
ite such testing. However, this document does not provide guidance on how to establish\s
for the observed variations. The following demographic variables are explicitly discussed
ent:[71[10][12]
blogical characteristics, such as:
sex, age, weight, height and skin lightness;
cial constructs, such as:

ethnicity, gender and language.

other variables can cause systematic changes in biometric characteristics or in how indiy
ct with biometric systems. The following demographic variables are relevant although not exj
sed in this document:

rformance variations based on temporary states, such:as:
self-styling (e.g. makeup, eyewear, mask-wearing; clothing, hairstyles),
behavioural or emotional states (e.g. intoxication),
behaviours (e.g. smiling, closing eyes, varying pose);
rformance variation caused by diseases or injuries, such as:
eye surgery, cataracts, vision Coyrection,
stroke, cleft lip, Apert’s syndrome,
missing digits;

rformance variatiémcaused by disabilities.

[ or age estintation, are not considered in this document.

ces to
becific
n this

iduals
licitly

braphic performance variation for applications other than biometric recognition, such as enpotion,
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Information technology — Biometric performance testing
and reporting —

Part 10:

ograpic groups

1 Sc¢ope

This document establishes requirements for estimating and reporting on performahge variations observed
when fohorts belonging to different demographic groups engage with biometric-enrolment and recognition
systems. In this context, performance refers to failure-to-enrol rate, faildre<to-acquire rate, shjfts in
compdrison score, recognition error rates, and aspects of response and processing time (throughput)

This dpcument is applicable to the following:
— ddmographic group membership;

— uging phenotypic measures;

— reporting on tests;

— sthting statistical uncertainty estimates;
— operational thresholds settings;

— equitability;

— pifocurement agency activities.

This dpcument also provides terms.and definitions to be used when reporting performance variation pcross
demographic groups.

This dpcument is applicable-to:

— technology evaluations of algorithms, subsystems and systems;
— sdenario evalugtiens of systems;

— operationd] évaluations of fielded systems.

Applidatienot this document does not require detailed knowledge of a system’s algorithms but it does
requirje(specific knowledge of the demographic characteristics for the population of interest.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

© ISO/IEC 2024 - All rights reserved
1


https://standardsiso.com/api/?name=1fe9c68b585a641345c19b8301c54fa8

ISO/IEC 19795-10:2024(en)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following apply.

ISO an

d IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IE

3.1
differ

C Electropedia: available at https://www.electropedia.org/

ential performance measure

DPM
differg

EXAM]
differe

Note 1
of a bi
docum|
score d

3.2

false megative differential performance

FND
differe

EXAMI
differe
ratio (s

3.3

false positive differential performance

FPD
differg

EXAMI
is 2 pet

analys

3.6

nce in biometric system measures across different demographic groups

LE Differences in error rates [e.g. False Match Rate (FMR), False Non-Match Rate (FNMR)] b¢tween
ht demographic groups.

to entry: [SO/IEC 2382-37:2022 term 37.09.28 defines “demographic differential” as the difference in “ofitcome
pmetric system”. This definition is equivalent to this document’s “differential performance measurg”. This
ent also recognizes other kinds of demographic differentials, such as differential treatment (3.7) and comparison
fferential measure (3.4).

nce in false negative error rates calculated across multiple demographic groups

LE If Group A’s false non-match rate is 10 %, and Group B’s false non-match rate is 20 %, the false nggative
htial is 10 percentage points if viewed as a mathematical difference or a factor of 2 if viewed as a matheinatical
ee 6.4).

nce in false positive error rates calculated across multiple demographic groups

LE If Group A’s false match rate is(1,%, and Group B’s false match rate is 3 %, the false positive diffdrential
centage points if viewed as a mathematical difference or a factor of 3 if viewed as a mathematical ratio (sge 6.4).

irison score differential measure

gnce in system measures.dcross different demographic groups represented through comparisor score

1S

LE Differences)in mean comparison scores for different demographic groups (see 6.9).

nscore
ted comparison score differential measure is amean difference of 5 (seel6.9).

If the mean mated comparison score for subjects in Grou

non-mated comparison score differential measure
difference in the statistics of non-mated score distributions observed for different demographic groups

EXAMPLE If the mean non-mated comparison score for subjects in Group A is 10 and the mean non-mated
comparison score for subjects in Group B is 5, then the non-mated comparison score differential measure is a mean
difference of 5 (see 6.9).

© ISO/IEC 2024 - All rights reserved
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differential treatment
different set of actions for a biometric enrolee or biometric capture subject based on their demographic group

EXAMPLE Implementing a system in which one machine learning model recognizes male faces and a di
machine learning model recognizes female faces.

3.8

categorical demographic variable
demographic variable of an individual that is nominally or ordinally described

EXAMPLE A data subject’s gender or ethnicity.

fferent

39

continuous demographic variable

demog
discre

EXAM]

3.10

intersectional demographic variable

demog

EXAM]

3.11
demo
value

EXAMI
catego

3.12
demo
databd

3.13
aggre
AEM
perfor]
measy

3.14
confid

interv
holds

Note 1
probah

raphic variable of an individual that is observable, measurable and not necessarily(constrai
fe categories

LE An individual’s age or the measurement of a phenotypic trait, such as an individual’s skin lightn

raphic group that is the combination of multiple categorical demographic variables.

LE A data subject’s gender-ethnicity.

praphic group
pf a continuous, categorical or intersectional demographic variable associated with a data subje|

LE A data subject that has self-reported their gender.as female has a demographic group of female
ical demographic variable of gender.

braphic reference database
ise comprising biometric references annotated with demographic variables and groups

pate equitability measure

mance measure that combines multiple measures of differential performance into an agg
re of overall differential-performance

ence interval
hl estimator (7 ;) for the parameter 6 with the statistics T, and T, as interval limits and for w
hat P[Ty < 6&T1]21 -«

to entrys Unless otherwise stated, the threshold for statistical significance, a, is 0.05, which equates to
ility that the parameter is within the interval limit.

[SOURCEDISO 3534-1:2006, 1.28, modified — original Notes to entry have been removed and replacg

hed to

ESS.

ct

for the

regate

hich it

a 95 %

d by a

new N

3.15
effect

ote 1 to entry.|

magnitude

statistical measure of the size of an observed differential

EXAMPLE1 A mathematical difference of 20 percentage points in false non-match rates between two demographic
groups (e.g. 5 % vs. 25 %).

EXAMPLE 2 A mathematical ratio of 5 between false non-match rates between two demographic groups (e.g. 5 %
vs. 25 %).

© ISO/IEC 2024 - All rights reserved
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4 Conformance

To conform to this document, a biometric evaluation assessing performance variation across demographic
groups shall be planned, executed and reported in accordance with the requirements contained in Clauses 5 to 7.

5 Planning the evaluation

5.1 Identifying the scope of the evaluation

This subclause establishes the experimental methods for designing evaluations to measure demographic
differgnces in the performance of biometric systems. In general, experimental design includes sefting the
objectjves of an evaluation and determining the statistical properties and design of the evaluatieh|to|match
the objectives. This document applies specifically to evaluations in which one of the objectives i3 to calculate
differgntial performance measures (DPMs) or calculate comparison score differential measutes in biometric
systems across different demographic groups. Prior to executing the evaluation, the tester shall prepare a
test plan describing the evaluation.

— Tdgst plans shall describe the objectives as well as any models or hypotheses of the evaluation, including:
— demographic variables and groups of interest;
— biometric performance measures of interest;

— demographic differential performance measure(s) and/or comparison score differential meagure(s)
of interest;

— effect magnitude(s) of interest.
— Tgst plans shall describe the data that will be gatheredto test these models or hypotheses, includjng:

—{ how demographic variables are to be measured or otherwise collected;

— manipulated, fixed or blocked factors, including counterbalancing factors where appropriate

—{ controls for non-tested factors;

— target sample size requirementsyincluding the rationale for cohort selection when generatingmated
and non-mated trials and the target type I and type Il error.

— Tdgst plans should describe what analyses will be performed on these data and what inductions yill be
attempted, including:

— the expected un€ertainty around differential performance measures;
—| statistical t€ststo be performed.

The bglance between the internal and external validity of the evaluation should be considered and explained.
Evalugtions with high internal validity, such as technology tests, focus on specific components of biometric
systems andare well controlled: many factors are considered, documented and manipulated in a confrolled
fashiohor fixed at pre-determined levels. Evaluations with high external validity, such as operational tests,
are notfrecessariy-able—to—attribtte-the-observed-differentialsuniquelyto—thefactors—ofinterestdue to
uncontrolled variation in the test environment. These evaluations therefore have lower internal validity.
Any deviations between the test design and the envisioned operational conditions for the system shall be
noted and reported as these efforts to control variation may change the effect magnitude observed relative
to the target environment within which the biometric system operates (see 7.2).

This document does not specify what constitutes an acceptable amount of differential performance. To
inform the design of the evaluation, regulators or procurement guidelines can specify allowable differential
performance, where appropriate, calculated according to at least one of the methods described in 6.4 to 6.9.

© ISO/IEC 2024 - All rights reserved
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When specifying that a level of differential performance is not acceptable, regulators or procurement
guidelines can utilize benchmarks as described in 7.4.3.

5.2 Demographic variables

5.2.1 Ground truth requirements

Evaluations of biometric performance have strict requirements for establishing the ground truth identity of
data capture subjects. This is to ensure the validity of any metrics derived from these classifications, such
as false match and false non-match rates. Evaluations of biometric performance across demographic groups

) yea- N .
have threeadditiomatconstraints:

— D¢mographic evaluations shall specify the demographic variables of interest.

— E3ch demographic variable shall be comprised of defined demographic groups which shalbbe assdciated
to|individual data capture subjects.

— Démographic group membership for demographic variables of interest and other metadata should be
cdllected at the same time as the corpus samples to avoid errors in inference.

Evalugtions to measure performance variation across demographic groupsishould involve focusefd data
collection where demographic groups are recorded and where groundstruth identity information is
establjshed.

Demographic group membership should not be inferred directly from biometric samples. An exanjple of
this is|assigning the value of ethnicity or the value of gender fronta face sample. Demographic groﬂlps are
properties of a data subject or a data subject’s biometric characteristic. They are not properties of a biometric
sample. Estimating demographic groups from biometric samples can introduce spurious correlations
betwegen biometric performance and demographic variables. For example, if the width of a face or|eyelid
palpebral aperture used to estimate the demographic.group is measured from the same sample uged for
biomelfric comparison, any lens distortion can affect both the biometric and the demographic outcomes. If
it is ngt possible to establish demographic group snembership independent of the biometric sample| other
technilques should be applied (see 5.2.2 and 5.2.3)In this case, the tester should carefully consider anf shall
docunpent any correlations and impacts between demographic variables and the biometric sample collection
technijque.

Many |demographic variables are categorical. Categorical demographic variables are those that fake a
disting¢t, limited number of possible values, such as gender and ethnicity. Other demographic variables are
continuous and have an infinite aumber of possible values. These can be combined into demographic groups
for th¢ purpose of analysis. [T some practical applications, continuous demographic variables such fas age
and hgight are bound by natural limits and should be reported in appropriate granularity.

5.2.2 | Categorical demographic variables

5.2.2.1 Sex

Sex is|defined-as the state of being male or female as it relates to biological factors such as DNA, anatomy
and physiology. Sex typically consists of two Categorles “male” and “female”. Female 1nd1v1duals generally

Y chromosome. Important exceptions do occur and comphcate binary classification. The tester should
establish appropriate categories for sex. If necessary, the tester can extend the general binary classification
model of male/female.

When sex is included in the evaluation, it shall be determined through the collection and analysis of DNA or
by self-report. In evaluations that include sex, the tester shall prepare a statement that documents how sex
was determined (see 7.3).

NOTE If sex was determined by self-report, gender can also be recorded.

© ISO/IEC 2024 - All rights reserved
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5.2.2.2 Gender

Gender is defined as the classification of individuals as male, female or additional categories based on social,
cultural or behavioural qualities. An individual’s gender identity can consist of multiple, distinct categories.
An individual’s gender can also change over time. When gender is included in the evaluation, gender should
be determined through self-reporting. Gender self-reporting options presented to the capture subject shall
be documented. Gender should not be assigned by the tester conducting the evaluation.

In some evaluations that include gender, it is not always possible to obtain self-reported gender information.
In this case, the tester shall prepare a statement describing why self-reporting was not possible and potential
inferential errors this can cause (see 7.3).

5.2.2.3 Ethnicity

In the[context of biometric evaluations, ethnicities are classifications of individuals within@.society|based
on shared qualities that are generally considered distinct within that society. Categories can'reflect common
physiqdal characteristics, ancestry, language, community, religious affiliation, cultural’heritage or| other
commpn qualities.

When|ethnicity is included in the evaluation, the tester shall prepare a statement that documernts the
methad for determining ethnicity. If utilizing self-reporting to establish ethdicity, the tester shall prepare
a stat¢ment that documents the ethnicity self-reporting options presented-to the data subject (see 1.3). In
technglogy and scenario evaluations, ethnicity shall be recorded and @ssociated with collected sgmples
through voluntary self-reporting. In operational tests ethnicity shall be established through voluntaty self-
reporting or from available ID data. Whenever possible, data subjects should be given the opportunity to
select|multiple ethnicities to designate multi-ethnic identities and the evaluation plan should enumerate
the presented choices. Ethnicity shall not be assigned by the téstér, for example by inspecting samples (see

In casp of any deviations from these requirements, théZtester shall prepare a statement that docuyments
the specific reasons for use of alternate means of ethnicity determination and potential inferential jerrors
this cqn cause (see 7.3). Finally, establishing ground truth for ethnicity can be inherently complex. The
population of individuals that identify with specific ethnic groups can change across different societies and
withir] a society over time. Because of this complexity, testers shall not use other demographic variables as
proxigs for ethnicity.

Birthyjlace refers to the geographic location (e.g. a region or country) where an individual was born.|When
birthpllace is included in the (evaluation, birthplace shall be established through voluntary self-reporting
or from available ID data ¢rydocuments. In evaluations that include birthplace, the tester shall prepare a
statenpent that documents the method for determining birthplace. If utilizing self-reporting to establish
birthpllace, the tester.shall prepare a statement that documents birthplace self-reporting options pregented

report

Udld U d C PIC C
has advantages in terms of data minimization.
5.2.2.5 Place of residence

Place of residence refers to the geographic location (e.g. a region or country) where an individual lives or
resides. When place of residence is included in the evaluation, place of residence shall be established through
voluntary self-reporting, from available ID data, or documents. In evaluations that include place of residence,
the tester shall prepare a statement that documents how place of residence was determined and categorized
(see 7.3). Place of residence is a distinct demographic variable from ethnicity, since it can change quickly and
arbitrarily. Place of residence shall therefore not be used as a proxy for ethnicity or birthplace.

© ISO/IEC 2024 - All rights reserved
6


https://standardsiso.com/api/?name=1fe9c68b585a641345c19b8301c54fa8

ISO/IEC 19795-10:2024(en)

5.2.2.6 Native language

Native language refers to language that an individual acquires fully through extensive exposure during the
critical period of development and presently understands. When native language is included in an evaluation,
the tester shall prepare a statement that documents the method for determining native language. If utilizing
self-reporting to establish native language, the tester shall prepare a statement that documents native
language self-reporting options presented to the data subject (see 7.3).

NOTE Native language can be a sensitive, complex and multi-dimensional topic, such as in cases where multiple
languages are spoken at home.

5.2.3 [ Continuous demographic variables

5.2.3.1 Age

The age of an individual is the quantity of time that has elapsed since the moment,of the indivjidual’s
birth. [Age is commonly expressed in months or years. When age is included in the eyaluation, age shall be
establjshed through self-reporting. Age can be subsequently verified via identity de¢uments (e.g. a driver’s
licenc¢, passport, birth certificate, etc.).

5.2.3.2 Weight

In the[context of a biometric performance test, weight refers to the mass’of an individual relative tp their
gravitptional conditions. Weight is expressed in Newtons but, for evaluations conducted under Karth’s
gravitptional field, it is commonly expressed in kilograms. When weight is included in the evaluation, veight
shall He established through either self-reporting or measuremenpusing a weight scale.

In sonje evaluations, it is not possible to obtain measured, or self-reported weight information. In this case,
the ground-truth weight shall not be assigned by the tester.

5.2.3.3 Height

In the [context of a biometric performance test, height refers to the measurement from the base (i.e. the feet)
to the|top (i.e. the top of the head) of an individual. Height is commonly expressed in centimetres.|When
heightlis included in the evaluation, heightshall be established through either self-reporting or measurjement
using & height scale. Height can be furtherverified via identity documents (e.g. a driver’s licence or pasport).

In sonje evaluations, it is not possible to obtain measured or self-reported height information. In thif case,
the grpund-truth height shall ndt be assigned by the tester.

5.2.3.4 Skin lightness

Skin lightness is the pereeptual lightness or darkness value of an individual’s skin. Skin lightness or darkness
is primarily determinéd by the amount of melanin in an individual’s skin cells. Skin lightness or darkness,
or the|amount ef\melanin in skins cells, can be impacted by ethnicity as well as external factors, spuch as
exposfire to ultraviolet radiation or levels of vitamin A in the body. When skin lightness is included|in the
evalugtion, Phe ground truth of skin lightness should be established by measuring the capture subject’s skin
for th¢ £* component of the CIE L*a*b* colour.[6]l11][15] Skin lightness should be measured in a confrolled
manner-Hsing-a-calibratedd . dch-as—a-—colori o6 5 shall
not be measured or estimated photographically unless the camera is colour-calibrated within the capture
environment (see Reference [11] for further details).

In some evaluations, it is not possible to obtain measured skin lightness via the L* component. In this case,
a statement shall be included regarding the specific reasons for use of alternate means of quantification,
such as a relative colour analysis, and conclusions should include a statement regarding potential inferential
errors this can cause.

© ISO/IEC 2024 - All rights reserved
7


https://standardsiso.com/api/?name=1fe9c68b585a641345c19b8301c54fa8

ISO/IEC 19795-10:2024(en)

5.2.4 Other demographic variables

There are many physical and social characteristics not identified in this document that can be described
as demographic variables. Some, but not all, can reasonably be expected to impact biometric performance.
For variables not defined in 5.2.2 and 5.2.3, the tester shall prepare a statement that documents how
ground truth was established (e.g. self-reported or measured, see 7.3). This also applies to intersectional
demographic variables, such as specific intersections of age and gender (e.g. females over 65 years of age).

6 Executing the evaluation

6.1 (seneration of mated comparison and identification trials

This cJause provides requirements and guidance on establishing ground truth and conducting, verification
or identification trials where biometric samples from the same data subject and the Same biometric
charagqteristics are compared. A mated verification (1:1) trial involves samples from just,one data qJubject
and tHerefore a single demographic group, d,. In identification applications, the demographic group|of the
probejsample, d;, can differ from the demographic group of samples in the demographic reference database.
Howeyer, in mated identification trials, d; is always represented in the demogrdphic reference datlabase.
The cqmparison scores from mated verification and identification trials are usedin the calculation df false
negative differential performance (see 6.4 to 6.6, 6.8) and false negative:comparison score diffefential
measyres (see 6.9). Demographic differentials based on mated trials can bé ¢computed solely based on{probe
demographics, d;. In identification trials specifically, the composition of the'demographic reference dafabase
shall be considered separately from the demographic composition of the probe set and shall also be reported
(see 7.B).

6.2 (zeneration of non-mated comparison and identification trials

6.2.1 | General

This $ubclause provides requirements and guidance on establishing ground truth and conducting
verifidation or identification trials where biometfic samples from two different data subjects are corgf;ared.
A nonjmated verification trial can have two,different demographic groups: the demographic group|of the
probe(sample, d;, and the demographic group of the reference, d.. Biometric performance metrics based on
non-miated samples [e.g. false match rate-{FMR)] are therefore related to the demographics of both data
subjedts. Demographic differentials based on non-mated trials (i.e. false positive differential performance
and ngn-mated comparison score @ifferential measures) are therefore also related to the demographics of
the miltiple data subjects involyed:

6.2.2 | Verification (1:1)

In 1:1 trials that investigate false positive differential performance, one simplifying approach is to corstrain
analydes to cohorts)where the demographics of non-mated probe and reference samples are matchgd (e.g.
both f¢male or both'male). The tester then compares FMR for males and FMR for females. FMR measur|es can
then he constrained to a single demographic group, the demographics of the probe (i.e. FMRdi instlead of

FMRdi d given d; :dj ). When using this simplifying approach, the tester shall compare samples within

each group, d,, as is done in formulae of false positive differential performance (see 6.4 and 6.5).

6.2.3 Identification (1:N)

Measuring demographic differentials for evaluations of identification systems is more complex than
measuring demographic differentials for evaluations of verification systems. Unlike mated identification
trials, non-mated identification trials are not guaranteed to have samples in the demographic reference
database with demographics that match the demographic group of the probe sample, d;. Consequently, the
tester shall specify the demographic composition of the demographic reference database, G, used for
identification trials. The demographic reference database can be composed of samples from one or more
demographic groups or intersections. To specify G, the tester shall enumerate the total number of references
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enrolled, N. The tester shall also enumerate the number of enrolled references belonging to each
demographic group or intersectional (Nd1 ,Nd2 ,...). Because G is specified and fixed, false positive

identification rate (FPIR) can be parameterized and computed solely as a function of the probe demographic
(i-e. FPIR;, instead of FPIRy Gcd, dy,... ). This simplifying approach is utilized in formulae of false positive

differential performance in identification trials (see 6.6).

There are two options for the tester to configure the demographic reference database used for identification
trials. First, the tester can specify a demographic reference database to be representative of a particular use
case. Second, a tester can specify a demographic reference database with a constant number of samples per
group or intersectional (i.e. Ny =N, =.=N; ). The tester can then compute FPIR; against this database

for ea
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ication trials (see 6.6). Using this approach, measures of false positive demographic differenti
nly for the specified demographic reference database.

Selection of a threshold

rements of demographic differential performance shall reflect the differen¢es’in error rates, 1
nces in success rates. Error rates are threshold-dependent, so measures(of differential perfor
o threshold-dependent. This is appropriate as most operational biometric systems operate at

old. Testers shall select a threshold in an evaluation of demographic differential performance
ways:

selecting a threshold reflective of the intended operational use-case;

selecting a threshold so that a given algorithm achiéves a global false match or false p
bntification rate on the full demographic reference database (i.e. against the full demograp
gregated population).

rraphic differentials across two or more demographic groups can then be explored.[10]
Studies that report differentials across cohorts where the threshold is allowed to vary across cohort
representative of how differentials are experienced in real world operations. For example, when perfot

for cohorts A and B, reporting false non*match rate with a constant false match rate masks the fact
b a constant false match rate, the threshold for the two cohorts likely changed.

Calculating differential performance based on categorical variables for two specifi
graphic groups

General

les, error rates'are measured at a threshold, 7 (see 6.3), for the specific groups of interest in the
raphic groups, D. False positive differential performance, FPD(t), and false negative diffe
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demographic differentials at operational thresholds can often vary by orders of magnitude and this often
leads to the use of extreme valued weighting parameters (see Annex B).

6.4.2
The m

Differential performance between two groups based on mathematical difference

athematical difference in error rates between two groups is calculated as follows:

FPD(t)=FMRq, (t)~FMRy, (1);d;,d;e D
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FND(t)=FNMRy, (t)~FNMRy (7);d;,d; e D

False match rates can vary across several orders of magnitude. Testers should consider differences in order
of magnitude before calculating false positive differentials based on a mathematical difference.

6.4.3

Differential performance between two groups based on mathematical ratio

The error rate ratio between two groups, where the larger error rate is in the numerator and the smaller
error rate is in the denominator, is calculated as follows:

FRD(t

FND

Both f
and ag
those

6.5

FMRd )

FMRd FMR, (1)’

ddeD

FNMR; (7)
(1)=—————:d;,d;€D
FNMRy, (1)

proaching zero. Testers should consider the impact of small numbers and the statistical confidg
humbers when calculating demographic differentials based on mathematical ratio.

Calculating differential performance based on categoricalyvariables for more tha

two groups

6.5.1

General

In sonje demographic evaluations, testers may quantify DRMs across more than two demographic g
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set of demographic groups, D. Note that n=|D}. False positive differential performance, FPD(7

jegative differential performance, FND(z.), across all demographic groups shall then be calg
the largest error rate relative to the<geometric mean (see 6.5.2) or a method based on th

shall be used.

res of false positive and falsénegative differential performance shall not be combined (see Ann|

Differential performarice for more than two groups based on the largest error rate relat
ometric mean

across more than two groups based on the largest error rate relative to the geometric m
ited as follows:2!

maX(FMRd (t ))

hlse match rates and false non-match rates can, under certain conditions, be siall in magnituds,

up to
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bne or

FToOupS
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ient (see 6.5.3) or both. To calculateconfidence intervals on these DPMs, the techniques outlined in

ex B).

ve to
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FRD(z)& =2
FMR(7)
max(FNMRy, (7))
FND() dieD

FNMR(7)

where FMR(7) and m) are the geometric mean error rates at threshold 7 calculated according to

x(1) =

w
HdisDXdi % | The weight of each group, W, » is 1 divided by the number of groups: %

When using the largest error rate relative to the geometric mean, the selection of the sample size per
demographic group is a key consideration. The tester shall select the sample size per demographic group,
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Ng, , using the guidance in 6.10.3. When sample size cannot be selected in accordance with 6.10.3, the tester

shall use bootstrap techniques as outlined in 6.10.1 to estimate the variance of differential performance
measures based on the geometric mean. In either case, the tester shall disclose the sample size per
demographic group, Ng, -

The geometric mean of a set of numbers is not defined if any error rate in the set is 0. In such cases, the error
rate can be replaced by:

a) thelowest error rate sustained by the number of biometric comparisons or trials;

b) avalue, g which is a statistical upper bound on the observed error.

€ is d¢termined based on the sample size of the study using a binomial generalization of the(statistical
technique known as the “rule of 3”. In this model, error rates are replaced with the value, @,that|is the
solutign of Ip (x+1,m—-x)=1-o, for x errors in m trials, where oc=0.05 for a 95 % confidence'interyal. Ip

is the Incomplete beta function. For m, use the number of trials in the group, Ndi .

NOTE When the number of errors (x) equals 0, error rates are replaced with a valuep'= 3/ Ndi . In stattistical

analys]s, this is referred to as the “rule of 3”.

6.5.3 | Differential performance for more than two groups based on the Gini coefficient

DPMs for more than two groups based on the Gini coefficient is a formulathat calculates the spread of error
rates yising a statistical technique known as the Gini coefficient. Thi§’/document adopts the approach| taken
in[13] yvhich normalizes the Gini coefficient by a factor of (n/(n-B){to correct for downward bias wl-:En the
numbér of demographic groups is small. In the context of demogpaphic evaluations of biometric performance,
differ¢ntial performance for more than two groups based onthe Gini coefficient is calculated as folloys:[13]

. \zizj‘FMRdi (v)-FMR; (r)‘

FID(T):( Vd>; d.e D
n-1) 2n® FMR(7) v
FNMR, (t)—FNMR
A V2L FNMR,, ()~ FNMRy, (7) s
(1)= ——————= irdj€
n-1) 2n” FNMR(F)

Wherg FMR(7) and FNMR(7) are the arithmetic mean error rates at threshold t calcpilated

. - 1
accorgling to X(T)_;Zdingdi .

The Gini coefficient is a measire of the statistical dispersion of a set of numbers.[4] It is robust to the pre¢sence
of errqr rates of 0 and js‘'mathematically bounded between 0 and 1.

6.6 (alculatingdifferential performance in identification trials

DPMs [in identification trials shall be measured using the FPIR and the false negative identificatign rate
(FNIR). TheFPIR and the FNIR are computed against a demographic reference database. The demogjraphic
reference,database shall be specified by the overall number of references enrolled, N, as well as py the
numberofenrolted references betonging toeachrdemographic group orintersectionat; Ndl ; Ndz T

To calculate DPMs in identification trials, compute FNIR; and FPIR; for mated and non-mated transactions

from capture subjects belonging to each demographic group, d;. DPMs in identification trials shall then be
computed using the formulae given in 6.4.2, 6.4.3, 6.5.2 and 6.5.3 by substituting FNIRdi for FNMRdI_ (7)

and FPIR; for FMR; (7). FNIR; and FPIR; can be computed based on a threshold 7 or based on a

candidate rank, R, and can vary depending on the total number of enrolled references, N, and the number of
enrolled references belonging to each demographic group or intersectional, Nd1 , Nd2 ,.... Measures of
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demographic differentials are therefore valid only for the specified demographic reference database and
threshold setting.

6.7 Calculating demographic differentials for failure-to-enrol rate, failure-to-acquire rate
and transaction duration

Evaluations of biometric systems using measures such as failure-to-enrol rates (FtER), failure-to-acquire
rates (FtAR), and transaction durations perform trials involving capture subjects. Evaluations that measure
differential performance using these measures shall compute the values of the required measures separately
based on the demographics of the capture subject, d;.

The mpthematical difference or ratio in biometric DPMs between two groups (d;, d]-) shall be calculdted as
followp:

DPM:mdl_ —mdj ;di,dj eD

my.

wherel m can be FtER, FtAR, or transaction durations and D is the set of all demographic groups.

6.8 (alculating demographic differentials for continuous variables

Demographic variables can be continuous. One approach to assessing continuous demographic variables is
to divide their values into demographic groups (e.g. quartiles),converting them to categorical demographic
varial]les. If a continuous demographic variable is converted into a categorical demographic variable
for anplysis, a statement shall be prepared documenting“the specific reasons for determination of|group
boundaries and regarding potential inferential errors thisican potentially cause (see 7.3). Once a contjnuous
demographic variable is converted into a categorical demographic variable, techniques discussed in 6.4 - 6.7
can bg used to compute differential performance.

Contifjuous demographic variables are also appropriate for analysing via multivariate regression modelling.
The nmjagnitude of demographic differentials-for continuous demographic variables can be measutred by
calculating regression coefficients. Multivariate regression modelling seeks to establish the relatipnship
between input variables (including Continuous demographic variables) and output variables (siich as
compdrison scores) according to:

yirXB+e

where]

Y| is the vectoref performance observations;
X| is thedesign matrix for demographic variables per subject;
B

is. alvector of regression coefficients;

€ 1S a vector of error terms.

In this model, the design matrix, X, can encompass both linear and non-linear functions of demographic
variables. Once regression coefficients have been calculated, model selection or deriving the optimal model
from a list of candidates can be performed. Model selection is commonly achieved by calculating and

optimizing adjusted “R squared” values (i.e. coefficient of determination or RZ] or the Akaike information
criterion. For a demonstration of multivariate regression modelling and model selection for a mix of
continuous and categorical variables, see Reference [7].
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6.9 Comparison score differential measures

In addition to differential performance observed in biometric system outcomes, some demographic studies
seek to determine whether demographic groups could, in principle, affect the performance of a biometric
system without considering a set threshold. For example, consider the error rate scenarios resulting
from different mated score, x, and probability density functions, f(x), in Figure 1, where the choice of the
threshold (z,, T, T¢, Tp) and the differential performance measure (difference vs. ratio) strongly determines
the magnitude of observed differential performance. In this case, it is appropriate to compute comparison
score differential measures.

NOTE In Figure 1, one is subtracted from the mathematical ratio to place it on the same zero baseline as the
matheaticat difference.
FNMR(T) FND(t) FNMR;(1)-FNMR;(t) FNMR,(T)/FNMR, (7)1
j(x) 1 OOJ J ! J y
’ 1,004
(
0,75+ 0,75 -
a )
0,50+ 0,50 -
( 1
0125 0,25 1
( 0,00+ - - 0,00l ——— -\ J N i ]
X A B CD 1 A B-~CDrt A B CD 1

Key
A Ey ample threshold, 7, for which the mathematical ratio differential is invalid because FNMR; (r) = 0,|due to

inpufficient sample size, for example. The mathematical difference'is near zero.
B Ejample threshold, 7, for which the mathematical ratio.is much larger than the mathematical difference
[I‘NMRdj (1)/FNMRdI_ (r)-1> FNMRdj (T)—FNMRdI, (r)] evenas FNMR; (tr)—0 and FNMRdj (r)—>0.
C  Ejample threshold, 7, for which the mathematical difference is maximal.

D  Ejample threshold, 7, for which the mathematical difference and the mathematical ratio are comparable
[I‘NMRdj (v)/ FNMRy, ()~1~FNMRy (v)~ FNMR,, (1)]

Figure 1 — Example relationship between comparison score differentials and differential
performance for two demographic groups, d; and d;

Testers can measure comparison score differential measures by comparing the comparison| score
distrihution means for two groups. If x is a continuous comparison score, fd,- (x) is the score probpbility

density function for~demographic group d;, and fdj (x) is the score probability density functipn for

demographic group dj , then the difference in the means of the score distributions, Ay; jols:

My =P x( o, (0= fa, () dx

Testers can also measure comparison score differential measures using the Earth Mover’s Distance (EMD),
which can be interpreted as the overall work required to transform one distribution into another. If f isa

probability density function for a continuous score distribution, and F is the corresponding cumulative
distribution function, then for demographic groups d; and d]- ,the EMD is:

EMD; ; :L ‘Fdi (x)=Fy, (x)|dx

=—00

When the probability density function f is describing a mated comparison score distribution, the mean
difference Ay and the EMD are mated comparison score differential measures. When the probability
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density function fis describing a non-mated score distribution, the mean difference Ay and the EMD are
non-mated comparison score differential measures.

6.10 Calculating uncertainty

6.10.1 Uncertainty in demographic differentials

This subclause provides requirements and guidance for reporting the variance of a differential and
calculating a confidence interval. Differentials by nature include a mathematical operation on two values,
each with its own error. Error estimates for demographic differentials can be produced using standard
methdds of error propagation.

There|are two ways of statistically comparing two random measures. The first involves testing'to ‘establish
whethler the difference between the two measures is reliably greater than a certain cutoff. Thesecond involves
testing if the ratio between the two measures is greater than a certain cutoff. Though the-intent gf both
approdaches is to quantify differences in performance, each has distinct statistical implications. The variance
of a bipmetric measure m, Var(m) can be calculated for two demographic groups, d;‘and dj . The difference

betwepn measures for two groups, Var(mdi —my. ), can be simply calculated as Var(mdl_ )+Var mq, ),

assumling independence. On the other hand, the variance of the ratio of two mmeasures, Var(mdi /mdj , does

not haye a closed formula, but given assumptions that m is distributed nérmally and the sample size if large,
2

m Var(m )
d; Var(mdl_ ) d.:

my | ™ mg
j j J

ratio, larger sample sizes per demographic group (Ndi >100Y) should be used for ratio-based differgntials.

this variance can be approximated as: . Due to the intrinsic volatility|of the

The 9% % confidence interval around either DPMs basedZon mathematical differences (see 6.4.2 and 6.7) or
DPMs pased on error rate ratios (see 6.4.3 and 6.7) can be calculated as £1.96,/Var(DPM) .

When|a closed form for the variance of a DPM ¢annot be determined, an estimate of uncertainty ¢an be
obtained via the statistical bootstrap procedure (i.e. random sampling with replacement). The basic
procedlure for computing the bootstrap estimate for the variance of a DPM, Var(DPM), is as follows:

1) Cieate a bootstrap sample, k, by sampling, with replacement, Nd,- trials for each group, d; where Nd,- is

thie number of trials observed fer group d;.
2) Uge the bootstrap sample, k, £o calculate the estimated biometric system measure m;:,di for each group, d;.

3) C3lculate the estimated differential performance measure DPM; for bootstrap sample, k, usipg the
cdlculated biometrie system measures My q. using formulae from 6.5.

4) Repeatstepsitto 3, for k=1,2,3...,K, where Kis large (typically = 1000).

5) C4qlculatethe variance Var(DPM* ) and use as the bootstrap estimate of Var(DPM).

Additipnhal details for bootstrapping biometric system measures can be found in Reference [14].

6.10.2 Sampling the target population

The target population is generally of primary importance when performing an analysis of demographic
differentials in biometric systems. Failure to appropriately sample the population can result in systematic
errors in performance estimates for different demographic groups and can mask any true differentials or
introduce false differentials.

The rules for sampling the target population help prevent these issues from arising. For tests involving
individual demographic variables, these rules shall be followed for each demographic group. For tests
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involving intersections across demographic variables, the following rules shall be observed for each
intersectional group.

— The data subject population recruited for the evaluation or whose samples are used in the evaluation
shall be carefully selected to be representative of the demographic groups of interest.

— Any biometric samples utilized for the evaluation shall be collected in similar ways for each demographic
group of interest.

— Demographic variables used in the assessment shall be measured the same way for each demographic
group of interest.

—  The choices and descriptions given for self-reporting demographic categories shall be consistentfqr each
dqta subject.

— Wiithin each demographic group, other factors known to affect performance (e.g. genderand agd) shall
bg fixed, blocked or counterbalanced where appropriate.

Therefare different ways to control these factors.[8] These include, in order of least tofnost external vdlidity:

—

xing these factors at set values (e.g. males between 20 and 30 years of age);

— bdlancing the groups (i.e. ensuring the same distributions of age and génder within each ethnicity
cdtegory); or

— mjmicking the distribution of data subjects within each group in the broader population of interefst.

EXAMPLE 1 Ifthe height of one group is self-reported, then the height'of another group will ideally not be mepsured
by the tester. This could introduce a systematic error.

EXAMPLE 2  If intersectional demographic variables acrossgender and ethnicity are of interest, ther] other
demogfaphic variables within each group (e.g. age and skin lightness) are fixed, balanced or sampled, so as tof mimic
distribjutions in the broader population.

EXAMPLE 3  If face samples for one group are captured outdoors using a digital single-lens reflex camera, but
samplgs for another group are captured indoors using a webcam, then any differentials uncovered can be|due to
differepces in acquisition device.

6.10.3 Sample size requirements

Evalugtions measuring differentialiperformance or comparison score differential measures of a biometric
system should include a represeéntative number of subjects belonging to each identified demographic group.
Evalugtions that use statistical sampling to make inferences about larger populations should carefully
consider the effect magnitude to be measured and the expected performance of the biometric system

NOTE Evaluations.that include the entire population of subjects that are involved with the biometric system do
not pefform statisticahsampling of the subjects. However, the substantial majority of evaluations for perfofmance
variatipn across demographic group do not fall into this category.

EXAMPLE 1 <-An evaluation to determine whether a biometric system at an airport has false negative diffdrential
performance for travellers based on race by conducting 1:1 verification trials for a randomly selected represeptative
set of stjects uses statistical sampling of subjects.

EXAMPLE 2  An evaluation to determine whether a biometric system used by a gym has false negative differentials
for current members based on race by conducting 1:1 verification trials for all current members does not use statistical
sampling of subjects.

The effect magnitude to be measured and the expected performance of the biometric system shall be
considered early in the design process as they can determine whether the evaluation can reasonably meet
its objectives. The effect magnitude expresses the size of a differential that the evaluation aims to detect.
The expected performance is an a priori estimate of the system's performance measures of interest in the
evaluation. The chosen effect magnitude, expected performance and associated rationale shall be stated
explicitly in the experimental design documentation (see 7.1). The sample size of the evaluation shall be
set based on the effect magnitude, the target reliability of effect magnitude detection, and the expected
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performance of the system, taking into consideration both type I and type Il errors (see Annex A). Measures
of differential performance and comparison score differential measures shall not be computed for
demographic groups with insufficient samples.

Failure to set an appropriate effect magnitude can result in an underpowered or an overpowered evaluation.
In an underpowered evaluation, the sample size can be too small to detect a differential of the desired
effect magnitude. In an overpowered evaluation, the sample size can be large enough to find statistically
significant demographic differentials related to uncontrolled factors outside the scope of the evaluation.
This can cause errors in inference.

Sample size can drive the cost and labour associated with the evaluation, which can be major considerations
durin iTTp. i TpTTifi . ISti i identify
reliably detectable effect magnitudes given the sample size that the evaluation budget allows. Thesg effect
magniftudes should be stated explicitly in the test plan and reported (see 7.1).

SamplE size constraints can require testers to make trade-offs with respect to their choice.of demographic
groups. Some demographic groups can be difficult to recruit or may have insufficient saniples represented
in avallable test datasets. Sample sizes are more likely to be small for intersections. Testers should befaware
that the sample sizes for intersections can be too small to reliably detect the desired effect magmitude.
Testerfs shall choose groups with adequate sample sizes to detect the desired effect magnitude and|target
reliability. For example, when appropriate, testers can combine demographie groups to generate groups
with larger sample size (e.g. combining age groups of “20-30” and “31-40” into'a single “20-40" age group).

7 Reporting the evaluation results

7.1 Reporting the experimental design

This qubclause establishes reporting requirements for*a-biometric evaluation assessing performance
variat]on across demographic groups. The test plan shallbe reported (see 5.1). Any deviations from the test
plan ehcountered during evaluation execution shall alse be documented.

7.2 Reporting the target application

The tqrget application in an evaluation opdemographic differentials shall be reported. Target application
consislts of two parts: the target use case:and the target system component under evaluation.

Biomejtric systems often have different target applications. Systems can be designed to enrol indivjduals,
to ver|fy a claimed identity or tonidentify individuals on an allow list or a deny list. The target appljcation
of the|system can determine the kind of demographic differential that is of primary concern. For example,
in an pccess control scenafrip; higher rates of false negative results mean that a particular demogjraphic
group|is more likely to be)denied access to a resource or facility. However, in a law enforcement c¢ntext,
these higher rates of false negative results mean that a particular demographic group is less likely to be
identified if searched.against a database. This can result in criminal activity continuing without a Jubject
being fidentified. Studies of demographic differential performance in biometric systems shall clearly state
the differential\performance measures under evaluation and the consequences of these differentials|in the
context of thefarget application.

7.3 Reporting the test

The test population in an evaluation of demographic differentials shall be reported, including the overall
number of subjects in the evaluation.

For all evaluations, the following shall be reported for the probe or capture subject set. In verification
evaluations, the following shall also be reported for the reference set used in comparison trials. In
identification evaluations, the following shall also be reported for the demographic reference database used
in identification trials:

— demographic variables and groups of interest;
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— demographic group size;

— any statements required for demographic variables listed in 5.2.2 and 5.2.3;

— how the demographic groups of each subject were established (e.g. self-report or measured);
— number of subjects for whom demographic data changed across longitudinal collections.

Additionally, in identification evaluations the rationale for the selection of the size and demog

raphic

composition of the demographic reference database used in identification trials shall be reported (see 6.6).

7.4

7.4.1 | Reporting differential performance on previously collected datasets.

This subclause establishes reporting requirements for new meta-analyses and analyses using prey
collected samples and demographic data. There can be significant value in studying performance va
based|on previously collected datasets and previously conducted biometric performance tests. Ho
such datasets can be annotated in a fashion that does not conform to the requirements outlined in Cl:

iously
fiation
wever,
huse 5.

Evalugtions based on historical data collections that deviate from the requirements outlined in this

docunjent shall detail all areas of non-conformity. Such evaluations shall alsg'describe potential infe
errorg that can result from these deviations.

7.4.2 | Reporting differential performance for two or more groups

The following shall be stated when reporting the performance of demographic differentials between
more flemographic groups:

— thle selected demographic groups of interest (see 5.2);

— thle sample sizes for the demographic groups of ‘interest and rationale for deviations from the
sa@mple size set in the evaluation;

— thie reliably detectable effect magnitude given the sample sizes for the demographic groups of int

— in|evaluations of verification or identification differential performance, the threshold selected
evfaluation and the rationale for itg-selection (see 6.3);

— in|evaluations of identification‘trials, the demographic reference database used. This shall be sp
by reporting the overall nuniber of references enrolled, N, as well as by the number of enrolled refe
bdlonging to each demogtaphic group, Nd1 ,Ndz ,... (see 6.6)];

— thie values of the perfesmance measures of interest by demographic group;
— thle resulting values for the selected differential performance measure (see 6.4 to 6.9);

— thleprocess;rationaleand adescription oftheimpactoflarge disparities in sample size across demog|
gijoups ifreplacing error rates with epsilon (see 6.5.2);

— thle eonfidence interval of the differential performance measure and the procedure used in its calct

rential

WO or

target

brest;

in the

beified
rences

raphic

1lation

(S 96101);

— whether the demographic differentials are statistically significant or operationally significant in a given
target application. Reporting on this requirement will use the effect magnitude and confidence interval

calculations;

— if the analyses and inductions supported or refuted the original model or hypothesis of the evaluation

(see 5.1).
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7.4.3 Reporting differential performance against a benchmark

Measures of demographic differentials in 6.4 to 6.8 are designed to compare biometric performance across
two or more demographic groups. In some evaluations, testers seek to compare the performance of a single
demographic group to a specific benchmark. In this case, the denominators in 6.4.3 and 6.7 (e.g. FMRdj (1)

and FNMRdj (7)) can be replaced with a benchmark performance level, B. Statistical tests can then be run

to calculate if all differential performance measures (e.g. FPD(7),FND(7)) are statistically significant. In

this type of evaluation, the tester shall report all criteria in 7.4.2 as well as the benchmark performance level
B and the statistical test used.

7.4.4 | Reporting error trade-off metrics

Error [trade-off metrics are common in studies of overall (i.e. non-demographic) biometric|recognition
error frate performance. For example, detection error trade-off (DET) curves are often used to compare
algorithm performance across different thresholds. However, because error trade-off metrics are plotted
paranetrically on threshold, they mask whether false negative differentials, false positive differentials, or
both differentials are varying across demographics. DET curves may be used for illustrative purpoges but
shall rjot be used to report measured differentials in the context of demographic differential performance
evaludtions. The tester can tabulate or plot multiple error rates and false, pesitive and false nggative
differgntials as a function of the operating threshold.

EXAMPLE The tester tabulates error rates and differentials at selected\threshold values and visualize$ these
valuesjon a DET curve.

7.4.5 | Reporting threshold management policy

envirdnmental, demographic or other conditions. Some systems can vary their threshold setting depending
on biographic data presented by the capture subject.(e.g. in a passport) or with measured environgnental
conditjions. In evaluations of verification or identification differential performance for systems varying
thresHolds across demographic groups, the evaluation report shall state:

Most piometric systems are configured with a fixed threshold that is not adjusted to acc0|.£1t for

— hqw demographic group membership is established by the system;

— hqw the threshold is changed per group;

— fa]se positive and false negative performance values at each group’s respective threshold;

— fa]se positive and false negative performance differentials at each group’s respective threshold;
— dgmographic groups ef.the subjects.

The evyaluation report.shall also report false positive and false negative differentials for each demogjraphic
grouplat the groupsirespective thresholds.

Setting threshélds per demographic group creates two issues. First, this approach constitutes diffefential
treatment. The evaluation report shall state that the system exercises a differential treatment policy.
Second, this approach introduces the potential for demographics determined by the system to not|match
demographics determined by the tester. The evaluation report shall describe any mismatches in demogjraphic
group between the system and those determined according to methods in this document.

NOTE In cases where a system modifies the threshold per user-presented biographic documents, an informed
attacker can potentially effect adverse changes in security levels, primarily by reducing FMR.

7.5 Reporting comparison score differential measures

Demographic studies that seek to report on differences in score distributions (i.e. comparison score
differential measures) should do so using methods described in 6.9. Additionally, there are other standard
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statistical methods that can be applied to test for differences in biometric comparison score distributions
such as:

— th

e Z-test, where these distributions can be shown to approximate the normal distribution;

— the Komogorov-Smirnov test, where these distributions deviate from the normal, as is often the case
when distributions have long or skewed tails.

7.6 Reporting exception handling

Reporting exception handling is specific to scenario and operational evaluations of biometric systems.

These
which
systen

evaluations should explicitly track and report on any exception handling protocols and the
these protocols are required across demographic groups. For instance, females may opt-outof'1
1 at different rates than males in an operational test.

Fate at
Ising a
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