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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
y and IEC

teéchnical committees collaborate in fields of mutual interest. Other international organlzatlons governmental
nd non-governmental, in liaison with 1SO and IEC, also take part in the work. In the field\of information
teéchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

—

he main task of the joint technical committee is to prepare International Standards. Draft Intgrnational
tandards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
n International Standard requires approval by at least 75% of the national bedies casting a vote.

(n

ttention is drawn to the possibility that some of the elements of this document may be the subject jof patent
rights. ISO and IEC shall not be held responsible for identifying any of<all such patent rights.

IFO/IEC 19794-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teghnology,
ubcommittee SC 37, Biometrics.

his second edition cancels and replaces the firsti-edition (ISO/IEC 19794-4:2005). It reflects the
armonization across the second generation of ISQ/IEC 19794. Clause 8 has been technically revised and
ntains descriptions of the harmonized general and representation headers. Annex A is under devglopment
nd will contain an amendment for conformance_testing methodology for this part of ISO/IEC 19794.|Annex B
ntains capture device certifications for capturing finger image data. Annex B has been technically revised.
nnex D describes conditions for capturing~finger image data, and Annex E contains the WSQ Gflay-scale
fingerprint image compression specification. The former Annex A “Image Quality Specification” Has been

IFO/IEC 19794 consists of the following parts, under the general title Information technology — Biomegtric data
terchange formats:

—+ Part 1: Framework

—+ Part 2: Finger mindtiae data

—+ Part 3: Finger.pattern spectral data
—+ Part 4: Ringer image data

—+ Part5:Face image data

—+ /Rafrt 6: Iris image data

DAavt 7 Sinnatiirn/ocinn timn on
ot oigratarcr Stgr e St

— Part 8: Finger pattern skeletal data

— Part 9: Vascular image data

— Part 10: Hand geometry silhouette data

— Part 11: Signature/sign processed dynamic data
— Part 13: Voice data

— Part 14: DNA data

© ISO/IEC 2011 — All rights reserved Vv
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Introduction

In the forensic community, the capture and transmission of fingerprint images has been a common choice for
the exchange of fingerprint information used by Automatic Fingerprint Identification Systems (AFIS) for the
identification of individuals. However, little to no fingerprint information is being exchanged between
equipmeft from different vendors In the biometric user verificalion and access community. This has been du

in part tp the lack of agreement between vendors on the amount and type of information to capture, th
method ¢f capture, and the information to be exchanged.

ISO/IEC[19794 is a series of International Standards being developed by ISO/IEC JTC 1/SC 37 ithat suppor
interopenability and data interchange among biometric applications and systems. The ,series specifigs
requirements that solve the complexities of applying biometrics to a wide variety of personal recogniti
applicatipns, whether such applications operate in an open systems environment or consist of a single, clos
system. Additional information regarding the series is provided in ISO/IEC 19794-1.

This parf of ISO/IEC 19794 is intended for those applications requiring the exchange of raw or process
fingerprimt and palm images that may not necessarily be limited by the amount 6f resources required for da
storage ¢r transmitting time. It can be used for the exchange of scanned fingerprints containing detailed ima
pixel infgrmation. This part of ISO/IEC 19794 can also be used to excharge processed fingerprint image dal
containirlg considerably fewer pixels per inch and/or a lesser number of grayscale levels. This is in contrast
other pafts of ISO/IEC 19794 used for exchanging lists of fingerprint characteristics such as minutiae, patter
or other yariants. These formats require considerably less storage than a fingerprint image. However, by usin
any of the other parts of ISO/IEC 19794, information recorded™in one standard format cannot be used
algorithns designed to operate with another type of information: In other words, minutiae data records canngt
be comppred with pattern skeletal data comparison subsystems.

Although the minutiae, pattern, or other approaches-produce different intermediate outputs, all shall initial
capture p reasonably high quality fingerprint image before reducing the size of the image (in bytes)

developing a list of characteristic data from the.image. Use of the captured or processed image can provid
interoperability among vendors relying on minutiae-based, pattern-based or other algorithms. As a result, da
from the| captured finger image offers the.developer more freedom in choosing or combining comparis
algorithms. For example, an enrolmentimage may be stored on a contactless chip located on an identificati

document. This will allow future verification of the holder of the document with systems that rely on eithar
minutiaetbased or pattern-based @lgorithms. Establishment of an image-based representation of fingerprimt
informatipn will not rely on pre-established definitions of minutiae, patterns or other types. It will provi

implemepters with the flexihility’to accommodate images captured from dissimilar devices, varying imag
sizes, spatial sampling rates, and different grayscale depths. Use of the fingerprint image will allow ea
vendor tp implement theinown algorithms to determine whether two fingerprint records are from the sam
finger.

Vi © ISO/IEC 2011 — All rights reserved
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Information technology — Biometric data interchange
formats —

Part 4:

Finger image data

1 Scope

—

his part of ISO/IEC 19794 specifies a data record interchange format for stefing, recording, and tra

mparison of finger image data. It defines the content, format, and units. efmeasurement for the exg
finger image data that may be used for enrolment, verification, or ideniification of a subject. The inf
nsists of a variety of mandatory and optional items, includingyscanning parameters, compr
ncompressed images and vendor-specific information. This information is intended for interchang
rganizations that rely on automated devices and systems foridentification or verification purposes
the information from finger image areas. Information compiled and formatted in accordance with th
IBO/IEC 19794 can be recorded on machine-readable media or may be transmitted by data comm
facilities.

4 Conformance

b

biometric data record conforms to this part of ISO/IEC 19794 if it satisfies all of the normative reqy
blated to:

-

a) its data structure, data values, and the relationships between its data elements, as specified th
Clause 8 for the finger image record format of this part of ISO/IEC 19794;

k) the relationship between its data values and the input biometric data from which the biometric dal
was generated, ;as_specified throughout Clause 8 for the finger image record format of thi
ISO/IEC 19794.

by

system that{produces biometric data records is conformant to this part of ISO/IEC 19794 if all biom
bcords thatVit™ outputs conform to this part of ISO/IEC 19794 (as defined above) as claime
plementation Conformance Statement (ICS) associated with that system. A system does not ne
pable.of producing biometric data records that cover all possible aspects of this part of ISO/IEC 1¢
nly those that are claimed to be supported by the system in the ICS.

—_——

hsmitting

the information from one or more finger or palm image areas. This can ‘bé used for the exchgnge and

hange of
ormation
pssed or
P among
pbased on
s part of
Linication

irements

roughout

ta record
5 part of

btric data
d in the
ed to be
D794, but

A system that uses biometric data records is conformant to this part of ISO/IEC 19794 if it can read,

and use

for the purpose intended by that system, all biometric data records that conform to this part of ISO/IEC 19794
(as defined above) as claimed in the ICS associated with that system. A system does not need to be capable
of using biometric data records that cover all possible aspects of this part of ISO/IEC 19794, but only those

that are claimed to be supported by the system in an ICS.
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https://standardsiso.com/api/?name=8f4886b9a38d7c0bc432f65a3efecc5c

ISO/IEC 19794-4:2011(E)

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10918-1, Information technology — Digital compression and coding of continuous-tone still images:
Requirements and guidelines

ISO/IEC 15444 (all parts), Information technology — JPEG 2000 image coding system

ISO/IEC|15948, Information technology — Computer graphics and image processing — Portable Netwovlk
Graphicq (PNG): Functional specification

ISO/IEC[19794-1:2011, Information technology — Biometric data interchange formats — Part 1: Framework

ISO/IEC|29794-1, Information technology — Biometric sample quality — Part 1: Framework

4 Terms and definitions

For the gurposes of this document, the terms and definitions given in ISO/IEC 19%94-1 and the following app

=<

4.1
capture device spatial sampling rate
number ¢f pixels per unit distance used by a sensor or scanning device t0 initially capture an image

4.2
fingerprint image

area of friction skin on the fleshy surface of a finger located horizontally between the two edges of th
fingernai| and vertically between the first joint and the tip.ef'a finger

[}

NOTE It contains a unique pattern of friction ridge and valley information commonly referred to as a “fingerprint”.

4.3
image spatial sampling rate
number ¢f pixels per unit distance in the image

NOTE This may be the result of precessing a captured image. The original captured scanned image may have bee
subsampled, scaled, down-sampled, or otherwise processed.

>

4.4
palm
friction rifige skin on theide and underside of the hand

4.5
plain fingerprintimage
image cgptured-from a finger placed on a platen without any rolling movement

4.6
rolled fingerprint image
image captured that is located between the two edges of the fingernail

NOTE This type of image is typically acquired using a rolling motion from one edge of the fingernail to the other.

4.7

vertical rolls

fingerprint images that have been captured by rolling a finger vertically from the slap position over the finger
tip to the nail

NOTE This is in contrast to horizontal rolls, which are captured by horizontal rolling from the nail over the slap
position to the other side of the nail as described in the definition for “rolled fingerprint image”.

2 © ISO/IEC 2011 — Al rights reserved
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For the purposes of this document the following abbreviations and those given in ISO/IEC 19794-1 apply.

ppcm pixels per centimetre
ppi pixels per inch
TIR Total Internal Reflection

q Data conventions

4.1 Byte and bit ordering

ultibyte quantities are represented in Big-Endian format. That is, the more significant bytes of any
uantity are stored at lower addresses in memory than less significant bytes./The order for transmiss
Iso be the most significant byte first and least significant byte last. Within\a byte, the order of tran
all be the most significant bit first and the least significant bit last~All humeric values are fix
nsigned integer quantities.

.2 Scan sequence

I{ is not the purpose of this part of ISO/IEC 19794 to specify:the orientation of the finger (or palm), th
scanning, or the order of scanning used to capture<the image. However, each image as preq
ccordance with this format standard shall appear(o have been captured in an upright pos

a scanning of an impression of a fingerprint. The scanning sequence (and recorded data) shall 3
ave been captured from left-to-right, progressing from top-to-bottom of the fingerprint or palm print.
illustrates the recording order for the scanned image. For the purpose of describing the position of €
ithin an image to be exchanged, a pair of'reference axes shall be used. The origin of the axes, pixe
(D,0), shall be located at the upper left-hand corner of each image. The x-coordinate (horizontal) posi

Hach item of information, field, or logical record shall contain one or more bytes of/data. Within a flecord all

multibyte
ion shall
smission
bd-length

e method
ented in
tion and

pproximately centered horizontally in the field of view. The recorded image data shall appear to be {he result

ppear to
Figure 1
ach pixel
location
tion shall

imcrease positively from the origin(to™the right side of the image. The y-coordinate (vertical) posifion shall

imcrease positively from the origin‘to the bottom of the image.

Image acquisitienTtequirements

1.1 General

linage capture-requirements are dependent on various factors including the application, the availablg

raw pixel information to retain or exchange, and targeted performance metrics. As a result of thes
the image capture operation will be associated with a combination of image acquisition parameterg
escfibed below.

b amount
p factors,
settings

© ISO/IEC 2011 — All rights reserved
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Scan Representation

Line 1

Line k

» Line n

7.2 Pi

The fingér image shall be represented using square pixels, in which the horizontal and-vertical dimensions ¢f

the pixel
horizontsd

7.3 Bi

The gray
to repred
provides
shall be
of its bits
and the '
"white" p
precision

7.4 G

Graysca
form. Th
pixel infd
byte. Pix
Increase
pixels wi
of the ap
value for

7.5 Dy

Figure 1 — Order of scanned lines

Kel aspect ratio

—

5 are equal. Any difference between these two dimensions should be within 1%. That is, the ratio ¢
| to vertical pixel dimensions should be between 0,99 and 1,01.

-depth

scale precision of the pixel data shall be specified in terms afjthe bit-depth or the number of bits useld
ent the grayscale value of a pixel. A bit-depth of 3 prevides 8 levels of grayscale; a depth of |8
256 levels of gray. For grayscale data, the minimum value that can be assigned to a "black" pix¢l
vero. The maximum value that can be assigned to a "white" pixel shall be the grayscale value with gl
of precision set to "1". However, the “blackest" pixel'in an image may have a value greater than "Q"
whitest" pixel may have a value less than its maximum value. For example, the range of values for g
ixel with 5 bits of precision shall be 31 or less.<The range of values for a “white” pixel using 8 bits ¢f
shall be 255 or less. The bit-depth may range from 1 to 16 bits.

ayscale data

e finger image data shall be stored, recorded, or transmitted in either compressed or uncompresse]
e image data portion of a record for an uncompressed grayscale image shall contain a set of ra
rmation. Using a bit-depth of 8 bits (256 grayscale levels) each pixel shall be contained in a sing
el values with a depth ef less than eight bits shall be stored and transmitted in a packed binary formtI

i

~ = 0O < O

0 precision for pixel-valtues greater than 255 shall use two unsigned bytes to hold up to sixteen-

h values in the range of 0-65535. The encoding of a compressed grayscale image shall be the outp
propriate grayscale compression algorithm specified in Table 9. Upon decompression the grayscal
each pixel shalt-be represented in the same manner as pixels in an uncompressed image.

D —~

namicrange

The ima

pé-grayscale shall be encoded using the agreed precision necessary to meet the dynamic range

requirem

ent 1or a speciric application. It IS assumed that the precise requirements or the application are Kno

7.6 Capture device spatial sampling rate

Grayscal

e fingerprint images to be captured shall be acquired by an image capture device operating at a

specific scanning spatial sampling rate. As the spatial sampling rate used in the image capture process is
increased, more detailed ridge and structure information for processing becomes available. For minutiae and
small feature based algorithms, use of the higher spatial sampling rate enhances the detection of more closely
spaced features that may not be detected using the minimum spatial sampling rate.

© ISO/IEC 2011 — All rights reserved
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The spatial sampling rate of the image data formatted and recorded for interchange may be the scan spatial

sampling rate of the image or it may have been sub-sampled, scaled, down-sampled, or otherwise p
to produce a form for representing the ridge and valley structure areas of the fingerprint.

7.8 Fingerprint image location

rocessed

This part of ISO/IEC 19794 is deS|gned to accommodate both plain (flat) or roIIed flngerprmt |mages Biometric

e image
hould be

devices

that will acquire images of multiple fingers during a single capture cycle. These devices are cgpable of

a single

scanning. The plain impressions from the two thumbs or two index fingers can also be captured at pne time.

herefore, with three placements of the fingers on a device’s scanning surface all ten fingers
imdividual shall be acquired in three scans — right four fingers, left four findefs, and two thumbs. H
ulti-finger captures, half of the captured fingers should be located to the\left of the image center
gther half of the fingers to the right of the image center.

.9 Palm image location

his part of ISO/IEC 19794 is also designed to accommodate, images from the palm of the hand or
side of the hand opposite the thumb also known as the ‘writer's palm”. Most comparison subsystems
better if the flat or fleshy part of the palm or writer's palm is centered both horizontally and vertica

from an
or these
and the

from the
perform
lly in the

age capture area. Therefore, when capturing a palmprint image, the center of the palm or writ¢r's palm

age area should be located in the approximate center of the image capture area. The palm itsel
aptured as one entity, or various pieces of it carrbe captured as single images such as the thenar (fl

eneath the four fingers).

8 Finger image record format

8.1 Record structure

—

his part of ISO/IEC £9794 defines the composition of the finger image record. Each record shall pe
ngle subject andrshall contain at least one representation for each of one or more fingers, multip
bingle image records), or palms. Figure 2 illustrates the record structure for the finger image record fq

~ (N

Higure 3 details the order of fields in the record and the length of each field. The fields in white
mandatary.fields. Shaded fields indicate optional information.

[
[
c
behind the thumb), hyperthenar (fleshy area-opposite the thumb), or interdigital (area of the palm directly
o

may be
bshy part

Ftain to a
e fingers
rmat.

indicate
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ISO/IEC 19794-4
BDIR

Representation #1 | Representation #2| = |Representation #X

General Header (mandatory) (optional) (optional)

The orggnization of the record format is as follows:

e A single fixed-length (16-byte) general record header containing information about the overall record,

inclu
e Asin

0 4

0 4

Annex C
required

a single finger, multi-finger, or palm image;

Fixed-length

Representation Header | Representation data

Variable-length Variable-length

Figure 2 — Finger image record structure

ding the number of finger/palm images represented and,the overall record length in bytes;
gle finger record for each single finger, multi-finger,>or-palm image representation consisting of:

\ variable length finger image representation-h@ader containing information pertaining to the data fq

=

NOTE1l For each quality block of information-recorded, the length will be increased by 5 bytes.

NOTE2 If any of the finger image representations contain a device certification block, then the length of each
finger representation headet shall be a minimum of a 42-byte header.

NOTE3 For each device certification"block of information recorded the length will be increased by 3 bytes.

\ variable-length finger image’representation body containing

Compressed orcuhcompressed image data representation for a single, multi-finger, or palm
image; and

Optional_‘extended data describing finger segmentation (in the case of multi-finger images
annotation, and comments.

provides an example of the application of this part of ISO/IEC 19794. It illustrates the completion ¢f
data.fields for both the general record header and the finger image record.

8.2 Finger image general header

8.2.1 Required fields

Table 1 lists the fields included in the general record header. As this is a fixed-length header, information shall
be included for each field within the header.

© ISO/IEC 2011 — All rights reserved
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General Format Version Length of Number of Certification flag | Number of distinct
Header identifier number record finger/palm finger/palm
representations positions
4 4 4 2 1 1
Representation Representation Capture Capture device |Capture Capture Number of
Header length date & time |technology device vendor |device type quality blocks
identifier Identifier identifier
4 9 1 2 2 1
Quality Number of Certification Finger/palm Representation Scale units Capture Capture
block data certification block data position number device deice
blocks spatial spdtial
sampling sampling
rate (horiz) ratg (vert)
5x 1 3x 1 1 1 2 2
Image Image Bit-depth Image Impression Horizontal Vertical line Imdge data
spatial spatial compression type line length length length
sampling sampling algorithm
rate (horiz) rate (vert)
2 2 1 1 1 2 2 4
Quiality block Quiality score Quality Quality
data algorithm algorithm ID
vendor ID
1 2 2
Certification Certification Certification
block data authority scheme
identifier identifier
2 1
. N
Representation Image data Extended
Body | data blocks
Variable Variable
Extended Type i@ﬂ?cation Length of Data section
data block co ,.\ data
2 2 Variable
Figure 3 — Order and size of fields in the finger image record
8.22 Format identifier

The format identifier shall be recorded in four bytes. The format identifier shall consist of three characters
"FIR" followed by a zero byte as a NULL string terminator.

8.2.3 Version number

The number for the version of this part of ISO/IEC 19794 used for constructing the BDIR shall be placed in
four bytes. This version number shall consist of three ASCII numerals followed by a zero byte as a NULL
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Table 1 — General record header

Field Size Valid values Notes

Format identifier 4 bytes 4649524ex (‘F''I' ‘R’ O0wex) “FIR” — Finger Image Record

Version number 4 bytes 30323000Hex (‘0" 2" '0" 00rex) | “020”

Length of record 4 bytes 57 to (232-1) Includes all finger/palm
representations, quality
blocks and certification
blocks1)

Number of finger/palm 2 bytes 1to 672 [ (14 finger positions) + (11

reffresentations multiple Tfinger positions) +
(17 palm codes) |* 16 = 672
possible representations

Ceyrtification flag 1 byte 0,1 Indicates the presence of
any device certification
blocks within the
representation headers

Number of distinct 1 byte >=1 Number of fingers or palms

fingers/palm positions represented

string te
characte
shall be

824 L
The leng

the BDIH
record is

8.25 N
The total

of one re
this num

8.26 D

The one-

A value ¢f 004, shall indicatethat none of the representations contains a certification record. A value of 01y},

shall indi

NOTE
in the cer

[oN

'minator. The first and second character will represent the major.version number and the thin
I will represent the minor revision number. Upon approval of this Specification, the version numbe
020” — Version 2 revision 0.

=

ength of record

=4

th (in bytes) of the entire BDIR shall be recorded in four bytes. This count shall be the total length ¢
including the general record header and one ormore representation records. The length of th
dependent on several factors.

D

umber of finger/palm representations
number of representation records contained in the BDIR shall be recorded in two bytes. A minimur:r

presentation is required. In cases Where there is more than one representation of any finger or pal
ber will be greater than the number of fingers or palms.

evice certification flag
byte certification flag:shall indicate whether each representation header includes a certification recorg.
cate that all repfésentations contain a certification record.

A certification record that is present may contain O certifications (in that case the number-of-certifications field
ification recerd has the value 0).

n#!ﬁnlf‘ nnnnn ] darl =0

1)  If Cekiif

Hieati (]
ot oy Tothtrar Tt attry \~4

Number of

Representations
Length=16 + > (41+ 5*(#QualityBlocks)+SizeOflmageData+SizeOfExtendedData)

1

If Device Certification Flag (General Header) = 1

Number of
Representations
Length =16 +> (42 + 5*(#QualityBlocks) + 3*(#Certification blocks) + SizeOflmageData
1 + SizeOfExtendedData
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8.2.7 Number of distinct finger/palm positions

The number of fingers or palms included in the record shall be recorded in one byte. Multiple fingers acquired
by a single capture and contained in the same image are counted as a single finger image.

EXAMPLE 1 If a record contains two images of a right index finger (position code 2 in Table 6 ) and two images of a left
index finger (position code 7 in Table 6) then the value encoded by this clause would be 2. The humber of representations
encoded by clause 8.2.5 would be 4.

EXAMPLE 2 If a record contains two images of a right index finger (position code 2 in Table 6), one image of the left
i;ldex and middle fingers (position code 43 in Table 7), and one image of the right four fingers (position code 13 ih Table 6)
then the value encoded by this clause would be 3. The number of representations encoded by clause 8.2.5.weuld be 4.

4.3 Finger/palm image representation header

8.3.1 Required fields

A finger or palm representation header shall start each section of finger data.providing informatiop for that
representation of a single finger image, multi-finger image, or palm image. For‘each such image therg shall be
ane finger header record accompanying the representation of the image data. The finger header shajl occupy
a minimum of 41 or 42 bytes as described below (depending on the certification flag in the general{header).
Tlhe compressed or uncompressed image data for that image representation shall immediately follow the
header portion. Additional representations (including the header partion) will be concatenated to the gnd of the
previous representation data. Table 2 is a list of the entries contained in the header preceding each block of
finger/palm image data. Table 3 lists the finger/palm image "data and various types of extended data
associated with a finger representation.

Table 2 — Finger imagestepresentation header record

Field Size Valid values Notes

Representation length 4 bytes 41 pex to FFFFFFFF Hex Denotes the length in bytes of the
representation including the
representation header fields

Capture date and time 9 bytes See ISO/IEC 19794-1 The capture date and time field shall
indicate when the capture of this
representation stated in Coordingted

Universal Time (UTC). The captyre date
and time field shall consist of 9 bytes. Its
value shall be encoded in the form given
in ISO/IEC 19794-1.

Capture device teehnology 1 byte 0to 20 The capture device technology 1) shall
identifier be encoded in one byte. This fielgl shall
indicate the class of capture devite
technology used to acquire the captured
biometric sample. A value of 00Hex
indicates unknown or unspecifie
technology. See Table 4 for the list of
passible values

Capture device vendor 2 bytes 0000 pex to FFFF pex The capture device vendor identifier shall
identifier identify the biometric organization that
owns the product that created the BDIR.
The capture device algorithm vendor
identifier shall be encoded in two bytes
carrying a CBEFF biometric organization
identifier (registered by IBIA or other
approved registration authority). A value
of all zeros shall indicate that the capture
device vendor is unreported.
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Field

Size

Valid values

Notes

Capture device type identifier

2 bytes

0000 Hex tO FFFF Hex

The capture device type identifier shall
identify the product type that created the
BDIR. It shall be assigned by the
registered product owner or other
approved registration authority. A value
of all zeros shall indicate that the capture
device type is unreported. If the capture
device vendor identifier is 0000weyx, then

also the capture device type identifier

shall be 00004ex.

Quality fecord

1to0 1,276
bytes

(1to 1+ (255
*5))

See Table 5in
ISO/IEC 19794-1:2011 for
more details

A quality record shall consist of a length
field followed by zero or more quality
blocks. The length field shall cansist of
one byte. It shall represent the"number of
quality blocks as an unsigned integer.

Each quality block shall¢onsist of

— a quality score,

— a quality algorithm vendor identifier,
and

— a quality algorithm identifier.

A qualitynscore should express the
predicted comparison performance of a
representation. A quality score shall be
encoded in one byte as an unsigned
integer. Allowed values are

— 0 to 100 with higher values indicating
better quality,

— 255, i.e. ffuex, for indicating that an
attempt to calculate a quality score
failed.

The quality algorithm vendor identifier
shall identify the provider of the quality
algorithm. The quality algorithm vendor
identifier shall be encoded in two bytes
carrying a CBEFF biometric organization
identifier (registered by IBIA or other
approved registration authority). A value
of all zeros shall indicate that the value
for this field is unreported.

The quality algorithm identifier shall
identify the vendor’s quality algorithm
that created the quality score. It shall be
assigned by the provider of the quality
algorithm or an approved registration
authority. The quality algorithm identifier
shall be encoded in two bytes. A value of
all zeros shall indicate that the value for
this field is unreported.

Certificgtiomrecord

0to 766 See ISO/IEC 19794-1 The certification record only exists if the
bytes certification flag i the general-header
(ltol+ has a value of 1. A certification record
(255 * 3)) shall consist of a length field followed by

zero or more certification blocks. The
length field shall consist of one byte. It
shall represent the number of unique
certification blocks as an unsigned
integer.

10
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Field Size Valid values Notes
Each certification block shall consist of
— a certification authority identifier and
— a certification scheme identifier.
The certification authority identifier shall
identify a certification authority that has
carried out a certification according to a
certification scheme. The certification
authority identifier shall be encoded in
two bytes carrying a CBEFF bionetric
organization identifier (registered|by IBIA
or other approved registration authority).
The certification scheme idéntifief shall
identify a certification scheme acgording
to which a certification has been tarried
out. The certification scheme ideptifier
shall be enceded in one byte. Sep
Table 5 for the list of certification|scheme
identifiers:

Finger/palm position 1 byte 0 to 10; 13 to 15; 20 to 36;|See.Table 6 through 9

40 to 50

Representation number 1 byte Oto 15

Scale units 1 byte 1to2 Pixels/Inch or pixels/cm

Scan spatial sampling rate |2 bytes Oto (216-1) Dependent upon the scanner

(horiz)

Scan spatial sampling rate |2 bytes 0to (216-1) Dependent upon the scanner

(vert)

Image spatial sampling rate|2 bytes <= Scan Spatial sampling|Quality level dependent

(horiz) rate (hotiz)

Image spatial sampling rate|2 bytes <= Sg¢an Spatial sampling|Quality level dependent

(vert) rate(vert)

Bit-depth 1 byte 1 to 16 bits 2 — 65535 gray levels

Image compression Algorithm |1 byte Oto5 See Table 9

Impression type 1 byte 0to 15; 20 to 29 See Table 10

Horizontal line length 2 bytes Oto (216-1) Dependent on the sensor used

Vertical line length 2\bytes 0to (216-1) Dependent on the sensor used

Image data length 4 bytes 0 to (2°2-58) Number of bytes for the
compressed/uncompressed imade data

8.3.2 Representation length

Tlhe representation-length field denotes the length in bytes of the representation including the repregentation
Header fields.
Table 3 — Image and extended data
Data Type |Field Size Valid Values Notes
Finger/palm image data |< 2% -1 bytes Compressed or
% % uncompressed image data
EQ
=2 Type identification code |2 bytes 0001nex to FFFFHex Segmentation, annotation,
< o
% % Length of data 2 bytes 0004 Hex to FFFFHex gggment, or vendor specific
Q
5 % Data section (Length of data)-4 bytes Values >01004¢x are vendor
o specific extended data

© ISO/IEC 2011 — All rights reserved
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8.3.3 Capture date-time

The capture date and time field shall indicate when the capture of this representation started in Coordinated
Universal Time (UTC). This field is not intended to encode the time the record was instantiated. The capture
date and time field shall be encoded in accordance to the requirements given in ISO/IEC 19794-1.

8.3.4 Capture device technology ID

The capture device technology ID shall be encoded in one byte. This field shall indicate the class of capture

device technologyv-used-to acguire-the captured biometric - sample.-See Table 4 for a list of capture devic
g7 h Ll L L

technologies. A value of 004 indicates unknown or unspecified technology.

Table 4 — Capture device technology

ID | Capture device technology
Unknown or unspecified

1 | White light optical TIR

2 | White light optical direct view on platen

Note: Card scanner should encode their technology type as “white dight optical
direct view on platen”

3 | White light optical touchless

4 | Monochromatic visible optical TIR

5 Monochromatic visible optical direct view on platen
6 Monochromatic visible optical touchless
7

8

9

Monochromatic IR optical TIR
Monochromatic IR optical direct view on platen
Monochromatic IR optical touchless

10 | Multispectral optical TIR

11 | Multispectral optical direct view on platen
12 | Multispectral optical touchless

13 | Electro luminescent

14 | Semiconductor capacitive

15 | Semiconductor RF

16 | Semiconductor thermal

17 | Pressure sensitive

18 | Ultrasound

19 | Mechanical

20 | Glass fiber

8.3.5 ({apture device-vendor identifier

—

The capfure device vendor identifier shall identify the biometric organization that owns the product th
created the BRIR. The capture device algorithm vendor identifier shall be encoded in two bytes carrying

CBEFF Tjometric organization identifier (registered by IBIA or other approved registration authority). A valu
of all zerbs:shall indicate that the capture device vendoris ||nrppnrmd

8.3.6 Capture device type identifier
The capture device type identifier shall identify the product type that created the BDIR. It shall be assigned by

the registered product owner or other approved registration authority. A value of all zeros shall indicate that
the capture device type is unreported.
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8.3.7 Finger/palm image quality

8.3.7.1 General

The quality information of the overall finger image data shall be recorded in one or more five-byte blocks.
Each of these blocks shall pertain to a specific quality/vendor/algorithm evaluation. Figure 4 illustrates the
placement and recording of multiple quality blocks.

1 byte 5 bytes 5 bytes 5 bytes
# of Quality . ] _
Blocks = N Quality Block | | Quality Block Quiality Block

Figure 4 — Image quality layout

8.3.7.2  Number of quality Blocks

Tlhe first byte is mandatory and shall contain the number of blocks of quality information of the ovefall finger
age data. Subsequent 5-byte blocks shall contain the specific quality/véndor/algorithm information| for each
uality/vendor/algorithm evaluation. A value of zero (0) means thato attempt was made to assign|a quality
ore. In this case, no Quality Blocks are present.

.3.7.3  Quality score

he quality score, as defined in ISO/IEC 29794-1, shall be recorded in the first byte of each of thelfive-byte
locks. It shall be a quantitative expression of the predicted verification performance of the biometrig sample.
alid values for Quality Score are integers between 0 and 100, where higher values indicate better quality. A
lue of 255 is to handle a special case that indicates a failed attempt to calculate a quality score.

.3.7.4  Quality algorithm vendor ID

0 enable the recipient of the quality score to differentiate between quality scores generated by|different
Igorithms, the provider of quality scores shall be uniquely identified by the next two bytes. This Vlendor ID
all be registered with the Intefnational Biometrics Industry Association (IBIA).

.3.7.5  Quality algarithm ID

he remaining two-bytes shall specify an integer product code assigned by the vendor of the Quality Algorithm
. It indicates-which of the vendor’s algorithms (and version) was used in the calculation of the quality score
nd shall betwithin the range of 0 to 65535. Multiple quality scores calculated by the same algorithm (same
ndor ID<and algorithm ID) shall not be present in a single representation.

.3.8\, Capture device certifications

8.3.8.1 General

This multi-byte block contains information to indicate the compliant certification procedures that were used to
test the biometric capture equipment used. The certification record shall consist of a length field followed by
zero or more 3-byte certification blocks. Each certification block shall consist of a certification authority
identifier, and a certification scheme identifier.

If the device certification flag in the general header has a value of 004, NO capture device certification
information shall be present in any of the representation header records for that finger image record.
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8.3.8.2 Number of certifications

The first byte is mandatory and shall contain the number of certification blocks as an unsigned integer for the
capture device.

8.3.8.3  Certification authority ID

The first two bytes of each block contain the CBEFF biometric organization identifier of the certification
authority (registered by IBIA or other approved registration authority). This is the agency that certifies a device

accordmj toa pnrflmll:\r certification-scheme identifier

8.3.8.4 Certification scheme identifier

This last byte of the block shall identify a certification scheme used to certify the capture device. A list ¢f
current certification scheme identifiers is contained in Table 5.

Table 5 — Identifiers for certification schemes specified in the anpexes

Certification scheme | Annex

Identifier

00 Hex Reserved by SC 37 for future use

01 Hex 0 — Image quality specification for AFIS systems

02 pex 0 — Image quality specification for personal’verification

03 Hex 0 — Requirements and test procedures)far optical fingerprint scanners
04pex to FFrex Reserved by SC 37 for future use

8.3.9 Hnger/palm position

This 1-bjte field shall contain the finger/palm position* code. Code 0 is reserved for an unknown finger qr
fingers. Codes 1-10 from Table 6 should be usedfan single fingers. Codes 13 and 14 are used for the images
containirlg four fingers from the right hand and.left hand respectively. Table 7 lists finger position codes fgr
common|2-finger and 3-finger combinations..Code 15 accommodates the simultaneous capture of two thumhbs
while codle 46 accommodates the simultanedus capture of the two index fingers. For multiple-finger captures
that have missing fingers the extended data annotation may be used (See Clause 8.4.4).

Codes fgqr palm images are foundin-Table 8. For full palms the captured area should extend from the "wri$t
bracelet'| through the second joint of the fingers. Similarly, the captured area of the upper palm should extend
from imnpediately below the ifiterdigital area through the second joint of the fingers. The lower palm will covd
the area [from the "wrist bracelet" through the interdigital area.

-

8.3.10 Representation number

This ong byte_field shall contain the specific image representation number associated with the image data
(finger, r]\ulti finger or palm image data).

8.3.11 Scale units

This field shall specify the units used to describe the scanning and image spatial sampling rates of the image.
A 01, in this field indicates pixels per inch, or a 02, indicates pixels per centimeter.

NOTE This field refers to the metric inch that is not an 1ISO metric. The intention was to enable entries in fields
according to Clause 8.3.12 to Clause 8.3.15 that are integer numbers (e.g. 500 dpi) and to avoid for many existing
systems floating point numbers in or rounding errors of the corresponding value in the metric system.
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n -

Finger position Finger
code
Unknown 0
Right thumb 1
Right index finger 2
Right middle finger 3
Right ring finger 4
Right little finger [}
Left thumb 6
Left index finger 7
Left middle finger 8
Left ring finger 9
Left little finger 10
Plain right four fingers 13
Plain left four fingers 14
Plain thumbs (2) 15

Table 7 — Multiple finger positiop,codes

Finger position Finger
code
2-Finger Combinations
Right index and middle 40
Right middle and ring 41
Right ring and little 42
Left index anddmiddle 43
Left middle and ring 44
Left ring and little 45
Rightyindex and Left index 46
3-Finger Combinations
Right index and middle and ring a7
Right middle and ring and little 48
Left index and middle and ring 49
Left middle and ring and little 50

8.3.12 Captufre-device spatial sampling rate (horizontal)

his 2-hyte\field shall specify the rounded scanning spatial sampling rate used in the horizontal direction. The
cale Units field will determine whether the value is pixels per inch or pixels per centimeter.

QAN M~ r <l H il IH + L i [AY
O Lo qpiuTTTuTviIt T SPatiar sarptitmyTatec(verai dr)

This 2-byte field shall specify the rounded scanning spatial sampling rate used in the vertical direction. The
scale units field will determine whether the value is pixels per inch or pixels per centimeter.

© ISO/IEC 2011 — All rights reserved
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Table 8 — Palm codes

8.3.14 Iy

This 2-b
scale un

that certdain combinations of scan and image pixel spatial sampling rate values may result in overlapping pixe

or space

8.3.15 I
This 2-by
units fiel

certain ¢
spaces b

8.3.16 B

This 1-by
Olpex tO

8.3.17 Iy

This 1-by

Palm position Palm
code
Unknown palm 20
Right full palm 21
Right writer's palm 22
Left full palm 23
Left writer's palm 24
Right lower palm 25
Right upper palm 26
Left lower palm 27
Left upper palm 28
Right other 29
Left other 30
Right interdigital 31
Right thenar 32
Right hypothenar 33
Left interdigital 34
Left thenar 35
Left hypothenar 36

hage spatial sampling rate (horizontal)

hte field shall specify the rounded image spatial sampling rate used in the horizontal direction. Th
ts field will determine whether the value is pixels per.inch or pixels per centimeter. It should be note

n QO

5 between pixels in the captured image.

hage spatial sampling rate (vertical)

te field shall specify the rounded image spatial sampling rate used in the vertical direction. The scale
 will determine whether the valuexis pixels per inch or pixels per centimetre. It should be noted that
bmbinations of scan and image, pixel spatial sampling rate values may result in overlapping pixels g
etween pixels in the capturedimage.

=

it-depth

ite field shall contdin the number of bits used to represent a pixel. This field shall contain an entry ¢f
| Ohiex-

hage compression algorithm

rte-field shall specify the method used to record the uncompressed or compressed grayscale images.

Table 9

ists’ the available storage options and compression algorithms that may be used. Uncompressed

image data shall be recorded in an unpacked or packed form. When using the unpacked option for grayscale
pixels greater than eight bits, each pixel shall be recorded in a pair of bytes right justified.

When the compression algorithm code is 2, a certified version of the Wavelet Scalar Quantization (WSQ)
algorithm as described in Annex E shall be used to compress 8-bit, 197 ppcm (500 ppi) grayscale images, and

shall be

limited to a 15:1 compression ratio2). WSQ shall not be used to compress images scanned at

394 ppcm (1000 ppi).

2) Certification information for the WSQ algorithm can be found at http://fingerprint.nist.gov/wsa.

16
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Table 9 — Compression algorithm codes

Code | Compression Normative Allowed Spatial
Algorithm Reference Sampling

0 None — No bit-packing | N/A All

1 None — Bit packed N/A All

2 WSQ IAFIS_IC-0110 197 ppcm

Annex E

3 JPEG ISO/IEC 10918-1 | For legacy data 197 ppcm only
(lossy)

4 JPEG 2000 ISO/IEC 15444 394 ppcm
(lossy)

5 JPEG 2000 ISO/IEC 15444 197 ppcm or 394 ppm
(lossless)

6 PNG ISO/IEC 15948 All

he compression algorithm code of 3 indicates that the JPEG compression) algorithm as des
SO/IEC 10918-1 has also been used to compress the 8-bit, 197 ppcm (5000pi) grayscale images. K
PEG shall not be used for new applications. It is retained in this part of ISO/IEC 19794 to allow p
pllected JPEG images to be encoded.

o i —

Vhen the compression algorithm code is 4, fingerprint/palmprint images scanned at 394 ppcm (1000
bit-depth of 8 bits, shall be compressed using the JPEG 2000" algorithm as described in ISO/IE
Vhen this algorithm is used, then the JPEG 2000 profile séttings as specified in the "Profile for|
ingerprint Compression" should be incorporated. For the case where the compression algorithm
en the ISO/IEC 15948 PNG algorithm shall be used to compress the image.

oM< Q0 <

OTE The recommendation is that JPEG 2000 compression be limited to 15:1 for 394 ppcm (1000 ppi) im
cpmpression ratio should be considered as a maximum-value and where bandwidth and/or storage permits, lowg
cpmpression will result in higher quality images, especially where devices with smaller image sensors are use
spanned at 197 ppcm (500 ppi), if compressed should use WSQ compression and the compression ratio shall be
:1; above 197 ppcm (500 ppi), JPEG 2000 eompression is recommended. No recommendations are being
cpmpression of other image spatial sampling jrates.

.3.18 Impression type

he impression type of the finger or palm image shall be recorded in this one byte field. The code
e are defined in Table 10. Nonlive entries refer to images scanned from cards or other media. |
ntactless refers to image capture devices that do not depend upon the surface of a finger makin
ith a scanner platen.

.3.19 Horizontal line length

his two=byte binary field shall be used to specify the number of pixels contained on a single horizon
the transmitted image.

2011(E)

cribed in
However,
reviously

ppi) with
C 15444,
1000ppi
ode is 5

hges. This
r levels of
0. Images
limited to
made for

5 for this
ive-scan
) contact

al line of
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Table 10 — Finger and palm impression codes

8.3.20 V

This two
image.

8.3.21 Iy
This 4-I

uncomp|
compres

8.3.22 H

Code Description
0 Live-scan plain
1 Live-scan rolled
2 Nonlive-scan plain
3 Nonlive-scan rolled
4 Latent impression
5 Latent trar‘ing
6 Latent photo
7 Latent lift
8 Live-scan swipe
9 Live-scan vertical roll
10 Live-scan palm
11 Nonlive-scan palm
12 Latent palm impression
13 Latent palm tracing
14 Latent palm photo
15 Latent palm lift
20 Reserved by SC 37 for future use
21 Reserved by SC 37 for future use
22 Reserved by SC 37 for future use
23 Reserved by SC 37 for future_usé
24 Live-scan optical contactless\plain
25 Reserved by SC 37 for future use
26 Reserved by SC 37 for.future use
27 Reserved by SC 37-for future use
28 Other
29 Unknown

ertical line length

byte binary field shall be usedto specify the number of horizontal lines contained in the transmitte

hage data length

yte field shafbeontain the length (expressed as the number of bytes) of the compressed d
essed image-data contained in this representation. It is used to provide a pointer around th
5ed image data to the first byte in the extended data field or to the next representation.

nger/palm image data

D =

This field shall contain the grayscale image data formatted and recorded in accordance with the image
compression algorithm.

8.4 Extended data

8.4.1 Extended data block function

This clause of the finger representation is open to placing additional data that may be used by the comparison
system. The size of this section shall be kept as small as possible, augmenting the image data stored in the
standard image data section. The extended data for each finger representation shall immediately follow the

18
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standard image data for that finger representation. More than one extended data area may be present for
each finger representation. The individual extended data length fields are used as indices to parse the
extended data.

NOTE The extended data area cannot be used alone, without the standard portion of the Image record.
While the extended data area allows for inclusion of proprietary data within the image format, this is not

intended to allow for alternate representations of data that can be represented in open manner as defined in
this part of ISO/IEC 19794. The intention of this part of ISO/IEC 19794 is to provide interoperability.

8.4.2 Extended data block structure

84.2.1 Typeidentification code

|

his field shall have a length of two bytes. It shall identify the format of the extended data‘area when this area
present. A value of zero in both bytes is a reserved value and shall not be used. A value of zero in the first
yte, followed by a non-zero value in the second byte, shall indicate that the extended data sectipn has a
brmat defined in this part of ISO/IEC 19794; currently, only segmentation, annotation, and comment formats
re specified (refer to clauses 8.4.3, 8.4.4, and 8.4.5). A non-zero value.ir the first byte shall ifdicate a
endor-specified format with a code maintained by the vendor. Refer to,\Table 11 for a summaly of the
xtended Data Area Type Identification Codes.

7

m< Q = oo

Table 11 — Extended data areatype codes

First byte Second byte Identification

OOHex 00Hex Reserved by SC 37 for future use
OOHex 01hex Segmentation

00Hex 02hex Annotation

00Hex 03Hex t0 FFHex Comment

O1nex t0 FFpex 00Hex to FFy&x Vendor specific extended data

84.2.2 Length of data

—

he length of the extended data section shall be recorded in two bytes. This value is used to skip tg the next
xtended data type identification field if the comparison subsystem cannot decode or use this dpta. This
¢ngth field includes the couht of the length and type identification fields (four bytes total).

oD

84.2.3 Data section

—

he data field ef the extended data is defined and formatted by the type identification code used by the
quipment that/s generating the finger image record, or by common extended data formats containgd in this
part of ISOAEC 19794 for segmentation, annotation, or comment.

D

8.4.3¢ \Segmentation data format

[theextended data type identification code 15 00015, the extended data Section contains Segmentation and
image quality data for each segment of the flat fingerprint image. This extended data section provides a
measure of estimated correctness regarding the accuracy of the location of the segmented finger(s) within the
multi-finger slap image, information regarding the image quality for each of the segmented fingers, and the
locations for each of the image segments of the individual fingers. Table 12 lists the required fields for the
segmentation extended data section.

8.4.3.1 Segmentation quality assessment algorithm owner and algorithm ID

The value of the segmentation shall be interpreted in view of the method used to assess the correctness of
the segmentation. Therefore, the segmentation quality assessment algorithm’s supplier (owner) and specific
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identity (ID) are contained in the next four bytes. The segmentation quality assessment algorithm owner's ID is
the 16-bit format owner value assigned by the IBIA. The last two bytes shall contain a specific identifier for the
segmentation quality assessment algorithm. This field contains the binary representation of the integer
product code and should be within the range 1 to 65535. This value is assigned by the algorithm owner, who
may also choose to register it with the IBIA. Values of all 00, for each of these bytes indicate that
segmentation owner and algorithm ID are unreported.

Table 12 — Segmentation data

Field Section Size Valid Values | Notes
Segmehtation quality assessment 8.4.3.1 4 Bytes Segmentation quality
algorithm owner and algorithm ID assessment algorithm owner
and algorithm ID IBIA
Assigned;
Owner Assigned algorithm 1D
(Optional IBIA,Registered)
Segmehtation quality score 8.4.3.2 1 Byte 0-100, 254, or | 254 — Quality\not reported
255 255 — Quality'computation
failed
Finger [mage quality algorithm and 8.4.3.3 4 Bytes 0000Hex tO Quality” algorithm vendor ID
FFFFhex IBTA Assigned;
Owner D 0000Hex to Owner Assigned (Optional
FFFFhex IBIA Registered)
Numbef of segments 8.4.3.4 1 Byte 0,1,2,3,4,255
Finger position 8.4.35.2 1 Byte 0.tod0 Refer to Table 6
o Finger quality 8.4.35.3 1 Byte 0-100,254, or | 254 — Quality not reported
8 255 255 — Quality computation
p failed
g <t || Number coordinates 8.4.35.4 1 Byte 21099 There shall be 2 or more pairs
> E of coordinates.
g X-coordinate 8.4.3.5.4.1% 2 Bytes 0to 2'%-1
= Coordinates
T (4 to 99) Y- coordinate | 8.4:354.2 | 2 Bytes 0to 2'%-1
Finger orientation 8.4.3.55 1 Byte 0to 255
8.4.3.2 | Segmentation qualty score
This field shall be a.measure of estimated correctness regarding the accuracy of the location of the
segmentgd finger. It.contains the binary representation of the integer segmentation quality score between
and 100 [assigned te‘the image data by a quality algorithm. Higher values indicate better quality. An entry ¢f
“255" shall indicatea failed attempt to calculate a quality score. An entry of “254” shall indicate that no attemit
to calculate a ségmentation quality score was made.

8.4.3.3 Finger image quality algorithm and owner ID

Values of biometric sample quality shall be interpreted in view of the method used to assess the quality.
Therefore, the quality assessment algorithm’s supplier (owner) and specific identity (ID) are contained in the
next four bytes. The first two bytes shall contain the ID of the quality algorithm owner. This is the 16-bit format
owner value assigned by the IBIA. The last two bytes shall contain a specific identifier for the quality
assessment algorithm. This field contains the binary representation of the integer product code and should be
within the range 1 to 65535. This value is assigned by the organization, and may be registered with the IBIA.
Values of all 00y, for each of these bytes indicate that quality algorithm and vendor ID is unreported.
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8.4.3.4 Number of segments

This 1-byte field shall contain the number of finger segments that follow. If an image is multi-finger impression
then the value shall be 0. If a segmentation attempt failed then the value shall be 255.

8.4.3.5 Finger Segment Data

8.4.3.5.1 General

he Tollowing Tields shall be present for each of the segmented finger images present. Each finger|segment
all be defined by finger position, image quality, the number of points used to define the segment and the
ordinates of each point. For rectangular bounding boxes, the number of coordinates points wilb be four, and
the rectangle should be co-linear with the axis of the finger.

.4.3.5.2  Finger position

he first information item for each finger segment is the finger number as chosen-from Table 6.

.4.3.5.3 Finger quality

he second byte shall be a quantitative expression of the predicted comparison performance of the piometric
mple. This value is calculated by the algorithm identified in clause 8.4.3.3. This item contains the image
uality score between 0 and 100 assigned to the image data by.a quality algorithm. Higher valueq indicate
etter quality. A value of 255 shall indicate a failed attempt {0 calculate a quality score. A value of P54 shall
imdicate that no attempt to calculate a quality score was made.

84.3.5.4 Number of coordinate pairs

—

he third byte shall specify the number of points*or vertexes used to enclose the segmented image. For a
finger segment enclosed by an n-sided polygon; this byte shall contain a value between 4 and 99. Tlhe usual
case is a value of four indicating a rotated réctangle.

Tlhe order of the vertices shall be_in\their consecutive order around the perimeter of the polygdn, either
dockwise or counterclockwise. No ‘two vertices may occupy the same location. The polygon side d¢fined by
the last subfield and the first subfield shall complete the polygon. The polygon shall be a simple, plane figure
ith no sides crossing and ne-ifterior holes. Each vertex of the rectangle or polygon shall be represefted by a
air of coordinates.

4.3.54.1 X-Cooerdinate

wo bytes shallybe used to contain the horizontal pixel offset to the right relative to the origin positioned in the
pper left corpéer of the image.

.4.3.5:4:2 Y-Coordinate

wao-bytes shall be used to contain the vertical pixel offset down relative to the origin positioned in the upper
left corner of the image.

8.4.3.5.5 Finger orientation

This one byte field shall encode the angle between the longitudinal axis of the finger and the horizontal axis to
the right. The integer value encoded shall be the physical estimate of the angle in degrees divided by
1.40625 = 360/256. The longitudinal axis of the finger is defined to be positive in the direction from the
interphalangeal creases to the fingerprint tip. Figure 5 illustrates the measurement of the the finger orienttion
for fingers 07 through 10.
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g

Figure 5 — Finger orientation for segmentation

8.4.4 Annotation data format

-

If the extended data type identification code is 0002, the extended data section contains annotatio
informatipn. This format is provided to contain optional information“about the fingerprints contained in a large
fingerprit image such as a 2 or 4 finger slap image. Table 13-summarizes the annotation data fields.

=

Table 13 — Annotation data

Field Section | Size Valid Values Notes
Number of annotations | 8.4.4.1 | 1Bytes | 1to 4
Finger 0to 10; 13 to 15; | See Tables 6 to 8
S o Position 8.4.4.2~7| 1Byte | 40to50
g 2 200 36
e 5 Annotation 01nex for amputated finger
E — Code 8443 | 1Byte |lor2 024ex for unusable image

8.4.4.1 Number of\anmnotations

This one-byte field“shall contain the number of annotations that follow. Each annotation will consists of twp
informatipn items.

8.4.4.2 Finger position

This byte shall contain the finger position number as chosen from Table 6 through Table 8.

8.4.4.3 Annotation code

This byte shall contain the code 01y for an amputated finger and code 02, for a bandaged or otherwise
unable to print finger.
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8.4.5 Comment data format

If the extended data type identification code is 0003,y the extended data section contains ASCII text
information associated with the captured image or subject supplying the image. The comment is inputted by
the individual generating the fingerprint or palmprint record. A null terminator for the ASCII string is not
necessary, as the length is provided.

9 Registered format type identifiers

he registration listed in Table 14 has been made with the CBEFF Registration Authofity (see
IFO/IEC 19785-2) to identify the finger image record format. The format owner is ISO/IEC JTC\1/SC 37 with
the registered format owner identifier 257 (0101g,).

Table 14 — Format Type ldentifiers

CBEFF BDB format | Short name | Full object identifier
Type identifier
7 (0007 Hex) Finger-image | {iso registration-authority cbeff(19785)organization(0) 257
bdbs(0) finger-image (7)}
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A.1 OJerview

This paft of ISO/IEC 19794 specifies a biometric data interchange format for storing, recordingy an

Annex A
(normative)

Conformance test methodology

transmittjng one or more finger and/or palm representations. Each representation is accompanied by,modality-

specific
the reco

The objgctive of this part of ISO/IEC 19794 cannot be completely achieved until biometric products can
tested t¢ determine whether they conform to those specifications. Conforming/implementations are
necessaly prerequisite for achieving interoperability among implementations; therefere there is a need for
standardjsed conformance testing methodology, test assertions, and test procedures as applicable to specific
modalitigs addressed by each part of ISO/IEC 19794. The test assertions wilkéever as much as practical
the ISO/|EC 19794 requirements (covering the most critical features), so that'the conformity results produc
by the test suites will reflect the real degree of conformity of the implementations to ISO/IEC 19794 da

intercha

methodojogy.

This norfnative annex is intended to specify elements of confermance testing methodology, test assertion

and test

the contgnt of this annex will be available as a separate . document (Amendment), to supplement this part
ISO/IEC|19794.

24

JSetadata contained in a header record. This annex establishes tests for checking the cerrectness ¢f

nge format records. This is the motivation for the development of this conformance testin

procedures as applicable to this part of ISO/IEC 19794 For this edition of this part of ISO/IEC 1979
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Annex B
(normative)

Capture device certifications

.1 Image quality specification for AFIS systems

A1 General

hese specifications apply to: (1) systems that scan and capture fingerprints3 in digital, softcapy form,
imcluding hardcopy scanners such as card scanners, and live scan devices, altogether called “fingerprint
anners”; and (2) systems utilizing a printer to print digital fingerprint images to hafdcopy called “fingerprint
rinters.” These specifications provide criteria for ensuring the image quality- of “fingerprint scanpers and
rinters that input fingerprint images to, or generate fingerprint images from within, an Automated Fingerprint
Ifientification System (AFIS).

igital softcopy images obtained from fingerprint scanners shall have ‘sufficient quality to allow the [following
flinctions to be performed: (I) conclusive fingerprint comparisons (identification or non-identification decision),
(B) fingerprint classification, (3) automatic feature detection, and (4) overall AFIS search reliabjlity. The
fingerprint comparison process requires a high-fidelity image iner detail, such as pores and incipient ridges,
re needed because they can play an important role in the gomparison.

he fingerprint examiners in AFIS environment will depend upon softcopy-displayed images of [scanned
fingerprints to make comparisons, but will also néed to accept and utilize hardcopy images iph certain
imstances. For example, some contributors may, print cards from live scan or card scan systems for
bmission to an AFIS. These hardcopy prints will be obtained from printers that include printing a|gorithms
ptimized for fingerprints. The printer’s principal function is to produce life-size prints of digital fingergrints that
rovide sufficient print quality to suppert’ fingerprint comparisons, i.e., support identification [or non-
identification decisions.

he image quality requirements. for fingerprint scanners are covered in Clauses B.1.2 and B.[L.3. The
mpliance test procedures forithese requirements are out of scope of this Annex. An example for a test
ecification that allows testing of conformance with this image quality specification is available [8].

.1.2  Fingerprint sCanner

he fingerprint scanner shall be capable of producing images that exhibit good geometric fidelity, sHarpness,
etail rendition; ‘gray-level uniformity, and gray-scale dynamic range, with low noise characterisfics. The
ages shall>be true representations of the input fingerprints without creating any significant |artifacts,
nomalies; false detail, or cosmetic image restoration effects.

hesscanner’s final output spatial sampling rate in both sensor detector row and column directions shall be in
the-tange: (R-0,01R) to (R+0,01R) and shall be gray-level quantized to eight bits per pixel (256 gray-levels).
The magnitude of “R” is either 500 pixels per inch (ppi) or 1000 ppi; a scanner may be certified at either one or
both of these spatial sampling rate levels. The scanner’s true optical spatial sampling rate shall be greater
than or equal to R.

A scanner intended to scan standard 8,0 by 8,0 inch tenprint cards, shall be capable of capturing an area of at
least 5,0 by 8,0 inches, which captures all 14 print blocks, either each print block as a separate image or all
print blocks together as a single image. In terms of individual print blocks, Table B.1 gives the preferred
capture sizes applicable to both card scan and live scan systems, with the exception that, when scanning
fingerprint cards, the card form dimensions take precedence.

3 The term “fingerprint” in this appendix may also include palmprint, whole hand print, or a print from other parts of the human body.
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Table B.1 — Preferred capture sizes

Preferred Width Preferred Height
(in) (mm) (in) (mm)
roll finger 1,6* 40,6 1,5 38,1
plain thumb 1,0 25,4 2,0 50,8
plain 4-fingers 3,2 81,3 2,0 50,8
(sequence check)
plain 4-fingers 3,2 81,3 3,0 76,2
(identification flat)
full palm 55 139,7 | 8,0 203,2
half palm 55 139,7 | 55 139,7
writer's palm 1,75 44,5 5,0 127,0

* Live scgnner shall be capable of capturing at least 80% of full roll arc length, where full roll arc length iscdefined
as arc length from nail edge to nail edge.

B.1.2.1 Uinearity

B.1.2.1.1 Requirement

When mpasuring a stepped series of uniform target reflectance patches (efg., step tablet) that substantial
cover the scanner’s gray range, the average value of each patch shall be within 7,65 gray-levels of a lineay,

least squares regression line fitted between target reflectance pateh,‘values (independent variable) an
scanner putput gray-levels (dependent variable).

<

B.1.2.1.3 Background

All targets used in this image quality specification compliance'verification are expected to be scanned with th
scanner foperating in a linear input/output mode. Linearity enables valid comparisons of test measuremen
with regdirements, e.g., a system’s spatial frequency\response in terms of Modulation Transfer Function i$,
strictly speaking, a linear systems concept. Linearity, also facilitates comparisons between different scanne
through the “common ground” concept. In atypical*cases, a small amount of smooth, monotonic nonlineari
may be acceptable for the test target scans, ife., when it is substantially impractical and unrepresentative
operatiomal use, to force linearity on the s€anner under test (e.g., some live scan devices). Linearity is not
requirement for the operational or test, fingerprint scans, which allows for processing flexibility to overcom
inadequate tonal characteristics of fingekprint samples.

=

D QD

B.1.2.2 Geometric accuracy

B.1.2.2. Requirement (across-bar)
When sdanning a multiple, parallel bar target, in both vertical bar and horizontal bar orientations, the absolute
value of fhe difference between the actual distance across parallel target bars and the corresponding distance
in thelimage shall not exceed the following values for at least 99,0 percent of the tested cases in
each print block~measurement area and in each of the two orthogonal directions.

or-500-nni scanner:
Ll

D <0,0007, for 0,00 < X <0,07

D £0,01X, for 0,07 <X <1,50
for 1000-ppi scanner:

D <0,0005, for 0,00 <X <0,07

D= 0,0071X, for0,07<X<15
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where:
D = |Y-X|
X = actual target distance
Y = measured image distance

D, X, Y are in inches.

1.2.2.2 Requirement (along-bar)

hen scanning a multiple, parallel bar target, in both vertical bar and horizontal bar Orientatfons, the
aximum difference in the horizontal or vertical direction, respectively, between the locations of{any two
oints within a 1,5-inch segment of a given bar image shall not exceed 0,016 inches for lat least 99,0 percent
the tested cases in each print block measurement area and in each of the two orthegonal directions.

1.2.2.3 Background

he phrase: multiple, parallel bar target refers to a Ronchi target, which eonsists of an equal-width bar and
ace square wave pattern at 1,0 cy/mm, with high contrast ratio and fine-edge definition. This targgt is also
ed to verify compliance with the scanner spatial sampling rate requirement given in clause B.1.2.

cross-bar geometric accuracy is measured across the imaged, Ranchi target bars that substantially ¢over the
tptal image capture area. The 500-ppi requirement corresponds/to a positional accuracy of £ 1,0 pgrcent for
istances between 0,07 and 1,5 inches and a constant + 0,0007 inches (1/3 pixel) for distances lesg than or
qual to 0,07 inches. The 1000-ppi requirement correspends to a positional accuracy of + 0,71 pdgrcent for
istances between 0,07 and 1,5 inches and a constant+ 0,0005 inches (1/2 pixel) for distances lesp than or
qual to 0,07 inches.

his measurement procedure is also used to verify the ppi spatial sampling rate requirement given |n clause
1.2.3.

long-bar geometric accuracy is measured along the length of an individual Ronchi target bar in the image.
or a given horizontal bar, for example, the maximum difference between bar center locations (if vertical
irection), determined from bar locations measured at multiple points along a 1,5” bar segment length, is
mpared to the maximum allewable difference requirement (analogously for vertical bar). This requitfement is
tp ensure that pincushion ofr barrel distortion over the primary area of interest, i.e., a single fingerprint, is not
tpo large.

.1.2.3 Spatial fregquency response
1.2.3.1 Requirements

he spatial frequency response shall be measured using a continuous tone sine wave target depoted as
odulation Transfer Function (MTF) measurement unless the scanner cannot obtain adequate tonal fesponse
flom“this target, in which case a bi-tonal bar target shall be used to measure the spatial frequency response,
enoted as Contrast Transfer Function (CTF) measurement. When measuring the sine wave MTH, it shall
meet or exceed the minimum modulation values given in Table B.2 in both the detector row and detector
column directions and over any region of the scanner’s field of view. When measuring the bar CTF, it shall
meet or exceed the minimum modulation values defined by equation 2-1 or equation 2-2 (whichever applies)
in both the detector row and detector column directions and over any region of the scanner’s field of view.
CTF values computed from equations B.1 and B.2 for nominal test frequencies are given in Table B.3.

None of the MTF or CTF modulation values measured at specification spatial frequencies shall exceed 1,05.

The output sine wave image or bar target image shall not exhibit any significant amount of aliasing.
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Table B.2 — MTF Requirement using sine wave target

Frequency Minimum Modulation for | Minimum Modulationfor Maximum Modulation
(cy/mm) 500 ppi Scanner 1000 ppi Scanner
1 0,905 0,925
2 0,797 0,856
3 0,694 0,791
4 0,598 0,732
5 0,513 0,677
6 0437 0,626
7 0,371 0,579
8 0,312 0,536 1.05 .
at all frequencies
9 0,255 0,495
10 0,200 0,458
12 0,392
14 0,336
16 0,287
18 0,246
20 0,210

Note: Tesgting at 7 and 9 cy/mm is not a requirement if these frequency patterns are absént ffom the sine wave target.

Table B.3 — CTF Requirement using bar target (nofinal test frequencies)

Frequency Minimum modulation Minimum modulation Maximum modulation
(cyymm) for 500 ppi scanner for 1000 ppi 'scanner
1,0 0,948 0,957
.0 0,869 0,904
B,0 0,791 0,854
1,0 0,713 0,805
b,0 0,636 0,760
5,0 0,559 0,716
y,0 0,483 0,675
B,0 0,408 0,636 1,05 .
at all frequencies
D,0 0,333 0,598
10,0 0,259 0,563
12,0 0,497
14,0 0,437
16,0 0,382
18,0 0,332
40,0 0,284

Note: | Testing at'or near 7 and 9 cy/mm is a requirement when using a bar target.

n

It is not required-that the bar target contain the exact frequencies listed in Table B.3; however, the target doe
need to ¢aver the listed frequency range and contain bar patterns close to each of the listed frequencies. Th
following-ettrations—are—tsedtoobtainrthe—specificationCTFmodutation—vattes-whenusingbar-targets—th
contain frequencies not listed in Table B.3.

)

—

500-ppi scanner, for f = 1,0 to 10,0 cy/mm:
CTF = 3,04105E-04 *f* - 7,99095E-02*f + 1,02774 (eq.B.1)
1000-ppi scanner, for f = 1,0 to 20,0 cy/mm:

CTF = -1,85487E-05*f % +1,41666E-03*f * - 5,73701E-02*f + 1,01341 (eq.B.2)

28 © ISO/IEC 2011 — Al rights reserved


https://standardsiso.com/api/?name=8f4886b9a38d7c0bc432f65a3efecc5c

ISO/IEC 19794-4:2011(E)

B.1.2.3.2 Background

For MTF assessment, the single, representative sine wave modulation in each imaged sine wave frequency
pattern is determined from the sample modulation values collected from within that pattern. The sample
modulation values are computed from the maximum and minimum levels corresponding to the “peak” and
adjacent “valley” in each sine wave period. For a sine wave image, these maximum and minimum levels
represent the image gray-levels that have been locally averaged in a direction perpendicular to the sinusoidal
variation and then mapped through a calibration curve into target reflectance space. Sample image
modulation in target reflectance space is then defined as:

modulation = (maximum - minimum) / (maximum + minimum)

Tlhe calibration curve is the curve of best fit between the image gray-levels of the density patches in the sine
wave target and the corresponding target reflectance values. [It is assumed that sine wave target mofulations
and target density patch values are supplied by the target manufacturer.] The scanner MTF at each ffequency
i$ then defined as:

MTF = peak image modulation / target modulation

Hor CTF assessment, the modulations are determined directly in image.'space, normalized by the image
odulation at zero frequency, instead of using a calibration curve. The seanner CTF at each frequengy is then
efined as:

CTF = peak image modulation / (zero frequency.image modulation)

he bar target shall contain at least 10 parallel bars at each-of\the higher spatial frequencies (~50% Nyquist to
yquist frequency), which helps to ensure capture of optimum scanner — target phasing and aids invgstigation
potential aliasing. The bar target shall also containa very low frequency component, i.e., a largg square,
ar, or series of bars whose effective frequency isdess than 2,5 percent of the scanner’s final outplit spatial
mpling rate. This low frequency component is used in normalizing the CTF; it shall have the samg density
(pn the target) as the higher frequency target bats.

he upper limit of 1,05 modulation is 10~ discourage image processing that produces excessive edge
arpening, which can add false detail toan image.

liasing on sine wave images or. bar images may be investigated by quantitative analysis and frgm visual
bservation of the softcopy-displayed image.

.1.2.4 Signal-to-noise ratio
1.2.4.1 Requirement

he white signal-te-noise ratio and black signal-to-noise ratio shall each be greater than or equal to 125,0 in at
I¢ast 97,0 pereent of respective cases within each print block measurement area.

X2.4.2 Background

The signal is defined as the difference between the average output gray-levels obtained from scans of a
uniform low reflectance and a uniform high reflectance target, measuring the average values over
independent 0,25 by 0,25 inch areas within each print block area. The noise is defined as the standard
deviation of the gray-levels in each of these quarter-inch measurement areas. Therefore, for each high
reflectance, low reflectance image pair there are two SNR values, one using the high reflectance standard
deviation and one using the low reflectance standard deviation. To obtain a true measure of the standard
deviation, the scanner is set up such that the white average gray-level is several gray-levels below the
system’s highest obtainable gray-level and the black average gray-level is several gray-levels above the
system'’s lowest obtainable gray-level.
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B.1.2.5 Gray-level uniformity

B.1.2.5.1 Requirement — adjacent row, column uniformity

At least 99,0 percent of the average gray-levels between every two adjacent quarter-inch-long rows and 99,0
percent between every two adjacent quarter-inch-long columns within each imaged print block area shall not
differ by more than 1,0 gray-levels when scanning a uniform low-reflectance target and shall not differ by more
than 2,0 gray-levels when scanning a uniform high-reflectance target.

B.1.2.5.2 Requirement — pixel-to-pixel uniformity

j

For at Igast 99,9 percent of all pixels within every independent 0,25 by 0,25 inch area located within 'eac
imaged print block area, no individual pixel's gray-level shall vary from the average by more than 22)0-gray
levels when scanning a uniform high-reflectance target and shall not vary from the average by moie than 8,
gray-levels when scanning a uniform low-reflectance target.

(=}

B.1.2.5.3 Requirement — small area uniformity

[¢]

For every two independent 0,25 by 0,25 inch areas located within each imaged print’block area, the averag
gray-levels of the two areas shall not differ by more than 12,0 gray-levels when seanning a uniform high
reflectante target and shall not differ by more than 3,0 gray-levels when scanning’a uniform low-reflectance
target.

B.1.2.5.4 Background

Measurements are made over multiple, independent test areas on a.print block-by-print block basis. (For a livie
scanner,|the entire capture area is normally considered a single grint block area). To obtain a true measure ¢f
the stanglard deviation, the scanner is set up such that the white average gray-level is several gray-levels
below the system’s highest obtainable gray-level and the'black average gray-level is several gray-levels
above the system’s lowest obtainable gray-level.

B.1.2.6 Hingerprint image quality

The scapner shall provide high quality fingerprint images; the quality will be assessed with respect to th
following| requirements.

[¢)

B.1.2.6.1 Requirement — Fingerpsint gray range

At least 80,0 percent of the captured individual fingerprint images shall have a gray-scale dynamic range of at
least 20Q gray-levels, and at least 99,0 percent shall have a dynamic range of at least 128 gray-levels.

B.1.2.6.4 Background

Card angl live scan ‘systems at a booking station have some control over dynamic range on a subject-by-
subject gr card-by-card basis, e.g., by rolling an inked finger properly or by adjusting gain on a livescanney.
However, with-central site or file conversion systems where a variety of card types and image qualities a
encountgrediin' rapid succession, automated adaptive processing may be necessary. The eight-bits-per-pixel
quantization/of the gray-scale values for very low contrast fingerprints needs to more optimally represent th
reduced gray-scale range of such fingerprints, but without significant saturation. The intent is to avoid
excessively low contrast images without adding false detail.

Dynamic range is computed in terms of number of gray-levels present that have signal content, measuring
within the fingerprint area and substantially excluding white background and card format lines, boxes, and text.

For card scanners, compliance with these dynamic range requirements shall be verified using a statistically
stratified sample set of fingerprint cards. The test fingerprint card set may include cards with difficult-to-handle
properties, e.g., tears, holes, staples, glued-on photos, or lamination, for testing card scanners that have
automatic document feeder mechanisms. For live scanners, compliance will be verified with sets of livescans
produced by the vendor.
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B.1.2.6.3 Requirement — Fingerprint artifacts and anomalies

Artifacts or anomalies detected on the fingerprint images that are due to the scanner or image processing
shall not significantly adversely impact support to the functions of conclusive fingerprint comparisons
(identification or non-identification decision), fingerprint classification, automatic feature detection, or overall
AFIS search reliability.

B.1.2.6.4 Background
The fingerprint images will be examined to determine the presence of artifacts or anomalies that are due to

tj\e scanner or image processing; assessment may include measurements to quantify their degree.of severity
nd significance. Image artifacts or anomalies such as the following non-inclusive list may be inyestigated.

o jitter noise effects

¢| sharp truncations in average gray-level between adjacent print blocks
gaps in the gray-level histograms, i.e., zero pixels in intermediate gray-levels, or clipping to less than 256
possible gray-levels
imaging detector butt joints
noise streaks

card bleed-through
gray-level saturation

B.1.2.6.5 Requirement — Fingerprint sharpness & detail rendition

he sharpness and detail rendition of the fingerprint images,.due to the scanner or image processing| shall be
igh enough to support the fingerprint functions stated in*Clause B.1.1, paragraph 2.

=0 —

B.1.2.6.6 Background

Hingerprint sharpness and detail rendition that\isdue to the scanner or image processing may be investigated
by employing suitable, objective image quality metrics, as well as by visual observation of the poftcopy-
displayed image.

B.1.3 Identification flats

Traditional fingerprint sets contain both rolled and plain fingerprint images. The rolled impressions support the
search processing and identification functions and the plain impressions are used primarily for dequence
verification. Fingerprinting 'systems designed for “Identification Flats” civilian background checks dapture a
single set of plain impressions. This single set of plain impressions shall support finger sequence veyification,
search processingsand identification.

Image quality<has historically been a challenge for civil background checks. Some programs requirg a large
umber of relatively low-volume capture sites, which makes training difficult. A key goal for identificgdtion flats
hgerprint

alix as well

B.1.3.1 Requirement — Capture protocol

The system shall provide a simple capture protocol.
B.1.3.2 Background
A simple capture protocol supports the inexperienced user’s ability to more consistently capture high quality

fingerprints. Identification flats collection systems will be evaluated for their ability to produce a very small rate
of failure to enroll in an operational setting. Systems with a minimum capture area of 3,2 inches (width) by 3,0
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inches (height) that can capture four fingers simultaneously in an upright position will be considered in

complian

ce with the simple capture protocol requirement. Other capture approaches will require specific

testing and documentation.

B.1.3.3

Requirement — Verifiable finger sequence data

The method of capturing the fingers shall result in very low probability of error in the finger numbers.

B.1.3.4

Background

The fin

sequenceg data. Systems with a minimum capture area of 3,2 inches (width) by 3,0 inches (height) that captun
four fingers simultaneously in an upright position will be considered in compliance with the finger seguenc
requirements. Other capture approaches will require specific testing and documentation.

B.2 Im
B.2.1

These sf
digital, s
is sufficie
one finge

The fing
sharpnes
The ima
anomalig
generate
environn

B.2.2

The com
allows te

Verificati
by the T¢

show compliance with the specified quantitative criteria.

The devi
exceptio

1) If the
image, th

=

rprinting system’s capture protocol will be evaluated for its ability to capture verifiable fingg

D D

ge quality specification for personal verification

General

=)

ecifications apply to fingerprint capture devices which scan and capturé-atleast a single fingerprint i
bftcopy form. These specifications provide criteria for insuring that the image quality of such device
Nt for the intended applications; a primary application is to support.subject authentication via one-tq-
rprint comparison.

7]

prprint capture device shall be capable of producing images which exhibit good geometric fidelity,
s, detall rendition, gray-level uniformity, and gray-level dynamic range, with low noise characteristics.
jes shall be true representations of the input fingerprints, without creating any significant artifacts,
s, false detail, or cosmetic image restoration effects. The fingerprint capture device is expected I)
good quality finger images for a very high percentage of the user population, across the full range

ental variations seen in the intended applications.

Requirements

pliance test procedures are out of )scope of this Annex. An example for a test specification that
sting of conformance with this image quality specification is available [8].

[oX

bn of compliance of the fingerprint capture device with the requirements shall primarily be performe
st Method, i.e., verification’through systematic exercising of the item with sufficient instrumentation to

ce shall be testéd t0 meet the requirements in its normal-operating-mode, with the following possibl
Ns:

D

=)

device_has a strong anti-spoofing feature, of a type whereby only live fingerprints will produce a
en this-feature needs to be switched-off or bypassed in the target test mode of operation.

2) If the

device's normal output is not a monachrome gray scale image e g it is a hinary image minuti

feature s

et, color image, etc., then the monochrome gray scale image needs to be accessed and output in the

test mode of operation.

3) Other

normal-operating-mode features of the device similar/comparable/analogous to (1) and (2) may need

to be disengaged.

Table B.4 gives some of the basic requirements for the single finger capture device.
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Table B.4 — Basic requirements

Parameter Requirement

Capture Size = 12,8 mm wide by = 16,5 mm high

True Optical or Native Spatial = 500 ppi in sensor detector row and

sampling rate (Nyquist frequency) column directions

Spatial sampling rate Scale 490 ppi to 510 ppi in sensor detector
row and column directions

Image Type Capability to output monochrome image
at 8 DIts per pixel, 256 gray-Tevels (prior
to any compression)

mm = millimeters
ppi = pixels per inch
2 greater than or equal to

B.2.2.1 Geometric accuracy

(wel

2.21.1 Requirement #1 (across-bar)

multiple, parallel bar target with a one cy/mm frequency is captured in vertical bar and horiz

O >

:Ee corresponding distance measured in the image, shall not.exceed the following values, for at leag
e tested cases in each of the two orthogonal directions.

— —+

=]

< 0,0013, for 0,00 < X £ 0,07
0 =0,018X, for 0,07 < X = 1,50

where:

D =|Y-X]

X = actual target distance

Y = measured image distance
D, X, Y are in inches

(wel

2.2.1.2 Requirement #2\(along-bar)

multiple, parallel baf target with a one cy/mm frequency is captured in vertical bar and horiz
rientations. The maximum difference between the horizontal direction locations (for vertical bar) o
irection locations(for horizontal bar), of any two points separated by up to 1,5 inches along a sin
ngth, shall be-less than 0,027 inches for at least 99% of the tested cases in the given direction.

a0 0O >

equirements #1 and #2 may be verified by the Inspection Method instead of the Test Methg
fingerprint>capture device has all of the following characteristics, and adequate documentation
ardcteristics is supplied:

bntal bar

rientations. The absolute value of the difference between the actual distance across parallel target bars, and

t 99% of

bntal bar
r vertical
gle bar's

d, if the
or these

— Construction of a suitable I cy/mm Ronchi target that will produce measurable images with the capture

device requires extraordinary effort and resources.
— The sensor is a two-dimensional staring array (area array) on a plane (not curved) surface.

— There is no movement of device components, nor purposeful movement of the finger, during fing
capture.
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— There is no device hardware component (e.g., a lens or prism) between the finger and the sensor, with
the possible exception of a membrane on the sensor surface which, if present, does not alter the
geometry of the imaged finger.

— Any signal processing applied to the captured finger image does not alter the geometry of the captured
finger image.

B.2.2.1.3 Background

The phrase: multiple, parallel bar target refers to a Ronchi target, which consists of an equal width bar and
space sduare wave pattern at 1,0 cy/mm, with high contrast ratio and fine edge definition.

Across-bar geometric accuracy is measured across the imaged Ronchi target bars, which cover tthe’ total
image capture area. The requirement corresponds to a positional accuracy of + 1,8% for distances:betwe
0,07 and|1,5 inches, and a constant + 0,0013 inches (2/3 pixel) for distances less than or equal 100,07 inches.
These agross-bar measurements are also used to verify compliance with the device’s spatial“sampling ra
scale tolgrance requirement given in Table B.4.

Along-bdr geometric accuracy is measured along the length of an individual Ronchi’bar in the image. For
given hofizontal bar, for example, the maximum difference between bar center locations (in vertical direction
determined from bar locations measured at multiple points along bar’s length, is.compared to the maximu
allowable¢ difference requirement (analogously for vertical bar). This requireméntis to ensure that pincushio
barrel, of other types of distortion are not too large, over the area of a singledfingerprint.

B.2.2.2 |Spatial frequency response (SFR)

B.2.2.2.1 Requirements

The spafjal frequency response shall normally be measured by either using a bi-tonal, high contrast bar target,
which resgults in the device’s Contrast Transfer Func€tion (CTF), or by using a continuous-tone sine wave targét,
which regults in the device’s Modulation Transfer-Function (MTF). If the device cannot use a bar target or sine
wave target, i.e., a useable/measurable image-tannot be produced with one of these targets, then an edge

target cap be used to measure the MTF4.

The CTH or MTF shall meet or exgeed the minimum modulation values defined in equation 1 (for CTF) ¢
equation|2 (for MTF), over the frequency range of 1,0 to 10,0 cy/mm, in both the detector row and detectg
column directions, and over any-region of the total capture area. Table B.5 gives the minimum CTF and MT
modulatipn values at nominal-gst frequencies. None of the CTF or MTF modulation values in the 1,0 to 10,
cy/mm range shall exceed’l;12, and the target image shall not exhibit any significant amount of aliasing in that
range.

O Il= =

Equation 1:

CTF = 4 5,717T1E - 05 * '+ 1,43781E - 03* - 8,94631E - 03* "~ 8,05399E - 02 *f + 1,00838

Equation 2:
MTF = —2,80874E - 04 * f** 1,06255E - 02 * f*— 1,67473E - 01*f + 1,02829

(equations valid for f = 1,0 to f = 10,0 cy/mm)

4 |f it is conclusively shown that neither a sine wave target, nor bar target, nor edge target can be used in a particular
device, other methods for SFR measurement may be considered.
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Table B.5 — CTF and MTF Requirements at nominal test frequencies

Frequency - .
(f) in cy/mm Minimum CTF Modulation Mm'mum. MTF. Modulation
) ) when using Sine Wave or
at object when using Bar Target
Edge Target
plane
1,0 0,920 0,871
2,0 0,822 0,734
3.0 0,720 0,614
4.0 0.620 0.510
5,0 0,526 0,421
6,0 0,440 0,345
7,0 0,362 0,280
8,0 0,293 0,225
9,0 0,232 0,177
10,0 0,174 0,135

B.2.2.2.2 Background

—

he 1,12 upper limit for modulation is to discourage image processing that produces excessjve edge
harpening, which can add false detail to an image and/or excessivefoise.

(7))

liasing can be investigated quantitatively (e.g., Fourier analysis) and, for sine wave or bar images, [from
sual observation of the softcopy-displayed images. It is.récognized and accepted that some amoynt of
liasing-due-to-decimation is often unavoidable at the higher frequencies, but aliasing-due-to-upscaling is
ot acceptable at any frequency within the required Nyquist limit.

=20 < >

Q —i

he target can be fabricated of any material and on any substrate suitable for measurement with lhe given
evice, working in reflective, transmissive, or: other signal transfer mode, and in either two-dimensions or
three-dimensions.

I{ the relation between output gray-level and input signal level is nonlinear, i.e., the device's input/output
response is nonlinear, then this needs to be appropriately accounted for in the computations for MTH or CTF.
[MTF and CTF are strictly defined only for a linear or linearized system.]

If is not required that the CT,F or MTF be obtained at the exact frequencies listed in Table B.5; however, the
4TF or MTF does needtg cover the listed frequency range, and contain frequencies close to each of the listed
flequencies.

Sine Wave Target)- Commercially manufactured sine wave targets commonly contain a calibrated sfep tablet
for measurement of the device’s input/output response, and the target sine wave modulation values| are also
supplied, which are used to normalize the device output modulation values to arrive at the device MTF-.

Bar Target - The bar target shall contain an adequate number of parallel bars at each spatial frequgncy, i.e.,
gnough bars to help ensure capture of optimum phasing between the target and the device’s sensdr, and to
aidinvestigati i fasing. N a very 1ow Uency ent (less
than 0,3 cy/mm), such as a single large bar, with the same density as the other bars (used for normalization).

If the device has a nonlinear response then a procedure analogous to that used for sine wave processing will
have to be used to establish the effective bar image modulation values in target space.

The spatial frequency response of the bar target itself may not be known. In such a case, the device output

bar modulation values (in image space or, if nonlinear response, in target space) are normalized by the near-
zero frequency bar output modulation value, resulting in an acceptable measure of the device CTF.
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Edge Target - The computation of MTF from an imaged edge target follows the relevant ISO standard [11].
The target edge is oriented at an angle of 5,2 degrees, alternately with respect to the sensor row and column
directions. If the device has a nonlinear response then the nonlinearity needs to be measured and taken into
account in the computations. The computed output modulation values are normalized to 1,0 at zero frequency
(by dividing by the area of the line spread function), resulting in an acceptable measure of the device MTF. If
the spatial frequency response of the target edge is known, then a further division by that response function is
performed to obtain a more exact measure of the device MTF. The edge target shall contain at least two
fiducial marks from which the image scale in the across-the-edge direction can be measured, in pixels per
inch.

B.2.2.3 |Gray-level uniformity

B.2.2.3.1 Requirement #1 - adjacent row, column uniformity

At least 99% of the average gray-levels between every two adjacent quarter-inch long rows and 99% betwee
every twp adjacent quarter-inch long columns, within the capture area, shall not differ by more-than 1,5 gray
levels when scanning a uniform dark gray target, and shall not differ by more than 3,0-gray-levels whe
scanning a uniform light gray target.

]

=

B.2.2.3.3 Requirement #2 - pixel to pixel uniformity

For at le@st 99,0% of all pixels within every independent 0,25 by 0,25 inch areaJocated within the capture are
no individual pixel's gray-level shall vary from the average by more than 8,0 gray-levels when scanning
uniform gark gray target, and no individual pixel's gray-level shall vary from the average by more than 22,
gray-levels when scanning a uniform light gray target.

L

(@2

B.2.2.3.3 Requirement #3- small area uniformity

=

For every two independent 0,25 by 0,25 inch areas located Wwithin the capture area, the average gray-levels
the two greas shall not differ by more than 3,0 gray-levelsawhen scanning a uniform dark gray target, and shdl
not differby more than 12,0 gray-levels when scanning @uniform light gray target.

B.2.2.3.4 Requirement #4 - Noise

The noise level, measured as the standard~ deviation of gray-levels, shall be less than 3,5 in eveny
independent 0,25 by 0,25 inch area located-within the capture area, when scanning a uniform dark gray targe
and a unjform light gray target.

—

B.2.2.3.5 Background

Any suitable uniform light gray target and dark gray target may be used for measuring requirements #1 to #4,
including a pseudo-target{fThe pseudo-target concept images the blank capture area with, for example, th
exposurg time turned up.or down, producing a uniform light gray or dark gray image, respectively.] Each targg
needs to|cover the entite capture area.

—~ (D

The device is set-up such that the light average gray-level is at least 4 gray-levels below the device’s highest
obtainable gray-level when capturing fingerprints, and the dark average gray level is at least 4 gray-leve
above theldevice's lowest obtainable gray-level when capturing fingerprints. This avoids possible saturatio
levels andevetsthatareoutside therange obtaimedimactuat-fingerprint captures:

(2]

)

B.2.2.4 Fingerprint image quality

The fingerprint capture device shall provide fingerprint image quality which is high enough to support the
intended applications; a primary application is to support subject authentication via one-to-one fingerprint
comparison.
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The image quality will be assessed with respect to the following requirements, by applying visual and
guantitative measurements to test livescans captured on the given device. These test livescans shall consist

of:

— a set of 20 fingers, nominally acquired from 10 different subjects and 2 fingers per subject (preferably

left/right index finger) and,
— aset of 5 index finger repeat captures from the same hand of a single subject.

All of these test livescans shall be supplied for assessment in 8 bits per pixel. monochrome (ar

yscale),

uncompressed format (and have never been lossy-compressed).
B.2.2.4.1 Requirement #1 - Fingerprint Gray Range

At least 80,0 % of the captured individual fingerprint images shall have a gray-scale dynamic range of
150 gray-levels.

B.2.2.4.2 Background

Dynamic range is computed in terms of number of gray-levels present that“\have signal content, m
ithin the fingerprint area and substantially excluding non-uniform background areas.

<

B.2.2.4.3 Requirement #2 - Fingerprint Artifacts and Anomalies

0 >

hall not significantly adversely impact supporting the intended applications.

B.2.2.4.4 Background

Tlhe fingerprint images will be examined to determine the presence of artifacts or anomalies which a
the device or image processing; assessment may include measurements to quantify their degree o
nd significance. Image artifacts or anomalies such as the following non-inclusive list may be investig

jitter noise effects

localized offsets of fingerprint Segments
sensor segmentation / buttgjoints

noise streaks, erratic pixél response
gray-level saturation

poor reproduceability

B.2.2.4.5 Reguirement #3 - Fingerprint Sharpness & Detail Rendition

he sharpness and detail rendition of the fingerprint images, due to the device or image processing
igh enough to support the intended applications.

=2 —

at least

easuring

rtifacts or anomalies detected on the fingerprint images,.which are due to the device or image prgcessing,

e due to
severity
hted:

shall be

B.22.4.6 Background:

Fingerprint sharpness and detail rendition, which is due to the device or image processing,

may be

investigated by employing suitable, objective image quality metrics, as well as by visual observation of the

softcopy-displayed images.
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B.3  Requirements and test procedures for optical fingerprint scanners

B.3.1

Introduction

This annex details requirements and testing procedures for high quality optical fingerprint scanners.

B.3.2

B.3.2.1

Testing prerequisites

Requirements on the testing laboratory

All measprements have to be performed within a completely darkened optical laboratory without the influenc

of exter

performdd. For some of the measurements it is necessary to extract light which is emitted by the scanner vi

prisms;

the reco
switched
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| light sources. The insensitivity of the scanner to external stray light is not subject of the tests\to b

is strongly enhances the sensitivity of the scanner with respect to false light. An exception here
ding of fingerprints to test the gray scale range. For this test the normal room illumination has to b
on, to ensure normal environment conditions similar to the typical usage of the device. Whil
out the measurements it has to be ensured that the optical surface of the fingerprint recording are
cleaned. For performing the tests on the scanner the test lab uses the following test tools:

uitable software for data evaluation (Clause B.3.2.3)
preadsheet software

uitable test targets (Clause B.3.2.4)

y on the test of fingerprint scanners.
Requirements on the test object

bst of the fingerprint scanner the manufacturerthas to state the exact optical principle of the scanne
necessary drawings (or pictures, tables).)An image capture area of at least 16 mm x 20 mm

prprint scanner to be tested has to/be fully functional. Adaptive or dynamic adjustment, calibratio|
s or spoof detection mechanisms-inside the scanner or the scanner software (on the PC), which ma
Iters, compensation, optimijzation, dynamic contrast adjustment, have to be disabled during the tes
burpose the manufacturer fnay have to provide an adapted software for the scanner in which sug
parts/algorithms are (deactivated. The software has to operate with constant parameter setting
e test. Only for testing~the gray scale range of fingerprint images dynamic algorithms which will b
ustomer applications are allowed.

Requirementson the evaluation software
vare tosevaluate the fingerprint digital image data has to compute image quality based on the twg

nal.spatial frequency power spectrum of the fingerprint digital image. The power spectrum, which
re”of the magnitude of the image’s Fourier transform, contains information on the sharpness, contrag

onal of the test lab has to have fundamental knowledge-an the test of optical systems/instrument$
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power spectrum is normalized by image contrast, average gray level (brightness), and image size; a visual
response function filter is applied, and the pixels per inch (ppi) spatial sampling rate scale of the fingerprint
image is taken into account. The fundamental output is a single-number image quality value which is the sum
of the filtered, scaled, weighted power spectrum values. The power spectrum normalizations allow valid
comparisons between disparate fingerprint images. The software has to work as described in the following list:

e The software shall have the digital fingerprint image as input.

e It shall define a square window width of about 60% of fingerprint image width.

o It shall locate the left / right and bottom / top edges of the fingerprint.
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e |t shall define a set of overlapping windows covering the entire fingerprint area.

e It shall exclude very dense and very low structure areas within the fingerprint from further evaluation.
e |t shall compute the 2-D power spectrum of each window and |FFT|2.

e It shall be normalized by total energy and window size.

e |t shall apply a Human Visual System (HVS) filter (inclusion of such a filter makes the final quality
values more closely correspond to human observer assessments of relative quality).

e |t shall use an initial image quality value per window, i.e. the 2-D normalized, filtered powenr$pectrum
values at non-zero frequencies are summed, resulting in a single quality number for(the diven sub
image.

e It shall identify the window with the highest image quality.

I shall convert the image quality to the dc normalized image quality, that means it\ias to scale the fingerprint
Mmage to them range [0,100], where 0 is the worst quality, 100 is the best quality:

e The image quality overestimates dark areas within the fingerprintitmages and underestimates bright
areas. This effect shall be compensated by multiplying the image,quality value with the squgre of the
average gray values.

e It shall check for special cases (very high contrast orVery light, structured image) and adjust the
image quality accordingly.

e It shall scale by ppi and normalize the image quality-to the range [0,100].

B.3.2.4 Demands on the test targets

B.3.2.4.1 Test targets for optical fingerpfint scanner working on the principle of frustrajed total
internal reflection in the bright+ield

Tlest targets have to be used, which aré closely related to the functional principle of the fingerprint|scanner.
During the tests with these targets nojintervention in the optical beam path of the scanner shall be pgrformed.
Tlhe targets have to be placed directly on the optical recording surface of the scanner. The targets gre made
as specular reflecting, structuredwor unstructured mirrors. Light emerging from the optical recording surface of
tme scanner will not only be(reflected from the front surface of the target, but also from the back sifle of the
target. To avoid these parasite reflections, a prism has to be placed on top of the target, to couple out] this light.
Hor this purpose, an immetrsion liquid has to be inserted between scanner and target and also betwegn target
and prism; the refractive index of this liquid has to be close to those of optical glasses (optical jecording
surface of the scanner, target, prism). This liquid layer has to contain neither dust nor air bubhles. It is
recommendedtowuse an immersion liquid with a reflective index of n~1,5.

B.3.2.4.2 Test targets for optical fingerprint scanner working on the principle of frustrajed total
internal reflection in the dark field

TlesDtargets have to be used, which are closely related to the functional principle of the fingerprint|scanner.
During the tests with these targets no intervention in the optical beam path of the scanner shall be performed.
The targets have to be placed directly on the optical recording surface of the scanner. For the optical coupling
between scanner and target an immersion liquid has to be inserted; the refractive index of this liquid has to be
identical with those of the optical recording surface of the scanner. This liquid layer has to contain neither dust
nor air bubbles. It is recommended to use an immersion liquid with a reflective index of n~1,5.

The targets are made as diffusely reflecting areas. On these substrates defined gray levels (grayscales) can
be generated by suitable exposure processes. The targets material is required to be liquid resistant. If the
targets are laminated to protect them from liquid, care has to be taken that the lamination process does not
change the optical properties of the targets.
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B.3.3 Requirements and test procedures

B.3.3.1 Investigation of the grayscale linearity

B.3.3.1.1 Requirements

When measuring a stepped series of uniform target reflectance patches (“step tablet”) that substantially
covers the scanner’s gray range, the average value of each patch shall be within 7,65 gray-levels of a linear,

least squares regression line fitted between target reflectance patch values (independent variable) and
scanner output gray-levels of 8 bit spatial sampling rate (dependent variable).

B.3.3.1. Background

All targefs used within this test case are expected to be scanned with the scanner operating in <a linear
input/output mode. Linearity enables valid comparisons of test measurements with requirements. Fqr
fingerprimt scans, linearity produces a pristine image in a common reference base. From this"base, users c

then apply linear/non-linear processing, as needed for specific purposes, with the benefit that they are alwa

able to get back to the base image. However, in a typical case, linearity may be waivegd for test target scans;
i.e., a small amount of smooth, monotonic nonlinearity may be acceptable when it is/substantially impractic
and unrgpresentative of operational use to force linearity on the scanner under testsSuch cases require the
submission of documentation along with the waiver request.

It is recognized that the fingerprint on the scanner may have less thanddeal characteristics, in terms ¢f
average [reflectance, discontinuities in average reflectance, low contrast 6r background clutter. Such problemis
may sometimes be minimized by applying nonlinear gray-level processing to the scanner captured image. FQr
these regsons, linearity is not a requirement for the operational or testfingerprint scans.

B.3.3.1.3 Used targets

B.3.3.1.3.1 Test targets for optical fingerprint scannekworking on the principle of frustrated total
internal reflection in the bright field

For this fest case targets with a metal coated surface may be used; within these targets different reflectivitigs
are realized. Chromium or aluminium may be-used; chromium can be very well deposited in different densitigls,
but allowls a maximum reflection of about 50%. Aluminium has a maximum reflectivities of about 85-92%, biit
it is diffigult to depose it in different densities. As the reflectivities of the target surfaces cannot be correctly
predicted, the reflectivities of all targets-have to be measured accurately.

B.3.3.1.3.2 Test targets for eptical fingerprint scanner working on the principle of frustrated total
internal yeflection in the dark,field

-

For this fest case targets with diffusely reflecting surfaces with different blackened test fields are used. Suc
targets &re commercially used for testing the modulation transfer function (MTF) of flat bed scanners.
According to the sizeof the recording surface the target is cut into pieces with two or more test fields. By th
way multiple test-fields can be placed simultaneously on the recording surface.

n

B.3.3.1. Test procedure

B.3.3.1.4.1 Teststep1l
A series of fields with different reflection values have to be placed one after another on the fingerprint scanner

and an image of each target has to be recorded. At least nine targets with different reflection values, which
substantially cover the dynamic range of the scanner, have to be recorded.

B.3.3.1.4.2 Test step 2

Adjacent the average gray value of each target image shall be determined with a suitable software. The
reflectivity and the resulting gray value of each target shall be determined as pair of values.
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B.3.3.1.4.3 Test step 3

For those pairs of values a linear regression shall be performed. For each average gray value the difference to
the resulting regression line shall be determined.

B.3.3.1.5 Requirement compliance

None of the calculated differences in test step 3 is allowed to be larger than 7,65 gray values.

2332 Invastiaationofthe snatialsamnlinag rate and aeometrical accurac\y
hadad J Lad ~ J J J

H.3.3.2.1 Requirements

Ypatial sampling rate: The scanner’s final output fingerprint image shall have a spatial sampling rate, in both
sensor detector row and column directions, in the range: (R — 0,01R) to (R + 0,01R), @ke magnitude of R is
gither 500 ppi or 1000 ppi; a scanner may be certified at either one or both of these spatial sampling rate
l¢vels. The scanner’s true optical spatial sampling rate shall be greater than or equal.to R.

cross-Bar geometric accuracy: When scanning a 1,0 cy/mm, multiple parallélbar target, in both vertical bar
nd horizontal bar orientations, the absolute value of the difference (D), (between the actual distande across
arallel target bars (X), and the corresponding distance measured in-the image (Y), shall not expeed the
following values, for at least 99% of the tested cases in each print block measurement area and in egch of the
tyvo directions

e for 500 ppi scanners: D < 0,0007, for 0,00 < X < 0,07%and D < 0,01X, for 0,07 < X < 1,50
e for 1000 ppi scanners: D < 0,0005, for 0,00 < X.=09,07 and D= 0,0071X, for 0,07 < X < 1,50
here D = |Y-X|, X = actual target distance, Y = measured image distance (D, X, Y are in inches)

long-Bar geometric accuracy: When scanning'a 1,0 cy/mm, multiple parallel bar target, in both veftical bar
nd horizontal bar orientations, the maximium difference in the horizontal or vertical direction, respectively,
etween the locations of any two pointstwithin a 1,5 inch segment of a given bar image, shall be less than
,016 inches for at least 99% of the tested cases in each print block measurement area and in each df the two
rthogonal directions.

.3.3.2.2 Background

multiple parallel bar _target refers to a Ronchi target, which consists of an equal-width bar and spage square
ave pattern with high’contrast ratio and sharp edge definition. For a 500 ppi system, the spatial pampling
rate shall be between 495,0 and 505,0 ppi; for a 1000 ppi system, the spatial sampling rate shall be|between
90,0 and 1010,0 ppi. The scanner’'s true optical spatial sampling rate may be greater than the|required
atial sampling rate, in which case rescaling down to the required spatial sampling rate is performed for final
utput. However, the scanner’s true optical spatial sampling rate cannot be less than the required spatial
mpling.rate; i.e. “up scaling”, from less than the required ppi spatial sampling rate, to the required ppi spatial
mpling rate, is not allowed. Across-bar geometric accuracy is measured across imaged 1,0 cy/mm Ronchi
target bars that substantially cover the total image capture area. The 500ppi requirement correspgnds to a
positional accuracy of + 1,0% for distances between 0,07 and 1,5 inches, and a constant + 0,0007 inches (1/3
pixel) for distances less than or equal to 0,07 inches. The 1000ppi requirement corresponds to a positional
accuracy of + 0,71% for distances between 0,07 and 1,5 inches, and a constant + 0,0005 inches (1/2 pixel) for
distances less than or equal to 0,07 inches.

Along-bar geometric accuracy is measured along the length of imaged, 1,0 cy/mm Ronchi target bars that
substantially cover the total image capture area. For a given horizontal bar, for example, the maximum
difference between bar centre locations (in vertical direction), determined from bar locations measured at
multiple points along a 1,5 inch bar segment length, is compared to the maximum allowable difference
requirement (analogously for vertical bar). This requirement is to ensure that pincushion or barrel distortion
over the primary area of interest; i.e., a single fingerprint is not too large.
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B.3.3.2.3 Used targets

B.3.3.2.3.1 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the bright field

The target has to cover at least 70% of the recording surface of the fingerprint scanner. The test structure is a
grating with a constant period length of 1mm. The target can consist of directly reflecting structures, such as
chromium stripes on a glass substrate. The light passing the glass substrate has to be coupled out by a prism
which has to be placed on top of the target.

Alternatiyely to this chromium coated glass target a plastic foil printed with black lines can be used. In th
case no prism on top of the target is required. Reflexion of the light is performed on the back side of the fo
The black printed areas of the foil absorb and scatter the light, thus these areas appear dark in the image: Th
usage of|this target material is recommended for larger fingerprint scanning surfaces.

- 0

[4”]

B.3.3.2.3.2 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the dark field

The target has to cover at least 70% of the recording surface of the fingerprint scanngr.“Fhe test structure is ja
grating with a constant period length of 1Imm.

The target has to consist of diffuse bright reflecting material, on which dark\structures are applied. These
structurels can be applied by a photographic process or by printing. Photographic or coated paper shall not b
used as| target material, because its optical properties can be influenced by wetting the material with
immersign liquid. Thus, plastic material coated with photo emulsien_as substrate is recommended; this
material Js insensitive against immersion liquid; the dark structures.can be applied similar to the photographic
process pn paper.

B.3.3.2.4 Test procedure

B.3.3.2.4.1 Teststep 1l

The targets have to be placed with immersion liquid or similar on the recording surface of the fingerpri
scanner.|When using chromium coated glass targets the light passing the glass substrate has to be couple
out by a[prism which has to be place on top ef the target. When using black printed plastic foils as target th
prism is|not necessary. Each target has to’ be placed 4 times on the recording surface of the fingerprimt
scanner,[two times with the lines in vertical direction (each time turned by 180°) and two times with the lines i
horizontal direction (each time turned by 180°). By using this method, errors induced by the target and not b
the fingefprint scanner can be detected.

After plaging the target on thefecording surface of the fingerprint scanner one has to ensure that the stripes of
the targgt are parallel to-the pixels of the scanner. To detect this, one has to look for aliasing effects at the
edge of the stripes while\l@oking at the recorded images on a high quality monitor.

B.3.3.2.4.2 Testsstep 2

The pixe]s coordinates of the edges of the stripe field in the recorded image are determined. These data and
the pictufe_dimensions are necessary for the evaluation by suitable software (see ‘Demand on the evaluati
software it Yare iir within—the ffiet—meastremn i€ hre—ch
neighbouring stripes, the average distance between six
stripe. As a unit, pixels shall be used.

Wa C v, C al Cl C al v,

stripes and the coordinates of the central line of each

B.3.3.2.4.3 Test step 3

Based on the results of test step 2 and the well known grating period of the test target (1 mm) the spatial
sampling rate of the scanner at different positions within the image can be determined. This spatial sampling
rate can be used to rescale the distance between the stripes from pixel to mm. Based on these values the
difference between theoretical and measured distance between the stripes can be calculated for different
measurement areas. From the position of the stripes and their lateral bend the scanner distortion can be
measured.
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B.3.3.2.5 Requirement compliance
The values listed under “Requirements” within this test case have to be completely met.

B.3.3.3 Investigation of the contrast transfer function

B.3.3.3.1 Requirements

The spatlal frequency response shall be measured using a blnary grid target (Ronch| Grating), denoted as

ceed the
inimum modulatlon values defined by equatlon [EQ 1] or equat|0n [EQ 2] |n both the detector row and
detector column directions, and over any region of the scanner's field of view. CTF values coampyted from
gquations [EQ 1] and [EQ 2] for nominal test frequencies are given in Table B.6. None of the'CTF mpdulation
Vvilues measured at specification spatial frequencies shall exceed 1,05. The output bar target‘image|shall not
exhibit any significant amount of aliasing.
Table B.6 — Minimum and maximum modulation
Frequency Minimum Modulation Minimum Modulation Maximum
[cy/mm)] for 500 ppi scanners for 1000 ppi scanners Modulation
1,0 0,948 0,957 1,05
2,0 0,869 0,904 1,05
3,0 0,791 0,854 1,05
4,0 0,713 0,805 1,05
5,0 0,636 0,760 1,05
6,0 0,559 0,716 1,05
7,0 0,483 0,675 1,05
8,0 0,408 0,636 1,05
9,0 0,333 0,598 1,05
10,0 0,259 0,563 1,05
12,0 0,497 1,05
14,0 0,437 1,05
16,0 0,382 1,05
18,0 0,332 1,05
20,0 0,284 1,05
I{ is not réquired that the bar target contain the exact frequencies listed in the previous table, howgver, the
target does need to cover the listed frequency range and contain bar patterns close to each of the listed
frequencies. The following equations are used to obtain the minimum acceptable CTF modulatign values
when using bar targets that contain frequencies not listed in the previous table.

e 500 ppi scanner, for f = 1,0 to 10,0 cy/mm: CTF = 3,04105E-04 * f* — 7,99095E-02 * f + 1,02774
[EQ 1]

e 1000 ppi scanner, for f = 1,0 to 20,0 cy/mm: CTF = - 1,85487E-05*f +1,41666E-03*° — 5,73701E-02*
f+1,01341 [EQ 2]

For a given bar target, the specification frequencies include all of the bar frequencies which that target has in
the range 1 to 10 cy/mm (500 ppi scanner) or 1 to 20 cy/mm (1000 ppi scanner).
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B.3.3.3.2 Background

A multiple parallel bar target refers to a Ronchi target, which consists of an equal-width bar and space square
wave pattern with high contrast ratio and sharp edge definition. These targets have to have all spatial
frequencies in the range mentioned in the requirements section. All these gratings have to be place on one
single target. Additionally, on this target there have to be large black and white structures to determine a CTF
at a frequency of about 0 cy/mm. The spatial frequency of these structures has to be smaller than 3% of the
Nyquist frequency. For all scanners these structures have to have a width of at least 1,7 mm. Each of the test
field with the frequencies listed above have to have an adequate number and length of the gratings as listed in
Table B.7:

Table B.7 — Dimensions of the target structures
Spatial Min. number Width of the Min. length of the | R/R Nyquist R/R Nyquist
Hrequency of Stripes stripes stripes (at 500ppi) (at 1000ppi)
R [mm™] [mm] [mm]

0,3 1 >1,700 2,50 3% 1,5%

1 4 0,500 2,50 10% 5%

2 5 0,250 1,25 20% 10%

3 5 0,167 0,85 30% 15%

4 5 0,125 0,63 40% 20%

5 10 0,100 0,50 50% 25%

6 10 0,083 0,42 60% 30%

7 10 0,071 0,36 70% 35%

8 10 0,063 0,32 80% 40%

9 10 0,056 0,28 90% 45%

10 10 0,050 0,25 100% 50%

12 10 0,042 0,25 - 60%

14 10 0,036 0,25 - 70%

16 10 0,032 0,25 - 80%

18 10 0,028 0,25 -- 90%

20 10 0,025 0,25 - 100%
B.3.3.3.3 Used targets
B.3.3.3.3.1 Tesptargets for optical fingerprint scanner working on the principle of frustrated total
internal yeflection in the bright field
The targptCan consist of directly reflecting structures, such as chromium stripes on a glass substrate. The

target has to be structured as mentioned in the section above. The light passing the glass substrate has to be
coupled out by a prism which has to be placed on top of the target (see 'Demands on the test targets’).

Alternatively to this chromium coated glass target a plastic foil printed with black lines can be used as target.
In this case no prism on top of the target is required. Reflection of the light is performed on the back side of
the foil. The black printed areas of the foil absorb and scatter the light, thus these areas appear dark in the
image. The usage of this target material is recommended for larger fingerprint scanning surfaces.

When determining the CTF one has to consider that the target has a certain frequency response (mainly

caused by the manufacturing process). Thus the CTF of all used targets has to be tested by a microscope
before using them for this investigation.
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If the target covers at least 25% of the recording surface of the fingerprint scanner, it has to be placed only
once in the centre of the recording surface. Otherwise it has to be placed twice on the recording surface, left
and right of the centre. Thus, the corresponding number of images has to be recorded.

B.3.3.3.3.2 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the dark field

The target has to consist of diffuse bright reflecting material, on which dark structures are applied. These
structures can be applled by a photographlc process or by prlntlng Photographlc or coated paper shall not be
rial with
immersion liquid. Thus plastlc materlal coated with photo emulsron as substrate is recommenjed, this

aterial is insensitive against immersion liquid; the dark structures can be applied similarly to the
pghotographic process on paper.

hen determining the CTF, one has to consider that the target has a certain frequency respons¢ (mainly
caused by the manufacturing process). Thus the CTF of all used targets has _to be investigaied by a
icroscope before using them for this test.

If the target covers at least 25% of the recording surface of the fingerprint scanner, it has to be pldced only

gnce in the centre of the recording surface. Otherwise it has to be placed-twice on the recording sufface, left
nd right of the centre. Thus, the corresponding number of images has ta.be recorded.

B.3.3.3.4 Test procedure

B.3.3.3.4.1 Teststep 1

Tlhe targets have to be placed on the recording surface (see 'Demands on the tast targets’ sectjon). The
alignment of the targets with respect to the pixel rows”of the image has to be better than 0,5°. From each
target two images have to be recorded, one with the stripes aligned in vertical direction, a second| with the

Adjacent within the recorded images the coordinates of the edges of a rectangular surrounding all grdtings are
determined. With these coordinates; the file size and the dimension of the test targets, the CTF of gll single

.3.3.3.4.3 Test step 3

he determined CTk-values have to be corrected by using the real/measured modulation of the target
(ee 'Target’ section). In addition the target modulation realizes no perfect “black” and “white”. Thus the
odulation has*to” be corrected by using the “black” and “white” values determined from the large dtructures
mentioned/in section “Background”; all CTF values have to be divided by this modulation.

.3.3.35 Requirement compliance

re-vatuestisted e et S A thistes e-to-be—complete et—The alues for
horizontal and vertical direction have to correspond to these values. The acqwred |mages are not allowed to
show significant aliasing effects.

B.3.3.4 Investigation of the signal-to-noise ratio and the gray-level uniformity

B.3.3.4.1 Requirements

The white signal-to-noise ratio (SNR) and black SNR shall each be greater than or equal to 125,0, in at least
97% of respective cases, within each measurement area.
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The gray level uniformity is defined for the three following cases:

Adjacent row, column uniformity: At least 99% of the average gray-levels between every two adjacent
quarter-inch long rows and 99% between every two adjacent quarter-inch long columns, within each
imaged area, shall not differ by more than 1,0 gray-levels when scanning a uniform low reflectance
target, and shall not differ by more than 2,0 gray-levels when scanning a uniform high reflectance

target.

e Pixel to pixel uniformity: For at least 99,9% of all pixels within every independent 0,25 inch by 0,25
inch area located within him rea. no individual pixel's gray-level shall vary from the average

° q
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$mall area uniformity: For every two independent 0,25 inch by 0,25 inch areas located within eac

y more than 22,0 gray-levels, when scanning a uniform high reflectance target, and shall not varny
om the average by more than 8,0 gray-levels, when scanning a uniform low reflectance target,

[2=2

maged area, the average gray-levels of the two areas shall not differ by more than 12,0 grayleve
vhen scanning a uniform high reflectance target, and shall not differ by more than, 3,0 gray-leve
vhen scanning a uniform low reflectance target.

7]

Background

al is defined as the difference between the average output gray-levels obtained from scans of

pow reflectance and a uniform high reflectance target, measuring the<average values for independe
* 0,25 inch areas within each scanned area. The noise is defined as the standard deviation of th
Is in each measurement area. Therefore, for each high reflectance, low reflectance image pair, the
SNR values, one using the high reflectance standard deviation and one using the low reflectan

deviation. The scanner shall be set up such that the average image gray-level of the high reflectan

below 255 or high clipping level, whichever is lower, and the average image gray-level of the lo
Ce target is above 0 or low clipping level, whichever.is’higher. Note that in this method of measurin
attempt is made to isolate different sources of noise or separately measure different types of noise;
buted noise represents all noise types and seurces taken together. The gray level uniformity

d from the same images as described in “Requirements”.

— oD

Used targets

A1 Test targets for optical fingerprint scanner working on the principle of frustrated total
reflection in the bright field

neasurements of the signal-to-noise ratio and the gray—level uniformity the utilization of high reflectin
vhich are applied on the‘recording surface of the scanner, is precluded. For this test homogeno
h targets with a canstant optical density have to be placed in the beam path of the scanner. Th
image shall be_an equable bright or dark image, whose average gray value has to be four gr

values apove the minimum gray value of the scanner or respectively four gray values below the maximu

gray valu
realized

B.3.3.4.3.

internal

e of the scanner. If the targets are placed within the optical beam path of the scanner, they shall
hs thin filters'to avoid a beam displacement which would lead to inhomogenities and enhanced noisd.

2 Test targets for optical fingerprint scanner working on the principle of frustrated totd|
reflection in the dark field

The target has to consist of diffuse bright and dark reflecting material. The targets have to be homogeneous to
fulfil together with the scanner the listed requirements. For the test e.g. the following Munsell test normal are
recommended: N3 (dark, 7% reflection), N9 (bright, 79% reflection). When using the target its substrate can

be wette

ned by the used immersion liquid. Its optical properties are normally not influenced by this, but the

test can only be performed once with one target and has to be performed as fast as possible.
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B.3.3.4.4 Test procedure

B.3.3.4.4.1 Test step 1

For optical fingerprint scanners working on the principle of disturbed total reflection in the bright field: The
filters have to be inserted in the optical beam path of the scanner (opened housing of the scanner) or the
exposure time of the scanner has to be accordingly adjusted. For each filter inserted in the beam path or each
setting of the exposure time an image of the free image capture area has to be recorded, resulting at least in
one bright and one dark image.

or optical fingerprint scanners working on the principle of disturbed total reflection in the dark Jeld: The
targets have to be placed with immersion liquid as interface medium on the recording surfacec~kErom each of
the two target one images has to be recorded, resulting in one bright and one dark image.

.3.3.44.2 Test step 2

or determining the SNR the acquired pictures is divided into test fields of the size 0,25 inch *0,25[inch and
the mean gray value, the number of false pixels, and the standard deviation of the gray values of all fows and
lumns of this test field are determined. With these values the SNR and/the gray-level unifofmity are
Iculated. The SNR will be calculated for all test fields distributed all over the image. For each [pixel the
ifference to the average gray value of the test field will be calculated. Te"determine the SNR in the bfright and
the dark field the quotient of these values with the standard deviation_ of the gray values of each tet field in
the bright and the dark field are calculated.

Hor determining the gray-level uniformity the acquired pictures’is again divided into test fields of the pize 0,25
mch * 0,25 inch and the mean gray value, the number of false pixels, and the standard deviation of|the gray
vilues of all rows and columns of this test field are determined.

B.3.3.4.5 Requirement compliance

Tlhe values listed under “Requirements” within-this test case have to be completely fulfilled.

g.3.3.5 Investigation of the gray-scale range of fingerprint images

g.3.3.5.1 Requirements

A fingerprint scanner operating at 500ppi or 1000ppi, has to perform the following sets of live scans:
Hor a standard roll and jplain finger live scanner: capture a complete set of fingerprints from each of 10

subjects; i.e., 10 rolls/(all 5 fingers from each hand), 2 plain thumb impressions, and 2 plain 4-finger
Mpressions.

Hor a palm s€anner component of a live scan system: capture left and right palms from each of 10 subjects.

Hor an-identification flats live scanner: capture left and right 4-finger plain impressions and dual thymb plain
irlnpressions from each of 10 subjects.

Within the histogram of each image all gray values with at least 5 Pixels in this image are counted. The
histogram has to show no break and no other artefact. At least 80% of the captured individual fingerprint
images shall have a gray-scale dynamic range of at least 200 gray-levels, and at least 99% shall have a
dynamic range of at least 128 gray-levels.

B.3.3.5.2 Background

This test shows the scanner performance in normal operation mode.
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Used targets

No targets are used in this test case.

B.3.3.54

B.3.3.54

Test procedure

.1 Teststep 1l

The test persons have to place their finger one after another on the image capture area of the fingerprint

scanner.[FronTeactT finger a simgtemage 1s recorded. tfthescanmer tarr record four finger mages, suci an

image of]
B.3.3.5.4

The histg

B.3.3.5.5

The valups listed under “Requirements” within this test case have to be completely-met.

each hand is recorded.

.2 Test step 2

grams of all images are evaluated according to the previously listed requirements.

Requirement compliance
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Annex C
(informative)

Finger image data record example

The fingerprint image in the illustration below will serve as example of the data encoding process and will be
:Iormatted according to this part of ISO/IEC 19794."Assume It originated from a left Index finger and| that the
olled image was captured using a live-scan device. Although the device technology is unknown*the scan
gpatial sampling rate was 500 ppi using an 8-bit bit-depth. The image has pixel dimensions ©f.375X625 and
vill be formatted as uncompressed for the purpose of illustration. The device has one quality,'block jand one
¢ertification block. The required fields for this example are illustrated in Table C.1 and Table'C.2.

Scan Representation

Line 1

Line k Line 1"...... Lint—:-AI{ ......... Line n

» Line n

Table.€1 — General record header example

Field Bytes Value Notes

Format identifier 4 46495200Hex “FIR” — Finger Image Record
Version number 4 30323000 Hex “020”

Length of record 4 000393C9hex One finger representation

16 length of general header
+50 length of repr. header
+234375 length of data

= 234441 bytes

Number of 2 0001 nex Single capture of the finger

representations image

Device certification block | 1 01Hex Certification blocks are
present

Number of fingers/pams [ L OThex Ceftindex finger omy
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Table C.2 — Finger image header record example

Field Bytes Values Notes

Length of finger data 4 00 03 93 B9hex Includes header, and largest

block (bytes) image data block

Capture Date-time 9 07D5 0C OF 11 2313 December 15,2005 at
0000Hex 17:35:19.000

Capture device 1 00wex Technology unknown or

technology identifier unspecified

Capture device vendor 2 ABCDpex Vendor IBIA ID

idgrrtifier

Capture device type 2 1235ex Vendor assigned 1D

idgntifier

Number of quality blocks | 1 01hex One image quality block

Quality value 1 3Anex Image quality of 58

Qality algorithm 2 ABCDpex Vendor IBIA ID

vendor ID

Quality algorithm ID 2 1234 ex Vendor assigned*I1D

Number certification 1 01hex One certification block

bldcks

Ceyrtification authority 2 78ABex IBIA-ID

idgntifier

Certification identifier 1 01ex Certification using Annex B.1

Firjger/palm position 1 07 Hex Left index finger

Representation number 1 00Hex First capture

Schle units 1 01hex Pixels/inch

Schn spatial sampling 2 01F4Hex 500 pixels per inch

rate (horiz)

Schn spatial sampling 2 01F4Hex 500 pixels/inch

rate (vert)

Impge spatial sampling 2 01F4uex 500 pixels/inch

rate (horiz)

Impge spatial sampling 2 01F4ex 500 pixels/inch

rate (vert)

Bittdepth 1 08hex 256 gray levels

Impge compression 1 00wex Uncompressed

Algorithm (no bit packing)

Impression type 1 01hex Live-scan rolled

Hdrizontal line length 2 0177 Hex 375 pixels per horizontal line

Vertical line length 2 027 1hex 625 horizontal lines

Impge data length 4 00039387 Hex 234,375 bytes

50
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Annex D
(informative)

Conditions for capturing finger image data

T Purpose

his annex recommends techniques designed to enable the best possible fingerprint images\te’ be [captured
ffom a scanner. It is intended for users of fingerprint image capture systems, as well as fingér. image ¢apturing
stem designers and biometric authentication system designers. Descriptions in the doacument are|targeted
the capture of high quality plain fingerprint images, but do not mandate anything about finggrprinting
ethods. Rolled finger impressions, such as those taken for law enforcement applications, are not the focus
this annex, as the capture of such prints is generally supervised by a trained operator to ensurg correct
lacement and pressure. The term *“confirmation” used in this document means making| a final
cceptance/rejection decision according to a visual inspection of a captured\mage. Specific decisign criteria
re not defined here, but some guidelines to make decisions are provided. System designers an@l system
roviders are recommended to adopt these guidelines as needed: Procedures to be executefl when
fingerprints image cannot be captured are beyond the scope of thiss<document as are the techniqugs for the
mpression and encoding of captured images.

.2 Fingerprint Imaging Recommendations

.2.1 Recommendations for Finger Image Scanners (2Dimensional flat scanner)

.2.1.1 Image Quality Specifications

is recommended to use finger image capture devices that meet one or more of the ceftification
ecifications found in Table 5. Capture devices need to be re-calibrated periodically. The method py which
is is done is device specific and-beyond the scope of this standard. The frequency with which [a device
should be re-calibrated depends.on both the vendor/device and the application for which it is being used, and
will normally be defined as part'of the standard operating procedures for the system.

0.2.1.2 Recommended Finger Positioning

onsistent finger-gositioning on the sensor surface makes it possible to acquire a larger effective impge area
om the same”part of a finger every time. In other words, overlapped areas between images to be compared
ecome larger;-which is expected to improve the accuracy of verification.

o -0

Tlhe care\of a fingerprint is defined as the topmost point on the innermost recurving ridgeline of a fingerprint. If

e core is located at the centre of the captured image it will generally result in a larger overlapping area for
\Lrification purposes. For this purpose it may be beneficial to employ a display monitor where the finger
positioning can be checked, or use devices with a function that automatically detects the finger position and
provides appropriate feedback to the user. This will also prevent a device from capturing only a side of a
fingertip.

—

Note that for some types of pattern classes the core is not located at the centre of the finger. In such cases, it
may not be practical to use the core alignment method described above.
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-_

=

displacement

Figure D.1 — Centering finger

If directipns of fingertips on the sensor surface are always the same, the’ overlapping area between two
verificatipn images will be consistent.

Overlap Area

Rotated

Figure D.2 — Rotation and its overlap area

Guidance (either visual or audible) for placing the finger in the same orientation each time should be provided,
or the physical design of the device should be such as to encourage correct placement.
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Figure D.3 — Fingertinéction

a finger is placed at an angle to the sensor rather th&@placed flat on it, the side of the fingerpri
aptured and in general the utility of the sample will be feduced.

R\
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Nl |
OQO
e
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Q

ing such rolling motion is also necessary to improve the accuracy. Note that simultaneous c

Rolled

Figure D.4 — Angled finger

ot

fingers has an advantage of reducing the rolling motion.

nt will be

apture of

Figure D.5 — Multiple-finger slap
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Automatic core-detection performance more or less depends on detection algorithm performance. On the
other hand, while user cooperation will be required, slap fingerprints (simultaneous capture of four fingers) and
the first joint position control may enable significant improvement once the users become familiar with the
method.

D.2.1.3 Illumination, Lighting, Activation

Optical fingerprint sensors illuminate the finger when capturing it. However, ambient light may adversely affect
the capture. For example a ce|I|ng light may enter the sensor. This can be aIIeV|ated by providing a roof or

Before ifnage capture device calibration, the capture platen shall be free of residual~fingerprints. It Is
preferable to check whether any residual fingerprint may affect the subsequent capture. Excessive build up ¢f
dirt or residual fingerprints on the platen can adversely affect the quality of the captufed image. The sensqr
should be cleaned in accordance with manufacturer’s guidelines and agreed standard operating procedurels
for the application.

D.2.1.5 | Moisturizing

Quiality gf a captured image may be degraded when the finger skin,iS very dry. ‘If dry skin is thought to bj
resulting|in low image quality for an individual, it may help to moisturise the finger, for example, by breathing
on it, touching a sweaty part of the skin, wiping it with a wet paper,-or applying gel or cream to it.

[¢)

Note thaj if the finger is over-moisturized, the moisture may be captured on an image or leave a mark on the
sensor sprface. In that case, the sensor surface shall be dried by wiping off the moisture or by other means.

D.2.1.6 | Drying

When a finger is very moist, it shall be wiped. withra dry paper or air-dried. If excessively moist skin is thouglpt
to be resplting in low image quality for an indiidual, it may help to dry the finger.

D.2.1.7 | Missing

=

There mpy be some cases where-a fingerprint cannot be captured due to a missing finger or some othg
reasons.|Appropriate policies-ieed to be in place for handling such cases, depending on whether the situatioj
is temporary (broken bonesinjury, etc.) or permanent (amputation, physically-challenged, etc.).

)

D.2.1.8 | Finger Selection and Order of Capture

¢rable to-provide screen display and/or audio guidance to provide instructions on finger selection an|
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target finge
Alternative input rules shall be determined in advance in case there are fingers that cannot be captured. When
the index finger is unavailable, for example, a rule of using the middle finger, thumb, or ring finger as an

alternative, and the selection order of the alternative fingers should be determined. When capturing multiple
fingers, switched fingers can be confirmed by using the verification function among each finger.

D.2.1.9 Assessing Finger Image Quality

Performance of any biometric system is highly dependent on the quality of data captured by the sensor.
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Many fingerprint capture devices now include automated image quality assessment software to provide
feedback to users, often in real time. Algorithms related to finger image quality are described in
ISO/IEC TR 29794-4 and serve as references for quality value calculations adopted by device providers.

Another method is to capture several images from one finger and perform a cross comparison between them
to see if the comparison scores obtained are above the threshold that has been set for the system. If they are,
then the quality is sufficient for the intended application.

An extension of this approach is to plot the scores from all of the cross comparisons (see Figure 7); the image
with the highest average score is assumed to have the highest image quality.

A benefit of assessing image quality at enrolment is that it can highlight problems where.the [|subject’s
fingerprint characteristics are not of adequate quality for the intended application, thereby [enabling
appropriate countermeasures to be put in place (e.g. use a different finger, postpone(the enrgiment or
consider using a different modality).

sSCole
average
%
o0 80
é Image #1is
V the best
60 70 65

Y

90 50 70
Z,

Figure D.6 — Selecting best image by using comparison trial average score

0.22.10 Existing Data Treatment

If an image of the finger was captured in the past, identification of the finger is possible by performing a
comparison process. It may also be possible to find out that an image of a finger believed to not have been
captured in the past is registered with a different ID.

D.2.1.11 Image Capture Factors

Height from the floor or the desktop to the scanner surface, as well as the angle of the scanner surface to the
floor or the desktop, affects the quality of captured images. Other factors that affect quality are the number of
fingers to be captured simultaneously (1, 2, 4, etc.) and whether both right and left hands are captured
simultaneously or not.

© ISO/IEC 2011 — Al rights reserved 55


https://standardsiso.com/api/?name=8f4886b9a38d7c0bc432f65a3efecc5c

ISO/IEC 19794-4:2011(E)

Where enrolment is undertaken at multiple locations, it is highly desirable that comparable devices are used,

not only

in terms of image quality criteria (i.e. device certification such as App F, PIV), but also platen size,

and capture processes. Controlling environmental variables such as the height and angle of the capture
device will also help to ensure consistent capture quality.

Consideration shall also be given to the capture of fingerprints from those who are especially tall or short, as
well as those with certain medical conditions or disabilities. The use of a portable or handheld sensor may
make it easier to capture good quality fingerprint images from such subjects.

Positional relation between the sensor surface and the body also affects the quality of captured images.

Usually,lpeople tend to extend their hands with the thumb side up and the little finger side down. For ;this

reason,
surface.

for the capture device proper consideration should be given to these and other usability factors.

D.2.1.12
In some
instructid
messags

finger will be rolled (with the finger bone as an axis) when placing the finger on the sensor horizental
This is not such an issue when capturing four fingers simultaneously, but when selecting theloeation

Operation

applications, and especially those where there is no operator supervision,the provision of clegr
ns to users, perhaps by means of a monitor display or audio guidance, is desifable. Such guidand
s may include the following:

[}

Capture should start automatically.

t
D.2.1.13

D.2.1.13

Image c4

. { a device rejects a captured image and requires another capture) recapturing process should bge
I

pecifically notified to the user.
the capture does not succeed even after a defined numbep of attempts, the device should indicate
hat the user needs to take other measures.

Example Configurations

1 One Finger in a Standing Position

\pture of one finger in a standing position ‘is-llustrated below.

56

D

Figure D.7 — Standing position
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Parameters such as height from the floor(H), angle(A), relative position between the body and the device(D),
and other necessary item should be described in the design specification.

D.2.1.13.2 Four Fingers in a Sitting Position

Image capture of four fingers in a sitting position is illustrated below. Same as in the case of one finger.

N

Figure D.8 — Sitting position

0.2.1.14 Indications to biometric operational personnel

Mlore than one decision threshold is applied to comparison scores in some systems, for example|in those
which return a decision.of “dnknown” in addition to “comparison” and “non-comparison”. When a comparison
score is not sufficient-due to image quality, it may be possible to reduce doubt about the verification |result by
presenting the quality.value of the captured image to the operator if present.

=]

.2.1.15 Canfirmation

—

he follewinig may become possible by operators of the capturing system making a final decision yhen the
utomatic judgment is not sufficient:

QD

s Tu checkiftheusercomrectty understands the tapture procedure; or
e To visually check images based on highly-detailed information other than minutiae, for example
whether the effective area is small or not.

D.3 Guidelines for Image Data

D.3.1 Image Quality Metrics

Algorithms related to finger image quality described in ISO/IEC TR 29794-4 serve as references for quality
value calculation algorithms that are adopted in system specifications by providers.
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There have been attempts to detect the center of the pattern of a finger image area. System providers can

consider

introducing this function to the system specifications.

There have been attempts to calculate image quality using the reliability of minutiae detection. System
providers can consider introducing this function to the system specifications.

D.3.2 Human Interface (Displaying Capturing/Captured Image)

When users are cooperative, it may be better to make the captured images visible to them. When there is a

concern

abhnatit finaarnrint imana haina naanad fram a2 cacurity narcnactivia nracantation of o ~contiirad 1m o
Bt RgEe PR e-—Pemg—Pe e —-SecuHty—pPetrSpecthe—preSehitatoR—o—a—eaptarea—ia

may be 3

D.33 P

Some de
paramets
condition
data cap
grayscal

D.4 Fipger Image Quality Assessment Software

Capture

cpPT

jvoided. In this case, an illustration can be presented instead.

reprocessing

vices are provided with a function to capture higher-quality images by automatically ‘altering sensqgr
brs to deal with sensor characteristic changes due to aging or to adapt to moreCvariations of skin
s. However, the capture process may take longer in order to implement parameter changes. Rayw
tured by a sensor may be processed and enhanced to improve visualization. However, detailed
b information can be lost due to the enhancement.

software is expected to have the following features:

D5 L

Table D.[L provides guidance and recommendations for the capture size of single fingers and the combinatig

of the i

enforcenpent application.

dication of the start of capture which is that time that:begins at the point when the subject placeg
eir hand on the platen

struction of the capture sequence

election of high-quality images according to autamatic quality judgment
etry instruction after failed capture

oftware for automatic quality judgment function (vendors, product names, versions, etc.) should b
pecified

oftware for feature extraction should.be specified

oftware for verification should be specified

omparison for trial at a registration function, and

election of best quality image-using a trial comparison function.

n

D

enforcement finger size recommendations

=)

dex, middle,>ring, and little fingers from each hand. The values shown are aimed at the la

<
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Finger position Finger Max imagze area Width Length
code (cm”) (mm)  (in) (mm)  (in)
Unknown 0 15,47 40,6 1,6 38,1 15
Right thumb 1 15,47 40,6 1,6 38,1 15
Right index finger 2 15,47 40,6 1,6 38,1 1,5
Right middle finger 3 15,47 40,6 1,6 38,1 15
Right ring finger 4 15,47 40,6 1,6 38,1 1,5
Rightlittle-firger 5 154+ 406 16 384 15
Left thumb 6 15,47 40,6 1,6 38,1 15
Left index finger 7 15,47 40,6 1,6 38,1 15
Left middle finger 8 15,47 40,6 1,6 38,1 15
Left ring finger 9 15,47 40,6 1,6 38,1 1,5
Left little finger 10 15,47 40,6 1,6 38,1 15
Plain right four fingers 13 61,95 81,3 3,2 76,2 3,0
Plain left four fingers 14 61,95 81,3 3,2 76,2 3,0
Plain thumbs (2) 15 61,95 81,3 3,2 76,2 3,0

0.6 Possible References

Recommend to check reference literatures for following issues;

¢ Minimum image size for good comparison performance and

e Recommended selection of fingers and order based on statistical experimental results

e Significance of statistical logging and ché&cking quality values (to be used for conside
revising capture sequence, standards, software, threshold and others).
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Annex E
(normative)

WSQ Gray-scale fingerprint image compression specification

E.1 Rs

E.11 @

This Spe

E.1.2 Ir

E.l.21

The WS
each of
by a disg

Each of
quantizal

The qua
Huffman

Figure E
encoder

E.1.2.2

Compreg
compres|
by partig

quirements and guidelines

eneral

cification is applicable to continuous-tone gray-scale digital fingerprint images. This specification

e Specifies a class of encoders for converting source fingerprint image data to compressed
image data;

e Specifies a decoder process for converting compressed image data\to reconstructed
fingerprint image data;

e Specifies coded representations for compressed image data,
troduction

Wavelet Scalar Quantization (WSQ) Compression

D class of encoders involves a decomposition of, the fingerprint image into a number of subbandj
vhich represents information in a particular freguency band. The subband decomposition is achieve
rete wavelet transformation (DWT) of the fingerprint image.

[@ 1

the subbands is then quantized using. values from a quantization table. No default values fg
ion tables are given in this Specification.

=

ntized coefficients are then passed to a Huffman encoding procedure which compresses the data.
table specifications shall be-provided to the encoder.

1 shows the main procedures for WSQ encoding and decoding. The same tables specified for an
fo use to compress _a-articular image shall be provided to a decoder to reconstruct that image.

Structure of compressed data

sed image data is described by a uniform structure and a set of parameters. The various parts of the
sed image data are identified by special two-byte codes called markers. Some markers are followed

parametg

ular\sequences of parameters such as table specifications and headers. Others are used withot
prsfor functions such as marking the start-of-image and end-of-image. When a marker is associate‘tj

with a particular sequence of parameters, the marker and its parameters comprise a marker segment.

The data created by the entropy encoder are also segmented, and one particular marker - the restart marker -
is used to isolate entropy-coded data segments. The encoder outputs the restart markers, intermixed with the
entropy-coded data, between certain subband boundaries. Restart markers can be identified without having to

decode t

he compressed data to find them. Because they can be independently decoded, entropy-coded data

segments provide for progressive transmission, and isolation of data corruption.
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Figure E.1 — DWT-based encoderand decoder simplified diagram

H.1.2.3 Interchange format

In addition to certain required marker segments and the entropy-coded segments, the interchange for|

.1.2.4 Abbreviated formiat for compressed image data

d

~ (D

mat shall
d by the

a.

ot include all tabl€s required for decoding (it may include some of them). This format is intende

for use

he abbreviated fornyat for compressed image data is identical to the interchange format, except thft it does

ithin applications where alternative mechanisms are available for supplying some or all of t

e table-

decoder the tables required to subsequently reconstruct one or more fingerprint images.

E.1.3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following apply.

E.1.3.1
bit stream
partially encoded or decoded sequence of bits comprising an entropy-coded segment

© ISO/IEC 2011 — All rights reserved
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E.1.3.2

byte stuffing

procedure in which the Huffman coder inserts a zero byte into the entropy-coded segment following the
generation of an encoded FFe, byte

E.1.3.3
coding model
procedure used to convert input data into symbols to be coded

E.1.34
coding [Lrocess
general term for referring to an encoding process, a decoding process, or both

E.1.3.5
columns
samples|per line in an image

E.1.3.6
compregsed data
either compressed image data or table specification data or both

E.1.3.7
compregsed image data
coded representation of an image, as specified in this Specification

E.1.3.8
compregsion
reduction in the number of bits used to represent source image-data

E.1.3.9
continugus-tone image
image sgmpled at 8 bits per pixel

E.1.3.10
decoder
embodiment of a decoding process

E.1.3.11
decodinp process
process Wwhich takes as its input compressed image data and outputs a continuous-tone image

E.1.3.12
dequantjzation
inverse grocedure torgliantization by which the decoder recovers a representation of the DWT coefficients

E.1.3.13
(digital) feconstructed image (data)
continuopis<tone image which is the output of the decoder defined in this Specification

E.1.3.14
(digital) source image (data)
continuous-tone image used as input to any encoder defined in this Specification

E.1.3.15

(digital) image (data)
two-dimensional array of data
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E.1.3.16
downsampling
procedure by which the spatial resolution of an image is reduced

E.1.3.17

DWT discrete wavelet transform)

linear transformation, implemented by a multirate filter bank, that maps a digital input signal to a collection of
output subbands

E.1.3.18
ncoder
mbodiment of an encoding process

.1.3.19
ncoding process
rocess which takes as its input a continuous-tone image and outputs compressed image data

.1.3.20
ntropy-coded (data) segment
imdependently decodable sequence of entropy encoded bytes of compressed‘image data

1.3.21
ntropy decoder
mbodiment of an entropy decoding procedure

.1.3.22

ntropy decoding
Ipssless procedure which recovers the sequence of symbols from the sequence of bits produced by the
ntropy coder

.1.3.23
ntropy encoder
mbodiment of an entropy encoding procedure

.1.3.24

ntropy encoding
ssless procedure which converts a sequence of input symbols into a sequence of bits such that thg average
number of bits per symbol approaches the entropy of the input symbols

m

.1.3.25
uffman decoder
mbodiment of a-Hdffman decoding procedure

D T

.1.3.26

uffman.decoding
ntropy.decoding procedure which recovers the symbol from each variable length code producefd by the
uffman encoder

T O T Mm

.1.3.27
Huffman encoder
embodiment of a Huffman encoding procedure

E.1.3.28
Huffman encoding
entropy encoding procedure which assigns a variable length code to each input symbol

E.1.3.29

Huffman table
set of variable length codes required in a Huffman encoder and Huffman decoder
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E.1.3.30

image data
either source image data or reconstructed image data

E.1.3.31
intercha
represen

E.1.3.32
lossless

nge format
tation of compressed image data for exchange between application environments

descriptiye term for encoding and decoding processes and procedures in which the output of the decoding

procedu

E.1.3.33
marker
two-byte

E.1.3.34
marker 9
marker g

E.1.3.35
paramet
fixed len

E.1.3.36
procedu
set of ste

E.1.3.37
progres
separatic
datatob

E.1.3.38
quantiza
set of qu

E.1.3.39
guantize
act of pe

E.1.3.40
referenc
double p

E.1.3.41

(s) is identical to the input to the encoding procedure(s)

code in which the first byte is FFye, and the second byte is a value between 1 and FE;s

egment
nd associated set of parameters

ers
pth integers 8, 16, or 32 bits in length, used in the compressed data format

re
ps which accomplishes one of the tasks which comprise an encoding or decoding process

Sive (coding)
n of data segments into blocks that can be transmitted successively to allow the compressed imag
e decoded at successively higher levels of yesolution

[¢]

tion table
Antization values (i.e., bin widths) used to quantize DWT coefficients within the subbands

rforming the quantization procedure for a DWT coefficient

e inverse SWT
recision floating point implementation of the inverse SWT defined in Clause E.2 of this Specification

referenc

e SWT

double precision floating point implementation of the SWT defined in Clause E.2 of this Specification

E.1.3.42

restart interval
number of coefficients processed as an independent sequence within an image

E.1.3.43

restart marker
marker that separates two restart intervals in an image

64

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=8f4886b9a38d7c0bc432f65a3efecc5c

E.1.3.44
run (len
number

E.1.3.45

ISO/IEC 19794-4:2011(E)

gth)
of consecutive symbols of the same value

SWT (symmetric wavelet transform)
linear transform implemented by applying a DWT to a periodized symmetric extension of the input signal

E.1.3.46
sample

.1.3.47

table specification data
ded representation from which the tables, used in the encoder and decoder, are generated

rocedu

141

pplicati

he inte

1.4.2

.1.4.3

ne element in the two-dimensional array which comprises a fingerprint image

.1.4 Requirements

re by which the spatial resolution of an image is increased

Interchange format requirements

he interchange format is the coded representation of compressed image data for exchange [between

on environments.

rchange format requirements are that any compressed image data represented in interchange format

all comply with the syntax and codes assignments for the decoding process, as specified in Clause|E.3.

Encoder requirements

n encoder process converts source-fingerprint images to compressed image data. An encoder is an
mbodiment of the encoding process\specified in Clause E.2. To comply with this Specification, an[encoder
all satisfy at least one of the following two requirements:

Convert source fingérprint image data to compressed image data which complies with the int¢grchange
format syntax specified in Clause E.3 with proper accuracy, and

Convert sourCe’fingerprint image data to compressed image data which complies with the abbreviated
format syntax for compressed image data specified in Clause E.3 with proper accuracy.

Decoder requirements

decoding process converts compressed image data to reconstructed image data. A decoder is an
mbodiment of the decoding process specified in Clause E.2. To comply with this Specification, a| decoder

all Qatiqu all three of the fnllnwing rpquimmpnm'

Convert to reconstructed fingerprint image data any compressed image data with parameters that
comply with the interchange format syntax specified in Clause E.3 with proper accuracy

Accept and properly store any table-specification data which complies with the abbreviated format
syntax for table-specification data specified in Clause E.3, and

Convert to reconstructed fingerprint data any compressed image data which complies with the
abbreviated format syntax for compressed image data specified in Clause E.3 with proper accuracy,
provided that the table-specification data required for decoding the compressed image data has
previously been installed into the decoder.
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E.2 Mathematical definitions

E.2.1 Source fingerprint image

Source fingerprint images shall be captured with 8 bits of precision per pixel. Before the encoding process
computes the discrete wavelet transform (DWT) for the image, the samples, I(m,n), shall be transformed in
accordance with the following equation:

1 (mn)—M] 0<mc<vY-1

The ima

apply an
paramets

E2.2 S

E221

A two-ch
as a paif
X(n) = A

The box
up-samp

[
A 0N X1
R

je width (X) and height (Y) parameters are defined in Clause E.3.2.2. The decoding process shd
inverse transformation to restore the samples to their original scale. The midpoint and’rescal
brs, M and R, are specified by the encoder and transmitted in the compressed image data:

ubband coding of fingerprint images

Two-channel subband coder (in one dimension)

a1>f4’|:17

X—P Analysis Synthesis F—>

BT g —

Figure E.2— Two-Channel subband coder

annel subband encoder is a digital filter bank of the type shown in Figure E.2. It should be regarde]

of systems, the analysis*bank and the synthesis bank. The subband coder provides zero distortion,

(n).

s H; and F; denote linear time-invariant digital filters [10], while | and 1 denote 2:1 down- an
ing operations:

(x* h)(k) = > x(n)h(k - n),

d

(
\ ’
a(k/2), keven
0, k odd

The transform defined by the analysis bank, x—{ag,a;}, will be referred to as a one-dimensional DWT, and the
transform given by the synthesis bank as the inverse DWT.
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E.2.2.1.1 Linear Phase Wavelet Filters

This standard utilizes two distinct classes of linear phase finite impulse response (FIR) filters. We let hy denote
the lowpass filter and h; the highpass filter in a filter bank. The first class will contain pairs of odd-length,
symmetric filters (i.e., filters whose impulse responses are symmetric about their middle sample). These are
called “Type I"” linear phase FIR filters, [10], or whole-sample symmetric (WSS) filters. The second class will
contain pairs of even-length filters, one symmetric (the lowpass filter) and one antisymmetric (the highpass
filter). These are called, respectively, “Type II" and “Type V" filters, [10]; since such filters are symmetric
about the point halfway between their middle two samples, we shall also refer to them as half-sample
symmetric/antisymmetric (HSS/HSA or HS-type) filters.

Tlhe compressed data format described in Clause E.3 provides only for the transmission of impulse*fesponse
pefficients from the right halves of the analysis filters; the synthesis filters are completely determingd by the
bllowing anti-aliasing relations:

—_ O

fo(N)=(=1)"h,(n—1) and
fi()=(-1)""ho(n-1).

-

or a WSS analysis bank, the lowpass filter, hg, shall be symmetric about 0, i.e(, ho runs from hq (-rg)| to ho(ro).
sing the syntax of Clause E.3.2.4.1, the length of hy is LO = 2 ry+l. The transform table specified in Clause
.3.2.4.1 contains the impulse response coefficients from the right half of hg:

m

HOl = ho (0), H02 = ho(l), ey Holast b ho(to)

he left half of hq is given by the symmetry relation ho(-n) = ho(). The highpass filter, hy, in a WSS analysis
ank shall be symmetric about -1. The transmitted coefficients-are:

o —

Hll =h 1('1), H12 = hl(o)! D Hllast = h1(r1 '1)1

where L1 = 2r+1; the left half of h; is given by the symmetry relation h;(-1-n) = hy(n-1).

-

or an HS-type analysis bank, both filters shallbg centered at -1/2, and thus run from hi(-r}) to hi(r-1), where
the length of h; is Li = 2r;. The transmitted values are: (i = 0,1)

Hip =h.(0), Hiz = hi(2), ..., Hilast = hi(ri -1).
he lowpass filter, hg is symmetric (HSS), so the left half of hy is given by the symmetry relation

b(-1-n) = ho(n). The highpass filter, hy, is antisymmetric (HSA), so the left half of h; is given by the gymmetry
blation h;(-1-n) = -hy(n).

=0 —

-

H.2.2.1.2 Constraints~on Filter Length

m

ncoders and decoders shall be capable of forming (or inverting) the subband decomposition specified in
igure E.6 usingifilters of lengths up to and including the maximum values

-

Limax =31 for WS-type filters,
Lex= 32 for HS-type filters.

o085 o P PRSI | ! e £ " BAA LT
L.L.L SYITHITEUTC DUUTTudry COMUTtuUTtS TUT U1e Dvv

The generic input, x(n), to Figure E.2 will, in practice, be a row or column vector from an image or from one of
its DWT subbands. To describe precisely how a finite-length signal is transformed by the system depicted in
Figure E.2, we use the following conventions for indexing and extrapolating x. All WSQ decoders shall be
capable of decoding a compressed signal encoded in accordance with these conventions. x is assumed to run
from x(0) to x(No-1), where Ny is the (generic) length of x.

For transformation by WSS filters, x is extended to a whole-sample symmetric signal, y = E.MYx, of length
N = 2N - 2, and periodized. For HS-type filters, x is extended to a half-sample symmetric signal, y = E.%?x, of
length N = 2Ny, and periodized. In each case, the filters are extended with zeros to length N and applied by
N-periodic circular convolution; see Figure E.3.
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Figure E.3— Symmetric DWT extension

With the| choices of filter and signal’'symmetries described above, this system generates symmetric DW|T
subbandp, of which only the first half (now denoted a;) needs to be computed and stored. For instance, with
WSS filtgrs and Ng even, thecoefficients

a, (k)= y(mh (Zk-n)

n=0

only neefl to be>eomputed and stored for k =0 ,..., No/2 - 1, even though

1 | ¢ 1
SIS ALY)

has period N/2 = Ng-1. This is possible because b; is itself symmetric and can be reconstructed from the first
No/2 values, a; (k).

The sequences a; generated in this fashion can in turn be extended to whole- or half-sample symmetric

signals and cascaded back through the analysis bank, Figure E.3, to achieve a multiband decomposition of
the input. The composition of mappings

x—= 5y f3 &}
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will be referred to as a one-dimensional symmetric wavelet transform (SWT) [7]. Note that, in spite of the
extension of the input signal, x, the SWT still maps an input of length Ny to a pair of subbands {a,, a}
containing a total of just Ny values. When Ny is odd, ag will have length (No + 1)/2, and a; will have length

(Ng - 1)/2 for both WSS and HS-type extensions.

E.2.2.2.1 Symmetric Subband Synthesis

This clause describes the symmetry properties of the subbands b; = | (y*h), giving the number of

nonredundant samples that need to be transmitted,

aik) = bi(k); 0=k=p;-1,

and specifies the procedures for extending the quantized transmitted coefficients in the decoding prog

6|:Eiéi; §i = fi*(Th).

<

Ve begin by introducing some terminology for describing symmetric signals like-those shown in Figy
n N-periodic signal is symmetric about n=0 then it is also necessarily symmétric’ about n = N/2; cf.
im Figure E.3 for N = 2Ng-2. When N is even, such signals are called \'(1;1)-symmetric" since
hole-sample symmetric about both centers. Similarly, an N-periodic~sighal symmetric about -1/
ecessarily symmetric about (N-1)/2; cf. y =E,*?x in Figure E.3 for N=2Ng. When N is even, such si
lled "(2,2)-symmetric" since they are half-sample symmetric abaut*both centers. When N is odd
gnals that are WSS about one center and HSS about the othefy’such signals are called "(1,2)-sym
they are WSS about 0, and "(2,1)-symmetric" if they are HSS\about -1/2. There are obvious antis
nalogues of these symmetry properties.

o)

iven a signal w(n), 0 < n < K-1, let E"w (resp., Ea(i'j)w) denote the (i,j)-symmetric (resp., (i,j)-antisyj
xtension of w(n), where i,j = 1 or 2, generalizing{the two extensions shown in Figure E.3 for
ubband b(k) is (i,j)-symmetric and

N D

a(kr=bk); Osks<p-1

e

a complete, nonredundant half-period of b, then b can be reconstructed from a via the extension b

b

Ihe symmetry of the extension y = Egx and the symmetry of the analysis filter, h, it suffices to qua
ansmit only the half-period, @, reconstructing b in the decoder using a known extension operator
ethod of applying a DWT filter bank to a finite-duration input signal, x, is referred to as the s
avelet transform (SWT) algorithm; a detailed treatment is presented in [7].

— —

able E.1 lists the symmetry properties of the subbands, b, and their "ranks" p, which specifies the n
efficients, a (k). that need to be transmitted. The table is divided into two cases: one case for W
anks, which use/the analysis extension y = E{"x (the "(1,1)-SWT"), and a second case for HS-{
anks, which-use the analysis extension y = E#Px (the "(2,2)-SWT"). These filter banks are describ
inE.2.2.14.

eSS:

re E.3. If

- ES(”)X
they are
P is also
jnals are
, we get
metric" if
ymmetric

mmetric)
v=x. If a

= Ea.

similar statement holds for antisymmetric subbands. Since the symmetry of b is completely determined by

ntize and
, E. This
ymmetric

umber of
SS filter
ype filter
bd above

Table E.1 — Symmetry, rank of SWT subbands

Case 1: WSS Filters Case 2: HS-Type Filters

Input Length, No Input Length, No

Even Odd Even Odd

(1,2) - sym. | (1,1) - sym. (2,2) - sym. (2,1) - sym.

Po= No/2 Po= (No +l)/2 Po= No/2 Po= (No +1)/2

Filter hy (2,1) - sym. | (2,2) - sym. (2,2) - antisym. | (2,1) - antisym.
P1= N0/2 P1= (No -l)/2 P1= N0/2 P1= (No -1)/2

ho
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E.2.2.3 Wavelet decomposition in two dimensions

The tree structure for a single level of a 2-dimensional image decomposition system is depicted in Figure E.4.
The row vectors of the image are filtered by applying the SWT algorithm described in the preceding clause.
The same procedure is then applied to the column vectors of the resulting array, giving a decomposition into
four subbands, as shown in Figure E.5. Note that the pair of indices indicates which filters were applied to the
rows and columns of the signal. For instance, a;o has been highpass-filtered on rows and lowpass-filtered on
columns, so it contains vertical edge features. The filters applied in succeeding levels of filter bank cascade
are indicated with succeeding pairs of binary indices.

Row Operations Column Operations
H, l —p
Hl — al* ES/S 4’
Ho [P
X Ege—P
H, { —P A

Ho || | o E,

Ho l 4’a00

Figure E.4 — Single-Level, two-dimensional subband analysis
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.2.2.4 Subband structure

L ow V ertical
resolution orientation
subband subband
a 00 a'10
Horizontal Diagonal
orientation orientation
subband subband
a 01 a 11
—

FigureE.5 — Four Subband decomposition

fter the first level of deComposition shown in Figure E.4, any of the resulting four subbands may be ¢
ack through the filtér-bank to further split the subband into four more subbands. This process is @
ntil the desired subband structure is obtained. Figure E.6 is the subband structure specified for f
mages by this, Specification. The table shows which filters are applied to obtain each subband.

ascaded
ontinued
ngerprint
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/2 —
w
- — Filter Bank Path
PY Y I A S Kl Kl K 0 0000000000 22 00,10,10,11] 44 00,01,00,11
5 |6 |9 |10 |21 |22 |25 |26 1 0000,00,00,10] 23 00,10,00,10] 45 00,01,00,00
2 0000,000001] 24 00,10,0000] 46 00,01,00,10)
1 [12 |15 [16 |27 |28 |31 |32 3 0000000011 25 00,10,00,11) 47 00,01,10,11
13 |14 [17 |18 |29 [30 [33 |34 |52 53 4 00,00,00,10] 26 00,10,00,01} 48 00,01,10,01
= 120 130 1% 5 00,00,0001] 27 00,10,12,01] 49 00,01,10,10)
6 00,00,00,11] 28 00,10,11,11] 50 00,01,10,00)
87 |88 |41 |42 7 00,00,10,10f 29 00,10,11,00f 51 00,11
43 44 4 48 O uu,uu,lu,u 36 uu,lu,ll,lu 52 0,10
o o o 9 00,00,20,11] 31 00,10,01,11] 53 0,00
a5 46 14 [%0 10 00,00,1001] 32 00,10,01,01] 54 0,11
1 00,00,01,01] 33 00,10,01,10] 55 001
12 00,00,01,11] 34 00,10,0,00] 56 1,01
13 00,00,01,00] 35 00,01,01,00] .57 1,11
14 00,00,01,10] 36 00,01,01,10},'58 1,00
56 7 60 61 15 00,00,11,11] 37 00,01,01,01}- 59 1,10
16 00,00,12,01] 38 000150811 €0 1,11
17 00,00,12,10] 39 0001311,10] 61 1,01
18 00,00,11,00] 40 00/01,11,00] 62 1,10
19 00,10,10,00] 41 00,01,11,11| 63 1,00
20 00,10,10,10] 42 00,01,11,01
58 59 62 63 21 00,10,10,01}~43 00,01,00,01
l(JJcoI
Figure E.6 — Subband decompasition
E.2.3 Quantization
After thg subband decomposition is computed the resulting coefficients are quantized uniformly within
subbandpg. The quantizer zero bin width and the step size‘for each subband are contained in the quantization
table. A fluantization step size of zero (Qx = 0) indicates that all coefficients within the subband are zero and
the subland is not transmitted. The following egGation would apply to the wavelet coefficients ax(m,n) in
subband|k.
a(mn<z /2 ‘1
Q. a(mn)y>2Z1/2
P (mn) = 0, -Z,/2<a,(mn)<z, /2
a(mn)+2Z,/2 1 a (mn)<-Z,/2
Q,
At the d¢coder, the following equation dequantizes the indices. The value C determines the quantization bin
centers.
(P (mn)-C)Q +Z, /2, p(mn)>0
a,(m,n) = 0, p,(Mmn) =0
(P (MM)+0)Q -Z,/2, P (Mm)<0

Z, is the width of the center (zero) quantization bin and Q, is the width of the nonzero quantization bins in the
K™ subband. The function !—X—‘ is the least integer greater than or equal to x, and \_XJ is the greatest integer
less than or equal to x.
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