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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate _in_the development of International Standards through technical committees
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ned by the respective organization to deal with particular fields of technical activity. ISO and IEQ
| committees collaborate in fields of mutual interest. Other international organizations, governmenta
-governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

onal Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.

in task of the joint technical committee is to prepare International Standards: Draft Internationa
ds adopted by the joint technical committee are circulated to national bodies for yoting. Publication ag
national Standard requires approval by at least 75 % of the national bodies gasting a vote.

N is drawn to the possibility that some of the elements of this documeft:;may be the subject of paten
O and IEC shall not be held responsible for identifying any or all suéh patent rights.

19794-11 was prepared by Joint Technical Committee IS@HEC JTC 1, Information technology
mittee SC 37, Biometrics.

19794 consists of the following parts, under the generaktitle Information technology — Biometric dat
nge formats:

t 1: Framework

t 2: Finger minutiae data

t 3: Finger pattern spectral data

t 4: Finger image data

t 5: Face image data

t 6. Iris image data

t 7: Signature/sign time series data
t 8: Fingér. pattern skeletal data

t 9 Vascular image data

— Part 10: Hand geometry silhouette data

— Part 11: Signature/sign processed dynamic data

— Part 13: Voice data

— Part 14: DNA data

© ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=cd24dc970d290a4be07f890053ac5545

ISO/IEC 19794-11:2013(E)

Introduction

There are several commercial implementations of signature/sign verification based on the analysis of the
dynamic features of signing. This part of ISO/IEC 19794 specifies an interchange format using signature/sign

dynamic features that can be used to provide signature/sign verification. This data format
nteroperability without compromising any developers’ Intellectual Property Rights.

A\ group of features are identified that are mandatory across all compliant implementations in ©rder tg
nteroperability but the biometric interchange record format also supports proprietary data. The

pberformance is achieved between the mandatory and proprietary features.
ntelligent compression of the ISO/IEC 19794-7 format. From these other, features can be calcu

bstimated. Furthermore, using the significant events 19794-7 format can be'extrapolated, and therefg
bignature/sign feature data can be calculated or estimated.

representation header followed by a sequence of Dynamic-event data for each signature/sign dynamig
n addition to the Dynamic-event data recorded for each:signature/sign dynamic event, additional
recorded representing overall features of the signature/sign representation. It should be noted

recorded data for the signature/sign representation iscrecorded before any transformations are appl
rotation or time warping). The data recorded is eitherraw data or derived from the raw data.

comparison algorithms.

The format described is based on features (segmentation based on dynamic events) instead of samp
bs described in ISO/IEC 19794:7.

The format defined in this-part of ISO/IEC 19794 has the version number 1.0.

Annex A is normativezand is intended to specify elements of conformance testing methodology, test ag
hnd and test procedures ass applicable to this part of ISO/IEC 19794.

Annex B is jinformative and formally specifies the biometric interchange record format using the ASH

ASN.1 toels to assist implementation.

Annex C is informative. It glves gwdance on the suitability of S|gnature/S|gn for secure comparlson p

enables

ensure
use of

proprietary data is regulated in a similar manner to that used in ISO/IEC 19794-7, ensuring that comparable

he features recorded represent significant dynamic events during the signing proeess, and thus repre¢sent an

ated or
re other

The biometric interchange record format is a sequence of signature/sign representations, preceded by a
jeneral header that is common to all representations. Each signature/sign representation is recorded as a

event.

data is
that all
ed (e.g.

This part of ISO/IEC 19794 does not specify~the analysis to be undertaken by any particular comparison
blgorithms. The signature/sign features recorded in the data format can be used for analysis by many fifferent

e points

sertions,

N.1 (see

SO/IEC 8824) notation and the ASN.1 Packed Encoding Rules (see ISO/IEC 8825-2), enabling th¢ use of

urposes
19794.

Annex C identifies three indicators of S|gnature/S|gn suitability: quantlty of data compIeX|ty of signature/sign,
and consistency of signature/sign. Annex C suggests measurements that can be made in accessing these
indicators, but does not quantify suitable measurements or provide any structure for recording the indicators.
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Information technology — Biometric data interchange
formats —

Part 11:

Sighature/sign processed dynamic data

I Scope

-or the purpose of biometric comparison, this part of ISO/IEC 19794 specifies_a data interchange fg
brocessed signature/sign behavioural data extracted from a time series;\Captured using devices
Jigitizing tablets, pen-based computing devices, or advanced pen systems.

[he data interchange format is generic, in that it may be applied and:used in a wide range of applicatig
where handwritten signs or signature/signs are involved. No application-specific requirements or feat
hddressed in this part of ISO/IEC 19794.

[his part of ISO/IEC 19794 contains definitions of relevant\terms, a description of what data is extrac
h data format for containing the data, together with advice on whether a set of user's signature/sign is
or identification purposes using this part of ISO/IEC.#9794.

t is advisable that stored and transmitted biomeftic data is time-stamped and that cryptographic techn

Ised to protect their authenticity, integrity, and confidentiality; however, such provisions are beyond th
bf this part of ISO/IEC 19794.

P Conformance

A\ biometric data record conforms to this part of ISO/IEC 19794 if it satisfies all of the normative requi
elated to:

A\) Its data structure;.data values and the relationships between its data elements, as specified in Clg
his part of ISO/JEC19794.

B) The relationship between its data values and the input biometric data from which the biome
ecord was generated, as specified in Clause 8 of this part of ISO/IEC 19794.

A\ system that produces biometric data records is conformant to this part of ISO/IEC 19794 if all biome
ecords that it outputs conform to this part of ISO/IEC 19794 (as defined above). A system does not

rmat for
such as

pn areas
pures are

ted, and
suitable

ques be
e scope

rements

use 8 of

ric data

tric data
need to

but only those that are claimed to be supported by the system.

A system that uses biometric data records is conformant to this part of ISO/IEC 19794 if it can read,

be capable of producing biometric data records that cover all possible aspects of this part of ISO/IEC 19794,

and use

for the purpose intended by that system, all biometric data records that conform to this part of ISO/IEC 19794
(as defined above). A system does not need to be capable of using biometric data records that cover all
possible aspects of this part of ISO/IEC 19794, but only those that are claimed to be supported by the system.
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 19785-2, Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration Authority

ISO/IEC 4072044 Lok i & L L o dgar | koo d L £ " Dooad Ao [ L
I rI5= 1, 1ITHOrNTatdorr ticuririoiovyy — DIUITICUITC Uald ITICTUrNariyc 1uririats — rdart 1. T'TdlTICVWUIR

4 Terms and definitions
For the purposes of this document the terms and definitions given in ISO/IEC 19794-1 and the following apply

4.1
dynamif event
either a[pen-up, pen-down, or turning point event

4.2
pen-down
event from which on the pen tip is touching the writing plane

4.3
dynamig-event data
data that records pen position, pressure and time for a given signature/sign dynamic event

4.4
pen-up
event from which on the pen tip is not touching the writing plane, after a pen-down event

4.5
signature/sign representation
data redorded from a single signature/sign

NOTE A signature/sign representation always starts with a pen-down event and ends with a pen-up event, but
there can be more pen-up and pen-down events within the signature/sign representation.

4.6

turning|point
event from which the sign0f the inclination derived from adjacent samples of either X, Y or F channel changesg

5 Conventions

5.1 Cpordinate system

The coordinate system used to express the pen position shall be a two-dimensional Cartesian coordinate
system. The x-axis shall be the horizontal axis of the writing plane, with the x coordinates increasing to the
right starting at 0. The y-axis shall be the vertical axis of the writing plane, with y coordinates increasing
upwards starting at 0.

5.2 Byte order

The more significant bytes of any multi-byte quantity are stored at lower addresses in memory than (and are
transmitted before) less significant bytes.

2 © ISO/IEC 2013 — All rights reserved
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Within a byte, the bits are numbered from 8 to 1, where bit 8 is the ‘most significant bit' (MSB) and bit 1 the

‘least significant bit’ (LSB).

5.3 Registered format type identifier

The data records specified in this part of ISO/IEC 19794 may be embedded in a CBEFF- (ISO/IEC 19785-1)
compliant biometric information record (BIR). This clause lists the BDB (biometric data block) format owner
identifier and the BDB format type identifier that shall be used if embedded in a CBEFF BIR. This identifier is
registered with IBIA, the CBEFF Registration Authority (see ISO/IEC 19785-2).

SO/IEC 19794.

Table 1 — Format type identifiers

he format owner of the formats defined in ISO/IEC 19794 is ISO/IEC JTC 1/SC 37. The formgt owner
dentifier is 257 (0101Hex). Table 1 lists the format type identifier for the format defined~in)this| part of

dentifier

CBEFF BDB format type

Short name

Full object identifier

16 (00101165

signature-sign-processed-

dynamic

{iso(1) registration-authorijity(1)
cbeff(19785) biometric-
organization(0) jtc1-sc37(257)
bdbs(0) signature-sign-

processed-dynamic(16)}

6 Data format relationships

19794-7
stored data

he processed data format described in this\part of ISO/IEC 19794 may not be the final format used by
jynamic signature/sign analysis algorithms-for signature/sign feature analysis. The format is a segmentation
based signature data format with sufficient information to derive signature/sign features for a variety of
blgorithms. Its use is shown in the flowchart in Figure 1.

Intermediate
processing

19794-11
stored data

sign/signature
data

Internal Signature/si
feature > gn featute
data analysi

7 Recorded Signature/sign data

7.1 Overview

Figure 1 — Data format flowchart

By recording dynamic-event data at significant signature/sign dynamic events of: Pen-down, Pen-up, and
Turning point, these can be combined into larger segments and/or extrapolated into the whole signing

sequence for any feature analysis to be applied.
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Signature/sign data will be recorded as a sequence of Dynamic-event data for each significant dynamic event,
followed by an overall feature data set.

7.2 Dynamic-event data
Whenever a dynamic signature event occurs:

a) Pen-down

bJ—Pen-up
c) Turning point

The X, Y coordinates, pressure F, time T, and type of event shall be recorded.

7.21 Pen-down

Pen-down is an event from which the pen tip is touching on the writing plane. Pen-down)is detected when thg
following change of F channel occurs.

F.q=0and F,>0
7.2.2 Pen-up

Pen-up fis an event from which the pen tip is leaving from the writing plane. Pen-up is detected when thg
following change of F channel occurs.

F.q>0andF,=0
7.2.3 Turning point
A turning point is an event in which the sign of the.inclination derived from adjacent samples of either X, Y or F
channel| changes, where Q denotes either X or-Y of F channel. Two types of turning points are defined as

follows,

Type-1:|Changing from positive to zeroror negative, in this type the turning point of Q channel shall satisfy the
following conditions,

sigh(Q,,_1 — Oy _p) = sign(Qf —10,_1) = positive, and

SIgN(Qps2 ~ Opit) = Sign(Qyir - 0,) = zero or  negative
or

sigh(Qyy_1 ~Op”2) = sign(Q, ~ 0, 1) = zero, and
SigN(Ofa % Opir) = ign(Qy1 ~ O,) = negative

where Q, is the turning point of Q channel.

Type-2: Changing from negative to zero or positive, in this type the turning point of Q channel shall satisfy the
following conditions,

sign(Qy,_1— Oy _o) = sign(Q, — 0,_) = negative, and
$ign(Qpy ~ Opy) = Sign(Qy 1 ~Oy) = zero or  positive

or

4 © ISO/IEC 2013 — All rights reserved
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sign(Q,,_1 =0y, _2) = sign(Q, - 0,y) = zero, and
SIgn(Qy12 = Q1) = 5ign(Qys1 — 0y) = positive

where Q,, is the turning point of Q channel.

Before calculating the sign of the inclination derived from adjacent samples, X, Y and F channels should be
smoothed using a moving average filter of M points as follows (M shall be an odd number),

S

-1

1
o = ﬁ L Oim

o

m=—

= ‘

where Q; is the i-th sample of Q channel.
he unit of measurement of X and Y is millimetres (mm) and the unit of measurement of F is Newtons [(N), and
he unit of measurement of T is milliseconds (ms). To restore the actual values, thé.integer values given in the

BDIR body are to be divided by a scaling value given in the Representation Header. By choosing appropriate
bcaling values, different resolutions can be expressed for several applications?

.3 Overall features Data
Dther parameters that need to be recorded for overall signature/sign dynamic analysis are:

a) Total time

Total time T is defined as the time differencé.between the first recorded time to the last recorded
time of a signature/sign.

The unit of measurement is millisecopnds (ms).

To restore the actual value, the integer value given in the Total Time field is to be divided by a T
Scaling Value given in the Representation Header.

b) Total number of points aquired TNP (this is a function of time and the sampling time capdcities of
the digitiser)

The total number of points measured is defined as the total number of coordinates recorded for a
signature/sign‘as an integer.

c) Mean values

Xmean.5 Mean value of X values
Yiean — Mean value of Y values

Fean — Mean value of pressure (F) values

N a2 e " L " TRV L TR .
Kineanr Ymean @t Fean are the—arithmetic meamof the XY andFvatues white thepemism contact

with the digitizer.

The unit of measurement for Xean, and Ypean is millimetres (mm). The unit of measurement of
Frean is Newtons (N).

To restore the actual value, the integer value given in the X and Y Mean Values field are to be
divided by respectively by X and Y Scaling Value given in the Representation Header.

© ISO/IEC 2013 — All rights reserved 5
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d) Standard deviation values

S, — Standard deviation X value
S, — Standard deviation Y value
S; — Standard deviation F value

Sy, S, and Stare the standard deviation of the X, Y and F values.

Where S= \/M

n

v=values of X, Y, or F

m=arithmetic mean of X, Y or F

n=number of values

The unit of measurement for S, and S, is millimetres (mm).
The unit of measurement for S¢ is Newtons (N).

To restore the actual value, the integer value given in the X‘@nd Y Standard deviation values fielg
are to be divided by respectively by X and Y Scaling Value'given in the Representation Header.

e) Correlation coefficient

Rxy — 1000 x (1+correlation coefficient of all (X,Y)data to 3 significant digits). This will always be

positive. n.lZ(x, -y,)—lzxj ZY,
2 o]

Where the correlation coefficient of all XY data R=

n = number of values

8 Signature/sign processed dynamic record format

8.1 Operview

This part of ISO/IEC 19794 standard defines the composition of the signature/sign processed dynamic record
Each relcord shalkpertain to a single subject and shall contain a signature/sign processed dynamic record
(consisting ofiene or more representations). The organization of the record format is as follows:

a) single fixed-length (15-byte) general record header containing information about the overall record
and

b) A representation body containing a single signature/sign processed dynamic record for each
signature/sign representation, consisting of:

i) A variable-length header containing data pertaining to a single signature/sign representation

ii) Dynamic-event data and overall feature data pertaining to a single signature/sign
representation

iii) Optional extended data (as described in clause 8.7).

6 © ISO/IEC 2013 — All rights reserved
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8.2 General record header

The structure of the General Record Header shall be defined inTable 2.

Table 2 — Signature/sign processed dynamic data block header

General record header Length Comments
field
FUIIIIat iuIUI It;ﬂcl 4 Bytb‘b Ti 1< fUIIIIat iuIUI It;ﬁcl bi Id“ IUU IUL;UIUIUL; ;II fUL

bytes. The format identifier shall consist of thre
characters "SPD" followed by a zero byté“as
NULL string terminator.

W D —

Version number 4 Bytes The number for the version of{\that part ¢
ISO/IEC 19794 used for constructing the BDIR
shall be placed in four bytes., This version numbe
shall consist of three ASCIl-numerals followed by
zero byte as a NULL string terminator. The firs
and second character will represent the majg
version number and) the third character wi
represent the miner-revision number. The versio
number shall be<010” — Version 1 revision O.

= = ~ U = A =

=

Length of record 4 Bytes The length. (in bytes) of the entire BDIR shall b
recordedin four bytes. This count shall be the tota
length\of the BDIR including the general recorl
header and one or more representation records.

—

[

Number of 2 Bytes The total number of representation record
representations contained in the BDIR shall be recorded in tw
bytes. A minimum of one representation i
required.

O

Certification flag 1 byte The one-byte certification flag shall indicat
whether each representation header includes
certification block. Its value shall be 00Hex t
indicate that no representation contains
certification block.

WO W D

NOTE The certification flag has been added fqg
upward compatibility with later versions of the format i
which representation headers may contain certificatiop
blocks.

=2 =

8.3) Representation header

8.3.1 Overview

The fields of the representation header shall be those defined in Table 3 and Table 6.

© ISO/IEC 2013 — All rights reserved 7
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Table 3 — Common elements of the representation header

Name

Length

Harmonized text for record format definitions

Length

Representation

4 bytes

Denotes the length in bytes of the representation header including the representation
header fields.

Capture date
and time

9 bytes

The capture date and time field shall indicate when the capture of this representation
started in Coordinated Universal Time (UTC). The capture date and time field shall
consist of 9 bytes. Its value shall be encoded in the form given in ISO/IEC 19794-1.

Captur
technol
identifig

.
aevice
Pgy

r

4 loa ik
roUylc

Thc uaptulc dCV;bC ‘le:‘IIIU:UHy :D Ohd:: bc Gllbudcd ;II UTIT by‘tc Thla flc:d th:: ;Ild;bdtc
the class of capture device technology used to acquire the captured biometric sample.’ A
value of 00Hex indicates unknown or unspecified technology. See Table 4 — for the, list
of possible values.

Capturg
vendor

device
dentifier

2 bytes

The capture device vendor identifier shall identify the biometric organisation ‘that owns
the product that created the BDIR. The capture device algorithm vendor identifier shall be
encoded in two bytes carrying a CBEFF biometric organization identifier (registered by
IBIA or other approved registration authority). A value of all zeros shall indicate that the
capture device vendor is unreported.

Capturg
type idg

device
ntifier

2 bytes

The capture device type identifier shall identify the product type’that created the BDIR. It
shall be assigned by the registered product owner.or_other approved registration
authority. Registered product types shall include all, valid' combinations of writing tablet
and pen as a single product where applicable. A value of all zeros shall indicate that the
capture device type is unreported. If the capture{device vendor identifier is 00004ex, then
also the capture device type identifier shall be0000Hex.

Quality

record

1ton
bytes

A quality record shall consist of a length field followed by zero or more quality blocks. The
length field shall consist of one byte. It ‘shall represent the number of quality blocks as an
unsigned integer.

Each quality block shall consist of

a quality score,

a quality algorithmevendor identifier, and

a quality algorithm identifier.

A quality score’ should express the predicted comparison performance of a
representation.” A quality score shall be encoded in one byte as an unsigned integer.
Allowed values are

— ~. 0o 100 with higher values indicating better quality,
=) 255, i.e. ffuex, for indicating that an attempt to calculate a quality score failed.

The quality algorithm vendor identifier shall identify the provider of the quality algorithm.
The quality algorithm vendor identifier shall be encoded in two bytes carrying a CBEFF
biometric organization identifier (registered by IBIA or other approved registration
authority). A value of all zeros shall indicate that the quality algorithm vendor is
unreported.

The quality algorithm identifier shall identify the vendor’'s quality algorithm that created

the quality score. Tt shall be assigned by the provider of the quality algorithm or an
approved registration authority. The quality algorithm identifier shall be encoded in two
bytes. A value of all zeros shall indicate that the quality algorithm is unreported.

© ISO/IEC 2013 — All rights reserved
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8.3.2 Format for capture device technology ID

Table 4 — Capture device technology ID

Name Length | Class of device technology
Capture 1 byte | Capture device technology ID shall be encoded in 1 byte where:
device

004ex is Unknown or unspecified

01 hex is Electromagnetic

02 4ex is Semiconductor

04 yex is Special pen with acceleration sensors
08 pex is Special pen with optical sensors

technology ID

All other values are reserved by SC 37 for future use.

8.3.3 Format for quality descriptor

[his part of ISO/IEC 19794 shall support a variable number of quality scores \per representation, as ghown in

Figure 2. Each score should be encoded using the 5-byte quality block shown in Table 5 — and the fext that
ollows.

1 byte 5 bytes 5 bytes 5 bytes
# of Quality ) i _
Blocks = N Quality Block Quality Block Quality Block
1 2 N

Figure 2 — Support for multiple quality blocks

© ISO/IEC 2013 — All rights reserved 9
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Table 5 — Structure of quality fields

Description Length | Valid values Note
Number of Quality 1byte | 0to255 This field is followed by the
Blocks number of 5-byte Quality

Blocks reflected by its value.

A value of zero (0) means that

no attempt was made to assign
g quatity score. fmthisTase, o
Quality Blocks are present.

Quality Score 1byte | 0to 100 0: lowest
255 100: highest

255: failed attemptdo‘assign a
quality score

Quality algorithm 2 bytes | 0to FFFFpex Quality Algorithm Vendor ID
vendor ID shall be registered with IBIA or
other approved registration
autherity’as a CBEFF biometric
organization in accordance
with CBEFF vendor ID registry
procedures in ISO/IEC
19785-2. A value of all zeros
shall indicate that the value for
this field is unreported.

Quality algorithm ID | 2 bytes | 0 to FFFFpe Quality Algorithm ID shall be
registered with IBIA or other
approved registration authority
as a CBEFF organization in
accordance with CBEFF
product registry procedures in
ISO/IEC 19785-2. A value of all
zeros shall indicate that the
value for this field is
unreported.

Quality Block

Quality Score — 1 byte — Quality score, as defined in ISO/IEC 29794-1, shall be a quantitative expression of
the predicted verificationCperformance of the biometric sample. Valid values for Quality Score are integers
between 0 and 100, where higher values indicate better quality. A value of 255 is to handle a special case. An
entry off 255 shallindicate a failed attempt to calculate a quality score. This value of Quality Score is
harmonized with {SO/IEC 19784-1, where 255 is -1.

NOTE 1 BioAPI, unlike ISO/IEC 19794 uses signed integers.

Quality AtgorithmVendortb—=2bytes—=To emabtethe recipientof thequatity scoretodifferentiate betweer
quality scores generated by different algorithms, the provider of quality scores shall be uniquely identified by
the this two-byte field. This is registered with the IBIA or other approved registration authority.

Quality Algorithm ID — 2 bytes — Specifies an integer product code assigned by the vendor of the quality
algorithm. It indicates which of the vendor’s algorithms (and version) was used in the calculation of the quality
score and should be within the range 1 to 65535.

NOTE 2  Multiple quality scores calculated by the same algorithm (same vendor ID and algorithm ID) shall not be
present in a single representation.

10 © ISO/IEC 2013 — All rights reserved
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8.3.4 Signature/sign processed dynamic elements of representation header

Table 6 — Signature/sign processed dynamic elements of representation header

Description

Length

Valid values

Notes

X scaling value

2 bytes

Exponent 0x0 to Ox1F

Fraction 0x0 to Ox7FF

An X scaling value that shall consist of 2

bytes. The 5 most significant bits of the first

byte shall constltute the exponent field E,
and tha rammainina 11 hite chall caonct tute

Tt |u|||uu||||3 T oTtooTTaTCOTTot

the fraction field F.

The exponent field E contains an ungigned
integer representing the base 2 expopent of

the scaling value biased by 16. For the
exponent, signed integer values in the
range from —16 to(15 are allowed. Fgr

encoding the exponent value, 16 is t¢ be
added in order.to get an unsigned value.
For decoding/the exponent value, 16|is to

be subtfacted from the contents of E.

Thefraction field F contains the bit fi¢ld that

lies; in binary notation, to the right of the
binary point of the mantissa of the scaling
value. The mantissa shall be scaled {o the

range 1 < mantissa < 2.

The scaling value is calculated by

S= 1+% 25

The scaling value has a range from 27'® to

(1+2047/2048)-2"°, i.e. from
0,0000152587890625 to 65520.

Example: s=1 when E=16 and F=0

If unknown the scaling value is set to] 00 ex.

© ISO/IEC 2013 — All rights reserved
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Description

Length

Valid values

Notes

Y scaling value

2 bytes

Exponent 0x0 to Ox1F

Fraction 0xO to Ox7FF

A'Y scaling value that shall consist of 2
bytes. The 5 most significant bits of the first
byte shall constitute the exponent field E,
and the remaining 11 bits shall constitute
the fraction field F.

The exponent field E contains an unsigned

inteaerranrasantinatha hacsa 2 avnonentof
Hteger—+epresSenthig—+e =-EXPOHReR+6+

the scaling value biased by 16. For the
exponent, signed integer values in the
range from —16 to 15 are allowed. For
encoding the exponent value, 16 js to'be
added in order to get an unsigned value.
For decoding the exponent yalue, 16 is to
be subtracted from the contents of E.

The fraction field F eontains the bit field that
lies, in binary notation, to the right of the
binary point of the)mantissa of the scaling
value. The mantissa shall be scaled to the
range 1 < mantissa < 2.

The.Scaling value is calculated by

The scaling value has a range from 2%t

(1+2047/2048)-2"°, i.e. from
0,0000152587890625 to 65520.

Example: s=1 when E=16 and F=0

If unknown the scaling value is set to 00gx.

T scaling value

2 bytes

Exponent 0x0 to Ox1F

Fraction 0x0 to OX7FF

A T scaling value that shall consist of 2
bytes. The 5 most significant bits of the first
byte shall constitute the exponent field E,
and the remaining 11 bits shall constitute
the fraction field F.

The exponent field E contains an unsigned

integer representing the base 2 exponent of
thao cealina vualbiin hinend v 168 EAr tha

3
o otamm g varaCoiasSCU— oy~ 1O T O tiC

exponent, signed integer values in the
range from —16 to 15 are allowed. For
encoding the exponent value, 16 is to be
added in order to get an unsigned value.
For decoding the exponent value, 16 is to
be subtracted from the contents of E.

12
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Description Length Valid values Notes
The fraction field F contains the bit field that
lies, in binary notation, to the right of the
binary point of the mantissa of the scaling
value. The mantissa shall be scaled to the
range 1 < mantissa < 2.
The scaling value is calculated by
F E-16
s=|1+—|.2
2
The scaling value hasa’tange from 47'® to
(1+2047/2048).27%; i.e. from
0,0000152587890625 to 65520.
Example; 's=1 when E=16 and F=0
If unknown the scaling value is set to] 00 ex.
- scaling value 2 bytes Exponent 0x0 to Ox1F An'F scaling value that shall consist ¢f 2

Fraction 0x0 to Ox7FF

bytes. The 5 most significant bits of the first
byte shall constitute the exponent field E,
and the remaining 11 bits shall const|tute
the fraction field F.

The exponent field E contains an ungigned
integer representing the base 2 expohent of
the scaling value biased by 16. For the
exponent, signed integer values in the
range from —16 to 15 are allowed. Fgr
encoding the exponent value, 16 is t¢ be
added in order to get an unsigned vajue.
For decoding the exponent value, 16|is to
be subtracted from the contents of E

The fraction field F contains the bit fi¢ld that
lies, in binary notation, to the right of the
binary point of the mantissa of the scaling
value. The mantissa shall be scaled {o the
range 1 < mantissa < 2.

The scaling value is calculated by

(1. F),)E—lé

3— I |
L2
The scaling value has a range from 2%t

(1+2047/2048)-2"°, i.e. from
0,0000152587890625 to 65520.

Example: s=1 when E=16 and F=0

If unknown the scaling value is set to 00yex

© ISO/IEC 2013 — All rights reserved

13



https://standardsiso.com/api/?name=cd24dc970d290a4be07f890053ac5545

ISO/IEC 19794-11:2013(E)

Description Length Valid values Notes

Number of 4 bytes 0x1 to OXFFFFFFFF Number of Dynamic-event data records

Dynamic-event shall represent the total number of

data records Dynamic-event data records in the
signature/sign representation.

Number of 1byte 0x1 to OxFF Number of samples for moving average. M

samples for shall be an odd number.

moving gverage
filter

1

M
Q=13

rvi C)i+m
M i
2

m=———

8.4 Reppresentation body

Any dyrfamic signature/sign event shall result in Dynamic-event data being recorded as described in Table 7
Thus tuning points in both X and Y planes are recorded (and if data availableyeven if the pen is not in contact
with the| writing plane), pen up and pen down events are recorded, and if-pressure is available then turning
points in F are optionally recorded.

Table 7 — Dynamic-event data.record

Desdription

Length

Valid values

Notes

X

2 bytes

0x0 to OxFFFF

X coordinates shall be recorded as 2 bytes.
Integer values in the range from -32768 to
32767 are allowed. These values shall be
encoded as unsigned integers after adding
32768 to each value. Hence, for non-
negative numbers, bit 8 of the most
significant byte has the value 1; for negative
numbers, bit 8 of the most significant byte
has the value 0. For decoding these values,
32768 is to be subtracted from each
recorded value.

2'bytes

0x0 to OxFFFF

Y coordinates shall be recorded as 2 bytes.
Integer values in the range from -32768 to
32767 are allowed. These values shall be
encoded as unsigned integers after adding
32768 to each value. Hence, for non-
negative numbers, bit 8 of the most
_significant byte has the value 1; for

negative numbers, bit 8 of the most
significant byte has the value 0. For
decoding these values, 32768 is to be
subtracted from each recorded value.

2 bytes

0x0 to OxFFFF

Pressure shall be recoded as 2 bytes.
Integer values in the range 0 to 65535 are
allowed. These values shall be encoded as
unsigned integers.

14
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Description

Length

Valid values

Notes

If pressure is not measured then the values
are set to 0.

2 bytes

0x0 to OxFFFF

Time shall be recorded as 2 bytes. Integer
values in the range from 0 to 65535 are
allowed. These values shall be encoded as
unsigned integers

Type of Event

1 byte

0x0 to Ox1F

Type of Event shall be recorded asf| byte
where:

Bit 1 is Pen-up

Bit 2 is Pen-down

Bit 3 is X turning point

Bit 4 is Y turning point

Bit 5 is F turning point

Bit 6 is Type of X turning point
Bit 7 is Type-of Y turning point
Bit 8 is. Type of F turning point

When each event happens, it shall be
encoded with the value 1. For turning point,
types of turning point shall be encodg¢d with
the value 0 for type-1 and the value | for

type-2.

B.5 Overall feature data

Table 8 — Overall feature data

Description Length Valid values Notes
Total time 2 bytés 0x0 to OxFFFF Total time shall be recorded as twp bytes.
Integer values in the range 0 to 69535 are
allowed. These values shall be encpded as
unsigned integers.
Ximean 2 bytes 0x0 to OxFFFF Mean X shall be recorded as 2 bytes.

Integer values in the range from -32168 to
32767 are allowed. These values shall be

encoded as unsigned integers after adding
32768 to each value. Hence, for nont
negative numbers, bit 8 of the most
significant byte has the value 1: for negative

numbers, bit 8 of the most significant byte
has the value 0. For decoding these values,
32768 is to be subtracted from each
recorded value.

© ISO/IEC 2013 — All rights reserved
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Description Length Valid values Notes

Y mean 2 bytes 0x0 to OxFFFF Mean Y shall be recorded as 2 bytes.
Integer values in the range from -32768 to
32767 are allowed. These values shall be
encoded as unsigned integers after adding
32768 to each value. Hence, for non-
negative numbers, bit 8 of the most
significant byte has the value 1; for negative
numbers hit H ifi

has the value 0. For decoding these values;
32768 is to be subtracted from each
recorded value.

Floean 2 bytes 0x0 to OXFFFF Mean pressure shall be recorded as 2 bytes
Integer values in the range 0-to 65535 are
allowed. These values shall be encoded as
unsigned integers

Stahdard 2 bytes 0x0 to OXFFFF X standard deviatien/shall be recorded as 2
deviation X bytes. Integer values in the range 0 to 65535
are allowed. hese values shall be encoded
as unsigned.integers.
Stapdard 2 bytes 0x0 to OxFFFF Y standard deviation shall be recorded as 2
devigtion Y bytes. Integer values in the range from 0 to
65535 are allowed. These values shall be
encoded as unsigned integers
Stapdard 2 bytes 0x0 to OXFFFF Pressure standard deviation shall be
deviption F recorded as 2 bytes. Integer values in the
range from 0 to 65535 are allowed. These
values shall be encoded as unsigned
integers
Corrglation 2 bytes 0x1 to-OxFFFF The correlation coefficient shall be recorded
coefficient as 2 bytes. Integer values in the range 1 to

65535 are allowed. These values shall be
encoded as unsigned integers.

8.6 Extended data

The exténded data‘length field shall indicate the number of contents bytes in the optional extended data field
The length field shall consist of 2 bytes, representing the number of subsequent contents bytes as ar
unsignef integer. Values in the range 0 to 65535 are allowed.

The optional extended data field allows for inclusion of additional data that may be used by comparison
algorithms. The structure of the extended data field is not prescribed by this part of ISO/IEC 19794. If
extended data is present and the comparison algorithm does not recognize its format, the algorithm shall
ignore it.

NOTE Comparison algorithms claiming to use data blocks conforming to the format defined in this part of
ISO/IEC 19794 should be capable of achieving equivalent biometric performance in terms of error rates when processing
data blocks without extended data and when processing data blocks with extended data. If extended data is present and
the comparison algorithm does not require it, the algorithm shall ignore it.
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Annex A
(normative)

Conformance testing methodology

This part of ISO/IEC 19794 specifies a biometric data interchange format for storing, recordi

ng, and

he record.

fested to determine whether they conform to those specifications. Conforming implementation

methodology.
his normative annex is intended to specify elements of confermance testing methodology, test as

he content of this annex will be available as a separate document (Amendment), to supplement thi
SO/IEC 19794.

ransmitting one or more signature/sign representations. Each representation is accompanied by, modality-
5pecific metadata contained in a header record. This annex establishes tests for checking the corregtness of

he objective of this part of ISO/IEC 19794 cannot be completely achieved until biometric productg can be

b are a

necessary prerequisite for achieving interoperability among implementations; therefore’there is a need for a
standardised conformance testing methodology, test assertions, and test procedures as applicable to| specific
modalities addressed by each part of ISO/IEC 19794. The test assertions will'cover as much as prdctical of
he ISO/IEC 19794 requirements (covering the most critical features), so thatthe conformity results produced
Dy the test suites will reflect the real degree of conformity of the implementations to ISO/IEC 19794 data
nterchange format records. This is the motivation for the development of this conformance| testing

sertions,

nd test procedures as applicable to this part of ISO/IEC 19794/For this edition of this part of ISO/IEC 19794,

5 part of

© ISO/IEC 2013 — All rights reserved
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Annex B
(informative)

ASN.1 specification of the data format

B.1 Al

The bod
process

It can,
represe

a) diffd

b) diffe

Java programming languages;

c) awi
d) eas
e) am

The abs
dynamig
(BASICH
includin
specifie

Using th
represe

specifications to programming language data structures are called ASN.1 compilers, and are supported by

run-time
ISO/IEC
vendors|
encodin
prograni

B.2 Si

pstract syntax of the signature/sign processed dynamic data encodings

y of this part of ISO/IEC 19794 specifies the complete bit-level representations of the signature/sign
ed dynamic data BDIR format that are suitable for transfer or storage.

however, be useful to define the information content of this format independentlyCof the bit-leve
ntation (its abstract syntax). This enables:

rent encodings to be used (for example, an XML encoding) where appropriate;

rent in-core representations to be used, using structures suited for easy processing with the C, C++ of

der range of tools to be used in the implementation of these formats;
er in-core representation on machines that do not have a big<endian hardware architecture; and
bre easily understood description of the values in the formats.

tract syntax is specified in this Annex using ASN.1 (ISO 8824-1 [1]). The signature/sign processeq
data standard encodings are obtained by application of the ASN.1 Basic Packed Encoding Ruleg
PER — see ISO 8825-2 [2]), unaligned variant, to the ASN.1 modules given in the clause A.2
j additional PER Encoding Instructionsx(The resulting encodings are exactly the same as thosg
i in the body of this part of ISO/IEC 19794.

e abstract syntax as the schema,\teols can convert between any encoding of the values and in-core
ntations on any hardware architecture and for any programming language. Tools that convert thesg

routines that will convertybetween an in-core value and any desired (specified) encoding in the
8825 multi-part standard (this includes XML encodings). These tools are supported by multiple
In particular, togls~that convert between the signature/sign processed dynamic data standarg
j and in-core representations of the values are available for most hardware architectures and most
ming languages.

gnature/sign processed dynamic data format

18

Signature/signSignDynamicFormatModule
{iso standard 19794 signature/sign-sign-processed-dynamic (11) modules (0)
version (0)}
DEFINITIONS
PER INSTRUCTIONS
-- This specifies that PER Encoding Instructions are to be applied
AUTOMATIC TAGS ::=
BEGIN

Signature/signSignDynamicBlock ::= SEQUENCE {
header GeneralHeader,
body Body }
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