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Foreword

ISO (the|International Organization for Standardization) and IEC (the International Electrotechnical Commis-
sion) form the specialized system for worldwide standardization. National bodies that are members of ISO ar
IEC participate in the development of International Standards through technical committees established by the
respectie organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborgte in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison|with ISO and IEC, also take part in the work. In the field of information technology, ISO and {EC have
establishled a joint technical committee, ISO/IEC JTC 1.

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards.. Draft International Stan-
dards adopted by the joint technical committee are circulated to national bodies fer¥oting. Publication as an
Internatignal Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention|is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all’such patent rights.

ISO/IEC [19794-1 was prepared by Joint Technical Committee ISOAEC JTC 1, Information technology, Sub-
committde SC 37, Biometrics.

ISO/IEC [19794 consists of the following parts, under the gengtal title Information technology — Biometric data
interchange formats:

— Part|1: Framework

— Part|2: Finger minutiae data

— Part|3: Finger pattern spectral data

— Part|4: Finger image data

— Part|5: Face image data

— Part|6: Iris image data

— Part|7: Signataré/sign time series data

— Part|8: Finger pattern skeletal data

—  Part'9Vaseularimagedata

Crorta

— Part 10: Hand geometry silhouette data

The following part is under preparation:

— Part 11: Signature/sign processed dynamic data

iv © ISO/IEC 2006 — All rights reserved
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Introduction

This part of ISO/IEC 19794 is intended to describe the general aspects and requirements for defining biomet-
ric data interchange formats.

The notation and transfer formats provide platform independence and separation of transfer.syntax from con-
tent definition. This part of ISO/IEC 19794 defines what is commonly applied for biometric data| formats,
i.e. the standardization of the common content, meaning, and representation of biometric data fgrmats of
biometric types considered in the specific parts of ISO/IEC 19794.

Figure 1 shows the interrelation of biometric-related ISO/IEC standatdization fields. Biomejric data
complying with a biometric data interchange format of ISO/IEC 19794\represent the core comgonent of
biometric interoperability. Biometric formats frameworks such as ISO/IEC 19785 (CBEFF) serve as g wrapper
around biometric data. Since biometric data are sensitive data and subject to attack, cryptographic grotection
is required in interchange environments. Biometric properties with-frespect to profiles, security evalugtion and
performance also play an important role. Biometric interfaces/are-essential to facilitate easy integration and
usage of biometric components. The emerging harmonized ¥0¢abulary is recommended for use in describing
biometric technology. The deployment of applications using biometric verification or identification takes place
within the context of societal and cross-jurisdictional requirements.

Societahand Jurisdictional Issues

Harmonized Biometric Vocabulary

Biometric Interfaces
(BioAPI, BioAMI, Card Interface, ...)

Biometric System Properties
(Biometric Profiles, Security Evaluation,
Performance Evaluation)

Biometric
Data Security Attributes
(Confidentiality, Integrity)

Biometric Formats
Framework (CBEFF, LDS)

Biometric Data
Interchange Formats

Figure 1 — General interrelation model of biometric issues
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INTERNATIONAL STANDARD ISO/IEC 19794-1:2006(E)

Information technology — Biometric data interchange
formats —

Part 1:
Framework

1 Scope

This part of ISO/IEC 19794 specifies

— general aspects for the usage of biometric data structures,
— the types of biometric data structure,

— a naming concept for biometric data structures,

— a coding scheme for format types.

Biometric data include but are not limited to finger minutiae, finger pattern, finger image, face image,|iris
mage and signature/sign behavioural data.

R Normative references
The following referenced documents are-indispensable for the application of this document. For dated regfer-
ences, only the edition cited applies~For undated references, the latest edition of the referenced document
including any amendments) applies.

SO/IEC 7816-11:2004, Identification cards — Integrated circuit cards — Part 11: Personal verification through
biometric methods

SO/IEC 19785-1:—, cInfermation technology — Common Biometric Exchange Formats Framework — Paft 1:
Data element specification '

SO/IEC 19785<3'—, Information technology — Common Biometric Exchange Formats Framework — Paft 3:
Patron format Specifications 1

B..Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31
biometric
pertaining to the field of biometrics

1 To be published.

© ISO/IEC 2006 — All rights reserved 1
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3.2

biometrics

automated recognition of living persons based on observation of behavioural and biological (anatomical and
physiological) characteristics

3.3
biometric algorithm
sequence of instructions that tell a biometric system how to solve a particular problem

NOTEH| A biometric algorithm will have a finite number of steps and is typically used by the biometric system softwarg
to declde whether biometric verification or identification data and a biometric template match.

34
biometric behavioural data
biometric data resulting from a dynamic action of the user

EXAMPLE data resulting from writing, speaking, or typing

3.5
bionletric data
any dpta representing a biometric characteristic

EXAMPLE sensor data, image data, behavioural data, feature data

3.6
biontetric feature

repregentation of a biometric characteristic that can be used b{’a biometric algorithm for the purpose of com-
paring data sets of the same biometric type with each other

NOTH| The biometric feature may be composed of individual biometric feature data units.

3.7
biometric feature data unit
smallest individual unit of extracted featuredata

EXAMPLE minutia of a fingerprint

3.8
biometric feature extraction

process of converting pre-processed sensor data into a biometric template, verification or identification data so
that itfcan be compared ‘with other extracted feature data

3.9
biometric identification

one-tp-many. process of comparing submitted biometric data against all records of a database to determine
whether itmatches and, if so, to identify the respective person

3.10
biometric identification data
data acquired during an identification process for comparison with several biometric templates

3.1

biometric image data

pre-processed biometric data that result from the presentation of a physiological (i.e. static) biometric feature
of a user and are represented by pixels in a spatial coordinate system

EXAMPLE fingerprint image data

2 © ISO/IEC 2006 — Al rights reserved
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3.12
biometric information

06(E)

information needed by the feature extraction and data formatting components of a biometric system to con-

struct the biometric verification or identification data

3.13
biometric template
biometric sample or combination of biometric samples that is suitable for storage as a reference for

future

comparison

3.14
biometric sample
information obtained from a biometric device, either directly or after processing

3.15

biometric system
automated system capable of capturing biometric sensor data from a user, exiracting feature data fror
processed acquired data, comparing the processed feature data with those contained in one or more bio
templates, deciding how well they match, and indicating whether or not an identification or verification of
tity has been achieved

3.16
biometric type
type of biometric technology

EXAMPLE fingerprint

3.17

biometric verification
automated process of assessing a claim that submitted biometric sample(s) and a stored biometric ten
are from the same source

3.18
biometric verification data
data acquired during a verification process for comparison with the biometric template

3.19

enrolment

process of collegting”biometric data from a person and the subsequent preparation and storage of bio
templates representing that person's identity

3.20
intermediate biometric sample
biomettic sample obtained by processing an acquired biometric sample, intended for further processing

n that
metric
iden-

hplate

metric

P .V

J.4 1

matching

process of comparing biometric data with a previously stored biometric template and scoring the le
similarity

NOTE An accept or reject decision is then based on whether this score exceeds the given threshold.
3.22

processed biometric sample
biometric sample suitable for comparison

© ISO/IEC 2006 — All rights reserved
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ired biometric sample

raw biometric sample
biometric sample obtained directly from an individual by means of a biometric capture device

4 Abbreviated terms

For tH

API
BDB

CBEF

IBIA
LDS
SB

SBH

e purposes of this document, the tollowing abbreviated terms apply.

Application Programming Interface
Biometric Data Block

F Common Biometric Exchange Formats Framework
International Biometric Industry Association
Logical Data Structure
Signature Block
Standard Biometric Header

5 General biometric system

5.1

Given
biomg

Conceptual diagram of general biometric system

the variety of applications and technologies, it might seem difficult to draw any generalizations about
tric systems. All such systems, however, have many elements\in common. Biometric samples are ac-

quirei from a subject by a sensor. The sensor output is sent to a_processor which extracts the distinctive but

repe
can b
plates
based

able measures of the sample (the “features”), discarding all"other components. The resulting features

e stored in the database as a “template”, or compared.te.@ specific template, many templates or all tem-
already in the database to determine if there is a match. A decision regarding the identity claim is made
upon the similarity between the sample features and‘those of the template or templates compared.

Figure 2 illustrates the information flow within a general biometric system, showing a general biometric system

consi

5ting of data capture, signal processing,, sterage, matching and decision subsystems. This diagram

D23 Datq - Matching Decision
Capture Storage
Enrolment
Identjty »Database " Tempjate Matching Similarity
flaim ) A . Score(s)
. Signal
[ |
Presentation=” Template/J Processing Match? Candidate?
\ .
)‘ ®annm Egﬂlztﬁ Match/ V C.andidate
& mBiometric Non-match || Threshold |l List

®Characteristics A
- Features
\arified? Identified?

Quality Control
[ 1]

Re-acquire K %

Sensor Feature Extraction 7
. Decision
Segmentation Criteria

Verification Identification
Outcome Outcome

EEEEBEBEEBEEnOIMent
CVeriﬁcation
Identification

Figure 2 — Components of general biometric system
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illustrates both enrolment, and the operation of verification and identification systems. The following
subclauses describe each of these subsystems in more detail. It should be noted that, in any real biometric
system, these conceptual components may not exist or may not directly correspond to the physical
components.

5.2 Conceptual components of a general biometric system

5.21 Data capture subsystem

The data capture subsystem collects an image or signal of a subject’s biometric characteristics that they have
presented to the biometric sensor, and outputs this image/signal as a biometric sample.

5.2.2 Transmission subsystem

The transmission subsystem (not portrayed in diagram, not always present or visibly/present in a bioetric
system) will transmit samples, features, and/or templates between different subsystems! Samples, featufes or
templates may be transmitted using standard biometric data interchange formats=The biometric sampl¢ may
be compressed and/or encrypted before transmission, and expanded and/or deerypted before use. A bipmet-
ric sample may be altered in transmission due to noise in the transmission.channel as well as losses |n the
compression/expansion process. It is advisable that cryptographic technjques be used to protect the adthen-
ticity, integrity, and confidentiality of stored and transmitted biometric data.

5.2.3 Signal processing subsystem

The signal processing subsystem extracts the distinguishing'features from a biometric sample. Thig may
involve locating the signal of the subject’'s biometric characteristics within the received sample (a prpcess
known as segmentation), feature extraction, and quality.control to ensure that the extracted features ar¢] likely
to be distinguishing and repeatable. Should quality control reject the received sample/s, control may return to
the data capture subsystem to collect a further sample/s.

In the case of enrolment, the signal processing subsystem creates a template from the extracted biometric
features. Often the enrolment process requires features from several presentations of the individual's biomet-
ric characteristics. Sometimes the templ/ate’comprises just the features.

5.2.4 Data storage subsystem

Templates are stored withinan enrolment database held in the data storage subsystem. Each template is
associated with details of-the enrolled subject. It should be noted that prior to being stored in the enrdiment
database, templates may-be re-formatted into a biometric data interchange format. Templates may be $tored
within a biometric capture device, on a portable medium such as a smart card, locally such as on a pefsonal
computer or local.server, or in a central database.

5.2.5 Matching subsystem

In the matching subsystem, the features are compared against one or more templates and similarity gcores
arespassed to the decision subsystem. The similarity scores indicate the degree of fit between the features
anhd template/s compared. In some cases, the features may take the same form as the stored template. For
verification, a single specific claim of subject enrolment would lead to a single similarity score. For identifica-

tion, many or all templates may be compared with the features, and output a similarity score for each compari-
son.

5.2.6 Decision subsystem

The decision subsystem uses the similarity scores generated from one or more attempts to provide the deci-
sion outcome for a verification or identification transaction.

© ISO/IEC 2006 — Al rights reserved 5
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In the case of verification, the features are considered to match a compared template when the similarity
score exceeds a specified threshold. A claim about the subject’s enrolment can then be verified on the basis
of the decision policy, which may allow or require multiple attempts.

In the case of identification, the enrolee identifier or template is a potential candidate for the subject when the
similarity score exceeds a specified threshold, and/or when the similarity score is among the highest k values
generated for a specified value k. The decision policy may allow or require multiple attempts before making an
identification decision.

NOTH| Conceptually, it is possible to treat multi-biometric systems in the same manner as uni-biometric systems, by,
treating the combined biometric samples/templates/scores as if they were a single sample/template/score and allowing the
decisipn subsystem to operate score fusion or decision fusion as and if appropriate.

5.2.7| Administration subsystem

The administration subsystem (not portrayed in diagram) governs the overall policy, implementation and
usage of the biometric system, in accordance with the relevant legal, jurisdictional and societal constraints and
requifements. lllustrative examples include:

— providing feedback to the subject during and/or after data capture;

— requesting additional information from the subject;

— sforage and format of the biometric templates and/or biometric interChange data;

— provide final arbitration on output from decision and/or scores;

— t threshold values;

— t biometric system acquisition settings;

— ntrol the operational environment and non-biometric data storage;

— provide appropriate safeguards for end-user privacy;

— interact with the application that utilizes the biometric system.

5.2.8 Interface

The Riometric system may-or-may not interface to an external application or system via an Application Pro-
gramining Interface, Hardware Interface or a Protocol Interface (not portrayed in diagram).

5.3 |Functions_of‘'general biometric system

5.3.1 Enroiment

In enfolment, a transaction by a subject is processed by the system in order to generate and store an enrol-
mentlemplate for that individual.

Enrolment typically involves:
— sample acquisition;
— segmentation and feature extraction;

— quality checks, (which may reject the sample/features as being unsuitable for creating a template, and
require acquisition of further samples);

6 © ISO/IEC 2006 — All rights reserved
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— template creation (which may require features from multiple samples), possible conversion into a biomet-

ric data interchange format and storage;

— test verification or identification attempts to ensure that the resulting enrolment is usable;

— should the initial enrolment be deemed unsatisfactory, repeated enrolment attempts may be allowed

(dependent on the enrolment policy).

2.9.4 veritication

In verification, a transaction by a subject is processed by the system in order to verify a positive spéecific
about the subject’s enrolment (e.g. “I am enrolled as subject X”). Verification will either accept or reje
claim. The verification decision outcome is considered to be erroneous if either a false claim is accepted
accept) or a true claim is rejected (false reject). Note that some biometric systems will allow/a single end
to enrol more than one instance of a biometric characteristic (for example, an iris system\may allow end-
to enrol both iris images, while a fingerprint system may have end-users enrol two ormore fingers as bs
in case one finger gets damaged).

Verification typically involves:
— sample acquisition,
— segmentation and feature extraction,

— quality checks (which may reject the sample/features as‘being unsuitable for comparison, and re
acquisition of further samples),

claim
ct the
(false
-user
users
ckup,

quire

— comparison of the sample features against thetemplate for the claimed identity producing a sinjilarity

score,

— judgement on whether the sample features match the template based on whether the similarity
exceeds a threshold,

— a verification decision based on\the match result of one or more attempts as dictated by the de|
policy.

EXAMPLE In a verification'system allowing up to three attempts to be matched to an enrolled template, a fals¢
tion will result with any combination of failures-to-acquire and false non-matches over three attempts. A false acce
will result if a sample is_acquired and falsely matched to the enrolled template for the claimed identity on any o
attempts.

5.3.3 Identification

Score

cision

rejec-
btance
three

In identification, a transaction by a subject is processed by the system in order to find an identifier of the sub-

ject’s enrolment. Identification provides a candidate list of identifiers that may be empty or contain onl
identifier. Identification is considered correct when the subject is enrolled, and an identifier for their enrg
is{in\the candidate list. The identification is considered to be erroneous if either an enrolled subject’s idg

y one
Iment
ntifier
rolled

isynot in the resulting candidate list (false-negative identification error), or if a transaction by a non-en

subject produces a nor-empty candidate tist(fatse-positive Tderntificatiorrerror):
Identification typically involves:
— sample acquisition;

— segmentation and feature extraction;

— quality checks (which may reject the sample/features as being unsuitable for comparison, and require

acquisition of further samples);

© ISO/IEC 2006 — All rights reserved
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comparison against some or all templates in the enrolment database, producing a similarity score for
each comparison;

judgement on whether each matched template is a potential candidate identifier for the user, based on
whether the similarity score exceeds a threshold and/or is among the highest k scores returned, produc-
ing a candidate list;

an identification decision based on the candidate lists from one or more attempts, as dictated by the deci-

fofpotey-

6 sage context of biometric data interchange formats
The structure and content of biometric data structures for interchange depend on the intended usage context.
Therd may be

If-contained data structures providing all necessary information;

ta structures designed for the biometric data block of CBEFF not duplicating~information which is pre-
nt in the CBEFF standard biometric header;

ta structures for usage in a Biometric Information Template as, défined in ISO/IEC 7816-11 and
O/IEC 19785-3;

ta structures designed for on-card matching.

CBEHRF defines a common set of data elements to support_fultiple technologies. It describes a biometric
information record (BIR) consisting of a standard biometric header (SBH), a biometric data block (BDB) and a
securjty block (SB) as Figure 3 shows. The BDB is the structural unit for the insertion of biometric data inter-
change formats as defined in ISO/IEC 19794,

Standard Biometric Header (SBH) _| Biometric Data Block (BDB) Security Block (SB)

Figure 3 — CBEFF biometric information record (source: ISO/IEC 19785-1)

CBEHRF supports patron formats~to“meet specific application environments. When using smart cards, data
structpres as defined in ISO/IEC 7816-11 and in the smart card related clauses of ISO/IEC 19785-3 should be

used.

7 General aspects of the usage of biometric data for interchange

7.1 | Introduction

When using biometric data, the general aspects specified in the following clauses should be taken into consid-
eration,

7.2 Natural variability

Verification data and reference data are generally not identical when performing a matching process. A person
will never be able to present exactly the same data again since they depend on a lot of factors where smallest
changes (e.g. translation, rotation and distortion of fingers) already result in different data. Therefore it may be
necessary to specify together with the biometric data structure specific parameters such as tolerances.

© ISO/IEC 2006 — All rights reserved
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7.3 Aging and usage duration

A couple of biometric features (e.g. facial image or signature dynamics) undergo changes with increasin

06(E)

g age

of the person. Therefore it is important to specify the principle usage period of biometric reference data or to
provide means for adaptation, if appropriate. A validation period as defined by an application provider should

be less than or equal to the principle usage period.

7.4 Enrolment conditions

M order t0 achieve good matching results, It Is important 1o specity enrolment conditions with respect
minimum quality of the biometric reference data, e.g. minimum number of minutiae or, in the case~obi
data, minimum focus quality, contrast, resolution, etc.

7.5 Feature extraction algorithms

If biometric data formats for interchange are specified on the feature level (e.g. finger minutiae), then th

for deriving these features shall be specified to the extent necessary to facilitate ‘interoperability, i.e.

matching results of different implementations shall be within the range of allowed differences.

7.6 Feature matching algorithms

If biometric data formats for interchange are specified on the feature\level (e.g. finger minutiae), the
means for comparing the biometric verification data against the biometric reference data generated
enrolment process shall be specified to the extent necessary tosfacilitate interoperability, i.e. the ma
results of different implementations shall be within the range of allewed differences.

7.7 Capture device type ID

The capture device type ID shall be a unique identifiepfor the type of capture device deployed to acq
biometric sample. The capture device type ID shall be.recorded in two bytes. A value of all zeros indicatg
the capture device type ID is unreported. The value “unreported” may not be allowable in some applicg
The value field is determined by the vendor possibly depending on requirements for the respective applig
7.8 Multi-modal data structures

If multi-modal biometric systems are.used, data structures of several parts of ISO/IEC 19794 may be iny
in a verification or identification process.

8 Processing level of data formats for interchange

8.1 Processinglevels according to ISO/IEC 19785-1

The processinglevels of biometric data as defined in ISO/IEC 19785-1 are the following.
— Acquired data: the data in their raw form as delivered by the sensor.

—, tlatermediate data: the data have been processed from the form delivered by the sensor, but is nd
form usable for matching — these data are addressed as image data or behavioural data.

o the
mage
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data.

Processed data: the data are in a form that can be used for matching - these data are addressed as feature

For interchange, intermediate data (image or behavioural data) and feature data as shown in Figure 4 are of

special relevance.

Examples of scenarios using biometric data of different processing level are shown in Annex A.
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8.2
The

Image data
or
Sensor data behavioural data Feature data
(acquired data) (intermediate data) (processed data)
Sensor Data J_> Data pre- »| Feature
aquisition processing extraction

Figure 4 — Sensor data, image/behavioural data and feature data

Sensor data

gdcquired biometric data is influenced by some or all of the following:

[

nderlying biometric feature;

presentation of the biometric feature to the sensor;

data pre-processing (as part of data acquisition) within the sensor device;
performance of the sensor and sensor device;

gnvironmental conditions (e.g. lighting, background noise).

Sens¢r data are usually not used for interchange.

8.3

Image data

In mahy cases, the acquired biometric data of a static-biometric feature delivered by a biometric sensor is sub-
sampled, scaled, interpolated, compressed or otherwise processed to produce an image of the feature. The

first

important convention to be made concerhs-the general image file format (e.g. BMP, TIFF, GIF, JPEG,

JPEQ-LS, JPEG2000) and the compressionilevel to make images readable for all systems. Further conven-
tions fre needed for certain parameters concerning the image capturing process and the hardware to be used
which have a strong impact on the resulting image e.g. grey levels (e.g. 8 bit, 16 bit), image resolution, posi-
tion of biometric object to be presented, and lighting conditions during image capture process. Each pixel in a

mon

ochrome image shall be presented by one or more bytes, so that at least 256 grey levels can be provided.

Coloyr images shall be presented-as three or more bytes per pixel, representing red, green, and blue intensi-

ties,

8.4

in that order.

Behavioural data

In coptrast to thesacquisition of image data, which captures a static physiological feature like a fingerprint, a
behayioural biometric feature is a dynamic action with contributions of conditioned behaviour patterns and
physiplogicalsfeatures. For behavioural biometric characteristics, common acquisition methods are provided

by ti

mats fof’these approaches.

8.5

nI:e based and frequency based analysis. Therefore, the standardization has concentrated on data for-

Feature data

Feature data may consist of several feature data units. A feature data unit may consist of several data ele-
ments, e.g. coordinates and angle. The structure and content of a feature data unit depends on the biometric

type

10
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8.6 Naming concept for biometric data structures

The name of the data structure should contain the information, whether it is related to

— image data, e.g. face image data;
— behavioural data, e.g. signature behavioural data;

— feature data.

06(E)

Since there may be different feature data structures for the same biometrics, it is recommended to deng
respective feature in the name, e.g. finger minutiae data.

8.7 Requirements for standardizing biometric data formats

The standardization of biometric data formats is intended to provide interoperability. THus the number o
dardized formats should be kept small and manageable. The following qualificationsisheuld be consider
fore a new data format may enter a standardization process:

— the data format represents the basic data of an alternative mathematieal ‘approach of feature extr
and/or matching;

— the data format is a prevalent alternative representation of data that'is not defined in ISO/IEC 19794
— the data format represents data of a widely-used biometriestype not considered in ISO/IEC 19794 ys¢

— the data format represents data of a different processing'level and has become widely-used for datg
change or has the potential for it;

— the data format enables interoperability among algorithms that use individual non-standardized da
mats of a more advanced processing level;

te the

stan-
ed be-

action

t;

inter-

ta for-

— the data format drastically reduces the.size of data of an already standardized data format and is syitable

for usage on card;
— the data format has the potential to be used for different biometric types, e.g. an image format;
— the data format combipes.existing formats without increasing size;

— the data format allews increase in biometric performance (improvements in terms of error rates).

9 Multi-biometrics
Multi-biometrics can be divided in 3 sub-categories:

— \multi-modal — usage of different biometric types such as face and fingerprint;

thonin oo £ 4 mara-dicti ama-biamate:
T ToTre—Cr e~ ot 13

0 ma-thao-o o
processmygtc—sartt TretTc—oartt

— multi-instance — usage of at least two instances of the same biometric type e.g. left and right iris
and right pointer finger.

Multi-biometrics may be used to improve the performance of biometric systems in terms of error rates.
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