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Introduction

In Informatlon Technology there is an ever- mcreasmg need to use cryptographlc mechanisms such as the protectlon of

authentication; software/firmware security; operational environment; physical security; non-invasive security; sensitive
security pgrameter management; self-tests; life-cycle assurance; and mitigation of othefattacks.

The overall security rating of a cryptographic module must be chosen to provide“a fevel of security appropriate for the
security rgquirements of the application and environment in which the module“is to be utilised and for the security
services that the module is to provide. The responsible authority in each organization should ensure that their computer
and telecommunication systems that utilise cryptographic modules provide‘an acceptable level of security fpr the given
application| and environment. Since each authority is responsible for{selecting which approved security flinctions are
appropriat¢ for a given application, compliance with this International:Standard does not imply either full intgroperability
or mutual gcceptance of compliant products. The importance of security awareness and of making informatign security a
management priority should be communicated to all concerned,

Information security requirements vary for different applications; organizations should identify their informatign resources
and deterrhine the sensitivity to and the potential impact of a loss by implementing appropriate control$. Controls
include, byt are not limited to:

— physidal and environmental controls;
— access controls;

— softwdre development;

— backup and contingency plags; and

— informiation and data.controls.

These corftrols areonly as effective as the administration of appropriate security policies and procedureg within the
operational environment.

viii © ISO/IEC 2012 — All rights reserved
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Information technology — Security techniques — Security
requirements for cryptographic modules

1 Scope

This International Standard specifies the security requirements for a cryptographic module utilised
within a security system protecting sensitive information in computer and telecommunication
systems. This International Standard defines four security levels for cryptographic modulesto
provide for a wide spectrum of data sensitivity (e.g. low value administrative data, millieh dollar
fuhds transfers, life protecting data, personal identity information, and sensitive information used by
ggvernment) and a diversity of application environments (e.g. a guarded facility, an office,
removable media, and a completely unprotected location). This International Standard specifies four
sgcurity levels for each of 11 requirement areas with each security level increasing security over thel
preceding level.

This International Standard specifies security requirements specified intended to maintain the
sgcurity provided by a cryptographic module and compliance to this.International Standard is not
syfficient to ensure that a particular module is secure or that the security provided by the module is
syfficient and acceptable to the owner of the information thatis being protected.

2 Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies:‘For undated references, the latest edition of the
referenced document (including any amendments) applies.

The documents listed in ISO/IEC 19790Annexes C, D, E and F Information technology — Security
techniques — Security requirements for cryptographic modules.

3 Terms and definitions

For the purposes of this'International Standard, the following terms and definitions apply.

written material that is used by the Crypto Officer and/or other administrative roles for the correct
configuration, maintenance, and administration of the cryptographic module

3.3

automated
without manual intervention or input (e.g. electronic means such as through a computer network)

© ISO/IEC 2012 - All rights reserved 1
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3.4

approval authority
any national or international organisation/authority mandated to approve and/or evaluate security functions

NOTE

An approval authority in the context of this definition evaluates and approves security functions ba

sed on their

cryptographic or mathematical merits but is not the testing entity which would test for conformance to this International Standard.

3.5

approved
approved
HMAC)

3.6
approved

approved hash, message authentication code or a digital signature algorithm

3.7

approved
set of serv
non-securi

NOTE 1
NOTE 2

3.8
approved
security fu

3.9
asymmetr,

cryptograp

private transformation (defined by the private(key).

NOTE
the private

3.10

biometric
measurabl
identity, of

3.11
bypass ¢4
ability of a

+ +la i FH + oo
altda aulricritre ativtt LCbIIIIIun

method that may include the use of a digital signature, message authentication code or keyeqd

integrity technique

mode of operation

ces which includes at least one service that utilises an approved secufity, function or process and
y relevant services

Not to be confused with a specific mode of an approved security function, e.g. Cipher Block Chaining (CBC)
Non-approved security functions or processes are excluded.

security function
hction (e.g. cryptographic algorithm) that is referenced in Annex C

¢ cryptographic technique
hic technique that uses two related transformations; a public transformation (defined by the publi

[The two transformations have the\property that, given the public transformation, it is computationally infeas
ransformation in a given limited time and with given computational resources.

e, physical characteristic or personal behavioral trait used to recognise the identity, or verify
an operator

pability
service to partially or wholly circumvent a cryptographic function

hash (e.g.

can include

mode

key) and a

ible to derive

the claimed

3.12
certificate

entity's data rendered unforgeable with the private or secret key of a certification authority

NOTE

3.13
compromi

Not to be confused with a modules validation certificate issued by a validation authority

se

unauthorised disclosure, modification, substitution, or use of critical security parameters or the unauthorised modification
or substitution of public security parameters

© ISO/IEC 2012 — All rights

reserved
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conditional self-test
test performed by a cryptographic module when the conditions specified for the test occur

3.15
confidenti
property th

ality
at information is not made available or disclosed to unauthorised entities

3.16
configural
CMS

ion management system

management of security features and assurances through control of changes made to hardware, so¢ftware and

documentg

3.17
control in{
informatior

3.18
critical se
CSsP
security re

EXAMPLE
anchors

NOTE

3.19

crypto off
role taken
module in

3.20
cryptogra
well-defing
an output

3.21

cryptogra
explicitly d
componen

3.22
cryptogra

tion of a cryptographic module

ormation
that is entered into a cryptographic module for the purposes of directing the @peration of the mod

Curity parameter
ated information whose disclosure or modification can compromise the security of a cryptographig

Secret and private cryptographic keys, authentication data-such as passwords, PINs, certificates

A CSP can be plaintext or encrypted.

cer
by an individual or a process (i.e. subject) acting on behalf of an individual that accesses a ¢
brder to perform cryptographic initialisation or management functions of a cryptographic module

bhic algorithm

bhic boundary.

fined periméeterthat establishes the boundary of all components (i.e. set of hardware, software
s) of the cryptographic module

bhicthash function

computatic

Lile

module

br other trust

yptographic

d computational procedure\that takes variable inputs, which may include cryptographic keys, and produces

or firmware

nally efficient function mapping binary strings of arbitrary length to binary strings of fixed length s

ich that it is

computationally infeasible to find two distinct values that hash into a common value

3.23

cryptographic key

key

sequence of symbols that controls the operation of a cryptographic transformation

EXAMPLE

A cryptographic transformation can include but not limited to encipherment, decipherment, cryptographic check
function computation, signature generation, or signature verification.

© ISO/IEC 2012 — All rights reserved
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3.24

cryptographic key component

key component

parameter used in conjunction with other key components in an approved security function to form a plaintext CSP or
perform a cryptographic function

3.25
cryptographic module
module
set of hardware, software, and/or firmware that implements security functions and are contained within the ctyptographic
boundary

3.26
cryptographic module security policy
security pplicy

precise spgcification of the security rules under which a cryptographic module shall operate, including the rpiles derived
from the rdquirements of this International Standard and additional rules imposed by thedmodule or validatior] authority

NOTE See Annex B

3.27
data path
physical o1l logical route over which data passes

NOTE A physical data path can be shared by multiple logical data paths.

3.28
degraded joperation
operation yhere a subset of the entire set of algorithms, security functions, services or processes are available and/or
configurable as a result of reconfiguration from an error state

3.29
differentigl power analysis
DPA
analysis of the variations of the electrical*power consumption of a cryptographic module, for the purpose ¢f extracting
information correlated to cryptographic-operation

3.30
digital sighature
data appended to, or a cryptographic transformation of a data unit that allows the recipient of the data unit fo prove the
origin and |ntegrity of thé/data unit and protect against forgery (e.g. by the recipient)

3.31
direct entlly
entry of a $SP or key component into a cryptographic module, using a device such as a keyboard

3.32
disjoint signature
one or more signatures which together represent an entire set of code

3.33

electromagnetic emanations

EME

intelligence-bearing signal, which, if intercepted and analyzed, potentially discloses the information that is transmitted,
received, handled, or otherwise processed by any information-processing equipment

4 © ISO/IEC 2012 — All rights reserved
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3.34
electronic entry
entry of SSPs or key components into a cryptographic module using electronic methods

NOTE The operator of the key can have no knowledge of the value of the key being entered.

3.35
encompassing signature
single signgtureforamrentiresetoftode

3.36
encrypted| key
cryptographic key that has been encrypted using an approved security function with a key encryption key.|Considered
protected

3.37
entity
person, group, device or process

3.38
entropy
measure of the disorder, randomness or variability in a closed system

NOTE [The entropy of a random variable X is a mathematical measure of the amount of information provided by ap observation
of X.

3.39

environmental failure protection

EFP

use of fegtures to protect against a compromise_of, the security of a cryptographic module due to erfvironmental
conditions joutside of the module's normal operating range

3.40
environmental failure testing
EFT
use of spgcific methods to provide-reasonable assurance that the security of a cryptographic module| will not be
compromiged by environmental conditions outside of the module's normal operating range

3.41
error deteftion code
EDC
value computed from\/data and comprised of redundant bits of information designed to detect, but hot correct,
unintentiorjal changes’in the data

3.42
executable farm
form of the code in which the software or firmware is managed and controlled completely by the operational environment
of the module and does not require compilation (e.g. no source code, object code or just-in-time compiled code)

3.43

fault induction

technique to induce operating behaviour changes in hardware by the application of transient voltages, radiation, laser or
clock skewing techniques

© ISO/IEC 2012 — All rights reserved 5
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3.44

finite state model

FSM

mathematical model of a sequential machine that is comprised of a finite set of input events, a finite set of output events,
a finite set of states, a function that maps states and input to output, a function that maps states and inputs to states (a
state transition function), and a specification that describes the initial state

3.45

firmware
executablg
dynamicall
EXAMPLE

3.46

code of a cryptographic module that is stored in hardware within the cryptographic boundary, an
y written or modified during execution while operating in a non-modifiable or limited operatiohal en

Storage hardware can include but not limited to PROM, EEPROM, FLASH, solid state memory, hard dr

firmware module

module tha

3.47
functional
high-level
cryptograp

3.48
functional
testing of t

3.49

hard / har
relative re
durable

NOTE

3.50
hardware
physical eq

3.51
hardware
module co

3.52
hardware
HMI

t is composed solely of firmware

specification

hic module

testing
he cryptographic module functionality as defined by.thefunctional specification

iness
bistance of a metal or other material to denting, scratching, or bending; physically toughened;

The relative resistances of the material to be penetrated by another object.

uipment/components within the cryptographic boundary used to process programs and data

module
mposed primarity of hardware, which may also contain firmware

moduleiinterface

d cannot be
vironment

ves, etc

jescription of the ports and interfaces visible to the operator and/high-level description of the behaviour of the

'ugged, and

total set of

commands used to reauest the services of the hardware module includina parameters that enter
= Y D o

r leave the

module’s cryptographic boundary as part of the requested service

3.53

hash value

output of a

cryptographic hash function

© ISO/IEC 2012 — All rights

reserved
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3.54

hybrid module

module whose cryptographic boundary delimits the composite of a software or firmware component and a disjoint
hardware component

3.55

hybrid firmware module interface
HFMI

total set of commmandsusedto Tequest theservites of the hybridfirmware modute; inctuding parametersthat enter or
leave the module’s cryptographic boundary as part of the requested service

3.56
hybrid software module interface
HSMI
total set of commands used to request the services of the hybrid software module, including-parameters that enter or
leave the module’s cryptographic boundary as part of the requested service

3.57
input data
information that is entered into a cryptographic module may be used for the purposes of transformation or gomputation
using an approved security function

3.58
integrity
property that data has not been modified or deleted in an unauthorised and undetected manner

3.59
interface
logical entily or exit point of a cryptographic module that provides access to the module for logical informatior] flows

3.60
ISO/IEC adlopted
security fupction that is either:

— specifled in an ISO/IEC standard,ot

— adopteéd/recommended in anISO/IEC standard and specified either in an annex of the ISO/IEC stanflard or in a
document referenced by the)ISO/IEC standard

3.61
key agreement
SSP estabjishment procedure where the resultant key is a function of information by two or more participants, so that no
party can gredetermine the value of the key independently of the other party’s contribution using automated methods

3.62
key encryptiomkey

KEK

cryptographic key that is used for the encryption or decryption of other keys

3.63

key loader

self-contained device that is capable of storing at least one plaintext or encrypted SSP or key component that can be
transferred, upon request, into a cryptographic module

NOTE The use of a key loader requires human manipulation.
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3.64

key management

administration and use of the generation, registration, certification, deregistration, distribution, installation, storage,
archiving, revocation, derivation and destruction of keying material in accordance with a security policy

3.65
key transport
process of transferring a key from one entity to another entity using automated methods

3.66
limited opprational environment
operational environment that is designed to accept only controlled firmware changes that successfully pass the
software/fifmware load test

3.67
low-level festing
testing of the individual components or group of components of the cryptographic module and their physicpl ports and
logical inteffaces

3.68
maintenarjce role
role assumed to perform physical maintenance and/or logical maintenance'services

EXAMPLE Maintenance services can include but not limited to hardware and/or software diagnostics.

3.69
manual
requiring human operator manipulation

3.70
message authentication code
MAC
cryptographic checksum on data that uses a_symmetric key to detect both accidental and intentional modifications of
data

EXAMPLE A Hash Based Message Authentication Code

3.71
microcod¢
processor |nstructions that correspond to an executable program instruction

EXAMPLE Assembler code
3.72

minimum entropy
lower bound-af entropy that is useful in dnfnrmining awarst-case estimate of Qnmpln entropy

3.73

modifiable operational environment

operational environment that is designed to accept functional changes that may contain non-controlled software (i.e.
untrusted)

3.74

multi-factor authentication
authentication with at least two independent authentication factors

8 © ISO/IEC 2012 — All rights reserved
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NOTE 1 An authentication factor is a piece of information and process used to authenticate or verify the identity of an entity.
NOTE 2  Independent authentication factor categories are: something you know, something you have, and something you are.

3.75

multiple-chip embedded cryptographic module

physical embodiment in which two or more integrated circuit chips are interconnected and are embedded within an
enclosure or a product that may not be physically protected

EXAMPLE Adapters and expansion boards

3.76
multiple-chip standalone cryptographic module
physical embodiment in which two or more integrated circuit chips are interconnected and \the entire ¢nclosure is
physically protected

EXAMPLE Encrypting routers or secure radios

3.77
non-administrator guidance
written maIeriaI that is used by the user and/or other non-administrative roles\for operating the cryptograph|c module in
an approved mode of operation

NOTE [The non-administrator guidance describes the security functions.of the cryptographic module and containjs information
and procedyires for the secure use of the cryptographic module, including instructions, guidelines, and warnings.

3.78
non-invasjve attack
attack thaf can be performed on a cryptographic modulé’ without direct physical contact with components within the
cryptographic boundary of the module

NOTE An attack that does not alter or change the state of the cryptographic module.

3.79
non-modifiable operational environment
operational environment that is desigried to not accept firmware changes

3.80
non-secutlity relevant
implementgd in a manner te not interfere or compromise the approved secure operation of the cryptographic{module

3.81
normal operation
operation where the entire set of algorithms, security functions, services or processes are available and/or cgnfigurable

3.82
opaque
impenetrable by light (i.e. light within the visible spectrum of wavelength range of 400nm to 750nm); neither transparent
nor translucent within the visible spectrum

3.83

operational environment

set of all software and hardware consisting of an operating system and hardware platform required for the module to
operate securely
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3.84

operational state
state where services or functions can be requested by an operator and the data results output from the cryptographic
module’s data output interface

3.85
operator

individual or a process (subject) operating on behalf of the individual, authorised to assume one or more roles

3.86
output dal

a

information or computed results produced by a cryptographic module

3.87

passivatign

effect of a

reactive process in semiconductor junctions, surfaces or components and integrated circuits cg

include mdans of detection and protection

EXAMPLE
NOTE

3.88
password

Silicon dioxide or phosphorus glass

Passivation can modify the behaviour of the circuit. Passivation materialis technology dependant.

string of claracters used to authenticate an identity or to verify accéss authorisation

EXAMPLE

3.89

personal i

PIN

Letters, numbers, and other symbols

dentification number

numeric cqde used to authenticate an identity

3.90

physical grotection

safeguardi

3.91

hg of a cryptographic module; CSPs and PSPs using physical means

plaintext key
unencryptad cryptographickey or a cryptographic key obfuscated by non-approved methods which is

unprotecte

3.92
port

physical/lo

3.93

d

piealhinput or output point of a cryptographic module that provides access to the module

nstructed to

considered

pre-operational self-test
test performed by a cryptographic module between the time a cryptographic module is powered on or instantiated (after
being powered off, reset, rebooted, cold-start, power interruption, etc.) and transitions to the operational state

3.94

private key
key of an entity's asymmetric key pair, which should only be used by that entity

10
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NOTE In the case of an asymmetric signature system the private key defines the signature transformation. In the case of an
asymmetric encipherment system the private key defines the decipherment transformation.

3.95
production-grade
product, component or software that has been tested to meet operational specifications

3.96
public ke
key of an gntity's asymmetric key pair, which can be made public

NOTE 1 In the case of an asymmetric signature system the public key defines the verification transformation. In the case of an
asymmetric| encipherment system the public key defines the encipherment transformation. A key that gis\publicly known' is not
necessarily globally available. The key can only be available to all members of a pre-specified group.

NOTE 2  [For the purposes of this International Standard, public keys are not considered CSPs.

3.97
public key certificate
public key jnformation of an entity signed by an appropriate certification authority and thereby rendered unforgeable

3.98
public key (asymmetric) cryptographic algorithm
cryptographic algorithm that uses two related keys, a public key and a.private key

NOTE [The two keys have the property that deriving the private keyfrom the public key is computationally infeasible

3.99
public sedurity parameter
PSP
security refated public information whose modification-can compromise the security of a cryptographic modul

[

EXAMPLE Public cryptographic keys, public key certificates, self-signed certificates, trust anchors, one time passwords
associated yith a counter and internally held date and time

NOTE A PSP is considered protected ifjit cannot be modified or if its modification can be determined by the module
3.100

random bit generator

RBG

device or glgorithm that eutputs a sequence of bits that appears to be statistically independent and unbiased

3.101
removable cover
physical meansY which permits an intentionally designed non-damaging access to the physical contents of a
cryptographie-module

3.102
role
security attribute associated to a user defining the user access rights or limitations to services of a cryptographic module

NOTE One or more services can be associated to a role. A role can be associated to one or more users and a user can assume
one or more roles.
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3.103

role-based access control

RBAC

permissions attributed to a role granting access to an object

3.104

runtime environment
virtual machine state which provides software services for processes or programs while a computer is running

NOTE
objective of

3.105
secret key

cryptograp

and should not be made public

3.106

security fyinction

cryptograp
asymmetri

generatord, entity authentication and SSP generation and establishment-allapproved either by ISO/IEC or

authority
NOTE

3.107
seed key

secret valye used to initialise a random bit generator

3.108
self-test
pre-operat

3.109
sensitive
data that, i

3.110
sensitive
SSP
critical sec

3.111
service
any extern

3.112

It can pertain to the operating system itself, or the software that runs beneath it. The primary purpose isto a
"platform independent" programming.

hic key, used with a secret key cryptographic algorithm that is uniquely associatéd-with one or n

hic algorithms together with modes of operation, such as blockiciphers, stream ciphers, s
C key algorithms, message authentication codes, hash functions;’or other security functions,

See Annex C

onal or conditional test executed by the cryptographic module

Hata
N user’'s view, requires protection

becurity parameters

Lirity parameters (CSP) and public security parameters (PSP)

service input
all data or control information utilised by the cryptographic module that initiates or obtains specific operations or

functions

3.113

service output
all data and status information that results from operations or functions initiated or obtained by service input

12

complish the

hore entities

ymmetric or
random bit
an approval
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simple power analysis

SPA

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in relation to
the electrical power consumption of a cryptographic module, for the purpose of extracting information correlated to a

cryptograp

3.115

hic operation

single-chi
physical e
embedded

EXAMPLE

3.116

software
executable
modified d

EXAMPLE

3.117
software 1f
module tha

3.118
software/f
set of tes

cryptograp
NOTE

3.119
software/f
SFMI
set of com
leave the n

3.120

split know
process by
original ke
combined

NOTE

g CTyptograpinc modute
mbodiment in which a single integrated circuit (IC) chip may be used as a standalone device
within an enclosure or a product that may not be physically protected

Single integrated circuit (IC) chips or smart cards with a single IC chip

code of a cryptographic module that is stored on erasable media which*¢an be dynamically
iring execution while operating in a modifiable operational environment

Erasable media can include but not limited to solid state memory, hard‘drives, etc.

nodule
t is composed solely of software

rmware load test
s performed on software or firmware which_-has to pass successfully before it can be exq
hic module

Not applicable if the software or firmware is a complete image replacement and executed only after module

rmware module interface

hodule’s cryptographic boundary as part of the requested service

ledge

which a cryptegraphic key is split into multiple key components, individually sharing no know
y, that can\be subsequently input into, or output from, a cryptographic module by separate
o recreate.the original cryptographic key

All-orna subset of the components can be required to perform the combination.

or may be

written and

cuted by a

ower cycling

mands used to request the.services of the software or firmware module, including parameters that enter or

edge of the
entities and

3.121

SSP establishment

process of

NOTE

making available a shared SSP to one or more entities

SSP establishment includes SSP agreement, SSP transport and SSP entry or output.

© ISO/IEC 2012 — All rights reserved
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3.122

status information
information that is output from a cryptographic module for the purposes of indicating certain operational characteristics
or states of the module

3.123
strong

not easily defeated, having strength or power greater than average or expected, able to withstand attack or solidly built

3.124
symmetri(

cryptograp

3.125
tamper de
automatic
module

3.126
tamper ev
observabld

3.127
tamper re
automatic

3.128

trust anch
trusted inf
parameter

EXAMPLE
NOTE

3.129

trusted ch
trusted andg
communic

NOTE
processes g
endpoint.

3.130

cryptographic technique
hic technique that uses the same secret key for both the encryption and the decryption transformg

tection
Hetermination by a cryptographic module that an attempt has been made to €ompromise the se

dence
indication that an attempt has been made to compromise the security of a cryptographic module

Eponse

hction taken by a cryptographic module when tamper detection has occurred

or

]
Other parameters can include but netlimited to a validity period

A trust anchor can be provided in the form of a self-signed certificate.

annel

safe communication.link established between the cryptographic module and a sender or receive
hte unprotected plaintext CSPs, key components and authentication data

r other deyices; between the module’s defined input or output ports and along the communication link with

user

tions

curity of the

brmation, which includes a public key algorithm, a public key value, an issuer name, and optipnally, other

to securely

A\ trusted chanfel-protects against eavesdropping, as well as physical or logical tampering by unwanted operators/entities,

the intended

role taken by an individual or process (i.e. subject) acting on behalf of an individual that accesses a cryptographic
module in order to obtain cryptographic services

3.131
validated
assurance

14

of tested conformance by a validation authority
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3.132
validation authority
entity that will validate the testing results for conformance to this International Standard

3.133
vendor
entity, group or association that submits the cryptographic module for testing and validation

NOTE THe Vendor as access 10 ait Tefevant documentation anddesigm evidence Tegardtess i they afd—ordid ot design or

develop the|cryptographic module.
3.134

zeroisatiop
method of destruction of stored data and unprotected SSPs to prevent retrieval and reuse

4 Abbrneviated terms

For the pufposes of this document, the following abbreviated terms apply.

API Application Program Interface

CBC Cipher Block Chaining

CCM Counter with Cipher block chaining-Message authentication code
ECB Electronic Codebook

HDL Hardware Description Language

IC Integrated Circuit

PROM Programmable Read-Only Memory

RAM Random Access Memory

URL Uniform Resource)Locator

5 Cryptographic ®odule security levels

The following subclauses provide an overview of the four security levels. Common examples, given to illustjate how the
requirements might be met, are not intended to be restrictive or exhaustive. Within this document, refdrences to a
module shall-be.interpreted as a cryptographic module. The cryptographic techniques are identical over the four security
levels. Ea i ies | i i ' i e itself (e.g.
access and knowledge of internal components and operation) and SSPs contained and controlled within the module.
Each security requirement is identified by a shall [xx.yy] where xx indicates the clause and yy is a numeric index within
the clause.

5.1 Security Level 1
Security Level 1 provides a baseline level of security. Basic security requirements are specified for a cryptographic

module (e.g. at least one approved security function or approved sensitive security parameter establishment method
shall be used). Software or firmware modules may operate in a non-modifiable, limited or modifiable operating
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environment. No specific physical security mechanisms are required in a Security Level 1 hardware cryptographic
module beyond the basic requirement for production-grade components. Non-invasive mitigation methods or mitigation
of other attacks which are implemented are documented. Examples of a Security Level 1 cryptographic module is a
hardware encryption board found in a personal computer (PC) or a cryptographic toolkit executing in a handheld device
or general purpose computer.

Such implementations are ideally appropriate for security applications where controls, such as physical security, network
security, and administrative procedures are provided outside of the module but within the environment which it is to be

deployed. WWmmmmemmm
onments than corresponding modules at higher assurance levels which provide greater)sed

such envi
SPs, enabling organizations to select alternative cryptographic solutions to meet security requiren

modules §
attention tg the environment the module is operating is crucial in providing overall security.

-effective in
urity of the
nents where

5.2 Secprity Level 2

Security Level 2 enhances the physical security mechanisms of Security Level 1 by adding the requiremen{ for tamper-
evidence, which includes the use of tamper-evident coatings or seals or pick-resistant’locks on removable covers or
doors.

Tamper-e\lident coatings or seals are placed on a module so that the coating-or seal must be broken to atfain physical
access to [SSPs within the module. Tamper-evident seals or pick-resistant locks are placed on covers|or doors to
protect against unauthorised physical access.

Security Lével 2 requires role-based authentication in which a cryptegraphic module authenticates the authorisation of

an operator to assume a specific role and perform a corresponding set of services.

Security Level 2 allows a software cryptographic module te\be executed in a modifiable environment that
role-based| access controls or, at the minimum, a discretionary access control with robust mechanism of @
groups and assigning restrictive permissions through*access control lists (e.g. ACLs), and with the

implements
efining new
apability of

assigning ach user to more than one group, and-that protects against unauthorised execution, modiffjcation, and

reading of cryptographic software.

5.3 Secprity Level 3

In addition|to the tamper-evident physical security mechanisms required at Security Level 2, Security Leve
additional fequirements to mitigate the unauthorised access to SSPs held within the cryptographic modul
security mechanisms required at\Security Level 3 are intended to have a high probability of detecting and rg

| 3 provides
. Physical
sponding to

attempts a

direct physical acCess, use or modification of the cryptographic module and probing through ventilation holes

or slits. THe physical security’mechanisms may include the use of strong enclosures and tamper detectipn/response
circuitry that zeroise all CSPs when the removable covers/doors of the cryptographic module are opened.

Security Lével 3 requires identity-based authentication mechanisms, enhancing the security provided by th¢ role-based
authentication mechanisms specified for Security Level 2. A cryptographic module authenticates the identity of an
operator ahd-verifies that the identified operator is authorised to assume a specific role and perform a corredponding set
of service

Security Level 3 requires manually established plaintext CSPs to be encrypted, utilise a trusted channel or use a split
knowledge procedure for entry or output.

Security Level 3 also protects a cryptographic module against a security compromise due to environmental conditions
outside of the module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal
operating ranges may be used by an attacker to thwart a cryptographic module's defences. A cryptographic module is
required to either include special environmental protection features designed to detect when the voltage and
temperature boundaries are exceeded and zeroise CSPs, or to undergo rigorous environmental failure testing to provide
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a reasonable assurance that the module will not be affected when outside of the normal operating range in a manner
that can compromise the security of the module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at Security Level 3

metrics.

Security Level 3 is not offered in all clauses of this International Standard for software cryptographic modules, therefore,

the overall

highest security level achievable by software cryptographic module is limited to Security Level 2.

Security L
detailed de

54 Sec

Security L

appropriate security features of the lower levels, as well as extended features.

evel 3 modules require additional life-cycle assurances, such as automated configuration m
sign, low-level testing, and operator authentication using vendor-provided authentication informati

Lrity Level 4

bvel 4 provides the highest level of security defined in this International Standard. This level incl

At Securi

cryptographic module with the intent of detecting and responding to all unauthorised attempts at physical &
SSPs are fontained in the module whether external power is applied or not.(\Penetration of the cryptogra
enclosure from any direction has a very high probability of being detected,/resulting in the immediate zero

unprotecte

environments.

Security Level 4 introduces the multi-factor authentication requirement for operator authentication.
requires two of the following three attributes:

some

— aphys
At Security
detect volt
the modul
security of

Non-invasi
metrics.

Security Level 4 is‘not offered in all clauses of this International Standard for software cryptographic module

the overall

something possessed, such as a physical key ortoken,

Level 4, the physical security mechanisms provide a complete-envelope of protection

SSPs. Security Level 4 cryptographic modules are useful for operation in physically

At m

ing known, such as a secret password,

ical property, such as a biometric.

Level 4 a cryptographic module is required to include special environmental protection features
hge and temperature boundaries and zeroise all unprotected SSPs to provide a reasonable as{
e will not be affected when outside of the normal operating range in a manner that can com
the module.

maximum security level achievable by software cryptographic modules is limited to Security Level

anagement,
on.

udes all the

around the
ccess when
bhic module
sation of all
unprotected

nimum, this

designed to
urance that
bromise the

ve mitigation methods specified in 7.8 which are implemented in the module are tested at Secyrity Level 4

S, therefore,
2.

The design

and the functional specification.

6 Functional security objectives

1 of‘a Security | evel 4 module is verified by the correspondence between both pre- and post-stafe conditions

The security requirements specified in this International Standard relate to the secure design and implementation of a
cryptographic module. The security requirements start with a baseline level of security objectives with increasing levels
of security objectives. The requirements are derived from the following high-level functional security objectives for a

cryptograp

© 180/

hic module to:
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protect a cryptographic module from unauthorised operation or use;

prevent the unauthorised disclosure of the contents of the cryptographic module, including CSPs;

including the unauthorised modification, substitution, insertion, and deletion of SSPs;

employ and correctly implement the approved security functions for the protection of sensitive information;

prevent the unauthorised and undetected modification of the cryptographic module and cryptographic algorithms,

provid
ensur

detect

7 SecU

71 Gen

ensur¢ the proper design, distribution and implementation of the cryptographic module:

indications of the operational state of the cryptographic module;
that the cryptographic module performs properly when operating in an approved mode(of operati

errors in the operation of the module and to prevent the compromise of SSPs resulting from these

rity requirements

eral

This claus

to this Intgrnational Standard. The security requirements cover, areas related to the design and impleme
cryptographic module. These areas include cryptographic medule specification; cryptographic module interf

services,
security; s

Table 1 su

A cryptogr
cryptograp
security w
receive a I
areas that
receive ar

In addition
overall seq
the areas.

Many of th
summarise
specificatiq

specifies the security requirements that shall [01.01] be'satisfied by the cryptographic module's

nd authentication; software/firmware security;«\operational environment; physical security;
nsitive security parameter management; self-tésts; life-cycle assurance; and mitigation of other a

mmarises the security requirements in each’of these areas.

aphic module shall [01.02] be tested against the requirements of each area addressed in this ¢
hic module shall [01.03] be independently rated in each area. Several areas provide for increas
th cumulative security requirements for each security level. In these areas, the cryptographic
ating that reflects the highestssecurity level for which the module fulfils all of the requirements of t
do not provide for different levels of security (i.e. standard set of requirements), the cryptographic
hting commensurate with the overall rating.

to receiving independent ratings for each of the security areas, a cryptographic module will alsg
urity rating. JFhesoverall security rating will indicate the minimum level of the independent ratings

e security requirements of this International Standard include specific documentation requirementd
d imnAnnexes A and B. All documentation, including copies of the user and installation manuals, @
ns;life-cycle documentation shall [01.04] be provided for a cryptographic module that is to under

pN;

errors; and

compliance
ntation of a
aces; roles,
on-invasive
tacks.

lause. The
ng levels of
module will
nat area. In
module will

receive an
received in

that are
esign
Jo an

independent verification or evaluation scheme.

Annexes C, D, E, and F provide references to approved security functions, approved sensitive security parameter
establishment methods, approved authentication mechanisms and non-invasive attack mitigation test methods.
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Security Level 1

Security Level 2

Security Level 3

Security Level 4

Cryptographic
Module Specification

Specification of cryptographic module, cryptographic boundary, approved security functions, and normal and

degraded modes of operation. Description of cryptographic module, including all hardware, software, and firmware
components. All services provide status information to indicate when the service utilises an approved cryptographic
algorithm, security function or process in an approved manner.

Cryptogfaphic Required and optional interfaces. Specification of all Trusted channel.
Module |nterfaces interfaces and of all input and output data paths.
Logical separation of Role-based or identity- Identity-based operator Multisfactor authéntication.
Roles, Services, and required and optional based operator authentication.
Authent|cation roles and services. authentication.
Approved integrity Approved digital Approved digital signattre based integrity test.
technique, or EDC based signature or keyed
Softwarg/Firmware integrity test. Defined message authentication
Security SFMI, HFMI and HSMI. code- based integrity
test.
Executable code.
Non-Modifiable, Limited Modifiable.
or Modifiable.
Operatignal Role-based or
Environment Control of SSPs. discretionary access
control.
Audit mechanism.
Production-grade Tamper evidence. Tamper detection and Tamper detection jand
components. response for covers and response envelopg. EFP.
Physical Security Opaque covering or doors. Strong enclosure Fault injection mitigation.
enclosure. or coating. Protection
from direct probing. EFP
or EFT.
Non-Invasive Module js designed to mitigate against non-invasive attacks specified in Annex F.
Security
Detumentation and effectiveness of mitigation Mitigation Testing. Mitigation Testing
teehniques specified in Annex F.
Random bit generators, SSP generation, establishment, entry and output, storage and zeroisation.
Sensitive Security’
Parameter, Automated SSP transport or SSP agreement using approved methods.
Management
Manually established SSPs may be entered or output Manually established SSPs may be entered or output in
in plaintext form. either encrypted form, via a trusted channel or using split
knowledge procedures.
Pre-operational: software/firmware integrity, bypass, and critical functions test.
Self-Tests Conditional: cryptographic algorithm, pair-wise consistency, software/firmware loading, manual entry, conditional

bypass and critical functions test.
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Security Level 1 Security Level 2 Security Level 3 Security Level 4
Configuration management system for cryptographic Automated configuration management system.
Configuration | module, components, and documentation. Each
Management | uniquely identified and tracked throughout lifecycle.
Design Module designed to allow testing of all provided security related services.
FSM Finite state model.
9 Development | Annotated source code, Software high-level language. Hardware high-level Documentation arjnotated
§ schematics or HDL. descriptive language. with-pre: conditiors upon
> entry-into module
é’z’ components and pgost-
% conditions expectéd to be
5 true when comporjents is
5"_) completed.
=
Testing Functional Testing. Low-level Testing.
Delivery and | Initialisation procedures. Delivery Procedures. Operator authenti¢ation
Operation using vendor prov|ded
authentication infdrmation.
Guidance Administrator and non-administrator guidance,
Mitigatidn of other Specification of mitigation of attacks for which no testable requirements are Specification of mitigation of
attacks currently available. attacks with testaljle
requirements.

7.2 Cryptographic module specification

7.2.1 Cryptographic module specification general requirements
A cryptographic module shat02.01] be a set of hardware, software, firmware, or some combination therdof, that at a
minimum, |[mplements a defined cryptographic service employing an approved cryptographic algorithm, secyrity function
or process|and contained“within a defined cryptographic boundary.

The docunpentation\requirements specified in A.2.2 shall [02.02] be provided.

7.2.2 Ty;res of cryptographic modules

A cryptographic module shall [02.03] be defined as one of the following module types:

— Hardware module is a module whose cryptographic boundary is specified at a hardware perimeter. Firmware
and/or software, which may also include an operating system, may be included within this hardware cryptographic
boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive component(s) (may
be one or multiple software components) that execute(s) in a modifiable operational environment. The computing
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platform and operating system of the operational environment which the software executes in are external to the

define

d software module boundary.

Firmware module is a module whose cryptographic boundary delimits the firmware exclusive component(s) that

execute(s) in a limited or non-modifiable operational environment. The computing platform and operating system of
the operational environment which the firmware executes in are external to the defined firmware module boundary

but ex

plicitly bound to the firmware module.

Hybri
comp(
modul
softws

Hybri
compq
modul
firmwa
firmwa

For hardw

7.7 and 7.8 shall [02.04] apply.

For softwg
optional ar

For hybrid
7.2.3 Cry

7.23.1

A cryptogn
firmware ¢
of this Inte

the modulg’s cryptographic boundary.\The cryptographic boundary shall [02.09], at a minimum, encompas;

relevant a
within the
componen
processes
security fu
implement

The defing
within the

[ Software module is a module whose cryplographic boundary delimits the composite of
nent and a disjoint hardware component (i.e. the software component is not contained within t
e boundary). The computing platform and operating system of the operational envirenmen
re executes in are external to the defined hybrid software module boundary.

I Firmware module is a module whose cryptographic boundary delimits theCeomposite of
nent and a disjoint hardware component (i.e. the firmware component is not contained within th
e boundary). The computing platform and operating system of the operational environmen
re executes in are external to the defined hybrid firmware module boundary.bat explicitly bound {
re module.

are and firmware modules, the applicable physical security and non-invasive security requireme
re modules executing in a modifiable environment, the physical security requirements found
d the applicable non-invasive security requirements in 7.8-shall [02.05] apply.

modules, all applicable requirements of 7.5, 7.6, 7.7@nd 7.8 shall [02.06] apply.
ptographic boundary

Cryptographic boundary general requirements

aphic boundary shall [02.07] cofisist of an explicitly defined perimeter (i.e. set of hardware,
bmponents) that establishes the ‘boundary of all components of the cryptographic module. The r
rnational Standard shall [02.88] apply to all algorithms, security functions, processes and compo|

gorithms, security functions, processes and components of a cryptographic module (i.e. secu
scope of this International Standard). Non-security relevant algorithms, security functions, p
s may be included\within the cryptographic boundary. Non-security relevant algorithms, securi
or components™~may also be used in an approved mode of operation. Non-security relevant
nctions, proecesses or components which are used in an approved mode of operation shall

d name"of a cryptographic module shall [02.11] be representative of the composition of the
Cryptographic boundary and not representative of a larger composition or product. The cryptogra

shall [02.

bd in @ manner to not interfere or compromise the approved operation of the cryptographic modulg.

a software
e hardware
which the

a firmware
e hardware

which the
o the hybrid

hts found in

in 7.7 are

software or
bquirements
hents within
5 all security
ity relevant
focesses or
y functions,
algorithms,
[02.10] be

components
bhic module

2l-have, at minimum, specific versioning information representing the distinct individual hardw:.

e, software

and/or firm

ware components.

Hardware, software and/or firmware components within the cryptographic boundary may be excluded from the
requirements of this International Standard. The excluded hardware, software or firmware components shall [02.13] be
implemented in a manner to not interfere or compromise the approved secure operation of the cryptographic module.
The excluded hardware, software or firmware shall [02.14] be specified (Annex A).
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7.2.3.2

Definitions of cryptographic boundary

The cryptographic boundary of a hardware cryptographic module shall [02.15] delimit and identify:

— The set of hardware components which may include:

— physical structures, including circuit boards, substrates or other mounting surfaces that provide the

in

terconnecting physical wiring between components,

— a
p

— P

ctive electrical components such as semi-integrated, custom-integrated or common-intégra
ocessors, memory, power supplies, converters, etc.

nysical structures, such as enclosures, potting or encapsulation materials, connectorsj and interfag

— fitmware, which may include an operating system,

— O

The crypto

her components types not listed above.

graphic boundary of a software cryptographic module shall [02.16] delimit and identify:

— The sé¢t of executable file or files that constitute the cryptographic module; and

— Thein

The crypto

stantiation of the cryptographic module saved in memory and‘executed by one or more processor:

graphic boundary of a firmware cryptographic module shall [02.17] delimit and identify:

— The sét of executable file or files that constitute the cryptographic module; and

— Thein
The crypto

— be th
comp(

— includ

In add
softws

7.2.4 Mo

7.24.1

stantiation of the cryptographic module saved in memory and executed by one or more processor:
graphic boundary of a hybrid cryptaegraphic module shall [02.18]:

e composite of the module’'s hardware component boundary and the disjoint software
nent(s) boundary; and

b the collection of all ports and interfaces from each component.

re or firmware,
des of operations

Modes of operations general requirements

ed circuits,

es,

h

h

v

pr firmware

ition to the disjoint-software or firmware component(s), the hardware component can also includ¢ embedded

The operator shall [02.19] be able to operate the module in an approved mode of operation. An approved mode of
operation shall [02.20] be defined as the set of services which include at least one service that utilises an approved

cryptograp

hic algorithm, security function or process and those services or processes specified in 7.4.3.

Non-approved cryptographic algorithms, security functions, and processes or other services not specified in 7.4.3 shall
[02.21] not be utilised by the operator in an approved mode of operation unless the non-approved cryptographic
algorithm or security function is part of an approved process and is not security relevant to the approved processes
operation (e.g. a non-approved cryptographic algorithm or non-approved generated key may be used to obfuscate data
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or CSPs but the result is considered unprotected plaintext and provides no security relevant functionality until protected
with an approved cryptographic algorithm).

7.2.4.2 Normal operation

Normal operation is where the entire set of algorithms, security functions, services or processes are available and/or
configurable.

CSPs shall [02.22] be exclusive between approved and non-approved services and modes of operation (e,d. not shared

or accessed). The output of an approved RBG may be provided to a non-approved algorithm, security] function or

process without the zeroisation of the RBG seed as long as the seed cannot be accessed in the non-approved mode.

The module’s security policy shall [02.23] define the complete set of services that are providedfor each d¢fined mode

of operation (both approved and non-approved).

All servicep shall [02.24] provide an indicator when the service utilises an approved cryptographic algorithm, security

function or|process in an approved manner and those services or processes specified\in.7.4.3.

7.2.4.3 Pegraded operation

A cryptographic module may be designed to support degraded functionality if the module enters the error state. For a

cryptographic module to operate in degraded operation, the following shial/[02.25] apply:

— degragled operation shall [02.26] be entered only after exiting*an error state;

— the m¢dule shall [02.27] provide status information when‘re-configured and degraded operation entered;

— the mé¢chanism or function that failed shall [02.28].be isolated;

— all conditional algorithm self-tests shall [02.29] be performed prior to the first operational use of the cfyptographic
algorithm after entering degraded operatiof; and

— services shall [02.30] provide an indicator if attempts are made to use a non-operational algorithm, security
functign, or process.

The cryptographic module shall f62.31] remain in degraded operation until such time the cryptographic module passes

without failure all pre-operational self-tests successfully. The cryptographic module may perform certain dipgnostics in

addition to| all pre-operational self-tests, as part of the condition to exit the degraded operation. If the cfyptographic

module fai
7.3 Cry

7.3.1 Cry

s the pre-operational self-tests, the module shall not [02.32] enter degraded operation.
ptographic'module interfaces

ptographic module interfaces general requirements

A cryptographic module shall [03.01] restrict all logical information flow to only those physical access points and logical
interfaces that are identified as entry and exit points to and from the cryptographic boundary of the module. The
cryptographic module logical interfaces shall [03.02] be distinct from each other although they may share one physical
port (e.g. input data may enter and output data may exit via the same port) or may be distributed over one or more
physical ports (e.g. input data may enter via both a serial and a parallel port). An Application Program Interface (API) of
a software component of a cryptographic module may be defined as one or more logical interface(s).

The documentation requirements specified in A.2.3 shall [03.03] be provided.
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7.3.2 Types of interfaces

Hardware Module Interface (HMI): The total set of interfaces used to request the services of the hardware module,

including parameters that enter or leave the module’s cryptographic boundary as part of the requested service.

Software or Firmware Module Interface (SFMI): The total set of interfaces used to request the services of the

software or the firmware module, including parameters that enter or leave the module’s cryptographic boundary as
part of the requested service.

Hybrig
the se
crypto

7.3.3 De

I

Software or Hybrid Firmware Module Interface (HSMI or HFMI): The total set of interfaces luse
rvices of the hybrid software or hybrid firmware module, including parameters that enter orleave t
graphic boundary as part of the requested service.

inition of interfaces

aphic module shall [03.04] have the following five interfaces ("input" and *output" are indicat
b of the module):

nput interface. All data (except control data entered via the control~input interface) that is i
bsed by a cryptographic module (including plaintext data, ciphertext'data, SSPs, and status infor
r module) shall [03.05] enter via the "data input" interface. Datadmay be accepted by the module]
put interface while the module is performing self-tests (7.10):

htrol output interface) that is output from a cryptographic module (including plaintext data, cipherte
shall [03.06] exit via the "data output" interface. ‘All'data output via the “data output” interface g
ibited while performing manual entry, pre-operational self-tests, software/firmware loading and ze
he cryptographic module is in an error state.

shall |03.08] enter via the "control input’zinterface.

“contrpl output” interface. All centrol output via the “control output” interface shall [03.10] be inhibitg
cryptographic module is in an error state unless exceptions are specified and documented in the security

A cryptogr
perspectiv
a) Data
proce
anoth
datai
b) Data ¢
the co|
SSPs
be inh
when
c) Contrq
manu
d)
modul
e)

Contrgl output interface. All output\eommands, signals, and control data (e.g. control commands]

Statuq output interface._All output signals, indicators (e.g. error indicator), and status data (including n
and physical indicators such as visual (display, indicator lamps), audio (buzzer, tone, ring), and

| input interface. All input commands, signals (e.g clock input), and control data (including functi
| controls such as switches, buttons, and keyboards) used to control the operation of a cryptogra

) used to control or indicate the state of operation of a cryptographic module shall [03.09]

H to request
he module’s

bd from the

hput to and
mation from
through the

utput interface. All data (except status data output via ¢he 'status output interface and control dafa output via

xt data, and
hall [03.07]
roisation; or

bn calls and
bhic module

to another
exit via the
d when the
policy.

eturn codes
mechanical

(vibrafion)) used torindicate the status of a cryptographic module shall [03.11] exit via the "status outpyt" interface.

Statug output mxay be either implicit or explicit.

Except for the“software cryptographic modules, all modules shall [03.12] also have the following interface:

f)

interface.

crypto

graphic boundary of the cryptographic module (e.g. an internal battery).

Power interface. All external electrical power that is input to a cryptographic module shall [03.13] enter via a power
A power interface is not required when all power is provided or maintained internally within the

The cryptographic module shall [03.14] distinguish between data, control information, and power for input, and data,
control information, status information, and power for output.

The cryptographic module specification shall [03.15], unambiguously, specify format of input data and control
information, including length restrictions for all variable length inputs.
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A trusted channel is a link established between the cryptographic module and a sender or receiver to securely
communicate unprotected plaintext CSPs, key components and authentication data. A trusted channel protects against
eavesdropping, as well as physical or logical tampering by unwanted operators/entities, processes or other devices,
between the module’s defined input or output ports and along the communication link with the intended sender or
receiver endpoint.

SECURIT
For Securi
SECURIT
For Securi

for th
crypto

trusted channel;

the tr
comm

the ph
logica

identit

SECURIT

In addition
[03.22] be

7.4 Rolg

7.4.1 Ro

A cryptographic module'shall [04.01] support authorised roles for operators and corresponding services with

A single oy
shall [04.(
An operatg
disclosed,

a statys indicator shall [03.21] be provided when_the trusted channel is in use.

TEVELS TAND2

y Levels 1 and 2, there are no requirements for a trusted channel.
LEVEL 3

y Level 3,

b transmission of unprotected plaintext CSPs, key components and ‘authentication data b
graphic module and the sender or receivers endpoint the cryptographi€¢ module shall [03.16]

sted channel shall [03.17]
unication link;

ysical ports used for the trusted channel shall [03.18]. be physically separated from all other
interfaces used for the trusted channel shall [03.19] be logically separated from all other interfac

y-based authentication shall [03. 20] be employed,for all services utilising the trusted channel; an

LEVEL 4

employed for all services utilising the trusted channel.
bS | services, and authentication

es, services, and-authentication general requirements

erator mayyassume multiple roles. If a cryptographic module supports concurrent operators, then
2] internally maintain the separation of the roles assumed by each operator and the correspondi
r is¢netrequired to assume an authorised role to perform services where CSPs and PSPs are n

etween the
mplement a

prevent unauthorised modification, substitution, and disclosur¢ along the

ports or the
b'S;

i

to the requirements of Security Level 3, for Security Level 4 multi-factor identity-based authenticatfion shall

in each role.
the module
hg services.
ot modified,

prsubstituted (e.g. show status, self-tests, or other services that do not affect the security of the n

odule).

Authentication mechanisms may be required within a cryptographic module to authenticate an operator accessing the
module, and to verify that the operator is authorised to assume the requested role and perform the services within the

role.

The documentation requirements specified in A.2.4 shall [04.03] be provided.
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7.4.2 Roles

A cryptographic module shall [04.04], at a minimum, support a Crypto Officer Role. The Crypto Officer Role shall
[04.05] be assumed to perform cryptographic initialisation or management functions, and general security services (e.qg.
module initialisation, management of CSPs, PSPs, and audit functions).

A cryptographic module may support a User Role. If the cryptographic module supports a User Role, then the User Role
shall [04.06] be assumed to perform general security services, including cryptographic operations and other approved
security fupctions:

A cryptographic module may support a Maintenance Role. The Maintenance Role is a role assumed.during the physical
and/or logital maintenance services (e.g. opening service covers, performing certain diagnostics such 'as built in self-test
(BIST)). All unprotected SSPs shall [04.07] be zeroised when entering or exiting the Maintenancé@Role.

A cryptographic module may support other roles or in addition to the roles specified above.
7.4.3 Selvices

7.4.3.1 [Services general requirements

Services shall [04.08] refer to all of the services, operations, or functions-that can be performed by a modyle. Service
inputs shall [04.09] consist of all data or control inputs to the module thatvnitiate or obtain specific services| operations,
or functiong. Service outputs shall [04.10] consist of all data outputs;.control outputs, and status outputs thdt result from
services, gperations, or functions initiated or obtained by servicekinputs. Each service input shall [04.11] result in a
service oufput.

A cryptographic module shall [04.12] provide the following-Services to operators.
a) Show|module’s versioning information. The cryptographic module shall [04.13] output the namg or module
identifler and the versioning information that ,can be correlated with a validation record (e.g. hardware, software

and/of firmware versioning information).

b) Show/|status. The cryptographic module shall [04.14] output current status. This may include the output of status
indicafors in response to a service request.

c) Perfonm self-tests. The cryptographic module shall [04.15] initiate and run the pre-operational gelf-tests as
specifled in 7.10.2.

d) Perfom approved security functions. The cryptographic module shall [04.16] perform at least one approved
security function uséd-in an approved mode of operation as specified in 7.2.

e) Perfonm zerojsation. The cryptographic module shall [04.17] perform zeroisation of the parameters as|specified in
7.9.7.

A cryptographic module may provide other services, operations, or functions, both approved, and non-approved, in
addition to the services specified above. Specific services may be provided in more than one role (e.g. key entry
services may be provided in the user role and the crypto officer role).

7.4.3.2 Bypass capability

Bypass capability is the ability of a service to partially or wholly circumvent a cryptographic function or process. If the
module can output a particular data or status item in a cryptographically protected form, or (as a result of module
configuration or operator intervention) can also output the item in a non-protected form, then a bypass capability shall
[04.18] be defined.
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If a cryptographic module implements a bypass capability, then:

erator shall [04.19] assume an authorised role before configuring the bypass capability;

two independent internal actions shall [04.20] be required to activate the capability to prevent the inadvertent

bypass of plaintext data due to a single error. The two independent internal actions shall [04.21] modify software
and/or hardware behaviour that is dedicated to mediate the bypass capability (e.g. two different software or
hardware flags are set, one of which may be user-initiated); and

data is not encrypted); or

clhannels, plaintext data is or is not encrypted depending on each channel configuration).

bdule shall [04.22] show status to indicate whether the bypass capability:

not activated, and the module is exclusively providing services with cryptographic proeessing (¢
hta is encrypted); or

activated and the module is exclusively providing services without cryptographic. processing (€

alternately activated and deactivated and the module is providing( some services with ¢
ocessing and some services without cryptographic processing (e.g. ferfnodules with multiple cor

Self-Initiated cryptographic output capability
d cryptographic output capability is the ability of the medule to perform cryptographic operation
security functions or SSP management techniques-without external operator request. The
hic output capability shall [04.23] be configured{by the Crypto Officer and this configurat
pver resetting, rebooting, or power cycling of the module.

raphic module implements a self-initiated cryptographic output capability, then:

dependent internal actions shall [04:24] be required to activate the capability to prevent the
due to a single error. The two independent internal actions shall [04.25] modify software and/
our that is dedicated to mediate the capability (e.g. two different software or hardware flags arg
may be user-initiated); and

odule shall [04.26] show’ status to indicate whether the self-initiated cryptographic output
ed.

Software/Firmware loading

ts shall{04.27] apply:

bded software or firmware shall [04.28] be validated by a validation authority prior to loading

.g. plaintext
.g. plaintext
yptographic

nhmunication

s and other
Self-initiated
on may be

inadvertent
br hardware
set, one of

Capability is

raphic medule has the capability of loading software or firmware from an external source, then the following

to maintain

a) theop
b)
c) them
1) is
d
2) i
3) s
p
7.4.3.3
Self-initiate
approved
cryptograp
preserved
If a cryptog
— two in
output
behay
which
— the m
activa
7.4.3.4
If a crypto
requireme
— the lo
valida

on:

test has completed successfully;

executed;

until after the pre-operational self-tests specified in 7.10.2 have been successfully executed; and
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all data output via the data output interface shall [04.29] be inhibited until the software/firmware loading and load

the Software/Firmware Load Test specified in 7.10.3.4 shall [04.30] be performed before the loaded code can be

the cryptographic module shall [04.31] withhold execution of any loaded or modified approved security functions
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loaded software or firmware (7.4.3).

the modules versioning information shall [04.32] be modified to represent the addition and/or update of the newly

If the loading of new software or firmware is a complete image replacement, this shall [04.33] constitute an entirely new
module which would require validation by a validation authority to maintain validation. The new software or firmware

image shall [04.34] only be executed after the module transitions through a power-on reset. All SSPs shall [
zeroised prior to execution of the new image.

04.35] be

7.4.4 Authentication

Authentication mechanisms may be required within a cryptographic module to authenticate an operator aq

cessing the

module and to verify that the operator is authorised to assume the requested role and perform sefvices within that role.

The following types of mechanisms are used to control access to the cryptographic module:

ased Authentication: If role-based authentication mechanisms are supported by a“cryptographic
shall [04.36] require that one or more roles either be implicitly or explicitly-selected by the g
04.37] authenticate the assumption of the selected role (or set of roles)\The cryptographic m

Identify-Based Authentication: If identity-based authentication. mechanisms are supported by a c
, the module shall [04.39] require that the operatorbe individually and uniquely identified, s
that one or more roles either be implicitly or explicitly selected by the operator, and s
ticate the identity of the operator and the authorisafion of the operator to assume the selected r
. [The authentication of the identity of the operator, seléction of roles, and the authorisation of the ag

e shall [04.42] verify the authorisation of the\identified operator to assume any role that was nd
authofiised.

A cryptogr
role, or may require separate authentication-for each service or for different sets of services. When a ¢
module is feset, rebooted, powered off and subsequently powered on, the module shall [04.43] require the
be authentjcated.

Various types of authentication data may be required by a cryptographic module to implement thg
authenticajion mechanisms, .ingluding (but not limited to) the knowledge or possession of a pasg
cryptographic key, or equivalent; possession of a physical key, token, or equivalent; or verification
characterigtics (e.g. biometrics). Authentication data within a cryptographic module shall [04.44] be prote
unauthorispd use, diselosure, modification, and substitution. Approved security functions may be used ag
authentication mechanism.

The initialisation{of authentication mechanisms may warrant special treatment. If a cryptographic modu

module, the
perator and
bdule is not

i¢ation of the

ated fo’r that

yptographic
hall [04.40]
hall [04.41]
ble or set of
sumption of

lected roles may be combined. If a cryptographic module permits an operator to change rolgs, then the

t previously

hphic module may permit an authenticated operator to perform all of the services allowed within ap authorised

yptographic
operator to

supported
word, PIN,
of personal
cted against
part of the

e does not

contain th authentlcatlon data required to authenticate the operator for the first time the module is accessec

then other
45] be used

to control access to the module and initialise the authentlcatlon mechanlsms If default authent|catlon data is used to
control access to the module, then default authentication data shall [04.46] be replaced upon first-time authentication.

This default authentication data does not need to meet the zeroisation requirements (7.9.7).

The authentication mechanism may be a group of mechanisms of different authentication properties that jointly meet the
requirements of this clause. If the cryptographic module uses security functions to authenticate the operator, then those

security functions shall [04.47] be approved security functions.

The module shall [04.48] implement an approved authentication mechanism as referenced in Annex E.
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— The strength of the approved authentication mechanism shall [04.49] be specified in the security policy (Annex B).

— For each attempt to use the approved authentication mechanism, the module shall [04.50] meet the strength of the
authentication objective. For multiple attempts to use the approved authentication mechanism during a one-minute
period, the module shall [04.51] meet the strength of the authentication objective.

— The approved authentication mechanism shall [04.52] be met by the module’s implementation and not rely on
documented procedural controls or security rules (e.g. password size restrictions).

— Fora

mechanism. If the operating system implements the authentication mechanism, then the authentication

shall

— Feedh
visible
actual

—  Feedh

SECURIT
For Securi
the modul
operator e

SECURIT

For Securi

access to the module.

SECURIT

For Securi

access to the module.

SECURIT

For Secu
mechanisn

7.5 Soff

A cryptogr

software cryptographic module at Security Level 2, the operating system may implement the. at

04.53] meet the requirements of this clause.

ack of authentication data to an operator shall [04.54] be obscured during the authentication prog
display of characters when entering a password). Non-significant characters may be displayed in
authentication data.

LEVEL 1

y Level 1, a cryptographic module is not required to employ authentication mechanisms to contr
. If a module does not support authentication mechanisms, the module shall [04.56] reqy
ther implicitly or explicitly select one or more roles.

LEVEL 2

ty Level 2, a cryptographic module shall [04:57] at a minimum employ role-based authenticatid

LEVEL 3

y Level 3, a cryptographic medule shall [04.58] employ identity-based authentication mechanisn

LEVEL 4

ity Level 4, a~Cryptographic module shall [04.59] employ multi-factor identity-based al
Ns to control access to the module.

ware/Eifmware security

bphic'module is defined as either a hardware, software, firmware or hybrid module (7.2.2). The r

of this cla

thentication
mechanism

ess (e.g. no
place of the

ack provided to an operator during an attempted authentication shall._[04.55] prevent weakg¢ning of the
authenmtication mechanism strength beyond the required authentication strength.

bl access to
ire that the

n to control

s to control

thentication

bquirements

oo

a<hall INE N11 annlvy ta csoftwara and firmmwara comnonents-of-a cruntoaranhic-modiule
O—Stotr TSP Pryt6-SottWatreahRaHHRWaFe-6oMRpPoRe SO a-6HptogaprHeRoathe-

A cryptographic module that is implemented completely in hardware is not subject to the software/firmware security
requirements of this International Standard.

The public verification key or keyed message authentication key used for an approved integrity technique may reside
within the module code and is not considered a SSP.

The documentation requirements specified in A.2.5 shall [05.02] be provided.
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SECURITY LEVEL 1

The following requirements shall [05.03] apply to software and firmware components of a cryptographic module for
Security Level 1:

All software and firmware shall [05.04] be in a form that satisfies the requirements of this International Standard
without madification prior to installation (7.11.7);

For sq
softws

A

For s
compd

A
[
C
E

If the i
on the
a sing
signat
the er
itself

modul

An op

(7.3.2;

All dat
servic

For a
of the
consti

fitmware components within the module’s defined cryptographic boundary in one of theifellowing wa

ftware and firmware modules and the software or firmware component of a hybrid module (ex
re and firmware components within a disjoint hardware component of a hybrid module):

cryptographic mechanism using an approved integrity technique shall [05.05] be applied 10 all s

- by the cryptographic module itself; or
- by another validated cryptographic module operating in an approved maode '0f operation.

pftware and firmware components of a hardware cryptographiccmodule and the software
nents within a disjoint hardware component of a hybrid cryptographic*module:

cryptographic mechanism using an approved integrity technique or an error detection code

5.06] be applied to all software and firmware components within the hardware modul
yptographic boundary or within disjoint hardware compenénts of the hybrid module. If an EDC
PC shall [05.07] be at least 16 bits in length.

htegrity test fails (i.e. the calculated result is not successfully verified or the EDC cannot be verifie

le encompassing message authenticatiopn, code or signature, or multiple disjoint authenticatig
Lires of which failure of any disjoint authentication code or signature shall [05.09] cause the moq
ror state. The expected referenced output of the integrity technique mechanism may be consider
ot subject to the integrity technique. The temporary value(s) generated during the integrity,
e’s software or firmware shall [05.10] be zeroised from the module upon completion of the integrit

brator shall [05.11] be able.to perform the integrity test on demand via an HMI, SFMI, HSMI or H

a and control inputs,‘@nd data, control and status outputs (specified in 7.3.3) of the cryptographic
ps (7.4.3) shall{65712] be directed through a defined HMI, SFMI, HFMI or HSMI; and

software or firmware module, if the loaded software or firmware image is a complete replaceme
validated.module image, the software/firmware load test is not applicable (NA) as the replaceme
utes anew module.

cept for the

oftware and
ys:

or firmware

EDC) shall
e’'s defined
s used, the

] depending

module type), the module shall [05.08] enter.thé error state. The approved integrity technique may consist of

n codes or
ule to enter
bd data and
test of the
y test;

FMI service

module and

t or overlay
t or overlay

If the 4

boftware ar firmware that is loaded is assaociated _bound _maodifies or is an executahle rnquici‘rn of t

he validated

module, then the software/firmware load test is applicable and shall [05.13] be performed by the validated module
with the following exceptions:

replacement or overlay of the validated module.

a

30

complete image replacement or overlay of the validated module.
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replacement or overlay of the disjoint software components.

image is a complete image replacement or overlay of the disjoint firmware components.

SECURITY LEVEL 2

In addition
firmware c

The s
execu

There
opera

For sd

(except for the software and firmware components within a disjoint hardware component of a hybrid moq

A
a

SECURIT

In addition
and firmwg
for the soff

verified, the test fails and the module shall [05.18] enter theserror state.

to the requirements of Security Level 1, the tollowing requirements shall [05.14] apply to-s
bmponents of a cryptographic module for Security Level 2:

oftware and firmware components of a cryptographic module shall [05.15] only include cod
able form (e.g. no source code, object code or just-in-time compiled code);

shall [05.16] be no services or control settings via the HMI, SFMI, HFMI or HSMI interface
or to initiate or perform debugging techniques;

ftware and firmware modules and the software or firmware component ef\a’hybrid module for Sec
n approved digital signature or keyed message authentication.code shall [05.17] be applied to
nd firmware within the module’s defined cryptographic boundary. If the calculated result is not
LEVELS 3 AND 4

to the requirements of Security Levels 1 and 25-the following requirements shall [05.19] apply,

re modules and the software or firmware component of a hybrid module for Security Levels 3 ar
ware and firmware components within a disjoint hardware component of a hybrid module):

The cryptographic module is a hybrid software module and the loaded software image is a complete image

The cryptographic module is a hybrid firmware module of physical Security Level 1 and the loaded firmware

bftware and

e that is in

to allow the

Lrity Level 2

ule):

all software

successfully

to software
d 4 (except

A cryptographic mechanism using an approved.digital signature shall [05.20] be applied to all software and firmware

componen

test fails apd the module shall [05.21] enter the error state.

The digital
failure of a
[05.23] res

7.6 Ops

7.6.1 Op

The opera
hardware

s within the module’s defined cryptographic boundary. If the calculated result is not successfully

signature technique may consist of a single encompassing signature or multiple disjoint signature
ny disjoint signature shalk[05.22] cause the module to enter the error state. The private signing k|
ide outside the module.

rational environment

prational’enivironment general requirements

fional \environment of a cryptographic module refers to the management of the software, firmy
equired for the module to operate. The operational environment of a software, firmware, or hy

includes, at—aTmimimTarnT, theTmodutecomponents;thecomputing ptatform, and—theoperatimgsystenTtha

erified, the

5 of which
ey shall

vare, and/or
brid module
controls or

allows the execution of the software or firmware on the computing platform. A hardware module may have an operating
environment within the module consisting of an operating system which allows the execution of internal software or
firmware. The operating system is considered to include, when applicable, the virtual machine(s) (system and/or

process) a

nd the runtime environment (e.g. Java Runtime Environment — JRE).

A general-purpose operational environment refers to the use of a commercially available general-purpose operating
system (i.e. resource manager) that manages the software and firmware components and also manages system and
operator(s) processes/thread(s), including general-purpose application software such as word processors.
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The operational environment can be non-modifiable, limited or modifiable.

The following clause specifies the three specific operational environments.

a) A non-modifiable operational environment is designed or configured in a manner to prevent modification by an
operator or process to the module components, the computing platform, or the operating system. This environment
may consist of a firmware module operating in a non-programmable computing platform or a hardware module

b)

Some exa

which prevents the loading of any additional software or firmware.

A limited operational environment is designed or configured in a manner to allow controlled modifi
operafor or process to the module components, the computing platform, or the operating system.\This
may
firmware loading requirements specified in 7.4.3.4.

A mddifiable operational environment refers to an operating environment that\may be recq
add/delete/modify functionality, and/or may include general-purpose operating system capabilities (e
computer operating system, configurable smartcard operating system, or programmable software).
systems are considered to be modifiable operational environments if software{ components can be mo
operafor or process and/or an operator or process can load and executé software (e.g. a word
that is[not part of the defined software, firmware, or hybrid module.

A modifiable operational environment has the following characteristics:
Functipns may be added or modified within the operational e€hvironment. Those functions are not

trustedl to not interfere with the operation of the cryptographic’ module unless such interference is p
the operational environment.

In such an environment it is required that no functionsoperating in the same operational environment th
belong to the trusted part of the operational environment have access to SSPs other than via
interfaces of the cryptographic module.

It is therefore required that the operational environment provides the capability to separate the ¢
module during operation from other fun¢tions in the operational environment such that those functions
obtain| information from the cryptographic module related to the CSPs nor be able to modify CSPs, |

ation by an
pnvironment

firmware operating in a programmable hardware module where the loading of additional firmwarie meets the

nfigured to
g. use of a
Operating
dified by an
processor)

necessarily
rohibited by

at does not
the defined

yptographic
can neither
PSPs or the

execufion flow of the cryptographic.module other than via the interfaces provided by the cryptographic module itself.

A spegcific configuration of the ‘operational environment may be required to achieve adequate prote
cryptographic module with-its’‘code and data (e.g. prohibiting specific kind of inter-process communic
cryptographic module, assigning restrictive access rights to files containing SSPs or the code of the ¢
module).

ples of operational environments are provided in the following table.

Table 2: Examples of operational environments

ction of the
ation for the
yptographic

Configuration Examples >

perational

Environment

A computing platform that does not permit the loading of code and does not permit operators to modify
the configuration of the computing platform, operating system or cryptographic module.

Non-Modifiable

A computing platform containing an operating system that allows the loading of additional code that is Limited
authenticated and meets all applicable requirements of this International Standard.
32 © ISO/IEC 2012 — Al rights reserved
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A computing platform that allows the loading of code without meeting the software or firmware loading Modifiable
requirements of this International Standard.
A computing platform containing code whose operating system is reconfigurable by the operator Modifiable

allowing the removal of the security protections.

For a non
environme
all of the a

Code whig
Standard.
Standard.

If the opel

bove.

h is executed in a non-modifiable or limited environment is referred to as firmware Within this
Code which is executed in a modifiable environment is referred to as software, within this

requirements in 7.6.2 shall [06.01] apply.

modifiable or limited environment, the controlling components which maintain the non-moaifiabje or limited
nt may include attributes of the computing platform, the operating system or the cryptographic:mofiule itself or

nternational
nternational

rational environment is non-modifiable or a limited operational environment, only the operating system

If the opergtional environment is a modifiable operational environment, the operating system requirements i 7.6.3 shall

[06.02] ap

Dly.

The docunpentation requirements specified in A.2.6 shall [06.03] be provided.

7.6.2 Opgrating system requirements for limited or non-madifiable operational environments
SECURITY LEVEL 1
The requirgments in 7.6.3 Security Level 1 shall [06.04]be applicable if the module is Security Level 1in 7.7.
SECURITY LEVELS 2, 3, AND 4
There are po additional requirements.
7.6.3 Opgrating system requirements for modifiable operational environments
SECURITY LEVEL 1
The following requirements apply to operating systems for Security Level 1.
— Each instance gf'a cryptographic module shall [06.05] have control over its own SSPs.
— The operatighal environment shall [06.06] provide the capability to separate individual application progesses from
each )ther in order to prevent uncontrolled access to CSPS and uncontroIIed modlflcatlons of SSPs egardless if
this data f ' nt. This ensures

that direct access to CSPs and SSPs is restricted to the cryptographic module and the trusted parts of the
operational environment. Restrictions to the configuration of the operational environment shall [06.07] be
documented in the security policy of the cryptographic module.

— Processes that are spawned by the cryptographic module shall [06.08] be owned by the module and are not owned
by external processes/operators.

NOTE
cryptograph

These requirements cannot be enforced by administrative documentation and procedures, but must be enforced by the

ic module itself.
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SECURITY LEVEL 2

In addition to the requirements of Security Level 1, for Security Level 2 an operating environment shall [06.09] meet the
following requirements or as allowed by the validation authority.

all cryptographic software, SSPs, and control and status information shall [06.10] be under the control of an

operating system that implements either role-based access controls or, at the minimum, a discretionary access
control with robust mechanism of defining new groups and assigning restrictive permissions for example through

acces
syster
contrg

the op

T mw

TT W 03TV

n

and

the fo
define

Wi
p

th

th
o}

—

h

to profect plaintext data, cryptographic software, SSPs, and authentication data, the access'¢ontrol me

images). In this case,-running processes refer to all processes, cryptographic or not, not owned o

5-control Nists (ACLS), and with the capability o1 assigning each user 1o more than one group. 1
n shall [06.11] be configured to protect against unauthorised execution, modification, and readi
| and status data;

erating system:

hall [06.12] be configured to define and enforce the set of roles or the groups 'and their associatq
prmissions that have exclusive rights to execute the stored cryptographic software;

hall [06.13] be configured to define and enforce the set of roles or the.groups and their associate
brmissions that have exclusive rights to modify (i.e. write, replace; and delete) the following ¢
odule software stored within the cryptographic boundary: cryptographic programs, cryptograph
yptographic audit data), SSPs, and plaintext data;

hall [06.14] be configured to define and enforce the set ofyroles or the groups and their associatd
brmissions that have exclusive rights to read cryptographic data (e.g. cryptographic audit data),
aintext data; and

hall [06.15] be configured to define and enforcesthe set of roles or the groups and their associate
prmissions that have exclusive rights to enterSSPs.

lowing specifications shall [06.16] be consistent with the roles or designated groups’ rights and
d in the security policy:

hen not supporting a maintenance role, the operating system shall [06.17] prevent all operators
ocesses from modifying running cryptographic processes (i.e. loaded and executing cryptograp

e operating system/(i.e. operator-initiated);

e operating\system shall [06.18] prevent user processes from gaining either read or write acce
vned by other processes and to system SSPs; and

e configuration of the operating system that meets the above requirements shall [06.19] be spg

e operating
ng of SSPs,

chanisms of

d restrictive

d restrictive
yptographic
c data (e.g.

d restrictive
CSPs, and

d restrictive

services as

and running
hic program
initiated by

ss to SSPs

cified in the

ministrator Guidance. The Administrator Guidance shall [06.20] state that the operating syst

Em must be

configured as specified for the module contents to be considered protected.

The identification and authentication mechanism to the operating system shall [06.21] meet the requirements of 7.4.3
and be specified in the module's security policy.

All cryptographic software, SSPs, control and status information shall [06.22] be under the control of:

34

an operating system which shall [06.23] have, at a minimum, the following attributes:

© ISO/IEC 2012 — All rights

reserved


https://standardsiso.com/api/?name=5df94c0b5eb649a8b68c70aed37666ea

ISO/IEC 19790:2012(E)

— the operating system shall [06.24] provide an audit mechanism with the date and time of each audited event.
The cryptographic module shall [06.25] not include SSPs as part of any audit record;

— the cryptographic module shall [06.26] provide the following events to be recorded by the audit mechanism of
the operating system:

modifications, accesses, deletions, and additions of cryptographic data and SSPs;

7))

— th
id
o]

e

e

Only opera

attempts to provide invalid input for Crypto Officer functions;

addition or deletion of an operator to and from a Crypto Officer role (if those roles are‘man
cryptographic module);

the use of a security-relevant Crypto Officer function;

requests to access authentication data associated with the cryptographic module;

the use of an authentication mechanism (e.g. login) associated with the-Cryptographic module;
explicit requests to assume a Crypto Officer role.

audit mechanism of the operating system shall [06.27]_be capable of auditing the followir]

stem related events:

all operator read or write accesses to audit data stored in the audit trail;
access to files used by the cryptographic module to store cryptographic data or SSPs;

addition or deletion of an operator toCand from a Crypto Officer role (if those roles are 1
operational environment);

requests to use authentication data management mechanisms;

attempts to use the trusted ehannel function and whether the request was granted, when truste
supported at this secufity level; and

identification of .the initiator and target of a trusted channel, when trusted channel is suppq
security level,

operating=system shall [06.28] be configured to prevent operators other than those with th

entified in_the security policy from modifying cryptographic module software and audit data storg
berational*environment of the cryptographic module.

hged by the

and

g operating

nanaged by

d channel is

rted at this

e privileges
d within the

ting systems that are configured to meet the above security requirements shall [06.29] be pern

nitted at this

security level, whether or not the cryptographic module operates In an approved mode of operation. The audit record
should be protected against unauthorised modification through the use of an approved security function.

7.7 Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [07.01] employ physical security mechanisms in order to restrict unauthorised physical
access to the contents of the module and to deter unauthorised use or modification of the module (including substitution
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of the entire module) when installed. All hardware, software, firmware, data components and SSPs within the
cryptographic boundary shall [07.02] be protected.

A cryptographic module that is implemented completely in software such that the physical security is provided solely by
the computing platform is not subject to the physical security requirements of this International Standard.

The requirements of this clause shall [07.03] be applicable to hardware and firmware modules, and hardware and
firmware components of hybrid modules.

The requirgments of this clause shall [07.04] be applicable at the defined physical boundary of the module.

Physical s¢curity requirements are specified for three defined physical embodiments of a cryptographi¢’moduile.

a) Single-chip cryptographic modules are physical embodiments in which a single integrated circuit (IC) chip may
be us¢d as a standalone device or may be embedded within an enclosure or a product‘that may not He physically
protegted. Examples of single-chip cryptographic modules include single IC chips er/smart cards with a single IC
chip.

b) Multigle-chip embedded cryptographic modules are physical embodimerits in which two or more IC chips are
intercgnnected and are embedded within an enclosure or a product that may not be physically protected. Examples
of multiple-chip embedded cryptographic modules include adapters and,expansion boards.

¢) Multigle-chip standalone cryptographic modules are physical*émbodiments in which two or more |C chips are
intercgnnected and the entire enclosure is physically protected. Examples of multiple-chip, | standalone
cryptographic modules include encrypting routers, secure radios or USB tokens.

Depending on the physical security mechanisms of a cryptographic module, unauthorised attempts at physical access,
use, or modification shall [07.05] have a high probability of,being detected:

— subsefpuent to an attempt by leaving visible signs-(i.e. tamper evidence);
and/o

— during an access attempt

and appropriate immediate actions shall [07.06] be taken by the cryptographic module to protect CSPs.

Table 3 summarises the physicabsecurity requirements, both the general and the three specific embodiments for each of

the four security levels. The“embodiment-specific physical security requirements at each security level gnhance the
general reﬁuirements atthe/same level, and the embodiment-specific requirements of the previous level.

JTable 3: Summary of physical security requirements for cryptographic modules

General Requirements Single-Chip Multiple-Chip Multiple-Chip
for all Embodiments Embedded Standalone
Security Level 1 Production-grade No additional Production-grade Production-grade
components. requirements. enclosure or removable enclosure or removable
Standard passivation. cover. cover.

Procedural or automatic
zeroisation when
accessing the
maintenance access
interface.
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General Requirements
for all Embodiments

Single-Chip

Multiple-Chip
Embedded

Multiple-Chip
Standalone

Security Level 2

Evidence of tampering.

Opaque or translucent
within the visible
spectrum.

Prevent direct

Tamper-evident coating
on chip or enclosure.

Tamper-evident
encapsulating material
or enclosure with
tamper-evident seals or
pick-resistant locks for

Tamper-evident
encapsulating material
or enclosure with
tamper-evident seals or
pick-resistant locks for

observation through
holes and slits.

doors or removable
covers.

doors or removable
covers.

Security|Level 3

Tamper response and
zeroisation circuitry.
Automatic zeroisation
when accessing the
maintenance access
interface.

Prevent probing through
holes are slits.

EFP or EFT for
temperature and
voltage.

Hard tamper-evident
coating on chip or strong
removal-resistant and
penetration resistant
enclosure.

Hard tamper-evident
encapsulating material
or strong enclosure.

Hard tamper-evident
encapsulating material
or strong enclosure.

Security|Level 4

Tamper detection and
response envelope.

EFP for temperature and
voltage.

Protection from fault
induction.

Hard removal-resistant
coating on chip.

Tamper detection and
response envelope with
zeroisation capability.

Tamper detection and
response envelope with
zeroisation capability.

In general

Security Level 1 provides a baseline set of requirements. Security Level 2 requires the addition of tamper-

evident me¢chanisms and the inability to, gather information about the internal operations of the critical greas of the
module (opaqueness). Security Level.8-adds requirements for the use of strong or hard conformal or ngn-conformal
enclosureq with tamper detection apd-.response mechanisms for removable covers and doors and resistance to direct

probing vi

openings or entry points? Environmental failure protection (EFP) or environmental failure testing (EFT) is

required af Security Level 3. Security Level 4 adds requirements for the use of strong or hard conformal or non-

conformal

nclosures with tampeér detection and response mechanisms for the entire enclosure or significant damage.

Environmental failure protection (EFP) and protection from fault induced attacks are required at Security Levgl 4.

Security rgquirements\are specified for a maintenance access interface when a cryptographic module is designed to
permit phypical access (e.g. by the module vendor or other authorised individuals).

Tamper ddtection and tamper response are not substitutes for tamper evidence.

The documentation requirements specified in A.2.7 shall [07.07] be provided.

7.7.2 Physical security general requirements

The following requirements shall [07.08] apply to all physical embodiments:

— documentation shall [07.09] specify the physical embodiment and the security level for which the physical security
mechanisms of a cryptographic module are implemented;

© ISO/IEC 2012 — All rights reserved
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whenever zeroisation is performed for physical security purposes, the zeroisation shall [07.10] occur in a

sufficiently small time period so as to prevent the recovery of the sensitive data between the time of detection and
the actual zeroisation;

is desi

a

gned to permit physical access (e.g. by the module vendor or other authorised individual), then:

maintenance access interface shall [07.11] be defined;

th
c

cC Q

SECURIT
The follow
the cr
techni

enviro

when
or aut

SECURIT

In addition
cryptograp

the cr
physiq

the ta
spectr

intern@l operations of the critical areas of the module; and

if the

manngr to prevent the‘gathering of information of the module’s internal construction or components by

obsen

SECURIT

e maintenance access interface shall [07.12] include all physical access paths to the_lcon
yptographic module, including any removable covers or doors; and

ny removable covers or doors included within the maintenance access interface shall {07.13] be
5ing the appropriate physical security mechanisms.

LEVEL 1

ng requirements shall [07.14] apply to all cryptographic modules for Security Level 1:

yptographic module shall [07.15] consist of production-grade components that include standard
nues (e.g. a conformal coating or a sealing coat applied over the module’s circuitry to pro

hmental or other physical damage); and

performing physical maintenance, zeroisation shall [07%16] either be performed procedurally by
bmatically by the cryptographic module.

LEVEL 2

to the general requirements for Security Level 1, the following requirement shall [07.17]
hic modules for Security Level 2:

ptographic module shall [07.18] provide evidence of tampering (e.g. on the cover, enclosure, ang
al access to the module is attempted;

mper-evident material, coating or enclosure shall [07.19] either be opaque or translucent withi
um (i.e. light of wavelength range of 400nm to 750nm) to prevent the gathering of informatio
cryptographic module contains ventilation holes or slits, then the module shall [07.20] be cong
ation using \artificial light sources in the visual spectrum of the module’s internal construction or cdg

LEVEL'3

In addition

if a module includes a maintenance role that requires physical access to the contents of the module or if the module

ents of the

bafeguarded

passivation
ect against

he operator

apply to all

seal) when

h the visible
h about the

tructed in a
direct visual
mponents.

apply to all

cryptograp

to-the gnnnml mnlnimmnnfc for Qnmlrify Levels 1 and 2 _the fnllnwing rnqnimmnnfc shall [07 21

hic modules for Security Level 3:

if the cryptographic module contains any doors or removable covers or if a maintenance access interface is defined,

then the module shall [07.22] contain tamper response and zeroisation capability. The tamper response and
zeroisation capability shall [07.23] immediately zeroise all unprotected SSPs when a door is opened, a cover is
removed, or when the maintenance access interface is accessed. The tamper response and zeroisation capability
shall [07.24] remain operational when unprotected SSPs are contained within the cryptographic module;
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if the cryptographic module contains ventilation holes or slits, then the module shall [07.25] be constructed in a

manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a single articulated
probe);

strong or hard conformal or non-conformal enclosures, coatings or potting materials shall [07.26] maintain strength

and hardness characteristics over the module's intended temperature range of operation, storage and distribution,

if tamper evident seals are employed, they shall [07.27] be uniquely numbered or independently identifiable (e.g.

uniqugly numbered evidence tape or uniquely identifiable holographic seals), and

the m
SECURIT

In addition
all cryptog

the cr|
tampe

the m

the ci
techni

7.7.3 Ph

7731

In addition
single-chip

SECURIT
There are
SECURIT

In addition
cryptograp

the cr
mater
direct

pdule shall [07.28] either include EFP features or undergo EFT.
LEVEL 4

to the general requirements for Security Levels 1, 2, and 3, the following requirement shall [07.
aphic modules for Security Level 4:

yptographic module shall [07.30] be protected either by a hard opague_removal-resistant coaf
r detection envelope with tamper response and zeroisation capability;

pdule shall [07.31] include EFP features; and

yptographic module shall [07.32] provide protection from® fault induction. The fault inductio
nues and the mitigation metrics employed shall [07.33] bexdocumented as specified in Annex B.

sical security requirements for each physical security embodiment

Single-chip cryptographic modules

to the general physical security requirements specified in 7.7.2, the following requirements ar
cryptographic modules.

LEVEL 1
no additional Security LevelyT requirements for single-chip cryptographic modules.
LEVEL 2

to the requirements for Security Level 1, the following requirements shall [07.34] apply to
hic modules-for Security Level 2:

ptographic module shall [07.35] be covered with a tamper-evident coating (e.g. a tamper-evident
al of & tamper-evident material covering the passivation) or contained in a tamper-evident enclog

9] apply to

ng, or by a

N mitigation

b specific to

single-chip

passivation
ure to deter

observation, probing, or manipulation of the module and to provide evidence of attempts to tar

nper with or

remov

e the module.

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.36] apply to single-chip

cryptograp

hic modules for Security Level 3:

covering the passivation),
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or

— the enclosure shall [07.38] be implemented so that attempts at removal or penetration of the enclosure shall
[07.39] have a high probability of causing serious damage to the cryptographic module (i.e. the module will not
function).

SECURITY LEVEL 4

In addition
chip crypto

— thecr
and a
proba

— there
high p

7.7.3.2

In addition
embedded

SECURIT

If the cryp
removable

SECURIT

In addition
embedded

— the m
resistd
remow

or

— them
includ

and

o the requirements for Security Levels 1, Z, and 3, the following requirements shall [07.40] apf
graphic modules for Security Level 4:

yptographic module shall [07.41] be covered with a hard, opaque removal-resistant ceating wi
bility of resulting in serious damage to the module (i.e. the module will not function);and

moval-resistant coating shall [07.42] have solvency characteristics such that.dissolving the coatin
robability of dissolving or seriously damaging the module (i.e. the module wilkn6t function).

Multiple-chip embedded cryptographic modules

cryptographic modules.
LEVEL 1

tographic module is contained within an enclosure. or removable cover, a production-grade 4
cover shall [07.43] be used.

LEVEL 2

cryptographic modules for Security Level 2:
pdule components shall [07445] be covered with a tamper-evident coating or potting materia

e module components,

bdule shall [€7-46] be entirely contained within a metal or hard plastic production-grade enclosy
e doors or-rémovable covers;

ly to single-

th hardness

dhesion characteristics such that attempting to peel or pry the coating from the maodule will have a high

h will have a

to the general security requirements specified in 7.7.2, the following requirements are specific to mqultiple-chip

nclosure or

to the requirement for Security Level 1, the following requirements shall [07.44] apply to multiple-chip

(e.g. etch-

nt coating or bleeding paint)_to deter direct observation and to provide evidence of attempts to tafnper with or

re that may

seals (e.g. evidence tape or holographic seals).

SECURITY LEVEL 3

ed with pick-

per-evident

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.49] apply to multiple-
chip embedded cryptographic modules for Security Level 3.
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coating or potting material (e.g. a hard epoxy material),

or

the multiple-chip embodiment of the circuitry within the cryptographic module shall [07.50] be covered with a hard

the module shall [07.51] be contained within a strong enclosure such that attempts at removal or penetration of the

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURIT

In addition
chip embe

the m
enclog

serpentine geometric pattern of conductors or a wire-wound package or a non-flexible, brittle circuit

enclos
or disg

the m
the ta
unpro
contai

7.7.3.3

In addition
standalong

SECURIT

The cryptpgraphic module shall [07.60] be entirely contained within a metal or hard plastic production-grad

that may in
SECURIT

In addition
standalong

[07.62
proteg

SECURIT

if the @nclosure of the-cryptographic module includes any doors or removable covers, then the doors or

LEVEL 4

to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.52]\apply
ided cryptographic modules for Security Level 4:

odule components shall [07.53] be within a strong or hard conformal or non<Cenformal end
ure shall [07.54] be encapsulated by a tamper detection envelope (e.g. a flexible ' mylar printed ¢

ure) that shall [07.55] detect tampering by means such as cutting, drilling, milling, grinding, burn
olving of the potting material or enclosure to an extent sufficient for accessing SSPs; and

bdule shall [07.56] contain tamper response and zeroisation circuitry-that shall [07.57] continuo
mper detection envelope and, upon the detection of tampeting, shall [07.58] immediately

ected SSPs. The tamper response circuitry shall [07.59] rémain operational when unprotecte
hed within the cryptographic module.

Multiple-chip standalone cryptographic modules

to the general security requirements specified in#7.2, the following requirements are specific to 1
cryptographic modules.

LEVEL 1

clude doors or removable covers.

LEVEL 2
cryptographic modules for Security Level 2:
| be locked’with pick-resistant mechanical locks employing physical or logical keys or shall

ted with'tamper-evident seals (e.g. evidence tape or holographic seals).

LEVEL 3

to multiple-

losure. The
ircuit with a
or a strong
ng, melting,

Lisly monitor
zeroise all
d SSPs are

hultiple-chip

e enclosure

to the requirements \for Security Level 1, the following requirements shall [07.61] apply to fnultiple-chip

covers shall
[07.63] be

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.64] apply to multiple-
chip standalone cryptographic modules for Security Level 3:

the module shall [07.65] be contained within a strong enclosure such that attempts at removal or penetration of the

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.66] apply to multiple-
chip standalone cryptographic modules for Security Level 4:

the enclosure of the cryptographic module shall [07.67] contain a tamper detection envelope that use tamper

detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect switches, permanent
magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or microwave), or other tamper detection
mechanisms as described in 7.7.3.2 Security Level 4. The tamper detection mechanisms shall [07.68] respond to
attacks such as cutting, drilling, milling, grinding, burning, melting, or dissolving to an extent sufficient for accessing

SSPs

the cn
contin
imme

operaTionaI when unprotected SSPs are contained within the cryptographic module.

7.7.4 En

7.74.1

The electr
Deliberate
erratic ope

module. Reasonable assurance that the security of a cryptographic' module cannot be compromised

environme
or undergo

For Secur
undergo e

failure profection (EFP) features or undergo environmental failure testing (EFT). At Security Level 4, a n

[07.74] em

7.7.4.2

Environme
environme
compromis

The cryptd
outside of

If the temp)
shall [07.7

shutdg

and
yptographic module shall [07.69] contain tamper response and zeroisation capabilitythat s

iately zeroise all unprotected SSPs. The tamper response and zeroisation capabilityyshall [07

ironmental failure protection/testing

Fnvironmental failure protection/testing general requirements

bnic devices and circuitry are designed to operate within a particular range of environmenta
or accidental excursions outside the specified normal operating-ranges of voltage and temperatur
ration or failure of the electronic devices or circuitry that camn“eompromise the security of the ¢

ntal conditions can be provided by having the module eémploy environmental failure protection (E
environmental failure testing (EFT).

ty Levels 1 and 2 a module is not required tetemploy environmental failure protection (EFP)
nvironmental failure testing (EFT). At Security®evel 3, a module shall [07.73] either employ er

ploy environmental failure protection (EFP)features.

Fnvironmental failure protection. features
ntal failure protection (EEPR):*features shall [07.75] protect a cryptographic module agai
e the security of the medule.

graphic module ghall [07.76] monitor and correctly respond when operating temperature and
he specified narmal operating ranges.

erature arvgltage falls outside of the cryptographic module's normal operating range, the protectiq
7] either:

hall [07.70]

ously monitor the tamper detection envelope and, upon the detection of tampering, sihall [07.71]

.72] remain

conditions.
B can cause
yptographic
by extreme
FP) features

features or
vironmental
odule shall

st unusual

ntal conditions (accidental~er induced) when outside of the module's normal operating range that can

voltage are

n capability

wh.the module to prevent further operation,

or

7.7.4.3

immediately zeroise all unprotected SSPs.

Environmental failure testing procedures

Environmental failure testing (EFT) shall [07.78] involve a combination of analysis, simulation, and testing of a
cryptographic module to provide reasonable assurance that the environmental conditions (accidental or induced) when
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outside the module's normal operating ranges for temperature and voltage will not compromise the security of the
module.

EFT shall [07.79] demonstrate that, if the operating temperature or voltage falls outside the normal operating range of
the module resulting in a failure , at no time shall [07.80] the security of the cryptographic module be compromised.

The temperature range to be tested shall [07.81] be from a temperature within the normal operating temperature range
to the lowest (i.e. coldest) temperature that e|ther (1) shutdown the module to prevent further operation or (2)

immediate

V AtUTe

ange to the

highest (i.¢. hottest) temperature that elther (1) shuts down or goes into an error state or (2) zeroises.allqunprotected
SSPs. The temperature range to be tested shall [07.82] be from - 100° to + 200° Celsius (-~150° |to + 400°
Fahrenheit); however, the test shall [07.83] be interrupted as soon as either (1) the module is~shutdown to prevent

further op
Temperaty
physical bq

The voltag
to a lower
unprotecte
a higher v

undary of the module.

b range tested shall [07.85] be gradually decreasing from a voltage within the.normal operating v
voltage that either (1) shuts down the module to prevent further operation or (2) immediately

oltage that either (1) shuts down the module to prevent further operation or (2) immediately

bration, (2) all unprotected SSPs are immediately zeroised or (3) the module,‘enters a fi
re shall [07.84] be monitored internally at the sensitive components and critical deyvices and ng

hilure state.
t just at the

bltage range
zeroises all

d SSPs; and shall [07.86] be gradually increasing from a voltage withinthe normal operating voltage range to

zeroises all

unprotected SSPs.

7.8 Non-invasive security

Non-invasiyve attacks attempt to compromise a cryptographic module by acquiring knowledge of the module’s CSPs
without phlysically modifying or invading the module. Modules. may implement various techniques to mitigate against
these typep of attacks. The test metrics for non-invasive attack mitigation for each of the associated secunjty functions
addressed|by this International Standard are referenced;if’Annex F.

This subclause is not applicable if the cryptographic module does not implement non-invasive attack mitigation

techniqueg

Non-invasi
are not refi

Non-invasi
are referer]

to protect the module’s unprotected. SSPs from non-invasive attacks referenced in Annex F.

brenced in Annex F shall [08:01] meet the requirements in 7.12.

ve attack mitigation techniques implemented by the cryptographic module to protect the module
ced in Annex F shall {08.02] meet the following requirements.

The docunpentation requirenients specified in A.2.8 shall [08.03] be provided.

ve attack mitigation techniques implemented by the cryptographic module to protect the module’

5 SSPs that

s SSPs that

SECURITY LEVELS _1{AND 2
For Securify Levels 1 and 2, documentation shall [08.04] specify all of the mitigation techniques employed t¢ protect the
module’s ¢SPs.from the non-invasive attacks referenced in Annex F. Documentation shall [08.05] include|evidence of

the effectiv

eness of each of the attack mitigation techniques.

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, for Security Level 3, the cryptographic module shall [08.06]
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 3 as referenced in Annex F.

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1 and 2, for Security Level 4, the cryptographic module shall [08.07]
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 4 as referenced in Annex F.

7.9 Sensitive security parameter management

7.9.1 Sensitive security parameter management general requirements

Sensitive $ec G S = . ! Parameters
(PSPs). The securlty reqwrements for SSP management encompass the entlre Ilfecycle of SSPs emplyed by the
module. SP management includes random bit generators (RBGs), SSP generation, SSP establisiment, SSP
entry/outpyt, SSP storage, and unprotected SSP zeroisation.

Encrypted |CSPs refer to CSPs that are encrypted using an approved security function. CSPs”encrypted o1l obfuscated
using nontapproved security functions are considered unprotected plaintext within the )jscepe of this |nternational
Standard.

CSPs shdll [09.01] be protected within the module from unauthorised access,~use, disclosure, modifjcation, and
substitutiorlv.
PSPs shalll [09.02] be protected within the module against unauthorised modification and substitution.

A module $hall [09.03] associate an SSP which is generated, entereddnto’or output from the module with tHe entity (i.e.
person, group, role, or process) to which the SSP is assigned.

Hash valugs of passwords, RBG state information and intermediate key generation values shall [09.04] bg considered
as CSPs.

The docunpentation requirements specified in A.2.9 shal{\[69.05] be provided.

7.9.2 Rahdom bit generators

A cryptographic module may contain RBGs, ‘a_chain of RBGs, or may be solely an RBG. Approved RBGs Jare listed in
Annex C.

If an apprpved security function, SSP” generation or SSP establishment method requires random valugs, then an
approved RBG shall [09.06] be used to provide these values.

If entropy fs collected fromcoutside the cryptographic boundary of the module, the data stream generated using this
entropy ingut shall [09.07].be considered a CSP.

7.9.3 Sensitive sécurity parameter generation

A module llnay génerate SSPs internally or they may be derived from SSPs entered into the module.

Compromising the security of the SSP generation method which uses the output of an approved RBG (e.g. guessing the
seed value to initialise the deterministic RBG) shall [09.08] require at least as many operations as determining the value
of the generated SSP.

SSPs generated by the module from either the output of an approved RBG or derived from an SSP entered into the
module and used by an approved security function or SSP establishment method shall [09.09] be generated using an
approved SSP generation method listed in Annex D.
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7.9.4 Sensitive security parameter establishment

SSP establishment may consist of

automated SSP transport or SSP agreement methods or

manual SSP entry or output via direct or electronic methods.

Automate
shall [09.1

7.9.5 Sensitive security parameter entry and output

SSPs may
or output Vi
or the mog
[09.12] be

All cryptog
approved s

For directl
accuracy.

[09.14] be
for accurag

To prevent
order to oy

output of the CSPs.

For electrg
encrypted.

Manually ¢
SECURIT

Plaintext
interface(s

For software modules~or the software components of a hybrid software module, CSPs, key comp

authentica

SSP establishment shall [09.10] use an approved method listed in Annex D. Manual SSP -es
1] meet the requirements of 7.9.5.

tablishment

be manually entered into or output from a module either directly (e.g. entered via.a’keyboard or pumber pad,

a a visual display) or electronically (e.g. via a smart card/tokens, PC card, other electronic key |03
ule operating system). If SSPs are manually entered into or output from a_madule, the entry or
through the defined HMI, SFMI, HFMI or HSMI (7.3.2) interfaces.

ding device,
butput shall

raphically protected SSPs, entered into or output from the modulesshall [09.13] be encrypt¢d using an

ecurity function.

entered SSPs, the entered values may be temporarily displayed to allow visual verification ang
If encrypted SSPs are directly entered into the moduleythen the plaintext values of the SSH
displayed. Directly entered (plaintext or encrypted) SSPsshall [09.15] be verified during entry in
y using the conditional manual entry test specified in 72/10.3.5.

to improve
s shall not
to a module

the inadvertent output of sensitive information, two independent internal actions shall [09.16] bg¢ required in

tput any plaintext CSP. These two independent internal actions shall [09.17] be dedicated to m

nic entry or output via a wireless conngction; CSPs, key components and authentication data sha

ntered PSPs do not need to be\cryptographically authenticated.
LEVELS 1 AND 2

SPs, key components and authentication data may be entered and output via physical port(s)
shared with other-physical ports and logical interfaces of the cryptographic module.

ion data’may be entered into or output in either encrypted or plaintext form provided that the

componen

requiremerrts 0f.7.6.3.

s and,authentication data shall [09.19] be maintained within the operational environment ar

ediating the

| [09.18] be

and logical

onents and
CSPs, key
d meet the

SECURITY LEVEL 3

In addition to Security Levels 1 and 2, for Security Level 3, CSPs, key components and authentication data shall [09.20]

be entered

into or output from the module either encrypted or by a trusted channel.

CSPs which are plaintext secret and private cryptographic keys shall [09.21] be entered into or output from the module

using split

knowledge procedures using a trusted channel.
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If the module employs split knowledge procedures, the module shall [09.22] employ separate identity-based operator
authentication for entering or outputting each key component, and at least two key components shall [09.23] be

required to

reconstruct the original cryptographic key.

SECURITY LEVEL 4

In addition to Security Level 3, for Security Level 4 the module shall [09.24] employ multi-factor separate identity-based
operator authentication for entering or outputting each key component.

7.9.6 Sevl\sitive security parameter storage

SSPs storgd within a module may be stored either in plaintext or encrypted form. A module skall’[09.2p] associate
every SSP|stored within the module with the entity (e.g. operator, role, or process) to which the &SP is assighed.
Access to plaintext CSPs by unauthorised operators shall [09.26] be prohibited. Modification of PSPs by ynauthorised
operators $hall [09.27] be prohibited.

7.9.7 Sensitive security parameter zeroisation
A module [shall [09.28] provide methods to zeroise all unprotected SSPs(and key components within the module.
Temporarily stored SSPs and other stored values owned by the module-should be zeroised when they afe no longer
needed for future use.
A zeroised| SSP shall [09.29] not be retrievable or reusable.

Except at pecurity level 4, zeroisation of protected PSPs, ehcrypted CSPs, or CSPs otherwise physically| or logically
protected Within an additional embedded validated modulei(meeting the requirements of this International Btandard) is
not required.

SSPs needl not meet these zeroisation requirements if they are used exclusively to reveal plaintext data tp processes
that are authentication proxies (e.g. a CSP that-is’a module initialisation key).

Parameterp used solely for self-test purpgoses in 7.10 need not meet zeroisation requirements.

SECURITY LEVEL 1
The zeroisgation of unprotected-SSPs may be performed procedurally by the module operator, and indepenpdent of the
module’s gontrol (e.g. reformatting of a hard drive, the atmospheric destruction of a module during re-entry, dtc.).
SECURITY LEVELS 2 AND 3
The cryptographic_medule shall [09.30] perform the zeroisation of unprotected SSPs (e.g. overwriting with all zeros or
all ones or|with fandom data). Zeroisation shall [09.31] exclude the overwriting of an unprotected SSP with gnother
unprotected SSP. Temporary SSPs shall [09.32] be zeroised when they are no longer needed. The module [shall
[09.33] pravide an output status indication when the zeroisation is complete

SECURITY LEVEL 4

In addition to the requirements of Security Levels 2, and 3, the following requirements shall [09.34] be met:

— the zeroisation shall [09.35] be immediate and non-interruptible and shall [09.36] occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and the actual
zeroisation completed; and
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returned to the factory state.

7.10 Self

7.10.1 Se

approved

The pre-of
data outpu

Condition
functions fi

All self-tes
applicable
underlying
through E

A cryptogr

-tests

If-test general requirements

ode.

perational self-tests shall [10.03] be performed and passed successfully prior to. the module p
via the data output interface.

| self-tests shall [10.04] be performed when an applicable security function,or process is invoked
pr which self-tests are required).

ts identified in underlying algorithmic standards (Annexes C through E) shall [10.05] be impl
within the cryptographic module. All self-tests identified in~addition or in lieu of those spe
algorithmic standards (Annexes C through E) shall [10.06) be implemented as referenced in
or each approved security function, SSP establishment method and authentication mechanism.

bphic module may perform other pre-operational or.¢onditional critical functions test in addition

specified i

If a cryptographic module fails a self-test, the module shalt’'[10.07] enter an error state and shall [10.08] ou

indicator

this International Standard.

specified in 7.3.3. The cryptographic moedule shall not [10.09] perform any cryptographic o

all SSPs shall [09.37] be zeroised whether plaintext or cryptographically protected, such that the module is

ts have not
ormed, and
bvided input
ved or non-

oviding any

i.e. security

emented as
ified in the
Annexes C

to the tests

put an error
berations or

output confrol and data via the control and data output interface while in an error state. The cryptographic module shall

not [10.10] utilise any functionality that relies upén‘a function or algorithm that failed a self-test until the rele

has been
test, the o
through an

At Security

the modul¢. The error log shall-[10.13] provide information, at a minimum, the most recent error event (i.e

test failed)

The docunpentation reqdifements specified in A.2.10 shall [10.14] be provided.

7.10.2 Prdg

epeated and successfully passed( Ifya module does not output an error status upon failure of a
perator of the module shall [10.11] be able to determine if the module has entered an error st
unambiguous procedure documented in the security policy (Annex B).

Levels 3 and 4, the module shall [10.12] maintain an error log that is accessible by an authoriseq

-operational self-tests

ant self-test
odule self-
te implicitly

operator of
which self-

7.10.2.1

Presoperational self-test general requirements

The pre-operational self-tests shall [10.15] be performed and passed successfully by a cryptographic module between
the time a cryptographic module is powered on or instantiated (after being powered off, reset, rebooted, cold-start,
power interruption, etc.) and before the module transitions to the operational state.

A cryptographic module shall [10.16] perform the following pre-operational self-tests, as applicable:

pre-operational software/firmware integrity test;

pre-operational bypass test; and
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pre-operational critical functions test.

7.10.2.2 Pre-operational software/firmware integrity test

All software and firmware components within the cryptographic boundary shall [10.17] be verified using an approved
integrity technique or EDC satisfying the requirements defined in 7.5. If the verification fails, the pre-operational
software/firmware integrity test shall [10.18] fail. The pre-operational software/firmware integrity test is not required for
any software or firmware excluded from the security requirements of this International Standard or for any executable

code store

If a hardware module does not contain either software or firmware, the module shall [10.19], at a minimunm

one crypto

A cryptog
software/fi

7.10.2.3

If a cryptog
the logic g

data path by:

setting

mechanism is cryptographically processed, and

setting
bypas

7.10.2.4

There may
tested as 3

d in non-reconfigurable memory.

graphic algorithm self-test as specified in 7.10.3.2 as a pre-operational self-test.

raphic algorithm that is used to perform the approved integrity technique- for the pre
mware test shall [10.20] first pass the cryptographic algorithm self-test specified in*7.10.3.2.

Pre-operational bypass test
raphic module implements a bypass capability, then the module shall$10.21] ensure the correct
bverning activation of the bypass capability by exercising that logic.JThe module shall [10.22] al

the bypass switch to provide cryptographic processing and verify that data transferred through

the bypass switch to not provide cryptographic™processing and verify that data transferred
5 mechanism is not cryptographically processed;

Pre-operational critical functions test

be other security functions critical‘te:the secure operation of a cryptographic module that sha
pre-operational test. Documentation shall [10.24] specify the pre-operational critical functions th

}

, implement

-operational

operation of

50 verify the

the bypass

through the

[10.23] be
t are tested.

7.10.3 Copditional self-tests

7.10.3.1 [Conditional self-test'general requirements

Conditional self-tests shath{10.25] be performed by a cryptographic module when the conditions specified for the
following tests occur: Gryptographic Algorithm Self-Test, Pair-Wise Consistency Test, Software/Firmwarel Load Test,
Manual Enftry Test, Conditional Bypass Test and Conditional Critical Functions Test.

7.10.3.2 [Conditional cryptographic algorithm self-test
Cryptographie—-Algerithm—SeffFest—A—eryptegraphic—algorithm—test———be—~eonducted—for—al—efyptographic

functions (e.g. security functions, SSP establishment methods and authentication) of each approved cryptographic
algorithm implemented in the cryptographic module as referenced in Annexes C through E. The conditional test shall

[10.27] be

performed prior to the first operational use of the cryptographic algorithm.

A cryptographic algorithm self-test may be a known-answer test, a comparison test or a fault-detection test.

A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu of random
bits) which are operated on by the cryptographic algorithm to generate a result. The result is compared to the known
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expected output result. If the calculated output does not equal the known answer, the cryptographic algorithm known-
answer self-test shall [10.28] fail.

An algorithm self-test shall [10.29] at a minimum use the smallest approved key length, modulus size, DSA prime, or
curves as appropriate that is supported by the module.

If an algorithm specifies multiple modes (e.g. ECB, CBC, etc), at a minimum, one mode shall [10.30] be selected for the
self-test that is supported by the module or as specified by the validation authority.

Exam

One-w
hashir]

Rever

encryption and decryption, SSP transport encryption and decryption, digital signatute generation and ve

A compari

outputs ar¢ not equal, the cryptographic algorithm comparison self-test shall [10.33] fail.

A fault-det
algorithm i

7.10.3.3

If a cryptographic module generates public or private key pairs; a pair-wise consistency test shall [10.35] b

for every g
algorithm.

7.10.3.4

If a crypto
requireme

the cr
softwg

the re
firmwa

the ag

bles of known-answer tests:

ay functions: Input test vector(s) generate output which shall [10.31] be identical to.expected
g, keyed hashes, message authentication, RBG (fixed entropy vector), SSP agreemeént).

sible functions: Both the forward and reverse function shall [10.32] be sglf-tested (e.g. syi

son test compares the output of two or more independent cryptographic algorithm implementd

ection test involves the implementation of fault detection mechanisms integrated within the ¢
mplementation, if a fault is detected, the cryptographic algorithm/fault-detection self-test shall [10.

Conditional pair-wise consistency test

enerated public and private key pair as referepced in Annexes C through E for the applicable ¢

Conditional software/firmware load test

jraphic module has the capability of loading software or firmware from an external source, then t
nts in addition to those in 7.4.34. shall [10.36] be performed:

ptographic module shall[20.37] implement an approved authentication technique to verify the v
re or firmware that is loaded;

ference authentication key shall [10.38] be loaded independently in the module prior to the
re loading; and

output (e.g.
nmetric key
ification)

tions, if the

yptographic
B4] fail.

b performed

'yptographic

he following

hlidity of the

software or

plied approved authentication technique shall [10.39] be successfully verified or the software/fijmware load
test shall [10.40] fail. Loaded software or firmware shall not [10.41] be used if the software/firmware lo

nd test fails.

7.10.3.5

anditional manual entry test

If SSPs or key components are manually entered directly into a cryptographic module or if error on the part of the
human operator could result in the incorrect entry of the intended value, then the following manual entry tests shall

[10.42] be

performed:

using duplicate entries.
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If an EDC is used, the EDC shall [10.45] be at least 16 bits in length. If the EDC cannot be verified, or the duplicate
entries do not match, the test shall [10.46] fail.

7.10.3.6 Conditional bypass test

If a cryptographic module implements a bypass capability where the services may be provided without cryptographic
processing (e.g. transferring plaintext through the module), then the following suite of bypass tests shall [10.47] be
performed to ensure that a single point of failure of module components will not result in the unintentional output of

plaintext.

A cryptogrBphic module shall [10.48] test for the correct operation of the services providing cryptagraphiq processing
when a swjtch takes place between an exclusive bypass service and an exclusive cryptographic service.

If a cryptographic module can automatically alternate between a bypass service and a cryptégraphic servide, providing
some services with cryptographic processing and some services without cryptographic-processing, then [the module
shall [10.49] test for the correct operation of the services providing cryptographic proeessing when the [mechanism
governing fhe switching procedure is modified (e.g. an IP address source/destination table).

If a cryptographic module maintains internal information that governs the bypass‘capability, then the module|shall
[10.50] verify the integrity of the governing information through an approved integrity technique immediately preceding
modificatign of the governing information, and shall [10.51] generate a new integrity value using the approved integrity
technique jmmediately following the modification..

7.10.3.7 [Conditional critical functions test

There may be other security functions critical to the secure eperation of a cryptographic module that shall [10.52] be
tested as g conditional self-test.

7.10.3.8 Periodic self-tests

SECURITY LEVELS 1 AND 2

A cryptographic module shall [10.53] pertmit operators to initiate the pre-operational or conditional self-testson demand
for periodi¢ testing of the module. Aceeptable means for the on-demand initiation of periodic self-tests are: provided
service, repetting, rebooting, or pewer cycling.

SECURITY LEVELS 3 ANDA4

In addition| to the requireéments at Security Levels 1 and 2, the module shall [10.54] repeatedly upon a ¢lefined time
period autpmatically;~without external input or control, perform the pre-operational or conditional self-tes{s. The time
period and|lany conditions that may result in the interruption of the module’s operations during the time to regeat the pre-
operational or_ conditional self-tests shall [10.55] be specified in the security policy (Annex B) (e.g. If the module is
performing mission critical services that can’t be interrupted and the time period is passed for the initiatior) of the pre-
Operationa sglf tootc; the-self-tests may ha dafaerrad aftarthe time. porinrl is. pgccar{ again_)_

7.11 Life-cycle assurance

7.11.1 Life-cycle assurance general requirements

Life-cycle assurance refers to the use of best practices by the vendor of a cryptographic module during the design,
development, operation and end of life of a cryptographic module, providing assurance that the module is properly
designed, developed, tested, configured, delivered, installed and disposed, and that the proper operator guidance
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documentation is provided. Security requirements are specified for configuration management, design, finite state model,
development, testing, delivery and operation, and guidance documentation.

The documentation requirements specified in A.2.11 shall [11.01] be provided.

7.11.2 Configuration management

Configuration management specifies the requirements for a configuration management system implemented by a

cryptograp
requiring d
documentd
to, and pro

SECURIT

The follow

a con
modul

each
compd

docunentation shall [11.04] be assigned and labelled with a unigue identifier; and

the co
or rev

SECURIT

In addition
automated

7.11.3De

A design is

intended t¢ provide assurance that the functional specification of a cryptographic module corresponds to t

functionalif

Cryptograq

scipline and control in the processes of refinement and modification of the cryptographic module
vide change traceability for, the cryptographic module and related documentation.

LEVELS 1 AND 2

iguration management system shall [11.03] be used for the development of a cryptographic
e components within the cryptographic boundary, and of associated medule documentation;

version of each configuration item (e.g. cryptographic modulé/ module hardware parts, mody
nents, module HDL, user guidance, security policy, etc:)\that comprises the module and
hfiguration management system shall [11.05] track and maintain the changes to the identification
sion of each configuration item throughout the life-cycle of the validated cryptographic module.

LEVELS 3 AND 4

to the requirements for Security Levels, 1\and 2, the configuration items shall [11.06] be manag
configuration management system.

5ign
an engineering solution that-addresses the functional specification for a cryptographic module. T

y described in the security policy.

7.11.4Fi

The oper:

Internation

ite stateqmodel

tion{ of ‘a cryptographic module shall [11.08] be specified using a Finite State Model (or
by a state transition diagram and a state transition table and state descriptions. The FSM sha

ng security requirements shall [11.02] apply to cryptographic modules for Security Levels 1 and 2

hic modules sh@l{11.07] be designed to allow the testing of all provided security related serviceq.

hic module vendor, providing assurance that the integrity of the cryptographic module ispfeserved by

and related

tion. A configuration management system is put in place to prevent accidental or unautherised npodifications

module and

le software
associated

and version

ed using an

he design is
he intended

equivalent)
[ [11.09] be

al Standard.

ents of this

The FSM of a cryptographic module shall [11.10] include, as a minimum, the following operational and error states:

Power on/off state. A state in which the module is powered off, placed in standby mode (volatiie memory

maintained), or the operational state preserved in non-volatile memory (e.g. hibernation mode) and in which primary,
secondary, or backup power is applied to the module. This state may distinguish between power sources being
applied to a cryptographic module. For a software module, power on is the action of spawning an executable image

of the
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transit

ions to the approved state.

secure administration, and key management).

CSP entry state: a state for entering the CSPs into the cryptographic module.

General initialisation state: A state in which the cryptographic module is undergoing initializing before the module

Crypto Officer State: a state in which the Crypto Officer services are performed (e.g. cryptographic initialisation,

User
crypto

Appro
Self-tg

Error

may b
that in
modul
states
of the

Each distir
[11.12] be

Changing

state:  (if a User role is implemented): a state in which authorised users obtain security servid
graphic operations, or perform other approved functions.

Ved state: a state in which approved security functions are performed.
st state: a state in which the cryptographic module is performing self-tests.

state: a state when the cryptographic module has encountered an error condition”(e.g. failed a self]
e one or more error conditions that result in a single module error state. Ercorstates may include '
dicate an equipment malfunction and that may require maintenance,sservice or repair of the ¢
e, or recoverable "soft" errors that may require initialisation or resetting of the module. Recover
shall [11.11] be possible, except for those caused by hard errors that require maintenance, servi
cryptographic module.

ct cryptographic module service, security function use, error state, self-test, or operator authent
depicted as a separate state.

A cryptographic module may contain other states includihgybut not limited to, the following:

Bypag
plaintg

Quies
hibern

7.11.5De

A proper g
the modul
validated o
a cryptogr
implement

SECURIT

s state: a state in which a service, as a‘result of module configuration or operator intervention,
xt output of a particular data or statusdtem that would normally be output in encrypted form.

Cent state:
ation).

a state in which the cryptographic module is dormant (e.g. low power, suspe

elopment

evelopment process provides assurance that the implementation of a cryptographic module corn
b functional spécification and security policy, that the cryptographic module is maintainable,
ryptographic ‘miodule is reproducible. This clause specifies the security requirements for the repre
bphic maodulé’s security functionality at various levels of abstraction from the functional specifig
btion representation.

A

q

LEVEL 1

es, perform

test). There
hard" errors
yptographic
y from error
Ce, or repair

cation shall

o the Crypto Officer state from any other role otherthan the Crypto Officer role shall [11.13] be prohibited.

causes the

nded or in

responds to
nd that the
sentation of
ation to the

The followi

ng requirements shall [11.14] apply to cryptographic modules for Security Level 1:

if a cryptographic module contains software or firmware, the source code, language reference, the compilers,

compiler versions and compiler options, the linker and linker options, the runtime libraries and runtime library
settings, configuration settings, build processes and methods, the build options, environmental variables and all
other resources used to compile and link the source code into an executable form shall [11.15] be tracked using

the co
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comments that depict the correspondence of the software or firmware to the design of the module;

Descri

corres

ption Language (HDL), as applicable;

pondence of the hardware to the design of the module;

if a cryptographic module contains software or firmware, the source codes shall [11.16] be annotated with

if a cryptographic module contains hardware, documentation shall [11.17] specify the schematics and/or Hardware

if a cryptographic module contains hardware, the HDL shall [11.18] be annotated with comments that depict the

—

h

th
tg

th
C

SECURIT

In addition
modules fa

shall
the pe

custor
Descr
param
SECURIT

In addition
cryptograp

for ea
with ¢

procedlure. ifverder to execute correctly and (2) the post-conditions expected to be true when the exec\

modul

for so]tware and firmware cryptographic modules and the software or firmware component of a hybrid. m

calculated and integrated into the software or firmware module by the vendor during the module de

all software or firmware shall [11.23] be implemented*using a high-level, non-proprietary language

all software or firmware shall [11.26]° be designed and implemented in a manner that avoids the u

e result of the integrity and authentication technique mechanisms specified in 7.5 and 7410 shal
e cryptographic module documentation shall [11.20] specify the compiler, configuration settings 3
compile the source code into an executable form; and

e cryptographic module shall [11.21] be developed using production-grade development
bmpilers).

LEVELS 2 AND 3

to the requirements for Security Level 1, the following.requirements shall [11.22] apply to ¢
r Security Levels 2 and 3:

11.24] be provided for the use of a low-level language (e.g. assembly language or microcode) if
rformance of the module or when a high-levellanguage is not available;
h integrated circuits within a cryptographicsmodule shall [11.25] be implemented using a high-lev
ption Language (HDL) (e.g. VHDL or Yerilog); and
eters or symbols not necessary.for the module’s functionality and execution.

LEVEL 4

to the requirements for Security Levels 1, 2 and 3, the following requirement shall [11.2
hic modules forSecurity Level 4:

ch cryptographic module hardware and software component, the documentation shall [11.28] b
bmments.that specify (1) the pre-conditions required upon entry into each module component, f

bdule:

[ [11.19] be
elopment;

nd methods

tools (e.g.

yptographic

or rationale
essential to

e| Hardware

se of code,

7] apply to

e annotated
inction, and
tion of each
be specified

using

e .component, function, and procedure is complete. The pre-conditions and post-conditions may

cryptographic module component, function, and procedure.

7.11.6 Vendor testing

lany notation—that is sufficiently detailed to completely and unambiguously explain the behavior of the

This clause specifies the requirements for vendor testing of the cryptographic module, including testing of the security
functionality implemented in the cryptographic module, providing assurance that the cryptographic module behaves in
accordance with the module security policy and functional specifications.

SECURITY LEVELS 1 AND 2
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For Security Levels 1 and 2, documentation shall [11.29] specify the functional testing performed on the cryptographic

module.

For software or firmware cryptographic modules and the software or firmware component of a hybrid module, the vendor
shall [11.30] use automated security diagnostic tools (e.g. detect buffer overflow).

SECURITY LEVELS 3 AND 4

In addition
the results

7.11.7 Delivery and operation

This claus]
module, p
initialised i
SECURIT

For Secur
startup of t

SECURIT

In addition
maintainin
authorised
initialisatio

SECURIT

In addition
operator td

7.11.8En

This claus
further usg

SECURIT
For Secur

cryptograp
module, sd

0 the requirements 1or Security Levels 1 and 2, documentation shall [11.31] specity the proced
of low-level testing performed on the cryptographic module.

e specifies the security requirements for the secure delivery, installation, and, startup of a ¢
roviding assurance that the module is securely delivered to authorised operators, and is i
N a correct and secure manner.

LEVEL 1

ty Level 1, documentation shall [11.32] specify the procedurescfor secure installation, initial
he cryptographic module.

LEVELS 2 AND 3

to the requirement of Security Level 1, documentation shall [11.33] specify the procedures
) security while distributing, installation and thedinitialisation of versions of a cryptographig
operators. The procedures shall [11.34] specifyshow to detect tamper during the delivery, ins
n of the module to the authorised operators.

LEVEL 4

to the requirements of Security tevels 1, 2 and 3, the procedures shall [11.35] require thg

i of life

b specifies the security/requirements when a cryptographic module is no longer deployed or
by the operator.

LEVELS 1 AND 2

hic module. Sanitization is the process of removing sensitive information (e.g. SSPs, user data, e
thatit may either be distributed to other operators or disposed.

Lires for and

'yptographic
stalled and

sation, and

required for
module to
allation and

authorised

be authenticated by the module.using the operator specific authentication data provided by the véndor.

ntended for

ty Leveh ¥ and 2, documentation shall [11.36] specify the procedures for secure sanitization of the

c.) from the

SECURITY LEVELS 3 AND 4

In addition to the requirement of Security Levels 1 and 2, documentation shall [11.37] specify the procedures required
for the secure destruction of the module.

7.11.9Gu

idance documents

The requirements in this clause are intended to ensure that all entities using the cryptographic module have adequate
guidance and procedures to administer and use the module in an approved mode of operation.
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Guidance documentation consists of administrator and non-administrator guidance.

Administrator guidance shall [11.38] specify:

the administrative functions, security events, security parameters (and parameter values, as appropriate), physical

ports, and logical interfaces of the cryptographic module available to the Crypto Officer and/or other administrative

roles;

assumn

Non-admin
— the ap
crypto

7.12 Miti

Susceptibi
module ty|
cryptograp
of the mog
external to

cryptograp

The docunpentation requirements specified in A:2.42 shall [12.01] be provided.

SECURIT

If a cryptographic module is designed to mitigate one or more specific attack(s) not defined elsew

Internation
designed t
be validate

SECURIT

In addition
cryptograp

procediures required to keep operator authentication data and mechanisms tunctionally independent;

procedlures on how to administer the cryptographic module in an approved mode of operation; and

all Usg¢r responsibilities necessary for the approved mode of operation of a' cryptographic module.

ptions regarding User behavior that are relevant to the secure operation of the cryptegraphic mod
istrator guidance shall [11.39] specify:

proved and non-approved security functions, physical ports, and logical interfaces available to th
graphic module; and

jation of other attacks

ity of a cryptographic module to attacks not defined elsewhere in this International Standard dep
be, implementation, and implementation environment. Such attacks may be of particular
hic modules implemented in hostile environments, (e:g. where the attackers may be the authorise
ule). These attacks generally rely on the analysis of information obtained from sources that ar
the module. In all cases, the attacks attempt to determine some knowledge about the CSP|
hic module.

LEVELS 1,2 AND 3

al Standard, then the module’s supporting documents shall [12.02] enumerate the attack(s) th
b mitigate. The existenee and proper functioning of the security mechanisms used to mitigate the
d when requirements and associated tests are developed.

LEVEL 4

to the-requirements for Security Levels 1, 2 and 3, the following requirement shall [12.G
hic modules for Security Levels 4:

Lile.

e users of a

ends on the
concern for
d operators
e physically
s within the

nere in this
e module is
httack(s) will

3] apply to

If the
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cumentation

shall [12.04] specify the methods used to mitigate the attacks and the methods to test the effectiveness of
mitigation techniques.
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Annex A
(normative)

Documentation requirements

A.1 Pur

This anne

A.2 Item

A.21 Ge

No genera

A.2.2 Cry

— Specif
(Secu

— Specif

— Specif
the ph

— Specif
securi
Leveld

— Specif

— Specif
applic

— Specif
modul

DOSe

S

heral

documentation requirements specified.

ptographic module specification

ication of the module type (hardware, software, fitrmware, hybrid software or hybrid firmwa
ity Levels 1, 2, 3 and 4)

ication of the module boundary. (Security Levels 1, 2, 3 and 4)

ication of the hardware, software and-firmware components of the cryptographic module, and d
ysical configuration of the module.(Security Levels 1, 2, 3 and 4)

ication of hardware, software.or\firmware components of the cryptographic module that are exclug
y requirements of this Intefnational Standard and an explanation of the rationale for the exclusig
1,2, 3and 4)

ication of the physiealports and logical interfaces of a cryptographic module. (Security Levels 1, 2

ication of the/manual or logical controls of a cryptographic module, physical or logical status ind
bble physicali-logical, and electrical characteristics. (Security Levels 1, 2, 3 and 4)

ication,.of all security functions, both approved and non-approved, that are employed by a ¢
e and ‘'specification of all modes of operation, both approved and non-approved. (Security Levels

specifies the minimum documentation which shall [A.01] be required for a cryptographic moddle that is to
undergo an independent verification scheme.

fe module).

bscription of

ed from the
n. (Security

3 and 4)

icators, and

yptographic
1, 2, 3and

4)

— Block diagram depicting all of the major hardware components of a cryptographic module and component
interconnections, including any microprocessors, input/output buffers, plaintext/ciphertext buffers, control buffers,
key storage, working memory, and program memory. (Security Levels 1, 2, 3 and 4)

— Specification of the design of the hardware, software and firmware of a cryptographic module. (Security Levels 1, 2,

3 and
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Specification of all security-related information, including secret and private cryptographic keys (both plaintext and
encrypted), authentication data (e.g. passwords, PINs), CSPs, PSPs, and other protected information (e.g. audited
events, audit data) whose disclosure or modification can compromise the security of the cryptographic module.
(Security Levels 1, 2, 3 and 4)

Specification of how the module supports a degraded mode of operation. (Security Levels 1, 2, 3 and 4)

Specification of a cryptographic module security policy including the rules derived from the requirements of this

Interngtional Standard and the rules derived from any additional requirements imposed by the vend

Levels

Specif
physig

Specif

Specif
(Secu

4 Ro
Specif

Specif
appro
role(s

Specif
an au
CSPs

Specif
data r
to the
mech
mech

Specif
tests,

Specif

1, 2, 3and 4)

ptographic module interfaces

ication of the data input, data output, control input, control output, status outputrand power inte
al and logical. (Security Levels 1, 2, 3 and 4)

ication of the trusted channel interface. (Security Levels 3 and 4)

ication of the exceptions and rationale if the control output interfaée is not inhibited during the
ity Levels 1, 2, 3 and 4)

es, services, and authentication
ication of all authorised roles supported by a cryptographic module. (Security Levels 1, 2, 3 and 4,

ication of the services, operations, or functions provided by a cryptographic module, both approv
ed. For each service, specification of the service input, corresponding service output, and the
in which the service can be performed. (Security Levels 1, 2, 3 and 4)

ication of any services provided by a eryptographic module for which the operator is not requirec
horised role, and how these seryices do not modify, disclose, or substitute cryptographic key
or otherwise affect the security of the module. (Security Levels 1, 2, 3 and 4)

ication of the authenticatioh mechanisms supported by a cryptographic module, the types of al
bquired to implement supported authentication mechanisms, the authorised methods used to co
module for the first time ‘and initialise the authentication mechanism, and the strength of the au
nisms supported by the module, including the rationale supporting the use of multiple at
nisms. (Securitylevels 2, 3 and 4).

ication of the-module's services that show the module's versioning information, show status, p
berform approved security functions and perform zeroisation. (Security Levels 1, 2, 3 and 4)

ication of the bypass mechanisms. (Security Levels 1, 2, 3 and 4)

br. (Security

rfaces, both

error state.

ed and non-
authorised

to assume
5 and other

thentication
ntrol access
thentication
thentication

erform self-

Specification of the software or firmware loading mechanisms. (Security Levels 1, 2, 3 and 4)

Specification of the self-initiated cryptographic output capability controls and interface. (Security Levels 1, 2, 3 and

4)

5 Software/Firmware security

Specification of approved integrity techniques or EDC used. (Security Levels 1, 2, 3 and 4)
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