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Foreword

ISQ (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form

the| specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate i the

deyelopment of International Standards through technical committees established by the respective organization to
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutualinterest. G
intgrnational organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the v
In the field of information technology, ISO and IEC have established a joint technical committee, ISQ/EC JTC 1.
Intg¢rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.

The¢ main task of the joint technical committee is to prepare International Standards: Draft International Stand
adgpted by the joint technical committee are circulated to national bodies for voting: Publication as an Internat
Stgndard requires approval by at least 75 % of the national bodies casting a vote.

Attgntion is drawn to the possibility that some of the elements of this document may be the subject of patent rights.
and IEC shall not be held responsible for identifying any or all such patent‘rights.

Technical corrigendum 1 to ISO/IEC 19790:2012 was prepared by Joint Technical Committee ISO/IEC JT
Infgrmation technology, Subcommittee SC 27, Security techniques:

This corrected edition cancels and replaces the second edition (ISO/IEC 19790:2012), which has been techn
revised and incorporates miscellaneous editorial corrections.related to the following:

— | 3.21: The term "cryptographic boundary" is corrected:;
— | 3.80: The term "non-security relevant" is corrected;
— | 3.108: The term "self-test" is corrected;

— | 7.2.2: The requirements [02.04], [02.05] and [02.06] are corrected;

— | 7.2.4.3: The requirement [02.31] is corrected;
— | 7.3.3: The requirement)[03.14] is corrected;

— | 7.5: The requifements [05.06] and [05.07] are added. The requirements [05.08], [05.13] and [0Of
through [05¢23}-are corrected;

— | 7.6.3; The'requirement [06.06] is corrected;

— | Z8xThe requirement [08.04] is corrected;

deal
ther
vork.

ards
onal

SO

C1,

cally

b.17]

— 7.9.1: The requirement [09.04] is corrected;
— 7.9.7: The requirement [09.37] is corrected;

— 7.10.2.2: The requirement [10.17] is corrected,;
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7.11.5: The requirement [11.26] is corrected,;
7.11.7: The requirement [11.35] is corrected;

7.11.9: The requirement [11.38] is corrected,;

ISO/IEC 19790:2012/Cor.1:2015(E)

A.2.5: The requirements of the 1% and 2™ bullets are corrected:;
A.2.7: The requirement of the 3rd bullet is corrected;

A.2.10: The requirement of the 4th bullet is corrected;

B.2.4: The requirement of the 9" bullet is corrected;

B.2.5: The requirement of the 1* bullet is corrected:;

B.2.7: The requirement of the 2nd level 6th bullet is corrected;
D.1: Duplicate text is removed;

D.1.2: The reference to ISO/IEC 15946-3 is removed,;

E.1: Duplicate text is removed; and

F.1: Duplicate text is removed.

© ISO/IEC 2012 — All rights reserved
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Introduction

In Information Technology there is an ever-increasing need to use cryptographic mechanisms such as the protection of

datpa against unauthorised disclosure or manipulation, for entity authentication and for non-repudiation. The. security

and

era
urity

levels. The security requirements cover areas relative to the design and implementation of(a cryptographic mogule.

entication; software/firmware security; operational environment; physical security; moh-invasive security; sens
urity parameter management; self-tests; life-cycle assurance; and mitigation of othef, attacks.
urity requirements of the application and environment in which the modulé-is to be utilised and for the sedg

telecommunication systems that utilise cryptographic modules provide-an acceptable level of security for the g
lication and environment. Since each authority is responsible for ‘selecting which approved security functions

utual acceptance of compliant products. The importance of sectirity awareness and of making information secu
agement priority should be communicated to all concerneds

Information security requirements vary for different applications; organizations should identify their information resou
ang determine the sensitivity to and the potential impact of a loss by implementing appropriate controls. Cor]
include, but are not limited to:

— | physical and environmental controls;
— | access controls;

— | software development;

— | backup and contingency pfans; and

— | information and data/controls.

These controls are_only as effective as the administration of appropriate security policies and procedures withir
opgrational envirenment.

and
itive

overall security rating of a cryptographic module must be chosen to provide aylevel of security appropriate fof the

urity

ices that the module is to provide. The responsible authority in each organization should ensure that their computer

iven
are

ropriate for a given application, compliance with this International Standard does not imply either full interoperapility

ity a

rces
trols

the
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Information technology — Security technigues — Security

re

1

This International Standard specifies the security requirements for a cryptographic modulelutilised within a sed

SyS

ad
infq

renmpovable media, and a completely unprotected location). This International Standard specifies four security leve

eaq

This International Standard specifies security requirements specified intended to maintain the security provided
cryptographic module and compliance to this International Standard-is‘not sufficient to ensure that a particular mody

seq
bei

2

Th
the
am|

The
req

3
Fo

3.1
ac(
AC
list

de:l?es four security levels for cryptographic modules to provide for a wide spectrum~ofidata sensitivity (e.g. low

guirements for cryptographic modules

Scope

tem protecting sensitive information in computer and telecommunication systemsO\This International Stan

inistrative data, million dollar funds transfers, life protecting data, personal identity information, and sens
rmation used by government) and a diversity of application environments ye.g. a guarded facility, an o

h of 11 requirement areas with each security level increasing security overthe preceding level.

ure or that the security provided by the module is sufficient and acceptable to the owner of the information th
ng protected.

Normative references

p following referenced documents are indispensable for the application of this document. For dated references,
edition cited applies. For undated references, the latest edition of the referenced document (including
endments) applies.

e documents listed in ISO/IEC 19790-Annexes C, D, E and F Information technology — Security techniques — Seq
uirements for cryptographic modules

Terms and definitions

the purposes of this International Standard, the following terms and definitions apply.
ess controblist

L
of permissions to grant access to an object

urity
dard
alue
itive
fice,
s for

by a
le is
at is

only
any

urity

3.2

administrator guidance
written material that is used by the Crypto Officer and/or other administrative roles for the correct configuration,

ma

3.3

intenance, and administration of the cryptographic module

automated
without manual intervention or input (e.g. electronic means such as through a computer network)

© ISO/IEC 2012 — Al rights reserved 1
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3.4
approval authority
any national or international organisation/authority mandated to approve and/or evaluate security functions

3.6

ap

3.7

approved mode of operation

set

NO

NO

3.8

approved security function

sed

3.9
asy
cry|
pri

apxroved data authentication technique

apxroved integrity technique

nor[r—security relevant services

roved method that may include the use of a digital signature, message authentication code or keyed hash
AC)

roved hash, message authentication code or a digital signature algorithm

of services which includes at least one service that utilises an approved security) function or process and can ind

E1 Notto be confused with a specific mode of an approved security functien; e.g. Cipher Block Chaining (CBC) mode

TE 2  Non-approved security functions or processes are excluded.

urity function (e.g. cryptographic algorithm) that is refereneed in Annex C

mmetric cryptographic technique
pbtographic technique that uses two related transformations; a public transformation (defined by the public key) 4
ate transformation (defined by the private key).

NO
the

3.1
bio
me|
ide

3.1

TE The two transformations have thé_property that, given the public transformation, it is computationally infeasible to d
private transformation in a given limited time and with given computational resources.

D

metric

asurable, physical characteristic or personal behavioral trait used to recognise the identity, or verify the cla
ntity, of an operator

1

NOTE Not to be confused with a modules validation certificate issued by a validation authority

3.1

3

compromise
unauthorised disclosure, modification, substitution, or use of critical security parameters or the unauthorised modification
or substitution of public security parameters

2 © ISO/IEC 2012 — All rights reserved
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3.14
conditional self-test
test performed by a cryptographic module when the conditions specified for the test occur

3.15

£ial N Y
co MTUTTIranty

prgperty that information is not made available or disclosed to unauthorised entities

3.1

comfiguration management system

CMS

mahagement of security features and assurances through control of changes made to hardware, software
dog¢umentation of a cryptographic module

3.17
conmtrol information
infgrmation that is entered into a cryptographic module for the purposes of directing the)operation of the module

3.1B

critical security parameter

CSpP

sequrity related information whose disclosure or modification can compromise the security of a cryptographic module
EXAMPLE Secret and private cryptographic keys, authentication data“such as passwords, PINs, certificates or other
andhors

NOJTE A CSP can be plaintext or encrypted.

3.19
crypto officer
role¢ taken by an individual or a process (i.e. subject) acting on behalf of an individual that accesses a cryptogra
mogule in order to perform cryptographic initialisation or management functions of a cryptographic module

3.2

crylptographic algorithm

well-defined computational procedure_that takes variable inputs, which may include cryptographic keys, and prod
an putput

3.2

cryptographic boundary

explicitly defined perimeter’'that establishes the boundary of all components (i.e. set of hardware, software or firm
cormponents) of the eryptographic module

3.2
cryptographicthash function

and

trust

phic

LiIces

vare

computationally efficient function mapping binary strings of arbitrary length to binary strings of fixed length, such tha} it is

computationally infeasible to find two distinct values that hash into a common value

3.28

cryptographic key
key
sequence of symbols that controls the operation of a cryptographic transformation

EXAMPLE A cryptographic transformation can include but not limited to encipherment, decipherment, cryptographic check

function computation, signature generation, or sighature verification.

© ISO/IEC 2012 — Al rights reserved 3
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3.24
cryptographic key component
key component

parameter used in conjunction with other key components in an approved security function to form a plaintext CSP or

perform a cryptographic function

3.25

cryptographic module
mddule

set]of hardware, software, and/or firmware that implements security functions and are contained within the cryptogrg
bodindary

3.26

cryptographic module security policy

segurity policy

precise specification of the security rules under which a cryptographic module shall operate, including the rules de
from the requirements of this International Standard and additional rules imposed by the,module or validation author|

NOJTE See Annex B

phic

ived
y

—

cting

e the

3.33

electromagnetic emanations

EME

intelligence-bearing signal, which, if intercepted and analyzed, potentially discloses the information that is transmi
received, handled, or otherwise processed by any information-processing equipment

4 © ISO/IEC 2012 — All rights reserved
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3.34
electronic entry

entry of SSPs or key components into a cryptographic module using electronic methods
NOTE The operator of the key can have no knowledge of the value of the key being entered.
3.3

en¢ompassing signature
single signature for an entire set of code

3.3

engrypted key

cryptographic key that has been encrypted using an approved security function with a key encryption key. Considered

protected

3.3

enfity
petson, group, device or process

3.3

enfropy

me

NO

of X.

3.3
en

EF
us§
cor|

3.4
en

EF
use
cor

3.4
err
ED|
val
uni

3.4

asure of the disorder, randomness or variability in a closed system

TE The entropy of a random variable X is a mathematical measure,of-the amount of information provided by an obseration

<]
ironmental failure protection
D

of features to protect against a compromise of\the security of a cryptographic module due to environmental
ditions outside of the module's normal operating-fange

D
ironmental failure testing
-

of specific methods to provide\reasonable assurance that the security of a cryptographic module will ngt be
hpromised by environmental cenditions outside of the module's normal operating range

il
br detection code
C
le computed fromdata and comprised of redundant bits of information designed to detect, but not cofrect,
htentional changes’in the data

P

ex
for
of

cutablexform
of the-code in which the software or firmware is managed and controlled completely by the operational environment
e-module and does not require compilation (e.g. no source code, object code or just-in-time compiled code)

3.4
fau

3
It induction

technique to induce operating behaviour changes in hardware by the application of transient voltages, radiation, laser or
clock skewing technigues

© ISO/IEC 2012 — Al rights reserved 5
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3.44

fini

te state model

FSM
mathematical model of a sequential machine that is comprised of a finite set of input events, a finite set of output events,
a finite s

eXq

EX

3.46

firn
mo

3.4
fun
hig
cry

3.48

fun

hware

cutable code of a cryptographic module that is stored in hardware within the cryptographic boundary and cann¢t be
amically written or modified during execution while operating in a non-modifiable or limited operational* environment

A\MPLE Storage hardware can include but not limited to PROM, EEPROM, FLASH, solid state memory, hard drives, etc
hware module
dule that is composed solely of firmware

7
ctional specification

h-level description of the ports and interfaces visible to the operator and high-level description of the behaviour of the

ptographic module

ctional testing

and

tesfing of the cryptographic module functionality as defined by the functional specification
3.40
hatd / hardness
relative resistance of a metal or other material to denting, scratching, or bending; physically toughened; rugged,
durable
NOJ'E The relative resistances of the material to be penetrated by another object.
3. 50
hafdware
physical equipment/components within the cryptographic boundary used to process programs and data
3.5
hafdware module
module composed primarily of hardware, which may also contain firmware
3.5p
hafjdware modul€tinterface
HMI
total set of.-commands used to request the services of the hardware module, including parameters that enter or leave the
mogdule’s\eryptographic boundary as part of the requested service
.53
hash value
output of a cryptographic hash function

6 © ISO/IEC 2012 — All rights reserved
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3.54
hybrid module

5(E)

module whose cryptographic boundary delimits the composite of a software or firmware component and a disjoint

hardware component

3.l_l—

hybrid firmware module interface

HFMI

total set of commands used to request the services of the hybrid firmware module, including parameters that ent
leaje the module’s cryptographic boundary as part of the requested service

3.

hybrid software module interface

HSMI

total set of commands used to request the services of the hybrid software module, including’parameters that ent
leaje the module’s cryptographic boundary as part of the requested service

3.57
input data

infgrmation that is entered into a cryptographic module may be used for the purposes of transformation or comput
usipg an approved security function

3.58
integrity
prgperty that data has not been modified or deleted in an unauthariséd and undetected manner

3.59
interface
log|cal entry or exit point of a cryptographic module thatprovides access to the module for logical information flows

3.60

ISQ/IEC adopted
sequrity function that is either:

— | specified in an ISO/IEC standard,-ot

— | adopted/recommended in antISO/IEC standard and specified either in an annex of the ISO/IEC standard or
document referenced by the,ISO/IEC standard

3.6
key agreement

er or

er or

ation

in a

SSP establishment_procedure where the resultant key is a function of information by two or more participants, so that no

party can predetefmine the value of the key independently of the other party’s contribution using automated method$

3.6
key encryption key
KE

P

cryptegraphic key that is used for the encryption or decryption of other keys

3.63

key loader

self-contained device that is capable of storing at least one plaintext or encrypted SSP or key component that ca
transferred, upon request, into a cryptographic module

NOTE The use of a key loader requires human manipulation.

© ISO/IEC 2012 — Al rights reserved 7
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3.64

key management

administration and use of the generation, registration, certification, deregistration, distribution, installation, storage,
archiving, revocation, derivation and destruction of keying material in accordance with a security policy

3.6

key transport

opgrational environment that is designed to accept only controlled firmware changes that suceessfully pasgy the

tesfing of the individual components or group of components of the cryptographic mgdule and their physical ports and

EXAMPLE A Hash Based Message‘Authentication Code

3.7

mi¢rocode

pracessor instructions that-correspond to an executable program instruction

3.7

modifiable-eperational-envirerment

operational environment that is designed to accept functional changes that may contain non-controlled software (i.e.
untrusted)

3.74

multi-factor authentication
authentication with at least two independent authentication factors

8 © ISO/IEC 2012 — All rights reserved
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NOTE 1  An authentication factor is a piece of information and process used to authenticate or verify the identity of an entity.
NOTE 2  Independent authentication factor categories are: something you know, something you have, and something you are.

3.75

Itinlaechin amhaoddad crvuntaaranhic madula
mMurHpre-erHp pHHEeHeathe

uuuuuuuuuuuu ypPtogTr=

physical embodiment in which two or more integrated circuit chips are interconnected and are embedded withj
englosure or a product that may not be physically protected

EXAMPLE Adapters and expansion boards

3.76
multiple-chip standalone cryptographic module

physical embodiment in which two or more integrated circuit chips are interconnected and the entire enclosu
physically protected

EXAMPLE Encrypting routers or secure radios

3.7)7
nop-administrator guidance

wriften material that is used by the user and/or other non-administrative rolgsyfor operating the cryptographic mody
an ppproved mode of operation

=

NOJTE The non-administrator guidance describes the security functions*ef the cryptographic module and contains inform
and procedures for the secure use of the cryptographic module, including-ifistructions, guidelines, and warnings.

3.7B
non-invasive attack
attack that can be performed on a cryptographic module without direct physical contact with components withir
cryptographic boundary of the module

NOJTE An attack that does not alter or change the'state of the cryptographic module.
3.79

non-modifiable operational environment
opeérational environment that is designed-to not accept firmware changes

3.8
nop-security relevant
implemented in a manner to'net interfere or compromise the approved secure operation of the cryptographic module

3.8
nofmal operation

N an

re is

le in

ation

the

opg¢ration wheredhe’entire set of algorithms, security functions, services or processes are available and/or configuraple

3.8

opaque

impenetrable by light (i.e. light within the visible spectrum of wavelength range of 400nm to 750nm); neither transpTrent

noi translucent within the visible spectrum

3.83

operational environment

set of all software and hardware consisting of an operating system and hardware platform required for the modu
operate securely

© ISO/IEC 2012 — Al rights reserved 9
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3.84
operational state

state where services or functions can be requested by an operator and the data results output from the cryptographic

module’s data output interface

.86
operator
indjvidual or a process (subject) operating on behalf of the individual, authorised to assume one or more roles

3.86
oufput data
infgrmation or computed results produced by a cryptographic module

3.8/7

pasgsivation

eff¢ct of a reactive process in semiconductor junctions, surfaces or components and integrated circuits constructs
include means of detection and protection

EXAMPLE Silicon dioxide or phosphorus glass

NOJTE Passivation can modify the behaviour of the circuit. Passivation material is technology dependant.
3.88

password

string of characters used to authenticate an identity or to verify acCess authorisation
EXAMPLE Letters, numbers, and other symbols

3.89
pefsonal identification number

eric code used to authenticate an identity

ed to

ered

being powered off, reset, rebooted, cold-start, power interruption, etc.) and transitions to the operational state

3.94
private key
key of an entity's asymmetric key pair, which should only be used by that entity

10 © ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=87c5da116d092f9c8b691a1ae78c3a10

NOTE

asy

ISO/IEC 19790:2012/Cor.1:201

mmetric encipherment system the private key defines the decipherment transformation.

3.95
production-grade

5(E)

In the case of an asymmetric signature system the private key defines the signature transformation. In the case of an

3.96

public key

key of an entity's asymmetric key pair, which can be made public

NO[FE1 In the case of an asymmetric signature system the public key defines the verification transformation. In the case pf an
asymmetric encipherment system the public key defines the encipherment transformation. A key that ,is [publicly known' i$ not
negessarily globally available. The key can only be available to all members of a pre-specified group.

NOJTE 2  For the purposes of this International Standard, public keys are not considered CSPs.

3.9/

public key certificate

public key information of an entity signed by an appropriate certification authority-and thereby rendered unforgeable

3.98

public key (asymmetric) cryptographic algorithm

cryptographic algorithm that uses two related keys, a public key and,a private key

NOJTE The two keys have the property that deriving the private key)frem the public key is computationally infeasible.

3.99

public security parameter

PSP

sequrity related public information whose modification:can compromise the security of a cryptographic module

EXAMPLE Public cryptographic keys, public, Key certificates, self-signed certificates, trust anchors, one time passwords
asspciated with a counter and internally held dateand time

NOJTE A PSP is considered protected-ifit cannot be modified or if its modification can be determined by the module.

3.100

rarjdom bit generator

RBIG

deyice or algorithm that outputs a sequence of bits that appears to be statistically independent and unbiased

3.101

removable cover

physical means-which permits an intentionally designed non-damaging access to the physical contents pf a
cryptographic module

3.1p2

rolge

security attribute associated to a user defining the user access rights or limitations to services of a cryptographic module

NOTE

one or more roles.

© ISO/IEC 2012 — Al rights reserved 11
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3.103
role-based access control

RB

AC

permissions attributed to a role granting access to an object

4

3.1
rurn
virt

NO
obj

3.1
se(

cry
an(

3.1
se(
cry,
asy
ge
au

i
time environment
Llal machine state which provides software services for processes or programs while a computer is running

TE It can pertain to the operating system itself, or the software that runs beneath it. The primary purpose is o accomplis]
ective of "platform independent" programming.

05

ret key

btographic key, used with a secret key cryptographic algorithm that is uniquely associatedwith one or more en
should not be made public

06

urity function

pbtographic algorithms together with modes of operation, such as block. Ciphers, stream ciphers, symmetr
mmetric key algorithms, message authentication codes, hash functions;'or other security functions, randorn
erators, entity authentication and SSP generation and establishment all)approved either by ISO/IEC or an app
ority

h the

lities

c or
n bit
oval

NOJTE See Annex C

3.107

segd key

seqret value used to initialise a random bit generator

3.108

self-test

prel-operational or conditional test executed bythe cryptographic module
3.109

sensitive data

datp that, in user’s view, requires protection

3.1110

sensitive security parameters

SSpP

critjcal security parameters (CSP) and public security parameters (PSP)
3111

seljvice

any externally“operator invoked operation and/or function that can be performed by a cryptographic module
3.112

semdce-Hpat

all data or control information utilised by the cryptographic module that initiates or obtains specific operations or

fun

3.1

ctions

13

service output
all data and status information that results from operations or functions initiated or obtained by service input

12 © ISO/IEC 2012 — All rights reserved


http://en.wikipedia.org/w/index.php?title=Virtual_machine_state&action=edit&redlink=1
https://standardsiso.com/api/?name=87c5da116d092f9c8b691a1ae78c3a10

ISO/IEC 19790:2012/Cor.1:201

5(E)

3.114

simple power analysis

SPA

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in relation to
the electrical power consumption of a cryptographic module, for the purpose of extracting information correlated to a
(:ryl tuylaphlb Upclatlull

3.115

sinjgle-chip cryptographic module

physical embodiment in which a single integrated circuit (IC) chip may be used as a standalone device or may be
empedded within an enclosure or a product that may not be physically protected

EXAMPLE Single integrated circuit (IC) chips or smart cards with a single IC chip

3.1116

software

exgcutable code of a cryptographic module that is stored on erasable media whichycan be dynamically written| and
mogdified during execution while operating in a modifiable operational environment

EXAMPLE Erasable media can include but not limited to solid state memory, hard\dtives, etc.

3.117

software module

mofdule that is composed solely of software

3.118

software/firmware load test

set| of tests performed on software or firmware which has to pass successfully before it can be executed by a
cryptographic module

NOJTE Not applicable if the software or firmware is a-¢omplete image replacement and executed only after module power cygling
3.1119

software/firmware module interface

SFMI

set] of commands used to request the_services of the software or firmware module, including parameters that enter or
leaje the module’s cryptographic boundary as part of the requested service

3.1p0

split knowledge

pracess by which a cryptegraphic key is split into multiple key components, individually sharing no knowledge of the
original key, that can.be subsequently input into, or output from, a cryptographic module by separate entities|and

combined to recreate the original cryptographic key
NOJTE All-ar(a subset of the components can be required to perform the combination.

3.1p1
SSPestablishment

process of mal(ing available a shared SSP to one or more entities

NOTE SSP establishment includes SSP agreement, SSP transport and SSP entry or output.

© ISO/IEC 2012 — Al rights reserved 13
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3.122
status information

information that is output from a cryptographic module for the purposes of indicating certain operational characteristics

or states of the module

3.123

strpng
nofl easily defeated, having strength or power greater than average or expected, able to withstand attack or solidly b

3.1p4
syihmetric cryptographic technique
cryptographic technique that uses the same secret key for both the encryption and the decryption transformations

3.1P5

tamper detection
automatic determination by a cryptographic module that an attempt has been made to,edmpromise the security o
mogdule

3.1p6
tamper evidence
obgervable indication that an attempt has been made to compromise the security of a cryptographic module

3.1p7
tamper response
autpomatic action taken by a cryptographic module when tamper detection has occurred

3.1p8
trupt anchor

ilt

f the

trusted information, which includes a public key algorithm, a public key value, an issuer name, and optionally, ¢ther

patameters

EXAMPLE Other parameters can include but net\limited to a validity period
NOJTE A trust anchor can be provided in the.form of a self-signed certificate.
3.1P9

trupted channel
trusted and safe communication\Jink established between the cryptographic module and a sender or receiver to sec
communicate unprotected plaintext CSPs, key components and authentication data

NOJTE A trusted chanfnel-protects against eavesdropping, as well as physical or logical tampering by unwanted operators/en
professes or other deyices; between the module’s defined input or output ports and along the communication link with the inte
endpoint.

3.130

user

rol¢ taken-by an individual or process (i.e. subject) acting on behalf of an individual that accesses a cryptogrg
mofduletin order to obtain cryptographic services

irely

ities,
nded

\phic

3.131
validated
assurance of tested conformance by a validation authority
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validation authority
entity that will validate the testing results for conformance to this International Standard

3.133

vendot

entity, group or association that submits the cryptographic module for testing and validation
NOJTE The vendor has access to all relevant documentation and design evidence regardless if they did or did -not desi
deVelop the cryptographic module.

3.184

zerjoisation

mefhod of destruction of stored data and unprotected SSPs to prevent retrieval and reuse
4 | Abbreviated terms

Fol the purposes of this document, the following abbreviated terms apply.

AP Application Program Interface

CB[C Cipher Block Chaining

caMm Counter with Cipher block chaining-Message authehtication code

ECB Electronic Codebook

HDLL Hardware Description Language

IC Integrated Circuit

PROM Programmable Read-Only Memory

RAM Random Access Meniory

URL Uniform Resouree Locator

5 | Cryptographicimedule security levels

The following subglauses provide an overview of the four security levels. Common examples, given to illustrate hoy

requirements might be met, are not intended to be restrictive or exhaustive. Within this document, references

mogule shallbg interpreted as a cryptographic module. The cryptographic techniques are identical over the four seg

levels. Eachysecurity level levies increasing levels of security requirements for the protection of the module itself
acgess-and knowledge of internal components and operation) and SSPs contained and controlled within the mo

Each-seeurity requirement is identified by a shall [xx.yy] where xx indicates the clause and yy is a numeric index w
thelelause-

jn or

v the
to a
urity
e.g.
Hule.
ithin

51

Security Level 1

Security Level 1 provides a baseline level of security. Basic security requirements are specified for a cryptographic
module (e.g. at least one approved security function or approved sensitive security parameter establishment method

shall be used).

© ISO/IEC 2012 — Al rights reserved 15
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environment. No specific physical security mechanisms are required in a Security Level 1 hardware cryptographic
module beyond the basic requirement for production-grade components. Non-invasive mitigation methods or mitigation

of other attacks which are implemented are documented. Examples of a Security Level 1 cryptographic module

is a

hardware encryption board found in a personal computer (PC) or a cryptographic toolkit executing in a handheld device

or general purpose computer.

Su¢h implementations are ideally appropriate for security applications where controls, such as physical security, nétwork
segurity, and administrative procedures are provided outside of the module but within the environment which(it is o be

deployed. For example, the implementation of Security Level 1 cryptographic module may be more cost-effecti
sugh environments than corresponding modules at higher assurance levels which provide greater security of
mofdules SSPs, enabling organizations to select alternative cryptographic solutions to meet security requirements wj
atteéntion to the environment the module is operating is crucial in providing overall security.

5.2 Security Level 2

e in
the
here

Segurity Level 2 enhances the physical security mechanisms of Security Level 1 by adding the requirement for tamper-

eviflence, which includes the use of tamper-evident coatings or seals or pick-resistant locks on removable cove
dogrs.

Tamper-evident coatings or seals are placed on a module so that the coating\or'seal must be broken to attain phy
acgess to SSPs within the module. Tamper-evident seals or pick-resistant locks are placed on covers or doo
protect against unauthorised physical access.

Segurity Level 2 requires role-based authentication in which a cryptographic module authenticates the authorisatiq
an pperator to assume a specific role and perform a corresponding.set of services.

Seg¢urity Level 2 allows a software cryptographic module te_be executed in a modifiable environment that implen
role-based access controls or, at the minimum, a discretionary access control with robust mechanism of defining
grqups and assigning restrictive permissions through.“access control lists (e.g. ACLs), and with the capabili
asdigning each user to more than one group, anehthat protects against unauthorised execution, modification,
reading of cryptographic software.

5.3| Security Level 3

In addition to the tamper-evident physical security mechanisms required at Security Level 2, Security Level 3 pro
additional requirements to mitigate ‘the unauthorised access to SSPs held within the cryptographic module. Phyj
sequrity mechanisms required at'Security Level 3 are intended to have a high probability of detecting and respondi
attempts at direct physical agcess, use or modification of the cryptographic module and probing through ventilation h
or Elits. The physical security’mechanisms may include the use of strong enclosures and tamper detection/resp
cirquitry that zeroise all €SPs when the removable covers/doors of the cryptographic module are opened.

Secgurity Level 3 requires identity-based authentication mechanisms, enhancing the security provided by the role-b
auTentication mecehanisms specified for Security Level 2. A cryptographic module authenticates the identity g
opeérator and-verifies that the identified operator is authorised to assume a specific role and perform a correspondin
of gervices.

Security~Level 3 requires manually established plaintext CSPs to be encrypted, utilise a trusted channel or use a

(S or

sical
s to

n of

ents
new
y of
and

ides
sical
g to
oles
bnse

hsed
f an
j set

split

kno_\/\/lndgn prnm:-dl e for entry or output

Security Level 3 also protects a cryptographic module against a security compromise due to environmental conditions
outside of the module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal
operating ranges may be used by an attacker to thwart a cryptographic module's defences. A cryptographic module is

required to either include special environmental protection features designed to detect when the voltage

and

temperature boundaries are exceeded and zeroise CSPs, or to undergo rigorous environmental failure testing to provide
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a reasonable assurance that the module will not be affected when outside of the normal operating range in a manner

tha

t can compromise the security of the module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at Security Level 3

me

trics.

Se
the

Se
det

5.4

Se

appropriate security features of the lower levels, as well as extended features.

At

cry|
SS
en(

en

unprotected SSPs. Security Level 4 cryptographic modules are wseful for operation in physically unprotg
ironments.
curity Level 4 introduces the multi-factor authentication requirement for operator authentication. At minimum,

Se
req

At

detect voltage and temperature boundaries and zeroise all unprotected SSPs to provide a reasonable assurance|

the
sed

No
me

Se
the

The¢ design of/a Security Level 4 module is verified by the correspondence between both pre- and post-state condi

and

Curity Level 3 is not offered in all clauses of this International Standard for software cryptographic modules, there)
overall highest security level achievable by software cryptographic module is limited to Security Level 2.

Curity Level 3 modules require additional life-cycle assurances, such as automated configuration managen
ailed design, low-level testing, and operator authentication using vendor-provided authentication infarmation.

Security Level 4
curity Level 4 provides the highest level of security defined in this International Standard.  This level includes a
Security Level 4, the physical security mechanisms provide a complete~envelope of protection around
pbtographic module with the intent of detecting and responding to all unauthorised attempts at physical access ||

Ps are contained in the module whether external power is applied or not.\ Penetration of the cryptographic mg
losure from any direction has a very high probability of being detected,-resulting in the immediate zeroisation

uires two of the following three attributes:
something known, such as a secret password,
something possessed, such as a physical key ek token,
a physical property, such as a biometric,

Security Level 4 a cryptographic madule is required to include special environmental protection features designg

module will not be affected when outside of the normal operating range in a manner that can compromiss
urity of the module.

h-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at Security Le
frics.

Curity Level 4 istnot’offered in all clauses of this International Standard for software cryptographic modules, there)
overall maximum security level achievable by software cryptographic modules is limited to Security Level 2.

the functional specification.

fore,
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vhen
dule
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6

Functional security objectives

The security requirements specified in this International Standard relate to the secure design and implementation of a
cryptographic module. The security requirements start with a baseline level of security objectives with increasing levels
of security objectives. The requirements are derived from the following high-level functional security objectives for a
cryptographic module to:
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— employ and correctly implement the approved security functions for the protection of sensitive information;
— protect a cryptographic module from unauthorised operation or use;

— prevent the unauthorised disclosure of the contents of the cryptographic module, including CSPs;

— | prevent the unauthorised and undetected modification of the cryptographic module and cryptographic algorit
including the unauthorised modification, substitution, insertion, and deletion of SSPs;

— | provide indications of the operational state of the cryptographic module;
— | ensure that the cryptographic module performs properly when operating in an approved mode of.operation;
— | detect errors in the operation of the module and to prevent the compromise of SSPs resulting from these errors

— | ensure the proper design, distribution and implementation of the cryptographic module:

7 | Security requirements

7.1 General

This clause specifies the security requirements that shall [01.01] be/satisfied by the cryptographic module's compli
to this International Standard. The security requirements cover areas related to the design and implementation
cryptographic module. These areas include cryptographic module specification; cryptographic module interfaces; r
seryvices, and authentication; software/firmware security;~0perational environment; physical security; non-invg
sequrity; sensitive security parameter management; self-tests; life-cycle assurance; and mitigation of other attacks.

Table 1 summarises the security requirements in each of these areas.

A gryptographic module shall [01.02] be tested against the requirements of each area addressed in this clause.
cryptographic module shall [01.03] be independently rated in each area. Several areas provide for increasing leve
sequrity with cumulative security requirements for each security level. In these areas, the cryptographic modulg

nms,

and

hnce
of a
Dles,
ASive

The
Is of
will

recgive a rating that reflects the highest:security level for which the module fulfils all of the requirements of that areg. In

areas that do not provide for different levels of security (i.e. standard set of requirements), the cryptographic modulg
recgive a rating commensurate with the overall rating.

In addition to receiving independent ratings for each of the security areas, a cryptographic module will also receiv
ov@rall security rating. The)overall security rating will indicate the minimum level of the independent ratings receiv
the|areas.

Mahy of the security’requirements of this International Standard include specific documentation requirements that ar
summarised infAnnexes A and B. All documentation, including copies of the user and installation manuals, design
sp¢gcifications, life-cycle documentation shall [01.04] be provided for a cryptographic module that is to undergo an
independent verification or evaluation scheme.

e will

e an
pd in

D

Annexes C, D, E, and F provide references to approved security functions, approved sensitive security parameter

establishment methods, approved authentication mechanisms and non-invasive attack mitigation test methods.
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Table 1 - Summary of security requirements

Security Level 1

Security Level 2

Security Level 3

Security Level 4

Specification of cryptographic module, cryptographic boundary, approved security functions, and normal and

Cryptograpnic
Module Specification

degraded modes of operation. Description of cryptographic module, mcluding all haraware, soitware, and irmware
components. All services provide status information to indicate when the service utilises an approved cryptographi
algorithm, security function or process in an approved manner.

Cryptographic
Module Interfaces

Required and optional interfaces. Specification of all
interfaces and of all input and output data paths.

Trusted channel.

Roles, Services, and
Authentication

Logical separation of
required and optional
roles and services.

Role-based or identity-
based operator
authentication.

Identity-based operator
authentication.

Multi-factor authentication

Software/Firmware
Security

Approved integrity
technique, or EDC based
integrity test. Defined
SFMI, HFMI and HSMI.

Executable code.

Approved digital
signature or keyed
message authentication
code- based integrity
test.

Approved digital signature based integrity test.

Operational
Environment

Non-Modifiable, Limited
or Modifiable.

Control of SSPs.

Modifiable.

Role-based or
discretionary @ecess
control.

Audit mechanism.

Physical Security

Production-grade
components.

Tamper evidence.

Opaque covering or
enclosure.

Tamper detection and
response for covers and
doors. Strong enclosure
or coating. Protection
from direct probing. EFP
or EFT.

Tamper detection and
response envelope. EFP.
Fault injection mitigation.

Non-Invasive
Security

Module s designed to mitigate against non-invasive attacks specified in Annex F.

Doecumentation and effectiveness of mitigation
teehniques specified in Annex F.

Mitigation Testing.

Mitigation Testing.

Sensitive Security

Random bit generators, SSP generation, establishment, entry and output, storage and zeroisation.

Parameter, Automated SSP transport or SSP agreement using approved methods.
Management
Manually established SSPs may be entered or output Manually established SSPs may be entered or output in
in plaintext form. either encrypted form, via a trusted channel or using splif
:’\IIUV\I:CdyC plUdeulcb.
Pre-operational: software/firmware integrity, bypass, and critical functions test.
Self-Tests Conditional: cryptographic algorithm, pair-wise consistency, software/firmware loading, manual entry, conditional

bypass and critical functions test.

© ISO/IEC 2012 — All rights reserved
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Security Level 1

Security Level 2 Security Level 3

Security Level 4

Configuration

Management

Configuration management system for cryptographic
module, components, and documentation. Each
uniquely identified and tracked throughout lifecycle.

Automated configuration management system.

Design

Module designed to allow testing of all provided security related services.

FSM

Finite state model.

Documentation annotated

o Development | Annotated source code, Software high-level language. Hardware high-level
§ schematics or HDL. descriptive language. with pre>‘conditions upon
2 eftry into module
2 components and post-
%‘ conditions expected to be
5‘ true when components is
..d_> completed.
=

Testing Functional Testing. Low-level Testing.

Delivery and | Initialisation procedures. Delivery Procedures. Operator authentication
Operation using vendor provided
authentication information.
Guidance Administrator and non-administrator guidance.

Mitigation of other
attacks

Specification of mitigation of attacks for which no testable requirements are

currently available.

Specification of mitigation of
attacks with testable
requirements.

f

7.2

7.

Ad
mir

Cryptographic module specification

P.1 Cryptographic module specification general requirements

or process and contained,within a defined cryptographic boundary.

The

2.2 Types'of cryptographic modules

e documentation requirements specified in A.2.2 shall [02.02] be provided.

ryptographic module shall [02.03] be defined as one of the following module types:

ryptographic module shall 102.01] be a set of hardware, software, firmware, or some combination thereof, that
imum, implements a defined cryptographic service employing an approved cryptographic algorithm, security fun

at a
Ction

Hardware module IS a module whose cryptographic boundary 1S specified at a hardware perimeter. Firmware
and/or software, which may also include an operating system, may be included within this hardware cryptographic

boundary.

Software module is a module whose cryptographic boundary delimits the software exclusive component(s) (may
be one or multiple software components) that execute(s) in a modifiable operational environment. The computing

20
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platform and operating system of the operational environment which the software executes in are external to the

defined software module boundary.

Firmware module is a module whose cryptographic boundary delimits the firmware exclusive component(s)

that

execute(s) in a limited or non-modifiable operational environment. The computing platform and operating system of

Fo
7.7

Fo

opfonal and the applicable non-invasive security requirements in 7:8-shall [02.05] apply.

Fo

.2.3 Cryptographic boundary

Li I UpUIaliUI Id.i UIIViIUIIIIIl:!IIl VViIibiI Li < ﬁIIIIVVdIU CACLULES ill dlc U)&lblllai 19) lill:! l.IIUI’illdt..lI ﬁIIIIVVd.IU |rruu'uic 'uuur
but explicitly bound to the firmware module.

Hybrid Software module is a module whose cryptographic boundary delimits the composite of & soft
component and a disjoint hardware component (i.e. the software component is not contained within the hard
module boundary). The computing platform and operating system of the operational envirefnment which
software executes in are external to the defined hybrid software module boundary.

Hybrid Firmware module is a module whose cryptographic boundary delimits thercemposite of a firm
component and a disjoint hardware component (i.e. the firmware component is not contained within the hard
module boundary). The computing platform and operating system of the operational environment which

firmware executes in are external to the defined hybrid firmware module boundari’but explicitly bound to the h
firmware module.

and 7.8 shall [02.04] apply.

software modules executing in a modifiable environment, the physical security requirements found in 7.7

hybrid modules, all applicable requirements of 7.5, 7.6, 7.7 and 7.8 shall [02.06] apply.

3.1 Cryptographic boundary general requiréments

dary

yvare
yvare

the

jvare
jvare

the
brid

hardware and firmware modules, the applicable physical security and non-invasive security requirements foumd in

are

ryptographic boundary shall [02.07] consist of an explicitly defined perimeter (i.e. set of hardware, softwale or
ware components) that establishes the boundary of all components of the cryptographic module. The requiren

ents
ithin
urity
vant
s or
ons,

ithms,
al be

ents

dphic

are,

the

requwements of thrs Internatronal Standard The excluded hardware software or flrmware components haII 02 13] be
implemented in a manner to not interfere or compromise the approved secure operation of the cryptographic module.
The excluded hardware, software or firmware shall [02.14] be specified (Annex A).
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7.2,

3.2 Definitions of cryptographic boundary

The cryptographic boundary of a hardware cryptographic module shall [02.15] delimit and identify:

The set of hardware components which may include:

The

A1

-
=

The

7.2

7.214.1 Modes of operations general requirements

op

cryl rngmphir‘ algnrifhm, Qpr‘uriry function or process and those services ar pracesses anpr*ifipd in743

b cryptographic boundary of a firmware cryptographic module’shall [02.17] delimit and identify:

Th{ opetator shall [02.19] be able to operate the module in an approved mode of operation. An approved mod

— physical structures, including circuit boards, substrates or other mounting surfaces that provide
interconnecting physical wiring between components,

— active electrical components such as semi-integrated, custom-integrated or common-integrated cirg
processors, memory, power supplies, converters, etc.

— physical structures, such as enclosures, potting or encapsulation materials, connectors, and interfaces,
— firmware, which may include an operating system,

— other components types not listed above.

cryptographic boundary of a software cryptographic module shall [02.16].delimit and identify:

The set of executable file or files that constitute the cryptographic module; and

The instantiation of the cryptographic module saved in memory,and’executed by one or more processors.

The set of executable file or files that constitute the cryptographic module; and
The instantiation of the cryptographic module saved in memory and executed by one or more processors.
cryptographic boundary of a hybrid cryptographic module shall [02.18]:

be the composite of the module’sl-hardware component boundary and the disjoint software or firm
component(s) boundary; and

include the collection of all ports and interfaces from each component.

In addition to the disjoint software or firmware component(s), the hardware component can also include embe
software or firmware(

.4 Modes of opgerations

ration shall [02.20] be defined as the set of services which include at least one service that utilises an appr

the

uits,

yvare

ided

e of

bved

Non-approved cryptographic algorithms, security functions, and processes or other services not specified in 7.4.3 shall
[02.21] not be utilised by the operator in an approved mode of operation unless the non-approved cryptographic
algorithm or security function is part of an approved process and is not security relevant to the approved processes
operation (e.g. a non-approved cryptographic algorithm or non-approved generated key may be used to obfuscate data
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or CSPs but the result is considered unprotected plaintext and provides no security relevant functionality until protected
with an approved cryptographic algorithm).

7.2.4.2 Normal operation

No
cof

CSPs shall [02.22] be exclusive between approved and non-approved services and modes of operation (e.g.'not sh
or pccessed). The output of an approved RBG may be provided to a non-approved algorithm, security functig
process without the zeroisation of the RBG seed as long as the seed cannot be accessed in the non-approved modg.

The
of ¢

A
fun

7.2

Ad
cry

Th
wit
adqd
mo|

7.3

7.

Ad
intg

figurable.

e module’s security policy shall [02.23] define the complete set of services that are provided for each defined n
peration (both approved and non-approved).

services shall [02.24] provide an indicator when the service utilises an approved <cryptographic algorithm, seg
ction or process in an approved manner and those services or processes specified in7.4.3.

4.3 Degraded operation

btographic module to operate in degraded operation, the following shall [02.25] apply:

degraded operation shall [02.26] be entered only after exiting~an error state;

the module shall [02.27] provide status information when.re-configured and degraded operation entered;
the mechanism or function that failed shall [02.28] bé’isolated;

all conditional algorithm self-tests shall [02.29]*be performed prior to the first operational use of the cryptogrg
algorithm after entering degraded operation;iand

services shall [02.30] provide an ihdicator if attempts are made to use a non-operational algorithm, sed
function, or process.

e cryptographic module shall [02.31] remain in degraded operation until such time the cryptographic module paj
hout failure all pre-operational self-tests successfully. The cryptographic module may perform certain diagnosti
ition to all pre-operational jself-tests, as part of the condition to exit the degraded operation. If the cryptogrg
dule fails the pre-operational self-tests, the module shall not [02.32] enter degraded operation.

Cryptographic module interfaces

B.1 Cryptegraphic module interfaces general requirements

ryptographic module shall [03.01] restrict all logical information flow to only those physical access points and lo
rfaces that are identified as entry and exit points to and from the cryptographic boundary of the module.

ryptographic module may be designed to support degraded functionalityif the module enters the error state. For &

mal operation is where the entire set of algorithms, security functions, services or processes are available,ahd/or

ared

n or

node

urity

phic

urity

5Ses
CS in
phic

gical
The

cryl

f\tngralnhir‘ module Ingiral interfaces shall 103 021 be distinct from each ather althnugh thpy may. share ane ph)

sical

port (e.g. input data may enter and output data may exit via the same port) or may be distributed over one or more
physical ports (e.g. input data may enter via both a serial and a parallel port). An Application Program Interface (API) of
a software component of a cryptographic module may be defined as one or more logical interface(s).

The documentation requirements specified in A.2.3 shall [03.03] be provided.
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7.3.2 Types of interfaces

Hardware Module Interface (HMI): The total set of interfaces used to request the services of the hardware module,

including parameters that enter or leave the module’s cryptographic boundary as part of the requested service.

A (
pe

a)

b)

d)

EXx

.8.3 Definition of interfaces

Software or Firmware Vodute terface (SFMIJThe total Set of IMerfaces Used 10 Tequest e Services, 0
software or the firmware module, including parameters that enter or leave the module’s cryptographic bounda
part of the requested service.

Hybrid Software or Hybrid Firmware Module Interface (HSMI or HFMI): The total set of interfaces wused to reg
the services of the hybrid software or hybrid firmware module, including parameters that enter or-leave the mod
cryptographic boundary as part of the requested service.

ryptographic module shall [03.04] have the following five interfaces ("input" and toutput" are indicated fron
spective of the module):

Data input interface. All data (except control data entered via the control input interface) that is input to
processed by a cryptographic module (including plaintext data, ciphertext\data, SSPs, and status information
another module) shall [03.05] enter via the "data input” interface. Data-may be accepted by the module throug
data input interface while the module is performing self-tests (7.10)¢

Data output interface. All data (except status data output via-the status output interface and control data outpu
the control output interface) that is output from a cryptographie‘-module (including plaintext data, ciphertext data
SSPs) shall [03.06] exit via the "data output" interface. ~All 'data output via the “data output” interface shall [0]
be inhibited while performing manual entry, pre-operational self-tests, software/firmware loading and zeroisatio
when the cryptographic module is in an error state.

Control input interface. All input commands, signals (e.g clock input), and control data (including function callg
manual controls such as switches, buttons,“and keyboards) used to control the operation of a cryptogrg
module shall [03.08] enter via the "controlinput" interface.

module ) used to control or indicaté the state of operation of a cryptographic module shall [03.09] exit vig
“control output” interface. All_control output via the “control output” interface shall [03.10] be inhibited when
cryptographic module is in an.error state unless exceptions are specified and documented in the security policy

Status output interface.“All output signals, indicators (e.g. error indicator), and status data (including return c
and physical indicatars such as visual (display, indicator lamps), audio (buzzer, tone, ring), and mechal
(vibration)) used.-te_indicate the status of a cryptographic module shall [03.11] exit via the "status output” inter
Status output may’be either implicit or explicit.

ept for the software cryptographic modules, all modules shall [03.12] also have the following interface:

Powerinterface. All external electrical power that is input to a cryptographic module shall [03.13] enter via a p
interface. A power interface is not required when all power is provided or maintained internally within

the
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uest
ule’s

the

and
from
h the

t via
and

.07

n; or

and
phic

Control output interface. All output’ commands, signals, and control data (e.g. control commands to angther

the
the

bdes
hical
ace.

bwer
the

cryptographic boundary of the cryptographic module (e.q. an internal battery).

The cryptographic module shall [03.14] distinguish between data, control information, and power for input, and data,
control information, status information, and power for output.

The cryptographic module specification shall [03.15], unambiguously, specify format of input data and control
information, including length restrictions for all variable length inputs.
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7.3.4 Trusted channel

A trusted channel is a link established between the cryptographic module and a sender or receiver to securely
communicate unprotected plaintext CSPs, key components and authentication data. A trusted channel protects against

bet)
rec

SE

Fo

SE

Fo

Neet

eiver endpomt.

CURITY LEVELS 1 AND 2

Security Levels 1 and 2, there are no requirements for a trusted channel.

CURITY LEVEL 3

Security Level 3,

for the transmission of unprotected plaintext CSPs, key components and, authentication data between
cryptographic module and the sender or receivers endpoint the cryptographic module shall [03.16] implemsq

trusted channel;

the trusted channel shall [03.17] prevent unauthorised modification, substitution, and disclosure along
communication link;

the physical ports used for the trusted channel shall [03.18]\be physically separated from all other ports o
logical interfaces used for the trusted channel shall [03.19]be logically separated from all other interfaces;

identity-based authentication shall [03. 20] be employedfor all services utilising the trusted channel; and
a status indicator shall [03.21] be provided when‘the trusted channel is in use.

CURITY LEVEL 4

addition to the requirements of Security_ Level 3, for Security Level 4 multi-factor identity-based authentication shall

eavesdropplng, as WeII as phy3|cal or Ioglcal tamperlng by unwanted operators/entmes processes or other dewces

the
nt a

the

the

role.
the
ding

The documentation requirements specified in A.2.4 shall [04.03] be provided.
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7.4.2 Roles

A cryptographic module shall [04.04], at a minimum, support a Crypto Officer Role. The Crypto Officer Role shall
[04.05] be assumed to perform cryptographic initialisation or management functions, and general security services (e.g.
module initialisation, management of CSPs, PSPs, and audit functions).

A (
Ro

Ad
an(
(Bl

AQ
7 .4

7.4

Se
inp

or functions. Service outputs shall [04.10] consist of all data outputs, €ontrol outputs, and status outputs that result

Sel
Selr

Ad

a)

b)

c)

d)

e)

A
ad(
ser

ryptographic module may support a User Role. If the cryptographic module supports a User Role, then thé

ryptographic module may support a Maintenance Role. The Maintenance Role is a role assumed.daring the phy
/or logical maintenance services (e.g. opening service covers, performing certain diagnostics such-as built in self
5T)). All unprotected SSPs shall [04.07] be zeroised when entering or exiting the Maintenance Role.

ryptographic module may support other roles or in addition to the roles specified above.
1.3 Services

3.1 Services general requirements

vices shall [04.08] refer to all of the services, operations, or functions’that can be performed by a module. Se
Lits shall [04.09] consist of all data or control inputs to the module that\initiate or obtain specific services, operat

vices, operations, or functions initiated or obtained by service~ifiputs. Each service input shall [04.11] result
vice output.

ryptographic module shall [04.12] provide the following®setvices to operators.

Show module’s versioning information. The cryptographic module shall [04.13] output the name or mg
identifier and the versioning information that_ean be correlated with a validation record (e.g. hardware, soft
and/or firmware versioning information).

Show status. The cryptographic module*shall [04.14] output current status. This may include the output of s
indicators in response to a service reguest.

Perform self-tests. The cryptographic module shall [04.15] initiate and run the pre-operational self-test
specified in 7.10.2.

Perform approved security functions. The cryptographic module shall [04.16] perform at least one appr
security function used-in an approved mode of operation as specified in 7.2.

Perform zeroisation. The cryptographic module shall [04.17] perform zeroisation of the parameters as specifi
7.9.7.

ryptographic module may provide other services, operations, or functions, both approved, and non-approve
ition te-the services specified above. Specific services may be provided in more than one role (e.g. key §
vicessmay be provided in the user role and the crypto officer role).

User

e shall [04.06] be assumed to perform general security services, including cryptographic operations @nd other
approved security functions.

sical
-test

rvice
ons,
from
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bved

pd in

d, in
pntry

7.4

.3.2 Bypass capability

Bypass capability is the ability of a service to partially or wholly circumvent a cryptographic function or process. If the
module can output a particular data or status item in a cryptographically protected form, or (as a result of module
configuration or operator intervention) can also output the item in a non-protected form, then a bypass capability shall
[04.18] be defined.
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cryptographic module implements a bypass capability, then:
the operator shall [04.19] assume an authorised role before configuring the bypass capability;

two independent internal actions shall [04.20] be required to activate the capability to prevent the inadve

rtent

7.4

Se

approved security functions or SSP management techniques)‘without external operator request. The self-init

cry
pre

If &

7.4

If &
req

bypassof plantextdataduetoasingteerror—Thetwo-independent-mternatactions shatt {8424 modify—soft
and/or hardware behaviour that is dedicated to mediate the bypass capability (e.g. two different softwan
hardware flags are set, one of which may be user-initiated); and

the module shall [04.22] show status to indicate whether the bypass capability:

1) is not activated, and the module is exclusively providing services with cryptographic processing (e.g. plai
data is encrypted); or

2) is activated and the module is exclusively providing services without cryptographic.processing (e.g. plai
data is not encrypted); or

3) is alternately activated and deactivated and the module is providing seme services with cryptogrg

processing and some services without cryptographic processing (e.g. formodules with multiple communic
channels, plaintext data is or is not encrypted depending on each channe€l configuration).

3.3  Self-Initiated cryptographic output capability

vare

e or

htext

htext

phic
ption

f-initiated cryptographic output capability is the ability of the mbodule to perform cryptographic operations and ¢ther

btographic output capability shall [04.23] be configured by the Crypto Officer and this configuration ma
served over resetting, rebooting, or power cycling of thezmedule.

cryptographic module implements a self-initiated cryptographic output capability, then:

two independent internal actions shall [04:24] be required to activate the capability to prevent the inadve
output due to a single error. The two independent internal actions shall [04.25] modify software and/or hard

ated
be

rtent
jvare

behaviour that is dedicated to mediate the capability (e.g. two different software or hardware flags are set, one of

which may be user-initiated); and

the module shall [04.26] show status to indicate whether the self-initiated cryptographic output capabili
activated.

3.4  Software/Firmware loading

cryptographic module has the capability of loading software or firmware from an external source, then the follo,
uirements shall [04.27] apply:

the loaded! software or firmware shall [04.28] be validated by a validation authority prior to loading to mai
validation;

allydata output via the data output interface shall [04.29] be inhibited until the software/firmware loading and

ty is

wing

htain

load

4 ) [P | £ 11
St Ias CUITIPIeteu sutiLessiuny,

the Software/Firmware Load Test specified in 7.10.3.4 shall [04.30] be performed before the loaded code can be

executed;

the cryptographic module shall [04.31] withhold execution of any loaded or modified approved security functions

until after the pre-operational self-tests specified in 7.10.2 have been successfully executed; and
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the modules versioning information shall [04.32] be modified to represent the addition and/or update of the n
loaded software or firmware (7.4.3).

ewly

If the loading of new software or firmware is a complete image replacement, this shall [04.33] constitute an entirely new
moduIe which would reqwre valldatlon by a vahdatlon authonty to maintain validation. The new software or flrmware

b)

Ad
role
mo|
be

Va

¢ following types of mechanisms are used to control access to the cryptographic module:

Role-Based Authentication: If role-based authentication mechanisms are supported by, a cryptographic module
module shall [04.36] require that one or more roles either be implicitly or explicitly selected by the ope
and shall [04.37] authenticate the assumption of the selected role (or set of roles):JThe cryptographic module i
required to authenticate the individual identity of the operator. The selection-of roles and the authentication o
assumption of selected roles may be combined. If a cryptographic module permits an operator to change roles,
the module shall [04.38] authenticate the assumption of any role that.was not previously authenticated for
operator.

Identity-Based Authentication: If identity-based authentication mechanisms are supported by a cryptogra
module, the module shall [04.39] require that the operator_be individually and uniquely identified, shall [04
require that one or more roles either be implicitly or explicitly selected by the operator, and shall [04
authenticate the identity of the operator and the authorisation of the operator to assume the selected role or §
roles. The authentication of the identity of the operator; selection of roles, and the authorisation of the assumpti
the selected roles may be combined. If a cryptographic module permits an operator to change roles, ther
module shall [04.42] verify the authorisation of the“identified operator to assume any role that was not previg
authorised.

ryptographic module may permit an authenticated operator to perform all of the services allowed within an autho
e, Or may require separate authentication for each service or for different sets of services. When a cryptogrg
dule is reset, rebooted, powered off and-subsequently powered on, the module shall [04.43] require the operat]
authenticated.

authentication mechanisms, (including (but not limited to) the knowledge or possession of a password,
cryptographic key, or equivalent; possession of a physical key, token, or equivalent; or verification of pers
chgracteristics (e.g. biometrics). Authentication data within a cryptographic module shall [04.44] be protected ag
unjuthorised use, disclosure, modification, and substitution. Approved security functions may be used as part o

au

Th
cor

authorised-methods (e.g. procedural controls or use of factory-set or default authentication data) shall [04.45] be

to
cor

g the

role.

, the
rator
5 not
f the
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phic
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1.41]
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ious types of authenticationdata may be required by a cryptographic module to implement the suppo¢rted

entication mechanism.

p initialisation-of authentication mechanisms may warrant special treatment. If a cryptographic module doeg
tain the.authentication data required to authenticate the operator for the first time the module is accessed, then

control access to the module and initialise the authentication mechanisms. If default authentication data is use

PIN,
onal
ainst
f the

not
ther
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ed to
tion.

tfeh)access to the module, then default authentication data shall [04.46] be replaced upon first-time authentica

Thi

S deftault authentication data does not need to meet the zeroisation requirements (/.9.7).

The authentication mechanism may be a group of mechanisms of different authentication properties that jointly meet the
requirements of this clause. If the cryptographic module uses security functions to authenticate the operator, then those
security functions shall [04.47] be approved security functions.

The module shall [04.48] implement an approved authentication mechanism as referenced in Annex E.
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The strength of the approved authentication mechanism shall [04.49] be specified in the security policy (Annex

5(E)

B).

For each attempt to use the approved authentication mechanism, the module shall [04.50] meet the strength of the
authentication objective. For multiple attempts to use the approved authentication mechanism during a one-minute

period, the module shall [04.51] meet the strength of the authentication objective.

SE
Fo
the
(o]ol:

SE

Fo
acq

SE

Fo
acq

SE

Fo
me

7.9

The approved authentication mechanism shall [04.52] be met by the module’s implementation and not.rel
documented procedural controls or security rules (e.g. password size restrictions).

For a software cryptographic module at Security Level 2, the operating system may implement the authentic
mechanism. If the operating system implements the authentication mechanism, then (the’ authentic
mechanism shall [04.53] meet the requirements of this clause.

Feedback of authentication data to an operator shall [04.54] be obscured during the authentication process (e.
visible display of characters when entering a password). Non-significant characters may\be displayed in place g
actual authentication data.

Feedback provided to an operator during an attempted authentication shall [04.55] prevent weakening o
authentication mechanism strength beyond the required authentication strength.

CURITY LEVEL 1

Security Level 1, a cryptographic module is not required to employ)authentication mechanisms to control acce
module. If a module does not support authentication mechanisms, the module shall [04.56] require tha
brator either implicitly or explicitly select one or more roles.

CURITY LEVEL 2

Security Level 2, a cryptographic module shall [@4.57] at a minimum employ role-based authentication to cd
ess to the module.

CURITY LEVEL 3

Security Level 3, a cryptographic module shall [04.58] employ identity-based authentication mechanisms to cg
ess to the module.

CURITY LEVEL 4

Security Level 4, a_‘eryptographic module shall [04.59] employ multi-factor identity-based authentic
chanisms to control access to the module.

Software/Firmware security

Ad
of

A

ryptographic module is defined as either a hardware, software, firmware or hybrid module (7.2.2). The requiren]
is clause 'shall [05.01] apply to software and firmware components of a cryptographic module.

ryptographic module that is implemented completely in hardware is not subject to the software/firmware seq

y on

ption
ption

J. NO
f the

the

5S to
the

ntrol

ntrol

ation

ents

urity

H 4+ £l e Loy 41 Q4 <l <l
reqoirements or tntSmMteratonarstanctarar:

The public verification key or keyed message authentication key used for an approved integrity techniqgue may reside
within the module code and is not considered a SSP.

The documentation requirements specified in A.2.5 shall [05.02] be provided.
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SECURITY LEVEL 1

The following requirements shall [05.03] apply to software and firmware components of a cryptographic module for
Security Level 1:

— MAttsoftwareand—firmware shratt {05041 e ma form thatsatisfiesthe Tequirementsof thistmtermationatStandard
without modification prior to installation (7.11.7);

— | For software and firmware modules and the software or firmware component of a hybrid module (gexcept fof the
software and firmware components within a disjoint hardware component of a hybrid module):

— A cryptographic mechanism using an approved integrity technique shall [05.05] be applied to all softwarel and
firmware components within the module’s defined cryptographic boundary in one of the fellowing ways:

— by the cryptographic module itself; or
— by another validated cryptographic module operating in an approved mede of operation.

— | For software and firmware components of a hardware cryptographic 4ngdule and the software or firmyvare
components within a disjoint hardware component of a hybrid cryptographic*module:

— A cryptographic mechanism using an approved integrity technique or an error detection code (EDC) ghall
[05.06] be applied to all software and firmware companents within the hardware module’s defined
cryptographic boundary or within disjoint hardware compohents of the hybrid module. If an EDC is used| the
EDC shall [05.07] be at least 16 bits in length.

— | If the integrity test fails (i.e. the calculated result is not ‘'successfully verified or the EDC cannot be verified deperding
on the module type), the module shall [05.08] enter.the error state. The approved integrity technique may cons|st of
a single encompassing message authentication“code or signature, or multiple disjoint authentication codgs or
signatures of which failure of any disjoint authehtication code or signature shall [05.09] cause the module to g¢nter
the error state. The expected referenced outgut of the integrity techniqgue mechanism may be considered datal and
itself not subject to the integrity technique. The temporary value(s) generated during the integrity test of the
module’s software or firmware shall [05.10] be zeroised from the module upon completion of the integrity test;

— | An operator shall [05.11] be ablé to perform the integrity test on demand via an HMI, SFMI, HSMI or HFMI sepvice
(7.3.2);

— | All data and control inputs;-and data, control and status outputs (specified in 7.3.3) of the cryptographic moduld and
services (7.4.3) shallJ05712] be directed through a defined HMI, SFMI, HFMI or HSMI; and

— | For a software orfirmware module, if the loaded software or firmware image is a complete replacement or overlay
of the validated'module image, the software/firmware load test is not applicable (NA) as the replacement or overlay
constitutes anew module.

If the software or firmware that is loaded is associated, bound, modifies or is an executable requisite of the validated
modute, then the software/firmware load test is applicable and shall [05.13] be performed by the validated mddule
with the following exceptions:

— The cryptographic module is a software module and the loaded software image is a complete image
replacement or overlay of the validated module.

— The cryptographic module is a firmware module of physical Security Level 1 and the loaded firmware image is
a complete image replacement or overlay of the validated module.
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— The cryptographic module is a hybrid software module and the loaded software image is a complete image

replacement or overlay of the disjoint software components.

— The cryptographic module is a hybrid firmware module of physical Security Level 1 and the loaded firmware

image is a complete image replacement or overlay of the disjoint firmware components.

SE

In

CURITY LEVEL 2

addition to the requirements of Security Level 1, the following requirements shall [05.14] apply to,software

firmware components of a cryptographic module for Security Level 2:

SE

The software and firmware components of a cryptographic module shall [05.15] only include code that
executable form (e.g. no source code, object code or just-in-time compiled code);

There shall [05.16] be no services or control settings via the HMI, SFMI, HFMI of KHISMI interface to allow
operator to initiate or perform debugging techniques;

For software and firmware modules and the software or firmware component of a hybrid module for Security Le
(except for the software and firmware components within a disjoint hardwaré.component of a hybrid module):

— An approved digital signature or keyed message authenticationccode shall [05.17] be applied to all soft
and firmware within the module’s defined cryptographic boundary. If the calculated result is not success
verified, the test fails and the module shall [05.18] enter the €rror state.

CURITY LEVELS 3 AND 4

In addition to the requirements of Security Levels 1 and 2, the following requirements shall [05.19] apply to soft

and
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firmware modules and the software or firmware component of a hybrid module for Security Levels 3 and 4 (e
the software and firmware components within a disjoint hardware component of a hybrid module):

ryptographic mechanism using an approved digital signature shall [05.20] be applied to all software and firmwaré
hponents within the module’s defined cryptegraphic boundary. If the calculated result is not successfully verified,
fails and the module shall [05.21] enter the error state.

b digital signature technique may consist of a single encompassing signature or multiple disjoint signatures of whi

23] reside outside the module.
Operational envirenment

b.1 Operational‘environment general requirements

ware required for the module to operate. The operational environment of a software, firmware, or hybrid mg
udes, at“a minimum, the module components, the computing platform, and the operating system that contro
ws-the execution of the software or firmware on the computing platform. A hardware module may have an oper
ifenment within the module consisting of an operating system which allows the execution of internal softwa

ire of any disjoint signature shall [05.22] cause the module to enter the error state. The private signing key shall

and

s in

the

vel 2

vare
fully

vare
cept

operational,..environment of a cryptographic module refers to the management of the software, firmware, apd/or

dule
s or
ating
e or

firn

ware. Ihe operaling system IS considered 10 Include, when applicable, the virtual machine(s) (system al

process) and the runtime environment (e.g. Java Runtime Environment — JRE).

d/or

A general-purpose operational environment refers to the use of a commercially available general-purpose operating
system (i.e. resource manager) that manages the software and firmware components and also manages system and
operator(s) processes/thread(s), including general-purpose application software such as word processors.
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The operational environment can be non-modifiable, limited or modifiable.

The following clause specifies the three specific operational environments.

a) A non-modifiable operational environment is designed or configured in a manner to prevent modification by an

b)

c)

So

operatororprocess tothe modutecomponents,thecomputingptatforn,ortheoperating—system—Thisenviron
may consist of a firmware module operating in a non-programmable computing platform or a hardware, mg
which prevents the loading of any additional software or firmware.

A limited operational environment is designed or configured in a manner to allow controlled madification b
operator or process to the module components, the computing platform, or the operating system-. This environ
may be firmware operating in a programmable hardware module where the loading of additional firmware meet
firmware loading requirements specified in 7.4.3.4.

A modifiable operational environment refers to an operating environment that .may be reconfigure
add/delete/modify functionality, and/or may include general-purpose operating system capabilities (e.g. use
computer operating system, configurable smartcard operating system, or programmable software). Oper
systems are considered to be modifiable operational environments if software components can be modified b
operator or process and/or an operator or process can load and exegcute’ software (e.g. a word proces
that is not part of the defined software, firmware, or hybrid module.

A modifiable operational environment has the following characteristics:

Functions may be added or modified within the operational/environment. Those functions are not necess
trusted to not interfere with the operation of the cryptographic module unless such interference is prohibite
the operational environment.

In such an environment it is required that no function operating in the same operational environment that doe
belong to the trusted part of the operational environment have access to SSPs other than via the de
interfaces of the cryptographic module.

It is therefore required that the operational* environment provides the capability to separate the cryptogra
module during operation from other functions in the operational environment such that those functions can ne
obtain information from the cryptographic module related to the CSPs nor be able to modify CSPs, PSPs o
execution flow of the cryptographic.meédule other than via the interfaces provided by the cryptographic module i

A specific configuration of the operational environment may be required to achieve adequate protection o
cryptographic module with-ifs*code and data (e.g. prohibiting specific kind of inter-process communication fo
cryptographic module, assigning restrictive access rights to files containing SSPs or the code of the cryptogra
module).

me examples of operational environments are provided in the following table.

Table 2: Examples of operational environments
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Configuration Examples Environm

hal
ent

A computing platform that does not permit the loading of code and does not permit operators to modify
the configuration of the computing platform, operating system or cryptographic module.

Non-Modifiable

A computing platform containing an operating system that allows the loading of additional code that is
authenticated and meets all applicable requirements of this International Standard.

Limited
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5(E)

A computing platform that allows the loading of code without meeting the software or firmware loading Modifiable
requirements of this International Standard.
A computing platform containing code whose operating system is reconfigurable by the operator Modifiable

all('wing the removal of the secl |ri'ry Inrnh:r‘finnc

Fo
en
all

Co
Stg
Stg

a non-modifiable or limited environment, the controlling components which maintain the non-modifiable“or lir]
ironment may include attributes of the computing platform, the operating system or the cryptographic.module itsg
Df the above.

e which is executed in a non-modifiable or limited environment is referred to as firmware within this Internat
ndard. Code which is executed in a modifiable environment is referred to as software\within this Internat
ndard.

If

requirements in 7.6.2 shall [06.01] apply.

If the operational environment is a modifiable operational environment, the operating system requirements in 7.6.3 §

[06
Th¢
7.
SE
Thy

SE

There are no additional requirements.

7.

SE

The

e operational environment is non-modifiable or a limited operational environment, only the operating sy

.02] apply.
e documentation requirements specified in A.2.6 shall [06.03] be previded.

5.2 Operating system requirements for limited or non-mogdifiable operational environments
CURITY LEVEL 1
b requirements in 7.6.3 Security Level 1 shall [06.04]).be applicable if the module is Security Level 1 in 7.7.

CURITY LEVELS 2, 3, AND 4

5.3 Operating system requirements for modifiable operational environments
CURITY LEVEL 1

 following requirementSyapply to operating systems for Security Level 1.

Each instance of-a cryptographic module shall [06.05] have control over its own SSPs.

The operational environment shall [06.06] provide the capability to separate individual application processes
each other'in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs regardlg
this data is in the process memory or stored on persistent storage within the operational environment. This ens
that 'direct access to CSPs and SSPs is restricted to the cryptographic module and the trusted parts of
eperational environment. Restrictions to the configuration of the operational environment shall [06.07

hited
pIf or

onal
onal

stem

from
ss if
ures

the
| be

NOTE

documented In the security policy of the cryptographic module.

Processes that are spawned by the cryptographic module shall [06.08] be owned by the module and are not owned

by external processes/operators.

cryptographic module itself.

© ISO/IEC 2012 — Al rights reserved 33

These requirements cannot be enforced by administrative documentation and procedures, but must be enforced by the



https://standardsiso.com/api/?name=87c5da116d092f9c8b691a1ae78c3a10

ISO/IEC 19790:2012/Cor.1:2015(E)

SECURITY LEVEL 2

In addition to the requirements of Security Level 1, for Security Level 2 an operating environment shall [06.09] meet the
following requirements or as allowed by the validation authority.

operatmg system that |mplements elther role- based access controls or, at the minimum, a discretionary. a¢
control with robust mechanism of defining new groups and assigning restrictive permissions for example, thr
access control lists (ACLs), and with the capability of assigning each user to more than one group. The’oper
system shall [06.11] be configured to protect against unauthorised execution, modification, and reading of S
control and status data;

to protect plaintext data, cryptographic software, SSPs, and authentication data, the access*control mechanisn
the operating system:

— shall [06.12] be configured to define and enforce the set of roles or the groups ‘and their associated restri
permissions that have exclusive rights to execute the stored cryptographic software;

— shall [06.13] be configured to define and enforce the set of roles or thé groups and their associated restri
permissions that have exclusive rights to modify (i.e. write, replace,~and delete) the following cryptogrd
module software stored within the cryptographic boundary: cryptographic programs, cryptographic data
cryptographic audit data), SSPs, and plaintext data;

— shall [06.14] be configured to define and enforce the set.®f roles or the groups and their associated restri
permissions that have exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSPs,
plaintext data; and

— shall [06.15] be configured to define and enforce the set of roles or the groups and their associated restri
permissions that have exclusive rights to enter"\SSPs.

and

the following specifications shall [06.16]-be consistent with the roles or designated groups’ rights and service
defined in the security policy:

— when not supporting a maintenance role, the operating system shall [06.17] prevent all operators and rur]

f an
cess
bugh
ating
SPs,

s of

ctive

ctive
phic
(e.0.

ctive
and

ctive

ning

processes from modifying*running cryptographic processes (i.e. loaded and executing cryptographic program

images). In this case, running processes refer to all processes, cryptographic or not, not owned or initiate
the operating system-(i.e. operator-initiated);

— the operating system shall [06.18] prevent user processes from gaining either read or write access to S
owned by other processes and to system SSPs; and

d by

SPs

— theeonfiguration of the operating system that meets the above requirements shall [06.19] be specified in the

Administrator Guidance. The Administrator Guidance shall [06.20] state that the operating system mus
coenfigured as specified for the module contents to be considered protected.

t be

and bespecmed in the module s securlty pollcy

All cryptographic software, SSPs, control and status information shall [06.22] be under the control of:

an operating system which shall [06.23] have, at a minimum, the following attributes:
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— the operating system shall [06.24] provide an audit mechanism with the date and time of each audited event.

The cryptographic module shall [06.25] not include SSPs as part of any audit record;

— the cryptographic module shall [06.26] provide the following events to be recorded by the audit mechanis
the operating system:

m of

On
Seq
shq

— maodifications, accesses, deletions, and additions of cryptographic data and SSPs;
— attempts to provide invalid input for Crypto Officer functions;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are;managed by
cryptographic module);

— the use of a security-relevant Crypto Officer function;

— requests to access authentication data associated with the cryptographic_module;

— the use of an authentication mechanism (e.g. login) associated with the cryptographic module; and
— explicit requests to assume a Crypto Officer role.

— the audit mechanism of the operating system shall [06.27]%be capable of auditing the following oper
system related events:

— all operator read or write accesses to audit data stored in the audit trail;
— access to files used by the cryptographic module to store cryptographic data or SSPs;

— addition or deletion of an operator tovand from a Crypto Officer role (if those roles are manage
operational environment);

— requests to use authentication'data management mechanisms;

— attempts to use the trusted.channel function and whether the request was granted, when trusted chan
supported at this security-level; and

— identification of the“initiator and target of a trusted channel, when trusted channel is supported at
security level.

— the operating. System shall [06.28] be configured to prevent operators other than those with the privil

the

hting

elis

this

Pges

identified in-the security policy from modifying cryptographic module software and audit data stored withifp the

operational’environment of the cryptographic module.

y operating systems that are configured to meet the above security requirements shall [06.29] be permitted a
urity Jevel, whether or not the cryptographic module operates in an approved mode of operation. The audit re
uldbe protected against unauthorised modification through the use of an approved security function.

this
cord

7.7

Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [07.01] employ physical security mechanisms in order to restrict unauthorised physical
access to the contents of the module and to deter unauthorised use or modification of the module (including substitution
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of

the entire module) when installed. All hardware, software, firmware, data components and SSPs within

cryptographic boundary shall [07.02] be protected.

the

A cryptographic module that is implemented completely in software such that the physical security is provided solely by

the

computing platform is not subject to the physical security requirements of this International Standard.

Tr;* requirements of this clause shall [07.03] be applicable to hardware and firmware modules, and hardwafe
firmware components of hybrid modules.

Thée requirements of this clause shall [07.04] be applicable at the defined physical boundary of the module.

Ph

a)

b)

c)

De
use

and

sical security requirements are specified for three defined physical embodiments of a cryptographie module.
Single-chip cryptographic modules are physical embodiments in which a single integrated circuit (IC) chip
be used as a standalone device or may be embedded within an enclosure or a product that may not be physi
protected. Examples of single-chip cryptographic modules include single IC chipsyof)Smart cards with a sing
chip.

Multiple-chip embedded cryptographic modules are physical embodiments in which two or more IC chips
interconnected and are embedded within an enclosure or a product that may-not be physically protected. Exan
of multiple-chip embedded cryptographic modules include adapters and.expansion boards.

Multiple-chip standalone cryptographic modules are physical-embodiments in which two or more IC chips
interconnected and the entire enclosure is physically protected. Examples of multiple-chip, standg
cryptographic modules include encrypting routers, secure radios or USB tokens.

bending on the physical security mechanisms of a cryptographic module, unauthorised attempts at physical acqg
, or modification shall [07.05] have a high probability of being detected:

subsequent to an attempt by leaving visible sign§, (i.e. tamper evidence);
and/or
during an access attempt

appropriate immediate actions shall [07.06] be taken by the cryptographic module to protect CSPs.

Table 3 summarises the physical security requirements, both the general and the three specific embodiments for ea

the

four security levels. The_émbodiment-specific physical security requirements at each security level enhancq

general requirements at the)same level, and the embodiment-specific requirements of the previous level.

Table 3: Summary of physical security requirements for cryptographic modules

and

may
cally
e IC

are
ples

are
lone

eSS,

Ch of
the

General Requirements Single-Chip Multiple-Chip Multiple-Chip
for all Embodiments Embedded Standalone
S ecurity Level 1 Production-grade No additional Production-grade Production-grade
components. reguirements. enclosure or removable enclosure or removable
Standard passivation. cover. cover.

Procedural or automatic
zeroisation when
accessing the
maintenance access
interface.
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General Requirements
for all Embodiments

Single-Chip

Multiple-Chip
Embedded

Multiple-Chip
Standalone

Security Level 2

Evidence of tampering.

Opagque or translucent

Tamper-evident coating
on chip or enclosure.

Tamper-evident
encapsulating material

Tamper-evident
encapsulating material

within the visible
spectrum.

Prevent direct
observation through
holes and slits.

Or enclosure with
tamper-evident seals or
pick-resistant locks for
doors or removable
covers.

or enclosure with
tamper-evident seals or
pick-resistant locks for
doors or removable
covers.

Security Level 3

Tamper response and
zeroisation circuitry.
Automatic zeroisation
when accessing the
maintenance access
interface.

Prevent probing through
holes are slits.

EFP or EFT for
temperature and
voltage.

Hard tamper-evident
coating on chip or strong
removal-resistant and
penetration resistant
enclosure.

Hard tamper-evident
encapsulating material
or strong enclosure.

Hard tampersevident
encapsulating material
or strong enclosure.

Security Level 4

Tamper detection and
response envelope.

EFP for temperature and
voltage.

Protection from fault
induction.

Hard removal-resistant
coating on chip.

Tamper detection and
response envelope with
zeroisation capability.

Tamper detection and
response envelope with
zeroisation capability.

In general, Security Level 1 provides a baseline set of requirements. Security Level 2 requires the addition of tanjper-

the

eviflent mechanisms and the inability tosgather information about the internal operations of the critical areas o
mogdule (opaqueness). Security Levek3\adds requirements for the use of strong or hard conformal or non-confgrmal
englosures with tamper detection and_response mechanisms for removable covers and doors and resistance to direct
prgbing via openings or entry points. Environmental failure protection (EFP) or environmental failure testing (EF[T) is
required at Security Level 3. .Security Level 4 adds requirements for the use of strong or hard conformal or jnon-
confformal enclosures with tamper detection and response mechanisms for the entire enclosure or significant damage.
Enyironmental failure protection (EFP) and protection from fault induced attacks are required at Security Level 4.

Secgurity requirements.are specified for a maintenance access interface when a cryptographic module is designed to
permit physical access (e.g. by the module vendor or other authorised individuals).

Taiper detection and tamper response are not substitutes for tamper evidence.

The doeumentation requirements specified in A.2.7 shall [07.07] be provided.

7.77ZPhysicat security generat requirements
The following requirements shall [07.08] apply to all physical embodiments:

— documentation shall [07.09] specify the physical embodiment and the security level for which the physical security
mechanisms of a cryptographic module are implemented;
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whenever zeroisation is performed for physical security purposes, the zeroisation shall [07.10] occur
sufficiently small time period so as to prevent the recovery of the sensitive data between the time of detection
the actual zeroisation;

in a
and

if a module includes a maintenance role that requires physical access to the contents of the module or if the module

SE

The

SE

cry

S Uesigned to permit physicalactess (8.9, by the modute vendor or other authorsed-ndividuat); ther.
— amaintenance access interface shall [07.11] be defined;

— the maintenance access interface shall [07.12] include all physical access paths to the contents of
cryptographic module, including any removable covers or doors; and

using the appropriate physical security mechanisms.
CURITY LEVEL 1
e following requirements shall [07.14] apply to all cryptographic modules for Security Level 1:

the cryptographic module shall [07.15] consist of production-grade components that include standard passiv
techniques (e.g. a conformal coating or a sealing coat applied over-the module’s circuitry to protect ag
environmental or other physical damage); and

when performing physical maintenance, zeroisation shall [07%16] either be performed procedurally by the ope
or automatically by the cryptographic module.

CURITY LEVEL 2

pddition to the general requirements for Security. Level 1, the following requirement shall [07.17] apply t
pbtographic modules for Security Level 2:

the cryptographic module shall [07.18] provide evidence of tampering (e.g. on the cover, enclosure, and seal) v
physical access to the module is attempted:;

the tamper-evident material, coating or enclosure shall [07.19] either be opaque or translucent within the vi
spectrum (i.e. light of wavelength range of 400nm to 750nm) to prevent the gathering of information abou
internal operations of the critical areas of the module; and

if the cryptographic module contains ventilation holes or slits, then the module shall [07.20] be constructed
manner to preventcthe-gathering of information of the module’s internal construction or components by direct v
observation using-artificial light sources in the visual spectrum of the module’s internal construction or compone

the

— any removable covers or doors included within the maintenance access interface shall.[07.13] be safeguarded

ation
RiNst

rator

D all

vhen

sible
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in a
sual
nts.

SECURITY LEVEL3
In addition-te'the general requirements for Security Levels 1 and 2, the following requirements shall [07.21] apply {o all
cryptographic modules for Security Level 3:
HE S 1 2 raatacrankhi ol niala - | L rranmavvakl WP~ rf natntanan mataorf. H daf
— m e bl_y'JLUlelplllb mMouuic vuritainio ail Iy UUUTO UT TUTTTIUVAUIC CUVTCTO U 1T A TTIAITICTIATNIUC ALUT OO0 TTIICTTacvtT 10 UtTl1 ned,

then the module shall [07.22] contain tamper response and zeroisation capability. The tamper response
zeroisation capability shall [07.23] immediately zeroise all unprotected SSPs when a door is opened, a cov

and
er is

removed, or when the maintenance access interface is accessed. The tamper response and zeroisation
capability shall [07.24] remain operational when unprotected SSPs are contained within the cryptographic module;
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SE

In addition to the general requirements for Security Levels 1, 2, and 3, the following requitément shall [07.29] app

all

7.7

sin

SE

There are no additional Security Levelt requirements for single-chip cryptographic modules.

SE

In
cry

ISO/IEC 19790:2012/Cor.1:2015(E)

if the cryptographic module contains ventilation holes or slits, then the module shall [07.25] be constructed

in a

manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a single articulated

probe);

strong or hard conformal or non-conformal enclosures, coatings or potting materials shall [07.26] maintain strength

.Y.3 Physical security requirements for each physical security embodiment

and Tardness Characterstits Over the modute S Mended temperature Tange Of Operation, Storage and aistriigtia

if tamper evident seals are employed, they shall [07.27] be uniquely numbered or independently identifiable
uniquely numbered evidence tape or uniquely identifiable holographic seals), and

the module shall [07.28] either include EFP features or undergo EFT.

CURITY LEVEL 4

Cryptographic modules for Security Level 4:

the cryptographic module shall [07.30] be protected either by a hard opague removal-resistant coating, or
tamper detection envelope with tamper response and zeroisation capability;

the module shall [07.31] include EFP features; and

the cryptographic module shall [07.32] provide protection frof fault induction. The fault induction mitig
techniques and the mitigation metrics employed shall [07.33]-h€ documented as specified in Annex B.

3.1 Single-chip cryptographic modules

hddition to the general physical security requirements specified in 7.7.2, the following requirements are specif
hle-chip cryptographic modules.

CURITY LEVEL 1

CURITY LEVEL 2

addition to the requirerments for Security Level 1, the following requirements shall [07.34] apply to single
btographic modules for Security Level 2;

the cryptographic module shall [07.35] be covered with a tamper-evident coating (e.g. a tamper-evident passiv

direct observation, probing, or manipulation of the module and to provide evidence of attempts to tamper wi
remove the module.

SE

n,

e.g.

ly to

by a

ation

ic to

chip

ption

material or;a‘tamper-evident material covering the passivation) or contained in a tamper-evident enclosure to geter

h or

CURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.36] apply to single-chip
cryptographic modules for Security Level 3:

the module shall [07.37] be covered with a hard opaque tamper-evident coating (e.g. a hard opaque epoxy

covering the passivation),
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or

the enclosure shall [07.38] be implemented so that attempts at removal or penetration of the enclosure shall

[07.39] have a high probability of causing serious damage to the cryptographic module (i.e. the module wil
function).

| not

SE

CURITY LEVEL 4

In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.40] apply’to si

chi

7.7

D cryptographic modules for Security Level 4:

the cryptographic module shall [07.41] be covered with a hard, opaque removal-resistant goating with hard
and adhesion characteristics such that attempting to peel or pry the coating from the maddle will have a
probability of resulting in serious damage to the module (i.e. the module will not function);and

the removal-resistant coating shall [07.42] have solvency characteristics such that.dissolving the coating will h3
high probability of dissolving or seriously damaging the module (i.e. the module will'not function).

3.2  Multiple-chip embedded cryptographic modules

In addition to the general security requirements specified in 7.7.2, the following requirements are specific to multiple

em,

SE

If t

bedded cryptographic modules.
CURITY LEVEL 1

he cryptographic module is contained within an enclosure ‘or removable cover, a production-grade enclosul

removable cover shall [07.43] be used.

SE

In
em

and

CURITY LEVEL 2

addition to the requirement for Security Level”1, the following requirements shall [07.44] apply to multiple
bedded cryptographic modules for Security-Level 2:

the module components shall [07.45] be covered with a tamper-evident coating or potting material (e.g. ¢
resistant coating or bleeding paint) to deter direct observation and to provide evidence of attempts to tamper wi
remove module components,

or

the module shall [07:46] be entirely contained within a metal or hard plastic production-grade enclosure that
include doors orremovable covers;

the enelosure includes any doors or removable covers, then the doors or covers shall [07.47] be locked with
resistant mechanical locks employing physical or logical keys or shall [07.48] be protected with tamper-ev
seals (e.g. evidence tape or holographic seals).

hgle-

ness
high

ve a

chip

e or

chip

ptch-
th or

may

Dick-
dent

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.49] apply to multiple-
chip embedded cryptographic modules for Security Level 3.
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SE

In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.52] ‘apply to mul

chi

7.713.3  Multiple-chip standalone cryptographic modules

In addition to the general security requirements specified in<7/7.2, the following requirements are specific to multiple
stahdalone cryptographic modules.

SE

The cryptographic module shall [07.60] be entirely contained within a metal or hard plastic production-grade enclg
thaf may include doors or removable covers.

SE

In

stahdalone cryptographic modules for Security Level 2:

SE

In addition-to the requirements for Security Levels 1 and 2, the following requirements shall [07.64] apply to mul

chi

ISO/IEC 19790:2012/Cor.1:201

the multiple-chip embodiment of the circuitry within the cryptographic module shall [07.50] be covered with a
coating or potting material (e.g. a hard epoxy material),

or

5(E)

hard

e moddie shidll JU/.01] De contalnea within a Strong encliosure suchn that atteimpts at refmovadl or penetration

CURITY LEVEL 4

b embedded cryptographic modules for Security Level 4:

the module components shall [07.53] be within a strong or hard conformal or nonsconformal enclosure.
enclosure shall [07.54] be encapsulated by a tamper detection envelope (e.g. a flexilile mylar printed circuit W

enclosure) that shall [07.55] detect tampering by means such as cutting, drilling,‘milling, grinding, burning, me
or dissolving of the potting material or enclosure to an extent sufficient for accessing SSPs; and

the module shall [07.56] contain tamper response and zeroisation circuitry- that shall [07.57] continuously mo
the tamper detection envelope and, upon the detection of tampering, shall [07.58] immediately zerois

unprotected SSPs. The tamper response circuitry shall [07.59] remain operational when unprotected SSPq
contained within the cryptographic module.

CURITY LEVEL 1

CURITY LEVEL 2

hddition to the requirementstfor Security Level 1, the following requirements shall [07.61] apply to multiple

if the enclosure of the-cryptographic module includes any doors or removable covers, then the doors or covers §
protected with(tamper-evident seals (e.g. evidence tape or holographic seals).

CURITY LEVEL 3

D standalone cryptographic modules for Security Level 3:

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

the

iple-

The
ith a

serpentine geometric pattern of conductors or a wire-wound package or a non-flexible, brittle circuit or a strong

ting,

nitor
e all
are

chip

sure

chip

hall

[07.62] be locked\with pick-resistant mechanical locks employing physical or logical keys or shall [07.63] be

iple-

— the module shall [07.65] be contained within a strong enclosure such that attempts at removal or penetration of the
enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SE

CURITY LEVEL 4
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In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.66] apply to multiple-
chip standalone cryptographic modules for Security Level 4:

— the enclosure of the cryptographic module shall [07.67] contain a tamper detection envelope that use tamper
detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect switches, permanent

7.7

The electronic devices and circuitry are designed to operate within a particular range of environmental condit|

De
err
mo
en

or findergo environmental failure testing (EFT).

Fo
un(
fail
[07
7.7
En
en

Corj

The
out

If the temperature ©r,'voltage falls outside of the cryptographic module's normal operating range, the prote

cay

.Y-4 Environmental failure protection/testing

mechanisms as described in 7.7.3.2 Security Level 4. The tamper detection mechanisms shall [07.68] respo
attacks such as cutting, drilling, milling, grinding, burning, melting, or dissolving to an extent sufficient for(acces
SSPs; and

the cryptographic module shall [07.69] contain tamper response and zeroisation capability~that shall [O]
continuously monitor the tamper detection envelope and, upon the detection of tampering, shall [O]
immediately zeroise all unprotected SSPs. The tamper response and zeroisation capability 'shall [07.72] re
operational when unprotected SSPs are contained within the cryptographic module.

4.1 Environmental failure protection/testing general requirements

iberate or accidental excursions outside the specified normal operating_ranges of voltage and temperature can ¢
htic operation or failure of the electronic devices or circuitry that can compromise the security of the cryptogrg
dule. Reasonable assurance that the security of a cryptographic’ module cannot be compromised by ext
ironmental conditions can be provided by having the module eniploy environmental failure protection (EFP) fea

Security Levels 1 and 2 a module is not required to.employ environmental failure protection (EFP) featurg
ergo environmental failure testing (EFT). At Security’Level 3, a module shall [07.73] either employ environm
ire protection (EFP) features or undergo environmental failure testing (EFT). At Security Level 4, a module 4§
. 74] employ environmental failure protection (EER) features.

4.2  Environmental failure protectionfeatures
ironmental failure protection (EER)-features shall [07.75] protect a cryptographic module against unt
ironmental conditions (accidental_or induced) when outside of the module's normal operating range that
hpromise the security of the medule.

b cryptographic module ghall [07.76] monitor and correctly respond when operating temperature and voltagg
side of the specified nerinal operating ranges.
ability shall [0%.77] either:

shutdownthe module to prevent further operation,

or

tion
dto
sing

(.70
(. 71]

main

ons.
huse
phic
eme
ures

s or
pntal
hall

sual
can

are

ction

7.7

Immediately zeroise all unprotected SSPS.

4.3  Environmental failure testing procedures

Environmental failure testing (EFT) shall [07.78] involve a combination of analysis, simulation, and testing of a
cryptographic module to provide reasonable assurance that the environmental conditions (accidental or induced) when
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outside the module's normal operating ranges for temperature and voltage will not compromise the security of the

module.

EFT shall [07.79] demonstrate that, if the operating temperature or voltage falls outside the normal operating range of

the module resulting in a failure , at no time shall [07.80] the security of the cryptographic module be compromised.

The¢ temperature range to be tested shall [07.81] be from a temperature within the normal operating temperature’p
to the lowest (i.e. coldest) temperature that either (1) shutdown the module to prevent further operation o
imrediately zeroise all unprotected SSPs; and from a temperature within the normal operating temperature-range t
highest (i.e. hottest) temperature that either (1) shuts down or goes into an error state or (2) zeroises,all*unprotg
SSPs. The temperature range to be tested shall [07.82] be from - 100° to + 200° Celsius (-+~-160° to + 4
Falrenheit); however, the test shall [07.83] be interrupted as soon as either (1) the module is-~shutdown to prg
further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module_lenters a failure s
Temperature shall [07.84] be monitored internally at the sensitive components and critical devices and not just a
physical boundary of the module.

The voltage range tested shall [07.85] be gradually decreasing from a voltage within the normal operating voltage r
to a lower voltage that either (1) shuts down the module to prevent further operation or (2) immediately zeroise
unprotected SSPs; and shall [07.86] be gradually increasing from a voltage within.the normal operating voltage ran
a higher voltage that either (1) shuts down the module to prevent further ‘Operation or (2) immediately zeroisé
unprotected SSPs.

7.8/ Non-invasive security

Nop-invasive attacks attempt to compromise a cryptographicsmodule by acquiring knowledge of the module’s G
without physically modifying or invading the module. Modules may implement various techniques to mitigate ag
these types of attacks. The test metrics for non-invasive attack mitigation for each of the associated security func
addressed by this International Standard are referenced im;Annex F.

This subclause is not applicable if the cryptographic module does not implement non-invasive attack mitig
techniques to protect the module’s unprotected SSPs from non-invasive attacks referenced in Annex F.

Nop-invasive attack mitigation techniques implemented by the cryptographic module to protect the module’s SSPS|
ar¢g| not referenced in Annex F shall [08.01] meet the requirements in 7.12.

Nop-invasive attack mitigation techniques implemented by the cryptographic module to protect the module’s SSPs|
ar¢g referenced in Annex F shall408.02] meet the following requirements.

The¢ documentation requirements specified in A.2.8 shall [08.03] be provided.
SECURITY LEVELS 1°AND 2

Fol Security Levels*l and 2, documentation shall [08.04] specify all of the mitigation techniques employed to proteg
mogdule’'s CSRs/from the non-invasive attacks referenced in Annex F. Documentation shall [08.05] include eviden

the| effectiveness of each of the attack mitigation techniques.

SECURITY LEVEL 3

hnge
(2
b the
cted
DO°

vent
tate.
t the

hnge
s all
je to
s all

SPs
ninst
ions

ation

that

that

t the
ce of

In addition to the requirements for Security Levels 1 and 2, for Security Level 3, the cryptographic module shall [08.06
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 3 as referenced in Annex F.

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1 and 2, for Security Level 4, the cryptographic module shall [08.07
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 4 as referenced in Annex F.

7.9

Sensitive security parameter management

7.9.1 Sensitive security parameter management general requirements

Senpsitive Security Parameters (SSPs) consist of Critical Security Parameters (CSPs) and Public Security‘Raramg
(P$Ps). The security requirements for SSP management encompass the entire lifecycle of SSPs employed by

m
en

En
usi
Stq

CS
suk

PS

An
per

Ha
as

Thé¢ documentation requirements specified in A.2.9 shall'{09.05] be provided.

7.

Ad
An

If 4

approved RBG shall [09.06] be used to provide these values.

If 6

entropy input shall [09.07] be considered a CSP.

7.

An

Co

ule. SSP management includes random bit generators (RBGs), SSP generation, SSP establishment,
yloutput, SSP storage, and unprotected SSP zeroisation.

Crypted CSPs refer to CSPs that are encrypted using an approved security function. CSPs encrypted or obfusd
hg non-approved security functions are considered unprotected plaintext within the_scepe of this Internat
ndard.

Ps shall [09.01] be protected within the module from unauthorised access, 'use, disclosure, modification,
stitution.

Ps shall [09.02] be protected within the module against unauthorised modification and substitution.

nodule shall [09.03] associate an SSP which is generated, entered into or output from the module with the entity
son, group, role, or process) to which the SSP is assigned.

5h values of passwords, RBG state information and intermediate key generation values shall [09.04] be consid
CSPs.

D.2 Random bit generators

ryptographic module may contain RBGsxa chain of RBGs, or may be solely an RBG. Approved RBGs are listg
hex C.

N approved security function, SSP generation or SSP establishment method requires random values, the

ntropy is collected from (outSide the cryptographic boundary of the module, the data stream generated using

D.3 Sensitive security parameter generation
hodule may'generate SSPs internally or they may be derived from SSPs entered into the module.

mpromising the security of the SSP generation method which uses the output of an approved RBG (e.g. guessin

Seq

of theZgenerated SSP.

d value to initialise the deterministic RBG) shall [09.08] require at least as many operations as determining the \

bters
the
SSP

ated
onal

and

(i.e.

ered

pd in

n an

this

j the
alue

SSPs generated by the module from either the output of an approved RBG or derived from an SSP entered into the
module and used by an approved security function or SSP establishment method shall [09.09] be generated using an
approved SSP generation method listed in Annex D.
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7.9.4 Sensitive security parameter establishment
SSP establishment may consist of

— automated SSP transport or SSP agreement methods or

5(E)

— | manual SSP entry or output via direct or electronic methods.

Automated SSP establishment shall [09.10] use an approved method listed in Annex D. Manual
estpblishment shall [09.11] meet the requirements of 7.9.5.

7.9.5 Sensitive security parameter entry and output

SSPs may be manually entered into or output from a module either directly (e.g. entered via,alkeyboard or number
or putput via a visual display) or electronically (e.g. via a smart card/tokens, PC card, other eléctronic key loading de
or the module operating system). If SSPs are manually entered into or output from a _rmodule, the entry or output 3
[09.12] be through the defined HMI, SFMI, HFMI or HSMI (7.3.2) interfaces.

A
ap

cryptographically protected SSPs, entered into or output from the module’ shall [09.13] be encrypted usin
roved security function.

Fol directly entered SSPs, the entered values may be temporarily displayed to allow visual verification and to imp
acquracy. If encrypted SSPs are directly entered into the module, then the plaintext values of the SSPs shalll
09.14] be displayed. Directly entered (plaintext or encrypted) SSRS shall [09.15] be verified during entry into a mg
forjaccuracy using the conditional manual entry test specified in/7.10.3.5.

To|prevent the inadvertent output of sensitive information, ‘two independent internal actions shall [09.16] be requir
or

output of the CSPs.

SSP

pad,
bvice,
hall

j an

rove
not
dule

bd in

r to output any plaintext CSP. These two independent internal actions shall [09.17] be dedicated to mediating the

Fol electronic entry or output via a wireless connection; CSPs, key components and authentication data shall [09.18] be

engrypted.
Mahually entered PSPs do not need to b€ cryptographically authenticated.
SECURITY LEVELS 1 AND 2

Plaintext CSPs, key compopents and authentication data may be entered and output via physical port(s) and Io|
intgrface(s) shared with otherphysical ports and logical interfaces of the cryptographic module.

Forl software modules.-or the software components of a hybrid software module, CSPs, key components
authentication data“may be entered into or output in either encrypted or plaintext form provided that the CSPs,
cormponents and/authentication data shall [09.19] be maintained within the operational environment and mee
requirements-ot’7.6.3.

SECURITXYLEVEL 3

pical

and
key
the

).20]

CSPs which are plaintext secret and private cryptographic keys shall [09.21] be entered into or output from the module

using split knowledge procedures using a trusted channel.
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If the module employs split knowledge procedures, the module shall [09.22] employ separate identity-based operator

aut
req

hentication for entering or outputting each key component, and at least two key components shall [09.23] be
uired to reconstruct the original cryptographic key.

SECURITY LEVEL 4

op

7.

SS
evg

Ac

In i.ddition to Security Level 3, for Security Level 4 the module shall [09.24] employ multi-factor separate identity<b

rator authentication for entering or outputting each key component.

D.6 Sensitive security parameter storage

Ps stored within a module may be stored either in plaintext or encrypted form. A module shall'[09.25] asso
ry SSP stored within the module with the entity (e.g. operator, role, or process) to which the SSP'is assigned.

ess to plaintext CSPs by unauthorised operators shall [09.26] be prohibited. Modification of PSPs by unautho

opegrators shall [09.27] be prohibited.

7.

D.7 Sensitive security parameter zeroisation

A

odule shall [09.28] provide methods to zeroise all unprotected SSPs~and key components within the mo

Temporarily stored SSPs and other stored values owned by the moduleCstiould be zeroised when they are no Ig
ne¢ded for future use.

A

roised SSP shall [09.29] not be retrievable or reusable.

Ex¢ept at security level 4, zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logi
protected within an additional embedded validated modules(meeting the requirements of this International Standand) is
nof required.

SSPs need not meet these zeroisation requirements' if they are used exclusively to reveal plaintext data to proce

th

Pa

SE

Thd
mo|

SE

The
all

are authentication proxies (e.g. a CSP that js"a’module initialisation key).
ameters used solely for self-test purposesin 7.10 need not meet zeroisation requirements.
CURITY LEVEL 1

b zeroisation of unprotected-SSPs may be performed procedurally by the module operator, and independent o
dule’s control (e.g. reformatting of a hard drive, the atmospheric destruction of a module during re-entry, etc.).

CURITY LEVELS 2 AND 3

b cryptographicdmiodule shall [09.30] perform the zeroisation of unprotected SSPs (e.g. overwriting with all zeros
bnes or with fandom data). Zeroisation shall [09.31] exclude the overwriting of an unprotected SSP with another

unprotected SSP. Temporary SSPs shall [09.32] be zeroised when they are no longer needed. The module shall

[09
SE

.33] provide an output status indication when the zeroisation is complete.

CURITY LEVEL 4

hsed

Ciate

ised

Hule.
nger

cally

5Ses

f the

In addition to the requirements of Security Levels 2, and 3, the following requirements shall [09.34] be met:

the zeroisation shall [09.35] be immediate and non-interruptible and shall [09.36] occur in a sufficiently small

time

period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and the actual

zeroisation completed; and
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all SSPs shall [09.37] be zeroised whether plaintext or cryptographically protected, such that the modu
returned to the factory state.

0 Self-tests

le is

7.

Cry
be
de
tex

0.1 Self-test general requirements

ptographic module pre-operational and conditional self-tests provides the operator assurance that faults- have
n introduced that would prevent the module's correct operation. All self-tests shall [10.01] be performed,
rmination of pass or fail shall [10.02] be made by the module, without external controls, externally-provided

vectors, expected output results, or operator intervention or whether the module will operate in-anjapproved or

ap

roved mode.

The pre-operational self-tests shall [10.03] be performed and passed successfully prior to the module providing
datpa output via the data output interface.

Copditional self-tests shall [10.04] be performed when an applicable security function.or process is invoked (i.e. sed
funktions for which self-tests are required).

All'|self-tests identified in underlying algorithmic standards (Annexes C through E) shall [10.05] be implemente

ap
ung

licable within the cryptographic module. All self-tests identified in @ddition or in lieu of those specified in
erlying algorithmic standards (Annexes C through E) shall [10.06] be implemented as referenced in Annex

thrgugh E for each approved security function, SSP establishment method and authentication mechanism.

A (
spH

If &
ind

ryptographic module may perform other pre-operational or{conditional critical functions test in addition to the
cified in this International Standard.

cryptographic module fails a self-test, the module shall [10.07] enter an error state and shall [10.08] output an
cator as specified in 7.3.3. The cryptographic module shall not [10.09] perform any cryptographic operatior

output control and data via the control and data output interface while in an error state. The cryptographic module 3

nos
hag
tes

[10.10] utilise any functionality that relies upon-a function or algorithm that failed a self-test until the relevant self
been repeated and successfully passed,df a module does not output an error status upon failure of a module
, the operator of the module shall [10:11] be able to determine if the module has entered an error state imp

thropugh an unambiguous procedure documented in the security policy (Annex B).

At
the
tes

not
and
nput
non-

any

urity

d as
the
bs C

ests

Brror
s or
bhall
-test
self-
icitly

Security Levels 3 and 4, the madule shall [10.12] maintain an error log that is accessible by an authorised operator of

module. The error log shall-J10.13] provide information, at a minimum, the most recent error event (i.e. which
failed).

The¢ documentation requirements specified in A.2.10 shall [10.14] be provided.

7.

7.1

Th
the

| 0.2 Pre-operational self-tests

0.2.1 Rresoperational self-test general requirements

b pre-operational self-tests shall [10.15] be performed and passed successfully by a cryptographic module bety
time a cryptographic module is powered on or instantiated (after being powered off, reset, rebooted, cold-

self-

veen
start,

power interruption, etc.) and before the module transitions to the operational state.

A cryptographic module shall [10.16] perform the following pre-operational self-tests, as applicable:

pre-operational software/firmware integrity test;

pre-operational bypass test; and
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pre-operational critical functions test.

7.10.2.2 Pre-operational software/firmware integrity test

All software and firmware components within the cryptographic boundary shall [10.17] be verified using an approved

intg
sof
any
co(

If a

grity technique or EDC satisfying the requirements defined in 7.5. If the verification fails, the pre-operat
ware/firmware integrity test shall [10.18] fail. The pre-operational software/firmware integrity test is not require
software or firmware excluded from the security requirements of this International Standard or for any-execu
e stored in non-reconfigurable memory.

hardware module does not contain either software or firmware, the module shall [10.19], at a minimum, imple

ong cryptographic algorithm self-test as specified in 7.10.3.2 as a pre-operational self-test.
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cryptographic algorithm that is used to perform the approved integrity techniqué) for the pre-operat
ware/firmware test shall [10.20] first pass the cryptographic algorithm self-test specified.in*7.10.3.2.

0.2.3 Pre-operational bypass test

cryptographic module implements a bypass capability, then the module shal’}10.21] ensure the correct operati
logic governing activation of the bypass capability by exercising that logic,\The module shall [10.22] also verify
A path by:

setting the bypass switch to provide cryptographic processing.and verify that data transferred through the by
mechanism is cryptographically processed, and

setting the bypass switch to not provide cryptographic\processing and verify that data transferred through
bypass mechanism is not cryptographically processed:

0.2.4 Pre-operational critical functions test

bre may be other security functions critical testhe secure operation of a cryptographic module that shall [10.23
ed as a pre-operational test. Documentation shall [10.24] specify the pre-operational critical functions that are te

.10.3 Conditional self-tests

0.3.1 Conditional self-testigeneral requirements

nditional self-tests shall [10.25] be performed by a cryptographic module when the conditions specified fo
bwing tests occur: Cryptographic Algorithm Self-Test, Pair-Wise Consistency Test, Software/Firmware Load ]
hual Entry Test, Genditional Bypass Test and Conditional Critical Functions Test.

0.3.2 Conditional cryptographic algorithm self-test

ptographic” Algorithm Self-Test. A cryptographic algorithm test shall [10.26] be conducted for all cryptogra
ctionsy(e.g. security functions, SSP establishment methods and authentication) of each approved cryptogrg
prithm implemented in the cryptographic module as referenced in Annexes C through E. The conditional test §
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A cryptographic algorithm self-test may be a known-answer test, a comparison test or a fault-detection test.

A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu of random
bits) which are operated on by the cryptographic algorithm to generate a result. The result is compared to the known
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expected output result. If the calculated output does not equal the known answer, the cryptographic algorithm known-
answer self-test shall [10.28] fail.

An algorithm self-test shall [10.29] at a minimum use the smallest approved key length, modulus size, DSA prime, or
curves as appropriate that is supported by the module.

If al
sel

A (

outputs are not equal, the cryptographic algorithm comparison self-test shall [10¢33] fail.
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alg

7.1
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h algorithm specifies multiple modes (e.g. ECB, CBC, etc), at a minimum, one mode shall [10.30] be selected'fo
-test that is supported by the module or as specified by the validation authority.

Examples of known-answer tests:

One-way functions: Input test vector(s) generate output which shall [10.31] be identical to‘expected output
hashing, keyed hashes, message authentication, RBG (fixed entropy vector), SSP agreement).

Reversible functions: Both the forward and reverse function shall [10.32] be self-tested (e.g. symmetric

omparison test compares the output of two or more independent cryptographic algorithm implementations, i

ault-detection test involves the implementation of fault detection mechanisms integrated within the cryptogrg
brithm implementation, if a fault is detected, the cryptographic algorithmfault-detection self-test shall [10.34] fail.

0.3.3 Conditional pair-wise consistency test

every generated public and private key pair as referenced in Annexes C through E for the applicable cryptogrg
Drithm.

0.3.4 Conditional software/firmware load:test

cryptographic module has the capability“of loading software or firmware from an external source, then the follo
uirements in addition to those in 7.4.34'shall [10.36] be performed:

the cryptographic module shall-[10.37] implement an approved authentication technigue to verify the validity o
software or firmware that is {oaded;

the reference authentication key shall [10.38] be loaded independently in the module prior to the softwal
firmware loading; and

the applied appreved authentication technique shall [10.39] be successfully verified or the software/firmware
test shall [10.40] fail. Loaded software or firmware shall not [10.41] be used if the software/firmware load test f

0.3.5 Londitional manual entry test

bSPs or key components are manually entered directly into a cryptographic module or if error on the part o

encryption and decryption, SSP transport encryption and decryption, digital signature, generation and verification)

r the

(e.g.
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cryptographic module generates public or private key pairs; a pair-wise consistency test shall [10.35] be perfofmed
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[10.42] be performed:

— the SSP or key components shall [10.43] have an error detection code (EDC) applied, or shall [10.44] be entered

using duplicate entries.
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If an EDC is used, the EDC shall [10.45] be at least 16 bits in length. If the EDC cannot be verified, or the duplicate

entries do not match, the test shall [10.46] fail.

7.10.3.6 Conditional bypass test

If d cryptographic module implements a bypass capablility where the services may be provided without cryptogr3
pracessing (e.g. transferring plaintext through the module), then the following suite of bypass tests shall [10.47%

cryptographic module can automatically alternate between a bypass service and a cryptographic service, prov
somme services with cryptographic processing and some services without cryptographic processing, then
ule shall [10.49] test for the correct operation of the services providing cryptographic processing when
mefchanism governing the switching procedure is modified (e.g. an IP address source/déestination table).

cryptographic module maintains internal information that governs the bypass capability, then the module shall
10.50] verify the integrity of the governing information through an approved integrity technique immediately precedi
mddification of the governing information, and shall [10.51] generate a new integrity value using the approved integ
teghnique immediately following the modification..

7.10.3.7 Conditional critical functions test

re may be other security functions critical to the secure:operation of a cryptographic module that shall [10.52
tested as a conditional self-test.

7.10.3.8 Periodic self-tests

SECURITY LEVELS 1 AND 2

A dryptographic module shall [10.53] permit operators to initiate the pre-operational or conditional self-tests on den
for|periodic testing of the module. Acceptable means for the on-demand initiation of periodic self-tests are: proy
seryvice, resetting, rebooting, or power cycling.

SE[CURITY LEVELS 3 AND@&

In qddition to the requitements at Security Levels 1 and 2, the module shall [10.54] repeatedly upon a defined
petiod automatically_without external input or control, perform the pre-operational or conditional self-tests. The
petiod and any conditions that may result in the interruption of the module’s operations during the time to repeat the
opgrational or caenditional self-tests shall [10.55] be specified in the security policy (Annex B) (e.g. If the modJ
penforming mission critical services that can’t be interrupted and the time period is passed for the initiation of the
opérational-self-tests; the self-tests may be deferred after the time period is passed again.).
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7.11“bife-cycle assurance

7.11.1Life-cycle assurance general requirements

Life-cycle assurance refers to the use of best practices by the vendor of a cryptographic module during the design,
development, operation and end of life of a cryptographic module, providing assurance that the module is properly
designed, developed, tested, configured, delivered, installed and disposed, and that the proper operator guidance
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documentation is provided. Security requirements are specified for configuration management, design, finite state model,
development, testing, delivery and operation, and guidance documentation.

The documentation requirements specified in A.2.11 shall [11.01] be provided.

7.

Co
cry
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dog
to,

SE

The following security requirements shall [11.02] apply to cryptographic modules for Security Levels 1 and 2:

SE

In addition to the requirements for Security Levels-Iiand 2, the configuration items shall [11.06] be managed usin

aut

7.
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1.2 Configuration management

nfiguration management specifies the requirements for a configuration management system implemented
ptographic module vendor, providing assurance that the integrity of the cryptographic module is ypreserve
uiring discipline and control in the processes of refinement and modification of the cryptographic module and re
umentation. A configuration management system is put in place to prevent accidental or unautherised modifica
and provide change traceability for, the cryptographic module and related documentation.

CURITY LEVELS 1 AND 2

a configuration management system shall [11.03] be used for the development of a cryptographic module
module components within the cryptographic boundary, and of associated module documentation;

each version of each configuration item (e.g. cryptographic module,-module hardware parts, module soft
components, module HDL, user guidance, security policy, etcy) ‘that comprises the module and assoc
documentation shall [11.04] be assigned and labelled with a unigaé identifier; and

the configuration management system shall [11.05] track andvmaintain the changes to the identification and ve
or revision of each configuration item throughout the life-¢ycle of the validated cryptographic module.

CURITY LEVELS 3 AND 4

pmated configuration management system.

| 1.3 Design

esign is an engineering solution that’addresses the functional specification for a cryptographic module. The desi
nded to provide assurance that the functional specification of a cryptographic module corresponds to the inte
ctionality described in the seetirity policy.

ptographic modules shall [11.07] be designed to allow the testing of all provided security related services.

| 1.4 Finite state.model

Th

represented<by‘a state transition diagram and a state transition table and state descriptions. The FSM shall [11.0¢
sufficiently~ detailed to demonstrate that the cryptographic module complies with all of the requirements of
Intgrnational Standard.

operation-af a cryptographic module shall [11.08] be specified using a Finite State Model (or equiv3

Dy a
1 by
ated
ions

and

vare
ated

sion

g an

On is
nded

lent)
] be
this

The FSM of a cryptographic module shall [T1.710] include, as a minimum, the following operational and error stafes:

Power on/off state. A state in which the module is powered off, placed in standby mode (volatile memory
maintained), or the operational state preserved in non-volatile memory (e.g. hibernation mode) and in which primary,
secondary, or backup power is applied to the module. This state may distinguish between power sources being
applied to a cryptographic module. For a software module, power on is the action of spawning an executable image

of the cryptographic module.
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General initialisation state: A state in which the cryptographic module is undergoing initializing before the module

transitions to the approved state.

Crypto Officer State: a state in which the Crypto Officer services are performed (e.g. cryptographic initialisation,

secure administration, and key management).
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>

AQ
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the
val
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img

SE

Thd

.11.5Development

CSP entry state: a state for entering the CSPs into the cryptographic module.

User state: (if a User role is implemented): a state in which authorised users obtain security services, per
cryptographic operations, or perform other approved functions.

Approved state: a state in which approved security functions are performed.
Self-test state: a state in which the cryptographic module is performing self-tests.
Error state: a state when the cryptographic module has encountered an error condition’(e.g. failed a self-test). T|
may be one or more error conditions that result in a single module error state. Error’states may include "hard" e
that indicate an equipment malfunction and that may require maintenance,service or repair of the cryptogra
module, or recoverable "soft" errors that may require initialisation or resetting of the module. Recovery from
states shall [11.11] be possible, except for those caused by hard errors-that require maintenance, service, or r
of the cryptographic module.

Ch distinct cryptographic module service, security function use, err@p state, self-test, or operator authentication §
.12] be depicted as a separate state.

ryptographic module may contain other states including; but not limited to, the following:
Bypass state: a state in which a service, as, airesult of module configuration or operator intervention, causes

plaintext output of a particular data or statusiitem that would normally be output in encrypted form.

hibernation).

module functional specification and security policy, that the cryptographic module is maintainable, and tha
dated cryptographicimodule is reproducible. This clause specifies the security requirements for the representati
ryptographic modulg’s security functionality at various levels of abstraction from the functional specification tq
lementation representation.

CURITY LEVEL 1

e following requirements shall [11.14] apply to cryptographic modules for Security Level 1:

hnging to the Crypto Officer state from any other role otherthan the Crypto Officer role shall [11.13] be prohibited.

form
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Quiescent state: a state in which the cryptographic module is dormant (e.g. low power, suspended o¢r in

roper development procéss provides assurance that the implementation of a cryptographic module corresponds to

the
bn of
the

ifa cryptograpnic module comains software or firmware, the SOUTCe CodeE, lahguade reterence, the comp

lers,

compiler versions and compiler options, the linker and linker options, the runtime libraries and runtime library

settings, configuration settings, build processes and methods, the build options, environmental variables an

d all

other resources used to compile and link the source code into an executable form shall [11.15] be tracked using

the configuration management system;
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if a cryptographic module contains software or firmware, the source codes shall [11.16] be annotated
comments that depict the correspondence of the software or firmware to the design of the module;

5(E)

with

if a cryptographic module contains hardware, documentation shall [11.17] specify the schematics and/or Hardware

Description Language (HDL), as applicable;

SE

In
mo

SE

cry

if a cryptographic module contains hardware, the HDL shall [11.18] be annotated with comments that depi¢
correspondence of the hardware to the design of the module;

for software and firmware cryptographic modules and the software or firmware component of a hybrid module:

— the result of the integrity and authentication technique mechanisms specified in 7.5 andr7.10 shall [11.19
calculated and integrated into the software or firmware module by the vendor during the'module developme

— the cryptographic module documentation shall [11.20] specify the compiler, configuration settings and met
to compile the source code into an executable form; and

— the cryptographic module shall [11.21] be developed using production-grade development tools
compilers).

CURITY LEVELS 2 AND 3

hddition to the requirements for Security Level 1, the following, requirements shall [11.22] apply to cryptogrg
dules for Security Levels 2 and 3:

all software or firmware shall [11.23] be implemented using a high-level, non-proprietary languag
rationale shall [11.24] be provided for the use of a lewtlevel language (e.g. assembly language or microcoq
essential to the performance of the module or when.&high-level language is not available;

custom integrated circuits within a cryptographic module shall [11.25] be implemented using a high-level Hard
Description Language (HDL) (e.g. VHDL or_Verilog); and

all software or firmware shall [11.26] be designed and implemented in a manner that avoids the use of g
parameters or symbols not necessaty.for the module’s functionality and execution.

CURITY LEVEL 4

addition to the requirements for Security Levels 1, 2 and 3, the following requirement shall [11.27] app
btographic modules fop-Security Level 4:

for each cryptographic module hardware and software component, the documentation shall [11.28] be annot
with comments that specify (1) the pre-conditions required upon entry into each module component, function,
procedure_in(order to execute correctly and (2) the post-conditions expected to be true when the execution of
module cemponent, function, and procedure is complete. The pre-conditions and post-conditions may be speq
using<any notation that is sufficiently detailed to completely and unambiguously explain the behavior of
cryptographic module component, function, and procedure.
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7.

l.ovendor testing

This clause specifies the requirements for vendor testing of the cryptographic module, including testing of the security
functionality implemented in the cryptographic module, providing assurance that the cryptographic module behaves in
accordance with the module security policy and functional specifications.

SECURITY LEVELS 1 AND 2
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For Security Levels 1 and 2, documentation shall [11.29] specify the functional testing performed on the cryptographic
module.

For software or firmware cryptographic modules and the software or firmware component of a hybrid module, the
vendor shall [11.30] use automated security diagnostic tools (e.g. detect buffer overflow).

SECURITY LEVELS 3 AND 4

In addition to the requirements for Security Levels 1 and 2, documentation shall [11.31] specify the procedures forl and
thelresults of low-level testing performed on the cryptographic module.

7.11.7 Delivery and operation
This clause specifies the security requirements for the secure delivery, installation, and Startup of a cryptographic
mogdule, providing assurance that the module is securely delivered to authorised opérators, and is installed|and
initjalised in a correct and secure manner.

SECURITY LEVEL 1

Foi Security Level 1, documentation shall [11.32] specify the procedures\for secure installation, initialisation,|and
statup of the cryptographic module.

SECURITY LEVELS 2 AND 3
In pddition to the requirement of Security Level 1, documentation shall [11.33] specify the procedures requiregl for
majntaining security while distributing, installation and thexinitialisation of versions of a cryptographic module to
authorised operators. The procedures shall [11.34] specify_how to detect tamper during the delivery, installation| and
initlalisation of the module to the authorised operators.

SECURITY LEVEL 4

In pddition to the requirements of Security Levels 1, 2 and 3, the procedures shall [11.35] require the authofised
opgrator to be authenticated by the module, using the operator specific authentication data provided by the vendor.

7.11.8 End of life

This clause specifies the security: requirements when a cryptographic module is no longer deployed or intendefl for
further use by the operator.

SECURITY LEVELS 1 AND 2
Fof Security Level)1l” and 2, documentation shall [11.36] specify the procedures for secure sanitization ofl the
cryptographic medule. Sanitization is the process of removing sensitive information (e.g. SSPs, user data, etc.) from the

mogule, so thatit may either be distributed to other operators or disposed.

SECURITY'LEVELS 3 AND 4

In ddition to tha rocuramant af Cactirithg | avale 1 o
acortoR—totmetrequirere o= eCurity—+=evers——t

for the secure destruction of the module.

rocadirac ran Ired
roeeattes—+eqg

7.11.9 Guidance documents

The requirements in this clause are intended to ensure that all entities using the cryptographic module have adequate
guidance and procedures to administer and use the module in an approved mode of operation.
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idance documentation consists of administrator and non-administrator guidance.

Administrator guidance shall [11.38] specify:

5(E)

the administrative functions, security events, security parameters (and parameter values, as appropriate), physical

No

7.1

Su
mo|
cry

poTtsS, and togicat interfaces of the Tryptograptic modute avaitabte tothe-Crypto-Officer andfor other adrmiristT
roles;

procedures required to keep operator authentication data and mechanisms functionally independent;

procedures on how to administer the cryptographic module in an approved mode of operation; and

assumptions regarding User behavior that are relevant to the secure operation of the cryptoegraphic module.
n-administrator guidance shall [11.39] specify:

the approved and non-approved security functions, physical ports, and logical intetfaces available to the users
cryptographic module; and

all User responsibilities necessary for the approved mode of operation of-a\cryptographic module.

P Mitigation of other attacks

dule type, implementation, and implementation environment. Such attacks may be of particular concert
btographic modules implemented in hostile environments-(e.g. where the attackers may be the authorised oper

of the module). These attacks generally rely on the analysis of information obtained from sources that are physi

ext
cry

The
SE
If
Int
des
be
SE
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cry

brnal to the module. In all cases, the attacks attenipt to determine some knowledge about the CSPs withir]
pbtographic module.

e documentation requirements specified in A:2,12 shall [12.01] be provided.
CURITY LEVELS 1, 2 AND 3

cryptographic module is desighed to mitigate one or more specific attack(s) not defined elsewhere in
rnational Standard, then the module’s supporting documents shall [12.02] enumerate the attack(s) the mod(
igned to mitigate. The existence and proper functioning of the security mechanisms used to mitigate the attack(g
validated when requirements‘and associated tests are developed.

CURITY LEVEL 4

addition to the\ requirements for Security Levels 1, 2 and 3, the following requirement shall [12.03] app
ptographic modules for Security Levels 4:

documentation shall [12.04] specify the methods used to mitigate the attacks and the methods to test
effectiveness of mitigation techniques.
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sceptibility of a cryptographic module to attacks not defined elSewhere in this International Standard depends on the
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If the—mitigation of specific attacks not defined elsewhere in this International Standard is claimed,

the
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Annex A
(normative)

Documentation requirements

Thi
ung

A.?

No

.1 Purpose

P Items

.2.2 Cryptographic module specification

5 annex specifies the minimum documentation which shall [A.01] be required for a cryptographic module that
ergo an independent verification scheme.

.1 General

general documentation requirements specified.

Specification of the module type (hardware, software; fitmware, hybrid software or hybrid firmware mod
(Security Levels 1, 2, 3 and 4)

Specification of the module boundary. (Security Levels 1, 2, 3 and 4)

Specification of the hardware, software and.fitmware components of the cryptographic module, and descripti
the physical configuration of the module. (Security Levels 1, 2, 3 and 4)

Specification of hardware, software or,firmware components of the cryptographic module that are excluded fron
security requirements of this International Standard and an explanation of the rationale for the exclusion. (Sed
Levels 1, 2, 3 and 4)

Specification of the physical)ports and logical interfaces of a cryptographic module. (Security Levels 1, 2, 3 and

Specification of the-manual or logical controls of a cryptographic module, physical or logical status indicators,
applicable physical,-ogical, and electrical characteristics. (Security Levels 1, 2, 3 and 4)

Specification/ef all security functions, both approved and non-approved, that are employed by a cryptogrg
module and-specification of all modes of operation, both approved and non-approved. (Security Levels 1, 2, 3
4)

is to

ule).

n of
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Bloek diagram depicting all of the major hardware components of a cryptographic module and compgd
key storage, working memory, and program memory. (Security Levels 1, 2, 3 and 4)

Specification of the design of the hardware, software and firmware of a cryptographic module. (Security Levels
3 and 4)
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