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D (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) f
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
elopment of International Standards through technical committees established by the respective organization to

brnational organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the w
he field of information technology, ISO and IEC have established a joint technical committee, |ISO/IEC JTC 1.

ppted by the joint technical committee are circulated to national bodies

7.6.3: The requirement [06.06] is corrected,;

778 The requirement [08.04] is corrected;

7.9.1: The requirement [09.04] is corrected,;
7.9.7: The requirement [09.37] is corrected,;

7.10.2.2: The requirement [10.17] is corrected,;
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ention is drawn to the possibility that some of the elements of this do um .ISO
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7.11.5: The requirement [11.26] is corrected,;
7.11.7: The requirement [11.35] is corrected;

7.11.9: The requirement [11.38] is corrected;

A.2.5: The requirements of the 1% and 2" bullets are corrected;
A.2.7: The requirement of the 3rd bullet is corrected;

A.2.10: The requirement of the 4th bullet is corrected;

B.2.4: The requirement of the 9" bullet is corrected;

B.2.5: The requirement of the 1* bullet is corrected:;

B.2.7: The requirement of the 2nd level 6th bullet is corrected;

D.1: Duplicate text is removed;

D.1.2: The reference to ISO/IEC 15946-3 is removed;
E.1: Duplicate text is removed; and
F.1: Duplicate text is removed. << i
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nformation Technology there is an ever-increasing need to use cryptographic mechanisms such as the preétectig
a against unauthorised disclosure or manipulation, for entity authentication and for non-repudiation. The security
ability of such mechanisms are directly dependent on the cryptographic modules in which they are implemented.

lude, but are not limited to:
physical and environmentghconixQ

access controls;

software development;

pse controls are ffective as the administration of appropriate security policies and procedures within
erational envirgnmen

n of
and

s International Standard provides for four increasing, qualitative levels of security requirements(intended to cover a
identicaljover the four secprity

els. The security requirements cover areas relative to the design and implemen of a cryptographic module.
pse areas include cryptographic module specification; cryptographic mod i S; roles, services, |and
hentication; software/firmware security; operational environment; physical secUity; honMovasive security; sengjtive
Curity parameter management; self-tests; life-cycle assurance; and mitigation

e overall security rating of a cryptographic module must be chosen to provide :\ rity appropriate for the
curity requirements of the application and environment in which b N e utilised and for the seclrity
vices that the module is to provide. The responsible authority in eath_orgahiza Id ensure that their computer
d telecommunication systems that utilise cryptographic modu € level of security for the gjven
blication and environment. Since each authority is respon are
bropriate for a given application, compliance with this Inte ‘ bility
Imutual acceptance of compliant products. Theqportange of Sécurit ty a

nagement priority should be communicated tQ all'soncerned
brmation security requirements vary for differeptapplicatjors; rces
 determine the sensitivity to and the potential i rols

the
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Information tpchnnlngy — Spcurify tpchniqupq — Spcurity

requirements for cryptographic modules

1| Scope
Thjs International Standard specifies the security requirements for a cryptographi dtilised within a sec
sygtem protecting sensitive information in computer and telecommunication sy nternational Stan

defines four security levels for cryptographic modules to provide for a wide spé&

urity
dard
alue

administrative data, million dollar funds transfers, life protecting data, | rlation, and sengjtive
information used by government) and a diversity of application enV|r .g. anguarded facility, an office,
refovable media, and a completely unprotected location). This Interpationa 5 for
eafh of 11 requirement areas with each security level increasing securi

Thjs International Standard specifies security requirements sp Dy a
cnyfptographic module and compliance to this International eis
segure or that the security provided by the module i At is
be|ng protected.

2 | Normative references

The following referenced docume , pnly
theg edition cited applies. any
amendments) applies.

Thie documents listed in Lirity

requirements for cryptograpk

3| Terms and de
For the purpose

3.]
acpess contrahlist
ACL

lisf of permissions to grant access to an object

3.2

administrator guidance

written material that is used by the Crypto Officer and/or other administrative roles for the correct configuration,

maintenance, and administration of the cryptographic module
3.3

automated
without manual intervention or input (e.g. electronic means such as through a computer network)

© ISO/IEC 2012 — All rights reserved
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3.4

ap

proval authority

any national or international organisation/authority mandated to approve and/or evaluate security functions

NOTE An approval authority in the context of this definition evaluates and approves security functions based on

their

cr

3.5
ap
ap
HN

3.6
ap
ap

3.7
ap
Se
n

o

NG
NG

3.8

ap
se

3.9
as
cry
pri

NG
the

3.1
big
mq

tograptic or mmathermatica meTits but s ot thetestimgentity whithr wouldtest for conformmarce to-this tmermatiorat-Stardard:

proved data authentication technique
pbroved method that may include the use of a digital signature, message authentication code or keyed hash
IAC)

proved integrity technique
pbroved hash, message authentication code or a digital signature algorithm
proved mode of operation
n-security relevant services
TE 1 Notto be confused with a specific mode of an approved secu
TE 2  Non-approved security functions or processes are exg

proved security function
curity function (e.g. cryptographic algorithm) tha

ymmetric cryptographic techijque

TE The two trans@
private transformation in a/gjx

0
metric
asurable, physica

ude

nd a

Brive

med

idgntity, of an opérato

3.11

bypass capability

abllity of a servjee to partially“or wholly circumvent a cryptographic function

3.12

ceftificate

enlity's data rendered unforgeable with the private or secret key of a certification authority
NOTE Not to be confused with a modules validation certificate issued by a validation authority
3.13

compromise

unauthorised disclosure, modification, substitution, or use of critical security parameters or the unauthorised modification
or substitution of public security parameters

2 © ISO/IEC 2012 — All rights reserved
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3.14
conditional self-test
test performed by a cryptographic module when the conditions specified for the test occur

3.15
copfidentiatity
property that information is not made available or disclosed to unauthorised entities

3.16

cohfiguration management system

CMIS

management of security features and assurances through control of changes made to hardware, software
dofumentation of a cryptographic module

3.17

control information

information that is entered into a cryptographic module for the purposes of direc

3.18

critical security parameter

CSP

seturity related information whose disclosure or modification carycompro ty of a cryptographic modulég
EXAMPLE Secret and private cryptographic keys, authengcation g passwords, PINs, certificates or other
an¢hors

NQTE A CSP can be plaintext or encrypted.

3.19
crypto officer

maqdule in order to perform cry

3.20
cryptographic algorith
welll-defined computational p

anfoutput

= -

3.21

(@]
-
©
—
o
«Q
=
QD
©
>
(@]
(e
(@]
c

3.22
yptographic/hash function
computationally efficient function mapping binary strings of arbitrary length to binary strings of fixed length, such that
computationally infeasible to find two distinct values that hash into a common value

(2]
=

and

trust

role taken by an individual or a process (i.e. c o behalf of an individual that accesses a cryptographic

ces

vare

itis

3.43

cryptographic key
key
sequence of symbols that controls the operation of a cryptographic transformation

EXAMPLE A cryptographic transformation can include but not limited to encipherment, decipherment, cryptographic check

function computation, signature generation, or sighature verification.

© ISO/IEC 2012 — Al rights reserved 3
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3.24

cryptographic key component
key component

parameter used in conjunction with other key components in an approved security function to form a plaintext CSP or
perform a cryptographic function

3.4
c
m(
se
bo

—

3.9
c
se

pre
fro

=

NQTE See Annex B

3.27

dafa path

physical or logical route over which data passes
NQTE A physical data path can be shared by m
3.48

degraded operation

op
co

3.4

differential power analysis

DH
an
inf

3.3
dig
da
ori

3.3
din
en

3.3
dig

yptographic module

yptographic module security policy

5

dule
of hardware, software, and/or firmware that implements security functions and are contained within the-cryptogral
Lindary

6
Curity policy

cise specification of the security rules under which a cryptographic module
Im the requirements of this International Standard and additional rules imposed

Bration where a subset of the entire set of alg
nfigurable as a result of reconfig

ctions, services or processes are available an

9

A
alysis of the variation
brmation correlated to cryp

0
ital signature

ect entry
ry of a SSP\Or key component into a cryptographic module, using a device such as a keyboard

2
joint.signature

on

ity

phic

ved

d/or

ting

the

p or mare signatures which together represent an entire set of code

3.33
electromagnetic emanations
EME
intelligence-bearing signal, which, if intercepted and analyzed, potentially discloses the information that is transmitted,
received, handled, or otherwise processed by any information-processing equipment

4 © ISO/IEC 2012 — All rights reserved
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3.34
electronic entry
entry of SSPs or key components into a cryptographic module using electronic methods

NOTE The operator of the key can have no knowledge of the value of the key being entered.
3.35
engompassing signature

Sin

3.3
en
cry
pre

3.3

D

p

3.3
en
mg

NQ
of

3.3
en
ER
us
co

3.4
en
EH
us
co

3.4
er
EL
va
un

3.4
ex
for
of

gle signature for an entire set of code

6

crypted key
ptographic key that has been encrypted using an approved security function with a
tected

encryption key. Consid

7
ity
rson, group, device or process

8

fropy
asure of the disorder, randomness or variability in a closed syz

TE The entropy of a random variable X is a mathematic ount of information provided by an observ
9
vironmental failure protection

P

a)

of a cryptographic module due to environmg

2
ecutable form
Im of the code in which the software or firmware is managed and controlled completely by the operational environr
he’module and does not require compilation (e.g. no source code, object code or just-in-time compiled code)

pred

htion

ntal

be

ect,

hent

3.43

fault induction
technique to induce operating behaviour changes in hardware by the application of transient voltages, radiation, laser or
clock skewing technigues

© ISO/IEC 2012 — Al rights reserved 5
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3.44

fin

ite state model

FSM
mathematical model of a sequential machine that is comprised of a finite set of input events, a finite set of output events,
a finite set of states, a function that maps states and input to output, a function that maps states and inputs to states (a

stgtetransition function), and a specification that describes the mitial state

3.45

fir
ex
dy

EXIAMPLE Storage hardware can include but not limited to PROM, EEPROM, FLASH, solid

3.46

fir

ma@dule that is composed solely of firmware

3.4

fumpctional specification

hig
cry

=

3.4

fupctional testing

teq

3.4

hard / hardness

rel
du

NG

3.

hardware

ph

3.9

hardware module

md

3.5

hardware modtle-interface

HN
tot
md

mware
bcutable code of a cryptographic module that is stored in hardware within the cryptographic boundaryand canng
hamically written or modified during execution while operating in a non-modifiable or limited operational ‘environme

te memory, hard drives, etc

mware module

7

h-level description of the ports and interfaces visible to the operator-and hig eription of the behaviour o
ptographic module

8
ting of the cryptographic module functionalit
9

htive resistance of a metal or offie i , atching, or bending; physically toughened; rugged,
rable

TE The relative resistance
O
ysical equipment/comp
1
dule compogéd primariy.of hardware, which may also contain firmware
2
d

bl set of eommands used to request the services of the hardware module, including parameters that enter or leave
dule’sseryptographic boundary as part of the requested service

3.5

t be
nt

the

and

the

2

hash value
output of a cryptographic hash function

6 © ISO/IEC 2012 — All rights reserved
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3.54

hybrid module
module whose cryptographic boundary delimits the composite of a software or firmware component and a disjoint
hardware component

3.95
hyprid firmware module interface
HAMI

tot

legve the module’s cryptographic boundary as part of the requested service

3.96

hy

HYMI

tot

legve the module’s cryptographic boundary as part of the requested service

3.7
input data

inf
us

3.58
integrity
operty that data has not been modified or deletédlin a

=

p

3.59
interface
logical entry or exit point of a cryptographic module t

3.640

IS
se

3.4
ke
Sq
pa

3.4
ke
KE

Ccry

=

Al set of commands used to request the services of the hybrid firmware module, including parameters, that ente

brid software module interface

bl set of commands used to request the services of the hybrid software modulge; clug parameters that entg

ng an approved security function

2ss to the module for logical information flows

D/IEC adopted
curity function that is either:

specified in an ISO/

'ty can predetefminethe value of the key independently of the other party’s contribution using automated methods

2

y encryption key

K

ptographic key that is used for the encryption or decryption of other keys

3.63
key loader
self-contained device that is capable of storing at least one plaintext or encrypted SSP or key component that can be

tra

nsferred, upon request, into a cryptographic module

NOTE The use of a key loader requires human manipulation.

© ISO/IEC 2012 — Al rights reserved 7
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3.64

key management
administration and use of the generation, registration, certification, deregistration, distribution, installation, storage,
archiving, revocation, derivation and destruction of keying material in accordance with a security policy

3.4
ke

prq

3.4
lin
op
o)

3.6
loy
tes
lod

3.6
ma
rol

EX|

3.6
m4
reg

3.1
me
MA
cry
daj

EX
3.7
mi
prq

EX
3.7
mi

lov]

3.1

5
y transport
cess of transferring a key from one entity to another entity using automated methods

6

ited operational environment
brational environment that is designed to accept only controlled firmware changes that suecessfully pass
tware/firmware load test

7
V-level testing
ting of the individual components or group of components of the cryptograpk G A p physical ports
ical interfaces

8
lintenance role
e assumed to perform physical maintenance and/or logical mai

AMPLE Maintenance services can include but not limited

9
nual
uiring human operator manipulation

0
pssage authentication code
\C

ptographic checksum on d
a

y to detect both accidental and intentional modification

AMPLE

1
crocode
AMPLE

2
himum enthopy

er bound of entropy that is useful in determining a worst-case estimate of sample entropy

3

md

the

and

difiable operational environment

operational environment that is designed to accept functional changes that may contain non-controlled software (i.e.
untrusted)

3.74
multi-factor authentication
authentication with at least two independent authentication factors

8 © ISO/IEC 2012 — All rights reserved
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NOTE 1  An authentication factor is a piece of information and process used to authenticate or verify the identity of an entity.

NOTE 2  Independent authentication factor categories are: something you know, something you have, and something you are.

3.75

mu

physical embodiment in which two or more integrated circuit chips are interconnected and are embedded within
englosure or a product that may not be physically protected

EXAMPLE Adapters and expansion boards

3.7
my

Jodr- 1 los i) (] (] b o (] Il
ITPTE=CTITP Clifocuucu LIyptlograpriiic Toudic

6
Itiple-chip standalone cryptographic module

an

physical embodiment in which two or more integrated circuit chips are interconne andhthe entire enclosure is

physically protected

EXAMPLE Encrypting routers or secure radios
3.7
non-administrator guidance

Wr
an

NG

and procedures for the secure use of the cryptographicqnodule,

3.7
no

atthck that can be performed on a cryptographi
cnyfptographic boundary of the mod

NQTE An attack that does nof altehor change the
3.19

non-modifiable operat

opgrational environment thét i

3.0

no
im

approved mode of operation

TE The non-administrator guidance describes the security

8
n-invasive attack

n-security relevap
blemented in a ma

the

rent

3.81

normal operation

oppration where‘the’entire wf algorithms, security functions, services or processes are available and/or configuralple
3.82

opaque

impenetrable by light (i.e. light within the visible spectrum of wavelength range of 400nm to 750nm); neither transpg
nof translucent within the visible spectrum

3.83

operational environment

set of all software and hardware consisting of an operating system and hardware platform required for the module to
operate securely

© ISO/IEC 2012 — Al rights reserved 9
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3.84
operational state

state where services or functions can be requested by an operator and the data results output from the cryptographic

module’s data output interface

3.85
oplerator
individual or a process (subject) operating on behalf of the individual, authorised to assume one or more roles

3.86
ouftput data
information or computed results produced by a cryptographic module

3.47
passivation

effect of a reactive process in semiconductor junctions, surfaces or componenis
indlude means of detection and protection

EXAMPLE Silicon dioxide or phosphorus glass

NQTE Passivation can modify the behaviour of the circuit. Passivation mate ependant.
3.48

password

string of characters used to authenticate an identity or to
EXIAMPLE Letters, numbers, and other symbols

3.49

personal identification number
PIN
numeric code used to authentiga

3.90

phlysical protection
safeguarding of a cryptograp
3.91
plaintext key

unencrypted cryptog
unprotected

CSRsandPSPs using physical means

3.92
pofrt
physical/logiealinput or output point of a cryptographic module that provides access to the module

3.93
pre- operatlonal self-test

sircuits constructel

yptographic key obfuscated by non-approved methods which is consid

d to

ered

being powered off, reset, rebooted, cold-start, power mterruptlon etc.) and transitions to the operational state

3.94
private key
key of an entity's asymmetric key pair, which should only be used by that entity

10 © ISO/IEC 2012 — All rights reserved
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E In the case of an asymmetric signature system the private key defines the signature transformation. In the case of an
asymmetric encipherment system the private key defines the decipherment transformation.

production-grade

prl duut, CUITTPUTICI It Ul DUftVVG.IC that haa bCCII tcatcd tU IIICCt UIJCIatiUI IGI.: bpcuiﬁ\,atim 15

3.96

puplic key

key of an entity's asymmetric key pair, which can be made public

NQTE 1 In the case of an asymmetric signature system the public key defines the verification transformation. In the case gf an
asymmetric encipherment system the public key defines the encipherment transformation. A key that is) publicly known' i not
negessarily globally available. The key can only be available to all members of a pre-specified gro

NQTE 2  For the purposes of this International Standard, public keys are not considered

3.97

puplic key certificate

puplic key information of an entity signed by an appropriate certificatio éndered unforgeable

3.98

public key (asymmetric) cryptographic algorithm

cryptographic algorithm that uses two related keys, a public k

NQTE The two keys have the property that deriging

3.99

pulplic security parameter

PSP

segurity related public information &

EXIAMPLE Public cryptographi ords
assgociated with a counter a&jme

NQTE A PSP is consi d

3.100

ramdom bit generatg

RBG

deyice or algoriths

3.101

removable covet

physical meanst which pemiits an intentionally designed non-damaging access to the physical contents of a
cryptographicynodule

3.102

role

se ule
NOTE One or more services can be associated to a role. A role can be associated to one or more users and a user can assume

one or more roles.

© ISO/IEC 2012 — Al rights reserved 11
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3.103

role-based access control

RBAC

permissions attributed to a role granting access to an object

3.104
runtime environment
virjual machine state which provides software services for processes or programs while a computer is running

NQTE It can pertain to the operating system itself, or the software that runs beneath it. The primary purpose is¢a.accomplish the

objective of "platform independent" programming.

3.105

sefret key
cnyptographic key, used with a secret key cryptographic algorithm that is uniquely a
and should not be made public

3.106

sepurity function
cnyfptographic algorithms together with modes of operation, such a
asymmetric key algorithms, message authentication codes, hash fun
geperators, entity authentication and SSP generation and establi
authority

tre

n

NQTE See Annex C

3.107
sepd key
segret value used to initialise a random bit genera

3.108
self-test
pre-operational or conditional te

3.109 Q

sepsitive data
daga that, in user’s view, re

ptographic module

=

3.110

sensitive securit
SgpP
crifical security pa

=

3.111
sefvice
any externally’operator invoked operation and/or function that can be performed by a cryptographic module

3.112

m ciphers, symmetri
ecurity functions, randonp bit
er by ISO/IEC or an appr|

With one or more enfjties

C or

pval

setviee input

all data or control information utilised by the cryptographic module that initiates or obtains specific operations or

functions

3.113
service output
all data and status information that results from operations or functions initiated or obtained by service input

12 © ISO/IEC 2012 — All rights reserved
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3.114

simple power analysis
SPA

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in relation to
the electrical power consumption of a cryptographic module, for the purpose of extracting information correlated to a

C

=

Y

3.1
sin
ph
en

EX|

3.]
SO
e
m(

X

EX|

3.]
SO
mq

3.]
SO
se

Ccry

=

NG

3.1
o)
SH
se
led

3.1
sp
prd
ori
co

NG

3.1
SY

ptographic Operation

15
gle-chip cryptographic module

ysical embodiment in which a single integrated circuit (IC) chip may be used as a standalone device or may
bedded within an enclosure or a product that may not be physically protected
AMPLE Single integrated circuit (IC) chips or smart cards with a single IC chip
16
ftware
ically written

bcutable code of a cryptographic module that is stored on erasable media
dified during execution while operating in a modifiable operational envirpfim

AMPLE Erasable media can include but not limited to solid state memad
17
ftware module

dule that is composed solely of software

18

ftware/firmware load test
of tests performed on software or firmwaye

ptographic module

TE Not applicable if the softw@

19
ftware/firmware mod in
MI

of commands used to e
ve the module’s cryptogfep
20

it knowledg

cess by wh
pinal key, thatcamyi

TE All.ora subset of the components can be required to perform the combination.
21
P.establishment

prq

cess of making available a shared SSP to one or more entities

NOTE SSP establishment includes SSP agreement, SSP transport and SSP entry or output.
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3.122

status information
information that is output from a cryptographic module for the purposes of indicating certain operational characteristics
or states of the module

3.
st
no

3.3

symmetric cryptographic technique

cry

3.]

tamper detection

au
md

3.1

tamper evidence
obgervable indication that an attempt has been made to compromise_the

3.1

tamper response

au

3.]
try
tru

pal
EX|

NG

3.]
try
tru
co

NG
prd

endipoint.

3.1
us
rol
md

73
ong

24

ptographic technique that uses the same secret key for both the encryption and the decryption transformations

25

omatic determination by a cryptographic module that an attempt has been
dule

26

27
omatic action taken by a cryptographic mod

28
st anchor

Sted and safe communicat otl between the cryptographic module and a sender or receiver to secu
mmunicate unprotecte i key components and authentication data

TE 3 against eavesdropping, as well as physical or logical tampering by unwanted operators/ent|

30
er

dule.in order to obtain cryptographic services

3.131
validated
assurance of tested conformance by a validation authority

14 © ISO/IEC 2012 — All rights reserved
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3.132
validation authority
entity that will validate the testing results for conformance to this International Standard

3.133

ve
en

NQ
de

3.]

ze
meg

Fo
AH
CH
Cq
EQ

HO

PH
RA

UH

5

Th
req
m(
ley
ac
Edq

ndor
ity, group or association that submits the cryptographic module for testing and validation

TE The vendor has access to all relevant documentation and design evidence regardless if they did or did_not” desid
elop the cryptographic module.

34

oisation
thod of destruction of stored data and unprotected SSPs to prevent retrieval and rey

Abbreviated terms

I the purposes of this document, the following abbreviated terms app

I Application Program Interface
C Cipher Block Chaining
M Counter with Cipher block chaip
B Electronic Codebook
L

Integrated Circuit

OM Programiabl
M Random &S

e following subclatses proyjde an overview of the four security levels. Common examples, given to illustrate how
uirements might be met, ate not intended to be restrictive or exhaustive. Within this document, references
dule shall-be interpreted as a cryptographic module. The cryptographic techniques are identical over the four sec
els. Each security level levies increasing levels of security requirements for the protection of the module itself
cess and knowledge of internal components and operation) and SSPs contained and controlled within the mog
ch-security requirement is identified by a shall [xx.yy] where xx indicates the clause and yy is a numeric index w

th

the
[0 a
Lirity
e.g.
ule.
thin

clause

5.1 Security Level 1

Security Level 1 provides a baseline level of security. Basic security requirements are specified for a cryptographic
module (e.g. at least one approved security function or approved sensitive security parameter establishment method

shall be used).

© ISO/IEC 2012 — Al rights reserved 15
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environment. No specific physical security mechanisms are required in a Security Level 1 hardware cryptographic
module beyond the basic requirement for production-grade components. Non-invasive mitigation methods or mitigation
of other attacks which are implemented are documented. Examples of a Security Level 1 cryptographic module is a
hardware encryption board found in a personal computer (PC) or a cryptographic toolkit executing in a handheld device
or general purpose computer.

Such implementations are ideally appropriate for security applications where controls, such as physical security, metywork
se¢urity, and administrative procedures are provided outside of the module but within the environment which\ib)is t¢ be
deployed. For example, the implementation of Security Level 1 cryptographic module may be more cost-effectivie in
such environments than corresponding modules at higher assurance levels which provide greater{security of|the
madules SSPs, enabling organizations to select alternative cryptographic solutions to meet security requirements where
attention to the environment the module is operating is crucial in providing overall security.

—

5.2 Security Level 2

Sefcurity Level 2 enhances the physical security mechanisms of Security Level ddi i per-
evldence, which includes the use of tamper-evident coatings or seals or pick-resi ; S or
doprs.

Tamper-evident coatings or seals are placed on a module so that the coa i : i sical

acgess to SSPs within the module. Tamper-evident seals or pi S to

protect against unauthorised physical access.

Sejcurity Level 2 requires role-based authenticatign in which & phi n of
an|operator to assume a specific role and perfoy ging s i

Sejcurity Level 2 allows a software cryptographic s 3 ¢ d“in a modifiable environment that implemgnts
role-based access controls or, at the minimum, (a discretionary actess control with robust mechanism of defining hew
groups and assigning restrictive permissi ‘ access “gontrol lists (e.g. ACLs), and with the capability of
assigning each user to more tha 3 protegts against unauthorised execution, modification, |and
reading of cryptographic softw.

5.3 Security Level 3§

In addition to the tamper-evjd [ mechanisms required at Security Level 2, Security Level 3 provjdes
adgitional requirements to/Nitigate grised access to SSPs held within the cryptographic module. Physical
segurity mechanisms req i 3 are intended to have a high probability of detecting and respondir|g to
attempts at direct ph ccass,\use or modification of the cryptographic module and probing through ventilation hples
or [slits. The physical securt isms may include the use of strong enclosures and tamper detection/respgnse

cirguitry that zeydi
Security Level 3 requites’i ity=based authentication mechanisms, enhancing the security provided by the role-bgsed
authentication mechanisws specified for Security Level 2. A cryptographic module authenticates the identity of an
operator and.verifies that the“identified operator is authorised to assume a specific role and perform a corresponding set
of services:

Sefcurity. Level 3 requires manually established plaintext CSPs to be encrypted, utilise a trusted channel or use a [split
knpwledge procedure for entry or output.

Security Level 3 also protects a cryptographic module against a security compromise due to environmental conditions
outside of the module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal
operating ranges may be used by an attacker to thwart a cryptographic module's defences. A cryptographic module is
required to either include special environmental protection features designed to detect when the voltage and
temperature boundaries are exceeded and zeroise CSPs, or to undergo rigorous environmental failure testing to provide

16 © ISO/IEC 2012 — All rights reserved
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a reasonable assurance that the module will not be affected when outside of the normal operating range in a manner
that can compromise the security of the module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at Security Level 3

me

trics.

Sefcurity Level 3 is not offered in all clauses of this International Standard for software cryptographic modules, theref

thd

Sefcurity Level 3 modules require additional life-cycle assurances, such as automated configuratiof/-managen

de

5.4

Sejcurity Level 4 provides the highest level of security defined in this Internationg
appropriate security features of the lower levels, as well as extended features.

At
cry
SS

englosure from any direction has a very high probability of being dete

unprotected SSPs. Security Level 4 cryptographic modulg

enpironments.

Sejcurity Level 4 introduces the multi-factor au operator authentication. At minimum,
requires two of the following three attributes:

—| something known, such as a secret passwold,

—| something possessed, such

—| a physical property, such

At|Security Level 4 a cr i is required’to include special environmental protection features designe
detect voltage and temperatu ¢ oise all unprotected SSPs to provide a reasonable assurance
the module will not be affe the normal operating range in a manner that can compromise
security of the module.

Ndn-invasive mitigati in 7.8 which are implemented in the module are tested at Security LeV
matrics.

Security Level 4 isnpt.offered,in &ll clauses of this International Standard for software cryptographic modules, theret
thg overall maximum secutity Jevel achievable by software cryptographic modules is limited to Security Level 2.

Th
an

overall highest security level achievable by software cryptographic module is limited to Security Level 2.

ailed design, low-level testing, and operator authentication using vendor-provided authentication information.

Security Level 4

Security Level 4, the physical security mechanisms provide a co
ptographic module with the intent of detecting and responding to aljs
Ps are contained in the module whether external power is applied

e design.of/a Security Level 4 module is verified by the correspondence between both pre- and post-state condit
d the functional specification.

ore,

ent,

the

the
hen
Hule
f all
cted

this

d to
that
the

el 4

ore,

ons

6

Functional security objectives

The security requirements specified in this International Standard relate to the secure design and implementation of a
cryptographic module. The security requirements start with a baseline level of security objectives with increasing levels
of security objectives. The requirements are derived from the following high-level functional security objectives for a
cryptographic module to:
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employ and correctly implement the approved security functions for the protection of sensitive information;
protect a cryptographic module from unauthorised operation or use;

prevent the unauthorised disclosure of the contents of the cryptographic module, including CSPs;

7.3

Th
to

cry

se

sec

A

cry
se
req
arg
req

In
ov
thd

su

sp
ind

An

prevent the unauthorised and undetected modification of the cryptographic module and cryptographic algorith
including the unauthorised modification, substitution, insertion, and deletion of SSPs;

provide indications of the operational state of the cryptographic module;

ensure that the cryptographic module performs properly when operating in an approved mode-of Operation;

detect errors in the operation of the module and to prevent the compromise of SSR (g from these errors;

ensure the proper design, distribution and implementation of the cryptogral

Security requirements

General

Cryptographic module shall .
ptographic module shall [0 -"
curity with cumulative

equirements of each area addressed in this clause.
ated in each area. Several areas provide for increasing leve

bas that do not provide @ eelrity (i.e. standard set of requirements), the cryptographic modulg
eive a rating commens

addition to recel ‘ Ren gs for each of the security areas, a cryptographic module will also receivg

brall security rating eral| secdrity rating will indicate the minimum level of the independent ratings receive
areas.

ny of the secuyity reg ents of this International Standard include specific documentation requirements that arg

mmarised infAnnexes A ard B. All documentation, including copies of the user and installation manuals, design
bcifications,) life-cycle documentation shall [01.04] be provided for a cryptographic module that is to undergo an
ependent verification or evaluation scheme.

eive a rating that reflect ig i el for which the module fulfils all of the requirements of that areq.

ms,

and

ignce

of a
les,
sive

The
s of
will

In
will

b an
din

nexes C, D, E, and F provide references to approved security functions, approved sensitive security parameter

es

ablisnment methods, approved authentication mechanisms and non-nvasive attaCck mitigation test methods.
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Table 1 - Summary of security requirements

Security Level 1

Security Level 2

Security Level 3

Security Level 4

Specification of cryptographic module, cryptographic boundary, approved security functions, and normal and

Cryptographic
Module Specification

degraded modes of operation. Description of cryptographic module, including all hardware, software, and firmware,
components. All services provide status information to indicate when the service utilises an approved cryptographig
algorithm, security function or process in an approved manner.

Cryptographic
Module Interfaces

Required and optional interfaces. Specification of all

interfaces and of all input

and output data paths.

Trusted channel.

Roles, Services, and
Authentication

Logical separation of
required and optional
roles and services.

Role-based or identity-
based operator
authentication.

Identity-based operajor
authentication.

N\

Multisfactor authentication.

Software/Firmware
Security

Approved integrity
technique, or EDC based
integrity test. Defined
SFMI, HFMI and HSMI.

Executable code.

Approved digital
signature or keyed
message authentication
code- based integrity
test.

Approved digital

- Wﬂty test.

Operational
Environment

Non-Modifiable, Limited
or Modifiable.

Control of SSPs.

A

Physical Security

Productign-grade w
compongn

9,

8

Tamper detection and
response for covers and
doors. Strong enclosure
or coating. Protection
from direct probing. EFP
or EFT.

Tamper detection and
response envelope. EFP.
Fault injection mitigation.

Non-Invasive

ﬂ\dww against non-invasive attacks specified in Annex F.

Security

en tion

ectiveness of mitigation

teWs eC|f|ed in Annex F.

Mitigation Testing.

Mitigation Testing.

Sensitive Secyrity

Randsg bit'generators, SSP generation, establishment, entry and output, storage and zeroisation.

Parameter, Automated SSP transport or SSP agreement using approved methods.
Management
Manually established SSPs may be entered or output Manually established SSPs may be entered or output in
in plaintext form. either encrypted form, via a trusted channel or using split
l(nn\nllndgn r\rr\r‘ndnrnc
Pre-operational: software/firmware integrity, bypass, and critical functions test.
Self-Tests Conditional: cryptographic algorithm, pair-wise consistency, software/firmware loading, manual entry, conditional

bypass and critical functions test.

© ISO/IEC 2012 — All rights reserved
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Security Level 1 Security Level 2 Security Level 3 Security Level 4

Configuration management system for cryptographic Automated configuration management system.
configuration | module, components, and documentation. Each
Management | uniquely identified and tracked throughout lifecycle.

Design Module designed to allow testing of all provided security related services.
FSM Finite state model.

o Development | Annotated source code, Software high-level language. Hardware high-level Documeéntation annotated
E schematics or HDL. descriptive language. with pie: conditions upon
= enirysinto module
2 cotmponents and post-
< itjons expected to be
s} components is
..d_’ omplefed.
=

Testing Functional Testing. Ie&eﬂx X

Delivery and Initialisation procedures. Delivery Procedure Operator authentication
Operation using vendor provided
authentication information.

Guidance Administrator and non- adm|n| rator UI

attacks currently available. attacks with testable

Mitigation of other Specification of mitigation of aj acks for wi h\@e requirements are Specification of mitigation of
requirements.

mifni

(0]

=

Th

Cryptographic «@u
.1 Cryptographic mgd eral requirements
Cryptographic mod a set of hardware, software, firmware, or some combination thereof, that
nimum, implemen ryptegraphic service employing an approved cryptographic algorithm, security fundg
process andcon gdefined cryptographic boundary
e documentatiomrequirements Specified in A.2.2 shall [02.02] be provided.

R.2 Types\of cryptographic modules

ryptographic module shall [02.03] be defined as one of the following module types:

at a
tion

and/or software, which may also include an operating system, may be mcluded Wlthln this hardware cryptogra
boundary.

phic

Software module is a module whose cryptographic boundary delimits the software exclusive component(s) (may
be one or multiple software components) that execute(s) in a modifiable operational environment. The computing
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platform and operating system of the operational environment which the software executes in are external to the

defined software module boundary.

Firmware module is a module whose cryptographic boundary delimits the firmware exclusive component(s)

that

execute(s) in a limited or non-modifiable operational environment. The computing platform and operating system of

the operational environment which the firmware executes In are external to the defined firmware module boun
but explicitly bound to the firmware module.

Hybrid Software module is a module whose cryptographic boundary delimits the composite of & softy
component and a disjoint hardware component (i.e. the software component is not contained within-the hardy
module boundary). The computing platform and operating system of the operational environment which
software executes in are external to the defined hybrid software module boundary.

Hybrid Firmware module is a module whose cryptographic boundary deIits thexeomposite of a firmy
component and a disjoint hardware component (i.e. the firmware componentds noteeantained within the hardy

nware components) thate

this International Sta
module’s cryptographi¢ b6

bvant algorithms, secuyr

mponents may b

Cesses or compo \:

Curity functign's, Nroeess omponents which are used in an approved mode of operation shall [02.10
blemented in aypany fere or compromise the approved operation of the cryptographic module.

e defined naeof a cryptegraphic module shall [02.11] be representative of the composition of the compon

dule shall/[02.12] have, at minimum, specific versioning information representing the distinct individual hardw
tware-and/or firmware components.
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rdware, software and/or firmware components within the cryptographic boundary may be excluded from

the

requirements of this International Standard. The excluded hardware, software or firmware components shall [02.13] be
implemented in a manner to not interfere or compromise the approved secure operation of the cryptographic module.
The excluded hardware, software or firmware shall [02.14] be specified (Annex A).
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7.2.3.2 Definitions of cryptographic boundary

The cryptographic boundary of a hardware cryptographic module shall [02.15] delimit and identify:

The set of hardware components which may include:

Th

Th

Th
op

— physical structures, including circuit boards, substrates or other mounting surfaces that provide
interconnecting physical wiring between components,

— active electrical components such as semi-integrated, custom-integrated or common-intégrated circ
processors, memory, power supplies, converters, etc.

— physical structures, such as enclosures, potting or encapsulation materials, ¢ ors'and interfaces,

— firmware, which may include an operating system,
— other components types not listed above.

e cryptographic boundary of a software cryptographic module sh

The instantiation of the cryptographic module saved in pae Y one or more processors.

e cryptographic boundary of a firmware crypgtogra - .¥7] delimit and identify:

The set of executable file or files that constit

The instantiation of the cryptographic and executed by one or more processors.
e cryptographic boundary of [a

be the composite t omponent boundary and the disjoint software or firmy
component(s) boun 7 and

4.1  Modes of operations general requirements

e operator shall [02.19] be able to operate the module in an approved mode of operation. An approved mod
bration shall [02.20] be defined as the set of services which include at least one service that utilises an apprg

the

Lits,

vare

ded

e of
ved

Cry

ptographic algorithm, security function or process and those services or processes specified in 7.4.3.

Non-approved cryptographic algorithms, security functions, and processes or other services not specified in 7.4.3 shall
[02.21] not be utilised by the operator in an approved mode of operation unless the non-approved cryptographic
algorithm or security function is part of an approved process and is not security relevant to the approved processes
operation (e.g. a non-approved cryptographic algorithm or non-approved generated key may be used to obfuscate data

22 © ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=756b719ffc4b2074a0f5d9da8eaf22ff

ISO/IEC 19790:2012/Cor.1:2015(E)

or CSPs but the result is considered unprotected plaintext and provides no security relevant functionality until protected

wit

h an approved cryptographic algorithm).

7.2.4.2 Normal operation

NG
co

Cq
0
p

= =

q

Th
of

All
fur]

Th

ad
md

7.3

7.

A
int

rmal operation is where the entire set of algorithms, security functions, services or processes are available ar
nfigurable.

Ps shall [02.22] be exclusive between approved and non-approved services and modes of operation (e'g.-not sh

accessed). The output of an approved RBG may be provided to a non-approved algorithm, secufity functio

e module’s security policy shall [02.23] define the complete set of services that are-provided\for each defined m
bperation (both approved and non-approved).

services shall [02
function, or process. l

e cryptographic module

uccessfully. The cryptographic module may perform certain diagnostic

dition to all pre-g i S s part of the condition to exit the degraded operation. If the cryptogral
dule fails the pte- g, the module shall not [02.32] enter degraded operation.

Cryptograp
3.1 Cryptographic modtle interfaces general requirements

brfaces that are identified as entry and exit points to and from the cryptographic boundary of the module.

cess without the zeroisation of the RBG seed as long as the seed cannot be accessed in the nonzapproved mode].

d/or

hred
h or

ode

urity

Lirity

5Ses
s in
phic

Lryptographic module shall [03.01] restrict all logical information flow to only those physical access points and logical

The

Cry

=

ptographic module logical interfaces shall [03.02] be distinct from each other although they may share one phy:

sical

port (e.g. input data may enter and output data may exit via the same port) or may be distributed over one or more
physical ports (e.g. input data may enter via both a serial and a parallel port). An Application Program Interface (API) of
a software component of a cryptographic module may be defined as one or more logical interface(s).

Th

e documentation requirements specified in A.2.3 shall [03.03] be provided.
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7.

3.2 Types of interfaces

Hardware Module Interface (HMI): The total set of interfaces used to request the services of the hardware module,

including parameters that enter or leave the module’s cryptographic boundary as part of the requested service.

pe

a)

b)

d)

EX

B.3 Definition of interfaces

Software or Firmware Module Interface (SFMI): The total set of interfaces used to request the services_ of
software or the firmware module, including parameters that enter or leave the module’s cryptographic boundafr
part of the requested service.

Hybrid Software or Hybrid Firmware Module Interface (HSMI or HFMI): The total set of interfaces‘used to req

cryptographic boundary as part of the requested service.

cryptographic module shall [03.04] have the following five interfaces ("inpt" (! are\ indicated from
rspective of the module):

Data input interface. All data (except control data entered via
processed by a cryptographlc module (including plamtext data, Ci

face) that is input to
5, and status information 1

status of a cryptograph|c module shall [03.11] exit via the "status output” interf

cept for the'seftware cryptégraphic modules, all modules shall [03.12] also have the following interface:

Power.interface. All external electrical power that is input to a cryptographic module shall [03.13] enter via a pq
interface. A power interface is not required when all power is provided or maintained internally within

the
y as

est

the services of the hybrid software or hybrid firmware module, including parameters that enter or-leave the moddile’s

the

and
rom
the

Data output interface. All data (except status.data o [ via
the control output interface) that is output fx ,Jand
SSPs) shall [03.06] exit via the "data outpu 3.07]
be inhibited while performing manual entry, g N; or
when the cryptographic module is in an errof stat

Control input interface. All ingut and
manual controls such as SWI shes, buttons phic
module shall [03.08] ente

Control output inte’. ther
module ) used to cohtro the
“control output” interface the
cryptographic modul€ i

Status output | e gnals, indicators (e.g. error indicator), and status data (including return cqdes
and phyS|c ' isual (display, indicator lamps), audio (buzzer, tone, ring), and mechanical

Ace.

wer
the

cryptographic boundary of the cryptographic module (e.g. an internal battery).

The cryptographic module shall [03.14] distinguish between data, control information, and power for input, and data,
control information, status information, and power for output.

Th

e cryptographic module specification shall [03.15], unambiguously, specify format of input data and control
information, including length restrictions for all variable length inputs.
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3.4 Trusted channel

A trusted channel is a link established between the cryptographic module and a sender or receiver to securely
communicate unprotected plaintext CSPs, key components and authentication data. A trusted channel protects against
eavesdropping, as well as physical or logical tampering by unwanted operators/entities, processes or other devices,

be
req

SH
Fo
SH

Fo

SH

[0

7.4

T4.

A
A
m(
se
m(
m(

Au

€en the module’s defined INput or output ports and along the communicaton Nk with the intended send
eiver endpoint.

CURITY LEVELS 1 AND 2
I Security Levels 1 and 2, there are no requirements for a trusted channel.

CURITY LEVEL 3

F Security Level 3,

data between

for the transmission of unprotected plaintext CSPs, key components
: impleme|

cryptographic module and the sender or receivers endpoint the crypto
trusted channel;

the trusted channel shall [03.17] prevent unauthorised moed]
communication link;

CURITY LEVEL 4

addition to the requir
.22] be employed fo

04.01] support authorised roles for operators and corresponding services within each
me.ultiple roles. If a cryptographic module supports concurrent operators, then
dule shall [04:02] i i i
[vices. An operator is equired to assume an authorised role to perform services where CSPs and PSPs are
dified, disclosed, or substituted (e.g. show status, self-tests, or other services that do not affect the security of
dule).

thentication mechanisms may be requwed within a cryptographlc module to authenticate an operator accessmg

ror

the
nt a

the

the

role.
the
ding
not
the

the
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role.

The documentation requirements specified in A.2.4 shall [04.03] be provided.
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4.2 Roles

A cryptographic module shall [04.04], at a minimum, support a Crypto Officer Role. The Crypto Officer Role shall
[04.05] be assumed to perform cryptographic initialisation or management functions, and general security services (e.g.
module initialisation, management of CSPs, PSPs, and audit functions).

A tryptographic module may support a User Role. If the cryptographic module supports a User Role, then the-Wser
Rdle shall [04.06] be assumed to perform general security services, including cryptographic operations~and gther

ap

A
an
B

7.4.3.1 Services general requirements

Sefrvices shall [04.08] refer to all of the services, operations, or
inguts s haII |04 09| consist of all data or control inputs to the mod

0
se
se

=

b)

c)

d)

e)

A
ad
se

#.3 Services

broved security functions.

Lryptographic module may support a Maintenance Role. The Maintenance Role is a role assumed_during the phy:
d/or logical maintenance services (e.g. opening service covers, performing certain dlagnostlcs such.as built in self
ST)). All unprotected SSPs shall [04.07] be zeroised when entering or exiting the Mainrtenance Role.

ryptographic module may support other roles or in addition to the roles specified/abo

Show status. The cryptog
indicators in respo @ :

Cryptographic module may provide other services, operations, or functions, both approved, and non-approve(
Hitionsto: the services specified above. Specific services may be provided in more than one role (e.g. key €
vices may be provided in the user role and the crypto officer role).

sical
test

vice

ipns,

rom
in a

Hule
vare

atus

g as

ved

igd in

1, in
ntry

7.4.3.2 Bypass capability

By

pass capability is the ability of a service to partially or wholly circumvent a cryptographic function or process. If the
module can output a particular data or status item in a cryptographically protected form, or (as a result of module
configuration or operator intervention) can also output the item in a non-protected form, then a bypass capability shall
[04.18] be defined.
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If a cryptographic module implements a bypass capability, then:

a)

b)

the operator shall [04.19] assume an authorised role before configuring the bypass capability;

two independent internal actions shall [04.20] be required to activate the capability to prevent the inadvertent

7.4.3.

Sel

ap
cry

pre
If 4

7.4.3.

If 4
req

hardware flags are set, one of which may be user-initiated); and
the module shall [04.22] show status to indicate whether the bypass capability:

1) is not activated, and the module is exclusively providing services with cryptographic processing (e.g. plair
data is encrypted); or

2) is activated and the module is exclusively providing services without cryp

3) is alternately activated and deactivated and the module is providi

al operator request. The self-initi
pto Officer and this configuration may

broved security functions or SSP manage
ptographic output capability shall [04.23] t

reéd to activate the capability to prevent the inadve
al actions shall [04.25] modify software and/or hardy
(e.g. two different software or hardware flags are set, on

output due to a single err

behaviour that is dedh
which may be user @

the loaded Ssoftware or firmware shall [04.28] be validated by a validation authority prior to loading to mair
validation;

all data output via the data output interface shall [04.29] be inhibited until the software/firmware loading and

Pypass of plaintext data due 1o a single error. The two Independent Internal actions shall [04.Z1] modily soityare
and/or hardware behaviour that is dedicated to mediate the bypass capability (e.g. two different software or

text
text
phic

tion

ther
hted
be

tent
vare
e of

y is

ving

tain

oad

tast has comnlatad-sucecassfullb
teSHRaS-copteteaSy HHHA

the Software/Firmware Load Test specified in 7.10.3.4 shall [04.30] be performed before the loaded code can be

executed;

the cryptographic module shall [04.31] withhold execution of any loaded or modified approved security funct
until after the pre-operational self-tests specified in 7.10.2 have been successfully executed; and
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the modules versioning information shall [04.32] be modified to represent the addition and/or update of the newly

loaded software or firmware (7.4.3).

If the loading of new software or firmware is a complete image replacement, this shall [04.33] constitute an entirely new
module which would require validation by a validation authority to maintain validation. The new software or firmware

im
ze

Au
md
Th

b)

4.4 Authentication

Rg€E shall [04.34] only be executed arter the module fransitions through a power-on reset. All SSPS shall [04.35] ©
oised prior to execution of the new image.

thentication mechanisms may be required within a cryptographic module to authenticate an operator accessing
dule and to verify that the operator is authorised to assume the requested role and perform services within that
e following types of mechanisms are used to control access to the cryptographic mogaie:

a- Cryptographic module

Role-Based Authentication: If role-based authentication mechanisms are supported
itly “selected by the opel

and shall [04.37] authenticate the assumption of the selected role (or s ) yptographic module i
required to authenticate the individual identity of the operator. The se \ the authentication of

opeydtor to change roles,
the module shall [04.38] authenticate the assumption of any rdle that 3 gviously authenticated for

dre supported by a cryptogra

module the module shall |04 39] require that the opera ¢ individually and uniquely identified, shall [0
require that one or more roles either he i actéd by the operator, and shall [0
authenticate the identity of the operator and AUuti ~ rator to assume the selected role or S§

roles. The authentication of the |dent|ty of the

e

the
ole.

the
ator
not
the
hen
that

phic
4.40]
4.41]
bt of
n of
the

igusly

sed

role, or may require separate (authé ices. phic
madule is reset, reboot y powered on, the module shall [04.43] require the operator to
belauthenticated

V4
au
cry
ch
un
au

Th
co
au
to

co

rious types of authegticg
hentication mechaaqis
ptographic key,
practeristics (exq. bj

e initialisationt.of authehtigation mechanisms may warrant special treatment. If a cryptographic module does
htain the @authentication data required to authenticate the operator for the first time the module is accessed, then @
horised-methods (e.g. procedural controls or use of factory-set or default authentication data) shall [04.45] be U
controf ‘access to the module and initialise the authentication mechanisms. If default authentication data is use

rted
PIN,
bnal
ainst
the

not
ther
sed
d to
ion.

ntfol access to the module, then default authentication data shall [04.46] be replaced upon first-time authentical

Th

1 - e - - e o o ey - - - -
sdefauitauthenticationdatadoes not meed-to meet the zeroisationrequirements(7-9-7)-

The authentication mechanism may be a group of mechanisms of different authentication properties that jointly meet the
requirements of this clause. If the cryptographic module uses security functions to authenticate the operator, then those
security functions shall [04.47] be approved security functions.

The module shall [04.48] implement an approved authentication mechanism as referenced in Annex E.
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The strength of the approved authentication mechanism shall [04.49] be specified in the security policy (Annex B).

For each attempt to use the approved authentication mechanism, the module shall [04.50] meet the strength of the
authentication objective. For multiple attempts to use the approved authentication mechanism during a one-minute

period, the module shall [04.51] meet the strength of the authentication objective.

The approved authentication mechanism shall [04.52] be met by the module’s implementation and not el
documented procedural controls or security rules (e.g. password size restrictions).

For a software cryptographic module at Security Level 2, the operating system may implement thie”authenticg

mechanism. If the operating system implements the authentication mechanism, then the’ authentics
mechanism shall [04.53] meet the requirements of this clause.

actual authentication data.

Feedback provided to an operator during an attempted authentica
authentication mechanism strength beyond the required authenticatiqn &

CURITY LEVEL 1

I Security Level 1, a cryptographic module is not required
module. If a module does not support authenticati®

prator either implicitly or explicitly select one ¢ ¢

CURITY LEVEL 2

I Security Level 2, a cryptographic module sk
Cess to the module.

CURITY LEVEL 3
I Security Level 3, a gr
Cess to the module.

CURITY LEVEL 4

Lryptographic module is defined as either a hardware, software, firmware or hybrid module (7.2.2). The requirem
his clause-shall [05.01] apply to software and firmware components of a cryptographic module.

Cryptographic module that is implemented completely in hardware is not subject to the software/firmware sec

on

tion
tion

. no
the

the

s to
the

htrol

htrol

ition

ents

Lirity

red

uvirements-of this- lnternational Standard-

The public verification key or keyed message authentication key used for an approved integrity techniqgue may reside

wit

hin the module code and is not considered a SSP.

The documentation requirements specified in A.2.5 shall [05.02] be provided.
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SECURITY LEVEL 1

The following requirements shall [05.03] apply to software and firmware components of a cryptographic module for
Security Level 1:

All software and firmware shall [05.04] be in a form that safisfies the requirements of this International Stanflard
without modification prior to installation (7.11.7);
For software and firmware modules and the software or firmware component of a hybrid module (excé€pt for the
software and firmware components within a disjoint hardware component of a hybrid module):
— A cryptographic mechanism using an approved integrity technique shall [05.05] be applied-to all software|and
firmware components within the module’s defined cryptographic boundary in opeof the ifollowing ways:
— by the cryptographic module itself; or
— by another validated cryptographic module operating in an app
For software and firmware components of a hardware cryptograp e software or firmware
components within a disjoint hardware component of a hybrid cryptogra
— A cryptographic mechanism using an approved integrity ' error detection code (EDC) ghall
[05.06] be applied to all software and firmwa s, within® the hardware module’s defined
cryptographic boundary or within disjoint 7 hybrid module. If an EDC is used, the
EDC shall [05.07] be at least 16 bits ix leng
If the integrity test fails (i.e. the calculated resu fully verified or the EDC cannot be verified depenging
on the module type), the module shall [05. ate. The approved integrity technique may consist of
a single encompassing message authenticg ode Ok signature, or multiple disjoint authentication codep or
signatures of which failure of ' or signature shall [05.09] cause the module to gnter
the error state. The expect grity technigue mechanism may be considered data|and
itself not subject to the i emporary value(s) generated during the integrity test of|the
module’s software or;f: m ysed from the module upon completion of the integrity test;
An operator shall [051 11 be ak K e integrity test on demand via an HMI, SFMI, HSMI or HFMI setvice
(7.3.2);
All data and co and
services (7.4.3) (09
For a softwa rlay
of the validated rlay
constitutes@new m
If the_software or firmware that is loaded is associated, bound, modifies or is an executable requisite of the validated
module, then the software/firmware load test is applicable and shall [05.13] be performed by the validated moflule
with the following exceptions:

— The cryptographic module is a software module and the loaded software image is a complete image

replacement or overlay of the validated module.

— The cryptographic module is a firmware module of physical Security Level 1 and the loaded firmware image is

a complete image replacement or overlay of the validated module.
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— The cryptographic module is a hybrid software module and the loaded software image is a complete image

replacement or overlay of the disjoint software components.

— The cryptographic module is a hybrid firmware module of physical Security Level 1 and the loaded firmware

image is a complete image replacement or overlay of the disjoint firmware components.
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B.1 Operationa

CURITY LEVEL 2

addition to the requirements of Security Level 1, the following requirements shall [05.14] apply to isoftware
hware components of a cryptographic module for Security Level 2:

The software and firmware components of a cryptographic module shall [05.15] only include code that i
executable form (e.g. no source code, object code or just-in-time compiled code);

There shall [05.16] be no services or control settings via the HMI, SFMI, interface to allow

operator to initiate or perform debugging techniques;

For software and firmware modules and the software or firmware comg Nt odule for Security Le
(except for the software and firmware components within a disjoint h ) entefa hybrid module):

— An approved digital signature or keyed message authentication>codesha %.17] be applied to all softy
and firmware within the module’s defined cryptographic boundagy. alculated result is not success

addition to the requirements of Security Levels—4 anth@ allowing requirements shall [05.19] apply to softy
i firmware modules and the software or firmware comporen a hybrid module for Security Levels 3 and 4 (ex
the software and firmware compg ithi diharw g’component of a hybrid module):

ryptographic mechanism usjng ax tal signatuie’shall [05.20] be applied to all software and firmware
mponents within the module’s ® poundary. If the calculated result is not successfully verified,
t fails and the module sk

e digital signature tech
ure of any disjoint signat
.23] reside outside thé

ingle encompassing signature or multiple disjoint signatures of whig
g the module to enter the error state. The private signing key shall

Operational

e operational<environmenry/of a cryptographic module refers to the management of the software, firmware, an
rdware required for the module to operate. The operational environment of a software, firmware, or hybrid mo
ludes, at>a minimum, the module components, the computing platform, and the operating system that control
pws«the execution of the software or firmware on the computing platform. A hardware module may have an opera

vironment within the module consisting of an operating system which allows the execution of internal softwar

and

S in

the
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vare
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e or
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walc. TTIT UpTraityg SySITIHT 15 LUTISIUTTTU U TINTCIUUT, - WTITTT  aAppitaulc, uic virtual ThaClnric s ) (Sysliih Al

process) and the runtime environment (e.g. Java Runtime Environment — JRE).

d/or

A general-purpose operational environment refers to the use of a commercially available general-purpose operating
system (i.e. resource manager) that manages the software and firmware components and also manages system and
operator(s) processes/thread(s), including general-purpose application software such as word processors.
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The operational environment can be non-modifiable, limited or modifiable.

The following clause specifies the three specific operational environments.

a) A non-modifiable operational environment is designed or configured in a manner to prevent modification by an

Operator or process to the module components, the computing platform, or the operating system. This environn
may consist of a firmware module operating in a non-programmable computing platform or a hardwarenmoe
which prevents the loading of any additional software or firmware.

hent
Hule

b)| A limited operational environment is designed or configured in a manner to allow controlled madification by an
operator or process to the module components, the computing platform, or the operating system/This environment
may be firmware operating in a programmable hardware module where the loading of additionakfirmware meetq the
firmware loading requirements specified in 7.4.3.4.

c)| A modifiable operational environment refers to an operating environgient | to
add/delete/modify functionality, and/or may include general-purpose opers of a
computer operating system, configurable smartcard operating system gting
systems are considered to be modifiable operational environments if 3 an
operator or process and/or an operator or process can load and\e sor)
that is not part of the defined software, firmware, or hybrid module
A modifiable operational environment has the following char,
Functions may be added or modified within the op ati gnvi . Those functions are not necesshrily
trusted to not interfere with the operation @ pless such interference is prohibited by
the operational environment.
In such an environment it is required that ng g in the same operational environment that doeq not
belong to the trusted part of the operational ve access to SSPs other than via the deflned
interfaces of the cryptographic
It is therefore required that th onment provides the capability to separate the cryptographic
module during operation fro e operational environment such that those functions can neither
obtain information f t lated to the CSPs nor be able to modify CSPs, PSPs of the
execution flow of th an via the interfaces provided by the cryptographic module itself.
A specific configurafion rational énvironment may be required to achieve adequate protection of| the
cryptographic module wi¥ nd_data (e.g. prohibiting specific kind of inter-process communication for the
cryptographic i rictive access rights to files containing SSPs or the code of the cryptographic
module).

Sgme examples © ) ponments are provided in the following table.

Table 2: Examples of operational environments
\Y4 .
?\ Configuration Examples Opgratlor al

& Environmént

o)

A computing platform that does not permit the loading of code and does not permit operators to modify
the configuration of the computing platform, operating system or cryptographic module.

Non-Modifiable

A computing platform containing an operating system that allows the loading of additional code that is Limited

authenticated and meets all applicable requirements of this International Standard.
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A computing platform that allows the loading of code without meeting the software or firmware loading Modifiable

requirements of this International Standard.

A computing platform containing code whose operating system is reconfigurable by the operator Modifiable

allepwingthe+emovat-of-the-seeurityprotections:

For a non-modifiable or limited environment, the controlling components which maintain the non-modifiable“or limited

enyironment may include attributes of the computing platform, the operating system or the cryptographicimodule itsglf or

all[of the above.

Cdde which is executed in a non-modifiable or limited environment is referred to as fi arejwithin this Internatipnal

Standard. Code which is executed in a modifiable environment is referred to as e ‘within this Internatipnal

Standard.

If the operational environment is non-modifiable or a limited operational e ¢ operating sydtem

requirements in 7.6.2 shall [06.01] apply.

If the operational environment is a modifiable operational environmen em requirements in 7.6.3 ghall

[06.02] apply.

The documentation requirements specified in A.2.6 shall [06.03

—| The operational enviroriient shall [06.06] provide the capability to separate individual application processes from
each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs regardleps if
this_data’is in the process memory or stored on persistent storage within the operational environment. This enslires
that\{direct access to CSPs and SSPs is restricted to the cryptographic module and the trusted parts of| the
operational environment. Restrictions to the configuration of the operational environment shall [06.07] be

NOTE

cry|

docuntented i thesecurity poticy of thetryptograptic modute:

Processes that are spawned by the cryptographic module shall [06.08] be owned by the module and are not owned

by external processes/operators.

ptographic module itself.
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SECURITY LEVEL 2

In addition to the requirements of Security Level 1, for Security Level 2 an operating environment shall [06.09] meet the
following requirements or as allowed by the validation authority.

all cryptographic software, SSPs, and control and status information shall [06.10] be under the conirol o
operating system that implements either role-based access controls or, at the minimum, a discretionary~aet
control with robust mechanism of defining new groups and assigning restrictive permissions for examplejthrgd
access control lists (ACLs), and with the capability of assigning each user to more than one group. The“oper3

an
ess
ugh
ting

system shall [06.11] be configured to protect against unauthorised execution, modification, and réading of S$Ps,

control and status data;

to protect plaintext data, cryptographic software, SSPs, and authentication data, the—access.control mechanisi

the operating system:

— shall [06.12] be configured to define and enforce the set of roles or the
permissions that have exclusive rights to execute the stored cryptog

— shall [06.15] be configured to define and en;orce e

and
the following specifications ; Q stent with the roles or designated groups’ rights and servicep as
defined in the secu <®ev

— the_configuration of'the operating system that meets the above requirements shall [06.19] be specified in
Admihistrator Guidance. The Administrator Guidance shall [06.20] state that the operating system mus
configured as specified for the module contents to be considered protected.

permissions that have exclusive rights to modify (i.e. write 2 phic

s of

tive

tive

e.g.

tive
and

tive

ning
ram
0 by

SPs

the
t be

Th

e identification and authentication mechanism to the operating system shall [06.21] meet the requirements of 7

4.3

and be specified in the module's security policy.

All

cryptographic software, SSPs, control and status information shall [06.22] be under the control of:

an operating system which shall [06.23] have, at a minimum, the following attributes:
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the operating system shall [06.24] provide an audit mechanism with the date and time of each audited event.

The cryptographic module shall [06.25] not include SSPs as part of any audit record;

the cryptographic module shall [06.26] provide the following events to be recorded by the audit mechanism of

the operating system:

Orf

— maodifications, accesses, deletions, and additions of cryptographic data and SSPs;
— attempts to provide invalid input for Crypto Officer functions;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are-managed by
cryptographic module);

— the use of a security-relevant Crypto Officer function;

— explicit requests to assume a Crypto Officer role.

the audit mechanism of the operating system shall
system related events:

— all operator read or write accesse
— access to files used by the cryptogra

— addition or deletion
operational environ

— attempts to
supported at

operational environmegnt of the cryptographic module.

ly operating*systems that are configured to meet the above security requirements shall [06.29] be permitted at

segurity level, whether or not the cryptographic module operates in an approved mode of operation. The audit re
shpuld{be protected against unauthorised modification through the use of an approved security function.

the

ting

by

el is

this

ges
the

this
cord

7.7

Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [07.01] employ physical security mechanisms in order to restrict unauthorised physical
access to the contents of the module and to deter unauthorised use or modification of the module (including substitution

© ISO/IEC 2012 — Al rights reserved 35


https://standardsiso.com/api/?name=756b719ffc4b2074a0f5d9da8eaf22ff

ISO/IEC 19790:2012/Cor.1:2015(E)

of

the entire module) when installed. All hardware, software, firmware, data components and SSPs within

cryptographic boundary shall [07.02] be protected.

the

A cryptographic module that is implemented completely in software such that the physical security is provided solely by
the computing platform is not subject to the physical security requirements of this International Standard.

Th
firr]

Th
Ph

a)

b)

c)

De
us

an

Table 3 summarises

thd
ge

e requirements of this clause shall [07.03] be applicable to hardware and firmware modules, and hardware

nware components of hybrid modules.

e requirements of this clause shall [07.04] be applicable at the defined physical boundary of the module.

ysical security requirements are specified for three defined physical embodiments of a cryptographic module.
Single-chip cryptographic modules are physical embodiments in which a single integfated circuit (IC) chip
be used as a standalone device or may be embedded within an enclosure or@ product that may not be physi
protected. Examples of single-chip cryptographic modules include single € ¢chi ards with a singl
chip.
Multiple-chip embedded cryptographic modules are physical i s\in\whick_p#o or more IC chips|

interconnected and are embedded within an enclosure or a prod
of multiple-chip embedded cryptographic modules include adap

interconnected and the entire enclosure
cryptographic modules include encrypting roGte

and/or

during an access a

taken by the cryptographic module to protect CSPs.

reguirements, both the general and the three specific embodiments for eaq
t-specific physical security requirements at each security level enhance

four security le
i vand the embodiment-specific requirements of the previous level.

neral requirements\at the sa

mary of physical security requirements for cryptographic modules

and

may
cally
e IC

are
ples

are
one

eSS,

h of
the

Generaf Requirements Single-Chip Multiple-Chip Multiple-Chip
for all Embodiments Embedded Standalone
Security Level 1 Production-grade No additional Production-grade Production-grade
components. requirements. enclosure or removable enclosure or removable
Standard passivation. cover. cover.

Procedural or automatic
zeroisation when
accessing the
maintenance access
interface.
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General Requirements
for all Embodiments

Single-Chip

Multiple-Chip
Embedded

Multiple-Chip
Standalone

Security Level 2

Evidence of tampering.

Opague or translucent

Tamper-evident coating
on chip or enclosure.

Tamper-evident
encapsulating material

Tamper-evident
encapsulating material

within the visible
spectrum.

Prevent direct
observation through
holes and slits.

or enclosure with
tamper-evident seals or
pick-resistant locks for
doors or removable
covers.

or enclosure with
tamper-evident seals or
pick-resistant locks for
doors or removable
covers.

n

ecurity Level 3

Tamper response and
zeroisation circuitry.
Automatic zeroisation
when accessing the
maintenance access
interface.

Prevent probing through
holes are slits.

EFP or EFT for
temperature and
voltage.

Hard tamper-evident
coating on chip or strong
removal-resistant and
penetration resistant
enclosure.

Hard tamper-evident
encapsulating material
or strong enclosure.

Hard tamper*evident
capsuilating material

n

ecurity Level 4

Tamper detection and
response envelope.

EFP for temperature and
voltage.

Protection from fault
induction.

Hard removal-res;j
coatifion chi

2

mper tion and
spgi} envelppe with
roisation|Capability.

Tamper detection and
response envelope with
zeroisation capability.

In
e
m(

<

eng

prq
req
co

Envi

Se
pe

Tamper detection and tamper response are not substitutes for tamper evidence.

Th

e documentation requirements specified in A.2.7 shall [07.07] be provided.

reguirements. Security Level 2 requires the addition of tam
tion about the internal operations of the critical areas of]
ents for the use of strong or hard conformal or non-confo
chanisms for removable covers and doors and resistance to d

per-
the
mal
rect
) is
non-
hge.

d to

7.

-
T

L
L

Pl H ] =+ ] H rs
Ty STLdr STLUTITY YTiTCTAaAl TSYUITTTITCTItS

The following requirements shall [07.08] apply to all physical embodiments:

mechanisms of a cryptographic module are implemented;
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whenever zeroisation is performed for physical security purposes, the zeroisation shall [07.10] occur i
sufficiently small time period so as to prevent the recovery of the sensitive data between the time of detection
the actual zeroisation;

n a
and

if a module includes a maintenance role that requires physical access to the contents of the module or if the module

IS designed to permit physical access (e.g. by the module vendor or other authorised individual), then:
— amaintenance access interface shall [07.11] be defined;
— the maintenance access interface shall [07.12] include all physical access paths to the ‘eontents of|the
cryptographic module, including any removable covers or doors; and
— any removable covers or doors included within the maintenance access interfz all"f07.13] be safeguarded
using the appropriate physical security mechanisms.

SHCURITY LEVEL 1

The following requirements shall [07.14] apply to all cryptographic moduleg for

—| the cryptographic module shall [07.15] consist of production-gré tion
techniques (e.g. a conformal coating or a sealing coat 3 NSt
environmental or other physical damage); and

—| when performing physical maintenance, zero ator
or automatically by the cryptographic moduie.

SHCURITY LEVEL 2

In |addition to the general requireents for S all

cnyfptographic modules for Securit

—| the cryptographic module hen
physical access to

—| the tamper-evident m ible
spectrum (i.e. light g the
internal operations okth

—| if the cryptographic modyle\con in a
manner to grev sual
observation using ght)sources in the visual spectrum of the module’s internal construction or componeits.

SHCURITY LEVEL"3

In pddition‘to.the general requirements for Security Levels 1 and 2, the following requirements shall [07.21] apply tp all

cryptographic modules for Security Level 3:

—L ifthe Pr\llpfngrnphir module contains any doors or removable covers orif a maintenance access-interface is defined,
then the module shall [07.22] contain tamper response and zeroisation capability. The tamper response and

zeroisation capability shall [07.23] immediately zeroise all unprotected SSPs when a door is opened, a cover is
removed, or when the maintenance access interface is accessed. The tamper response and zeroisation
capability shall [07.24] remain operational when unprotected SSPs are contained within the cryptographic module;
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— if the cryptographic module contains ventilation holes or slits, then the module shall [07.25] be constructed in a
manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a single articulated
probe);

— strong or hard conformal or non-conformal enclosures, coatings or potting materials shall [07.26] maintain strength
and hardness characteristics over the module’s intended temperature range of operation, storage and distribution,

—| if tamper evident seals are employed, they shall [07.27] be uniquely numbered or independently identifiable (e.g.
uniquely numbered evidence tape or uniquely identifiable holographic seals), and

—| the module shall [07.28] either include EFP features or undergo EFT.

SHCURITY LEVEL 4

In pddition to the general requirements for Security Levels 1, 2, and 3, the followjdg . y to
all[cryptographic modules for Security Level 4:

—| the cryptographic module shall [07.30] be protected either by a harg ag € BsSi i Dy a

—| the module shall [07.31] include EFP features; and

lon. The fault induction mitiggtion

—| the cryptographic module shall [07.32] provide protection
: ed as specified in Annex B.

techniques and the mitigation metrics employed shal m

chip
c

=

—| the cryptograpbic madule’shall [07.35] be covered with a tamper-evident coating (e.g. a tamper-evident passivation
material or,a tamper-evident material covering the passivation) or contained in a tamper-evident enclosure to deter
direct @bservation, probing, or manipulation of the module and to provide evidence of attempts to tamper with or
remove*the module.

SHCURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.36] apply to single-chip
cryptographic modules for Security Level 3:

— the module shall [07.37] be covered with a hard opaque tamper-evident coating (e.g. a hard opaque epoxy
covering the passivation),
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or

the enclosure shall [07.38] be implemented so that attempts at removal or penetration of the enclosure s
[07.39] have a high probability of causing serious damage to the cryptographic module (i.e. the module will
function).

hall

not

SH

In
ch

ref

SH

In
en

CURITY LEVEL 4

pddition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.40] apply’to sin
p cryptographic modules for Security Level 4:

the cryptographic module shall [07.41] be covered with a hard, opaque removal-resistant coating with hardr
and adhesion characteristics such that attempting to peel or pry the coating fro e module will have a

.3.2  Multiple-chip embedded cryptographic modules

hddition to the general security requirements specified in 7.7.2
bedded cryptographic modules.

CURITY LEVEL 1

novable cover shall [07.43] be used.
CURITY LEVEL 2

addition to the requirement for "Secuw owing requirements shall [07.44] apply to multiple-
bedded cryptographic mod i :

the module compo
resistant coating or ble

qvered with a tamper-evident coating or potting material (e.g. §

the enclosure includes any doors or removable covers, then the doors or covers shall [07.47] be locked with
resistant mechanical locks employing physical or logical keys or shall [07.48] be protected with tamper-evi
seals (e.g. evidence tape or holographic seals).

d|r t observation and to provide evidence of attempts to tamper with or

gle-

ess
nigh

ve a

chip

e or

chip

tch-

may

ick-
Hent

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.49] apply to multiple-
chip embedded cryptographic modules for Security Level 3.
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the multiple-chip embodiment of the circuitry within the cryptographic module shall [07.50] be covered with a hard

coating or potting material (e.g. a hard epoxy material),

or

SH

ch

7.4

In
stg

SH

TH
thd

SH

SH

In
ch

the module shall [07.51] be contained within a strong enclosure such that attempts at removal or penetration o

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not functior)]

CURITY LEVEL 4

addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.52}.apply to mult
p embedded cryptographic modules for Security Level 4:

the module components shall [07.53] be within a strong or hard conformal.or non=sghformal enclosure.

enclosure shall [07.54] be encapsulated by a tamper detection envelope (e.g{a fle ar printed circuit w
serpentine geometric pattern of conductors or a wire-wound package or ble\ brittle circuit or a st

the module shall [07.56] contain tamper response and zeroisati®
the tamper detection envelope and, upon the detection o
unprotected SSPs. The tamper response circuitry shall wopera ional when unprotected SSPs
contained within the cryptographic module.

3.3 Multiple-chip standalone cryptogr&p

nddition to the general security requirements spet
ndalone cryptographic modules.

CURITY LEVEL 1
e cryptographic module shg
t may include doors orjm
CURITY LEVEL 2

addition to the requw
ndalone cryptograpt

if the enclgs phic module includes any doors or removable covers, then the doors or covers g
[07.62] be istant mechanical locks employing physical or logical keys or shall [07.63]

protected with-tamper-evident seals (e.g. evidence tape or holographic seals).
CURITY LEVEL 3

addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.64] apply to mult
p,standalone cryptographic modules for Security Level 3:

the

ple-

The
th a
ong
ing,

hitor
all
are

chip

sure

chip

hall

ple-

— the module shall [07.65] be contained within a strong enclosure such that attempts at removal or penetration of the
enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.66] apply to multiple-
chip standalone cryptographic modules for Security Level 4:

— the enclosure of the cryptographic module shall [07.67] contain a tamper detection envelope that use tamper
detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect switches, permanent

7.4

Th
De
erf
md
e
or

>

Fo
un
fai

[07.

¢}
>

[7.4 Environmental failure protection/testing

magnetic_actuators, eic.), motion deteciors (e.g. ulrasonic, mirared, of microwave), or other tamper deieq
mechanisms as described in 7.7.3.2 Security Level 4. The tamper detection mechanisms shall [07.68] respon
attacks such as cutting, drilling, milling, grinding, burning, melting, or dissolving to an extent sufficient for,acces
SSPs; and

the cryptographic module shall [07.69] contain tamper response and zeroisation capability-that shall [07
continuously monitor the tamper detection envelope and, upon the detection of tampering, shall [07
immediately zeroise all unprotected SSPs. The tamper response and zeroisatio abilitylshall [07.72] ref]
operational when unprotected SSPs are contained within the cryptographic modul

4.1 Environmental failure protection/testing general requiremerits
e electronic devices and circuitry are designed to operate within~a pg ange)of environmental conditi
liberate or accidental excursions outside the specified normal Zge and temperature can ca

atic operation or failure of the electronic devices or circuitry
duIe Reasonable assurance that the secunty of a cry

isg the security of the cryptogral
gnnot be compromised by extr
mental failure protection (EFP) feat

4.2 Environmental faily

vironmental failure p
vironmental conditions (@

bability shall 07 17 e|ther.
shutdown, the module to prevent further operation,

Or.

tion
d to
5ing

.70]
.71]

hain

itipns.

use
phic
bme
ires

I Security Levels 1 and 2 a module is not reqtii » environmental failure protection (EFP) featureg or
Hergo environmental failure testing (EFT). A Se ' B odule shall [07.73] either employ environmgntal
ure protection (EFP) features or , i esting (EFT). At Security Level 4, a module ghall
[.74] employ environmental fail

sual
can

are

tion

H | H Il 4 tocl QD
mmrneuialcly ZTTUIST dil UTTYTUITLITU O o o,

7.7.4.3 Environmental failure testing procedures

Environmental failure testing (EFT) shall [07.78] involve a combination of analysis, simulation, and testing of a
cryptographic module to provide reasonable assurance that the environmental conditions (accidental or induced) when
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outside the module's normal operating ranges for temperature and voltage will not compromise the security of the
module.

EFT shall [07.79] demonstrate that, if the operating temperature or voltage falls outside the normal operating range of
the module resulting in a failure , at no time shall [07.80] the security of the cryptographic module be compromised.

Th
to

im
hig
Sq

Fahrenheit); however, the test shall [07.83] be interrupted as soon as either (1) the module is 'shutdown to pre

fur
Te|

ph

Th
to
un
a
un

7.9

Nagn-

thd
ad

Th
teg

Ndgn-

arg

Ndgn-

ard
Th
SH
Fo
mq

thd

SH

e temperature range to be tested shall [07.81] be from a temperature within the normal operating temperature’rg
the lowest (i.e. coldest) temperature that either (1) shutdown the module to prevent further operatioh of
mediately zeroise all unprotected SSPs; and from a temperature within the normal operating temperature range tg
hest (i.e. hottest) temperature that either (1) shuts down or goes into an error state or (2) zeroises all unprote
Ps. The temperature range to be tested shall [07.82] be from - 100° to + 200° Celsius (-.150° to + 4(
ther operation, (2) all unprotected SSPs are immediately zeroised or (3) the smedule renters a failure s
mperature shall [07.84] be monitored internally at the sensitive components and
ysical boundary of the module.

brotected SSPs.

Non-invasive security

s subclause is not applicable
hniques to protect the module’s

dule’'s CSPs+rom the non‘invasive attacks referenced in Annex F. Documentation shall [08.05] include evidend
effectiveness of each of the attack mitigation techniques.

CURITY LEVEL 3

nge
(2
the
Cted
0°
vent
ate.
the

dnge

5 all

de to

5 all

SPs
ainst

gtion

that

that

the
e of

In addition to the requirements for Security Levels 1 and 2, for Security Level 3, the cryptographic module shall [08.06
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 3 as referenced in Annex F.

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1 and 2, for Security Level 4, the cryptographic module shall [08.07
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 4 as referenced in Annex F.

7.9 Sensitive security parameter management

7.9.1 Sensitive security parameter management general requirements

Sensitive Security Parameters (SSPs) consist of Critical Security Parameters (CSPs) and Public Security.Params
(PEPs). The security requirements for SSP management encompass the entire lifecycle of SSPs employed by
madule. SSP management includes random bit generators (RBGs), SSP generation, SSP establishment,
enfry/output, SSP storage, and unprotected SSP zeroisation.

Encrypted CSPs refer to CSPs that are encrypted using an approved security functio SRs~encrypted or obfusc
us|ng non-approved security functions are considered unprotected plaintext wighi pe of this Internati
Standard.

CYPs shall [09.01] be protected within the module from unauthorised acce

supstitution.

PYPs shall [09.02] be protected within the module against unauthorised

A module shall [09.03] associate an SSP which is generated, ¢

pe

H3
as

Th

A module may;generate S

Cd
se
of

.3 Sensitive sg

r'son, group, role, or process) to which the SSP is assigned

sh values of passwords, RBG state informa
CSPs.

nex C.

AN approved security fur

entropy is collecte

ropy input sh .

arameter generation
internally or they may be derived from SSPs entered into the module.
mpromising the security of the SSP generation method which uses the output of an approved RBG (e.g. guessing

bd valte to initialise the deterministic RBG) shall [09.08] require at least as many operations as determining the v
he"generated SSP.

ters
the
S5SP

ated
bnal

and

—~

.e.

bred

din

an

this

the
alue

SSPs generated by the module from either the output of an approved RBG or derived from an SSP entered into the
module and used by an approved security function or SSP establishment method shall [09.09] be generated using an
approved SSP generation method listed in Annex D.
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9.4 Sensitive security parameter establishment

SSP establishment may consist of

automated SSP transport or SSP agreement methods or

—| manual SSP entry or output via direct or electronic methods.
Automated SSP establishment shall [09.10] use an approved method listed in Annex D. Manual $SP
esfablishment shall [09.11] meet the requirements of 7.9.5.
7.0.5 Sensitive security parameter entry and output
SYPs may be manually entered into or output from a module either directly (e.g. enjexed via@keyboard or number pad,
or putput via a visual display) or electronically (e.g. via a smart card/tokens, PC cafd, oth&f. & key loading deyvice,
or the module operating system). If SSPs are manually entered into or output try or output ghall
09.12] be through the defined HMI, SFMI, HFMI or HSMI (7.3.2) interfaces.
All] cryptographically protected SSPs, entered into or output from the rall be encrypted using an
approved security function.
For directly entered SSPs, the entered values may be temporz visual verification and to impfove
acguracy. If encrypted SSPs are directly entered into the ritext values of the SSPs shall |not
09.14] be displayed. Directly entered (plaintext or encrypted) be verified during entry into a mofule
forjaccuracy using the conditional manual entry{est [
To| prevent the inadvertent output of sensitive informatio : pendent internal actions shall [09.16] be requirgd in
order to output any plaintext CSP. These two independentinte actions shall [09.17] be dedicated to mediating the
oufput of the CSPs.
Fof electronic entry or output vi 10Q; CSPs)Xey components and authentication data shall [09.18] be
engrypted.
Manually entered PSPs
SHCURITY LEVELS 1 A
Plaintext CSPs, key authentication data may be entered and output via physical port(s) and logical
interface(s) shared pts and logical interfaces of the cryptographic module.
For software tware components of a hybrid software module, CSPs, key components [and
aufhentication data-® : ed into or output in either encrypted or plaintext form provided that the CSPs,|key
components andr.authentication data shall [09.19] be maintained within the operational environment and meet| the
requirements af~.6.3.
SHCURITY. LEVEL 3
In pddition to Security Levels 1 and 2, for Security Level 3, CSPs, key components and authentication data shall [09.20]
be entered into or output from the module either encrypted or by a trusted channel.

CSPs which are plaintext secret and private cryptographic keys shall [09.21] be entered into or output from the module
using split knowledge procedures using a trusted channel.
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If the module employs split knowledge procedures, the module shall [09.22] employ separate identity-based operator
authentication for entering or outputting each key component, and at least two key components shall [09.23] be
required to reconstruct the original cryptographic key.

SECURITY LEVEL 4
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P.7 Sensitive security parameter zeroisation

addition to Security Level 3, for Security Level 4 the module shall [09.24] employ multi-factor separate identity-be
brator authentication for entering or outputting each key component.

P.6 Sensitive security parameter storage

Ps stored within a module may be stored either in plaintext or encrypted form. A module shal’[09.25] assoq
bry SSP stored within the module with the entity (e.g. operator, role, or process) to whichthe SSP'is assigned.

cess to plaintext CSPs by unauthorised operators shall [09.26] be prohibited. .k PSPs by unauthor
brators shall [09.27] be prohibited.

bded for future use.
eroised SSP shall [09.29] not be retrievable ¢
cept at security level 4, zeroisation of protecte

tected within an additional embedded validatee
required.

rameters used solely f<>e f
CURITY LEVEL 1

e cryptographicmodule shall [09.30] perform the zeroisation of unprotected SSPs (e.g. overwriting with all zeros
ones or with fandom data). Zeroisation shall [09.31] exclude the overwriting of an unprotected SSP with another
brotected, SSP. Temporary SSPs shall [09.32] be zeroised when they are no longer needed. The module shall
.33] provide an output status indication when the zeroisation is complete.

CURITY LEVEL 4

1sed
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ule.
hger

cally
) is
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the

In addition to the requirements of Security Levels 2, and 3, the following requirements shall [09.34] be met:

the zeroisation shall [09.35] be immediate and non-interruptible and shall [09.36] occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and the actual

zeroisation completed; and
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all SSPs shall [09.37] be zeroised whether plaintext or cryptographically protected, such that the modul
returned to the factory state.

7.10 Self-tests
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10.1 Self-test general requirements

pugh E for each approved security function, SSP establishn

Cryptographic module may perform other pré
beified in this International Standard.

.12] maintain an error log that is accessible by an authorised operat

¢ information, at a minimum, the most recent error event (i.e. which
t failed).
e documentat YUire specified in A.2.10 shall [10.14] be provided.
0.2.1 Preroperational self-test general requirements

e pre-operational self-tests shall [10.15] be performed and passed successfully by a cryptographic module betw
time a cryptographic module is powered on or instantiated (after being powered off, reset, rebooted, cold-S

yptographic module pre-operational and conditional self-tests provides the operator assurance that faults-have| not
en introduced that would prevent the module's correct operation. All self-tests shall [10.01] be performed, |and
ermination of pass or fail shall [10.02] be made by the module, without external controls, externally>provided ipput
t vectors, expected output results, or operator intervention or whether the module will operate in anyapproved or non-
broved mode.

e pre-operational self-tests shall [10.03] be performed and passed successfully™Q 3¢ module providing|any
a output via the data output interface.

nditional self-tests shall [10.04] be performed when an applicable security invoked (i.e. seclrity
ctions for which self-tests are required).

self-tests identified in underlying algorithmic standards (Annexes™C 10.05] be implemented as
blicable within the cryptographic module. All self-tests identitied ™ I invlieu of those specified in|the
Herlying algorithmic standards (Annexes C through E) sha [ s C

brror
5 or

test
self-
citly

pr of
self-

een
tart,

[0]0)

wer Interruption, etc.) and before the module Ttransitons 1o the operational state.

A cryptographic module shall [10.16] perform the following pre-operational self-tests, as applicable:

pre-operational software/firmware integrity test;

pre-operational bypass test; and
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pre-operational critical functions test.

7.10.2.2 Pre-operational software/firmware integrity test

All software and firmware components within the cryptographic boundary shall [10.17] be verified using an approved
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7.3

furn

tware/firmware integrity test shall [10.18] fail. The pre-operational software/firmware integrity test is not require
y software or firmware excluded from the security requirements of this International Standard or for anyrexecut
e stored in non-reconfigurable memory.

. hardware module does not contain either software or firmware, the module shall [10.19], at a minimum, implern
b cryptographic algorithm self-test as specified in 7.10.3.2 as a pre-operational self-test.

cryptographic algorithm that is used to perform the approved integrity for the pre-operati

hnique
tware/firmware test shall [10.20] first pass the cryptographic algorithm self-tes ifiédN

ifiéd

0.2.3 Pre-operational bypass test

ere may be other security fun
ted as a pre-operational tes

10.3 Conditional self-tests

bgrity technique or EDC satisfying the requirements defined in 7.5. If the verification fails, the pre-operatipnal

for
able

hent

bnal

n of

the

ass

the

| be
sted.

A cryptographic algorithm self-test may be a known-answer test, a comparison test or a fault-detection test.

A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu of random
bits) which are operated on by the cryptographic algorithm to generate a result. The result is compared to the known
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expected output result. If the calculated output does not equal the known answer, the cryptographic algorithm known-
answer self-test shall [10.28] fail.

An algorithm self-test shall [10.29] at a minimum use the smallest approved key length, modulus size, DSA prime, or
curves as appropriate that is supported by the module.

If an algorithm specifies multiple modes (e.g. ECB, CBC, etc), at a minimum, one mode shall [10.30] be selected fof the
self-test that is supported by the module or as specified by the validation authority.

Examples of known-answer tests:

—| One-way functions: Input test vector(s) generate output which shall [10.31] be identical to"expected output (e.g.

key

, iff the

A ¢ \ grated within the cryptographic
aldorithm implementation, if a fault is detected, the cryptographij ) ion self-test shall [10.34] fail.

7.10.3.3 Conditional pair-wise consistency 1&

If a cryptographic module generates public or priva a pai g’consistency test shall [10.35] be performed
for| every generated public and private key pair @ \.in Annexes C through E for the applicable cryptographic

aldorithm.

7.10.3.4 Conditional software/fi

If & cryptographic module has | v Dl adi oftware or firmware from an external source, then the folloying

requirements in additio

— the

— e or

— oad
hils.

7.10.3.5 _Conditional manual entry test

If 5SPs or key components are manually entered dlrectly into a cryptographlc module or if error on the part of| the

[10.42] be performed

— the SSP or key components shall [10.43] have an error detection code (EDC) applied, or shall [10.44] be entered
using duplicate entries.
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If an EDC is used, the EDC shall [10.45] be at least 16 bits in length. If the EDC cannot be verified, or the duplicate
entries do not match, the test shall [10.46] fail.

7.10.3.6 Conditional bypass test

If & cryptographic module implements a bypass capability where the services may be provided without cryptogr?hic

processing (e.g. transferring plaintext through the module), then the following suite of bypass tests shall [10:47] be
pefformed to ensure that a single point of failure of module components will not result in the unintentional“eutput of
plgintext.

A ¢ryptographic module shall [10.48] test for the correct operation of the services providing cryptegraphic processing
when a switch takes place between an exclusive bypass service and an exclusive cryptographic service.

If & cryptographic module can automatically alternate between a bypass service and ding
sofne services with cryptographic processing and some services without ¢ ) i the
madule shall [10.49] test for the correct operation of the services providifg the
mechanism governing the switching procedure is modified (e.g. an IP address source(destinat

[10.50] verify the integrity of the governing information through an app g
madification of the governing information, and shall [10.51] generate-a ity

te¢hnique immediately following the modification..

7.10.3.7 Conditional critical functions test

There may be other security functions critical to a/cryptographic module that shall [10.52] be

tedted as a conditional self-test.

7.10.3.8 Periodic self-tests

SHCURITY LEVELS 1 AND 2

5" to initiate the pre-operational or conditional self-tests on demnand
ns for the on-demand initiation of periodic self-tests are: prov|ded

A ¢ryptographic module sh.
for| periodic testing of the
sefvice, resetting, rebootiy

SHCURITY LEVEL

In jaddition to tk JUN ents at\Security Levels 1 and 2, the module shall [10.54] repeatedly upon a defined {ime
pefiod automatica external input or control, perform the pre-operational or conditional self-tests. The {ime

pefiod and any conditiens thatmay result in the interruption of the module’s operations during the time to repeat the |pre-
operational or_cenditionahsglfi<tests shall [10.55] be specified in the security policy (Annex B) (e.g. If the module is
pefforming mission critical services that can’t be interrupted and the time period is passed for the initiation of the |pre-
opgrationalself-tests; the self-tests may be deferred after the time period is passed again.).

7.11CLife-cycle assurance

7.11.1Life-cycle assurance general requirements
Life-cycle assurance refers to the use of best practices by the vendor of a cryptographic module during the design,

development, operation and end of life of a cryptographic module, providing assurance that the module is properly
designed, developed, tested, configured, delivered, installed and disposed, and that the proper operator guidance
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documentation is provided. Security requirements are specified for configuration management, design, finite state model,
development, testing, delivery and operation, and guidance documentation.

The documentation requirements specified in A.2.11 shall [11.01] be provided.
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11.2 Configuration management

nfiguration management specifies the requirements for a configuration management system implemented
ptographic module vendor, providing assurance that the integrity of the cryptographic module is_lpreserved
uiring discipline and control in the processes of refinement and modification of the cryptographic modate and rel

and provide change traceability for, the cryptographic module and related documentation.

CURITY LEVELS 1 AND 2

e following security requirements shall [11.02] apply to cryptographic modul

a configuration management system shall [11.03] be used for the {evelopk ‘ yptographic module
module components within the cryptographic boundary, and of assgeiated modtie dQcu i

£ operation.of a cryptographic module shall [11.08] be specified using a Finite State Model (or equiva
resented’by a state transition diagram and a state transition table and state descriptions. The FSM shall [11.09] be
ficiently—detailed to demonstrate that the cryptographic module complies with all of the requirements of
ernational Standard.

y a
by
ted

Cumentation. A configuration management system is put in place to prevent accidental or unautherised modificatjons

and

vare
ted

5ion

J an

nis
ded

ent)

this

Power on/off state. A state in which the module is powered off, placed in standby mode (volatile memory
maintained), or the operational state preserved in non-volatile memory (e.g. hibernation mode) and in which primary,
secondary, or backup power is applied to the module. This state may distinguish between power sources being
applied to a cryptographic module. For a software module, power on is the action of spawning an executable image

of the cryptographic module.
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General initialisation state: A state in which the cryptographic module is undergoing initializing before the module

transitions to the approved state.

Crypto Officer State: a state in which the Crypto Officer services are performed (e.g. cryptographic initialisation,

secure administration, and key management).

Ea
[1]

CH

A

7.
thd
va
im
SH

Th

CSP entry state: a state for entering the CSPs into the cryptographic module.

User state: (if a User role is implemented): a state in which authorised users obtain security services, peri
cryptographic operations, or perform other approved functions.

Approved state: a state in which approved security functions are performed.

Self-test state: a state in which the cryptographic module is performing self-tests

may be one or more error conditions that result in a single module error s

of the cryptographic module.

ch distinct cryptographic module service, security function
|.12] be depicted as a separate state.

Quiescent state:
hibernation).

11.5 Development
broper developme

module functiona
idated crypta i
ryptographic
CURITY LEVEL 1

e following requirements shall [11.14] apply to cryptographic modules for Security Level 1:

orm

Error state: a state when the cryptographic module has encountered an errg iti . iled a self-test). There

that indicate an equipment malfunction and that may require mainteQance ice O ) phic
module, or recoverable "soft" errors that may require initialisation o i ‘ Brror

pair

hall

the

s to
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n of
the

+E + e ] ot £+ £ +la ol ] £ +la H
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compiler versions and compiler options, the linker and linker options, the runtime libraries and runtime lib

ers,
rary

settings, configuration settings, build processes and methods, the build options, environmental variables and all
other resources used to compile and link the source code into an executable form shall [11.15] be tracked using

the configuration management system;
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if a cryptographic module contains software or firmware, the source codes shall [11.16] be annotated with

comments that depict the correspondence of the software or firmware to the design of the module;

if a cryptographic module contains hardware, documentation shall [11.17] specify the schematics and/or Hardware

Description Language (HDL), as applicable;
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Y

if a cryptographic module contains hardware, the HDL shall [11.18] be annotated with comments that dépiet
correspondence of the hardware to the design of the module;

for software and firmware cryptographic modules and the software or firmware component of a hybrid'module:

— the result of the integrity and authentication technique mechanisms specified in 7.5 and~/,10 shall [11.19]

calculated and integrated into the software or firmware module by the vendor daring the'maédule developme

— the cryptographic module documentation shall [11.20] specify the compi¢
to compile the source code into an executable form; and

, configuation settings and meth
— the cryptographic module shall [11.21] be developed using ! de development tools
compilers).
CURITY LEVELS 2 AND 3

addition to the requirements for Security Level 1, the fo
dules for Security Levels 2 and 3:

all software or firmware shall [11.23]
rationale shall [11.24] be provided for the

custom integrated circuits witKj aphi le sII 11.25] be implemented using a high-level Hardy
ilog); and

all software or firm S
parameters or sym ary fox thexpoddle’s functionality and execution.

CURITY LEVEL 4
addition to the requitenets acurity Levels 1, 2 and 3, the following requirement shall [11.27] appl
ptographic modul :

for each cryptogra hardware and software component, the documentation shall [11.28] be annot
- i ) the pre-conditions required upon entry into each module component, function,

module eomponent, function, and procedure is complete. The pre-conditions and post-conditions may be spec
using_‘any notation that is sufficiently detailed to completely and unambiguously explain the behavior of
cryptegraphic module component, function, and procedure.

the
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This clause specifies the requirements for vendor testing of the cryptographic module, including testing of the security
functionality implemented in the cryptographic module, providing assurance that the cryptographic module behaves in
accordance with the module security policy and functional specifications.

SECURITY LEVELS 1 AND 2
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For Security Levels 1 and 2, documentation shall [11.29] specify the functional testing performed on the cryptographic
module.

For software or firmware cryptographic modules and the software or firmware component of a hybrid module, the
vendor shall [11.30] use automated security diagnostic tools (e.g. detect buffer overflow).
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CURITY LEVELS 3 AND 4

pddition to the requirements for Security Levels 1 and 2, documentation shall [11.31] specify the procedures for
results of low-level testing performed on the cryptographic module.

11.7 Delivery and operation

s clause specifies the security requirements for the secure delivery, installatioq
dule, providing assurance that the module is securely delivered to authofised o

artup of a cryptogra
and is installed
CURITY LEVEL 1

I Security Level 1, documentation shall [11.32] specify the pro¢
rtup of the cryptographic module.

CURITY LEVELS 2 AND 3
addition to the requirement of Security Le
intaining security while distributing, installati
horised operators. The procedures shall

CURITY LEVEL 4

addition to the requirement

Brator to be authenticaff b
11.8 End of life

and 3, the procedures shall [11.35] require the author|
erator specific authentication data provided by the vendor.

ther use by the operator.

CURITY LE

I Security Level documentation shall [11.36] specify the procedures for secure sanitization of
ptographic module. Sarjtization is the process of removing sensitive information (e.g. SSPs, user data, etc.) from

dule, so that'it may either be distributed to other operators or disposed.

CURIFY LEVELS 3 AND 4

and

phic
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and

for
P to
and

sed

for

the
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In

ddition to the requirement of Security | evels 1 and 2 _documentation shall [11.37] specify the pracedures req

ired

for

7.

the secure destruction of the module.

11.9 Guidance documents

The requirements in this clause are intended to ensure that all entities using the cryptographic module have adequate
guidance and procedures to administer and use the module in an approved mode of operation.
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Guidance documentation consists of administrator and non-administrator guidance.

Administrator guidance shall [11.38] specify:

Ngn-administrator guidance shall [11.39] specify:

7.12 Mitigation of other attacks
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the administrative functions, security events, security parameters (and parameter values, as appropriate), physical

ports, and logical interfaces of the cryptographic module available to the Crypto Officer and/or other administra
roles;

procedures required to keep operator authentication data and mechanisms functionally independent;
procedures on how to administer the cryptographic module in an approved mode of operation; and

assumptions regarding User behavior that are relevant to the secure operation of the ptographic module.

dule type, implementation, and implements [ . tacks may be of particular concern
ptographic modules implemented in hostile enWgonment . attackers may be the authorised operd
the module). These attacks generally rely onrthe analysis _of information obtained from sources that are physi
ernal to the module. tertnine some knowledge about the CSPs within

ptographic module.
e documentation requireme

CURITY LEVELS 1, D3

CURITY LEY

addition to the ey
ptographic maedules fo

ents for Security Levels 1, 2 and 3, the following requirement shall [12.03] appl
eurity Levels 4:

If the-mitigation of specific attacks not defined elsewhere in this International Standard is clair
documentation shall [12.04] specify the methods used to mitigate the attacks and the methods to test
efféctiveness of mitigation techniques.
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Annex A
(normative)

Documentation requirements

Th
u

>

/L Purpose

P ltems

.R.1 General

.2.2 Cryptographic module specification

s annex specifies the minimum documentation which shall [A.01] be required for ptographic module that
dergo an independent verification scheme.

general documentation requirements specified.

Specification of the module type (hardwa
(Security Levels 1, 2, 3 and 4)

prid software or hybrid firmware mod

pponents of the cryptographic module, and descriptio
$1,2,3and4)

Specification of har e i : mponents of the cryptographic module that are excluded from
security requirementsvof thi , i dard and an explanation of the rationale for the exclusion. (Sec

Levels 1, 2, 3 and 4)

Ranual ox logical controls of a cryptographic module, physical or logical status indicators,
applicable physicaljlogical, and electrical characteristics. (Security Levels 1, 2, 3 and 4)

Specification.of all
module and-specificatior of all modes of operation, both approved and non-approved. (Security Levels 1, 2, 3
4)

Block diagram depicting all of the major hardware components of a cryptographic module and compo

ile).

n of

the
urity

H

and

ecurjty functions, both approved and non-approved, that are employed by a cryptographic

and

hent

interconnections, including any microprocessors, input/output buffers, plaintext/ciphertext buffers, control buf

ers,

key storage, working memory, and program memory. (Security Levels 1, 2, 3 and 4)

Specification of the design of the hardware, software and firmware of a cryptographic module. (Security Levels 1, 2,

3 and 4)
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