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Foreword

ISO (the
Commis

International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take pa

tin the work

The pro
describe
the diffd
editoria

Attention is drawn to the possibility that some of the elements of this document may be the subjedt

of pater]
rights. I
Introdu
list of p4

For an

express
World T
iso/fore

cedures used to develop this document and those intended for its further maintenance| atie
d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
rent types of document should be noted. This document was drafted in accordance-with thie
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying any or all such patert
etails of any patent rights identified during the development of the document will be in thie
tion and/or on the ISO list of patent declarations received (see www.iso:0Tg/patents) or the IEC
tent declarations received (see http://patents.iec.ch).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org|/
vord.html.

This do
Subcom

This thi
technicd

The maipn changes compared to the previous edition are as follows:

— Voc

— Spe
new
Self]

— Incl
forn

fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 37, Biometrics.

rd edition cancels and replaces thessecond edition (ISO/IEC 19785-3:2015), which has bee
lly revised.

—

hbulary and technical updates and corrections.

cification of new CBEEF patron formats for BioAPI 2.0, Presentation Attack Detection (PAD
TLV-encoded patron’format for ICCs or other tokens (with explicit tag allocation authority), an
identifying Tag=oriented simple and complex BIRs.

(SRS

1sion of conformance requirements in Annex B and coding specifications for tagged patro
hats, such.as TLV, XML, and JSON in Annex C.

—

— Son]

AnnexD (however, for legacy reasons, the technical content of the TLV-encoded patron format for use

e téchnical comments and clarifications on the Clause 11 patron format are introduced withip

with smartcards or other tokens [with implicit tag allocation authority] in Clause 11, is presented as
it was originally published in ISO/IEC 19785-3:2007).

— The

permitted values for CBEFF_BDB_biometric_type and CBEFF_BDB_biometric_subtype have

been harmonized across all patron formats (except for Clause 11, which is preserved for legacy
reasons), using the common CBEFF-DATA-ELEMENTS definitions in 6.2.

— The

CBEFF _version for the patron formats has been increased to (major 4, minor 0) to support newly

defined CBEFF_BDB_biometric_type values from ISO/IEC 19785-1 (including Body Photography,
Friction Ridge, and Thermal).

Alist of all parts in the ISO/IEC 19785 series can be found on the ISO website.

viii
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Biometric-based authentication systems and applications are expected to support multiple biometric
devices and multiple biometric data formats. The Common Biometric Exchange Formats Framework
(CBEFF) promotes interoperability of biometric-based application programmes and systems developed
by different vendors by facilitating biometric data interchange.

ISO/IEC 19785-1 defines the following items that enable standardized biometric data interchange:

a)

b)

f)

g)

h)

a3-
iy
2)
3)
vari
1
2)

3)
a S€|

usin

mor
des

the
whi

the

witlh the Biometric Registration.Authority (BRA) and declared its intention to define CBEFF patro

forn

the

orgs
patr
orgs

part standardized Structure for biometric information records { BIRS) CONsisting of:
standardized biometric headers (SBHs),

biometric data blocks (BDBs, which may be standardized or proprietary), and
optional security blocks (SBs);

ations of the 3-part structure to support BIRs containing:

only one SBH, at least one or more BDBs and possibly one SB (simple CBEFF BIRs),

only one self-identifying SBH, at least one or more BDB and possibly one SB (self-identifying
simple CBEFF BIRs), and

more than one BDB along with some number of SBHs nec€ssary to encode the BIR’s structure
and some number of SBs (complex CBEFF BIRs, multiple‘CBEFF BIRs).

|f-identifying concept, which may be applied to any*variation of the 3-part structure for BIRS,
g the ‘SBIR’ field as defined in ISO/IEC 19785-1;

e than 40 data elements and their associated*abstract values that can be used in an SBH tp
ribe attributes of a BDB within a BIR, as weéllas attributes of the BIR itself;

concept of a CBEFF patron format (but ISO/IEC 19785-1 does not itself define any patron formats),
Ch is a detailed specification of the structure and content of a particular, standardized BIR;

jom

concept of a CBEFF patron, which is a recognized standards organization that has registere

-

hat specifications;

concept of the BRA{ which is the mechanism by which unique identifiers are assigned t
inizations (standatrds organizations, vendors and others) that create BDB formats and CBEF
on formats (ISOZIEC 19785-2 defines the identification scheme for biometric objects an
inizations registered by the BRA);

=}

[ ]

CBHFF dataelements [see c) above] that support, within the SBH, the unique identifiers assigned
by the BRAfor biometric organizations, BDB formats, biometric products, capture devices, featur
extijaction algorithms, comparison algorithms, quality algorithms, compression algorithms, PA
medhanisms, patron formats (self-identifying or not), and SB formats.

O

Patron formats can be specified in other standards documents and registered with the BRA (see
ISO/IEC 19785-2). For example, there is a registered patron format specified in ISO/IEC 19785-1. For a
complete list of registered patron formats, consult the CBEFF Biometric Registration Authority website.

This document specifies a number of CBEFF patron formats that are considered to be of general utility
in a variety of domains of use. Additional ISO/IEC JTC 1/SC 37 patron format specifications may be
published as new clauses in future amendments to this document, or in other ISO/IEC JTC 1/SC 37
International Standards.

The CBEFF patron format type unambiguously identifies the CBEFF patron format within the scope of
the CBEFF patron format owner. The CBEFF patron format type is unambiguous within the scope of an
ASN.1 Object Identifier (see ISO/IEC 9834-1) that identifies the BRA (see ISO/IEC 19785-2). That ASN.1

X
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Object Identifier (OID) is itself globally unambiguous within the scope of all ASN.1 OIDs, which
widely used global namespace.

forms a

NOTE ASN.1 OIDs are used by ITU-T, ITU-R, the UPU and many ISO and IEC Standards, to identify some
IETF MIME types and for many other purposes. (These acronyms have not been spelled out, as the precise

identification of these organizations is not relevant to this document.)

The combination of the BRA OID, the CBEFF patron format owner, and the CBEFF patron format type
forms a larger ASN.1 OID that provides an unambiguous identification of the CBEFF patron format. This
document specifies, for each CBEFF patron format that it defines, the ASN.1 OID that unambiguously

iflentifies tThat CBEFF patron format.

/e

lauses 16 and onwards.

ncoded patron format for use with smartcards or other tokens (with implicit tag allocation ay

pdates and technical comments introduced in Annex D). New implementations should use the
hg allocation authority alternative provided by the patron format includéd in Clause 19.

- — = @ —

New implementations should make use of the tag-oriented CBEFF version 4.0 patron formats, i.e.

[ is also important to note that, for legacy reasons, the technical content of patron-format type 5, TLV-

thority)

h Clause 11, is presented as it was originally published in ISO/IEC 19785-3:2007 (with minor gditorial

explicit

© ISO/IEC 2020 - All rights reserved
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Information technology — Common Biometric Exchange
Formats Framework —

1 Scope

This document specifies and publishes registered Common Biometric ExchangeCFormats Framework
CBEFF) patron formats defined by the CBEFF patron ISO/IECJTC 1/SC 37, and spgcifies their registered
BEFF patron format types (see ISO/IEC 19785-1) and resulting full ASN.1 OIDs:

[an Wasn)

2 Normative references

o |

he following documents are referred to in the text in such a way that some or all of their| content
onstitutes requirements of this document. For dated references, only the edition cited applies. For
yndated references, the latest edition of the referenced doctiment (including any amendments)|applies.

Q

p—

50/1EC 2382-37, Information technology — Vocabulary =< Part 37: Biometrics

]

50/1EC 7816-11, Identification cards — Integrated ciycuit cards — Part 11: Personal verification|through
Hiometric methods

p—

50 8601 (all parts), Data and time — Represéntations for information interchange

]

5O/1EC 8825-1, Information technologi»==- ASN.1 encoding rules: Specification of Basic Encodijng Rules
BER), Canonical Encoding Rules (CER)and Distinguished Encoding Rules (DER) — Part 1:

—_— ~

50/1EC 8825-4, Information techhology — ASN.1 encoding rules: XML Encoding Rules (XER) — Part 4:

Y

50/1EC 10646, Information-technology — Universal coded character set (UCS)

]

50/1EC 19785-1, Information technology — Common Biometric Exchange Formats Framework + Part 1:
Data element specification

Yt

50/1EC 197852, Information technology — Common Biometric Exchange Formats Framework < Part 2:
iometric registration authority

— 3

50/1EC 24787, Information technology — Identification cards — On-card biometric comparison

Yt

50/1EC 30107-2, Information technology — Biometric presentation attack detection — Part 2: Datd formats

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and
[SO/IEC 19785-1 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2020 - All rights reserved 1
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3.1

biometric information template group
structure which allows two or more biometric information template instances to be nested

Note 1 to

entry: The construction and use of biometric information template group Data Objects both for on-card

and off-card biometric comparison are specified in ISO/IEC 7816-11.

3.2

Common Biometric Exchange Format Framework patron format structure type
CBEFF patron format structure type

indicatign of the CBEFF BIR structure used to define a given patron format, including whether the

structur

e is self-identifying

Note 1 tgentry: The possible structure types are defined in ISO/IEC 19785-1 and include:

— Simple CBEFF BIR;

— Complex CBEFF BIR;

— Multiple CBEFF BIR.

Note 2 tolentry: ISO/IEC 19785-1 allows one or more BDBs to be included in the Simple)CBEFF BIR structure typ¢.
However| unless otherwise indicated, all Simple CBEFF BIR structures defined il this document allow only [a
single BOB to be included.

3.3

TLV endoding

commoi] form of encoding (with many variants) in which every field in the encoding has an assignefd
type (or|tag) that is unambiguous in a certain context, a length determinant, and a value part that majy
contain further TLV components, nested to any depth

4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 19785-1 an(d
the following apply.

APDU application protocol datawnit, as defined in ISO/IEC 7816-4

ASN.1 Abstract Syntax Notatien One

BER-TLV Basic Encoding®ules - Tag Length Value

DO data object;as"defined in ISO/IEC 7816-4

ICC integrated circuit card, as defined in ISO/IEC 7816-4

JSON JavaScript Object Notation (as specified in RFC 8259 and in ISO/IEC 21778)

OID object identifier

PAD presentation attack detection

TLV type (or tag), length, and value

UTF-8 Unicode (or Universal Coded Character Set) Tranformation Format - 8-bit

XML eXtensible Markup Language

XSD XML Schema Definition

Ww3cC World Wide Web Consortium

2 © ISO/IEC 2020 - All rights reserved
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5 Conformance

Clauses 6 onwards of this document specify the encoding (semantics) that can form a valid ins
the CBEFF patron format that is defined in each clause, together with the ASN.1 OID.

020(E)

tance of

If an implementation claims that it supports and conforms to a CBEFF patron format defined in this

document, then it shall either be:

a) capable of generating at least one of the encodings specified for that CBEFF patron format,

J— capable of decoding (determining the semantics of) Or processing in any other way
specified for that CBEFF patron format.

= e

brmat defined in this document.

D

) ASN.1 type definitions for CBEFF data elements and abstraetvalues

.1 General

o

his clause specifies in 6.2 an ASN.1 module cBEFF-DATA-ELEMENTS-that defines types (see IT
.680 and ISO/IEC 8824-1) for each of the CBEFF data elements. Fhese type definitions are fully
Uith the abstract values of CBEFF data elements specified ity ISO/IEC 19785-1 (conforming t
ersion “major(4) minor(0)”), and do not in themselves-spéecify encodings of those abstrac
ncodings are determined by the patron formats specifiedin ASN.1 in this document.

g < <

Il patron formats listed within this document,that import definitions from the CBEH
LEMENTS {iso(1) standard(0) cbeff(19785) .fiodules(0) types-for-cbeff-data-elements(1)

oo T w w 0

any previous standard versions, even if the patron formats were initially defined in CBEFF v
Hefore 4.0.

Any technical changes to a patron format, including updates to supported CBEFF data eler
abstract values, will result in a new~major patron format version (this includes any technical
made by using definitions from 6.2). However, if the technical structure of the format or abstra
have not changed, then no major version change will occur.

o

.2 CBEFF data elements type definitions module

he following ASN.1 module can be retrieved from https://standards.iso.org/iso-iec/19785/-3,

or

ncoding

nnex B of this document specifies a patron format conformance statement (PFCS), for each patron

U-T Rec.
raligned
b CBEFF
F values.

F-DATA-
ASN.1

hodule utilize the definitions from subclause 6.2. Those patron formats do not use the definitigns from

brsion(s)

hents or
changes
tt values

ed-3/en.

he ASN.1 datacelement definitions listed in this section form a library, which can be reference
atron formatusing the ASN.1 IMPORT method.

BEFF-DATA-ELEMENTS
iso (l)\standard(0) cbeff(19785) modules (0) types-for-cbeff-data-elements (1)}

=~ 0 o

d by any

FINITIONS
TOMATIC TAGS ::=
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are either basic data types (BDBCreationDate vs DATE-TIME),
or equal to other defined data types (e.g. Product vs. RegistryID):

*/
NO ENCRYPTION = false
ENCRYPTION = true.

NO INTEGRITY = false, INTEGRITY = true.

/* The following elements do not need an individual definition, as they

SuhheaderCount———=INEECER—{0—255}

BDHCreationDate ::= DATE-TIME

-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable
BDHRValidityPeriod ::= ValidityPeriod

BIRCreationDate ::= DATE-TIME

4- A patron format that uses this type shall specify
1- its encoding for noValueAvailable

Prqduct ::= RegistryID

PaffronFormat ::= RegistryID

BIRValidityPeriod ::= ValidityPeriod
BigmetricDataBlock ::= OCTET STRING

SBHormat ::= RegistryID

EncryptionOptions ::= BOOLEAN
--| NO ENCRYPTION = false,

ENCRYPTION = true.

IntegfkityOptions = BOOLEAN
-—| NO INTEGRITY = false, = ‘true.
BiomefkricType ::= INTEGER
{
nofValueAvailable (0),
mulltipleBiometricTypes (1),
fafe (2),
vofice (4),
finger (8),
irfis (16),
rekina (32),
hapdGeometry (64),
signatureSign (128),
keystroke (256) ,
lipMovement (512),
gafit (4096) ,
velin (8192),
an (16384),
ear (32768,
foot (65536) ,
scent (131072),
bodyPhotography (262144) ,
frictionRidge (524288) ,
thermal (1048576) ,
presentationAttackData (2097152) ,

} (0..16777215)

-- To include multiple biometric types in one instance of the
-- BiometricType field, use the bitwise OR of each of the values.
-- For example, for a BDB that will contain face and fingerprint

-- use BiometricType =

BiometricSubtype ::= INTEGER

{

multipleBiometricTypes + face + finger (11)
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noValueAvailable (0),
left (1),
right (2),
thumb (4),
leftThumb (5),
rightThumb (6),
index (8),
leftIndex (9),
rightIndex (10),
middle (16),
leftMiddle (17),
_ rightMiddle (18)
ring (32),
leftRing (33),
rightRing (34),
little (64),
leftLittle (65),
rightLittle (66),
palm (132),
leftPalm (133),
rightPalm (134),
backOfHand (136),
leftBackOfHand (137),
rightBackOfHand (138),
wrist (144),
leftWrist (145),
rightWrist (146),

ISO/IEC 19785-3:2020(E)

-- The following values are valid combinations
-- of biometric subtypes within a single byte‘field. The
-- values are the bitwise OR of other biomektric subtype values.

leftAndRight (3),
bothThumbs (7),
bothIndex (11),,
thumbIndex (12)
leftThumbIndex (13),
rightThumbIndex (14),
bothThumbIndex (15),
bothMiddle (19),
thumbMiddle (20),
leftThumbMiddle (21),
rightThumbMiddle (22),
bothThumbMiddle (23),
indexMiddle (24),
leftIndexMiddle (25),
rightIndexMiddle (26),
bothIndexMiddle (27),
thumbIndexMiddle (28),
leftThumbIndexMiddle (29),
rightThumbIndexMiddle (30),
bothThumbIndexMiddle (31),
bothRing (35),
thumbRing (36),
leftThumbRing (37),
rightThumbRing (38),
———beothThumbRing 39—
ringIndex (40),
leftRingIndex (41),
rightRingIndex (42),
bothRingIndex (43),
thumbIndexRing (44),
leftThumbIndexRing (45),
rightThumbIndexRing (46) ,
bothThumbIndexRing 47),
middleRing (48) ,
leftMiddleRing (49),
rightMiddleRing (50),
bothMiddleRing (51),
thumbMiddleRing (52),
leftThumbMiddleRing (53),
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rightThumbMiddleRing (54),
bothThumbMiddleRing (55),
indexMiddleRing (56),
leftIndexMiddleRing (57),
rightIndexMiddleRing (58),
bothIndexMiddleRing (59),
thumbIndexMiddleRing (60),
leftThumbIndexMiddleRing (6l),
rightThumbIndexMiddleRing (62),
bothThumbIndexMiddleRing (63),
bothLittle (67),
thpymbLittle (68)
leftThumbLittle (69),
rightThumbLittle (70),
bokhThumbLittle (71),
inflexLittle (72) ,
leftIndexLittle (73),
rightIndexLittle (74),
bokhIndexLittle (75) ,
thimbIndexLittle (76) ,
leftThumbIndexLittle (77),
rightThumbIndexLittle (78) ,
bokhThumbIndexLittle (79),
mifildleLittle (80),
leftMiddleLittle (81),
rightMiddleLittle (82),
bokhMiddleLittle (83),
thiumbMiddleLittle (84),
leftThumbMiddleLittle (85),
rightThumbMiddleLittle (86),
bokhThumbMiddleLittle (87),
inflexMiddleLittle (88),
leftIndexMiddleLittle (89),
rightIndexMiddleLittle (90),
bokhIndexMiddleLittle (91),
thiimbIndexMiddleLittle (92),
leftThumbIndexMiddleLittle (93),
rightThumbIndexMiddleLittle (94),
bokhThumbIndexMiddleLittle (95),
rihgLittle (96),
leftRingLittle (97) ,
rightRingLittle (98),
bofkhRingLittle (99),
thpmbRingLittle (100),
leftThumbRingLittle (101),
rightThumbRingLittle (102),
bofhThumbRingLittle (103),
inflexRingLittle (104),
leftIndexRingLittle (105),
rightIndexRingLittle (106),
bothIndexRinglirttle (107),
thpmbIndexRingLittle (108),
leftThumbIndexRingLittle (109),
rightThumbIndexRingLittle (110),
bokhThumbIndexRingLittle (111),
mifildleRingLittle (112),
leEtMiddIeRinghittie 313
rightMiddleRingLittle (114),
bothMiddleRingLittle (115),
thumbMiddleRingLittle (116),
leftThumbMiddleRingLittle (117),
rightThumbMiddleRingLittle (118),
bothThumbMiddleRingLittle (119),
indexMiddleRingLittle (120), -- four finger "slap"
leftIndexMiddleRingLittle (121),
rightIndexMiddleRingLittle (122),
bothIndexMiddleRingLittle (123),
allFingers (124),
leftAllFingers (125),
rightAllFingers (126),
bothAllFingers (127) , -- tenprint
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bothPalms (135),
bothBackOfHand (139),
palmBackOfHand (140),
leftPalmBackOfHand (141),
rightPalmBackOfHand (142),
bothPalmBackOfHand (143),
bothWrist (147),
palmWrist (148),
leftPalmWrist (149),
rightPalmWrist (150),
bothPalmWrist (151),
_ _backOfHandWrist (152)
leftBackOfHandWrist (153),
rightBackOfHandWrist (154),
bothBackOfHandWrist (155),
palmBackOfHandWrist (156) ,
leftPalmBackOfHandWrist (157),
rightPalmBackOfHandWrist (158),
bothPalmBackOfHandWrist (159)

} (0 .. 255)

-- For implementations that include multiple biometric subtypes

-- in a single BiometricSubtype byte field, only those combinations
-- listed above are defined. To specify combinations not defined

-- above, multiple instances of the BiometricSubtype figld\ are needed

ChallengeResponse ::= OCTET STRING (SIZE(0..65535))
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

BDBIndex ::= OCTET STRING (SIZE(0..65535))
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

ProcessedLevel ::= ENUMERATED

{
noValueAvailable (0),

raw (1),
intermediate (2),
processed (3)
}
Purpose ::= ENUMERATED
{
noValueAvailable (0Q);
verify ),
identify (2),
enrol (3),
enrolVerify (4),
enrolIdentify (5),
audit (6)
}
QualityNotSupported::= INTEGER (254)
NoValueAvailable: := INTEGER (255)

Quality::= INTEGER (0..100 | QualityNotSupported | NoValueAvailable )

—ConstructedOuatity—+=SEQUENCE
{

organization [0] INTEGER (0..65535),
id [1] INTEGER (0..65535),
score [2] Quality
}
BDBFormat ::= SEQUENCE
{
organization INTEGER (0..65535),
id INTEGER (0..65535)
}
RegistryID ::= SEQUENCE

{
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organization INTEGER (1..65535),

id INTEGER (1..65535)
-- id is a model number or an algorithm identifier, or anything
-- identifying a product line, but never a serial number

}

Creator ::= UTF8String
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

BIRIndex ::= OCTET STRING (SIZE(0..65535))
== A patron format that nses this type shall specify
- its encoding for noValueAvailable

Paylopd ::= OCTET STRING

-- A patron format that uses this type shall specify
- its encoding for noValueAvailable

ValidfityPeriod ::= SEQUENCE

{
nokValidBefore DATE-TIME OPTIONAL,

nofkValidAfter DATE-TIME OPTIONAL
}

Versipn ::= SEQUENCE

{
maljor INTEGER (0..255),

mihor INTEGER (0..255)

--hoValueAvailable is encoded by {major 0, minor 0}

}

END

7 Patron format specification: Simple bit-oriented patron format (deprecated)

7.1 Patron
ISO/IEC|JTC 1/SC 37

NOTE This patron format is deprecatéd.

7.2 Patron format owner

257 (01piHex). The BRA hds-allocated this identifier for ISO/IEC JTC 1/SC 37.

7.3 Patron format nrame

ISO/IEC| JTC 1/SC)37 simple bit-oriented patron format

7.4 P3tron format type

1 (0001Hex). This has been registered in accordance with ISO/IEC 19785-2.

7.5 ASN.1 OID for this patron format

{iso (1) registration-authority(l) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) simple-bit-oriented(1l)}

or, in XML value notation,

<0BJECT_IDENTIFIER>1.1.19785.0.257.1.1</OBJECT_IDENTIFIER>
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7.6 Domain of use

This patron format has been deprecated due to alack of adoption and technical issues with the definition
of the patron format (it is not clear how to specify the BDB format owner or the BDB format type).

This patron format defines minimum length simple BIRs that may be of general utility in domains of use
that wish to minimize data overhead in order to reduce storage or transfer bandwidth and processing

costs at the expense of information content.

BIRs coded with this patron format shall be simple BIRs, not containing SB, and being able to accept loss

o

f byte alignment.

s this patron format does not support the use of SB, CBEFF_BDB_encryption_options and
BEFF_BIR _integrity_options, are intrinsically considered set to, respectively, NO ENGRYPTION
O INTEGRITY.

o dian Wiar

(an)

nly a single BDB is permitted for each BIR of this patron format.

1.7 Version identifier

This patron format specification has a version identifier of (major 0,-minor 0).

7.8 CBEFF version

This specification conforms to CBEFF version (major 2, minor 0).

7.9 General

]

atron Format Structure Type: Simple CBEFF BIR without self-identification.

lause 7 defines a minimum simple bit-oriented patron format. The formal specification of tH
its-on-the-line for this patron format is provided by a reference to the ASN.1 encoding rules.

he simple bit-oriented patron formatis formally defined as the unaligned variant of the ASN.]
ncoding rules (ASN.1 PER) defined in ISO/IEC 8825-2, applied to the MinimumElementsBitd
ype specified in 7.10.

o @ = joulll/an)

n example of the encoding produced by an assignment of abstract values for this patron
howing the size and encoding of each field of the SBH, is given in Table 1. The size of the SB
ctet for BDB formats.standardized by ISO/IEC JTC 1/SC 37, but can be greater for other BDB
he BDB length encoding is one octet if the BDB encoding is less than 128 bytes, making the tot
he BIR 2 octetsplus the length of the BDB.

a0 n o

[ and

e actual

| packed

riented

format,
H is one
formats.
hl size of
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Table 1 — Minimal simple bit-oriented SBH for ISO/IEC JTC 1/SC 37 BDB format (1 byte)

BDB Format owner is SC 37 BDB Format type is <64
0 0

« 8 bits —»

BDB Format type value

7.10 ASN.1 Specification

The follgwing ASN.1 module can be retrieved from http://standards.iso.org/iso-iec/19785/-3/ed-3/en

CBEFF-SIMPLE-BIT-ORIENTED

{ iso (1) standard(0) cbeff(19785) modules (0)
minimumElementsWithDefaultsBitOriented(2)}
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

TMPORTS BiometricDataBlock
FROM CBEFF-DATA-ELEMENTS

MinimumElementsBitOriented ::= SEQUENCE {

/* This patron format contains only mandatory data elements
and uses bit-level encoding for optimal use of ‘encoding space.*/

/* This patron format supports only the abstract values
NO ENCRYPTION and NO INTEGRITY, which arie encoded as zero length
fields.*/
format SEQUENCE {
owner INTEGER (0.. 65535) DEFAULT 257,
-- 257 is the‘biometric organization
-- identifier of ISO/IEC JTC 1/SC 37
type INTEGER (063, ..., 64 .. 65535)},
bdb BiometrieDataBlock (SIZE(0..127, ..., 128 .. MAX))}
[ND

8 Patron format specification: Simple byte-oriented patron format

8.1 Patron
ISO/IEC|JTC 1/SC 37.

8.2 Patron formatowner

257 (01piHex)«Lhe BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

8.3 P3jtron format name

ISO/IEC JTC 1/SC 37 simple byte-oriented patron format.

8.4 Patron format type

2 (0002Hex). This has been registered in accordance with ISO/IEC 19785-2.

8.5 ASN.1 OID for this patron format

{iso(1l) registration-authority(l) cbeff(19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) simple-byte-oriented(2)}
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or, in XML value notation,
<OBJECT_IDENTIFIER>1.1.19785.0.257.1.2</OBJECT IDENTIFIER>

8.6 Domain of use

020(E)

Clause 8 provides the definition of a minimum byte-oriented patron format for simple BIR structures

that may be of general utility in domains of use that wish to minimise the overhead of the SBH
to reduce storage or transfer bandwidth and processing costs at the expense of information
and that require byte alignment, and do not require ENCRYPTION and INTEGRITY. Only a singl

nnnnn L RID of+hic Batre

arnaitiad £ nfornaat
perttearer-eathor ot S patrehroriat:

8.7 Version identifier

minor 0). Therefore, this patron format cannot be updated in the future.

8.8 CBEFF version

This specification conforms to CBEFF version (major 2, minor 0) onwards.

8.9 General

Ratron Format Structure Type: Simple CBEFF BIR withoutself-identification.

in order
content,
e BDB is

This patron format does not include a version identifier and the version is considered to be (major 0,

Hormally, the fields of this patron format are defined\by"application of the unaligned variaﬂ;t of the
ASN.1 packed encoding rules defined in ISO/IEC 8825+2-to the presence bit-oriented patron format type
specified in 8.10.
An example of the encoding produced by ansassignment of abstract values for this patron| format,
showing the size and encoding of each field:gf the SBH, is given in Table 2. The size of the SBH for this
fdatron format is fixed at 4 octets.
Table'2 — Simple byte-oriented SBH
BDB Format Owner BDB Format Type
(16 bits) (16 bits)
§.10 Patron formatspecification
An instance of a BIR shall contain the fields specified in Table 3, in exactly the same order and|with no
gaps betweenthefields. This patron format contains only mandatory data elements and uses byte-level
gncoding. This. patron format supports only the abstract values NO ENCRYPTION and NO INTIEGRITY,
which areléncoded as zero length fields.
Table 3 — Specification of simple byte-oriented patron format

CBEFF data element name Field name Length Abstract values Encoding
CBEFF_BDB_format_owner Format owner 2 bytes integer 1...65535 1...65535
CBEFF_BDB_format_type Format type 2 bytes integer 1...65535 1...65535
BDB bdb variable See NOTE See NOTE
NOTE The BDB format is not specified by this patron format specification.

The following ASN.1 module can be retrieved from http://standards.iso.org/iso-iec/19785/-3/ed-3/en.

© ISO/IEC 2020 - All rights reserved
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8.11 ASN.1 Specification

CBEFF-SIMPLE-BYTE-ORIENTED

{iso(1l) standard(0) cbeff(19785) modules (0)
minimumElementsWithDefaultsByteOriented(3) }
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTS BiometricDataBlock
FROM CBEFF-DATA-ELEMENTS

MknimumElementsByteOriented ::= SEQUENCE ({

/* This patron format contains only mandatory data elements
and uses byte-level encoding.*/

/* This patron format supports only the abstract values
NO ENCRYPTION and NO INTEGRITY, which are encoded as zero
length fields.*/

format SEQUENCE {
owner INTEGER (1..65535) DEFAULT 257,
-- 257 is the biometric organization identifier of
-- ISO/IEC JTC 1/sSC 37
type INTEGER (1..63, ..., 64 .. 65535)},
bdb BiometricDataBlock (SIZE(0..127, ..., 128 .. MAX))}

END

9 Patron format specification: Presence byte-oriented patron format

9.1 Patron
ISO/IEC[TC 1/SC 37.

9.2 Patron format owner

257 (01piHex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

9.3 Patron format name

ISO/IEC| JTC 1/SC 37 presence byte oriented patron format.

9.4 P4jtron formattype

3 (0003Hex). This-has been registered in accordance with ISO/IEC 19785-2.

9.5 AS3SN.1 OID for this patron format

{iso (1) ca-tien—awthe ; 5
patron-format (1) presence-byte-oriented (3)}}

or, in XML value notation,
<OBJECT_IDENTIFIER>1.1.19785.0.257.1.3</OBJECT IDENTIFIER>

9.6 Domain of use

This patron format defines the structure of an interoperable BIR that allows the coding of as many fields
as requested from those defined for the SBH and has a byte-oriented encoding to ease implementations.

Only a single BDB is permitted for each BIR of this patron format.
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9.7 Version identifier

This patron format specification has a version identifier of 1.

9.8 CBEFF version

This specification conforms to CBEFF version (major 4, minor 0) onwards.

9.9 General

020(E)

]

atron Format Structure Type: Simple CBEFF BIR without self-identification

his patron format supports the 12 fixed length, optional CBEFF data elements and itheir

alues that are permitted in a simple BIR format (thus excluding CBEFF_BIR_patron._format_ov
BEFF_BIR_patron_format_type), plus CBEFF_subheader_count, plus the patron=format-defir
dbLength. It contains an initial bit map that identifies the optional fields present in an encod
he omission of these fields either encodes NO VALUE AVAILABLE, or encodesa specific defay
tpecified in the patron format specification) for the CBEFF data element.. The presence bit n
wo octets, so if all optional fields have the default values, the size of this’SBH would be 6 oct

i s o <

prmat_owner and CBEFF_SB_format_type.

(o)

9.10 Specification

Table 4 — Specification for presence byte-oriented patron format

abstract
'ner and
led field
led SBH.
11t value
ap adds
bts. This

atron format does not support ENCRYPTION or INTEGRITY, and.thus does not support CBEFF_SB_

CBEFF data element name Field name Length Abstract values and encodings?
(octets)

n/a: patron-defined data element |present 2

bioTypé-p 1 bit PRESENT: b'1' or

bioSubtype-p 1 bit NOT PRESENT: b'0’

bdbCreation-p 1 bit for each

procLevel-p 1 bit

product-p 1 bit

purpose-p 1 bit

quality-p 1 bit

bdbValidity-p 1 bit

birCreation-p 1 bit

birValidity-p 1 bit

patronHdrVers-p | 1 bit

vers-p 1 bit

subHeadCt-p 1 bit

bdbLength-p 1 bit

TESErved 2 bits b66"

BDB-format 4
CBEFF_BDB_format_owner owner 2 Integer: 0...65535
CBEFF_BDB_format_type type 2 Integer: 0...65535
CBEFF_BDB_encryption_options n/a 0 NO ENCRYPTION
CBEFF_BDB_integrity_options n/a 0 NO INTEGRITY
NOTE The length, content and encoding of the BDB are not defined by CBEFF nor by this CBEFF-defined patron format
specification.
a  Encodings are specified as binary integers unless otherwise indicated.

© ISO/IEC 2020 - All rights reserved
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Table 4 (continued)
CBEFF data element name Field name Length Abstract values and encodings?
(octets)
CBEFF_BDB_biometric_type bioType 3 This encoding is a 3 octet bitmap. NO VALUE

AVAILABLE is encoded as all 0 bits. If MULTI-
PLE BIOMETRIC TYPES is set, other bits may
also be set to enumerate the types contained
in the BDB.

Valuescanbe foundin 6 2 under the Biomet-

ricType ASN.1 definition

CBEFF_BDB_biometric_subtype

bioSubtype

This encoding is a 1 octet bitmap.

Values can be found in 6.2 under the,Biomet{
ricSubtype ASN.1 definition

CBEFF_BDB_creation_date

bdbCreation

NO VALUE AVAILABLE: seveti O-octets
date/time value: fourteen.BCD digits
(YYYYMMDDHHMMSS)

CBEFF_BDB_processed_level

procLevel

NO VALUE AVAILABLE: 0
RAW: 1

INTERMEDIATE; 2
PROCESSED: 3

RESERVED:4...15

CBEFF_BDB_product_owner
CBEFF_BDB_product_type

product
owner
identifier

Field,not present corresponds to “NO VALUE
AVAILABLE”

Integer: 1..65535
Integer: 1..65535

CBEFF_BDB_purpose

purpose

NO VALUE AVAILABLE: 0

VERIFY: 1

IDENTIFY: 2

ENROL: 3

ENROL FOR VERIFICATION ONLY: 4
ENROL FOR IDENTIFICATION ONLY: 5
AUDIT: 6

RESERVED: 7...15 (shall not be encoded)

CBEFF_BDB_quality

quality

NO VALUE AVAILABLE: 0
QUALITY NOT SUPPORTED -
BY BDB CREATOR: 255
QUALITY SUPPORTED BY BDB-
CREATOR BUT NOT SET: 254
INTEGER VALUE: 0...100

CBEFF_BDB_validity_périod

bdbValidity

NO VALUE AVAILABLE: eight 0 octets
pair of dates (not before, not after): sixteen
BCD digits (YYYYMMDDYYYYMMDD)

CBEFF_BIR £r€&ation_date

birCreation

NO VALUE AVAILABLE: seven 0 octets
date/time value: fourteen BCD digits

LNZNZNZNZAAN AN INT YT I 0 A0 £ OO
LI T T ITIVIMDUITITVIVIS S |

CBEFF_BIR _validity_period

birValidity

NO VALUE AVAILABLE: eight 0 octets
pair of dates (not before, not after): sixteen
BCD digits (YYYYMMDDYYYYMMDD)

CBEFF_patron_header_version

patronHdrVers

1

INTEGER: 0

CBEFF _version

vers

1

Major '4' and Minor '0": 40y,

CBEFF_subheader_count

subHeadCt

1

Integer: 0

a

Encodings are specified as binary integers unless otherwise indicated.

NOTE The length, content and encoding of the BDB are not defined by CBEFF nor by this CBEFF-defined patron format
specification.

14
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Table 4 (continued)
CBEFF data element name Field name Length Abstract values and encodings?
(octets)
n/a: patron-defined data element |bdbLength 4 Integer: 0...4294967295
BDB bdb See See NOTE
NOTE

specification.

NOTE The length, content and encoding of the BDB are not defined by CBEFF nor by this CBEFF-defined patron format

Encodings are specified as binary integers unless otherwise indicated.

o)

.11 ASN.1 Specification

—

he following ASN.1 module can be retrieved from http://standards.iso.org/iso-iec/19785/-3/4

CBEFF-PRESENCE-BYTE-ORIENTED

{ iso(1) standard(0) cbeff(19785) modules (0) presence-byte-oriented(5)}
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTS BDBFormat, SubheaderCount, BiometricType, BiometricSubtype,
BDBCreationDate, ProcessedLevel, Product, Purpose, Quality,
BDBValidityPeriod, BIRCreationDate, BIRValidityPeriod, Version,
BiometricDataBlock

FROM CBEFF-DATA-ELEMENTS

PresenceByteOriented ::= SEQUENCE {

* This patron format contains all data elements but makes full use of default val
atlow omission of fields. A bit map is present at the start of the encoding to det
ich fields are present. */

format BDBFormat,

fieldPresence SEQUENCE {
bioType BOOLEAN,
bioSubtype BOOLEAN,
bdbCreation BOOLEAN,
procLevel BOOLEANy
bdbProduct BOOLEAN,
bdbPurpose BOQLEAN,
bdbQuality BOOLEAN,
bdbVvalidity,BOOLEAN,
birCreation BOOLEAN,
birValidity BOOLEAN,
patronHdrVersion BOOLEAN,
cbeffVers BOOLEAN,
SubHeaderCount BOOLEAN,
bdbLength BOOLEAN,

b,

|~  bdbFormat BDBFormat

bioType BiometricType DEFAULT noValueAvailable,
bioSubtype BiometricSubtype DEFAULT noValueAvailable,
bdbCreation BDBCreationDate OPTIONAL,

procLevel ProcessedLevel DEFAULT noValueAvailable,
bdbProduct Product OPTIONAL,

bdbPurpose Purpose DEFAULT noValueAvailable,
bdbQuality Quality DEFAULT noValueAvailable,
bdbValidity BDBValidityPeriod OPTIONAL,

birCreation BIRCreationDate OPTIONAL,

birValidity BIRValidityPeriod OPTIONAL,
patronHdrVersion Version INTEGER (0..255) DEFAULT 1,
cbeffVers Version DEFAULT {cbeff-major 4, cbeff-minor 0},
subHeaderCount SubheaderCount DEFAULT O,

bdbLength INTEGER (0..4294967295) DEFAULT O,

© ISO/IEC 2020 - All rights reserved
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END

bdb BiometricDataBlock

10 Patron format specification: Presence bit-oriented patron format

10.1 Patron

[SO/IECJTCTI/SC37.

10.2 Pqtron format owner

257 (01piHex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

10.3 Patron format name

ISO/IEC| JTC 1/SC 37 presence bit-oriented patron format

10.4 Patron format type

4 (0004Hex) . This has been registered in accordance with ISO/IEC 19785-2.

10.5 A$N.1 OID for this patron format

{iso(1l)| registration-authority (1) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) bit-oriented(4)}

or, in XML value notation,

<OBJECT| IDENTIFIER>1.1.19785.0.257.1.4</OBJECT IDENTIFIER>

10.6 Dpmain of use

This pafron format defines the structure’of an interoperable BIR that allows the coding of as manjy
fields ag requested from the ones defined for the SBH. Only a single BDB is permitted for each BIR d

this pati

10.7 V¢

This pat

on format.

rsion identifier

ron format speeification has a version identifier of (major 1, minor 0).

10.8 CBEFF version

This spd

cification conforms to CBEFF version (major 4, minor 0) onwards.

10.9 G

meral

Patron Format Structure Type: Simple CBEFF BIR without self-identification.

=)

This patron format was updated from the previous version to include field presence (bit map) and
security block fields that were missing in the previous version.

The presence bit-oriented patron format uses fixed-width bit-wide fields that are just sufficient to
encode the range of abstract values in version 2 of the CBEFF specification, with some reserved
abstract values for future addition of abstract values to some CBEFF data elements. Formally, the fields
of this patron format are defined by application of the unaligned variant of the ASN.1 packed encoding
rules defined in ISO/IEC 8825-2 to the presence bit-oriented patron format type specified in 10.10. The

16
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presence or absence of all optional fields is indicated by a presence field bit-map, but default values are

used for omitted fields.

10.10 ASN.1 Specification

The following ASN.1 module can be retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en.

CBEFF-PRESENCE-BIT-ORIENTED
{iso(1l) standard(0) cbeff(19785) modules (0)
allElementsWithDefaultsBitOriented (4) }

DEFINITIONS
AUTOMATIC TAGS ::=
BEGIN

IMPORTS BDBFormat, EncryptionOptions, IntegrityOptions,
SubheaderCount, BiometricType, BiometricSubtype, ChallengeResponse
BDBCreationDate, BDBIndex, ProcessedLevel, Product, Purpose, Qualdty,
ValidityPeriod, BIRCreationDate, Creator, BIRIndex, PatronFormat)
Payload, Version, SBFormat, BiometricDataBlock

FROM CBEFF-DATA-ELEMENTS

AllElementsWithDefaultsBitOriented ::= SEQUENCE {

x/
format BDBFormat,

fieldPresence SEQUENCE {
encryptOpts BOOLEAN,
integOpts BOOLEAN,
subHeaderCount BOOLEAN,
bdbLength BOOLEAN,
bioType BOOLEAN,
bioSubtype BOOLEAN,
chaResp BOOLEAN,
bdbCreation BOOLEAN,,
bdbIndex BOOLEAN,
procLevel BOOLEAN,
product BOOLEAN)
purpose BOOLEAN',
quality BOOQLEAN,
bdbValidity. BOOLEAN,
birCreation BOOLEAN,
birCreator BOOLEAN,
birIndex BOOLEAN,
patronFormat BOOLEAN,
payload BOOLEAN,
birvalidity BOOLEAN,
patronHdrVersion BOOLEAN,
sbFormat BOOLEAN,
cbeffVers BOOLEAN,
sb OCTET STRING BOOLEAN

* This patron format contains all data elements but makes\full use of default val
allow omission of fields. It encodes each CBEFF data element into a fixed-width bi
A bit map is present at the start of the encoding to determine which fields are pr

s to
ﬂefield.
sent.

b,

encryptOpts EncryptionOptions DEFAULT FALSE,
integOpts IntegrityOptions DEFAULT FALSE,
subHeaderCount SubheaderCount DEFAULT O,
bdbLength INTEGER (0..4294967295) DEFAULT O,
bioType BiometricType DEFAULT noValueAvailable,
bioSubtype BiometricSubtype DEFAULT noValueAvailable,
chaResp ChallengeResponse OPTIONAL,

bdbCreation BDBCreationDate OPTIONAL,

bdbIndex BDBIndex OPTIONAL,

proclLevel ProcessedLevel DEFAULT noValueAvailable,
product Product OPTIONAL,

purpose Purpose DEFAULT noValueAvailable,

© ISO/IEC 2020 - All rights reserved
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quality Quality DEFAULT noValueAvailable,

bdbValidity ValidityPeriod,

birCreation BIRCreationDate OPTIONAL,

birCreator Creator OPTIONAL,

birIndex BIRIndex OPTIONAL,

patronFormat PatronFormat OPTIONAL,

payload Payload OPTIONAL,

birValidity ValidityPeriod,

patronHdrVersion Version DEFAULT {header-major 1, header-minor 0},
sbFormat SBFormat OPTIONAL,

cbeffVers Version DEFAULT {cbeff-major 4, cbeff-minor 0},
bdh RiometricDataRlock

sb OCTET STRING (SIZE(0..4294967295)) OPTIONAL

11 Paﬂron format specification: TLV-encoded patron format, for use with
smartc¢ards or other tokens (with implicit tag allocation authority)

11.1 P3tron

ISO/IEC|JTC 1/SC 37.

11.2 Patron format owner

257 (01piHex). The BRA has allocated this identifier for ISO/IEG.JTC 1/SC 37.

11.3 Patron format name

ISO/IEC| JTC 1/SC 37 TLV-encoded patron format/ for use with smartcards or other tokens

11.4 Patron format type

5 (0005Hex). This has been registered in-accordance with ISO/IEC 19785-2.

11.5 A$N.1 OID for this patronformat

{iso(1l)| registration-authority (1) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) tlv-encoded(5)}

or, in XML value notatioy
1.1.197B5.0.257.1.5
11.6 Domain of Use

The donjain‘efuse is applications complying with ISO/IEC 7816-11 when implicit tag allocation authorit|
is considered. This patron format is applicable for both on-card and off-card biometric comparison an
it is maintained for legacy reasons.

[P S

For the recent applications complying with ISO/IEC 7816-11, the explicit tag allocation specification
shall be followed, and in such a case, the patron format to be used shall be the one defined in Clause 19.

For any other kind of application that would like to use TLV coding, patron formats defined in Clauses 16
and 17 shall be used.

NOTE For legacy reasons the technical content of this clause is unchanged since Edition 1
(ISO/IEC 19785-3:2007). Also, in order to maintain the validity of other widely implemented documents
referencing this patron format, it will be preserved in Clause 11 in this and all future versions of this document.
Since technical and major editorial changes cannot be made to this patron format, Annex D (informative) provides
additional clarifying information that may be helpful to the reader.
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11.7 Version identifier

This patron format specification has a version identifier of (major 1, minor 1).

11.8 CBEFF version

This specification conforms to CBEFF version (major 2, minor 0).

11.9 General

11.9.1 Patron Format Structure Type: Complex CBEFF BIR without self-identification

OTE This patron format structure type is considered to be Complex CBEFF BIR, because multiple Simple
IRs (Biometric Information Template DOs) that encapsulate BDB information (BDB Reference Djpta, BDB
eference Data Template DOs) with its own SBHs (Biometric Header Template DOs) can!be included into the
iometric Information Template Group DO.

11.9.2 This clause specifies in 11.10:

d) the CBEFF patron format named "ISO/IEC JTC 1/SC 37 TLV-encoded patron format, for yise with
smart cards or other tokens";

H) a TLV encoding for a number of CBEFF data elements (together with distinct TLV tags) that can be
used by any TLV-encoded application that needs to make\reference to such data elements.

=z

OTE The particular form of TLV encoding specified«in this clause is that provided by the ASN.1 Basic
ncoding Rules (see ISO/IEC 8825-1).

s

11.9.3 ISO/IEC 7816-4 and ISO/IEC 7816-11 define the necessary APDU exchanges to support:
d) On-card biometric comparison

1) Retrieval of information from“a smartcard or other token prior to an external bjometric
verification process.

2) Commands for performing a biometric verification on a smartcard.
3) Strategies for enrgllment (recording of information on a smartcard or other token).

4) Security mechanisms for establishing a trusted channel between a smartcard|and an
external system.

H) Off-card biemetric comparison

1) Cemmands for retrieval of the biometric related data from a smartcard to be used in g service
system, e.g. a cross border control system.

2} Security mechanisms for the protection of the biometric related data.

11.9.4 This version of the CBEFF patron format named "ISO/IEC JTC 1/SC 37 TLV-encoded
patron format, for use with smartcards or other tokens" is formally defined as the ASN.1 type
BiometricInformationTemplate (see 11.10) encoded using the ASN.1 Basic Encoding Rules (see
ISO/IEC 8825-1). A diagrammatic specification of this patron format is provided in 11.11.

NOTE The term Biometric Information Template is used in ISO/IEC 7816-11. This term corresponds to a

(possibly partial) Biometric Information Record and is used in this clause where the relation with ISO/IEC 7816-11
is important.
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11.9.5 The components of the ASN.1 type BiometricHeaderTemplate (with their context-specific tags,
see 11.10), encoded using the ASN.1 Basic Encoding Rules are also defined as Data Objects for use in

1SO/IEC

NOTE

7816-11.

The term Biometric Header Template is used in [SO/IEC 7816-11, together with the abbreviation BHT.
This term and the abbreviated term are synonymous with Standard Biometric Header and SBH, and are used in
this clause where the relation with ISO/IEC 7816-11 is important.

11.9.6 The term Blometrlc Informatlon Data Ob]ect is used in lSO/IEC 7816-11 to refer to the TLV-

encodin;
in11.10|

NOTE

for use in ISO/IEC 7816 11 B

As ISO/IEC 7816-11 normally describes tags by their hex values, these are included here.

Tabje 5 — Biometric Information Data Objects with the Biometric Header Template Data

Objects defined in 11.10

ed

Bigmetric Information ASN.1 type or component name Tag
Data Object (see 11.10)
Biometrif Information Template BiometricInformationTemplate 7F60y.4
Biometrif Information Template GroupBIT 7F61 ey
Group
BDB Reference Data bdbReferenceData S5F2Ey
BDB Reference Data Template bdbReferenceDataTemplate 7F2E ey
BIR Paylqad (primitive / birPaylLoad 53ex / 73Hex
constructed)
For use only in Biometric Reference Data Template:
BDB Refgrence Data with standardBDBReferenceData 81pex
Standardjised Format
(Primitivie)
BDB Refegrence Data with standardBDBReferenceDataTemplate Alye,
Standardjised Format
(Construgted)
BDB Refegrence Data with proprietaryBDBReferenceData 82pex
Proprietdry Format (Primitive)
BDB Refegrence Data with proprietaryBDBReferenceDataTemplate A2pex
Proprietdry Format (Constructed)
For use only in Biometric Information Template:
Biometrif Header Template biometricHeaderTemplate Alyey
Algorithin Reference algorithmReference 80yex
Referencg Data Qualifier referenceDataQualifier 831ex
For use only in Biometric Header Template (implicit tag allocation):
Patron Hgader Version patronHeaderVersion 80ex
(as primifive)
BDB Biometric Type bdbBiometricType 81 ey
BDB Biometric Subtype bdbBiometricSubType 82 ex
BDB Creation Date bdbCreationDate 831ex
BIR Creator birCreator 840y
BDB Validity Period (as primitive) |[bdbValidityPeriod 85 ex
BDB PID (as primitive) bdbPID 86ex
BDB Format Owner bdbFormatOwner 87 Hex
BDB Format Type bdbFormatType 88jex
BIR Index birIndex 90}ex
20 © ISO/IEC 2020 - All rights reserved
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Table 5 (continued)
Biometric Information ASN.1 type or component name Tag
Data Object (see 11.10)
Comparison Algorithm comparisonAlgParameters 91 ex / Blyex
Parameters (primitive /
constructed)

11.9.7 CBEFF-compliance requires the NO VALUE AVAILABLE abstract value to be supported by this
patron format for CBEFF data elements that are not fully supported. To meet this requirement, tags are

ssigned and reserved by this document in Table 6 for Data Objects appearing in the Biometri¢ Header
emplate. These tag values shall not be assigned by any other tag authority to Data Objécts that can

o <

he corresponding CBEFF data element.

oz

BEFF data element.

Table 6 — Reserved tag values (implicit tag allocation)

pear in the Biometric Header Template. These Data Objects shall never appear in en¢odings of this
ersion of this patron format, and their omission represents the NO VALUE AVAILABLE’abstract{value of

OTE Subsequent versions of this patron format can define these Data Objects tg stipport the corregponding

ASN.1 tag value Tag value Corresponding CBEFF data elemé¢nt
[19] 9341ex CBEEF_BDB_challenge_response
[20] 9% 1ex CBEFF_BDB_index
[21] 951ex CBEFF_BDB_processed_level
[22] 9611ex CBEFF_BDB_purpose
[23] 97 Hex CBEFF_BDB_quality
[24] 98}1ex CBEFF_BIR_creation_date
[25] 99%ex CBEFF_BIR_patron_format_owner
[26] IByex CBEFF_BIR_patron_format_type
[27] 9Bhex CBEFF_BIR _validity_period (as primitive)
[28] 9Chex CBEFF_version (as primitive)

11.10 ASN.1 specification

aQ =]

d-3/en.

CBEFF-SMARTCARD-BIDO

DEFINITIONS
IMPLICIT TAGS ::=

BEGIN

-- The abbreviation BIDO is used for Biometric Information Data Object
{iso (1) (standard(0) cbeff(19785) modules (0) types-for-smartcard(8)}

he ASN.1 module givenin 11.10 can be retrieved from https://standards.iso.org/iso-iec/19785/-3/

-- In all cases, omission of an

optional component that represents a

-- CBEFF data element is the encoding of the NO VALUE AVAILABLE for

-- that data element.

PatronHeaderVersion ::= OCTET

STRING (SIZE(2))

-- CBEFF_patron_header version
-- The first octet encodes the major version number
-- The second octet encodes the minor version number

BiometricType ::= OCTET

STRING (SIZE(l..3))

-- CBEFF_BDB biometric_type

-- The encoding of the abstract values in the value part of the
-- TLV shall be the Recommended Encodings specified in Table 11.5.
-- Note that this is different from the encoding of this type in

© ISO/IEC 2020 - All rights reserved
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22

-- clause 29.10 and in other patron formats specified in this part
-- of ISO/IEC 19785.

BiometricSubType ::= OCTET STRING (SIZE(1l))

-- CBEFF_BDB biometric_subtype

-- The encoding of the abstract values in the value part of the

-- TLV shall be the Recommended Encodings specified in Table 11.6.
-- Note that this is different from the encoding of this type in
-- Table A.2 and in other patron formats specified in this part of
-- ISO/IEC 19785.

BCDTime = OCTET STRING (STZE (7))

Crea

BCDD

BCDD

Prod

FormptOwner ::= OCTET STRING (SIZE(2))

FormptType ::= OCTET STRING (SIZE(2))

BIRI]

BiomptricInformationTemplate ::= [APPLICATION 96] SET {

Grou

Biom;

-- BCD encoded timestamp with format ' YYYYMMDDHHMMSS'

For ::= UTF8String
-- CBEFF_BIR creator

hte ::= OCTET STRING (SIZE(4))
-- BCD encoded date with format 'YYYYMMDD'

btePeriod := OCTET STRING (SIZE(8))
-- Two concatenated BCD encoded dates with format YYYYMMDDYYY¥YMMDD

1ctID ::= OCTET STRING (SIZE(4))
-- CBEFF_BDB product owner in the first two octets
-- CBEFF_BDB product_ type in the last two octets

-- CBEFF_BDB format owner

-- CBEFF_BDB format_ type

hdex ::= OCTET STRING
-- CBEFF_BIR_index

algorithmReference [0] OCTET STRING (SIZE(1l)) OPTIONAL,

-- A non-CBEFF data element — see ISO/IEC 7816-11
referenceDataQualifier [3], @CTET STRING (SIZE(1l)) OPTIONAL,
-- A non-CBEFF data element - see ISO/IEC 7816-11
biometricHeaderTemplate [I] BiometricHeaderTemplate,
bdbReferenceData [APPLICATION 46] EXTERNAL OPTIONAL,

-- A CBEFF BDB, mandatory for off-card-matching

birPayLoad [APPLICATION 19] OCTET STRING OPTIONAL

-- CBEFF_BIR paylead, contents defined by ISO/IEC 7816-11

}

pBIT ::= [APPLICATION 97] SET OF BiometricInformationTemplate

ptricHeaderTemplate ::= SET ({
patronHeaderVersion [0] PatronHeaderVersion
DEFAULT'0101'H,
== \The absence of this Data Object represents NO VALUE AVAILABLE
bdbBiometricType [1] BiometricType OPTIONAL,

END

bdbBiometricSubType [2] BiometricSubType OPTIONAL,
. : . . 1 bbb R :

bdbCreationDate [3] BCDTime OPTIONAL,

-- CBEFF_BDB creation_date

birCreator [4] Creator OPTIONAL,

bdbvalidityPeriod [5] BCDDatePeriod OPTIONAL,

bdbPID [6] ProductID OPTIONAL,

bdbFormatOwner [7] FormatOwner,

bdbFormatType [8] FormatType,

birIndex [16] BIRIndex OPTIONAL,

matchingAlgParameters [17] OCTET STRING OPTIONAL

-- A non-CBEFF data element - see ISO/IEC 7816-11

}
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11.11 Tabular representations for information

11.11.1The Biometric Information Template used for on-card biometric comparison

Table 7 shows the Biometric Information Template used for on-card biometric comparison. The
Biometric Information Template has the following substructure:

a) Data Objects (with tags 80y, and 83y,,) as defined in ISO/IEC 7816-11, containing values relevant
for interindustry commands used for biometric verification as defined in ISO/IEC 7816-4;

H) Biometric Header Template (BHT) with tag Aly,, as defined in ISO/IEC 7816-11. The tagallocation
authority for the Data Objects nested in the BHT is ISO/IEC JTC 1/SC 37 (default tag-allocation
authority);

NOTE The ASN.1 OID for this tag allocation authority is {iso(1) standard(l) cbefff(19785)
part(3) tag-allocation(l) clause-11(0)}.

d Data Objects for CBEFF data elements that are relevant for on-card biometric comparison;

d) Biometric Data Objects which are on-card biometric comparison specific and are definefl in this
clause (the biometric comparison algorithm parameters Data Objedt with tag 91y, or Blyl)).

Table 7 — The Biometric Information Template used foryon-card biometric comparison
(with implicit tag allocation‘authority)

Tag Length |Value Presence

F60y., |Var. Biometric Information Template

Tag |Length |Value

80hex |1 Algorithm reference for usein the VERIFY / EXT. AUTHENTICATE / Optional
MANAGE SE command @s defined in ISO/IEC 7816-4

83jex |1 Reference data qualifier for use in the VERIFY / EXT. AUTHENTICATE / Optional
MANAGE SE command as defined in ISO/IEC 7816-4

Alpe, |Var. Biometric Header Template (BHT) Mandatory

Tag allocatien authority: ISO/IECJTC 1/SC 37

Tag( |Length |Value
80hey (2 CBEFF_patron_header_version (default 0101,,) Mandatory
(if absent,[the
default vajue
applies)
90yex |Var. CBEFF_BIR_index, Optional
unique identifier used for referencing this biometric data
setin an application context outside the card
81y [1-3 CBEFF_BDB_biometric_type, Optional
see Table 9.
82hex |1 CBEFF_BDB_biometric_subtype, Optional, ise with
see Table 10. biometricltype only
83hex |7 CBEFF_BDB_creation_date, Optional
creation date and time of biometric reference data:
fourteen BCD digits (YYYYMMDDHHMMSS)
84y, |Var CBEFF_BIR _creator Optional
85}ex |8 CBEFF_BDB_validity_period, a pair of dates (not before, Optional
not after): sixteen BCD digits (YYYYMMDDYYYYMMDD)

NOTE 1 InTable 7 the biometric data block as defined in ISO/IEC 19785-1 is not present, since the biometric reference data are stored separately in the card
and not in this Biometric Information Template. The biometric verification data (format owner and format type indicated in the Data Objects with tag ‘87’
and ‘88’) have to be presented to the card using e.g. a [SO/IEC 7816 VERIFY command.

NOTE 2 In Table 7 no payload is present, since usually access to a payload, if used by the application, is granted after successful completion of the biometric
verification. The payload may be retrieved using ISO/IEC 7816 interindustry access commands like GET DATA or READ BINARY.

NOTE 3 The outside world uses format owner / format type for identifying the required structure for the verification data. The matching algorithm in
the card, which is able to process the verification data according to format owner / format type, is addressed by the algorithm reference, if the algorithm
reference Data Object is present.

NOTE 4 The biometric comparison algorithm Data Object provides any special parameters of an on-card biometric comparison algorithm implementation,
e.g. maximum number of minutiae expected in the biometric verification data. The content of this Data Object is defined by the BDB format owner (see e.g.
ISO/IEC 19794-2).
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verification)

NOTE3 T
the card, w
reference D

NOTE 4 Th
e.g. maxim
ISO/IEC 197

Table 7 (continued)
Tag Length |Value Presence
86yex |4 CBEFF_BDB_product_owner, CBEFF_BDB_product_type. Optional
Concatenation of product owner and product type, identi-
fying the product that created the biometric reference data
871ex |2 CBEFF_BDB_format_owner, Mandatory
format owner of the biometric verification data, value
assigned by the biometrics registration authority, see
NOTE 1 and NOTE 3
88y, 2 CBEFF BDB_format_type, Mandatory
format type of biometric verification data, specified by
format owner, see NOTE 1 and NOTE 3
91yex |Var. Biometric comparison algorithm parameters (primitive / | Optional
constructed), see NOTE 4
BlHex
NOTE 1 In[lable 7 the biometric data block as defined in ISO/IEC 19785-1 is not present, since the biometric reference data are stored séparately in the cargl
and not in this Biometric Information Template. The biometric verification data (format owner and format type indicated in the Data Objects with tag ‘8%’
and ‘88’) hgve to be presented to the card using e.g. a [SO/IEC 7816 VERIFY command.
NOTE 2 In[lfable 7 no payload is present, since usually access to a payload, if used by the application, is granted after successful completion of the biometrif

The payload may be retrieved using ISO/IEC 7816 interindustry access commands like GET DATA or READ BINARY.

e outside world uses format owner / format type for identifying the required structure for the verification‘data. The matching algorithm i
ich is able to process the verification data according to format owner / format type, is addressed by the“algorithm reference, if the algorith
hta Object is present.

le biometric comparison algorithm Data Object provides any special parameters of an on-card biometric comparison algorithm implementatior],
m number of minutiae expected in the biometric verification data. The content of this Data Objeet'is defined by the BDB format owner (see e.g.
94-2).

The use
prior to
commar
allocatid

11.11.2

Table 8
Biometr]

of the Biometric Information Template shown in Tabl€)7“which is intended to be retrievefd
a biometric user verification, and the verification progess itself with the related interindustrfy
ds and their security requirements, are specified in ISO/IEC 7816-11 for the case of implicit tag
n.

The Biometric Information Template used’for off-card biometric comparison

shows the Biometric Information Tefplate used for off-card biometric comparison. The
ic Information Template has the following substructure:

a) Bio
aut
aut

NOT
part

b) Biomnetric Data Objects for CBEFF data elements that are relevant for off-card biometric comparisor;

c) A I
ISO
d) Pay
ISO

etric Header Template (BHT) with tag A1y, as defined in ISO/IEC 7816-11. The tag allocatio
ority for the Data Objects nested in the BHT is ISO/IEC JTC 1/SC 37 (default tag allocatio
ority);

> =

E The ASN.1 OID Afor"this tag allocation authority is {iso(1) standard(l) cbeff (19785
L (3) tag-allocation(l) clause-11(0)}.

iometric_teference Data Object (primitive or constructed) with tags as defined ip
IEC 7816:11, representing the CBEFF Biometric Data Block (BDB);

oad\ as the content of an optional Data Object with tag 53y, or 73y, as defined in
IEC 7816-6.

The use

of the data structure shown in Table 8 is not restricted to smartcards. The data structure may

also be used in other types of cards, e.g. magnetic stripe cards, optical memory cards or cards with
2-dimensional barcodes.
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Table 8 — The Biometric Information Template used for off-card biometric comparison
(with implicit tag allocation authority)

Tag Length Value Presence
7F60.x var. Biometric Information Template
Tag Length |Value
Alyex var. Biometric Header Template (BHT) Mandatory
Tag allocation authority: ISO/IECJTC 1/SC 37
Tag Length Value
80Tex 2 CBEFF patron_eader_version Mamaator
(default ‘0101") (if absént,|the
default vajue
applies)
8lyex |13 CBEFF_BDB_biometric_type, Optional
see Table 9.
821ex |1 CBEFF_BDB_biometric_subtype, Optional, yise
see Table 10. together with
biometric kype only
83hex |7 CBEFF_BDB_creation_date, Optional
creation date and time of\biometric
reference data: fourteen BED digits
(YYYYMMDDHHMMSS)
84y |var. CBEFF_BIR_creator Optional
85Hex |8 CBEFF_BDB._validity_period, a pair of dates |Optional
(not beforeyhot after): sixteen BCD digits
(YYYYMMDDYYYYMMDD)
86hex |4 CBEFF*BDB_product owner, Optional
CBEFF_BDB_product_type.
Concatenation of product owner and
product type, identifying the product that
created the biometric reference data
87hex |2 CBEFF_BDB_format_owner, Mandator
format owner of the biometric reference
data, value assigned by the biometrics
registration authority
88mex |2 CBEFF_BDB_format_type, Mandatory
format type of biometric reference data,
specified by format owner
90}jex | var. CBEFF_BIR_index, Optional
unique identifier used for referencing this
biometric data set in an application context
outside the card
S5F2E,y/  |var. CBEFF BDB, Mandatory
Hex biometric reference data (primitive / constructed); see note
531ex / var. CBEFF_BIR_payload, Optional
Hex optional data for payload (primitive / constructed)
OTE The strueture of the biometric reference data in the case of constructed allows the integration of a biometric challenge for user prompting (e.g. a
hrase to be speken) and a concatenation of biometric data with standardized and proprietary structure. The respective Data Objects are spec|fied in ISO/
EC 7816-11+
1112 The Biometric Information Template Group Data Object

Several Biometric Information Templates may be nested in a Biometric Information Template Group
(tag 7F61y,, as defined in ISO/IEC 7816-11). The construction and use of Biometric Information
Template Group Data Objects both for on-card and off-card biometric comparison are specified in

ISO/IEC 7816-11.

© ISO/IEC 2020 - All rights reserved
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11.13 Abstract values and encodings for biometric type and subtype

26

Table 9 — CBEFF_BDB_biometric_type abstract values and encodings

Abstract value name Value encoding Subtype applies
NO VALUE AVAILABLE 00000044
MULTIPLE BIOMETRIC TYPES 010
FACE 024ex
VOICE 0% ex
FINGER 08hex| X
IRIS 104, |X
RETINA 20p0x|X
HAND GEOMETRY 40ye4 | X
SIGNATURE/SIGN 804 ex
KEYSTROKE 010044
LIP MOVEMENT 0200y
THERMAL FACE 04004,
THERMAL HAND 0800,
GAIT 1000y,
BODY ODOR 2000y
DNA 40000
EAR 8000y, |x
FINGER GEOMETRY 0100004,
PALM GEOMETRY 020000404
VEIN PATTERN 040000y,
FOOT PRINT 08000044
NOTE Only the least significant hytes (omitting leading zeros) can become part of the
Biometric Header Template.

Table 10 — CBEFF_BDB._.biometric_subtype abstract values and encodings

b8 b7 b6 b5 b4b3 b2 bl

Biometric Subtype

00 00-0 00O

NO INFORMATION GIVEN
RIGHT

LEFT

NO MEANING

THUMB

INDEX FINGER

= = QO © O O
S O R -k, O O
= O R O r O

X X

MIDDLE FINGER
RING FINGER
LITTLE FINGER
ALWAYS SET

RESERVED FOR FUTURE USE

NOTE This optional field denotes which sample of the biometric type is to
be presented (e.g. right index finger). This field is only useful in conjunction
with the field CBEFF_BDB_biometric_type in cases denoted in Table 9.
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11.14 Patron format conformance statement

11.14.11dentifying information

Required information Patron format reference
Patron name See11.1
Patron identifier See 11.2
Patron format name See 11.3
Patron format identifier See 11.4
Patron format ASN.1 OID See 11.5
Domain of use description See 11.6
Patron format version See 11.7
CBEFF version See 11.8
11.14.2 CBEFF-defined data elements and abstract values
CBEFF data element name | Mandatory/ Patron format field name Abstract | Engodings
optional values specified?
specified?
CBEFF_patron_header_version |Mandatory CBEFF_patron_header_version Yes Yes
CBEFF_BIR_index Optional CBEFF_BIR_index Yes Yes
CBEFF_BDB_biometric_type Optional CBEFF_BDB.biometric_type Yes Yes
LBEFF_BDB_biometric_subtype |Optional CBEFF_BDB_biometric_subtype Yes Yes
CBEFF_BDB_creation_date Optional CBEFE BDB_creation_date Yes Yes
CBEFF_BIR_creator Optional CBEFF_BIR_creator Yes Yes
[BEFF_BDB_validity_period Optional CBEFF_BDB_validity_period Yes Yes
CBEFF_BDB_product_owner Optional CBEFF_BDB_product_owner Yes Yes
[BEFF_BDB_product_type Optional CBEFF_BDB_product_type Yes Yes
CBEFF_BDB_format_owner Mandatory CBEFF_BDB_format_owner Yes Yes
[BEFF_BDB_format_type Mandatory CBEFF_BDB_format_type Yes Yes
[BEFF_BIR_payload Optional CBEFF_BIR_payload Yes Yes
BDB (on-card biometrie n/a See Note 1 of Table 7 n/a n/a
omparison)
BDB (off-card biorhetric Mandatory BDB n/a n/a
omparison)
11.14.3 Patron-defined data elements and abstract values
Patron format data element | Mandatory/ Patron format field name Abstract | En¢odings
optional values specified?
specified?
Algorithm reference Optional Same Yes Yes
Reference data qualifier Optional Same Yes Yes
Biometric comparison Optional Same Yes Yes
algorithm parameters
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12 Patron format specification: Complex patron format

12.1 Patron
ISO/IEC]JTC 1/SC 37.

12.2 Patron format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

12.3 Patron format name

ISO/IEC| JTC 1/SC 37 complex patron format.

12.4 P3atron format type

6 (0006Hex). This has been registered in accordance with ISO/IEC 19785-2.

12.5 A$N.1 OID for this patron format

{iso(1l)| registration-authority (1) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) complex(6)}

or, in XML value notation,
<OBJECT| IDENTIFIER>1.1.19785.0.257.1.6</OBJECT IDENTIFIER>

12.6 Dpmain of use

This clapise provides a definition of a patron formatthat may be of general utility to applications thg
need to farry one or more BIRs (of either the same\or different patron formats) in a single complex BI
structuile, with explicit identification of the patron format(s) being used.

A+

12.7 Version identifier

This patjron format specification has awersion identifier of 2.

o)

NOTE The patron format version Was increased from 1 to 2 because the QUALITY NOT SUPPORTED BY BD
CREATOR and QUALITY SUPPQRTED BY BDB CREATOR BUT NOT SET values were modified. Additionally, th
CBEFF_bJometric_type and CBEFF_biometric_subtype values were changed.

[¢)

12.8 CBEFF version

This spqcificatioh ¢onforms to CBEFF version (major 4, minor 0) onwards.

12.9 Ge¢neéral

12.9.1 Patron Format Structure Type: Complex CBEFF BIR without self-identification

12.9.2 This patron format supports all the mandatory and optional data elements specified in
ISO/IEC 19785-1 except the following ones: capture device owner and identifier, feature extraction
algorithm owner and identifier; biometric comparison algorithm owner and identifier, quality algorithm
owner and identifier, compression algorithm owner and identifier and PAD mechanism vendor and
identifier. It can support either a simple BIR or a complex BIR structure where each intermediate node or
leaf of the structure is itself a BIR (called a "child BIR") and can be represented in any patron format.

12.9.3 The patron format of each child BIR is explicitly identified in its parent by a pair: patron format
owner / patron format type, and can be either this patron format (in which case the child BIR may itself
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have children), or a different patron format (in which case the child BIR is considered a leaf of this patron
format although it may be a complex BIR in its own regard).

12.9.4 Most fields in this patron format are optional. The presence of each optional field is encoded as
a single bit of a 24-bit field ("fieldPresence") at the beginning of the format, which has one bit for each
optional field defined in the patron format. The bit value '1' in a given position of that field means that
the corresponding field is present in the BIR instance.

12.9.5 All character strings and octet strings are preceded by a length prefix, which can be one, two, or
fpur octets long, as specified for each field.

12.9.6 All integer values, including lengths, are encoded in big-endian order.

12.9.7 Dates and date intervals are encoded as character strings in a way conforming to the ISO 8601
series.

12.9.8 An instance of a BIR or child BIR contains either a BDB or one of/niore BIR children, bjut never
dontains both.

12.10 Specification

n instance of a BIR shall contain the fields specified below; in*exactly the same order and with no gaps
etween the fields.

@ ullla

Table 11 — Specifications for complex patron format

CBEFF data element name Field name Length and Abstract values and encodings?
optionality?
he following fields shall occur at
host once
BEFF_patron_header_version patronHeéaderVersion 1, mandatory 2
BEFF_version cbeffVeprsion 1, mandatory Major '4' and Minor '0": 40, [64)

The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 charadters may be
mitted.

xamples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

Each date shall be represented\in fhe ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 charadters may be
mitted. The two dates shall be séparated by a SOLIDUS ("/") character, and shall have the same number of digits.

xamples: 20050103/200601037)20050106T11/20050306T11, and 20050106T113300/20050306T113259.

A BIR consists of eith€r} 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value greater fhan zero.
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Table 11 (continued)

CBEFF data element name Field name Length and Abstract values and encodingsb
optionality?
not a standard CBEFF data element fieldPresence 3, mandatory A 24-bit field containing one bit for each
optional field in the patron format. The
bitvalue '1' means thatthe corresponding
field is present in the BIR instance.
Bitposition (1=mostsignificant, 24=least sig-
nificant) and corresponding optional field:
1 bdbFormat Owner & Type
2 bdbEncryption
3 bdbBiometricType
4 bdbBiometricSubtypé€
5 bdbChallengeRespénse
6 bdbCreationBate
7 bdbIndex
8 bdbPtoeessedLevel
9 bdbProduct Owner & Type
10C~pdbPurpose
11  bdbQuality
12 bdbValidityPeriod
13  birCreationDate
14 birCreator
15  birlndex
16  birPayload
17  birValidityPeriod
18 sbFormat Owner & Type
19 bdb
20 sb
21..24 not used (shall be '0")
CBEFF_BDB_format_owner bdbFormatOwner 2, mandatory if 0..65535
a BDBis present,
optional ifa BDB is
not present
CBEFF_BDB_format_type bdbFormatType 2, mandatory if 0..65535
a BDBis present,
optional ifa BDB is
not present
CBEFF_BDB_encryption_opgtions bdbEncryption 1; mandatory if NO ENCRYPTION: 0
a BDBis present, ENCRYPTION: 1
otherwise required
to be absent
CBEFF_BIR _intégrity_options birIntegrity 1, mandatory NO INTEGRITY: 0
INTEGRITY: 1
a The d L b}ld:: ‘UU TPl CDUIILCD‘I ill L}IC ;J\J UUU]. STT iCD ‘IJd)iL fUl IIrat ‘l"l ‘I YMTV;DDT“"MMJQ, VV‘IIUI < L:IU :GDL 2, L;IC }dbl. “l‘, UT L‘IIC :dbl, va L;ldl dLLlCTS IIIdy ‘U C

omitted.

Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

Examples: 20050103/20060103,20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value greater than zero.
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Table 11 (continued)
CBEFF data element name Field name Length and Abstract values and encodings®
optionality?
CBEFF_BDB_biometric_type bdbBiometricType 3 This encoding is a 3 octet bitmap. NO
VALUE AVAILABLE is encoded as all 0 bits.
If MULTIPLE BIOMETRIC TYPES is set,
other bits may also be set to enumerate
the types contained in the BDB.
Values can be found in 6.2 under the
BiometricType ASN.1 definition
BEFF_BDB_biometric_subtype bdbBiometricSubtype 1 This encoding is a 1 octet bitmdp.
Values can be found in 6.2 lunder the
BiometricSubtype ASNLdefirfition
BEFF_BDB_challenge_response bdbChallengeResponse 2 +0..65535 Variable-length octet'string, preceded
by a 16-bit integef field contaiping the
length (octets)
BEFF_BDB_creation_date bdbCreationDate 1+8..15 Variabletlength ASCII charactgr string,
preceded by an 8-bit integer field con-
taifiing the length (characters
The string shall represent a ddte (or
date and a time of the day)¢
BEFF_BDB_index bdbIndex 2 +0..65535 Variable-length octet string, preceded
by a 16-bit integer field contaiping the
length (octets)
Shall not appear in any BIR in fhich
numChildren is not 00,
BEFF_BDB_processed_level bdbProcessedLevel 1 RAW: 1
INTERMEDIATE: 2
PROCESSED: 3
BEFF_BDB_product_owner bdbProductOwner 2 1..65535; field not present corfesponds
to “NO VALUE AVAILABLE”
BEFF_BDB_product_type bdbProductType 2 1..65535; field not present corfesponds
to “NO VALUE AVAILABLE”
BEFF_BDB_purpose bdbPurpose 1 VERIFY: 1
IDENTIFY: 2
ENROL: 3
ENROL FOR
VERIFICATION ONLY: 4
ENROL FOR
IDENTIFICATION ONLY: 5
AUDIT: 6
BEFF_BDB_quality bdbQuality 1 QUALITY NOT SUPPORTED
BY BDB CREATOR: 254
QUALITY SUPPORTED BY
BDB CREATOR BUT
NOT SET: 255
INTEGER VALUE: 0-100
BEFF_BDB\validity_period bdbValidityPeriod 1+17.31 Variable-length ASCII charactgr string,
preceded by an 8-bit integer field con-
taining the length (characters
The string shall represent an ipterval of
two dates (or date and time of the day)d

omitted.

Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

Examples: 20050103/20060103, 20050106T11/20050306T11, and 20050106T113300/20050306T113259.

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

¢ A BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value greater than zero.

© ISO/IEC 2020 - All rights reserved
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Table 11 (continued)

CBEFF data element name

Field name

Length and
optionality?

Abstract values and encodingsb

CBEFF_BIR_creation_date

birCreationDate

1+8..15

Variable-length ASCII character string,
preceded by an 8-bit integer field con-
taining the length (characters)

The string shall represent a date (or
date and a time of the day)¢

CBEFF_BIR_creator

birCreator

2+0..65535

Variable-length ISO/IEC 10646 char-
acter string, encoded in UTF-8, and

preceded by a 16-bit integer field con-
taining the length of the UTF-8 encoding
(octets)

CBEFF_BIR_index

birIndex

2+0..65535

Variable-length octet string, preceded
by a 16-bit integer field containing the
length (octets)

Shall not inherit itsvalue from any othef
level BIR

CBEFF_BIR _payload

birPayload

2+0..65535

Variable-length octet string, preceded
by a 16-bit’integer field containing the
length (ootefs)

Shall not inherit its value from any othef
lévelBIR

CBEFF_BIR validity_period

birValidityPeriod

1+17.31

Variable-length ASCII character string,
preceded by an 8-bit integer field con-
taining the length (characters)

The string shall represent an interval of
two dates (or date and time of the day)P

CBEFF_SB| format_owner

sbFormatOwner

2

1..65535

CBEFF_SB| format_type

sbFormatType

2

1..65535

BDB

bdb

4 +0..4294967295

Variable-length octet string, preceded
by a 32-bit integer field containing the
length (octets)

If this field is present in a BIR instance
(as indicated in bit 19 of the field
fieldPresence), then no child BIRs shall
be included (numChildren shall have the
value 0). Otherwise, at least one child
BIR shall be included (numChildren shal
have a value greater than 0)

NOTE The content and encoding of the
BDB are not specified by CBEFF nor by
this patron format specification

CBEFF_subheader_count

numChildren

1, mandatory

0..255

The follow|ng 3 fields shall occur as a
group as njany times as spe€ified in the
field numChildren (0..255)

CBEFF_BIR_patron_fermat_owner childBirPatronFormatOwner 2, mandatory if 1..65535
no BDB is present,
otherwise required
to be absent
CBEFF_BIR_patron_format_type childBITPatronrormatiype Z,mandatory if 165535

no BDB is present,
otherwise required
to be absent

omitted.

Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

Examples: 20050103/20060103, 20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value greater than zero.
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Table 11 (continued)
CBEFF data element name Field name Length and Abstract values and encodings®
optionality?

not a standard CBEFF data element childBir 4 +0..4294967295, |Variable-length octet string, preceded
mandatory if no by a 32-bit integer field containing the
BDB is present, length (octets)®
otherwise required
to be absent

The following field shall occur at most

once

B sb 4+0..4294967295 |Variable-length octet string, preceded

by a 32-bit integer field contaiping the
length (octets).

The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last/7 charadters may be
mitted.

xamples: 20050103,20050106T11, 20050106T1230, and 20050106T145504.

Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 charadters may be
mitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

A BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BBByawd numChildren value greater fhan zero.

xamples: 20050103/20060103, 20050106T11/20050306T11, and 20050106T113300/20050306T113259.
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12.11 Illustrative examples

Table 12 — Simple BIR (one BDB)

Field name Length Abstract value Encoding
patronHeaderVersion 1 2 024ex
cbeffVersion 1 Major 4, Minor 0 40
fieldPregence 3 bdbFormatOwner and Type E02020y,,
bdbEncryption
bdbBiometricType
bdbQuality
bdb
bdbFormatOwner 2 ISO/IEC]TC 1/SC37 257 (01010
bdbFormatType 2 Face image 0008y,
bdbEnciyption 1 NO ENCRYPTION 00hex
birlntegfity 1 NO INTEGRITY 00y
bdbBionpetricType 3 FACE-IMAGE 4000004,
bdbQuality 1 75/100 4Bk
bdb 4 +4096 octet string 00001000y, + 4096 octets
numChildren 1 zero 00gex
Table 13 — Complex BIR fields and abstract values corresponding to ISO/IEC 19785-1, Figure 2
1. pptronHeaderVersion = 2 (beginning of the root header BIR)
2. chheffVersion = 4:0
3. fieldPresence = shFormatOwner/Type
4. birintegrity = INTEGRITY (integrity is applied to the entire
complex BIR via the SB on line 90)
5. siFormatOwner = a security vendor
6. sbFormatType = that vendor's security block format (see the final SB on line 90)
7. npmChildren = 2
8. childBirPatronFormatOwner = SC 37
9. childBirPatronFormatType = 6 (this format)
10. (denotes the beginning of the next BIR)
11. atronHeaderVersion = 2
12. beffVersion = 4:0
13. ieldPresence = bdbBiometricType
14. piTintegrity = NOINTEGRITY
15. bdbBiometricType = FINGER (the next 3 BIRs inherit this value)
16. numChildren = 3
17. childBirPatronFormatOwner = SC 37
18. childBirPatronFormatType = 6 (this format)
19. >
20. patronHeaderVersion = 2
21. cbeffVersion = 4:0
22. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype; bdb
34 © ISO/IEC 2020 - All rights reserved
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Table 13 (continued)

23. bdbFormatOwner = SC 37

24. bdbFormatType = a standardized BDB format
25. bdbEncryption = NO ENCRYPTION

26. birIntegrity = NO INTEGRITY

27. bdbBiometricSubtype = LEFT INDEX FINGER
28. bdb

PO. numChildren=0

B0. -

B1. patronHeaderVersion = 2

B2. cbeffVersion = 4:0

B3. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype; bdb
B4. bdbFormatOwner = vendor ABC

B5. bdbFormatType = non standard BDB format A
B6. bdbEncryption = NO ENCRYPTION

7. birIntegrity = NO INTEGRITY

B8. bdbBiometricSubtype = LEFT MIDDLE FINGER
BO. bdb

10. numChildren=0

41. -

2. patronHeaderVersion = 2

43. cbeffVersion = 4:0

4. fieldPresence = bdbFormatOwnery/Type; bdbEncryption; bdbBiometricSubtype; bdb
45. bdbFormatOwner = vendor X ¥Z

46. bdbFormatType = non standard BDB format B
47. bdbEncryption = NO ENCRYPTION

48. birIntegrity = NO INFEGRITY

49. bdbBiometricSubtype = LEFT RING FINGER
0. bdb

b1. numChildrén=0

b2. -

b3. patroriHeaderVersion = 2

b4. cbeffVersion = 4:0

h5. fieldPresence = bdbBiometricType

b 6. birIntegrity = NO INTEGRITY

57. bdbBiometricType = IRIS (the next 2 BIRs inherit this type)
58. numChildren = 2

59. childBirPatronFormatOwner = SC 37

60. childBirPatronFormatType = 6 (this format)

61. -

62. patronHeaderVersion = 2

63. cbeffVersion = 4:0

64. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;

sbFormatOwner/Type; bdb; sb
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Table 13 (continued)

65. bdbFormatOwner = SC 37
66. bdbFormatType = an iris format
67. bdbEncryption = ENCRYPTION
68. birIntegrity = NO INTEGRITY
69. bdbBiometricSubtype = LEFT
70. sbFormatOwner = an encryption vendor
71. sbFormatType = a security block format (see SB on line 74)
72. bdb
73. numChildren=0
74. sb (see SB format identifier on lifes 70-71)
75. >
76. patronHeaderVersion = 2
77. cbeffVersion = 4:0
78. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometgicSubtype;

sbFormatOwner/Type;  bdb; sb
79. bdbFormatOwner = vendor PQR
80. bdbFormatType = vendor's format C
81. bdbEncryption = ENCRYPTION
82. birIntegrity = NO INTEGRITY
83. bdbBiometricSubtype = RIGHT
84. sbFormatOwner = an encryption vendor
85. sbFormatType = a security block format (see SB on line 88)
86. bdb
87. numChildren=0
88. sb (see SB format identifier on lines 84-85)
89. ™
90. sh (see SB format identifier in root header

on line 6)
TFable 14 — BIR wrapped in an enveloping BIR
Field name Length Abstract value Encoding

patronHeaderVersion 1 2 02hex
cbeffVeilsion 1 Major 4, Minor 0 40pex
fieldPregence 3 all optional fields absent in the enveloping BIR 000000y,
birIntegkity 1 NO INTEGRITY Hex
numChildren 1 one child (the enveloped BIR) 01 i
childBirPatronFormatOwner) 2 patron format owner of the enveloped BIR Variable
childBirPatronFormatType 2 patron format type of the enveloped BIR Variable
childBir (length of the child BIR) |4 length of the enveloped BIR Variable
childBir (octets of the child BIR variable |octets of the enveloped BIR Variable

Table 14 shows how the Complex patron format specified in this clause can be used as a simple envelope
around a BIR of an arbitrary patron format in order to provide identification of its format and specify its
length. When using the Complex patron format in this way, the portion of the enveloping BIR preceding
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the enveloped BIR can be thought of as a fixed-length prefix to the enveloped BIR. Since all the optional

fields of the enveloping BIR are absent, the length of the prefix is only 15 octets, given by:

a) 7 octets with the fixed values 01200000000001,,; plus

b) 4 octets containing the patron format owner and type of the enveloped BIR; plus

c) 4 octets containing the length of the enveloped BIR.

12.12 ASN.1 definition (provided for illustrative purposes only)

o o = e

BIR :

CBEFF-COMPLEX-PATRON-FORMAT

{ iso(1l) standard(0) cbeff(19785) modules(0) complex-BIR(6)}
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTS BiometricType, BiometricSubtype, Product
FROM CBEFF-DATA-ELEMENTS

:= SEQUENCE {
patronHeaderVersion INTEGER(O..255),
cbeffVersion INTEGER(0..255),

fieldPresence SEQUENCE {
bdbFormat BOOLEAN,
bdbEncryption BOOLEAN,
bdbBiometricType BOOLEAN,
bdbBiometricSubtype BOOLEAN,
bdbChallengeResponse BOOLEAN,
bdbCreationDate BOOLEAN,
bdbIndex BOOLEAN,
bdbProcessedLevel BOOLEAN,
bdbProduct BOOLEAN,
bdbPurpose BOOLEAN,
bdbQuality BOOLEAN,
bdbvalidityPeriod BOOLEAN,
birCreationDate BOOLEAN,
birCreatof "\BOOLEAN,
birIndex -BOOLEAN,
birValidityPeriod BOOLEAN,
sbFotmat BOOLEAN,
bdb_BOOLEAN,

&hildren BOOLEAN,

sb BOOLEAN

},

bdbFormat SEQUENCE {
bdbFormatOwner INTEGER (0. .65535),

he following ASN.1 specification provides an abstract description of the patron format antli can be
etrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specification
seful to some readers of this document, but it is not intended to provide an alternative,specifi
he encodings of this patron format.

may be
ration of

bdbFormatType INTEGER(O..65535)
} OPTIONAL,

bdbEncryption INTEGER(0..255) OPTIONAL,

birIntegrity INTEGER(O..255),

bdbBiometricType BiometricType DEFAULT noValueAvailable,
bdbBiometricSubtype BiometricSubtype DEFAULT noValueAvailable,
bdbChallengeResponse OCTET STRING (SIZE(0..65535)) OPTIONAL,
bdbCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,

bdbIndex OCTET STRING (SIZE(0..65535)) OPTIONAL,
bdbProcessedLevel INTEGER(0..255) OPTIONAL,

bdbProduct Product OPTIONAL,
bdbPurpose INTEGER(0..255) OPTIONAL,
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bdbQuality INTEGER(0..255) OPTIONAL,

bdbValidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,
birCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
birCreator OCTET STRING (SIZE(O..65535)) OPTIONAL,
birIndex OCTET STRING (SIZE(O..65535)) OPTIONAL,
birPayload OCTET STRING (SIZE(0..65535)) OPTIONAL,
birValidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,

sbFormat SEQUENCE {
sbFormatOwner INTEGER(0..65535),
sbFormatType INTEGER(0..65535)

} OPTTONAT,

13 Patiron format specification: XML-full patron format (with additional data

elemej

13.1 P:
ISO/IEC

13.2 P3

257 (01

13.3 P3

ISO/IEC

13.4 P3

11 (000

13.5 AS

bdb OCTET STRING (SIZE(0..4294967295)) OPTIONAL,
children SEQUENCE (SIZE(0..255)) OF
child SEQUENCE {
childBirPatronFormat SEQUENCE {

childBirPatronFormatOwner INTEGER(0..65535),
childBirPatronFormatType INTEGER(O..65535)

b,
childBir OCTET STRING (SIZE(0..4294967295))

}

sb OCTET STRING (SIZE(0..4294967295)) OPTIONAL

1ts)

jitron

JTC 1/SC 37.

jtron format owner

b1Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

itron format name

JTC 1/SC 37 XML-full patron format.

itron formattype

BHex) . This'has been registered in accordance with ISO/IEC 19785-2.

bN.1 OID for this patron format

{iso (1)

. . brority-{—che £E-(19785 b4 . . om {6 tei—se3THE5T

patron-format(l) xml-full(11)}

or, in XML value notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.11</OBJECT_ IDENTIFIER>

NOTE

ISO/IEC 19785-3:2015 included patron format type 11 (xml-full) from ISO/IEC 19785-3:2007/Amd

1:2010 Clause 15, but incorrectly listed the patron format type as 7. Patron format type 7 was already assigned to
the patron format (xml) defined in ISO/IEC 19785-3:2007 Clause 13. Therefore, the patron format type has been

restored

38

to 11 (xml-full) in this document.
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13.6 Domain of use

This clause specifies a patron format based on XML that may be of general utility to applications that
need to carry one or more BIRs in a simple or complex BIR structure and benefit from the use of XML
over a binary format.

This patron format is kept for legacy reasons. For any new implementation that would like to use XML
coding, Clauses 16 and/or 17 shall be used.

his patron format specification has a version identifier of (major 3, minor 0).

3.8 CBEFF version

his specification conforms to CBEFF version (major 4, minor 0) onwards.

3.9 General

3.9.1 Patron Format Structure Type: Complex CBEFF BIR without self-identification

3.9.2 This patron format is based on W3C XML Schema, Pdrts 1[13] and 2[4l It supports all the
andatory and optional data elements specified in ISO/IEC 19785-1:2007. It can support eitherja simple
IR or a complex BIR structure where each intermediaté)node or leaf of the structure is its¢lf a BIR
(called a "child BIR").

3.9.3 Most fields in this patron format are optional. Some mandatory and optional fields are
presented by XML elements, others are represehted by attributes of XML elements. The presence of
optional field in a BIR is signaled by simply;including the corresponding element or attribute and its
sence is signaled by simply omitting the corresponding element or attribute.

3.9.4 Special encodings are specifiéd for integers (see 13.26), octet strings (see 13.27), and flate and
tlme-of-the-day abstract values (see'13.28).

3.9.5 An instance of a BIR\or child BIR contains either a BDB or one or more BIR children, bjut never
ntains both.

3.9.6 An extension-mechanism is specified, which enables the inclusion of application-spedific data
(pot standardized)-within a BIR or child BIR (see 13.11.1.6).

3.10 Specification

3.10.1 In the rest of this clause, the terms "element" and "attribute" are used with the meaning
f"XML element" and "XML attribute", respectively.

13.10.2 The namespace with the name "http://standards.iso.org/iso-iec/19785/-3/ed-3/
en" is called the patron format namespace of this patron format.

13.10.3 All elements defined in this patron format have the patron format namespace name. All
attribute names are unqualified.

13.10.4 An instance of a BIR shall be represented as a <BIrR> element (see 13.11).

13.10.5 The <B1R> element may be the root of an XML document, but this is not required.

© ISO/IEC 2020 - All rights reserved 39


https://standardsiso.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

13.10.6 The portion of the XML document consisting of the <BIr> element and its whole content
shall be valid according to the XML schema provided in 13.30, the ASN.1 module given in 13.31, and the
ASN.1 XML Encoding Rules (XER) defined in ISO/IEC 8825-4.

NOTE1 Validity according to that XML schema does not imply that the <BIR> element satisfies all the
requirements in the normative text of this specification, as there are some requirements that cannot be (or are
not) formally expressed in the XML schema.

When the <B1r> element is the root of an XML document, the UTF-8 character encoding is recommended
for the XML document, because it will usually produce a smaller encoding.

13.10.7 The abstract value NO VALUE AVAILABLE, for any CBEFF data element that supportsithis
abstract|value, shall be encoded as the omission of the corresponding element or attribute both jin thie
<BIR> elpment and in all of its ancestor <BIR> elements.

NOTE The inheritance mechanism specified in 13.14.2.1, 13.15.2.1 and 13.24.2.1 causes a-data element offa
BIR to inherit an abstract value (different from NO VALUE AVAILABLE) from its closest ancestor <BIR> element
that confains that element or attribute when the <BIR> element in question does not centain it. If any <BIR>
t
g

element |n a hierarchy of <BIR> elements specifies an abstract value for a given data‘element, that abstrag
value cai} be overridden by a different abstract value in any of its descendant <BIR> elements, but the overridin
abstract falue can never be NO VALUE AVAILABLE.

13.11 Element <BIR>
13.11.1Fyntax

13.11.1{1 This element shall have no attributes, and shall have a content consisting of the followinlg
(in order):

a) an dptional <version>element (see 13.12);

b) an dptional <CcBEFFversion> element (see 1.3.13);
c) zerq or more application-specific elements;

d) amandatory <BIRInfo> element (see 13.14);

e) andptional <BDBInfo> element (see 13.15);

f) an dptional <sBInfo> eleiment (see 13.24);

g) zerg or more <BIR>-&léments (see 13.11);

h) either an optienal <BDB> element that shall contain a valid representation of an octet string
(seg13.27), 6ran optional <bdbx> element that shall contain a valid XML string;

i) an dptiendl <sB> element — the content of this element shall be a valid representation of an octet
stripg.-(see 13.27)

13.11.1.2 The <BDB> or <bdbx> element shall not be present if one or more child <BIr> elements are
present, and shall be present if no child <BIr> elements are present.

13.11.1.3 The <sB> element shall be absent unless its presence is required by 13.14.2.2 or permitted
by 13.15.2.3.

13.11.14 If the <BDB> or <bdbx> element is present, then the <BDBInfo> element shall also be
present.

13.11.1.5 If the <sB> element is present, then the <sBinfo> element shall also be present.
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13.11.1.6 The number of application-specific elements and their name, namespace name, attributes,
and content are not defined in this patron format specification. However, the namespace name of those
elements shall be different from the patron format namespace name (see 13.10.2).

13.11.2Semantics

13.11.2.1 This element is either a complex or a simple BIR, depending on which child elements are
present. If a child <BDB> or <bdbx> element is present, this element is a simple BIR. If one or more child
<BIR> elements are present, this elementis a complex BIR.

[

3.11.2.2 The elements <version>, <CBEFFVersion>, <BIRInfo>, <BDBInfo>, and <SBInfos gnd their
dontent form the standard biometric header of the BIR.

[

3.11.2.3 The <version> element (if present) carries the major and minor yersion numbeér of this
fdatron format.

==Y

3.11.24 The <cBEFFVersion> element (if present) carries the majofzanid minor version nymber of
he CBEFF standard.

[

13.11.2.5 Each <B1r> element is a whole BIR (of the same patrén format) that is a child BIR of the BIR.

13.11.2.6 The <BDB> or <bdbx> element (if present) carries the biometric data block (BDB) of the BIR.

NOTE A <BDB> or <bdbx> element and a <BIR> element.cannot coexist as children of the same <BIR} element
($ee 13.11.1.2).

13.11.2.7 The <sB> element (if present) carries the security block (SB) of the BIR.

=z

OTE A <sB> element can coexist with either a <BIR> element or a <BDB> or <bdbX> element that isfa child of
he same <BIR> element.

—t

[

3.11.2.8 The <BIRInfo> elément carries information about both the BIR and (possibly) about its
escendant BIRs (if the <BIR> glement has one or more child <B1r> elements), as specified in 13]14.2.1.

oL

3.11.2.9 The <BDBInfo> element (if present) carries information about either the BDB of the BIR
f the <BIR> element lias a child <BDB> or <bdbx> element) or about the BDBs of the descendant BIRs that
ave a child <BDB>.0r)<bdbx> element (if the <B1Ir> element has one or more child <BIrR> elemgnts), as
pecified in 13.15:2)1.

NS

13.11.2.10 \7~ The <sBInfo> element (if present) carries information about either the SB of thle BIR (if
the <BIrR>'element has a child <sB> element) or about the SBs of the descendant BIRs that havg a child
d4sB> element (if the <BIr> element has one or more child <B1r> elements but no child <sB> elerhent), as
specified in 13.24.2.1.

13.12 Element <Version>

13.12.1Syntax
This element shall have contents consisting of the following (in order):

a) arequired <Major>element — the value of this element shall be a valid representation of an integer
in the range 0 to 15 (see 13.26);

b) arequired <Minor>element — the value of this element shall be a valid representation of an integer
in the range 0 to 15 (see 13.26).
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13.12.2Semantics

13.12.2.1 This element represents the data element CBEFF_patron_header_version, and carries the
(major and minor) version number of the patron format. The number assigned to this version of the
patron format is major 3, minor 0.

13.12.2.2 The <Major> element represents the major version number (3 in this version).

13.12.23

13.12.2{4 If this element is not present, the values Major="3" Minor="0" are implied.

13.12.2}5 A child <Bir> element shall have the same (major and minor) version number as ifs

parent <BIR> element.

NOTE This implies that the <version> element, if present in a child <BIR> element,-has'to carry the sam
values a§ the <Version> element in the parent <BIR> element. This is equivalent to/omitting the <vVersion
element.[Therefore, this element is normally omitted in child <BIR> elements.

VvV @

13.13 Element <CBEFFVersion>

13.13.1Fyntax

This element shall have content consisting of the following (in-order):

—

a) arefuired <Major> element — the value of this element’shall be a valid representation of an intege
in the range 0 tol5 (see 13.26);

—

b) arefuired <Minor>element — the value of thiselément shall be a valid representation of an integg
in the range 0 to 15 (see 13.26).

13.13.28emantics

13.13.2{1 This element represents the data element CBEFF_version, and carries the version numbsg
of the CBEFF standard supported(by this patron format. The number assigned to the version of CBEF
supported by this patron formatis' Major=4, Minor=0.

ol

13.13.2{2 The <Major>€lement represents the major version number (4 in this version).

13.13.2{3 The<Minor> element represents the minor version number (0 in this version).

13.13.2{4 If this element is not present, the values Major="4" Minor="0" are implied.

13.13-2.5 A L}ll}d SB1R~ C}Clllcllt b}la}} llClVC tllC OdI1IIT CBEFF VvCl DiUll llulll]UCl (llldel dlld lllillUl) S

its parent <BIrR> element.

NOTE Thus, the <CBEFFVersion> element is normally omitted from all child <BIR> elements, as it would be
redundant.
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13.14 Element <BIRInfo>
13.14.1Syntax

13.14.1.1 This element shall have a content consisting of the following (in order):

a) an optional <creator> element — the content of this element shall be a string of ISO/IEC 10646
characters;

Jan optional <Index> EIEMENt — tNe CONtent of this element snail be a valld representation of a
universally unique identifier (see 13.29), and shall not inherit its value from any other leve| BIR;

d an optional <Payload> element — the content of this element shall be a valid representatjon of an
octet string, and shall not inherit its value from any other level BIR.

d) arequired <integrity>element — the value of this element shall be one of-the character strings in
the third cell of the corresponding row of Table 15;

¢) anoptional <creationDate>element — the value of this element shall’be a valid representdtion of a
date and time of the day (see 13.28);

f) an optional <NotvalidBefore> element — the value of this elemiént shall be a valid representation
of a date and time of the day (see 13.28);

g) an optional <Notvalidafter> element — the value of this’element shall be a valid representation of
a date and time of the day (see 13.28).

13.14.2Semantics

3.14.2.1 The <B1RInfo> element carriegihformation about the BIR. In addition, if the BIR has one
r more child BIRs (the <BIr> element has-one or more child <B1r> elements), the information carried
y the attributes and child elements of<the <BIRInfo> element is inherited by those child BIRs except
here overridden by a correspondingattribute or child element of the <BIRInfo> element of a child BIR.
he information inherited by a BHR.applies to that BIR, and (if the BIR has itself child BIRs) i§ further
hherited by its child BIRs in the.same way (and so on recursively).

] < O

=z

OTE Since the Integrity element is required and the <BIRInfo> element is mandatory in gll <BIR>
elements, inheritance of the Integrity element can never occur.

)

3.14.2.2 The\Integrity element indicates whether integrity information about thig BIR is
rovided within-the security block (SB) of the BIR (the child <sB> element of the parent <BIr> elgment of
his <BIRInfoselement).

o

=z

OTE This information can consist of a digital signature or MAC, a reference to a key or certificate, an
ncrypted key (with or without a reference to the key used to encrypt that key), or other parameters of the digital
gning'(or MAC) process.

w_o©

13.14.2.3 If the value of the <Integrity> element is "true", then the parent <BIR> element of this
<BIRInfo> element shall have a child <sB> element.

13.14.2.4 Table 15 specifies the correspondence between the child elements of this element and
CBEFF data elements, and specifies the supported abstract values and their encodings (see also 13.10.7).

NOTE This element contains all CBEFF data elements whose names begin with "CBEFF_BIR_".
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Table 15 — BIR information

CBEFF data element name XML element Supported abstract values and encodings
CBEFF_BIR_creator <Creator> Al ISO/IEC 10646 character strings are supported.
The character string shall be encoded as the string itself.
CBEFF_BIR_index <Index> All well-formed UUIDs are supported.
The UUIDs shall be encoded as specified in 13.29.
Shall not inherit its value from any other BIR level.
CBEFF_BJR_paytoad Payload AlTOCTet SIrings are supported.
The octet strings shall be encoded as specified in 13.27.
Shall not inherit its value from any other BIR level.
CBEFF_BJR_integrity_options <Integrity> The following abstract values are supported.
The abstract values shall be encoded as shownhbelow.
NO INTEGRITY:
"false"
INTEGRITY:
"true"
CBEFF_BJ|R_creation_date <CreationDate> All date and time-of-the-day abstpact values permitted by CBEF}
are supported.
The abstract values shall be'encoded as specified in 13.28.
CBEFF_BJR_validity_period <NotValidBefore> |All date and time-of-the*day abstract values permitted by CBEF}
(lower er}d) are supported.
The abstract vialues shall be encoded as specified in 13.28.
CBEFF_BJR _validity_period <NotValidAfter> All date and'time-of-the-day abstract values permitted by CBEF}
(upper enjd) are supported.
The abstract values shall be encoded as specified in 13.28.
13.15 Element <BDBInfo>
13.15.18yntax
13.15.1{11 This element shall fiave a content consisting of the following (in order):
a) an pptional <challengeResponse> element — the content of this element shall be a valid
representation of an o¢tet’string (see 13.27);
b) an ¢ptional <Index> element — the content of this element shall be a valid representation of p
uniyersally uniqueidentifier (see 13.29).
c) andptionalxFormat> element (see 13.16);
d) an dptional <Encryption> element — the value of this element shall be one of the character strings

in the third cell of the corresponding row of Tahle 16;

e) anoptional <creationDate>element — the value of this element shall be a valid representation of a
date and time of the day (see 13.28);

f) an optional <NotvalidBefore> element — the value of this element shall be a valid representation
of a date and time of the day (see 13.28);

g) an optional <NotValidafter> element — the value of this element shall be a valid representation of
a date and time of the day (see 13.28);

h) an optional <Type> element — the value of this element shall be one of the character strings in the
third cell of the corresponding row of Table 16;
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i) an optional <subtype> element — the value of this element shall be one of the character strings in
the third cell of the corresponding row of Table 16;

j) an optional <Level> element — the value of this element shall be one of the character strings in the
third cell of the corresponding row of Table 16;

k) an optional <Product> element (see 13.17);
1) an optional <captureDevice> element (see 13.18);
m—atroptionat<FeztureExtractionkigoritim—element{see 13155

n) an optional <ComparisonAlgorithm> element (see 13.20);

d) an optional <CompressionAlgorithm> element (see 13.21);

A) an optional <Purpose> element — the value of this element shall be one of the_.tharacter s{rings in
the third cell of the corresponding row of Table 16;

) an optional <Quality> element (see 13.22).

No)

(==

3.15.1.3 If the parent <BIR> element has a child <BDB> element;’then the <Encryption>|element
hall be present in this <BDBInfo> element unless it is present¢nsthe child <BbBInfo> elemgnt of an
ancestor <BIR> element (see also 13.11.1.4).

(%)

3.15.14 If the parent <BIR> element has a child <eb8> element, then the <Formatowner>|element
shall be present in this <BDBInfo> element unless it is\present in the child <BDBInfo> elemgnt of an
ancestor <BIR> element (see also 13.11.1.4).

3.15.1.5 If the parent <BIR> element has-a child <BDB> element, then the <FormatType>|element
shall be present in this <BDBInfo> element.linless it is present in the child <eDBinfo> element of an
ancestor <BIR> element (see also 13.11.1.4).

[he ancestor <BIR> elements mentioned in the last three subclauses above need not be the samle.
3.15.2Semantics

3.15.2.1 If the BIR'has a BDB (the <BIr> element has a child <BbB> element), then the <§pBInfo>
dlement carries information about that BDB. Otherwise, the information carried by the attriblites and
dhild elements of thexBDBInfo> element is inherited by all the BIRs that are children of the BIR except
here overridden-by a corresponding attribute or child element of the <BDBInfo> element of a child BIR.
[he informatjoninherited by a BIR with a BDB applies to that BDB, whereas the information inh¢rited by
a BIR that has-itself child BIRs is further inherited by all the BIRs that are children of the BIR in the same
ay (andso on recursively).

3:15.2.2 If the BIR has a BDB and encryption is applied to that BDB (either by including the
] lll 1 s - ava " e . aya RDR - a s 0 a ll l‘! -eritthat

o h a se'' 1N tho <RDRInfe>clomeoen a

attribute value from its parent BIR), then the BDB in the <BDB> element shall be encypted.

13.15.2.3 If the BDB of a BIR is encrypted, information about the encryption process may be
provided within the security block (SB) of that BIR (the child <sB> element of the parent <BIrR> element
of this <BIRInfo> element).

NOTE This information can consist of a reference to an encryption key, an encrypted key (with or without a
reference to the key used to encrypt that key), or other parameters of the encryption process.

13.15.2.4 Table 16 specifies the correspondence between the child elements of this element and
CBEFF data elements, and specifies the supported abstract values and their encodings (see also 13.10.7).
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NOTE This element contains all CBEFF data elements whose name begins with "CBEFF_BDB_".

Table 16 — BDB information

CBEFF data element name

XML element

Supported abstract values
and encodings

CBEFF_BDB_format

<Format>

See 13.16

CBEFF_BDB_encryption_options

<Encryption>

The following abstract values are supported.

The abstract values shall be encoded as
shown below.

NO ENCRYPTION:
"false"

ENCRYPTION:
"true"

CBEFF_BDB_creation_date

<CreationDate>

All date and time-of-the-day dbstract values
permitted by CBEFF aresupported.

The abstract values shalllbe encoded as
specified in 13.28-

CBEFF_BDPB_validity_period
(lower end)

<NotValidBefore>

All date and tifne-of-the-day abstract values
permitted by €BEFF are supported.

The abstract values shall be encoded as
specifiedin 13.28.

CBEFF_BDB_index

<Index>

All'well-formed UUIDs are supported.

The UUIDs shall be encoded as specified in
13.29.

Shall appear only in BIRs that have a BDB.

CBEFF_BDPB_challenge_response

<ChallengeResponse>

All octet strings are supported.

The octet strings shall be encoded as speci-
fied in 13.27.

Shall appear only in BIRs that have a BDB.

CBEFF_BDB_validity_period
(upper end)

<NotValidAfter>

All date and time-of-the-day abstract values
permitted by CBEFF are supported.

The abstract values shall be encoded as
specified in 13.28.
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Table 16 (continued)

CBEFF data element name XML element Supported abstract values
and encodings

CBEFF_BDB_biometric_type <Type> The following abstract values and all their
unordered combinations are supported.

A single abstract value shall be encoded as
the corresponding string shown below. A
combination of two or more abstract values
shall be encoded as a list of elements (see
XML Schema).

SCENT:
"Scent"

DNA:
"DNA"

EAR:
"Ear"

FACE:
"Face"

FINGER:
"Finger"
FOOT:
"Foot"

VEIN:
"Vein"

HAND GEOMETRY:
"HandGeometry"

IRIS:
HIris"

RETINA:
"Retina"

VOICE:
"Voice"

GAIT:
llGaitll

KEYSTROKE:
"Keystroke"

LIP MOVEMENT:
"LipMovement"

SIGNATURE OR SIGN:
"SignatureSign"

BODY PHOTOGRAPHY:
"BodyPhotography"

FRICTION RIDGE:
"FrictionRidge"

THERMAL:
"Thermal"

PRESENTATION ATTACK DATA
"PresentationAttack"
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Table 16 (continued)

CBEFF data element name XML element Supported abstract values
and encodings

CBEFF_BDB_biometric_subtype <Subtype> The following abstract values are supported.

The abstract values shall be encoded as
shown below. A combination of two or more
abstract values shall be encoded as a list of
elements (see XML Schema).

LEFT
"Left"

RIGHT:
"Right"

THUMB:
" Thumb"

LEFT THUMB:
"LeftThumb"

RIGHT THUMB:
"RightThumb"

INDEX FINGER:
"IndexFinger"

LEFT INDEX'FINGER:
"LeftIndexFinger"

RIGHT INDEX FINGER:
"RightIndexFinger"

MIDDLE FINGER:
"MiddleFinger"

LEFT MIDDLE FINGER:
"LeftMiddleFinger"

RightMIDDLE FINGER:
"RightMiddleFinger"

RING FINGER:
"RingFinger"

LEFT RING FINGER:
"LeftRingFinger"
RIGHT RING FINGER:
"RightRingFinger"
LITTLE FINGER:
"LittleFinger"

LEFT LITTLE FINGER:
"LeftLittleFinger"

RIGHT LITTLE FINGER:
"RightLittleFinger"

PALM:
"Palm"

LEFT PALM:
"LeftPalm"

RIGHT PALM:
"RightPalm"

RACIKOLITAND
DACICOT- T IND™

"BackOfHand"

LEFT BACK OF HAND:
"LeftBackOfHand"

RIGHT BACK OF HAND:
"RightBackOfHand"

WRIST:
"Wrist"

LEFT WRIST:
"LeftWrist"

RIGHT WRIST:
"RightWrist"
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Table 16 (continued)
CBEFF data element name XML element Supported abstract values
and encodings
CBEFF_BDB_processed_level <Level> The following abstract values are supported.
The abstract values shall be encoded as
shown below.
RAW:
"Raw"
INTERMEDIATE:
Imtermediate ]
PROCESSED:
"Processed"
BEFF_BDB_product <Product> See 13.17
BEFF_BDB_capture_device <CaptureDevice> See 13.18
BEFF_BDB_feature_extraction_algorithm <FeatureExtractionAlgorithm> See 13.19
BEFF_BDB_comparison_algorithm <ComparisonAlgorithm> See 13.20
BEFF_BDB_compression_algorithm <CompressionAlgorithm> See 1321
BEFF_BDB_purpose <Purpose> The following abstract values are supported.
The'abstract values shall be encod¢d as
shown below.
VERIFY:
"Verify"
IDENTIFY:
"Identify"
ENROL:
"Enrol"
ENROL FOR VERIFICATION ONLY:
"EnrolVerify"
ENROL FOR IDENTIFICATION ONLY:
"EnrolIdentify"
AUDIT:
"Audit"
BEFF_BDB_quality xQuality> See 13.22
13.16 Element <Format> ‘of BDBInfoType
13.16.1Syntax
If present, this element shall have the contents consisting of the following (in order):
d) arequiredkorganization>element — the content of this element shall be a string of ISO/IEC 10646
characters;
H) a reguired <Type> element — the content of this element shall be a string of ISO/IEC 10646
¢haracters.

13.16.2Semantics

13.16.2.1 This element represents the CBEFF_BDB_format_owner and CBEFF_BDB_format_type
data elements, and carries the organization code and type code, respectively, as registered with the
Biometric Registry Authority.

13.16.2.2 The <organization> element represents the organization/owner/vendor code as
specified in the registry.

13.16.2.3 The <Type> element represents the type code as specified in the registry.
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13.17 Element <Product>

13.17.1

Syntax

If present, this element shall have the contents consisting of the following (in order):

a) are

quired <organization> element — the content of this element shall be a string of ISO/IEC 10646

characters;

b) a required <Type> element — the content of this element shall be a string of ISO/IEC 10646

cha

13.17.2

13.17.2
data ele
Biometr]

13.17.2

specified in the registry.

13.17.2

13.18 ]

13.18.1

If present, this element shall have the contents consisting of the following (in order):

a) are
cha

b) a rd
cha

13.18.2

13.18.2
capture
register

13.18.2

specified in theregistry.

racters.
Semantics

1 This element represents the CBEFF_BDB_product_owner and CBEFF_BDBiproduct_type
ments, and carries the organization code and type code, respectively, as registered with thie
c Registry Authority.

[72)

2 The <organization> element represents the organization/owner/vendor code a

3 The <Type> element represents the type code as specifiedin the registry.
tlement <CaptureDevice>

Syntax

uired <organization> element — the content of this element shall be a string of ISO/IEC 1064/
racters;

quired <Type> element — the(content of this element shall be a string of ISO/IEC 1064p
[acters.

Semantics

1 This element represents the CBEFF_BDB_capture_device_owner and CBEFF_BDH

[0

device_type data’elements, and carries the organization code and type code, respectively, a
bd with the Biometric Registry Authority.

2 The' <organization> element represents the organization/owner/vendor code a

[72)

13.18.2

i I'he <Type> element represents the type code as speciiied in the registry.

13.19 Element <FeatureExtractionAlgorithm>

13.19.1Syntax

If present, this element shall have the contents consisting of the following (in order):

a) arequired <organization>element — the content of this element shall be a string of ISO/IEC 10646
characters;
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b) a required <Type> element — the content of this element shall be a string of ISO/IEC 10646
characters;

13.19.2Semantics

13.19.2.1 This element represents the CBEFF_BDB_feature_extraction_algorithm_owner and
CBEFF_BDB_feature_extraction_algorithm_type data elements, and carries the organization code and
type code, respectively, as registered with the Biometric Registry Authority.

13.19.2.2 The <organization> element represents the organization/owner/vendot\ode as
specified in the registry.

13.19.2.3 The <Type> element represents the type code as specified in the registry:
13.20 Element <ComparisonAlgorithm>

13.20.1Syntax

]

F present, this element shall have the contents consisting of the following (in order):

d) arequired <organization>element — the content of this elément shall be a string of ISO/IEC 10646
characters;

low

) a required <Type> element — the content of this.element shall be a string of ISO/IEC 10646
characters;

13.20.2Semantics

[

3.20.2.1 This element represents the-€BEFF_BDB_comparison_algorithm_owner and CBEFF_BDB_
omparison_algorithm_type data elemerits; and carries the organization code and type code, respectively,
s registered with the Biometric Registry Authority.

D O

[

3.20.2.2 The <organization> element represents the organization/owner/vendor fode as
pecified in the registry.

%)

13.20.2.3 The <zype> element represents the type code as specified in the registry.
13.21 Element <CompressionAlgorithm>

13.21.1Synfax

]

F present, this element shall have the contents consisting of the following (in order):

a rpqnirpd <Qrganization>element— the content ofthiselementshallbea string nFlQﬂI/]PC 10646

characters;

b) a required <Type> element — the content of this element shall be a string of ISO/IEC 10646
characters;

13.21.2Semantics

13.21.2.1 This element represents the CBEFF_BDB_compression_algorithm_owner and CBEFF_
BDB_compression_algorithm_type data elements, and carries the organization code and type code,
respectively, as registered with the Biometric Registry Authority.
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13.21.2.2 The <organization> element represents the organization/owner/vendor code as
specified in the registry.

13.21.2.3 The <Type> element represents the type code as specified in the registry.

13.22 Element <Quality>

13.22.1Syntax

Absence of this element indicates that quality is not reported by the appropriate quality algorithy]
provider. If present, this element shall have the contents consisting of the following (in order):

a) are

b)

13.22.2

13.22.2
carries gn integer score in the range of 0 to 100 specifying the quality score calculated by a biometri
system.

13.22.2
was unduccessful for some reason. This element can either be empty or carry a message of why thie
calculation failed.

13.23

13.23.18yntax
If present, this element shall have the\contents consisting of the following (in order):

a) are

b) a rdqquired <Type> €lement — the content of this element shall be a string of ISO/IEC 1064p

13.23.2

13.23.2
quality_

either a <score> element shall be a valid representation of an integer in the range 0 to 10
(seg 13.26), or a <QualityCalculationFailed> element if there was an error during the calculatio
of alquality score. The <QualityCalculationFailed> element must either be-empty or shall be

=3

quired <algorithm> element (see 13.23).

e O

g of ISO/IEC 10646 characters.

Semantics

1 The <score> element, if present, represents the CBEFF_BDB_quality data element angd

@)

2 The <QualityCalculatedFailed> element, ifpresent, denotes that the quality calculation

lement <Algorithm>

uired <organization>element — the content of this element shall be a string of ISO/IEC 1064p
racters;

racters;
Semantics

1 This element represents the CBEFF_BDB_quality_algorithm_owner and CBEFF_BDH

lgaritlhia Jdo+ o loa aand axd ooy £l rgamization oo ad iz cad 3 Backixzaliy
TEOTTUTIIT Uata CTCTICTICS, daitu Car eSS onC— OTgarZatrorr cout—annt ty pC—CotC,—T1TCSPCCTrveTy,

[72]]

registered with the Biometric Registry Authority.

13.23.2.2 The <organization> element represents the organization/owner/vendor code as
specified in the registry.

13.23.2.3 The <Type> element represents the type code as specified in the registry.
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13.24 Element <SBInfo>
13.24.1Syntax
13.24.1.1 The contents of this element shall be limited to an optional <Format> element (see 13.25).

13.24.1.2 If the parent <BIR> element has a child <sB> element, then the <Format> element shall be
present in this <sBinfo> element unless it is present in the child <sBInfo> element of an ancestor <BIR>

lamant (caa alca 12 11 1 0O
A2 T A WA A e w s e e ey

The ancestor <BIr> elements mentioned in the last two subclauses above need not be the-same. When
the parent <BIR> element has a child <sB> element and one omits both children of the <sBInfo> Element,
the <sBInfo> element will have no attributes and an empty content. Omission of the <sBInfo> element is
rjot allowed in this case (see 13.11.1.5).

(=Y

3.24.2Semantics

13.24.2.1 If the BIR has an SB (the <BIrR> element has a child <sB>"element), then the 4sBinfo>
glement carries information about that SB. In addition, if the BIR has one or more child BIRs (the <BIr>
glement has one or more child <B1r> elements), the information ‘edrried by the child element of the
4sBinfo> element is inherited by those child BIRs except where) overridden by a corresponding child
glement of the <sBInfo> element of a child BIR. The information inherited by a BIR with an SB applies to
that SB, and (if the BIR has itself child BIRs) is further inhefited by its child BIRs in the same way (and so
dn recursively).

13.25 Element <Format> of SBInfoType

13.25.1Syntax
If present, this element shall have the contents consisting of the following (in order):

d) arequired <organization> eleient — the content of this element shall be a string of ISO/IEC 10646
characters;

H) a required <Type> element — the content of this element shall be a string of ISO/IEC 10646
characters;

13.25.2Semantics

=

3.25.2.1 This element represents the CBEFF_SB_format_owner and CBEFF_SB_format_type data
lements,and carries the organization code and type code, respectively, as registered with the Biometric
egistry-Autthority.

lowil¢)

13:25.2.2 The <organization> element represents the organization/owner/vendor fode as
specified in the registry.

13.25.2.3 The <Type> element represents the type code as specified in the registry.
13.26 Representation of Integers

13.26.1 A non-negative integer shall be represented as a string of one or more ISO/IEC 10646
characters in the range DIGIT ZERO to DIGIT NINE ("o to "9") in decimal notation.

13.26.2 A negative integer shall be represented as the corresponding positive integer, preceded
by a HYPHEN-MINUS character ("-").
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13.26.3 Arbitrary whitespace is allowed before and after the encoding but is forbidden inside the
encoding.

13.27 Representation of Octet Strings

13.27.1 An octet string shall be represented as a string of the following ISO/IEC 10646 characters:
a) LATIN CAPITAL LETTER A to LATIN CAPITAL LETTER Z;

b) LATINSMALLLETTERATO LATIN SMALCLETTERZ;
c) DIG|T ZERO to DIGIT NINE;

d) PLUS SIGN;

e) SOLIDUS;

f) EQUALS SIGN.

forming|the Base64 encoding of the octet string (see IETF RFC 2045), with all whitespace removed.

13.27.2 Arbitrary whitespace is allowed before and after the encodihg, but is forbidden inside thie
encodin

o

13.28 Representation of Date and Time of the Day

13.28.1 A date and time of the day shall be represented as a string of [ISO/IEC 10646 characters ip
the following format, which conforms to the ISO 8601 series.

13.28.2 The encoding shall be the concatenation of all the following components (in order):

a) the[year" component, consisting of the year encoded in four digits ("2000" to "2999");

« n,

b) the hyphen character “-”;

c) the|month" component, consisting of the month encoded in two digits ("01" to "12");
d) the hyphen character “-”;

e) the[day" component,.consisting of the day encoded in two digits ("01" to "31");

f) the |etter "T;

g) the[hour" component, consisting of the hour encoded in two digits ("00" to "23");

“«_n,

h) the folomgharacter “:”;

i) the|minute" component, consisting of the minute encoded in two digits ("00" to "59");

« n,

j)  the colon character “:”;
k) the "second" component, consisting of the second encoded in two digits ("00" to "59");

1) theletter "z".

13.28.3 The "year”, "month", "day", “hour”, “minute”, and “second” components shall be present.
13.28.4 The letter "t shall be present.
13.28.5 The letter "z shall be present whether or not the "hour" component is present.
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NOTE This letter indicates that the date and time of the day are UTC.

13.28.6 Arbitrary whitespace is allowed before and after the encoding, but is forbidden inside the
encoding.

13.29 Representation of Universally Unique Identifiers

13.29.1 The following subclauses describe the same representation of a UUID as is specified in
ISO/IEC 9834-8:2014, Clause 8. An example of such a representation is: f81d4fae-7dec-11d0-a765-
0a0c9le6bbtio

[

3.29.2 A universally unique identifier (UUID) shall be represented as a string of ISO/IEC 10646
dharacters. Each string shall contain exactly 36 characters from the union of the following sets:

d) DIGIT ZERO to DIGIT NINE ("o to "9"), each representing a hexadecimal digit©® through 9;

H) LATIN CAPITAL LETTER A to LATIN CAPITAL LETTER F (va" to-"F"), each representing a
hexadecimal digit A through F;

d LATIN SMALL LETTER A to LATIN SMALL LETTER F ("a" to "£"), each representing a hexgdecimal
digit A through F; and

d) HYPHEN-MINUS ("-").

13.29.3 Each of the positions 9, 14, 19, and 24 of ah encoding shall contain a character [from set
(B)- The other 32 positions shall contain characters fronysets (a) through (c).

13.29.4 Arbitrary whitespace is allowed béfore and after the encoding but is forbidden iside the
gncoding.

13.30 XML schema of the patron fermat

—

he following XML schema can be-rétrieved from http://standards.iso.org/iso-iec/19785/-3/ed-3/en.

<?xml version=9"1.0" encoding="utf-8"7?>

<!--

THE SCHEMA' IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS) OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SCHEMA OR THE USE OR OTHER
DEALINGS IN THE SCHEMA.

-=>

<xs.:schema

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://standards.iso.org/iso-iec/19785/-3/ed-3/en"
targetNamespace="http://standards.iso.org/iso-iec/19785/-3/ed-3/en"
elementFormDefault="qualified"

attributeFormDefault="unqualified">

<xs:element name="BIR" type="BIRType"/>

<xs:complexType name="BIRType'">
<xs:sequence>
<xs:element name="Version" type="VersionType"
minOccurs="0"/>
<xs:element name="CBEFFVersion" type="VersionType"
minOccurs="0"/>
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<xs:any namespace="##other" processContents="skip"

minOccurs="0" maxOccurs="unbounded" />

<xs:element name="BIRInfo" type="BIRInfoType"/>

<xs:element name="BDBInfo" type="BDBInfoType" minOccurs="0"/>
<xs:element name="SBInfo" type="SBInfoType" minOccurs="0"/>
<xs:element name="BIR" type="BIRType" minOccurs="0"

maxOccurs="unbounded" />

<xs:element name="BDB" type="xs:base64Binary" minOccurs="0"/>
<xs:element name="SB" type="xs:base64Binary" minOccurs="0"/>

</xs:sequence>
</xs:complexType>

<xs:complexType name="VersionType">
<xs:sequence>

</xs:sequence>
</xs:complexType>

<xs:complexType name="BIRInfoType">
<xs:sequence>

minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="BDBInfoType'">
<xs:sequence>

minOccurs="0"/>

minOccurs="0"/>
minOccurs="0"/>
minOccurs="0"/>
minOccu¥fs="0"/>
minOccurs="0"/>
minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>

<xs:element name="Major" type="xs:unsignedInt"/>
<xs:element name="Minor" type="xs:unsignedInt"/>

<xs:element name="Creator" type="xs:string" minOccurs="0"/>
<xs:element name="Index" type="UUIDType" minOccurs="0"/>
<xs:element name="Payload" type="xs:base64Binary"

<xs:element name="Integrity" type="xscbeolean"/>
<xs:element name="CreationDate" type='xs:dateTime"

<xs:element name="NotValidBefore! jtype='"xs:dateTime"

<xs:element name="NotValidAfter" type="xs:dateTime"

<xs:element name=!'ChallengeResponse" type="xs:base64Binary"
<xs:element, name="Index" type="UUIDType" minOccurs="0"/>
<xs:element\name="Format" type="RegistryIDType" minOccurs="0"/>
<xs:element’ name="Encryption" type="xs:boolean" minOccurs="0"/>
<xs:element name="CreationDate" type="xs:dateTime"

<xselement name="NotValidBefore" type="xs:dateTime"
<xs:element name="NotValidAfter" type="xs:dateTime"

<xs:element name="Type" type="MultipleTypesType"

<xs:element name="Subtype" type="SubtypeType"

<xs:element name="Level" type="ProcessedLevelType"

<xs:element name="Product" type="RegistryIDType"

el ne L Mra o "

<xs:element name="FeatureExtractionAlgorithm"

type="RegistryIDType" minOccurs="0"/>

<xs:element name="ComparisonAlgorithm" type="RegistryIDType"

minOccurs="0"/>

<xs:element name="CompressionAlgorithm" type="RegistryIDType"

minOccurs="0"/>

<xs:element name="Purpose" type="PurposeType" minOccurs="0"/>
<xs:element name="Quality" type="QualityType" minOccurs="0"/>

</xs:sequence>
</xs:complexType>

<xs:complexType name="RegistryIDType">
<xs:sequence>
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<xs:element name="Organization" type="xs:string"/>
<xs:element name="Type" type="xs:string"/>

</xs:sequence>
</xs:complexType>

ISO/IEC 19785-3:2020(E)

<xs:complexType name="SBInfoType'">
<xs:sequence>
<xs:element name="Format" type="RegistryIDType" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<x

<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<XS
<xs
<xs
<xs
<xs
<xs

——————————— <xs+simplefype name

choice>

<xs:element name="Score" type="QualityScoreType"/>
<xs:element name="QualityCalculationEdiled"
type="xs:string"/>
</xs:choice>
</xs:sequence>
</xs:complexType>

"

<xs:restriction base="xs:unsignedInt">
<xs:maxInclusive value="100"/>
</xs:restriction>
</xs:simpleType>

<xs:complexType name="QualityType'">
<xs:sequence>
<xs:element name="Algorithm" type="RegistryIDType"/>

<xs:

<xs:simpleType name="SingleTypeType'>
<xs:restriction base="
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
senumeration
Yenumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
</xs:restriction>
</xs:simpleType>

xs:string">
value="Scent"/>
value="DNA" />

value="YEar "/>
valué="Face"/>
value="Finger"/>
value="Foot"/>
value="HandGeometry"/>
value="Vein"/>
value="Iris"/>
value="Retina"/>
value="Voice" />
value="Gait"/>
value="Keystroke"/>
value="LipMovement" />
value="SignatureSign"/>
value="BodyPhotography" />
value="FrictionRidge"/>
value="Thermal" />
value="PresentationAttack"/>

<xs:simpleType name="MultipleTypesType">
<xs:list itemType="SingleTypeType"/>
</xs:simpleType>

ne s 1 ad Canlade m. 1
oIngrenanyocudTypeiypPe

<xs:restriction base="xs:string">

<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs
<xs

© ISO/IEC 2020 - All rights reserved

:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration
:enumeration

value="Left"/>
value="Right"/>
value="Thumb" />
value="LeftThumb" />
value="RightThumb" />
value="IndexFinger"/>
value="LeftIndexFinger"/>
value="RightIndexFinger"/>
value="MiddleFinger" />
value="LeftMiddleFinger" />
value="RightMiddleFinger" />
value="RingFinger" />
value="LeftRingFinger" />

57


https://standardsiso.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

<xs:enumeration value="RightRingFinger"/>
<xs:enumeration value="LittleFinger"/>
<xs:enumeration value="LeftLittleFinger"/>
<xs:enumeration value="RightLittleFinger"/>
<xs:enumeration value="Palm"/>
<xs:enumeration value="LeftPalm"/>
<xs:enumeration value="RightPalm"/>
<xs:enumeration value="BackOfHand"/>
<xs:enumeration value="LeftBackOfHand"/>
<xs:enumeration value="RightBackOfHand"/>
<xs:enumeration value="Wrist"/>
<xs-enumeration valne="TeftWrist"/>

NOTE
value in,

13.31 4
The follq

for example, havingithe following string appear in a record: <level> no value available <level>.

ASN.1 scheina of the patron format

<xs:enumeration value="RightWrist"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="SubtypeType'>
<xs:list itemType="SingleAnySubtypeType"/>
</xs:simpleType>

<xs:simpleType name="ProcessedLevelType'">
<xs:restriction base="xs:string">
<xs:enumeration value="Raw"/>
<xs:enumeration value="Intermediate"/>
<xs:enumeration value="Processed"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="PurposeType'>
<xs:restriction base="xs:string">
<xs:enumeration value="Verify"/>
<xs:enumeration value="IdentifyV/>
<xs:enumeration value="Enrol[l/>
<xs:enumeration value="EnrolVerify"/>
<xs:enumeration value="EnrolIdentify"/>
<xs:enumeration value="JAudit"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="UUIDType">
<xs:restriction base="xs:string">
<xs:pattern value="[a-fA-F0-9]{8}\-([a-fA-F0-9]{4}\-) {3}
[a-fA-FO0-9]{12}"/>
</xs:restriction>
</xs:simpleType>,
</xs:schema>

NO VALUE AVAILABLE is encoded by the absence of optional fields in the XML encoding. There is little

wingASN.1 module can be retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/emn.

XML-FULL-PATRON-FORMAT

58

{1so0(l) standard(0) cberf (19785) modules (0) xml-full-patron-format(ll)}
DEFINITIONS
XER INSTRUCTIONS
AUTOMATIC TAGS ::=
BEGIN
IMPORTS
BiometricDataBlock, Version, RegistryID, ProcessedLevel, Purpose,
SecurityBlock
FROM CBEFF-DATA-ELEMENTS
SBType
FROM SB-DATA-ELEMENTS;

BIR ::= SEQUENCE ({
version Version OPTIONAL,

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

cBEFFVersion Version OPTIONAL,

elemlist [UNTAGGED] SEQUENCE OF elem UTF8String (CONSTRAINED BY
{/* Shall conform to the "AnyElementFormat" specified
in ITU-T Rec. X.693 | ISO/IEC 8825-4, clause 19 */}),
bIRInfo BIRInfoType,
bDBInfo BDBInfoType OPTIONAL,
sBInfo SBInfoType OPTIONAL,
birlist [UNTAGGED] SEQUENCE OF bIR BIR,
bDB [BASE64] BiometricDataBlock OPTIONAL,
sB [BASE64] SBType OPTIONAL
}
BIRInfoType ::= SEQUENCE ({
creator UTF8String OPTIONAL,
index UUID OPTIONAL,
payload [BASE64] OCTET STRING OPTIONAL,
integrity BOOLEAN,
creationDate DATE-TIME OPTIONAL,
notValidBefore DATE-TIME OPTIONAL,
notValidAfter DATE-TIME OPTIONAL
}
BDBInfoType ::= SEQUENCE {

challengeResponse [BASE64] OCTET STRING OPTIOQNAL,
index UUID OPTIONAL,

format RegistryID OPTIONAL,

encryption BOOLEAN OPTIONAL,

creationDate DATE-TIME OPTIONALy

notValidBefore DATE-TIME OPTIONAL,

notValidAfter DATE-TIME OPTIONAL,

type [LIST] SEQUENCE, OF SingleTypeType OPTIONAL,
subtype Subtype OPTIONAL,

level ProcessedLével OPTIONAL,

product RegistrylID* OPTIONAL,

captureDevice RegistyyID OPTIONAL,

featureExtractionAlgorithm RegistryID OPTIONAL,
comparisonAlgorithm RegistryID OPTIONAL,
compressionAlgorithm™~RegistryID OPTIONAL,
purpose Purpose OPTIONAL,
quality Quality OPTIONAL

}

SBInfoType ::= SEQUENCE ({
format RegistryID OPTIONAL
}

Quality ::= SEQUENCE {
algorithm RegistryID,
qualityScoreType QualityScoreType
}

QualityScoreType ::= CHOICE {
score INTEGER (0..100),
qualityCalculationFailed UTF8String
}

————— Singltefypefype——=ENUMERATED—
scent,

dNa,

ear,

face,

finger,

foot,
handGeometry,
vein,

iris,

retina,
voice,

gait,
keystroke,
lipMovement,
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signatureSign,
bodyPhotography,
frictionRidge,
thermal,
presentationAttack
}

SingleAnySubtypeType ::= ENUMERATED ({
left,
right,
thumb,
leftThumb

rightThumb,
indexFinger,
leftIndex,
rightIndex,
middleFinger,
leftMiddle,
rightMiddle,
ringFinger,
leftRing,
rightRing,
littleFinger,
leftLittle,
rightLittle,
palm,
leftPalm,
rightPalm,
backOfHand,
leftBackOfHand,
rightBackOfHand,
wrist,
leftWrist,
rightWrist

}

Subtype ::= [LIST] SEQUENCE OF SingleAnySubtypeType

UUID ::= IA5String (SIZE(36))

[a-fA-F0-9]{12}")

ENCODING-CONTROL XER
GLOBAL-DEFAULTS MODIFIED-ENCODINGS
GLOBAL-DEFAULTS CONTROL=NAMESPACE

AS "iso-iec. jtel.sc37.common" PREFIX "ns"

TEXT BDBInfoType.type.*:ALL, SingleAnySubtypeType:ALL,
BDBInfoType-level:ALL, BDBInfoType.purpose:ALL
ANY-ELEMENT BIR.elemlist.elem EXCEPT ABSENT
"iso-iec.jtcl.sc37.common"

TEXT \SingleAnySubtypeType:ALL AS CAPITALIZED

TEXT Processed:ALL AS CAPITALIZED

TEXT PURPOSE:ALL AS CAPITALIZED

(PATTERN "[a-fA-F0-91#(8)\- ([a-£A-F0-9]#(4)\-)#(3)

"http://www.w3.0rg/2001/XMLSchema-instance" PREFIX "xsi"

NAMESPACE ALL, ALL IN ALL AS "iso-iec.jtcl.sc37.common" PREFIX "ns"

NOT NAMESPACE ALL IN BIRInfoType, ALL IN BDBInfoType, ALL IN SBInfoType
NAMESPACE index7 )payload IN BIRInfoType, index, challengeResponse IN BDBInfoType

—NAME—AS—CAPTTALTZED
NAME BIR AS UPPERCASED
END

60
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the
elements are defined.

/*
-- These definitions shall be provided by the SB format provider.
-- In case of being primitive data, these data elements shall be of type

-- OCTET STRING.

- In case of constructed data, this/these data elements' complete
-- definition/s should be provided with the data element type names given here
- THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY
BB-DATA-ELEMENTS
iso(1l) standard(0) cbeff(19785) part(3)} -- or whatever OID_/iS registered
DPEFINITIONS
AUTOMATIC TAGS ::=
BEGIN
SBType ::= OCTET STRING (SIZE(0..4294967295)). %> if primitive (comment line
-- if not used)
*
SBType ::= SET -- if constructed, to be defined by the
-- SB~data format provider (comment block
--~if not used)
{
tagAllocationAuthority [APPLICATION 24] CHOICE
{
oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING
}DEFAULT oid: {1 0 24787 2018}, -- or whatever OID is registered
sbbata [APPLICATION 16] SET
{
————————field0— 0] OCTET - STRING{(SIZE{I))—OPTIONAL

fieldl [1] OCTET STRING (SIZE(l)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(1l)) OPTIONAL
}

*/

END
*/
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13.32 An example of a simple BIR in XML encoding (complying with the ASN.1 schema,
the XSD schema, and the normative textual description)

<?xml version="1.0" encoding="utf-8"?>
<BIR xmlns="http://standards.iso.org/iso-iec/19785/-3/ed-3/en">
<Version>
<Major>3</Major>
<Minor>0</Minor>
</Version>
<CBEFFVersion>
<Major>4</Major>
<Minor>0</Minor>
</CBEFFVersion>
<BIRInfo>
<Creator>ABCDE</Creator>
<Index>86CA3100-43F3-0D23-A941-7871E519A00E</Index>
<Payload>UjBsR09EbGhjZ0dTQUxNQUFBUUNBRU1 tQ1p0dU1lGUXhEUZhL

</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:03:152</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-03T15:00:00Z</NotValidafter>
</BIRInfo>
<BDBInfo>

<ChallengeResponse>dTQUxNQUFBUUNBRU1tQ1UjBsR09EbGhjZ0p0dUlGUXhEU
zhi</ChallengeResponse>
<Index>86CA3100-43F3-0D23-A941-7871E519A00E</Index>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
<Type>Iris</Type>
<Subtype>Left</Subtype>
<Level>Processed</Level>
<Product>
<Organization>16</Organization>
<Type>2</Type>
</Product>
<Purpose>Verify</Purpose>
<Quality>
<Algorithm>
<Organization>4</Organization>
<Type>9</Type>
</Algorithm>
<Score>100</Score>
L/Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>Q1UjBsR09EbGhjZ0p0dUlGUXhEUzhidTQUxNQUFBUUNBRU1 t</BDB>
<SB>1tQ1UjBsRO9EbGhjZ0p0dUlGUXhEUzhidTQUxNQUFBUUNBRU</SB>

</BIR>

13.33 An example of a complex BIR in XML encoding (complying with the ASN.1 schema,
the XSD schema, and the normative textual description)

<?xml version="1.0" encoding="utf-8"?>
<BIR xmlns="http://standards.iso.org/iso-iec/19785/-3/ed-3/en">
<Version>
<Major>3</Major>
<Minor>0</Minor>
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</Version>

<CBEFFVersion>
<Major>4</Major>
<Minor>0</Minor>

</CBEFFVersion>

<BIRInfo>
<Creator>ABCDE</Creator>
<Index>86CA3100-43F3-0D23-2A941-7871E519A00E</Index>
<Payload>UjBsR09EbGh jZ0dTQUxNQUFBUUNBRU1 tQ1p0dU1GUXhEUzhi</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:03:15Z</CreationDate>
<NotValidBRefore>2004-03-02T15:00:002</NotValidBefore>

<NotValidAfter>2004-03-02T15:00:00Z</NotValidAfter>
</BIRInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BIR>
<BIRInfo>
<Creator>ABCDE</Creator>
<Index>310086CA-43F3-0D23-A941-7871YES19A00E</Index>
<Payload>09EbUjBsRGhjZ0dTQUxNQUFRUUNBRU1tQ1p0dU1GUXhEUzhi,

</Payload>
<Integrity>false</Integrity>
<CreationDate>2004-03-02T00<00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:33:00Z2</NotValidAfter>
</BIRInfo>
<BDBInfo>

<ChallengeResponse>¢2Rmc2RmZHNmMZ zMONmVydGZnZmQ=
</ChallengeResponse>

<Index>310086CA-~43F3-0D23-A941-7871E519A00E</Index>
<Format>

<Organization>51</Organization>

<Type>99</Type>
</Format>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00z</NotValidBefore>
KNotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
<Type>Iris</Type>
<Subtype>Left</Subtype>
<Level>Processed</Level>
<Product>

<Organization>16</Organization>

<Type>2</Type>
</Product>
<Purpose>Verify</Purpose>
<Quality>

<Algorithm>

<Organization>4</Organization>
<Type>9</Type>
</A1gorithm>

100

U\.Vl—c EA A [ »J\.va.c
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>VGhpcyBpcyBhbiBJU08gc3RhbmRhcmQ=</BDB>
<SB>U2VjdXJpdHkgQmxvY2s=</SB>
</BIR>
<BIR>
<BIRInfo>
<Creator>ABCDE</Creator>
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<Index>00130224-0D23-1193-BEAD-7871E519A00E</Index>
<Payload>UGF5bG9hZCBnb2VzIGhlcmU=</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
</BIRInfo>
<BDBInfo>
<ChallengeResponse>Q2hhbGxlbmdlUmVzcG9uc2UgZ291lcyBoZXJl
</ChallengeResponse>
<Index>00130224-0D23-1193-BEAD-7871E519A00E</Index>
<Format>
<Organization>51</Organization>
<Type>88</Type>
</Format>
<Type>Iris</Type>
<Level>Processed</Level>
<Product>
<Organization>51</Organization>
<Type>88</Type>
</Product>
<Purpose>Enrol</Purpose>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BIR>
<BIRInfo>
<Integrity>false</Integrity>
</BIRInfo>
<BDBInfo>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBeforée>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
<Subtype>Left</Subtype>
<Quality>
<Algorithm>
<Organization>4</Organization>
<Type>9</Type>
</Algorithm>
<Score>90</Score>
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>Qm1vbWVO0cml jRGFOYUJsb2NrIGdvZXMgaGVyZQ==</BDB>
<SB>U2VjdXJpdHkgQmxvY2s=</SB>
</BIR>

RITR
LI

<BIRInfo>
<Integrity>false</Integrity>
</BIRInfo>
<BDBInfo>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
<Subtype>Right</Subtype>
<Quality>
<Algorithm>
<Organization>4</Organization>
<Type>9</Type>
</Algorithm>
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<QualityCalculationFailed />
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>QmlvbWV0cmljRGFOYUJsb2NrIGdvZXMgaGVyZQ==</BDB>
<SB>QSBTQiBzaG91bGQgz291cyBoZXJ1</SB>
</BIR>
<SB>QW5vdGh1lciBTQiBzaG91bGQgZ291cyBoZXJ1</SB>
</BIR>
<SB>QSBmaW5hbCBTQiBzaG91bGQgz291cyBoZXJ1</SB>
</BIR>

14 Patron format specification: full-complex patron format

14.1 Patron
IFO/IEC]TC 1/SC 37-

14..2 Patron format owner

257 (0101Hex). The BRA has allocated this identifier for ISOAEC JTC 1/SC 37.

14.3 Patron format name

ISO/IEC JTC 1/SC 37 full-complex patron format

14.4 Patron format type

1o (oooaHex). This has been registered-in accordance with ISO/IEC 19785-2.

14.5 ASN.1 OID for this patron format

{iso (1) registration-authprity(l) cbeff (19785) biometric-organization(0) jtcl-sc37 (|
tron-format (1) full<complex(10)}

r, in XML value notatjon,
BJECT IDENTIFIER>1.1.19785.0.257.1.10</OBJECT IDENTIFIER>

4.6 Domain of use

020(E)

257)

ons that

his clause provides a definition of a patron format that may be of general utility to applicati

eed'to carry one or more BIRs (of either the same or different patron formats) in a single comlplex BIR

strueture, with explicit identification of the patron format(s) being used.

This patron format is identical to that specified in Clause 12 except for the addition of twelve new
data elements (capture device owner and identifier, feature extraction algorithm owner and identifier,

comparison algorithm owner and identifier, quality algorithm owner and identifier, PAD me

chanism

and PAD mechanism vendor, and compression algorithm owner and identifier) and a "fieldPresence"

field that is one byte longer.
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14.7 Version identifier

This pat

NOTE

ron format specification has a version identifier of 2.

The patron format version was increased from 1 to 2 because the QUALITY NOT SUPPORTED BY BDB

CREATOR and QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET values were modified. Additionally, the
CBEFF_biometric_type and CBEFF_biometric_subtype values were changed.

14.8 CBEFF version

This spd

14.9 Gg¢
14.9.1

14.9.2

in I1SO/I
interme
inany p

14.9.3 7
owner

itself ha
patron fi

14.9.4 \
single b
optional
the corr

14.9.5 A
or four d

14.9.6 A

14.9.7
ISO 860

14.9.8 /
never cd

14.10 §

An insta
betweer

cification conforms to CBEFF version (major 4, minor 0).

eneral
atron Format Structure Type: Complex CBEFF BIR without self-identification.

Chis patron format supports all the mandatory and optional data elements specifie
EC 19785-1. It can support either a simple BIR or a complex BIR structure where eac
diate node or leaf of the structure is itself a BIR (called a "child BIR").dand can be represente
htron format.

==

(i

he patron format of each child BIR is explicitly identified in its parent by a pair: patron forma
patron format type, and can be either this patron format (indwhich case the child BIR maly
e children), or a different patron format (in which case the-child BIR is considered a leaf of this
brmat although it may be a complex BIR in its own regard)

[ost fields in this patron format are optional. The presexce of each optional field is encoded as
t of a 32-bit field ("fieldPresence") at the beginning of the format, which has one bit for eac
field defined in the patron format. The bit value\'1' in a given position of that field means th3
esponding field is present in the BIR instance.

= = D

1l character strings and octet strings are preceded by a length prefix, which can be one, two,
ctets long, as specified for each field.

1l integer values, including lengthsyare encoded in big-endian order.

Dates and date intervals are encoded as character strings in a way conforming to the
1 series.

ln instance of a BIR erchild BIR contains either a BDB or one or more BIR children, but
ntains both.

ppecification

[72)

nce of aBIR shall contain the fields specified below, in exactly the same order and with no gap
the fields.
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14.11 Illustrative examples

Table 18 — Simple BIR (one BDB)

Field name Length Abstract value Encoding
patronHeaderVersion 1 2 02ex
cbeffVersion 1 Major 4, Minor 0 4004
fieldPresence bdbFormatOwner and Type E0200020y,
hth‘nrrvpfinn
bdbBiometricType
bdbQuality
bdb
bdbFormatOwner 2 ISO/IEC]JTC 1/SC 37 257 (01014,
bdbFormatType 2 Face image 0008,
bdbEnciyption 1 NO ENCRYPTION 00410
birlntegfity 1 NO INTEGRITY 00yex
bdbBionpetricType 3 FACE-IMAGE 000002455
bdbQuality 1 75/100 4By
Bdb 4+ 4096 octet string 00001000y, + 4096 octets
numChildren 1 zero 0044

Table 19 — Complex BIR fields and abstract values corresponding to ISO/IEC 19785-1, Figure 2

1. patronHeaderVersion = 2

2 cheffVersion = 4:0

3. fieldPresence = sbFormatOwner/Type
4 birintegrity = INTEGRITY

(beginning of the root header BIR)

(integrity is applied to the entire complex
BIR via the SB on line 90)

%)

1F0rmat0wner = a security vendor
FormatType = that vendor's sectirity block format

5

6. (see the final SB on line 90)
7. npiimChildren = 2

8

9

ildBirPatronFormatOwner’= SC 37
childBirPatronFormatType = 10 (this format)

(denotes the beginning of the next BIR)
11. atronHeaderVersion = 2
12. beffVersion'<#%:0
13. ieldPreserice = bdbBiometricType
14. irlntegrity = NO INTEGRITY
15. dbBiometricType = FINGER (the next 3 BIRs inherit this value)

16. numChildren =3
17. childBirPatronFormatOwner = SC 37
18. childBirPatronFormatType = 10 (this format)

19. =

20. patronHeaderVersion = 2

21. cbeffVersion = 4:0

22. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype; bdb
23. bdbFormatOwner = SC 37

24, bdbFormatType = a standardized BDB format
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Table 19 (continued)

25. bdbEncryption = NO ENCRYPTION

26. birIntegrity = NO INTEGRITY

27. bdbBiometricSubtype = LEFT INDEX FINGER

28. Bdb

29. numChildren=0

30. -

B1. patronHeaderVersion = 2

B2. cbeffVersion = 4:0

B3. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;ybdb

B4. bdbFormatOwner = vendor ABC

B5. bdbFormatType = non standard BDB format A

B6. bdbEncryption = NO ENCRYPTION

B7. birlntegrity = NO INTEGRITY

8. bdbBiometricSubtype = LEFT MIDDLE FINGER

BO. Bdb

10. numChildren=0

41. -

2. patronHeaderVersion = 2

43. cbeffVersion = 4:0

#4. fieldPresence = bdbFormatOwner/Typey;bdbEncryption; bdbBiometricSubtype; bdb

45. bdbFormatOwner = vendor XYZ

46. bdbFormatType = non standard BRB format B

47. bdbEncryption = NO ENCRYPTION

48. birIntegrity = NO INTEGRITY

49. bdbBiometricSubtype = LEFT RING FINGER

0. Bdb

b1. numChildren=0

b2. >

b3. patronHeadepVersion = 2

b4 cbeffVersion = 4:0

b 5. fieldPtesence = bdbBiometricType

b6. birlntegrity = NO INTEGRITY

7. bdbBiometricType = IRIS (the next 2 BIRs inherit this type)

b 8- numChildren = 2

59. childBirPatronFormatOwner = SC 37

60. childBirPatronFormatType = 10 (this format)

61. -

62. patronHeaderVersion = 2

63. cbeffVersion = 4:0

64. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;
sbFormatOwner/Type;  bdb; sb

65. bdbFormatOwner = SC 37

66. bdbFormatType = an iris format
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Table 19 (continued)
67. bdbEncryption = ENCRYPTION
68. birIntegrity = NO INTEGRITY
69. bdbBiometricSubtype = LEFT
70. sbFormatOwner = an encryption vendor
71. sbFormatType = a security block format (see SB on line 74)
72. bdb
73. numChildren=0
74. sb  (see SB format identifier on lines 70-71)
75. >
76. patronHeaderVersion = 2
77. cbeffVersion = 4:0
78. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;
sbFormatOwner/Type;  bdb; sb
79. bdbFormatOwner = vendor PQR
80. bdbFormatType = vendor’s format C
81. bdbEncryption = ENCRYPTION
82. birIntegrity = NO INTEGRITY
83. bdbBiometricSubtype = RIGHT
84. sbFormatOwner = an encryption vendor
85. sbFormatType = a security block format (see SB on line 88)
86. Bdb
87. numChildren=0
88. Sb (see SB format identifier on lines 84-85)
89. ™
90. Sb (see SB format identifier in root header
on line 6)
Table 20 — BIR wrapped in an enveloping BIR
Field Name Length Abstract value Encoding
patronHeaderVersion 1 2 02hex
cbeffVersion 1 Major 4, Minor 0 40hex
fieldPrefence 4 all optional fields absent in the enveloping BIR ~ [00000000y,,
birlntegfity 1 NO INTEGRITY 004,
numChildrefi 1 one child (the enveloped BIR) 0164
childBirPatronFormatOwner) 2 patron format owner of the enveloped BIR variable
childBirPatronFormatType 2 patron format type of the enveloped BIR variable
childBir (length of the child BIR) |4 length of the enveloped BIR variable
childBir (octets of the child BIR variable |octets of the enveloped BIR variable

Table 20 shows how the Complex patron format specified in this clause can be used as a simple envelope
around a BIR of an arbitrary patron format in order to provide identification of its format and specify its
length. When using the Complex patron format in this way, the portion of the enveloping BIR preceding
the enveloped BIR can be thought of as a fixed-length prefix to the enveloped BIR. Since all the optional
fields of the enveloping BIR are absent, the length of the prefix is only 16 octets, given by:

a) 8 octets with the fixed values 0120000000000001,,; plus;
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b) 4 octets containing the patron format owner and type of the enveloped BIR; plus;

c) 4 octets containing the length of the enveloped BIR.

14.12 ASN.1 definition (provided for illustrative purposes only)

The following ASN.1 specification provides an abstract description of the patron format and can be
retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specification may be
useful to some readers of this document. It is not intended to provide an alternative specification of the

neoadinas afthic natran foarmat
Heodgs ol Huspalbrontormatl
CBEFF-FULL-COMPLEX-PATRON-FORMAT
{iso (1) standard(0) cbeff(19785) modules(0) full-complex(10)}
DEFINITIONS
AUTOMATIC TAGS ::=
BEGIN
IMPORTS
RegistryID, BDBFormat, BiometricType, BiometricSubtype,
ChallengeResponse, BDBIndex, ProcessedLevel, Product, Purpose,
Quality, Creator, BIRIndex, Payload
FROM CBEFF-DATA-ELEMENTS;
BIR ::= SEQUENCE
{
patronHeaderVersion INTEGER(O..255),
cbeffVersion INTEGER (0. .255),
fieldPresence SEQUENCE
{
bdbFormat BOOLEAN,
bdbEncryption BOOLEAN,
bdbBiometricType BOOLEAN,
bdbBiometricSubtype BOOLEAN(
bdbChallengeResponse BOOLEAN,;
bdbCreationDate BOQLEAN,
bdbIndex BOOLEAN,
bdbProcessedLevel BOOLEAN,
bdbProduct BOOLEAN,
bdbCaptureDevice BOOLEAN,
bdbFeatureExtAlg BOOLEAN,
bdbComparisonAlg BOOLEAN,
bdbQualityAlg BOOLEAN,
bdbCompressienAlg BOOLEAN,
bdbPurpose BOOLEAN,
bdbQuality BOOLEAN,
bdbValidityPeriod BOOLEAN,
birCreationDate BOOLEAN,
birCreator BOOLEAN,
birIndex BOOLEAN,
birValidityPeriod BOOLEAN,
sbFormat BOOLEAN,
bdb BOOLEAN,
children BOOLEAN,
sb BOOTEAN
},
bdbFormat BDBFormat OPTIONAL,
bdbEncryption INTEGER (0. .255) OPTIONAL,
birIntegrity INTEGER (0. .255),
bdbBiometricType BiometricType DEFAULT noValueAvailable,
bdbBiometricSubtype BiometricSubtype DEFAULT noValueAvailable,
bdbChallengeResponse ChallengeResponse OPTIONAL,
bdbCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
bdbIndex BDBIndex OPTIONAL,
bdbProcessedLevel ProcessedLevel OPTIONAL,
bdbProduct Product OPTIONAL,
bdbCaptureDevice RegistryID OPTIONAL,
bdbFeatureExtAlg RegistryID OPTIONAL,
bdbComparisonAlg RegistryID OPTIONAL,
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bdbQualityAlg RegistryID OPTIONAL,
bdbCompressionAlg RegistryID OPTIONAL,

bdbPurpose Purpose OPTIONAL,

bdbQuality Quality OPTIONAL,

bdbvalidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,
birCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
birCreator Creator OPTIONAL,

birIndex BIRIndex OPTIONAL,

birPayload Payload OPTIONAL,

birValidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,
sbFormat RegistryID OPTIONAL,

bdhbh QCTET STRTING (STZFE (0 4294967295)) OPTTONAT,

END

children SEQUENCE (SIZE(0..255)) OF
child SEQUENCE
{
childBirPatronFormat
childBir
},
sb OCTET STRING (SIZE(0..4294967295)) OPTIONAL
}

RegistryID,
OCTET STRING (SIZE(0..4294967295))

15 Patron format specification: Biometric application programming interface
(BioARI 2.0)

This patjron format is to be used in the context of BioAPI 2.0, and is therefore defined in ISO/IEC 19784

as the IJO/IEC JTC 1/SC 37 BioAPI patron format with ASN.1 identifier {iso(1) registration-authority(1
cbeff(19[785) biometric-organization(0) jtc1-sc37(257) patron-format(1) bioAPI (8)}}.

16 Patron format specification: Self-identifying Tag-oriented Simple BIR

16.1 P;
ISO/IEC

This p3
(see ISO
the scop
for the &

16.2 P3

257 (01

16.3 P3

ISO/IEC

— =

itron
JTC 1/SC 37.

tron format was developed from the Simple BIR defined for Object-Oriented BioARI
IEC 30106-1), but it is specified and generalized here for use in any environment, even outside
e of ISO/IEC 30106-1. The patron format shall be coded in a tagged data format. Specificationfs
ncoding in a selection of-popular tagged formats are given in Annex C.

itron format owner

b1Hex). The BRAyhas allocated this identifier for ISO/IEC JTC 1/SC 37.

itron format name

JTC 1/SC 37 self-identifying-tag-oriented-simple-bir patron format

16.4 Patron format type

12 (000CHex). This has been registered in accordance with ISO/IEC 19785-2.

16.5 ASN.1 OID for this patron format

{iso (1)

registration-authority (1) cbeff(19785) biometric-organization(0) Jjtcl-sc37(257)

patron-format(l) self-id-tagged-simple(12)}

or, in XML value notation,

<OBJECT IDENTIFIER>1.1.19785.0.257.1.12</OBJECT IDENTIFIER>
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16.6 Domain of use

This clause provides a definition of a patron format that may be of general utility to applications that
need to carry BIRs in a complete simple BIR structure, with optional support for the Multiple CBEFF
BIR structure (see 16.9). Regardless of whether the simple BIR or Multiple CBEFF BIR structure is used,
only a single BDB may be included any BIR of this patron format.

16.7 Version identifier

6.8 CBEFF version

[his specification conforms to CBEFF version (major 4, minor 0).

6.9 General

6.9.1 Patron Format Structure Type: Simple CBEFF BIR with self-identification and optiondl support
fpr Multiple CBEFF BIR. This patron format includes optional CBEFF dataelements needed to inJplement
ultiple CBEFF BIR structures. Specifically, this patron format includes’an optional CBEFF_BIR| pointer
eld which may be used to point to subsequent BIRs.

—

Vhen subsequent BIRs are included in this patron format, &linear structure shall be used quch that
ach subsequent BIR points to the next, and the sequence.is terminated by a BIR where th¢ CBEFF_
IR_pointer is not included or has a value of 0. This is.also known as the end-to-end structure and
5 depicted in ISO/IEC 19785-1:2020 Figure 3. Sincekthis patron format is tag-oriented and ¢loes not
upport memory location pointers, the CBEFF_BIRZpointer will indicate the location of the fiext BIR
sing a URL or file path.

o W = 1 Qo <

—

owever, if the CBEFF_BIR_pointer is not ineluded or has a value of 0, this patron format represents
Simple CBEFF BIR. The inclusion of the“optional CBEFF_BIR_pointer field is intended to|provide
exibility in the use of this patron format.If a Simple CBEFF BIR meets implementation needs, then the
ultiple CBEFF BIR concept can be ingored.

-, Q)

6.9.2 This patron format supports many of the mandatory and optional data elements spedified in
IBO/IEC 19785-1. For a complete list of supported fields, see Table 21.

6.9.3 In order to allow_future backwards interoperability, this patron format shall be coded with a
thgged data format (e.g° TLV, XML or JSON). Most fields in this patron format are optionpl. Those
ptional parameters;if absent, will not include their relevant tags in the data structure.

agged data formats can be parsed and processed without using the overall BIR length value. Therefore,
this patron fermat does not include a BIR length field.

6.9.4 Allcharacter strings and octet strings are preceded by a length prefix, which can be pne, two,
r four'octets long, as specified for each field. The tagged data format chosen will adapt such [a length
réefix according to the best practices within such data format.

EXAMPLE In TLV data coding, the length will be part of the L sub-field, and not the V sub-field.
16.9.5 All integer values, including lengths, are encoded in big-endian order.

16.9.6 Dates and date intervals are encoded as character strings in a way conforming to the
ISO 8601 series.

16.9.7 The BDB field is mandatory in this patron format.
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16.10 Specification

An instance of a BIR shall contain the fields specified below. The order of the fields is not fixed for this
tag-oriented format.
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16.11 Illustrative examples

[llustrative examples of tag-oriented patron formats are included in C.6. The child BIR example uses the
format of the Self-identifying Tag-oriented Simple BIR patron format.

16.12 ASN.1 definition

The following ASN.1 specification provides an abstract description of the patron format and can be
retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specification may

oy

be usefl.} tU SUIIIT 1cad61a Uf thlb }}cut Uf ISC/IIEC 19785. It ;D llU‘I—. ;utcudcd tU }}l UV;dC dall Cl}tCl llClt;V
specificqtion of the encodings of this patron format.
SELF-IDENTIFYING-TAG-ORIENTED-SIMPLE-BIR-PATRON-FORMAT
{iso(1l)| standard(0) cbeff(19785) modules (0) self-id-tagged-simple(12)}
DEFINIT[[ONS AUTOMATIC TAGS ::=
BEGIN
IMPOR['S
BDBFprmat, BiometricType, BiometricSubtype, ProcessedLevel, Product,, Purpose,
Qualfity, ValidityPeriod, Version, RegistryID, EncryptionOptions, IntegrityOptions,
Creafkor, BIRIndex, Payload, BDBIndex, ChallengeResponse
FROM {BEFF-DATA-ELEMENTS
--| The following data elements are defined by the BDB format provider
--| (e.g. ISO/IEC 19794-x)
CakdholderChallengeType, StandardBDBType, ProprietaryBDBType
FROM BDB-DATA-ELEMENTS
--| The following data elements are defined by the BDB format provider
--| (e.g. ISO/IEC 19785-4)
SBI'ype
FROM BB-DATA-ELEMENTS;
SBIR [ := [APPLICATION 96] IMPLICIT SEQUENCE {
birBelfId [6] RegistryID,
cbeffVersion [28] Version,
patfonHeaderVersion [0] Version,
birlnfo [7] SET
{
blirIntegrity [0] IntegrityOptions,
blirCreationDate [24] DATE-TIME OPTIONAL,
blirValidityPeriod [27)} ValidityPeriod OPTIONAL,
blirCreator [41 Creator OPTIONAL,
blirIndex [16] BIRIndex OPTIONAL,
blirPayload [1] Payload OPTIONAL,
blirPointer [2] OCTET STRING (SIZE(O0..65535)) OPTIONAL
}
bdb[nfo [3] SET
{
bfilbFormat [7] BDBFormat,
bfibEncryption [0] EncryptionOptions,
bfibBiometric [1] SEQUENCE
{
bdbBiometricType [1] BiometricType,
bdbBiometricSubtype [2] BiometricSubtype OPTIONAL
} OPTIONAL,
bdbProcessedLevel [21] ProcessedLevel OPTIONAL,
bdbPurpose [22] Purpose OPTIONAL,
bdbCreationDate [3] DATE-TIME OPTIONAL,
bdbValidityPeriod [5] ValidityPeriod OPTIONAL,
bdbChallengeResponse [19] ChallengeResponse OPTIONAL,
bdbIndex [20] BDBIndex OPTIONAL,
bdbProduct [6] Product OPTIONAL,
bdbCaptureDevice [2] RegistryID OPTIONAL,
bdbFeatureExtractionAlg [4] RegistryID OPTIONAL,
bdbComparisonAlg [9] RegistryID OPTIONAL,
bdbCompressionAlg [10] RegistryID OPTIONAL,
bdbQuality [23] ConstructedQuality OPTIONAL,
bdbPADMechanism [29] RegistryID OPTIONAL
},
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sbInfo [4] SET
{
sbFormat [0] RegistryID
} OPTIONAL,
bdbData [APPLICATION 46] SET
{
challengeCardholder [0] CardholderChallengeType OPTIONAL,
-- defined in BDB-DATA-ELEMENTS
standardBDB [1] StandardBDBType OPTIONAL,
-- defined in BDB-DATA-ELEMENTS
proprietaryBDB [2] ProprietaryBDBType OPTIONAL,
== defined in BDR-DATA-ETLEMENTS
referenceQualifier [3] OCTET STRING (SIZE(l1)) OPTIONAL,
biometricData [APPLICATION 46] OCTET STRING OPTIONAL
} OPTIONAL
sb [18] OCTET STRING (SIZE(0..4294967295)) OPTIONAL
}
END

]

mported elements shall be defined prior to compiling the ASN.1 specificatien. For illustrative gurposes
he following example is provided. Implementers shall refer to the rélevant standards where the
glements are defined.

—

- These definitions shall be provided by the BDB format provider.

- In case of being primitive data, these data elements shall be of type
- OCTET STRING.

- In case of constructed data, this/these data“elements' complete

- definiton should be provided with the data‘\element names given here.

- THE DATA DEFINED BELOW IS AN EXAMPLE“FOR ILLUSTRATIVE PURPOSES ONLY

BDB-DATA-ELEMENTS
iso(1l) standard(0) 19794 (19794) 2014 (2014)}

EFINITIONS
UTOMATIC TAGS ::=
EGIN

CardholdetChallengeType ::= OCTET STRING -- if primitive (comment line
-- if not used)

*

]
0
=
H

}

I

if constructed, to be defined by the
BbB—data—format—provider—{comment
-- block if not used)

CardholderChallengeType
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{
tagAllocationAuthority [APPLICATION 24] CHOICE
{
oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING
} PEFAYET otd— {1+ 02478720187
biometricData [APPLICATION 16] SET
{
f1eld0 [0] OCTET STRING (SIZE(l)) OPTIONAL,
fleldl [1] OCTET STRING (SIZE(l)) OPTIONAL,
fleld2 [2] OCTET STRING (SIZE(l)) OPTIONAL
}
}
*/
StandprdBDBType ::= OCTET STRING -- if primitive (comment line
-- if not used)
/*
StandprdBDBType ::= SET -- if constructed, to bé defined by the
-- BDB data format provider (comment block
-- if not used)
{
taghllocationAuthority [APPLICATION(24] CHOICE
{
old OBJECT IDENTIFIER,
céuntry [APPLICATION 1] OCTET STRING,
igsuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING
}PEFAULT oid: {1 0/24787 2018},
biometricData [APPLICATION 16] SET
{
f1e1d0 [0] OCTET STRING (SIZE(l)) OPTIONAL,
f1eIdI [I] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE (1)) OPTIONAL
}
}
*/

84
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ProprietaryBDBType ::= OCTET STRING -- if primitive (comment line
-- if not used)

/*
SET -- if constructed, to be defined by the

ProprietaryBDBType
-- BDB data format provider (comment block

-- if not used)

{

At oo tor A PPLICATTON-24—CHOTER
{

oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING

}DEFAULT oid: {1 0 24787 2018},

biometricData [APPLICATION 16] SET
{
field0 [0] OCTET STRING (SIZE(1l)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE(1l)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(l1)) OPTIONAL

}

— These definitioms\shall be provided by the SB format provider.

- In case of being primitive data, these data elements shall be of type
- OCTET STRING.

-- In caséof constructed data, this/these data elements' complete

- definition/s should be provided with the data element type names given here.

r— ~THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY
SB-DATA-ELEMENTS

{iso (1) standard(0) cbeff(19785) part(3)} -- or whatever OID is registered
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN
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SBType ::= OCTET STRING (SIZE(0..4294967295)) -- if primitive (comment line
-- if not used)
/*
SBType ::= SET -- if constructed, to be defined by the
-- SB data format provider (comment block

-- if not used)

tadAllocationAuthority [APPLICATION 24] CHOICE

qid OBJECT IDENTIFIER,

dqountry [APPLICATION 1] OCTET STRING,

issuerID [APPLICATION 2] OCTET STRING,

gpplication [APPLICATION 15] OCTET STRING

JDEFAULT oid: {1 0 24787 2018}, -- or whatever OID is registered
sbljata [APPLICATION 16] SET

field0 [0] OCTET STRING (SIZE (1)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE (1)) OPTIONAL

*/

END
*/

17 Patron format speécification: Self-identifying, Tag-oriented Complex BIR

17.1 Patron
ISO/IEC| TC 1/8€37.

This pafron ‘format was developed from the Complex BIR defined for its use in Object-Oriented
BioAPI (scT ISG/’IEC 36106-12616; 6.3), but-itts bpcuificd amnd gemet atizedhereforusein any other
environment, even outside the scope of ISO/IEC 30106-1. The patron format is defined to be coded in
any tagged data format. Specifications for the encoding in popular tagged formats are given in Annex C.

17.2 Patron format owner

257 (0101y,,)- The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

17.3 Patron format name

ISO/IEC JTC 1/SC 37 self-identifying-tag-oriented-complex-bir patron format
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17.4 Patron format type

13 (000DHex). This has been registered in accordance with ISO/IEC 19785-2.

17.5 ASN.1 OID for this patron format

{iso (1) registration-authority(l) cbeff (19785) biometric-organization(0) jtcl-sc37(
patron-format(l) self-id-tagged-complex(13)}

or, in XML value notation,

257)

BJECT_IDENTIFIER>1.1.19785.0.257.1.13 </OBJECT_ IDENTIFIER>

7.6 Domain of use

his clause provides a definition of a patron format that may be of general utility‘te applicat
eed to carry more than one BDB (of either the same or different patron formats)’in a single
IR structure, with explicit identification of each of the patron format(s) being.used. This patro
Iso includes optional support for the Multiple CBEFF BIR structure.

he Self-Identifying Tag-Oriented Simple BIR patron format, defined in\Glause 16, is reference
ding of child BIRs capable of containing BDBs.

7.7 Version identifier

his patron format specification has a version identified with major 1 and minor 0.

7.8 CBEFF version

his specification conforms to CBEFF version (major 4, minor 0).

7.9 General

7.9.1 Patron Format Structure Type:Complex CBEFF BIR with self-identification and optional
fpbr Multiple CBEFF BIR.

his patron format includes dptional CBEFF data elements needed to implement multiple CB
sftructures. Specifically, this'patron format includes an optional CBEFF_BIR_pointer field whic}
sed to point to subsequent BIRs.

hen subsequent BIRS are included in this patron format, a linear structure shall be used s
ach subsequentBIR points to the next, and the sequence is terminated by a BIR where the
IR_pointer isynot included or has a value of 0. This is also known as the end-to-end struct
depicted inSO/IEC 19785-1:2020 Figure 3. Since this patron format is tag-oriented and
sjupport memory location pointers, the CBEFF_BIR_pointer will indicate the location of the 1
sing a URL or file path.

owever, if the CBEFF_BIR_pointer is not included or has a value of 0, this patron format repr

ons that
complex
h format

d for the

support

EFF BIR
| may be

uch that

CBEFF_
ure and
loes not
next BIR

esents a

Complex CBEFF BIR.

NOTE The inclusion of the optional CBEFF_BIR_pointer field is intended to provide flexibility in the use of
this patron format. If a Complex CBEFF BIR meets implementation needs, then the Multiple CBEFF BIR concept

can be ingored.

17.9.2 This patron format supports some of the mandatory and optional data elements specified in
[SO/IEC 19785-1. For a full list of allowed fields, refer to Table 22. It supports complex BIR structures

(and optional Multiple BIR structures) where each intermediate node or leaf of the structure i

s itself a

BIR (called a "child BIR"), represented by a self-identifying Simple BIR structure defined in Clause 16 or

another self-identifying Complex BIR as defined in Clause 17 (this clause).
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17.9.3 The patron format of each child BIR is explicitly identified in its own BIR structure, in its
mandatory pair: patron format owner / patron format type.

17.9.4 Some fields in this patron format are optional. In order to allow future backwards
interoperability, this patron format shall be coded with a tagged data format (e.g. TLV, XML or JSON).
Those optional parameters, if absent, will not include their relevant tags in the data structure.

Tagged data formats can be parsed and processed without using the overall BIR length value. Therefore,
this patron format does not include a BIR length field.

17.9.5 ‘ﬁ]ll character strings and octet strings are preceded Dy a length prefix, which can be one, two,
or four ¢ctets long, as specified for each field. The tagged data format chosen will adapt such a lengt

prefix a¢cording to the best practices within such data format.

j=ni

EXAMPLE In TLV data coding, the length is be part of the L sub-field, and not the V sub-field.
17.9.6 Alll integer values, including lengths, are encoded in big-endian order.

17.9.7 Dates and date intervals are encoded as character strings in a way conforming to the ISO 8601
series.

17.9.8 An instance of a BIR contains one or more BIR children, but never contains a BDB from itself.

17.10 $pecification
An instance of a BIR shall contain the fields specified below.

The strycture of the embedded Child BIR shall follow the sameéspecification as that of the Self—identifyirl}F
Tag-orignted Simple BIR (Clause 16, i.e. patron format type 12), or it may be another instance of the
patron fprmat specified in this clause.

88 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

Table 22 — Specifications for self-identifying, tag-oriented complex BIR patron format

CBEFF data element name Field name Ler}gth a_nd Abstract values and encodings?
optionality?
The following fields shall occur at most once
SBIR ComplexSBIR container, Container of the whole data format
mandatory

Che following fields shall be within S

BIR container and shall occur atmostonce

BEFF_BIR_self_id_owner

BirSelfldOrganization

2, mandatory

010140,

BEFF_BIR_self_id_type

BirSelfldId

2, mandatory

000Dy,

optional

BEFF_version cbeffVersion 2, mandatory Major '4' and Minor '0": 04007,
BEFF_patron_header_version patronHeaderVersion 2, mandatory Major '1"' and Minor '0'0100y,,
BEFF_subheader_count numChildren 1, mandatory 1..255
lhe following are fields related to | birlnfo container,
he BIR mandatory
BEFF_BIR_integrity_options birlntegrity 1, mandatory NO INTEGRITY: 0
INTEGRITY: 1
BEFF_BIR_creation_date birCreationDate 8..15, optional Vartable-length ASCII character stripg. The
string shall represent a date (or dat¢ and a
time of the day)2.
BEFF_BIR _validity_period birValidityPeriod 17..31, optional Variable-length ASCII character stripg. The
string shall represent an interval of fwo dates
(or date and time of the day)Pb.
BEFF_BIR_creator birCreator 0..65535, optional Variable-length ISO/IEC 10646 charpcter
string, encoded in UTF-8.
BEFF_BIR_index birIndex 0..65535, optional Variable-length octet string. Shall n¢t inherit
its value from any other level BIR.
BEFF_BIR_payload birPayload 0..65535, optional Variable-length octet string. Shall nt inherit
its value from any other level BIR.
BEFF_BIR_pointer birPointer 0..65535, optional Variable-length octet string. Shall ngt inherit
its value from any other level BIR.
he following are conditional sbinfo container,
ields related to the SB, conditional
handatory only if a SB is
hcluded in the BIR
BEFF_SB_format_owner shFormatOrganization 2, conditional 1..65535
BEFF_SB_format_type sbFormatld 2, conditional 1..65535
[he following field shall oceuras
hany times as specified inthe'field
umChildren (1..255)
ot a standard CBEFFdata element | childBir 4 +0..4294967295, Coded either as a complex BIR (i.e. this patron
mandatory format) or as a simple BIR (child BIR)), in what-
ever patron that identifies at the beginning its
patron format owner and type and ifs length
(e.g. the SimpleBIR patron format ddfined in
Clause 16)
[he’following field shall occur at
oSt once
SB sb 4 +0..4294967295, Variable-length octet string, preceded by a 32-

bit integer field containing the lengt

h (octets).

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may
be omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits. Examples: 20050103/20060103,
20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR conforming to this patron format consists of an SBH with numChildren value greater than 0 and does not directly contain a BDB or SB. BDB and
SB information may be contained in child BIRs conforming to the self-identifying tag-oriented simple BIR format defined in Clause 16.
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17.11 Illustrative example

Additional illustrative examples of tag-oriented patron formats are included in C.6.

17.12 ASN.1 definition

The following ASN.1 specification provides an abstract description of the patron format and can be
retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specification may
be useful to some readers of this part of ISO/IEC 19785. It is not intended to provide an alternative

iF3 3 £l nH £l 4+ £, i
Speclflc LIUIT Ul U1IT CllqulllsD Ul UII1O lJaLl Ul 1Vl 111dat.

SELF-IDENTIFYING-TAG-ORIENTED-COMPLEX-BIR-PATRON-FORMAT

{isp (1) standard(0) cbeff(19785) modules (0) self-id-tagged-complex(13)}
DEFINITIONS AUTOMATIC TAGS ::=

BEG[N

IMPORTS

ValidityPeriod, Version, RegistryID, IntegrityOptions, Creator,
BIRIndex, Payload

ROM CBEFF-DATA-ELEMENTS

SBIR

ROM SELF-IDENTIFYING-TAG-ORIENTED-SIMPLE-BIR-PATRON-FORMAT

-- The following data elements are defined by the BDB format provider
-- (e.g. ISO/IEC 19785-4)

SBType

FROM SB-DATA-ELEMENTS;

o

|

CpmplexSBIR ::= [APPLICATION 97] IMPLICIT SEQUENCE ({
birSelfId [6] RegistryID,
cbeffVersion [28] Version,
patronHeaderVersion [0] Version,
numChildren [5] INTEGER (1.:255),
birInfo [7] SET
{
birIntegrity [0] IntegrityOptions,
birCreationDate [24]:- DATE-TIME OPTIONAL,
birValidityPeriod [27],WValidityPeriod OPTIONAL,
birCreator [4] Creator OPTIONAL,
birIndex [16] BIRIndex OPTIONAL,
birPayload [1] Payload OPTIONAL,
birPointer [2] OCTET STRING (SIZE(0..65535)) OPTIONAL
},
sbInfo [4] SET
{
sbFormat [0] RegistryID
} OPTIONAL,
children [1] SEQUENCE (SIZE(l..255)) OF
childBir CHOICE
{
simpleBIR [APPLICATION 96] SBIR, -- As per clause 16
complexBIR [APPLICATION 97] ComplexSBIR -- As per clause 17
},
sb [I8] SBType OPTIONAL
}
END
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the
elements are defined.

/*

-— In

—— These definitions shall be provided by the SB format provider.
case of being primitive data, these data elements shall be of type

-—- OCTET STRING.

F— In

{

Case OL constructed data, this/these data elements' complete

-— definition/s should be provided with the data element type names given hergl

-— THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

B-DATA-ELEMENTS
iso(l) standard(0) cbeff(19785) part(3)} -- or whatever OID ig rkegistered
EFINITIONS

AUTOMATIC TAGS ::=

BEGIN
SBType ::= OCTET STRING (SIZE(0..4294967295)) -={if primitive (comment line
~— if not used)
*
SBType = SET -—- if constxufted, to be defined by the

-- SB datalformat provider (comment block

-- 1f mot used)

tagAllocationAuthority [APPLICATION 24] CHOICE

{

oid OBJECT IDENTIFIER,

country [APPLICATION 1] OCTET STRING,

issuerID [APPLICATION 2] OCTET STRING,

applicatien [APPLICATION 15] OCTET STRING

}DEFAULTY0oid: {1 0 24787 2018}, -- or whatever OID is registered
skData [APPLICATION 16] SET

{

IT1eldU [U] OUTET STKRKING (o148 (1)) UFTIUNAL,

*/

END
*/

fieldl [1] OCTET STRING (SIZE(1l)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(1l)) OPTIONAL
}
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18 Patron format specification: PAD patron format (Linking BDB with PAD Sample

18.1 Patron
ISO/IEC]JTC 1/SC 37.

18.2 Patron format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

18.3 Patron format name

ISO/IEC| JTC 1/SC 37 PAD patron format.

18.4 Patron format type

14 (000EHex). This has been registered in accordance with ISO/IEC 19785-2.

18.5 A$N.1 OID for this patron format

{iso(1l)| registration-authority (1) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format (1) pad(14)}

or, in XML value notation,
<OBJECT| IDENTIFIER>1.1.19785.0.257.1.14</OBJECT IDENEIFIER>

18.6 Dpmain of use

This clafise provides a definition of a patron format that links PAD information with a relevant BDB. |
order to|perform such a functionality, a Self-identifying Tag-oriented Complex BIR patron (Clause 17) i
taken aqg a basis, implementing a self-identifying €BEFF BIR structure. This complex BIR will include §
least ong simple BIR with a BDB, and anothet-simple BIR containing the PAD information as specifie
in ISO/IEC 30107-2. The two simple BIRs.shall use the Self-identifying Tag-oriented Simple BIR patro

format (Clause 16).

- 2L+ n B

18.7 Version identifier

This patjron format specification has a version identifier of major 1 and minor 0.

18.8 CBEFF version

This spdcification-conforms to CBEFF version (major 4, minor 0).

18.9 General

18.9.2 This patron is based in the byte and tag-oriented complex BIR patron format (Clause 17).

18.9.3 In order to allow future backwards interoperability, this patron format shall be coded with a
tagged data format (e.g. TLV, XML or JSON). Optional parameters, if absent, will not include their
relevant tags in the data structure.

Tagged data formats can be parsed and processed without using the overall BIR length value. Therefore,
this patron format does not include a BIR length field.
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18.9.4 All character strings and octet strings are preceded by a length prefix, which can be one, two,
or four octets long, as specified for each field. The tagged data format chosen will adapt such a length
prefix according to the best practices within such data format.

EXAMPLE In TLV data coding, the length will be part of the L sub-field, and not into the V sub-field.
18.9.5 All integer values, including lengths, are encoded in big-endian order.

18.9.6 Dates and date intervals are encoded as character strings in a way conforming to the
ISO 8601 series.

j§.9.7 An instance of a BIR shall contain at least 2 child BIRs, one with the biometric probg data, and
other one with the PAD data.

18.10 Specification

An instance of a BIR shall contain the fields specified below.

—

he structure of the embedded Child BIR shall follow the same specification as that of the Self-
lentifying Tag-oriented Simple BIR (Clause 16, i.e. patron format type 12

—

Table 23 — Specifications for PAD bir

CBEFF data element name Field name Length and op- Abstract values and Encodings?
tionality?

[he following fields shall occur at most once

BIR PadSBIR container, Container of the whole data format
mandatory

[he following fields shall be within ComplexBIR container and shall p€cur at most once

BEFF_BIR_self_id_owner BirSelfldOrganization 2, mandatory 0101 ¢4

BEFF_BIR_self_id_type BirSelfldId 2, mandatory 000Dye4

BEFF_version cbeffVersion 2, mandatory Major '4' and Minor '0": 0400y,

BEFF_patron_header_version patronHeaderVersion 2, mandatory Major '1' and Minor '0": 0100y,

BEFF_subheader_count numChildfen 1, mandatory 2..255

[he following are fields related to~ \birInfo container,

he BIR mandatory

BEFF_BIR _integrity_optiens birlntegrity 1, mandatory NO INTEGRITY: 0
INTEGRITY: 1

BEFF_BIR_creation~daté birCreationDate 8..15, optional Variable-length ASCII character string] The
string shall represent a date (or date aipd a time
of the day)2.

BEFF_BIR %alidity_period birValidityPeriod 17..31, optional Variable-length ASCII character string] The

string shall represent an interval of twp dates
(or date and time of the day)P.

BEEF_BIR_creator birCreator 0..65535, optional |Variable-length ISO/IEC 10646 characfer string,
encodedin UTE-8

CBEFF_BIR_index birlndex 0..65535, optional |Variable-length octet string. Shall not inherit its
value from any other level BIR.

CBEFF_BIR_payload birPayload 0..65535, optional |Variable-length octet string. Shall not inherit its
value from any other level BIR.

CBEFF_BIR_pointer birPointer 0..65535, optional |Variable-length octet string. Shall not inherit its
value from any other level BIR.

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may
be omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits. Examples: 20050103/20060103,
20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR conforming to this patron format consists of an SBH with numChildren value greater than or equal to 2 and does not directly contain a BDB or SB.
Atleast one child BIR must contain a BDB and another child BIR must contain PAD information.
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Table 23 (continued)

CBEFF data element name Field name Length and op- Abstract values and EncodingsP
tionality?
The following are conditional fields | sbinfo container,
related to the SB, mandatory only if conditional
a SB is included in the BIR
CBEFF_SB_format_owner sbFormatOrganization 2, conditional 1..65535
CBEFF_SB_format_type sbFormatld 2, conditional 1..65535

The following field shall occur a
number Of trresbetweenr 1ot

numChildrgn-1

Not a stanflard CBEFF data element | biometricdataBir 15..4294967295, Coded either as a complex BIR (i.e., Claus€ 17)
mandatory or as a simple BIR (i.e., Clause 16), The tantent

of such BIRs shall be biometric samples+(The
minimum biometricdataBir length.is €qual to th
minimum length of mandatoryfields for a Simpl

BIR in Clause 16)
The follow|ng field shall occur
the numbel of times resulting
of substradting the number
of biometr{cdataBirs from
numChildrgn
Not a standlard CBEFF data element | padBir 0..4294967295, Coded eitheras a complex BIR (i.e., clause 17) or
mandatory as a simple BIR (i.e., clause 16), The content of

such BIRs shall be presentation attack detection
(i.e5,ASO/IEC 30107-2).

The follow|ng field shall occur at
most once

SB sb 0..42949672965; Variable-length octet string.
optional

a The djte shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may bg
omitted. Expmples: 20050103,20050106T11, 20050106T1230, and 20050106 T14550%.

b Each date shall be represented in the ISO 8601 series basic format YY.YYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters ma
be omitted] The two dates shall be separated by a SOLIDUS ("/") charactef,“and shall have the same number of digits. Examples: 20050103/20060109,
20050106Tf11/20050306T11, and 20050106T113300/20050306T113259,

¢ A BIR fonforming to this patron format consists of an SBH with numChildren value greater than or equal to 2 and does not directly contain a BDB or SH.
Atleast onelchild BIR must contain a BDB and another child BIR mustcontain PAD information.
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18.11 Illustrative example

Table 24 — Byte-oriented complex BIR with byte-oriented simple BIR children

e 50)

1.  sBir = ComplexSBIR

2.  BirSelfldOrganization = 257 (ISO/IEC]TC 1/SC 37)
—BiSeltdtd=13

4. cbeffVersion = 4.0

h.  patronHeaderVersion = 1.0

b.  numChildren = 2

. birlnfo

b » (denotes the beginning of the BIR Info)

. birlntegrity = INTEGRITY (integrity is applied to the entire complex BIR via the SB on lif
0. sbinfo

1. = (denotes the beginning of the SB Info)

[2. sbFormatOrganization = a security vendor

3. sbFormatld = that vendor's security block format (seéthe final SB on line 50)
4. » (denotes the beginning of child BIR 1 of 2 containingythe BDB)
5. sBir = SBIR

6. BirSelfldOrganization = SC 37

[7. BirSelfldId = 12

8. cbeffVersion = 4.0

0. patronHeaderVersion = 1.1

0. numChildren=0

1. birlnfo

»3 » (denotes the beginning of the BIR Info)

P 3. birIntegrity = NOINTEGRITY

Z3 bdblInfo

D5 » (denotes the beginning of the BDB Info)

6. bdbFermatOrganization = SC 37

7. bdbFormatld = a standardized BDB format

p 8. bdbEncryption = NO ENCRYPTION

PO. bdbBiometricType = FINGER

B0. bdbBiometricSubtype = LEFT INDEX FINGER

e beb

32. » (denotes the beginning of child BIR 2 of 2 containing PAD data)
33. sBir = SBIR

34. BirSelfldOrganization = SC 37

35. BirSelfldld = 12

36. cbeffVersion = 4.0

37. patronHeaderVersion = 1.1

38. numChildren = 0

30. birlnfo
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40.
41.
42.
43.
44,
45.

Table 24 (continued)
» (denotes the beginning of the BIR Info)

birIntegrity = NO INTEGRITY

bdblInfo
» (denotes the beginning of the BDB Info)

bdbFormatOrganization = SC37
bdbFormatld = PAD information (according to ISO/IEC 30107-2)

46.
47.
48.
49,
50. sh

18.12 |

The foll
retrieve
be usefi
specific

BDB
{is
DEF
BEG

2|

|

2|

bdbEncryption = NO ENCRYPTION
bdbBiometricType = FINGER (must be same as line 29)
bdbBiometricSubtype = LEFT INDEX FINGER (must be same as line 30)
bdb
(see SB format identifier in root header on lines 12-13)

ASN.1 definition

bwing ASN.1 specification provides an abstract description of the (patron format and can bj
d from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This/ASN.1 specification mafy
|1 to some readers of this part of ISO/IEC 19785. It is not intenided to provide an alternativie
ition of the encodings of this patron format.

-FAND-PAD-BIR-PATRON-FORMAT

b (1) standard(0) cbeff (19785) modules (0) padBIR\(14)}
[INITIONS AUTOMATIC TAGS ::=

[N

MPORTS

IntegrityOptions, ValidityPeriod, Vetsion, RegistryID

ROM CBEFF-DATA-ELEMENTS

SBIR

ROM SELF-IDENTIFYING-TAG-ORIENTED-SIMPLE-BIR-PATRON-FORMAT

ComplexSBIR

ROM SELF-IDENTIFYING-TAG-ORIENTED-COMPLEX-BIR-PATRON-FORMAT

-- The following data elements are defined by the BDB format provider
-- (e.g. ISO/IEC 19785-%)

SBType

96

ROM SB-DATA-ELEMENTS ;
BdSBIR ::= [APPLICATION 97] IMPLICIT SEQUENCE {
birSelfId [6] RegistrylID,
cbeffVersion [28] Version,
patronHeaderVersion [0] Version,
numChildren [5] INTEGER (2..255),
birInfo [7] SET {
birIntegrity [0] IntegrityOptions,
birCreationDate [24] DATE-TIME OPTIONAL,
birValidityPeriod [27] ValidityPeriod OPTIONAL,
birCreater H1—OCTRP—STRING—(STZEAO0—65535))—OPEIONATT——
birIndex [16] OCTET STRING (SIZE(0..65535)) OPTIONAL,
birPayload [1] OCTET STRING (SIZE(O..65535)) OPTIONAL,
birPointer [2] OCTET STRING (SIZE(0..65535)) OPTIONAL
},
sbInfo [4] SET {
sbFormat [0] RegistryID
} OPTIONAL,
biometricdataBir [1] SEQUENCE (SIZE(1l..numChildren-1)) OF
childBir CHOICE ({
simpleBIR [APPLICATION 96] SBIR, -- As per clause 16
complexBIR [APPLICATION 97] ComplexSBIR -- As per clause 17
},
padBir [9] SEQUENCE (SIZE(l..numChildren-1)) OF

childBir CHOICE {
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simpleBIR
complexBIR

},
sb

END

ISO/IEC 19785-3:2020(E)

[APPLICATION 96] SBIR, -- As per clause 16
[APPLICATION 97] ComplexSBIR -- As per clause 17

[18] SBType OPTIONAL
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the
elements are defined.

/*

—-— These definitions shall be provided by the SB format provider.

-- In case of being primitive data, these data elements shall be of type

—-— OCTET STRING.

-- In cEsSeUf TUmStIUTtE Oata, IS/ these data S remerts —CompTete

-- defijnition/s should be provided with the data element type names given
herel.

-- THE PATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

SB-DATA-ELEMENTS

{iso(1l)] standard(0) cbeff (19785) part(3)} -- or whatever OID is registehred
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN
SBTypE = OCTET STRING (SIZE(0..4294967295)) -- if primitive (comment line
-— if neot used)
/*
SBTypke = SET -- if constructed,~£® be defined by the

-- SB data formafy provider (comment block

-— if not used)

tagAljlocationAuthority [APPLICATION 24] CHOICE

oid OBJECT IDENTIFIER,

couptry [APPLICATION 1] OCTET STRING,

issperID [APPLICATION 2] OCTET STRING,

application [APPLICATION 15] OCTET STRING

}DEFAULT oid: ™ ™0 24787 2018}, -- or whatever OID is registered
sbDatp [APPLICATION 16] SET

{
field0 [O] OCTET STRING (SIZE(I)) OPTIONAL,

fieldl [1] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE (1)) OPTIONAL
}

*/

END
*/
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19 Patron format specification: TLV-encoded patron format for ICCs and other
tokens (with explicit tag allocation authority)

19.1 Patron
ISO/IEC]JTC 1/SC 37.

19.2 Patron format owner

57 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

9.3 Patron format name

SO/IEC JTC 1/SC 37 TLV-encoded patron format for ICCs with explicit tag allocation aythority

9.4 Patron format type

5 (000FHex). This has been registered in accordance with ISO/IEC 197852.

9.5 ASN.1 OID for this patron format

{iso (1) registration-authority(l) cbeff (19785) biometfic-organization(0) jtcl-sc37(R257)
tron-format (1) tlv-encoded-explicit(15)}

r, in XML value notation,
BJECT_IDENTIFIER>1.1.19785.0.257.1.15</OBJECT IDENTIFIER>

9.6 Domain of Use

he domain of use is applications complyingwith ISO/IEC 7816-11 with explicit tag allocation apithority.
his patron format is applicable for bothen-card and off-card biometric comparison and should be used
fbr new applications using ICCs. Older-version applications may decide to be compliant to th¢ patron
fprmat defined in Clause 11.

or any other kind of application that would like to use TLV coding, patron formats defined in Clauses 16
nd 17 shall be used.

9.7 Version identifier

his patron format’specification has a version identifier of (major 1, minor 0).

9.8 CBEEF version

his specification conforms to CBEFF version (major 4, minor 0).

199 Generat

19.9.1 Patron Format Structure Type: Complex CBEFF BIR without self-identification
NOTE This patron format structure type is considered to be Complex CBEFF BIR, because multiple Simple
BIRs (Biometric Information Template DOs) that encapsulate BDB information (BDB Reference Data, BDB

Reference Data Template DOs) with their own SBHs (Biometric Header Template DOs) can be included in the
Biometric Information Template Group DO.

19.9.2 This clause specifies in 19.10:

a) the CBEFF patron format named "ISO/IEC JTC 1/SC 37 TLV-encoded patron format for ICCs with
explicit tag allocation authority", and
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b) a TLV encoding for CBEFF data elements and patron-defined data elements (together with distinct
TLV tags) that can be used by any TLV-encoded application that needs to make reference to such
data elements.

NOTE The particular form of TLV encoding specified in this clause is that provided by the ASN.1

Distinguished Encoding Rules (see ISO/IEC 8825-1). See ISO/IEC 7816-4 for additional BER-TLV data objects
encoding provisions applied to ICCs.

19.9.3 ISO/IEC 7816-4 and ISO/IEC 7816-11 define the necessary APDU exchanges to support:

a) On-tard biometric comparison

1) |Retrieval of biometric information from a smartcard or other token for valid biometri¢'\probe
construction prior to biometric verification process on ICC.

2) |Commands for performing a biometric probe verification on a smartcard.

3) |Commands for biometric reference and biometric information enrolment (recording qf
information on a smartcard or other token).

4) [Security mechanisms for establishing a trusted channel betwgen a smartcard and ap
external system.

b) Off-fard biometric comparison

1) |Commands for retrieval of the biometric reference data from a smartcard to be used in ap
external service system.

2) [Security mechanisms for the protection of the biometric reference data.

=}

19.9.4 This version of the CBEFF patron format nanted "ISO/IEC JTC 1/SC 37 TLV-encoded patro
format fpr ICCs with explicit tag allocation authority™is formally defined as the ASN.1 type Biometrid]
nformatfionTemplateExplicit (see 19.10) encoded using the ASN.1 Distinguished Encoding Rules (se]
ISO/IEC[8825-1). A diagrammatic specificatian of this patron format is provided in 19.11.

D@ H

NOTE The term Biometric Information_Template is used in ISO/IEC 7816-11. This term corresponds to
(possibly partial) Biometric InformationRécord and is used in this clause where the relation with ISO/IEC 7816-1
is important.

=5

19.9.5 The components of the ASN.1 type BiometricHeaderTemplateExplicit (with their contexi
specific fags, see 19.10), enceded using the ASN.1 Basic Encoding Rules are also defined as Data Object
for use in ISO/IEC 7816-T1,

v

]

NOTE The term Biometric Header Template is used in ISO/IEC 7816-11, together with the abbreviation BH
This term and theabbreviated term are synonymous with Standard Biometric Header and SBH, and are used in
this clauge where'thé relation with ISO/IEC 7816-11 is important.

~
1

19.9.6 The)term Biometric Information Data Object is used in ISO/IEC 7816-11 to refer to the TLY
encoding of a specific ASN.I type. Iable 25 records the Bilometric Information Data UDjects that are
defined in 19.10 for use in ISO/IEC 7816-11.

NOTE As ISO/IEC 7816-11 normally describes tags by their hex values, these are included here.
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Table 25 — Biometric information DOs specified by the compatible tag allocation authority
with the Biometric Header Template Data Objects defined in 19.10

Biomt;)t;i; i(r)lé;);rtlation ASN.1 type or component name (see 19.10) Tag
Biometric Information Template BiometricInformationTemplateExplicit 7F60y 04
Biometric Information Template Group GroupBIT 7F610y
BB-batatemptate bdbReferencebata S5H2E x
DB Data Template Template bdbReferenceDataTemplate TH2E ey
IR Payload (primitive / constructed) birPayLoad 53ydy / 73Hex
For use only in Biometric Data Template:
Dl_3 D_a_ta Template with Standardised Format |standardBDBReferenceData 1
Primitive) Hex
DB Data Template with Standardised Format |standardBDBReferenceDataTemplate A1
Constructed) Hex
D}_3 D_a_ta Template with Proprietary Format |proprietaryBDBReferenceData 2
Primitive) Hex
DB Data Template with Proprietary Format |proprietaryBDBReferenceDataTemplate A2
Constructed) Hex
For use only in Biometric Information Témplate:
iometric Header Template biometricHeaderTemplateExplicit Ay,
Algorithm Reference algorithmReference Oex
ata Qualifier referenceDataQualifier 3Hex
For use only in Biometric Header Template (i.e. within DO’A1’):
Tag Allocation Authority tagAllocationAuthority 181iex
iometric Information Data Object biometricInférmationDO TO0hex
For use only in Biometric Information DOs template (i.e. within DO’70’):
atron Header Version (as primitive) patronHeaderVersion Ofex
DB Biometric Type bdbBiometricType Thex
DB Biometric Subtype bdbBiometricSubType 2Hex
DB Creation Date bdbCreationDate 3Hex
IR Creator birCreator Aiex
DB Validity Period (as primitive) bdbValidityPeriod SHex
DB PID (as primitive) bdbPID 6ex
DB Format Owner (as constructed) bdbFormat A7 fex
DB Format Owner fas primitive) bdbFormatOwner 7 Hex
DB Format Typé€ (as primitive) bdbFormatType 8hiex
IR Index birIndex Opex
io_me_tl.”ic Gomparison Parameters comparisonParameters 91, /B1,
primitiye-/ constructed) 9 ex
io_me_t?ic Functionality Information functionalityInformation 92,,d /B2,
primitive / canstructed) 9 ex

19.9.7 CBEFF-compliance requires the NO VALUE AVAILABLE abstract value to be supported by this
patron format for CBEFF data elements that are not fully supported. To meet this requirement, tags are
assigned and reserved by this document in Table 26 for Data Objects appearing in the Biometric Header
Template. These tag values shall not be assigned by any other tag authority to Data Objects that can
appear in the Biometric Header Template. These Data Objects shall never appear in encodings of this
version of this patron format, and their omission represents the NO VALUE AVAILABLE abstract value of
the corresponding CBEFF data element.

NOTE Subsequent versions of this patron format can define these Data Objects to support the corresponding
CBEFF data element.
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Table 26 — Reserved tag values in DO’70’

ASN.1 tag value Tag value Corresponding CBEFF data elements
[5] A5y CBEFF_BDB_validity_period (as constructed)
[91] A9 ex CBEFF_BDB_comparison_algorithm

[10] AAye, CBEFF_BDB_compression_algorithm

[11] AByo CBEFF_BDB_quality_algorithm

[12] AChoy CBEFF_BDB_capture_device

[13] ADyey CBEFF_BDB_PAD_mechanisms (as constructed)
[14] AE o CBEFF_BDB_feature_extraction_algorithm
[19] 93ex CBEFF_BDB_challenge_response

[20] 9% ex CBEFF_BDB_index

[21] 95 ex CBEFF_BDB_processed_level

[22] 961ex CBEFF_BDB_purpose

[23] 97 tex / B7 Hex CBEFF_BDB_quality

[24] 98ex CBEFF_BIR_creation_date

[25] 9% ex CBEFF_BIR_patron_format“owner

[26] 9Aex CBEFF_BIR_patron_fermat_type

[27] 9Byex CBEFF_BIR _validity_period (as primitive)
[28] 9Chex CBEFF _version\(as primitive)

19.10 ASN.1 specification

The ASN.1 module given in 19.10 can be retrieved fronmt http://standards.iso.org/iso-iec/19785/-3
ed-3/en

CBEFF-SMARTCARD-BIDO-EXPLICIT

-- The pbbreviation BIDO is used for Biometric Information Data Object
{iso(1l)| standard(0) cbeff(19785) modules (0) tlv-encoded-explicit(15)}
DEFINIT[[ONS AUTOMATIC TAGS ::=

BEGIN

IMPOR['S
Quplity, RegistryID, BiometricType, BiometricSubtype, Creator, BIRIndex
FROM (BEFF-DATA-ELEMENTS
--| The following ddta elements are defined in ISO/IEC 24787
OCfcomparisonParameters, OCCfunctionalityInformation,
OCfBiometricInformation
FROM DPCC-DATA-ELEMENTS
--| The following data elements are defined by the BDB format provider
--| (e.g. ISQO/IEC 19794-x)
CakdholderChallengeType, StandardBDBType, ProprietaryBDBType
FROM BDB#DATA-ELEMENTS;

-- In all cases, omission of an optional component that represents a
-- CBEFF data element is the encoding of the NO VALUE AVAILABLE for
-- that data element.

PatronHeaderVersion ::= OCTET STRING (SIZE(2))

-- CBEFF_patron_header_ version

-- The first octet encodes the major version number
-- The second octet encodes the minor version number

BCDTime ::= OCTET STRING (SIZE (7))
-- BCD encoded timestamp with format 'YYYYMMDDHHMMSS'

BCDDatePeriod ::= OCTET STRING (SIZE(8))
-- Two concatenated BCD encoded dates with format YYYYMMDDYYYYMMDD
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-- First date shall always be earlier or equal to the second date

ProductID ::= OCTET STRING (SIZE (4))
-- CBEFF_BDB product owner in the first two octets
-- CBEFF_BDB product_ type in the last two octets

FormatOwner ::= OCTET STRING (SIZE(2))
-- CBEFF_BDB_ format_owner

FormatType ::= OCTET STRING (SIZE(2))
-- CBEFF_BDB format_type

BiometricHeaderTemplateExplicit ::= SET
{
tagAllocationAuthority [APPLICATION 24] CHOICE

{

oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING

} DEFAULT oid: {1 0 19785 3 1 19},

biometricInformationDO [APPLICATION 16] SET
{

patronHeaderVersion [0] PatronHeaderVersion DEFAULT'0100'H,
bdbBiometricType [1] BiometricType OPTIONAL,
bdbBiometricSubType [2] BiometricSubtype OPTIONAL,
-- Required to be absent unless bdbBiometricType is present
bdbCreationDate [3] BCDTime OPTIONAL,
-- CBEFF_BDB_creation_date
birCreator [4] Creator OPTIONAL,
bdbvValidityPeriod [5] BCDDatePeriod OPTIONAL,
bdbPID [6] ProductIDOPTIONAL,
bdbFormatOwner [7] FormatOwner,
bdbFormatType [8] FormatType,
birIndex [16] BIRIndex OPTIONAL
}
}
BiometricInformationTemplateExplicit ::= [APPLICATION 96] SET
{
algorithmReference [0] OCTET STRING (SIZE(l)) OPTIONAL,
-- A non-CBEFF data element, for on-card comparison - see ISO/IEC 24787
referenceDataQualifiex [3] OCTET STRING (SIZE(l)) OPTIONAL,

-- A non-CBEFF data’ element, for on-card comparison — see ISO/IEC 24787
biometricHeaderTemplateExplicit [1] BiometricHeaderTemplateExplicit,
occBiometricInformation [2] OCCBiometricInformation OPTIONAL,
bdbData [APPLICATION 46] SET

-- A CBEFF BDB, mandatory for off-card-comparison

{

chall¥engeCardholder [0] CardholderChallengeType OPTIONAL,

-- defined in BDB-DATA-ELEMENTS
standardBDB [1] StandardBDBType OPTIONAL,

-- defined in BDB-DATA-ELEMENTS
proprietaryBDB [2] ProprietaryBDBType OPTIONAL,

-- defined in BDB-DATA-ELEMENTS
referenceQuatifier—{31 OETEFT—STRING—(STZEA(I ) —OPTIONAT——
biometricData [APPLICATION 46] OCTET STRING OPTIONAL -- primitive DO only
} OPTIONAL

-- A CBEFF BDB, mandatory for off-card-comparison

birPaylLoad [APPLICATION 19] OCTET STRING OPTIONAL
-- CBEFF_BIR payload, contents defined by ISO/IEC 24787
}

GroupBIT ::= [APPLICATION 97] SET OF BiometricInformationTemplateExplicit

END
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the

elements are defined.

/*

-- In case of discrepancy,

-— These definitions can be found in ISO/IEC 24787.
-- They are copied here to ease understanding.

the information in ISO/IEC 24787 is the one

-- to Ppe used.

OCC-DATA-ELEMENTS

{iso (1) standard(0) 24787 (24787)

DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTE
Qugdlity, RegistryID

FROM CBEFF-DATA-ELEMENTS

OCJcomparisonParameters ::=

—-— THE|DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

2018 (2018)}

}

minimumMaximumProbeSize [1] INTEGER OPTIONAL,
ofrderingFeatures [2] NOCTET STRING OPTIONAL,
fatureHandlingIndicator {31 OCTET STRING OPTIONAL,
allignmentInformation [4] OCTET STRING OPTIONAL,
minimumVerificationQuality [7] OCTET STRING OPTIONAL,
verificationTypes [16] INTEGER (0..255) OPTIONAL,
elstimationTime [17] INTEGER (0..65535) OPTIONAL
}

OCdfunctiona¥ityInformation SET
{
mgximumProbeSize [0] INTEGER (0..16777215)0PTIONAL,
nese-murRefereneeSs HF— NP SRR+ 0P oA
supportedNumberReferences [2] INTEGER (0..255) OPTIONAL,
enrolmentPossibility [3] INTEGER (0..255) OPTIONAL,
minimumVerificationQuality [5] Quality OPTIONAL,
minimumQualityRequirements [7] OCTET STRING OPTIONAL,
proprietaryData [15] OCTET STRING OPTIONAL,
verificationTypes [16] OCTET STRING OPTIONAL,
comparisonAlgID [4] RegistryID OPTIONAL

104
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OCCRBiometricInformation

{
tagAllocationAuthority

{

.= SET

[APPLICATION 24] CHOICE

oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING

}DEFAULT oid:
biometricInformationDO
{

comparisonParameters

}

END

functionalityInformation

{1 0 24787 2018},

[APPLICATION 16] SET

[17] OCCcomparisonParameter ONTIONAL
OCCfunctionalityInfq§$@tion OPTIONAL

(18]

Q
Q%
(19

/\Cb

- These definitions shall be

provided by&bhe BDB format provider.

- In case of being primitive data, tMé;k data elements shall be of type

&

s/these data elements' complete

- OCTET STRING.

- In case of constructed data,

- O

DB—DATA—ELEMENI%\

- definiton should be proz;SﬁdeLth the data element names given here.

- THE DATA DEFINED BEL IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

iso (1 stan€é§;}0) 39794 (39794) 2020(2020)} -- or whatever OID is registered
EFINITIO@
AUTOMA AGS ::=
]EQ&Q?~
CardholderChallengeType ::= OCTET STRING -- if primitive (comment line

/*

-— 1f not used)
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*/

CardholderChallengeType

{
tagAllocationAuthority

{

1= SET

-- BDB data format provider
-- block if not used)
CHOICE

[APPLICATION 24]

OBJECT IDENTIFIER,

-- if constructed, to be defined by the

(comment

oid
countr [APPLICATION 1] OCTET STRING,
islsuerID [APPLICATION 2] OCTET STRING, ()
application [APPLICATION 15] OCTET STRING (Sll
.
vV

}QEFAULT oid:

tagfllocationAuthority

oijd
country
islsuerID %\

apgplication

}OEFAULT oé?‘{j 0 24787 2018},

{1 0 24787 2018},

biometricData [APPLICATION 16] SET
{
fileld0 [0] OCTET STRING (SIZE (1)) OPTIONAL,
fileldl [1] OCTET STRING (SIZE(1l)) OPTIONAL,
fileld2 [2] OCTET STRING (SIZE(1l)) OPTIONAL
}
} <
*/ <é<>
StandqrdBDBType = OCTET STRING -- if primitive comment<§?ne
-- if not used) Q:\
N\
p &
StandqrdBDBType ::= SET -- if constructed,\&gae defined by the

-- BDB data forﬂ&S)provider (comment block

-- 1f not us

o

[APPL@TION 24] CHOICE

OO

<:> [APPLICATION 1] OCTET STRING,

OBJECT IDENTIFIER,

[APPLICATION 2] OCTET STRING,

[APPLICATION 15] OCTET STRING

bio et;&kta [APPLICATION 16] SET
)
field0 [0] OCTET STRING (SIZE (1)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE (1)) OPTIONAL

}

106
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ProprietaryBDBType ::= OCTET

/*

ProprietaryBDBType ::= SET

{

STRING -- if primitive (comment line

-- if not used)

-- if constructed, to be defined by the

-- BDB data format provider (comment block

-- if not used)

tagAllocationAuthority
{

}

[APPLICATION 24]

oid OBJECT IDENTIFIER,

country [APPLICATION 1] OCTET STRING,

issuerID [APPLICATION 2] OCTET STRING,

application [APPLICATION 15] OCTET STRING

}DEFAULT oid: {1 0 24787 2018}, -- or whatever OID is rgghstered
biometricData [APPLICATION 16] SET

{

field0 [0] OCTET STRING (SIZE(l)) OPTIONAL,

fieldl [1] OCTET STRING (SIZE(l)) OPTIONAL,

field2 [2] OCTET STRING (SIZE(1)) OPTIONAL

CHOICE

19.11 Tabular representations for information

19.11.1The Biometric Information Template used for on-card biometric comparison

Tlable 27 shows the Biometric Information Template (with explicit tag allocation authority codihg) used

fbr on-card biométpic comparison. The Biometric Information Template has the following substiructure:

d) Data Objects (with tags 80y, and 83y,,) containing values relevant for interindustry commands
used {or‘biometric verification as defined in ISO/IEC 7816-4;

H) Biometric Header Template (BHT) with tag Aly,,. The tag allocation authority for the Datg Objects
nested in the DO 70y, within BHT is provided in the preceding DO with tag 78.,;
NOTE The ASN.1 OID for the appropriate tag allocation authority is defined within Table 27.

c) Data Objects for CBEFF data elements that are relevant for on-card biometric comparison;

d) Biometric Data Objects which are on-card biometric comparison specific and are defined in this

clause and respective clauses of ISO/IEC 7816-11 and ISO/IEC 24787 standards (the biometric
comparison parameters DO with tag Bly,,, and biometric functionality information DO with tag

B2hex)-
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The use of the Biometric Information Template (with explicit tag allocation authority coding) shown in
Table 27, which is intended to be retrieved prior to a subject biometric verification, and the verification
process itself with the related interindustry commands and their security requirements, are specified

in ISO/IEC 7816-11.

19.11.2The Biometric Information Template used for off-card biometric comparison

Table 28 shows the Biometric Information Template (with explicit tag allocation authority codi

ng) used

for off-card biometric comparison. The Biometric Information Template has the following substructure:

nested in the BHT is provided in tag 78y,;

d A biometric reference Data Object (primitive or constructed) with tags reptésenting th
Biometric Data Block (BDB);

d) Payload as the content of an optional Data Object for discretionary data’with tag 53, or

defined in ISO/IEC 7816-6.

dlso be used in other types of cards, e.g. magnetic stripe cards,optical memory cards or ca
Z-dimensional barcodes.

d) Biometric Header Template (BHT) with tag Aly,,. The tag allocation authority for the Datd Objects

) Biometric Data Objects for CBEFF data elements that are relevant for off-card biometric comjparison;

e CBEFF

73Hex S

The use of the data structure shown in Table 28 is not restricted to.stiartcards. The data structjure may

"ds with
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19.12 The Biometric Information Template Group Data Object

Several Biometric Information Templates may be nested in a Biometric Information Template Group
(tag 7F61y,, as defined in ISO/IEC 7816-11). The construction and use of Biometric Information
Template Group Data Objects both for on-card and off-card biometric comparison are specified in
ISO/IEC 7816-11.

19.13 Abstract values and encodings for biometric type and subtype

Values For » iﬁ""“VE' ao » —DTome "‘-ivi‘ are—ae€
BiometrficType ASN.1 definition and the BiometricSubtype ASN.1 definition.
19.14 lllustrative examples

Examplgs on the use of this patron format with explicit tag allocation authority canObe found ip
ISO/IEC|24787 and in ISO/IEC 7816-11.
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Annex A
(informative)

Guidelines on the specification of patron formats

.1 General

.1.2 For CBEFF data elements defined as mandatory, there is a requirement to encode at lea
he specified abstract values, possibly by a null encoding.

.1.1 This document requires that a CBEFF patron format be defined that encodes sgnte or gll of the
alues of some or all of the CBEFF data elements.

5t one of

or mandatory CBEFF data elements, the value NO VALUE AVAILABLE-shall only be used if it is dpecified

oding of

defined

t values

sence of

defined

t values

ds a valid value in ISO/IEC 19785-1 (see ISO/IEC 19785-1:2020, 7.1.8).
A.1.3 For CBEFF data elements defined as optional, the patren format has 3 options:
1) The data element can be supported only for one abstract value (which may be the N() VALUE
AVAILABLE abstract value). In this case, a null encading is used (zero bits).
4) The CBEFF data element can be encoded as a m@ndatory field in the patron format.
i) The format would then require NO VAEUE AVAILABLE to be encoded as an explicit end
that field.
ii) The format may, but need net; define encodings of that field for other CBEFF
abstract values.
iii) The format may, but need not, define encodings of that field for additional abstragd
defined by the format;
3) The CBEFF data eleniejit can be encoded as an optional field in the patron format.
i) The abstractyalue NO VALUE AVAILABLE would then normally be encoded by the ah
the optional field, but any other abstract value can be chosen as the default.
ii) The format may, but need not, define encodings of that field for other CBEFF
abstract values.
iii}~The format may, but need not, define encodings of that field for additional abstrad
defined by the format.
iv) The format shall specify how the presence or absence of this optional field is determined.

A.1.4 Patrons that are defining a new patron format should give due consideration to inclusion of

optional CBEFF data elements and abstract values that may be required for the successful processing of
BDB formats that are expected to be associated with the new patron format.

A2.1

A.2 Basic encoding mechanisms

Where only a single value of a CBEFF data element (for example, the NO VALUE AVAILABLE or
NO ENCRYPTION abstract values) is to be supported, this can be encoded using zero bits — that is, by not
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having a field for that data element. This would be the normal support for optional CBEFF data elements
that are to be supported only with the NO VALUE AVAILABLE value.

A.2.2 The simplest form of encoding is a fixed-length field (not necessarily a multiple of eight bits) with
a distinct encoding for each supported value. Any further encodings of the fixed length field can either be
reserved or can be used to carry values that are not CBEFF data element values, but are determined by
the CBEFF patron.

A.2.3 If there are encodings of the fixed-length field that do not correspond to CBEFF data element
values ofr to values defined by the CBEFF patron, then the patron format would normally specify thd
such en¢odings should not be generated, and should be treated as NO VALUE AVAILABLE on readding.
(This is gquivalent to saying that these encodings are reserved for future use.)

(s

A.2.4 Another common form of encoding is to use a single "presence bit" to indicate whether a field 1s
present.|If absent, then one of the values being supported is implied. (This will usuallybe\the NO VALUE
AVAILABLE value, but can in principle be any CBEFF-defined or patron-defined valtie). If present, thie
field wonld again be fixed length, and would encode the remaining supported valués./This can generalize
into whit is called a Huffman encoding, in which one bit is used to represent thé.most commonly used
value, and an increasing number of bits are used to represent increasingly uncommon values.

A.3 Oc¢tet-alignment

A.3.1 There is no requirement for the fields of a patron format to be an integral multiple of eight bit$,
nor to start on an octet boundary.

A.3.2 Decisions to include padding bits, or to use octet-alignment in the patron format specification,
are takeh by the CBEFF patron.

A.3.3 |f padding bits are included, it will be nermal to require that they be set to a fixed value whep
generatgd (typically zero), and are ignored onreading.

A.4 Length fields

A.4.1 All CBEFF patron formats are required to be an integral number of octets in the complet
encoding, but are not required.to be self-delimiting.

D

A.4.2 Self-delimitingimeans that the end of an encoding can always be determined using on
knowledge of the encoding itself. This can be achieved by the use of one or more length fields, or b
particular terminating patterns, or by a combination of these and other mechanisms, or by specifyi
the patrpn format as being of fixed length. Normally, however, a patron format encoding (a BIR) will b
included in4 database, a data structure or object, or a message between systems, where the delimitatio
of the BIR“will be provided by the containing mechanism.

A.5 CBEFF data element values and patron format fields

A.5.1 There is no requirement for a one-to-one correspondence between CBEFF data elements and
patron format fields.

A.5.2 For example, if five values of one CBEFF data element and three values of a second CBEFF data
element are to be supported, this requires fifteen distinct encodings that can, if desired, be provided
as the values of a single 4-bit field, rather than as the values of two separate 3-bit and 2-bit fields. This
would be a decision taken by the CBEFF patron when defining the CBEFF patron format.
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A.6 Historically used encodings of certain abstract values

Earlier, non-ISO versions of CBEFF specified abstract values and encodings for the data elements
equivalent to CBEFF_BDB_biometric_type and CBEFF_BDB_biometric_subtype. Patron formats
requiring compatibility with these encodings should specify them as described in Table A.1 and
Table A.2.

Table A.1 — Historical abstract values and encodings for biometric type

Abstraetvalue Encodingthex)
Multiple Biometrics Used 000001,
Facial Features 000002,
Voice 000004,
Fingerprint 000008y,
Iris 000010y,
Retina 0000204,
Hand Geometry 000040y,
Signature Dynamics 000080y,
Keystroke Dynamics 0001004
Lip Movement 000200y
Thermal Face Image 000400,
Thermal Hand Image 000800y,
Gait 0010000,
Body Odour 002000y,
DNA 004000y,
Ear Shape 008000y,
Finger Geometry 0100004,
Palm Print 020000y,
Vein Pattern 040000,
Foot Print 0800004,
Table A.2 — Historical abstract values and encodings for biometric subtype
b8 b7 b6 b5 b4 b3 b2 bl Biometric subtype
00 000 O0O0OO0 No information given
01 Right
10 Left
000 No meaning
001 Thumb
010 Index finger
011 Middle finger
100 Ring finger
101 Little finger
X X X Reserved for future use
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A.7 Variable length data elements

A.7.1 CBEFF defines certain data elements (for example, CBEFF_BDB_challenge_response and
CBEFF_BIR _creator) that can only be encoded as variable length encodings if all abstract values are to
be supported. These data elements support abstract values that are strings of transparent octets, or of

ISO/IEC

10646 characters.

A.7.2 Patron formats should ensure that when variable length fields are encoded in SBHs it is possible to

easily d

termine the location of the BDB. This may require a field that encodes the length of the entire SBH.

A.8 Security Blocks

A.8.1

INTEGR
that the
of use. |
conveyir

A.8.2
security

parameters), BIR integrity information (algorithms, parameters, anda’signature or MAC), or both.

A.8.3
support

Earlier, non-ISO versions of CBEFF defined abstract values of MAC and SIGNATURE for thie
TY data element. Those versions of CBEFF defined an unstructured "signature-block", requirinjg
specific message authentication code or digital signature algorithm be inferred.from the domain
h addition, if encryption was used, those versions of CBEFF did not proyide a standard way qf
g the parameters of the encryption (such as algorithms, key references, orsession keys) in the BIR.

[his version of CBEFF defines the security block (SB) as the top leveél of a structure containinlg
information for the BIR, which may include BDB encryptiony‘information (algorithms and

CBEFF also defines data elements for an SB format ownér and an SB format identifier, which an
ed by the CBEFF Registration Authority and togetherprovide a universally unique identificatio

for any {

if an SB
that SB
be able
format s
that a pr

pair iderItifies the specification of the information in the.SB'of a BIR and the format of the SB. For exampl

bB format, analogous with BDB format identifiers~Each SB format owner / SB format identifig

format supports the encryption of a BDB usinig any of several specified encryption algorithm
ormat would specify encodings of the SB suich that processes that need to decrypt a BDB woul
o determine which algorithm (with what parameters) and which key to use. Similarly, if an S
upports the use of MACs to insure théintegrity of a BIR, that SB format would specify the SB suc
ocessor could use information enc¢gded in the SB to verify the BIR's integrity.
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Annex B
(informative)

Conformance of the defined patron formats

B.1 Introduction

—

his informative annex collects information for stating conformance of the patron formats de¢fined in
his document. This annex constitutes a patron format conformance statement (PECS) as spe¢ified by
50/IEC 19785-1, Annex A.

— =+

B.2 Identifying information

—

he following table reflects where identifying information (required by, }1SO/IEC 19785-1, A.2.1) can be
fbund in each of the patron formats.

Table B.1 — Sources for conformance-information

. . Patron format reference
Required Information
Clause X E.g.: Clausle 13
) Patronname SeeX.1 See 13.1L
fi) Patron identifier See X.2 See 13.p
(Patron format owner)
{ii) Patron format name See X.3 See 13.B
v) Patron format identifier See X.4 See13.ft
(Patron format type)
Y) Patron format ASN.1 OID See X.5 See 13.b
Yi) Domain of use description See X.6 See13.p
yii) Patron format version See X.7 See13.J
(Version identifier)
yiii) CBEFF version See X.8 See 13.B
1x) CBEFF patronformat structure type See X.9 See 13.p
X) Supported €BEFF-defined data elements and abstract See Table B.2 See Table|B.2
values
xi) Patron-defined data elements and abstract values See Clause B.4 See Clausq B.4
NOTE «Eor Clause 15 — Biometric application programming interface (BioAPI 2.0) — the patron format is defing¢d in ISO/
ECA9784-1.

B.3 CBEFF-defined data elements and abstract values

Table B.2 indicates which CBEFF-defined data elements are implemented in each of the patron formats.
[SO/IEC 19785-1 requires that the following fields shall be mandatory and included in all patron format
BIR structures that contain BDBs:

— CBEFF_BDB_format_owner
— CBEFF_BDB_format_type
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