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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take partin the work

The profcedures used to develop this document and those intended for its further maintenance| ate
describgd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
the diffgrent types of document should be noted. This document was drafted in accordancé.with thie
editoria] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subjedt
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such paternt
rights. Details of any patent rights identified during the development of the document will be in thie
Introdu¢tion and/or on the ISO list of patent declarations received (see www.ise:0Tg/patents) or the IEC
list of pgtent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does nqt
constitute an endorsement.

For an pxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.orgl/
iso/foreword.html.

This dofument was prepared by Joint Technical.Gemmittee ISO/IEC JTC 1, Information technolog},
Subcommittee SC 37, Biometrics.

This thifd edition cancels and replaces the.second edition (ISO/IEC 19785-1:2015), which has bee
technicdlly revised.

—

The maipn changes compared to the previous edition are as follows:

— The|self-identifying concept-is-now permitted to be applied to any of the CBEFF BIR patron formats
defined in this document.

— Clarjification of presentation attack detection (PAD) terminology has been made.

— Revjsionshavebeenmadetomovealarge portionof Clause 6 (Biometricldentifiers) toISO/IEC19785-
singe the biomégric identifiers are used by the Biometric Registration Authority (BRA).

— Preyious.versions of this document were published by the US National Institute of Standards
and|Technology (an agency of the government of the United States of America) and the Biometric
Congortium Working Group. The last official non-ISO/IEC release of this document was designateb

Version 1.1, the first version of this document (ISO/IEC 19785-1:2006) was designated Version 2.0,

and the ISO/IEC 19785-1:2015 version was designated Version 3.0. This version of the document is

designated Version 4.0 to distinguish the versions of CBEFF products in the marketplace. Version 4.0

is backward compatible with Version 3.0, but the data element names related to PAD have changed.

Alist of all parts in the ISO/IEC 19785 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

vi © ISO/IEC 2020 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
http://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=b991cb013f499b5a2a0b336dfc73f066

ISO/IEC 19785-1:2020(E)

Introduction

The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-
based applications and systems by specifying standard structures for biometric information records
(BIRs) and a set of abstract data elements and values that can be used to create the header part of a
CBEFF-compliant BIR.

A BIR is a data structure containing biometric data and descriptive data elements in accordance with
the requirements specified in this document. BIRs are typically stored in a database or transmitted

etween systems or parts of systems. A BIR always has at least two parts: a standard biometric header
(PBH) and at least one biometric data block (BDB) that contains the biometric data. It may also have a
third part called the security block (SB). CBEFF places no requirements on the contentyand gncoding

f a BDB except that its length shall be an integral number of octets. As an example'of-a BDH format,
see the ISO/IEC 19794 series and ISO/IEC 39794 series of documents which specjfystandardigzed BDB
fbrmats for several biometric types. BIRs are typically stored in a database or\transmitted between
slystems or parts of systems.

he primary purpose of CBEFF is to define abstract data elements (dataclements with a set of defined
stract values with their semantics) that are expected to be of general utility as parts of the SBH in
BIRs. This document defines these data elements.

BEFF requires that a Biometric Registration Authority (BRA)-exists to assign unique idenfifiers to
iometric organizations, BDB formats, SB formats and otherX€BEFF entities; to publish the identifiers
'here appropriate; and to ensure that no conflicts occur between identifiers.

L~ oullan)

CBEFF biometric organization is any organization, public or private, that requests and rgceives a
iometric organization identifier from the BRA. A  CBEFF patron is an organization (registered as
biometric organization) that specifies, or intends to specify, one or more CBEFF patron formats in
n open and public manner. Only public standards organizations such as a standards body, working
roup, or industry consortium, can register‘as CBEFF patrons (other CBEFF biometric orgarlizations
re not CBEFF patrons). A CBEFF patron obtains a biometric organization identifier from the Bjometric
egistration Authority but has privileges’beyond those of ordinary CBEFF biometric organizations: it
n define, register and publish one or*more CBEFF patron formats.

[ S oullary

CBEFF patron format is a full specification of encodings for a particular domain of use and developed by
CBEFF patron. A CBEFF patron format implements some or all of the abstract values of the CBEFF data
ements defined in this document (possibly with additional abstract values determined by thie CBEFF
atron) and supports one.or more BDBs containing biometric data. The biometric organization ifentifier
f a CBEFF patron can_(but need not) be encoded in BIRs conforming to the patron formats ddfined by
that CBEFF patron:As new technologies evolve, the need for new encoding rules (or support of|more or
ifferent CBEFE-data elements) may require new CBEFF patron formats for a given domain of use.

BEFF also\defines the concept of a CBEFF BDB format owner. A CBEFF BDB format owner is an
rganization (registered as a CBEFF biometric organization) that specifies one or more BDB format
specifications. A BDB format owner obtains a CBEFF biometric organization identifier from the BRA. A
DB format owner can be a public standards organization (that would also qualify as a CBEFH patron)
r any organization that has a need to define its own vendor-specific BDB formats, whether they are to
be published or not.

A CBEFF BDB format owner defines one or more BDB formats and assigns a unique BDB format identifier.
The combination of the BDB format identifier and the format owner’s biometric organization identifier
unambiguously identifies the BDB format. A BDB format identifier and the corresponding format may,
but need not, be registered with the BRA.

CBEFF also defines the concepts of a CBEFF biometric product owner, as well as owners or vendors
for the following specific product types: capture device, feature extraction algorithm, comparison
algorithm, quality algorithm, compression algorithm and presentation attack detection (PAD)
mechanism. A CBEFF biometric product owner is an organization (registered as a CBEFF biometric
organization) that assigns a biometric product identifier to a biometric product. A biometric product
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owner can be a public standards organization such as a standards body, working group, or industry
consortium (such an organization would also qualify as a CBEFF patron), or any organization, such as
a vendor or integrator, that has a need to assign biometric product identifiers to biometric products.
A given organization can be the owner of one or more entities in one or more of these categories (also
including BDB formats and SB formats as additional categories), with no restrictions on the number of
entities owned by the organization or to which categories those entities may belong.

A CBEFF biometric product owner assigns biometric product identifiers to one or more biometric
products. The identified products can be hardware or software products or a combination of hardware
and soft . : . . . . :
ISO/IEC|19784-1, biometric transforming applications, and specific product types mentioned in(t
previou$ paragraph. A biometric product identifier unambiguously identifies a biometric produg
within those that have been assigned an identifier by the biometric product owner. A bigmetri
product|identifier can, but need not, be registered with the BRA. Similarly, biometric product owner
of speciglized biometric products (such as capture devices, feature extraction algorithms, compariso
algorithms, quality algorithms, compression algorithms, or PAD mechanisms) assign identifien
(such as| capture device type identifiers, feature extraction algorithm identifiers, ete,}’to one or mor
specialized biometric products. Such biometric product owners may be more specifically referred to b
using thie name of the specialized biometric product (for example capture device owners and featur
extractipn algorithm owners).

a

P ©® v B »n

CBEFF 4dlso defines the concept of a CBEFF security block format owner. A CBEFF SB format owner i
an organization registered as a CBEFF biometric organization that assigns a SB format identifier to
SB formpt. A CBEFF SB format owner can be a public standards orgahization such as a standards body;,
working group, or industry consortium (such an organization woéuld also qualify as a CBEFF patron), d
any organization, such as a vendor or integrator, that has a need to assign SB format identifiers to S
formats| A SB format owner can also, but need not, be a BDB format owner and vice versa.

[SS V7Y

W=

=+

A CBEFF SB format owner assigns SB format identifiers to one or more SB formats. A SB formg
identifigr unambiguously identifies a SB format within those that have been assigned an identifier b
the bionpetric SB format owner. A SB format identifier may, but need not, be registered with the BRA.

<

This doqument specifies a simple CBEFF BIR structure, a complex CBEFF BIR structure, and a multiple
CBEFF BIR structure (which allows BIR formats with one or more sub-BIRs) and gives the requirements
for the specification of a CBEFF patron format based on these abstract data structures.

This doqument also specifies a self<identifying concept that can be applied to all CBEFF BIR structures
so that the patron format can be-identified during processing of the SBH without prior knowledge of thie
patron fprmat type.

This do¢ument also specifies transformations of BIRs from one CBEFF patron format into a differen]t
CBEFF patron format.

Clause Y specifies the'conformance requirements for CBEFF patrons that define CBEFF patron formats.
It also ppecifiessthe conformance requirements for biometric transforming applications and fo
implemgntatiens claiming conformance to a specific patron format.

—

—

Clause 9 specifies the CBEFF-defined abstract data elements and the transformation requirements fo
each data element. CBEFF permits CBEFF patrons to specify additional abstract data elements.

Annex A is normative. It defines a patron format conformance statement for patrons to complete and
publish as part of their patron format specifications as assurance that the format fully complies with
CBEFF requirements.

Annex B is informative. It explains the naming conventions used for data elements and abstract values
specified in this document and in ISO/IEC 19785-3.

ISO/IEC 19785-2 describes the universal identification scheme used by the BRA (which is identified
on the webpage https://www.iso.org/maintenance_agencies.html). Procedural information for the
BRA is included on the ISO website (https://committee.iso.org/files/live/sites/jtc1sc37/files/ABOUT/
Procedural_Information_BRA.pdf). ISO/IEC 19785-3 specifies several patron formats for which 1SO/
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IEC JTC 1/SC 37 is the CBEFF patron. ISO/IEC 19785-4 specifies several SB formats for which 1SO/
IEC]JTC 1/SC 37 is the CBEFF patron.
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Information technology — Common Biometric Exchange

Formats Framework —

Part 1:
Data element specification
1 Scope

This document defines:
—+ structures and data elements for biometric information records (BIRs);

—+ the concept of a domain of use to establish the applicability of a.§tandard or specificaf
conforms with CBEFF requirements;

—+ the concept of a CBEFF patron format, which is a published BIRformat specification that
with CBEFF requirements, specified by a CBEFF patron;

—+ the abstract values and associated semantics of a set\of CBEFF data elements to be ussd
definition of CBEFF patron formats;

This document describes methods to define CBEEF “*patron formats using CBEFF data eler
pecify the structure of BIRs, including the standdrd biometric headers (SBHs).

(%)

This documentalso provides the means for identification of BDB formats in a BIR, but the standar
and interoperability of BDB formats is not-within the scope of this document. This document
a security block (SB) as a means for BIRS to carry information about the encryption of a BD
IR and about integrity mechanisms applied to the BIR itself. The structure and content of S

integrity mechanisms for BIRs is hot within the scope of this document.

—

his document specifies(transformations from one CBEFF patron format to a differen
fdatron format.

—

he following are nétwithin the scope of this document:

1 the encoding)of the abstract values of CBEFF data elements to be used in the specification (
patron formats; and

—+ protection of the privacy of individuals from inappropriate dissemination and use of biometf

ion that

romplies

d in the

nents to

dization
brovides
B in the
Bs is not

H
within the scope of this document: Further, the specification of encryption mechanisms for BDBs and of
i

¢ CBEFF

f CBEFF

ric data.

Normative references

The following documents are referred to in the text in such a way that some or all of their

content

constitutes requirements of this document. For dated references, only the edition cited applies. For

undated references, the latest edition of the referenced document (including any amendments)
ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics
[SO/IEC 10646, Information technology — Universal coded character set (UCS)

© ISO/IEC 2020 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
biometric data block format identifier
BDB forjmat identifier

unique (within a biometric organization) identifier of a format for a biometric data block (BDB), wher
that format has been fully defined by a Common Biometric Exchange Format Framéwork (CBEFR
biometric organization (3.15) called the BDB format owner (3.3)

— ®

Note 1 td entry: The BDB format identifier value is NO VALUE AVAILABLE when the BDB does not conform tofa
defined fprmat.

3.2
biometric data block format
BDB forjmat

format ¢f a biometric data block (BDB) defined by a Common Bigmétric Exchange Format Framework
(CBEFF)|biometric organization (3.15)

Note 1 tolentry: The BDB format value is NO VALUE AVAILABLE whéirthe BDB does not conform to a defined format.

3.3
biometric data block format owner

BDB forjmat owner

Common Biometric Exchange Format Framework, (CBEFF) biometric organization (3.15) that defines
BDB format (3.2) and assigns to it a BDB formatidentifier (3.1)

<)

Note 1 t¢ entry: The BDB format owner value'is NO VALUE AVAILABLE when the BDB does not conform to fa
defined fprmat.

3.4
biometric data block
BDB
block of|data containing biometric information which may or may not conform to a defined format

Note 1 td entry: The BDB\is normally opaque to the processing of a standard biometric header (SBH) (3.51) and
not required to be self-delimiting.

3.5
biometric information record
BIR
data structurecomntaimingome or more biometric dutabtocks (BDBsH{34)together withimformation
identifying the BDB formats, and possibly further information, i.e. whether a BDB is encrypted or the
BIR is signed

v

3.6

biometric object

an entity or concept related to the field of biometrics that fits a category definition as established by an
international standard and that may be registered by the BRA

Note 1 to entry: Examples of biometric object categories include, but are not limited to, biometric data blocks
(BDBs) (3.4), biometric products (3.7), and security blocks (SBs) (3.43). Some international standards which
define types of biometric objects include ISO/IEC 19784-1, ISO/IEC 19785-3, all parts of ISO/IEC 19794 and
ISO/IEC 39794.
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Note 2 to entry: Biometric objects can, but need not, be registered by the BRA. For example, BDBs that do not
conform to a defined format are not registered by the BRA.

3.7

biometric product

software or hardware product or a combination of software and hardware, which is assigned a
biometric product identifier (3.8) by a Common Biometric Exchange Format Framework (CBEFF) biometric
organization (3.15) called the biometric product owner (3.9) of the biometric product

3.8

Hiometric product identifier
iflentifier assigned to a biometric product (3.7) that unambiguously identifies the biometri¢|product
Uithin the biometric products that have been assigned an identifier by a biometric product-owner (3.9)

<

39

hiometric product owner
(ommon Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that| assigns
Hiometric product identifiers (3.8) to biometric products (3.7)

=z

ote 1 to entry: The organization may or may not be the manufacturer of the préducts.

3.10
Biometric Registration Authority
BRA
registration authority (3.42) that facilitates the globally unambiguous identification of biometric objects
(B.6) and biometric organizations by maintaining and publishing a register of unique ASN{l object
iflentifiers

Note 1 to entry: The BRA is managed separately fromJIS@/IEC JTC 1.

Note 2 to entry: The BRA is responsible for managing the application process for assignment and registration of
entifiers, including the assurance of identifier\uiriqueness.

A1

iometric transformation
transformation of a biometric information record (BIR) (3.5) in an initial patron format into a[BIR in a
thrget patron format

ote 1 to entry: This can (but need not) include processing of the content of the biometric data block (BPB) (3.4).
e 9.23 and 9.26.

A2

pture device type
ardware product or a combination of software and hardware which is assigned a capture deyice type
iflentifier (3.43) by a Common Biometric Exchange Format Framework (CBEFF) biometric organizatipn (3.15)

A3

pture device type identifier
iféntifier assigned to a capture device by a capture device type owner (3.14) that unambiguously (given
the capture device type owner) identifies the capture device

3.14

capture device type owner

Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns
capture device type identifiers (3.13) to capture devices

Note 1 to entry: The organization may or may not be the manufacturer of the capture devices.
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3.15

Common Biometric Exchange Format Framework biometric organization

CBEFF biometric organization

any organization, public or private, that requests and receives a biometric organization identifier from
the Biometric Registration Authority (3.10)

Note 1 to entry: A CBEFF biometric organization can define biometric data block (BDB) formats (3.2), assign
BDB format identifiers (3.1) to them, assign biometric product identifiers (3.8) to biometric products (3.7), assign
capture device identifiers to capture devices, assign feature extraction algorithm identifiers (3.33) to feature
extraction algorithms (3.32), assign comparison algorithm identifiers (3.25) to comparison algorithms (3.24),
assign quality algorithm identifiers (3.40) to quality algorithms (3.39), assign compression algorithm identifief
(3.29) tolcompression algorithms (3.28), assign presentation attack detection (PAD) mechanism identifiers (3.8V)4
PAD mechanisms (3.36), and define security block (SB) formats (3.44) and assign SB format identifiers to-them.
the organization is also accepted as a CBEFF patron, it can also define CBEFF patron formats.

= o

3.16
Commohp Biometric Exchange Format Framework biometric organization identifier
CBEFF hiometric organization identifier

unique identifier assigned to a CBEFF biometric organization (3.15) when it registérs with the Biometric
Registrdfion Authority (3.10)

3.17
Commohp Biometric Exchange Format Framework patron

CBEFF patron

recognized standards development organization (which can be a’standards body, working group, g
industry consortium) that has been accepted for registration with the Biometric Registration Authority
(3.10) ag a CBEFF patron, and that can therefore specify one orhore CBEFF patron formats (3.18)

—

3.18
Commohp Biometric Exchange Format Framework patron format

CBEFF patron format

format fpr a biometric information record (BIR) (3.5) that is fully defined by a CBEFF patron (3.22)

Note 1 tgentry: See 7.2, 7.3, 7.4 and 7.5.

3.19
Commohp Biometric Exchange Format. Framework patron format identifier

CBEFF patron format identifier

identifigr for a CBEFF patron format (3.18) that is unambiguous within the context of a CBEFF patro
identifief (3.21)

~

3.20
Commohp Biometric Exechange Format Framework patron format structure type
CBEFF patron format-structure type

CBEFF HIR structure types that may be used to define a CBEFF patron format (3.18)

[

Note 1 to entry:;The possible structure types are Simple CBEFF BIR (3.48), Complex CBEFF BIR (3.27) and Multip
CBEFF BllR (3:35) (any of which may be self-identifying).

3.21

Common Biometric Exchange Format Framework patron identifier
CBEFF patron identifier

CBEFF biometric organization identifier (3.16) of a CBEFF patron (3.17)

3.22

Common Biometric Exchange Format Framework root header

CBEFF root header

CBEFF standard biometric header (3.51) that precedes all other standard biometric headers in a complex
CBEFF BIR structure (3.27) or a multiple CBEFF BIR structure (3.35) and which does not have a biometric
data block (BDB) (3.4) associated with it
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3.23

Common Biometric Exchange Format Framework sub-header

CBEFF sub-header

CBEFF standard biometric header (3.51) in a complex CBEFF BIR structure (3.27) that follows the CBEFF
root header (3.22) and that either immediately precedes a biometric data block (BDB) (3.4) or is followed
by further CBEFF sub-headers

Note 1 to entry: See 7.3.

3.24

mparison algorithm

lgorithm which measures the similarity or dissimilarity between biometric references{or between
biometric reference and a biometric probe), and which may be assigned a comparisen afgorithm

iflentifier (3.25) by a CBEFF biometric organization (3.15)

.25

mparison algorithm identifier
ifentifier assigned to a comparison algorithm (3.24) that unambiguously identifies the algorithm, given
the comparison algorithm owner (3.26)

.26

mparison algorithm owner
ommon Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that] assigns
mparison algorithm identifiers (3.25) to comparison algorithims (3.24)

ote 1 to entry: The organization may or may not be the“intellectual property owner of the comparison
lgorithms (3.24).

27
mplex Common Biometric Exchange Format Framework biometric information| record
ructure

mplex CBEFF BIR structure
ructure for a CBEFF BIR that can contain multiple biometric data blocks (BDBs) (3.4), each having its
wn standard biometric header (SBH)(3.51), plus additional SBHs that express the relationshipjs among
e BDBs

ote 1 to entry: See 7.3.

.28

mpression algorithm
lgorithm which performs compression of a biometric sample or biometric template and|may be
ssigned a compreéssion algorithm identifier (3.29) by a Common Biometric Exchange Format Frgmework
BEFF) biomet¥i¢ organization (3.15)

.29

mpression algorithm identifier
iflentifier assigned to a compression algorithm (3.28) that unambiguously identifies the algorithim, given
theecompression algorithm owner (3.30)

3.30

compression algorithm owner

Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns
compression algorithm identifiers (3.29) to compression algorithms (3.28)

Note 1 to entry: The organization may or may not be the intellectual property owner of the compression
algorithms (3.28).

3.31

domain of use

application space defined by a Common Biometric Exchange Format Framework (CBEFF) patron (3.17)
where a CBEFF patron format (3.18) specified by that patron is intended to be used
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3.32

feature extraction algorithm

algorithm which is assigned a feature extraction algorithm identifier by a Common Biometric Exchange
Format Framework (CBEFF) biometric organization (3.15)

3.33

feature extraction algorithm identifier

identifier assigned to a feature extraction algorithm (3.32) that unambiguously (given the feature
extraction algorithm owner [3.34]) identifies the algorithm

3.34
feature|extraction algorithm owner

Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that(assign
feature ¢xtraction algorithm identifiers (3.33) to feature extraction algorithms (3.32)

[72)

Note 1 tg entry: The organization may or may not be the intellectual property owner of the feature extraction
algorithrps.

3.35
multiple Common Biometric Exchange Format Framework biometric information recorfd
structufe

multiple CBEFF BIR structure
structurle for a CBEFF BIR that can contain one or more BIRs and that is not a complex CBEFF BIR
(see 3.27)

3.36
presentjation attack detection mechanism
PAD mechanism

mechanism for the automated detection of presentatign“attacks, that is assigned a PAD mechanisi
identifier (3.37) by a Common Biometric Exchange Format\Framework (CBEFF) biometric organization (3.19)

~

3.37
presentiation attack detection mechanism identifier

PAD mechanism identifier

identifigr assigned to a PAD mechanism (3:36) that unambiguously identifies the mechanism when give
the PAD[mechanism vendor (3.38)

-

3.38
presentjation attack detection méchanism vendor

PAD mechanism vendor

Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns PA
mechanilsm identifiers (3.37) to PAD mechanisms (3.36)

)

3.39
quality plgorithm
algorithm thatsassesses the quality of a biometric sample and may be assigned a quality algorithi
identifiel (3¢4Q) by a CBEFF biometric organization (3.15)

~

3.40
quality algorithm identifier
identifier assigned to a quality algorithm (3.39) that unambiguously identifies the algorithm, given the
quality algorithm owner (3.41)

3.41

quality algorithm owner

Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns
quality algorithm identifiers (3.40) to quality algorithms (3.39)

Note 1 to entry: The organization may or may not be the intellectual property owner of the quality algorithms (3.39).
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Note 2 to entry: For the purposes of this document, quality algorithm owner is generally synonymous
term “quality algorithm vendor” used in some parts of the ISO/IEC 19794 series.

3.42

registration authority

RA

entity appointed by ISO to fulfil the registration services in a registration authority standard

Note 1 to entry: See also Biometric Registration Authority (3.10).

240

with the

curity block
B

ata blocks (BDBs) in a biometric information record (BIR) (3.5) and the integrity ofthe BIR

44

curity block format

fprmat of a security block (3.43) defined by a Common Biometric Exchangé. Format Framework
iometric organization (3.15)

45
curity block format identifier

lock of data with a defined format that contains information concerning the encryption of bjometric

(CBEFF)

nique (within a biometric organization) identifier of a formatfor a security block (3.43), where that

fbrmat has been fully defined by a Common Biometric Exchange Format Framework (CBEFF) Hiometric

rganization (3.15), called the security block format owner{3.46)

46
curity block format owner

security block format (3.44) and assigns to it assecurity block format identifier (3.45)
47

ructure
If-identifying CBEFF BIR structure

ommon Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that defines a

If-identifying Common BiometricExchange Format Framework biometric information record

structure for a CBEFF BIR that includes the character string “SBIR” and the data elements CBHFF_BIR_

ote 1 to entry: See 745,95 and 9.6.
48

simple CBEFF BIR structure

self_id_owner and CBEFF_BIRself_id_type in the SBH to allow determination of the patron forinat type
y reading the contents ¢f the header without prior knowledge of the CBEFF patron format (3.1B)

imple Common Biometric Exchange Format Framework biometric information record structure

structurefor a CBEFF BIR that contains precisely one standard biometric header (SBH) (3.51) arld one or

ore biometric data blocks (BDBs) (3.4)

ote’]l ta entry: See 7.2

3.49
source biometric information record
source BIR

Common Biometric Exchange Format Framework biometric information record (3.5) (CBEFF BIR) that is

the input to a transforming application
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3.50

specialized biometric product

biometric product (3.7) which is in one of the categories: capture device, feature extraction algorithm
(3.32), comparison algorithm (3.24), quality algorithm (3.39), compression algorithm (3.28), or PAD
mechanism (3.36)

Note 1 to entry: A specialized biometric product can be registered both as a specialized biometric product of the
appropriate category and as a (general) biometric product.

3.51

standand biometric header
SBH
part of 3 Common Biometric Exchange Format Framework (CBEFF) compliant biometric infanmatio
record (BIR) (3.5) structure that provides encodings for abstract values of CBEFF data elements an
enables fan application to obtain knowledge about the format of the biometric data blocks\(BDBs) (3.4
that are|contained in the BIR without having to process the BDBs themselves

— LS

Note 1 tolentry: BDBs are not required to be (and generally are not) self-identifying. Identification of BDB format
is provided in CBEFF data elements.

[72)

3.52
target hiometric information record

target BIR

Common Biometric Exchange Format Framework biometric information fecord (3.5) (CBEFF BIR) that i
the output BIR of a transforming application

wn

4 Abbreviated terms

BDB biometric data block

BIR biometric information record
BRA biometric registration authority
BSP biometric service provider

CBEFF | common biometric exchange formats framework

MAC message authentication code

PAD presentation attack detection

PFCS patron forintat conformance statement
SB securityblock

SBH standard biometric header

UTC Coordinated Universal Time (see the ISO 8601 series)

5 Conformance

5.1 A conforming CBEFF patron:

a) shall define CBEFF patron formats in accordance with the requirements of 7.2 (CBEFF simple BIR
structure) or in accordance with the requirements of 7.3 (CBEFF complex BIR structure) or in
accordance with the requirements of 7.4 (multiple CBEFF BIR structure), any of which may be self-
identifying as described in 7.5; and
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b) shall include in the specification of a patron format:
1) the (human-readable) name of the CBEFF patron,
2) the decimal and hex values of the patron identifier assigned by the BRA,
3) the (human-readable) patron format name,

4) the decimal and hex values of the patron format identifier that the CBEFF patron has assigned
to this patron format,

5) the full ASN.1 object identifier for this patron format in both ASN.1 value notation and in XML
value notation formats,

6) adescription of the intended domain of use,

7) the version identifier of the patron format,

8) the version of CBEFF under which the patron format is specified,
9) the CBEFF patron format structure type,

10) the specification of the CBEFF-defined data elements and abstract values that are supported,

11) the specification of any additional, patron-defined data.elements and abstract values|that are
supported, and

d shallinclude a completed patron format conformange statement in its patron format specification.

.2 A conforming biometric transformation implementation shall transform a BIR in one CBEF[F patron
brmat into a BIR in the same or a different CBEEF‘patron format in accordance with the requirements of
lause 8.

O = i

[&x ]

.3 An implementation shall claim to\support a CBEFF patron format if and only if it is capable of
ncoding abstract values into or decoding abstract values from that CBEFF patron format.

D

6 Biometric identifiers

Hiometric systems are expected to support multiple biometric devices, multiple biometric data formats,
and multiple algorithms for feature extraction, comparison, quality assessment, compression, and PAD,
gdossibly each from\aZdifferent vendor. Unambiguous identification of biometric organisations, formats,
nd products, including specialized products like capture devices, feature extraction algprithms,

mparison algorithms, quality algorithms, compression algorithms, and PAD mechanisms, upports
the interopépability of biometric components developed by different vendors.

he idémtification scheme used for registering biometric identifiers with the BRA is addrgssed by
IBOAEC 19785-2. These procedures ensure the unambiguous assignment of biometric identifiers and
theip publication to facilitate use by biometric applications. Details regarding the current ’IBRA are
included at https://www.iso.org/maintenance_agencies.html.

7 Biometric information record (BIR) structures
7.1 General

7.1.1 CBEFF allows the specification of CBEFF patron formats based on several CBEFF patron format
structure types including the simple CBEFF BIR structure (see 7.2), the complex CBEFF BIR structure
(see 7.3), or the multiple CBEFF BIR structure (see 7.4). Each of the BIR structures may be self-identifying
by implementing the requirements in 7.5. CBEFF patrons should select the patron format structure type
that best meets the requirements of their domain of use.
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NOTE The ability for BIR structures other than simple CBEFF BIR to be self-identifying is new to this version
of this document.

7.1.2 CBEFF patron formats may, but need not, be registered and have their patron-assigned identifiers
published by the BRA. Patron formats that are not registered may not be usable in environments where
interoperability or transformation of BIRs is a requirement.

7.1.3 It is intended that a single CBEFF patron format would normally be the only patron format
used in a given domain of use, so its identification could be implicit in that domain of use. Where more
than on¢ CBEFF patron format is needed in a given domain of use {perhaps for historical reasons]), thle
identification of the multiple patron formats is by local means, which could, but need not, make use-of
a registdred patron format identifier, or of an identification issued by a CBEFF patron that is recognized
for that domain of use. The previous CBEFF (Version 3.0) added the concept of the self-identifying BIR
structurp. CBEFF Version 4.0 (this version) extends the concept of the self-identifying BIR"to all BIR
structurgs.

7.1.4 A CBEFF biometric organization can define BDB formats and SB formats and assign identifier
to them| BDB format and SB format identifiers shall be integers within the fahge 1 to 65535. Eac
identifigr shall be unambiguous within the BDB formats or SB formats defined by the CBEFF biometri
organizdtion. The biometric organization is called the BDB format owner orSB format owner of that BD
or SB fofmat. The pair “BDB format owner — BDB format identifier” thus.identifies the BDB format an
the pair|‘SB format owner — SB format identifier” identifies the SB format. The BDB or SB format owne
may (buf need not) register the BDB or SB format identifier with the BRA.

o =2 n

= == W

7.1.5 One of the goals of CBEFF is to uniquely identify the.format of every BDB and SB within a BIR.
The conlbination of BDB or SB format owner and BDB or SB:format identifier meets this objective.

7.1.6 Another goal of CBEFF is to enable the unique identification of the originator of a BDB withi
a BIR. The combination of BDB product owner and“BDB product identifier, when included in a patro
format, meets this objective. A CBEFF biometricCorganization can assign a biometric product identifig
to a software or hardware product. The product may (but need not) be produced or specified by tha
organizgtion. A biometric product identifier-$hall be an integer within the range 1 to 65535 and shal
be unamibiguous within the biometric préducts that have been assigned an identifier by that CBEF
biometr|c organization. The biometric*organization is called the biometric product owner of thg
product] The pair “biometric product-owner — biometric product identifier” thus identifies the produc
The biometric product owner may; but need not, register the biometric product identifier with the BRA

=l ==

=+ T

7.1.7 Another goal of CBEFF is to enable the unique identification of specialized biometric producfs
(capturd device types,\feature extraction algorithms, comparison algorithms, quality algorithms,
compregsion algorithims; and PAD mechanisms) that were used to produce a BDB, possibly at differert
stages of its lifecyclé: The combination of specialized biometric product owner identifier (a biometr
organizdtion idémntifier) and the specialized biometric product identifier (such as a capture device typfe
identifier) méets this objective. A CBEFF biometric organization can assign an identifier to a specializef
biometr]|cproduct, which may (but need not) be produced or specified by that organization. The biometric
product"' sh be-an-in ege aithin the afers o5 and-sha !‘-'."9:.!.- aithin thie
capture device types that have been assigned an identifier by that CBEFF biometric organization. The
biometric organization is called the owner of that specialized biometric product. The pair of owner and
product identifiers thus uniquely identifies the biometric product. The owner may, but need not, register
the specialized biometric product identifier with the BRA. Referencing an unregistered identifier is not
permitted. The provisions in this subclause (7.1.7) also apply to any specialized biometric products.

7.1.8 For mandatory CBEFF data elements, the abstract value NO VALUE AVAILABLE shall only be used
if specified as a valid abstract value by this document. Otherwise, NO VALUE AVAILABLE may not be
added by patron format specifications to avoid inclusion of mandatory data elements.
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7.1.9 CBEFF defines certain data elements in Clause 9 to be "optional." This means that a patron
format may require such a data element to always be included in an encoding of the patron format, to
never be included, or to be included only under certain conditions. If the patron format requires the
data element to never be included, then the patron format shall define no abstract values or encodings
for that data element, and any transformations from or to that patron format will assume the abstract
value NO VALUE AVAILABLE for that data element. If the patron format requires the data element to
always or conditionally be included, then an encoding for the abstract value NO VALUE AVAILABLE shall
be specified, and encodings for other abstract values of the CBEFF data element may be specified as
options of the patron format. CBEFF patron formats that include data elements marked "Optional” shall

oo oot o CODDDD Jd oo o d b oo o oo ot oo aaertaddn-tlh ot ot Lo an ot
grrormrCratCTC T o nT T atTCtaoStrattvaratstrrat ar CSuappOTtCOTIIT oIrat patr O TOTIIrae:

.1.10 CBEFF imposes no requirement regarding the order of data elements in aspatron format
specification, except for self-identifying CBEFF BIR structures (see 7.5).

I

.1.11 CBEFF imposes the general requirement that an entire SBH shall not be‘encrypted, unless used
ih an environment in which all information is encrypted. One of the important’goals of CBEFF is that
applications using biometric data be able to easily determine whether they n€ed to process a BDBwithout
having to examine the contents of the BDB itself. The data elements encodéd in unencrypted SBH enable
his determination to be made. CBEFF permits the encryption of certain CBEFF-defined data ¢lements
hat will not be processed until after the application has determined‘that the BDB is to be procegsed. See
.12 and 9.36.

O ot ot

.1.12 Ifasimple BIR has integrity applied to it, either via MAC (Message Authentication Code) ¢r digital
ignature, then the SBH and BDBs shall be included in theé‘data covered by the MAC or signatuye. If the
IR is a complex BIR or multiple BIR, then integrity can‘optionally be applied to the entire complex BIR,
and integrity can also, optionally, be separately applied to individual simple or complex BIRs|that are
dombined into the complex BIR.

w2 BN |

71.1.13 The specification of the CBEFF patron-format can require that the BDBs in a BIR:

d) shall be encrypted using specified~encryption algorithms, specified dynamically in the SB or
statically in the BIR specification;

h) shall not be encrypted;

d may be optionally eficrypted using specified encryption algorithms or using any identified
(dynamically or statically) encryption algorithms.

pecifying that encryption or integrity is to be used normally requires identification of an en¢ryption
r integrity algorithm and agreement between parties on parameters and keys associated with those
lgorithms. This/document does not predetermine the means of agreement on these encryjption or
ihtegrity parameters, but it does provide a CBEFF data element (the SB) for the specificatign of the
cryptidn,and integrity algorithm(s) used, as well as CBEFF data elements that identify the fofymat and
ntent of the SB.

1414 A BDBshallhe an infpgr:\] mn]fiplp of pig]’\f bhits

NOTE There is no CBEFF-defined data element for length determination of the BDB, as this is an encoding
issue that is not relevant at the abstract (coding-independent) level.

7.2 Defining a CBEFF patron format using the simple CBEFF BIR structure

7.2.1 General
In a CBEFF patron format for a BIR that is specified using the simple CBEFF BIR structure, fields

corresponding to CBEFF data elements shall be included as part of a single SBH (see 7.2.2). The SBH
shall be followed by a field that contains one or more BDBs (see 7.2.3). The BDBs may be followed by a
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security block (SB) (see 7.2.4) in some or in all instances of the BIR, as specified by the CBEFF patron
format. Figure 1 illustrates such a BIR. Each section of the BIR is defined in the following sub-clauses.

SBH | One or more BDBs SB (optional)

Figure 1 — Simple BIR structure

The simple CBEFF BIR structure permits more than one BDB to be associated with one SBH. This
could be de51rable for example 1f several BDBs of dlfferent types are generated by a smgle interaction
h

NOTE A similar result could be achieved if each BDB had its own SBH and the resulting BIRs were collecteld
in a complex BIR structure or multi-BIR structure, but CBEFF supports the application designérymaking th

@

=4
o
]
3
QO
S
=]
<5}
o
o
o
(i
@
<5}
o)
=n
=3)
)
o
5
=N
o
=7
=
aQ
ot
=y
(¢
(@)
os]
1
-
-
fes]
o
o
S
=
3
jo5)
(s
o
g
=
)
~
jo5)
=
Q.
P
we)
59
]
=11
o
)
ws]
S
]
3
<5}
ot
t
<
g=]
—~ (0 D W»n

values to provide such means (except for CBEFF_BDB_format_owner and”CBEFF_BDB_format_type|
but a CREFF patron has the authority to specify suitable data fields and values as needed to achieve
successfjul implementation.

<

[s9)

7.2.2 Btandard biometric header (SBH)

7.2.2.1 | This subclause specifies the requirements for GBEFF patrons that define an SBH for use in p
BIR spegified using the simple CBEFF BIR structure.

7.2.2.2 | The SBH shall be a fully specified encoding of abstract values of CBEFF data elements, togethe
(optiondlly) with additional data elements and‘abstract values specified by the CBEFF patron. If any g
the BDBE to be used with a patron format arenot self-delimiting, that patron format shall include patror
specified data elements and values as neéded to fully parse the entire BIR encoding.

==

7.2.2.3 | It is mandatory that the following CBEFF data elements be encoded in the SBH of a simple BIR
structurg:

a) CBHFF_BDB_format_owner (see 9.1)

b) CBHFF_BDB_formatitype (see 9.2)

c) CBHFF_BDB_encryption_options (see 9.3)
d) CBHFF_BIR\integrity_options (see 9.4)

If a patrpirformat requires either that all BDBs be encrypted or that all BDBs not be encrypted, then,
because only one abstract value is possible, the patron format may specify the encoding of CBEFF_BDB_
encryption_options as a zero length field, and similarly for CBEFF_BIR _integrity_options of the BIR.

7.2.3 The biometric data block (BDB)

The BDB is a block of data that contains one or more biometric samples, features, or other biometric
data. The values of the mandatory CBEFF data elements CBEFF_BDB_format_owner (see 9.1) and
CBEFF_BDB_format_type (see 9.2) encoded in the SBH identify the format of the BDB.

The BDB format may be vendor-specific, defined by a standard or other technical document, or not
conform to any given format. A standards body, consortium, vendor, or other biometric organization
who created the BDB format may register with the BRA to obtain a CBEFF biometric organization

12 © ISO/IEC 2020 - All rights reserved
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identifier (providing the CBEFF_BDB_format_owner value) and may assign a BDB format identifier

(forming the CBEFF_BDB_format_type value) to the BDB.

EXAMPLE
a BDB that contains a biometric sample that does not conform to any specific standard.

A BDB that complies with the ISO/IEC 19794 or ISO/IEC 39794 series of standards. Alternatively,

7.2.4 Security block (SB)

7.2.4.1 CBEFF defines the SB as the top level of a structure that is fully specified by a SB format owner

o

. _=h n_ \]

=

Root Biometric Header

Subheader_count = 2

Biometric Header (sub-header)
Subheader_count =23

the CBEFF_BIR_integrity_options abstract value INTEGRITY
) the CBEFF_BDB_encryption_options abstract value ENCRYPTION

BiometricType: (Multiple biometrics used)

Biometric Header\(sub-header) (Standard BDB)
Sabheader_count = 0

Biometric Data Block

Biometric-Header (sub-header) (Non-Standard A)
Subheader_count = 0

Biometric Data Block

Biometric Header (sub-header) (Non-Standard B)
Subheader_count = 0

Biometric Data Block

Biometric Header (sub-header)
Subheader_count = 2

BiometricType: (Type=Iris)

.2.4.2 The specification of the CBEFF patron format shall make provision for the presenee of
ither or both of the following abstract values are supported:

.3 Defining a CBEFF patron format using the complex CBEEE BIR structure

.3.1 The complex CBEFF BIR structure allows a CBEFF patron«to define a CBEFF patron for
upports multiple BDBs each with its own SBH of the same or different biometric data types (e.g. fin
hce and voice, or fingerprint BDBs from more than one finger)in a single BIR. While the simple CH
tructure also allows multiple BDBs, it does not allow multiple’'SBH within the same BIR.

igure 2 is an example of a patron format based on the:complex CBEFF BIR structure that inclu
nger minutiae data and iris data.

BiometricType: (Type=Finger minutia)

the SB if

mat that
berprint,
EFF BIR

Hes both

Biometric Header (sub-header) (Standard BDB)

Biometric Data Block

Security block

Subheader—coumt="06

Biometric Header (sub-header) (Non-Standard C)
Subheader_count =0

Biometric Data Block

Security block

Security block

© ISO/IEC 2020 - All rights reserved

Figure 2 — Example of a patron format based on the complex CBEFF BIR structure
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7.3.2 A CBEFF patron format based on the complex CBEFF BIR structure shall consist of:
a) Aninitial single CBEFF root header (an SBH);
b) followed by either:

1) one or more sub-header blocks, or

2) one or more level-zero sub-header blocks;

C) and npfinnn”yy 2 SB_If o pafrnn format includes this QR’ then the root header shall cnppnrf th

absf{ract value INTEGRITY of the CBEFF data element CBEFF_BIR_integrity_options. The scope'd
this|SB is the entire complex BIR.

—n

The CBEFF data element CBEFF_BDB_encryption_options shall not be supported in a root headdr
(see 7.3.7).

7.3.3 A sub-header block that is not level-zero shall consist of an initial single CBEEF sub-header (a
SBH) followed by either:

=

a) onelor more level-zero sub-header blocks, or

b) onejor more sub-header blocks that are not level-zero.

7.3.4 A level-zero sub-header block shall consist of:

a) an $BH that shall have the abstract value ZERO encoded in its CBEFF_subheader_count data
element;

b) aBI)B; and

c) (optionally) a SB. If a patron format includes this SB to support integrity on this level-zero block,
then the sub-header of this level-zero block-or a higher level sub-header, but not the root headef,
shall support the abstract value INTEGRITY of the CBEFF data element CBEFF_BIR_integrity_
options. The scope of this SB is only this.one level-zero block.

A level-2ero sub-header block conforms to the simple CBEFF BIR structure. Because a simple BIR coul
become |part of a complex BIR, CBEEF patrons specifying simple BIR patron formats should considg
whethei| the inheritance (see 7Z3.9) of abstract values from higher levels of a complex BIR will b
acceptabple. If inheritance of some values will not be acceptable then the simple BIR patron form3
should sjupport data elements-and abstract values that will override inheritance of those values.

= O = =X

Even if h level-zero bleck/inherits (see 7.3.9) its INTEGRITY abstract value from a higher level suk
header block, the scape’of its SB is only the level-zero block. Inheritance of the ENCRYPTION abstrag
value is not permittéd (see 7.3.7), so the ENCRYPTION abstract value shall be encoded in the level-zer
SBH if the BDB_s.encrypted.

O =

header and sub-header blocks shall support encodings of all abstract values of the data
element-€BEFF—ubhreader—count—Theabstract vatues o i BEFF dataetementare imrtegers i e
range 0 to 255. The complex CBEFF BIR structure can support any number of levels, but the maximum
number of sub-header blocks in one level is 255. If necessary, more than 255 items can be accommodated
in a level by inserting a next-higher level sub-header block to start a new count.

7.3.6 The CBEFF data elements CBEFF_BDB_format owner and CBEFF_BDB_format_type are
mandatory in at least one SBH at or above the level of each BDB in a BIR. If the hierarchy of SBHs above
a BDB includes either of these data elements at more than one level, then the value at the level closest to
the BDB is interpreted as the value applicable to that BDB.

7.3.7 The CBEFF data element CBEFF_BDB_encryption_options shall be encoded in every level-zero
SBH and shall not be encoded in SBHs at other levels of the BIR.

14 © ISO/IEC 2020 - All rights reserved
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NOTE This requirement reinforces the CBEFF goal to allow encryption only for BDBs, not for entire SBHs.

7.3.8 A CBEFF sub-header that is not a level-zero sub-header shall encode in CBEFF_subhead

er_count

the abstract value corresponding to the number of sub-header blocks that follow in the next lower level.

7.3.9 The CBEFF patron format shall place the following requirements on the encoding of a BIR whose

CBEFF patron format was specified using the complex (CBEFF) BIR structure:

a) By default, each data element of a lower level shall inherit the abstract value of its corresponding

data element o the next-nigher level (but see /.5.7).

low

~1

4 Defining a CBEFF patron format using the multiple CBEFF BIR structyire

he multiple CBEFF BIR structure provides the patron with the ability to/define their own stru
rganizing and navigating linked BIRs. This may be useful if the hierarchical structure of the
BEFF BIR structure does not meet the CBEFF patron’s requirements\for their domain of use.

OO0 =1 M

brmats that support inclusion in a data structure that has©ne or more BIRs and that speci

QD _=n o

multiple BIR structure. One type of multiple BIR structure-might borrow the concept of the CBEFF ro
from the complex CBEFF BIR structure (see 7.3), and navigation between the different BIRs could be acco

cations within the domain where the included\BIRs are found.

by some type of linkage data elements within SBHs of‘one or more of the included BIRs. Alternatively, 3
domain of use might be such that an index record-({optionally specified as a BIR’s SBH) would simply pojnt to the
1

) Ifanencoding foradataelementis presentinasubstructure, that encoding overrides its default value.

he multiple CBEFF BIR structure provides an alternative to the complex CBEFF BIR strudture for
BEFF patrons that have a requirement to specify a BIR structure that can include one or mqre BIRs.

cture for
complex

patron format that conforms to the multiple CBEFF BIR structure shall specify one or more BIR

ies data

lements in SBHs or elsewhere that support navigation betweeén the BIRs encoded in that data stfructure.

NOTE This document does not define any specific requirements on the BIRs that are to be incliided in a

t header
mplished
patron’s

A patron format specification that conforms to the multiple CBEFF BIR structure shall include in its
fdatron format conformance statemént (as per Annex A) affirmations that the specification gupports
dccess to every BIR that is assigned to an instantiation of the multiple BIR structure.
BIR1 [1] 2]  |BIR2 [3] |BIR3 [4] [5]
SBH BDB) |[SB SBH BDB SBH BDB |[SB
Pointer to BIR2{{6] [7] Pointer to BIR3|[8] Pointer x00|[9] [10]

Figure 3 — First example of a BIR based on the multiple CBEFF BIR structure

bnd to end” via pointers from one SBH to the next. Any existing or new patron format can be adapted t

fourth BIR were added, the only change needed in the prior BIRs would be to revise the pomter in BIR3

© ISO/IEC 2020 - All rights reserved

HXAMPLE 1 {>This example illustrates a possible multiple CBEFF BIR structure in which the BIRs afre linked

support

this structure with the addition of the pointer data element (see 9.37). If it would be useful, the “pointing” SBH
cpn als@ identify the patron format of the “pointed to” BIR, along with other information about the next BIR that
would help the apphcatlon dec1de whether to examlne that SBH for more than the pomter toa thlrd BIR. Notice
t : ; ENT BIR. If a

’s SBH.
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Multiple BIR structure
Root SBH
Number of BIRs 3 [1]
BIR1 Pointer 1 Biometric Type |BDB Validity Period
BIR2 Pointer 2 Biometric Type |BDB Validity Period
BIR3 Pointer 3 Biometric Type |BDB Validity Period
[2] [3]
BIR1 SBH BDB SB
BIR2 SBH BDB SB
BIR3 SBH BDB SB

Figure 4 — Second example of a BIR based on the multiple CBEFF BIR structure

EXAMPLE 2  This informative example illustrates a possible multiple BIR structurésin” which a “root” SBH
includes fata elements that point directly to other BIRs in the structure (there is no BDB associated with the rod
SBH). Thjs is similar to the complex CBEFF BIR structure, but simpler to constructand process. With appropriaﬂle
data elerpents, the root SBH can be updated as BIRs are added to or removed*from the overall structure. Tlhe
pointer data elements can be part of a replicated data structure in the root $BH that carries information aboyt
the spec‘ific BIR to which it points. For example, if the multi-BIR structure répresents a single user, each BIR in the
total strycture can contain one type of biometric data from that user (eg.)iris, finger, voice) and the applicatio

can use the descriptive data in the root SBH to decide which specific BIR to access and process.

—t

=

7.5 Applying the self-identifying concept to a CBEFF patron format structure

The selftidentifying concept may be applied to any CBEFF BIR patron format structure defined in 7,
through|7.4 by adhering to the following additionaltéquirements:

NS

a) The|first 4 bytes of the SBH shall encode the characters “SBIR” as ASCII binary representation ih
congecutive bytes (Hex bytes 53, 42, 49,and 52).

b) The|first 2 fields of the SBH following the “SBIR” character string shall encode the CBEFF datp
elements CBEFF_BIR_self_id_owner'and CBEFF_BIR_self_id_type.

t

c) If khowledge of the BIR length'is required to process the patron format structure, then the nex
field shall encode a patrom=defined data element enabling determination of the BIR length. Howeve
if thie BIR length is notrequired or is inherent in the encoding (for example in tagged data format
like|TLV an XML) thémthe patron format is not required to define a BIR length field.

23R

8 Penforming BIR transformations

8.1 General

Applications are permitted to transform BIRs from one patron format (a source BIR) into a new BIR (a
target BIR) that uses either the same patron format or a different patron format. Such transformations
shall be performed as follows.

8.2 Transformations of enumerated abstract values

Mandatory or optional CBEFF data elements that have an enumerated list of abstract values shall be
mapped as specified in a) and b), except where Clause 9 specifies a different requirement.

NOTE1 Clause 9 normally specifies a different requirement only when the abstract value to be encoded in

the target BIR is provided as local input (not specified by CBEFF) to the transforming application, rather than
depending on the abstract value in the source BIR.

16 © ISO/IEC 2020 - All rights reserved
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a) If the target BIR patron format supports the abstract value in the source BIR, then the abstract
value shall be mapped to the target BIR.

b) If the abstract value in the source BIR is not supported by the target BIR patron format, then the
abstract value shall be mapped to the abstract value NO VALUE AVAILABLE for that CBEFF data
element in the target BIR.

NOTE 2  If the data element is not supported, then the value is lost in the transformation, unless the patron
format defines specific instructions to handle such a case. See also Annex A for information on patron format
conformance statements, which can be used to identify incompatible formats and avoid loss from transformations.

8.3 Transformations of non-enumerated data element values

Hor CBEFF data elements (mandatory or optional) whose abstract values are a range of'charactgr string,
ctet string, date, or decimal values, data element value mappings shall be as specified by the definition
df the data element in Clause 9.

o

9 CBEFF data elements

9.1 General

Definitions and abstract values for each of the CBEFF-defined, ddta elements are specified in this clause.
The subclauses of Clause 9 are ordered as follows:

d) mandatory data elements in alphabetical order by data element name (9.2 to 9.8);

H) optional data elements in alphabetical orderghby data element name (9.9 to 9.43), except that
CBEFF_BDB_biometric_type precedes CBEFE.BDB_biometric_subtype because _type and [subtype
comprise a hierarchical structure of information, so it is more natural to define _type |before _
subtype.

Hxcept for self-identifying BIRs, CBEFF imposes no requirement regarding the order of data elements in
a patron format specification (see Z.1:10).

9.2 CBEFF_BDB_format_ewner

9.2.1 Attributes
Inclusion: Mandatery

Abstract values:

L integer,§’ (NO VALUE AVAILABLE)

- integers 1 to 65535

(ontent:  Encodings of this data element identify the standards body, working group, industry
consortium, or other CBEFF biometric organization that has defined the format of the BDB associated
with the SBH in which the encoding appears. CBEFF requires that organizations defining CBEFF BDB
formats register with the BRA to obtain a unique identifier that shall be encoded in this data element.
This unique identifier is a 16-bit non-negative integer. The abstract values of this data element are
the set of all possible values of this identifier, all of which are required to be supported by all patron
formats. The CBEFF_BDB_format_owner value shall be set to NO VALUE AVAILABLE only when the BDB
does not conform to a defined format (and therefore has no owner), and otherwise shall be an integer
from 1 to 65535.

© ISO/IEC 2020 - All rights reserved 17
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ISO/IEC 19785-2 requires that the BRA shall not assign the value zero to any biometric organization
which is reserved to encode NO VALUE AVAILABLE.

NOTE The CBEFF biometric organization identifier used in the CBEFF_BDB_format_owner data element
together with the BDB format identifier used in the CBEFF_BDB_format_type (see 9.3) uniquely identify the
specific format of a BDB.

9.2.2 Transformation requirements

When transforming a source BIR to a target BIR, the abstract values of the CBEFF BDB format owner
and the CBEFF_BDB_format_type data elements shall be copied unless the BDB is also transformedyip
which case the target BIR shall identify the target’s BDB format owner and format type.

NOTE It is an implementation option whether to transform the BDB format.
9.3 CBEFF_BDB_format_type

9.3.1 [General

This datja element corresponds to the term defined in 3.1, “BDB format identifier”.

9.3.2 Attributes

Inclusign: Mandatory

Abstradt values:

— intejger 0 (NO VALUE AVAILABLE)
— integers 1 to 65535

Content:  Encodings of this data element identify the specific BDB format specified by the CBEFF
biometrjc organization recorded in the CBEFF-BDB_format_owner. This may be a standardized BDB
format that has been registered and publishied by a CBEFF biometric organization such as a standardfs
body or industry consortium, or it may bie @ non-standard, unpublished BDB format. The registration of
the BDB|format identifier is optional, Whether registered or not, the identifier is a 16-bit non-negativie
integer that is unambiguous withificthe CBEFF biometric organization identifier. The abstract valugs
of this data element are the set-of-all possible values of this identifier, all of which are required to be
supported. The CBEFF_BDB_fermat_type value shall be set to NO VALUE AVAILABLE only when the

BDB dogs not conform to adefined format, and otherwise shall be an integer from 1 to 65535.

9.3.3 ransformation requirements

See 9.2.2.

9.4 CBEFF_BDB_encryption_options

9.4.1 Attributes

Inclusion: Mandatory (but see 9.4.2)
Abstract values:

— NO ENCRYPTION: the BDB is not encrypted
— ENCRYPTION: the BDB is encrypted

Content:  Encodings of this data element specify whether the BDB is encrypted or not.

18 © ISO/IEC 2020 - All rights reserved
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9.4.2 Requirements on patron format specifications

The following requirements apply.

a) CBEFF patron formats are required to support at least one of the abstract values. If a patron format
supports only one abstract value for this data element, it may encode that abstract value as a zero-

length field since the value can be implied.

If a patron format supports ENCRYPTION then the CBEFF data elements CBEFF_SB_format_owner
and CBEFF_SB_format_type shall be supported, unless all such information is pre-determined by

the specitication of the patron format.

This data element need not be supported in CBEFF patron formats where it is not\appli
where other means exist to express which security options are used.

In a complex BIR this data element shall only be supported in level-zero sub-header blocks

A0

4.3 Transformation requirements

Vhen transforming a source BIR to a target BIR, the abstract value of this/data element shall b
nless the encrypted state of the BDB is modified, in which case the target BIR shall encode the
DB encryption state. If the target BDB's encryption state is ENERYPTED, then the target B
hall conform to 9.4.2.

W m o

=z

OTE It is an implementation option whether to transform the BDB encryption state.
9.5 CBEFF_BIR_integrity_options

9.5.1 Attributes

|l

hclusion: Mandatory

Abstract values:

- NO INTEGRITY: integrity is notapplied to the BIR.

- INTEGRITY: integrity is.applied to the BIR.

(ontent: Encodings of this data element specify whether integrity is applied to the BIR.

9.5.2 Requiremerits on patron format specifications

—

he followingrequirements apply.

d) CBEFFpatron formats are required to support at least one of the abstract values. If a patro
supports only one abstract value for this data element, it may encode this data element a
length field since the value can be implied.

cable or

e copied
target’s
R's SBH

h format
5 a zero-

ITRhORITYL R ]

1L 4 £ 4 b 41 1 . 4 1 1IN 4] 4] ral . 1 4
I d Pdll UIT TUTHIAU SUPPUT LS ULIT dUSUNAULL VAIUT TINTEURIT T, UITIT UHIT UDLETI'T Udld TITIIHITIILS

CBEFF_

SB_format_owner and CBEFF_SB_format_type shall be supported, unless all such information is

pre-determined by the specification of the patron format.

9.5.3 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the

abstract

value of this data element encoded in the target BIR shall specify the integrity option applied to the
target BIR. Further, if the target BIR's integrity state is INTEGRITY, the target BIR's SBH shall conform

to 9.5.2.

© ISO/IEC 2020 - All rights reserved
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9.6 CBEFF_BIR self id_owner

9.6.1 Attributes

Inclusion: Mandatory in BIRs applying the self-identifying concept and shall not be included
otherwise.

This data element shall not be included in a patron format unless CBEFF_BIR_self_id_type is also
included (see 9.7).

Abstradt values: integers 1 to 65535

Content:

CBEFF ¢
register
unique i
possible]

9.6.2

When ty
value in
the targ

9.7 CBEFF_BIR self_id_type

9.7.1

Inclusid
otherwi

This daf
included

Abstradt values:  integers 1to 65535

Content:

BIR. Th¢
and reg
of this d
support

9.7.2

See 9.6.2

Encodings of this data element identify the CBEFF biometric organization that‘is thie
atron responsible for the patron format of the current SBH. CBEFF requires that organizationls
with the BRA to obtain a unique identifier that shall be encoded in this data_ element. This
dentifier is a 16-bit positive integer. The abstract values of this data element até-the set of all
values of this identifier, all of which are required to be supported.

Transformation requirements

(i

ansforming a CBEFF BIR from an initial patron format to a target‘patron format, the abstrac
the target BIR shall comply with the patron format requirements placed on the target BIR.
bt BIR is not self-identifying, this data element will not be included.

)

Attributes

n: Mandatory in BIRs applying the self-identifying concept and shall not be includefd
Se.

a element shall not be included in a’patron format unless CBEFF_BIR_self_id_owner is alsp
(see 9.6).

Encodings of this dataselement specify the CBEFF patron format identifier of the current
b CBEFF patron respon§ible for the patron format assigns the patron format identifier valule
sters it with the BRAY This unique identifier is a 16-bit positive integer. The abstract values
ata element are thee“set of all possible values of this identifier, all of which are required to be
ed.

Transformation requirements

9.8 CBEEEsubheader—count

TCTr T_CUUTIITC

Inclusion:

— Mandatory in patron formats based on the complex CBEFF BIR structure (see 7.3)

— May be absent in patron formats based on the other CBEFF BIR structures (see 7.2 or 7.4)

Abstract values:  integers 0 through 255

Content:  Encodings of this data element specify the number of sub-header blocks (see 7.3.3) in the
next level below the root header or current sub-header. In the lowest level of a complex BIR structure or
in a simple BIR structure the abstract value of this data element shall be zero.

20
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9.9 CBEFF_BDB_biometric_type

9.9.1 Attributes
Inclusion: Optional
Abstract values: see Table 1

Content: Encodings of this data element convey the type of biological and behavioural data stored

inthe BDB of a simple CBEFF BIR structure, or in the BDBs of level zero sub-header blocks in a complex
(IBEFF BIR structure.
Table 1 — Abstract values for BDB_biometric_type
Named abstract value Typi:l.';l]l)lt);ll;gg :(:lsrzzsgs.ji)ated

NO VALUE AVAILABLE No

MULTIPLE BIOMETRIC TYPES No

DNA No

EAR Yes

FACE No

FINGER Yes

FOOT Yes

GAIT Ne

HAND-GEOMETRY Yes

IRIS Yes

KEYSTROKE No

LIP MOVEMENT No

PRESENTATION ATTACK-DATA No

RETINA Yes

SCENT No

SIGNATURE:SIGN No

VEIN Yes

VOIGE No

BODY PHOTOGRAPHY No

FRICTION RIDGE Yes

THERMAL Yes
NOTE BODY PHOTOGRAPHY, FRICTION RIDGE, and THERMAL are new to this version.
(IBEFF patrons are permltted to use any subset of these abstract Values and to define additional

ay include

arbltrary comblnatlons of Values p0551bly represented by a b1t—map, to support prec1se enumeratlon of
individual types when MULTIPLE BIOMETRIC TYPES is encoded.

9.9.2 Transformation requirements
See 8.2.

If the source patron format uses a bit-map to represent a number of additional abstract values that are
combinations of the above abstract values (see the last paragraph of 9.9.1), and the target patron format
does not use such a bit-map, then the MULTIPLE BIOMETRIC TYPES abstract value shall be set in the
target patron format.
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9.10 CBEFF_BDB_biometric_subtype

9.10.1 Attributes

Inclusion: Optional

Abstract values: see Table 2

Content: The abstract values of this data element are qualifiers that apply to abstract values of

CBEFF_

DB_biometric_type

Combin:
encoded
multipld
with an
BDB_bio
ambigud

Qualifie

itions of abstract CBEFF_BDB_biometric_subtype values are permitted when the abstract valule
in CBEFF_BDB_biometric_type represents a biometric technology that can create a BDB where
subtypes are supported, except that NO VALUE AVAILABLE shall not be used in combination
i/ other abstract value. When multiple CBEFF_BDB_biomeric_type values are present, CBEFH_
metric_subtype should only be included when the relationship to the biometrie type is nd
us.

(s

1 and unqualified abstract CBEFF_BDB_biometric_subtype values are gpecified. For exampl¢

LEFT I
when th

EXAMPL
abstract

EXAMPL
subject, :
both eye

EXAMPL
FRICTIO
ridge dat

—

DEX and RIGHT INDEX are qualified and INDEX is not qualified. Ungqualified values are useft
implementer does not know the precise origin of the BDB data.

£ 1 For a patron format that supports the BDB biometric type RETINA, the implementor includes the
value LEFT for the BDB biometric subtype to indicate that the left®RETINA is present.

F: 2 For an iris biometric device that can produce a single/BDB containing data for both eyes of
1 BIR includes the biometric subtype abstract values LEFT:and RIGHT to indicate that iris samples fdq
b are contained in the BDB.

)

.3 For a collection of friction ridge data in a multiple CBEFF BIR structure, the biometric type
N RIDGE and the biometric subtype abstract values:are PALM and WRIST to indicate the types of frictig
A present.

=%
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Table 2 — Abstract values for CBEFF_BDB_biometric_subtype

Abstract values
NO VALUE AVAILABLE

RIGHT

LEFT

LEFT THUMB

LEFT INDEX FINGER

LEFT MIDDLE FINGER
LEFT RING FINGER
LEFT LITTLE FINGER
RIGHT THUMB

RIGHT INDEX FINGER
RIGHT MIDDLE FINGER
RIGHT RING FINGER
RIGHT LITTLE FINGER
LEFT PALM

LEFT BACK OF HAND
LEFT WRIST

RIGHT PALM

RIGHT BACK OF HAND
RIGHT WRIST
THUMB

INDEX FINGER
MIDDLE FINGER

RING FINGER
LITTLEFINGER

RALM

BACK OF HAND
WRIST

(IBEFF patronfermats are permitted to use any subset of these abstract values and to define ag
bstract values as required by the intended domain of use. These additional abstract values may
rbitracyscombinations of values, possibly represented by a bit-map, to support precise enuf
f individual types. CBEFF patron formats are permitted to define valid combinations of the

Iditional
y include
neration
abstract

alues as required by the intended domain of use.

A BDB format specification determines which (if any) of these CBEFF_BDB_biometric_subtyp

e values

apply to that BDB format. However, certain combinations of values for CBEFF_BDB_biometric_type and

CBEFF_BDB_biometric_subtype are typically supported, as indicated by an ‘X’ in Table 3.

© ISO/IEC 2020 - All rights reserved
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Table 3 — Typical CBEFF_BDB_biometric_subtype values supported

CBEFF_BDB_biometric_type values

FINGER IRIS RETINA |HAND-GE-| VEIN EAR FOOT FRIC- THER-
OMETRY TION MAL
CBEFF_BDB_biometric_subtype values RIDGE

LEFT

RIGHT

THUMB

LEFT THUMB

RIGHT THUMB
INDEX FINGER

LEFT INDEX FINGER
RIGHT INDEX FINGER
MIDDLE FINGER
LEFT MIDDLE FINGER
RIGHT MIDDLE FINGER
RING FINGER

LEFT RING FINGER
RIGHT RING FINGER
LITTLE FINGER

LEFT LITTLE FINGER

R e e R R e R R A s A R R R e R B R e B R R R R R e

RIGHT LITTLE FINGER

PALM

LEFT PALM

RIGHT PALM

BACK OF HAND

LEFT BACK OF HAND
RIGHT BACK OF HAND
WRIST

LEFT WRIST

RIGHT WRIST X X X

R R R R R R R R R R R o L R R R R e R R R R R R R R R R A R A R R s R R R R
R R R R R R R R R R A R R e A R R R e R R A R A R R e A R B e A e A R R e R B R R R
R R R R R R R e R R R R R R R R e R R R R R R R R R R A R R < P R R R R

NOTE CBHFF_BDB_biometric_types abstract valuesinot shown in this table typically do not support biometric subtypes (as indicated by the “Typ}
ically has qn associated subtype?” value in Table $)-.For example, SCENT and DNA are not shown because they are not capable of supporting an;
CBEFF_BDB_biometric_subtype abstract values({

9.10.2 [fransformation requirements

See 8.2.
9.11 CBEFF_BDB{capture_device_type_owner

9.11.1 Attributes

Inclusion: OUptional — this data element shall not be included In a patron format unless CBEFF_BD
capture_device_type is also included (see 9.12).

Abstract values:
— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the capture
device that was used in the creation of the BDB (if any). The content of CBEFF_BDB_capture_device_
owner shall be a biometric organization identifier (a 16-bit positive integer, assigned by the BRA).
ISO/IEC 19785-2 requires the BRA to not assign the value zero (Hex 0000) to any biometric organization.
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However, patron format specifications are permitted to use this value as the encoding for NO VALUE
AVAILABLE.

9.11.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.1Z CBEFF_BDB_capture_device_type

9.12.1 General

This data element corresponds to the term defined in 3.13, “capture device type idéntifier”.

9.12.2 Attributes

Inclusion: Optional — this data element shall not be included in a patren format unless CBEFF_BDB_
Apture_device_type_owner is also included (see 9.11).

(@)

Abstract values:

- NO VALUE AVAILABLE

- integers 1 to 65535

(ontent: This data element identifies the capture device that was used in the creation of th¢ BDB (if
any). The capture device type identifier is a 16-bitpositive integer assigned by the registered bjometric
drganization that created or owns the capture device and is identified by the CBEFF_BDB_¢apture_
device_type_owner data element.

9.12.3 Transformation requirements

=

Vhen transforming a CBEFF BIRATem an initial patron format to a target patron format, the gncoding
f this data element in the target BIR shall comply with the patron format requirements placed on the
hrget BIR; this may be NO VALUE AVAILABLE.

[millle)

9.13 CBEFF_BDB_challenge_response

9.13.1 Attributes
Inclusion: «Optional

Abstraetvalues:

-~ NO VALUE AVAILABLE

— Zero or more octets of data.

Content: Encodings of this data element contain data to be used to present a challenge or prompt to
the user who is attempting a biometric verification against the biometric template in the BDB. Patron
format specifications may, but are not required to, permit the contents of this data element to be
encrypted using encryption mechanisms specified by the patron format or in an associated SB. Patron
formats that include values of this data element other than NO VALUE AVAILABLE shall specify the
contents of the data.

EXAMPLE If the biometric type is voice for speaker recognition, this data element can be used to store the
phrase the subject will be prompted to speak, or it may store a pointer to a database that contains the phrase.
Transformation requirements.
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The challenge-response data element (and its content) may be specific to the BDB's content. A
transforming application shall copy the content directly from the source BIR to the target BIR unless
the target's patron format supports only NO VALUE AVAILABLE.

NOTE Transformation to NO VALUE AVAILABLE can render the BDB unusable.
9.14 CBEFF_BDB_comparison_algorithm_owner

9.14.1 Attributes

Inclusign: Optional — this data element shall not be included in a patron format unless CBEFF_BBB_
comparison_algorithm_type is also included (see 9.15).

Abstradt values:

— NO VALUE AVAILABLE

comparison algorithm that was used in the creation of the BDB (if any)./The content of CBEFF_BDH_
comparison_algorithm_owner shall be a biometric organization identifier”(a 16-bit positive integer,
assigned by the BRA). ISO/IEC 19785-2 requires the BRA to not assign the value zero (Hex 0000) to an
biometrjc organization. However, patron format specifications are-germitted to use this value as t
encodinp for NO VALUE AVAILABLE.

9.14.2 [fransformation requirements

When trfansforming a CBEFF BIR from an initial patronfermat to a target patron format, the encodiEE

of this data element in the target BIR shall comply with the patron format requirements placed on t
target BIR; this may be NO VALUE AVAILABLE.

EFF_BDB_comparison_algorithm: type

9.15.1 Attributes

This datia element corresponds to'the term defined in 3.25, “comparison algorithm identifier”.

Inclusign: Optional — this(data element shall not be included in a patron format unless CBEFF_BDH_
comparison_algorithm_owaner is also included (see 9.14).

Abstradt values:
— NO VALUE AVAILABLE
— integers I/to 65535

Content: S S -
BDB (if any). The comparlson algorlthm 1dent1f1er isa 16 blt p051tlve lnteger aSSIgned by the reglstered
biometric organization that created or owns the comparison algorithm and is identified by the CBEFF_
BDB_comparison_algorithm_owner data element.

9.15.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.
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9.16 CBEFF_BDB_compression_algorithm_owner

9.16.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_

compression_algorithm_type is also included (see 9.17).
Abstract values:

— NO VALUE AVAILABLE

- integers 1 to 65535

ontent: This data element identifies the registered biometric organization that oy
ompression algorithm that was used in the creation of the BDB (if any). The content of CBE
ompression_algorithm_owner shall be a biometric organization identifier (a 46-bit positive]
ssigned by the BRA). ISO/IEC 19785-2 requires the BRA to not assign the value'zero (Hex 000
iometric organization. However, patron format specifications are permitted*to use this valy
ncoding for NO VALUE AVAILABLE.

O o0 0O O M

9.16.2 Transformation requirements

<

Vhen transforming a CBEFF BIR from an initial patron format €0 a target patron format, the ¢
f this data element in the target BIR shall comply with the-patron format requirements place
hrget BIR; this may be NO VALUE AVAILABLE.

o O

9.17 CBEFF_BDB_compression_algorithm_type

9.17.1 General

This data element corresponds to the termdefined in 3.29, “compression algorithm identifier”.

9.17.2 Attributes

Ipclusion: Optional — this data element shall not be included in a patron format unless CBE
ompression_algorithm_owneris also included (see 9.16).

Q

Abstract values:

- NO VALUE AVAILABLE

- integers 1-£0,65535

ontent: ~ This data element identifies the compression algorithm that was used in the creati
DB (ifany). The compression algorithm identifier is a 16-bit positive integer assigned by the re
iometric organization that created or owns the compression algorithm and is identified by thg

welloullee e

vns the
FF_BDB_
integer,
D) to any
e as the

ncoding
d on the

FF_BDB_

bn of the
gistered
CBEFE_

DB, compression_algorithm_owner data element.

9.17.3 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding

of this data element in the target BIR shall comply with the patron format requirements place
target BIR; this may be NO VALUE AVAILABLE.

9.18 CBEFF_BDB_creation_date

9.18.1 Attributes

Inclusion: Optional

© ISO/IEC 2020 - All rights reserved
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Abstract values:
— NO VALUE AVAILABLE
— 2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

Content: This data element specifies the UTC date and time instant (see the ISO 8601 series) that
the biometric data in the BDB was captured. CBEFF requires that patron format specifications support
abstract values to a precision of one second for this data element.

The UTGds ne-imstantrepresentsatreaso appro attorrto-thecreationdate:
require that the date-time instant be recorded to a precision of one second. Patron format specifications
may impose a more stringent requirement for particular domains of use, noting likely applicatio!

their own data element and abstract values. Patron format encodings may use a format other than t
[SO 8601 series extended date-time format (and in particular may use a binary format) f6rythe abstragt
date-time values.

NOTE 1 | The ISO 8601 series extended date-time format is used in CBEFF specifications of date-timle
abstract|values.

NOTE 2 | UTC is the abbreviation for Coordinated Universal Time as defined in the1SO 8601 series. That serig
defines the character "Z" as the designator for UTC in date and time representations.

[72)

9.18.2 [fransformation requirements

See 8.2.

If the tdrget patron format defines abstract values with @different time granularity, then these ap
distinct{from the CBEFF-defined abstract values. However, the target patron format specification maly
specify A mapping from abstract values of greater orilesser granularity to the abstract values that |t
provides. If no such mapping is specified, then NO.VALUE AVAILABLE shall be used as the mapping.

[}

9.19 CBEFF_BDB_feature_extraction_algerithm_owner

9.19.1 Attributes

Inclusign: Optional — this datalelement shall not be included in a patron format unless CBEFF_BDB_
feature_lextraction_algorithm_type is also included (see 9.20).

This data element identifies the registered biometric organization that owns the featurje
extractipmalgorithm that was used in the creation of the BDB (if any). The content of CBEFF_BDH_
feature_'extraction—algerithm—owne hal—be—a—biometricorganization—identifier{a—16-bitpositive
integer, assigned by the BRA). ISO/IEC 19785-2 requires the BRA to not assign the value zero (Hex
0000) to any biometric organization. However, patron format specifications are permitted to use this
value as the encoding for NO VALUE AVAILABLE.

9.19.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.
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9.20 CBEFF_BDB_feature_extraction_algorithm_type

9.20.1 General

This data element corresponds to the term defined in 3.33, “feature extraction algorithm identifier”.

9.20.2 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_

f
A

bl o S N e

o O

4

@ ™ |

—

FatUTe_extraction_algoritNm_owner 15 atso Inciuded (See 9-197-
lbstract values:

- NO VALUE AVAILABLE

- integers 1 to 65535

ontent: This data element identifies the feature extraction algorithm that was used in the
f the BDB (if any). The feature extraction algorithm identifier is a 16-bit positive integer ass

lentified by the CBEFF_BDB_feature_extraction_algorithm_owner data element.

.20.3 Transformation requirements

ypically, this data element would carry an index to a record in a database that correspong
erson whose biometric data is in the BDB. Patron formats are permitted to define any similay

creation
gned by

he registered biometric organization that created or owns the feature”extraction algorithin and is

Vhen transforming a CBEFF BIR from an initial patron fopimat to a target patron format, the gncoding
f this data element in the target BIR shall comply with:the patron format requirements placed on the
hrget BIR; this may be NO VALUE AVAILABLE.

.21 CBEFF_BDB_index

.21.1 Attributes

nclusion: Optional

|bstract values:

- NO VALUE AVAILABLE

- An identifier

ontent: This/data element carries the identifier of an object that is related to, but separdte from,
he BDB with which it is associated. Patron format specifications shall define the abstract valyes to be
ncoded hereir-If this data element is included in a complex BIR patron format, the format shall specify
he data elerment's interpretation at the different levels of the complex structure.

s to the
content

hrthic At alamant

Tt trorto e et

9.21.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the value
encoded in this data element shall correspond to the situation of the target domain of use. The value
depends on the domain of use of the target patron format and on information local to the transforming
application and may be NO VALUE AVAILABLE.
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9.22 CBEFF_BDB_PAD_mechanism_vendor

9.22.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_
PAD_mechanism is also included (see 9.23).

Abstract values:

— NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the
PAD merhanism that was used in the creation of the BDB (if any). The content of CBEEE-BDB_PAD_
mechan{sm_vendor shall be a biometric organization identifier (a 16-bit positive integerpassigned be
the BRA)). ISO/IEC 19785-2 requires the BRA to not assign the value zero (Hex 0000)t9 any biometric
organizjtion. However, patron format specifications are permitted to use this value as the encoding fdr
NO VALUE AVAILABLE.

9.22.2 [fransformation requirements

When trfansforming a CBEFF BIR from an initial patron format to a target patron format, the encodiEE
of this data element in the target BIR shall comply with the patron-fermat requirements placed on t
target BIR; this may be NO VALUE AVAILABLE.

9.23 CBEFF_BDB_PAD_mechanism

9.23.1 Attributes

Inclusign: Optional — this data element shall not be included in a patron format unless CBEFF_BDH_
PAD_mejchanism_vendor is also included (see 9:22).

Abstragdt values:

— NO VALUE AVAILABLE
— inteers 1 to 65535

|o9)

This data elementiidentifies the PAD mechanism that was used in the creation of the BD
(if any).[The PAD mechanisut identifier is a 16-bit positive integer assigned by the registered biometric
organizjtion identified by'the CBEFF_BDB_PAD_mechanism_vendor data element.

9.23.2 [ransformation requirements

When tifansforming a CBEFF BIR from an initial patron format to a target patron format, the encodi
of this dataselement in the target BIR shall comply with the patron format requirements placed on tl:E
target BIR; thisTmay be NOVATUE AVATEABLEE:

9.24 CBEFF_BDB_processed_level

9.24.1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— RAW (see ISO/IEC 2382-37, captured biometric sample)
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— INTERMEDIATE (see ISO/IEC 2382-37, intermediate biometric sample)
— PROCESSED (see ISO/IEC 2382-37, processed biometric sample)

Content: Encodings of this data element convey the processed state of the biometric samples or

templates stored in the BDB (see ISO/IEC 19784-1).

9.24.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the

abstract

alue in the target BIR shall convey the processed level of the target BDB. If the transforming ap]
as not done any processing of the BDB, the value in the target CBEFF BIR shall be copied
hitial CBEFF BIR, or shall be NO VALUE AVAILABLE if the value to be copied is not supported.

—

9.25 CBEFF_BDB_product_owner

9.25.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBE
roduct_type is also included (see 9.26).

o~ o

lbstract values:

- NO VALUE AVAILABLE

- integers 1 to 65535

ontent: This data element identifies the registeyed biometric organization that owns the
.e., the Biometric Service Provider (BSP) or transforming application) that created the B
ontent of CBEFF_BDB_product_owner shall be'a biometric organization identifier (a 16-bit
hteger, assigned by the BRA). ISO/IEC 19785-2requires the BRA to not assign the value zero (H
b any biometric organization. However, patron format specifications are permitted to use this
he encoding for NO VALUE AVAILABLE."The biometric organization identifier encoded in the
ata element CBEFF_BDB_product.owher (if present) may or may not be the same as that en
he mandatory data element CBEFE BDB_format_owner.

Q. o = O~

9.25.2 Transformation nequirements

Vhen transforming a~CBEFF BIR from an initial patron format to a target patron formd
ransforming application modifies the BDB's content (for example, by changing its processed le|

rganization that owns the transforming application itself, unless the transforming appli
equired tosenicode NO VALUE AVAILABLE in this target data element. If the transforming apj
oes not dnpdify the BDB, then the source BIR's abstract value shall be mapped into the tar
lement:

O Q. = O = o

blication
rom the

FF_BDB_

product
DB. The
positive
bx 0000)
value as
optional
roded in

t, if the
vel from

aw to intermediate), then CBEFF_BDB_product_owner in the target BIR shall identify the bjometric

ation is
blication
et data

(o)

26 CBEFF BDB product type

9.26.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_

product_owner is also included (see 9.25).
Abstract values:

— NO VALUE AVAILABLE

— integers 1 to 65535

© ISO/IEC 2020 - All rights reserved
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Content: This data element identifies the product (i.e., the Biometric Service Provider (BSP) or
transforming application) that created the BDB. The product identifier is a 16-bit positive integer
assigned by the registered biometric organization that created or owns the product and is identified by
the CBEFF_BDB_product_owner data element.

9.26.2 Transformation requirements

If the transforming application changes the value in CBEFF_BDB_product_owner, then this data element
in the target BIR shall identify the transforming application itself or shall be NO VALUE AVAILABLE.
Otherwise-the-souree Rs-vattre-shattbemappedinto-thetareget BiR orshat-be NO-VAFHEAVAHABEE.

9.27 CBEFF_BDB_purpose

9.27.1 Attributes

Inclusign: Optional

Abstradt values:

— NO VALUE AVAILABLE

— VERIFY

— IDENTIFY

— ENROLL

— ENHROLL FOR VERIFICATION ONLY
— ENHROLL FOR IDENTIFICATION ONLY
— AUDIT

Contenf: This data element specifies the iritended use of the BDB (see ISO/IEC 19784, BioAPI and the
ISO/IEC|7816 series).

9.27.2 [fransformation requirements

When tifansforming a CBEFF BIR from an initial patron format to a target patron format, the value
in the tdrget BIR shall convey the purpose of the target BDB (for example, a transforming applicatiop
may prgcess a raw BDB_infé a processed BDB that has one of the above abstract purposes). If thee
transforjming applicatienas not done such processing, the value in the target BIR shall be copied from
the sourjce BIR or shall be NO VALUE AVAILABLE if not supported in the target BIR.

9.28 CBEFF_BDB_quality

9.28.1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— QUALITY NOT SUPPORTED BY BDB CREATOR

— QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET

— Aninteger quality value in the range 0 to 100 where 100 is the highest quality
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Content: This data element specifies the quality of the biometric data in the BDB (see ISO/IEC 19784,
BioAPI).

9.28.2 Transformation requirements

See 8.2.

9.29 CBEFF_BDB_quality_algorithm_owner

9.29.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless~¢BEFF_BDB_
uality_algorithm_type is also included (see 9.30).

= 0

lbstract values:

- NO VALUE AVAILABLE

- integers 1 to 65535

(ontent: This data element identifies the registered biometric ©sganization that owns the¢ quality
jlgorithm that was used in the creation of the BDB (if any)&The content of CBEFF_BDB]quality_

lgorithm_owner shall be a biometric organization identifier @ 16-bit positive integer, assigned by
he BRA). ISO/IEC 19785-2 requires the BRA to not assign<he value zero (Hex 0000) to any b‘ﬁ)metric
drganization. However, patron format specifications are permitted to use this value as the encgding for

NO VALUE AVAILABLE.

—

9.29.2 Transformation requirements

-l

Vhen transforming a CBEFF BIR from an initial patron format to a target patron format, the gncoding
f this data element in the target BIR shall¢omply with the patron format requirements placed on the
hrget BIR; this may be NO VALUE AVAILABLE.

[millle)

9.30 CBEFF_BDB_quality_algorithm_type

9.30.1 General

This data element corresponds to the term defined in 3.40, “quality algorithm identifier”.

9.30.2 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_
uality_algorithm_owner is also included (see 9.29).

= 0

bstract values:

NO YA JE_AVIATL
™NO—VT =)

1 1
YooY vt

— integers 1 to 65535

Content: This data element identifies the quality algorithm that was used in the creation of the BDB
(if any). The quality algorithm identifier is a 16-bit positive integer assigned by the registered biometric
organization that created or owns the quality algorithm and is identified by the CBEFF_BDB_quality_
algorithm_owner data element.
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9.30.3 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.31 CBEFF_BDB_validity_period

9.31.1 Attributes

Inclusign: Optional

Abstradt values:

— NO VALUE AVAILABLE

— 200p-01-01 through 3000-12-31/2000-01-01 through 3000-12-31

Content:  This data element conveys the time interval when the BDB is valid: The "/" characte
betweer] time representations indicates that the times specify the beginning.andend of a time interval.
See 9.18|for CBEFF's requirements on time representations and other relevant’considerations.

—

CBEFF patrons that require more precise time intervals (e.g. hourly) may specify their own dat
element|and abstract values. Such abstract date-time values are not fequired to use the [SO 8601 serie
extendefl date-time format (and in particular may use a binary forsmat).

n 9D

9.31.2 [fransformation requirements
System fequirements regarding BDB validity period may.stem from either of two sources:

a) Administrative requirements may specify a wvalidity period that, for example, corresponds t
the [interval during which a user is authorized for a privilege that is obtained when the BDB i
sucg¢essfully used for authentication. When that interval expires, the authorization may be renewe
for the next interval with no change to.the biometric template used for verification; or

[=]

= n

b) Technical requirements related to biometric template aging may dictate an interval after which
matgching accuracy is not sufficiently reliable for the BDB to be used.

Patron format specifications that include this data element shall define transformation rules for this
data elenent when used in a target BIR.

9.32 CBEFF_BIR_creation_date

9.32.1 Attributes

Inclusign: «Optional

Abstractyalues:

— NO VALUE AVAILABLE
— 2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

Content: This data element specifies the UTC date and time instant (see ISO 8601 series) that the BIR
was created by a BSP or a transforming application. CBEFF requires that patron format specifications
support abstract values to a precision of one second for this data element. See 9.18 and its notes for
CBEFF's requirements on time representations and other relevant considerations.
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