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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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JTC 1.

cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordange with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying dny“or all such patert
Details of any patent rights identified during the development of the doecument will be in thie
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

pxplanation on the meaning of ISO specific terms and expressions related to conformit]
ent, as well as information about ISO’s adherence.t¢-'the WTO principles in the Technicg
to Trade (TBT) see the following URL: Foreword --Supplementary information

—_—

mittee responsible for this document is ISO/IEC JTC 1, Information technology, SC 37, Biometric.

oT

ond edition cancels and replaces the first edition (ISO/IEC 19785-1:2006), which has beeph
lly revised.

19785 consists of the following parts) under the general title Information technology — Commop
¢ Exchange Formats Framework!

1: Data element specification
3: Patron format specifiedtions
4: Security block forinat specifications

the second ISO/IEC standard on CBEFF. Previous versions were published by the National
of Standards.and Technology (an agency of the government of the United States of America) anfd
hetric Consortium Working Group. Since the last official non-ISO/IEC release was designatef
1.1, thefirst version of this ISO/IEC 19785-1 International Standard was designated Version 2.0,
version is designated Version 3.0. This is to distinguish the versions of CBEFF products in t

markety]

lace. Version 3.0 is fully backward compatible with Version 2.0.

Vi
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Introduction

The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-
based applications and systems by specifying standard structures for biometric information records
(BIRs) and a set of abstract data elements and values that can be used to create the header part of a
CBEFF-compliant BIR.

A biometric information record (BIR) is an encoding in accordance with a CBEFF patron format (see
below). It is a unit of biometric data for storage in a database or for interchange between systems or
arts of systems. A BIR always has at least two parts: a) a standard biometric header (SBH);y b) at least
ne biometric data block (BDB). It may also have a third part called the security block [SB). CBEFF
laces no requirements on the content and encoding of a BDB except that its length is to)be an|integral
umber of octets; the several parts of ISO/IEC 19794 specify standardized BDB formats for a nimber of
iometric types.

he primary purpose of CBEFF is to define abstract data elements (data eleménts with a set of defined
stract values, with their semantics) that are expected to be of general utility as parts of the SBH in
iometric information records. This part of ISO/IEC 19785 defines thesedata elements.

CBEFF patron format is defined for a particular domain of use. A CBEFF patron format is 4 full bit-
evel specification of encodings that can carry some or all of the abstract values of the CBEFF data
lements defined in this part of ISO/IEC 19785 (possibly with @dditional abstract values detprmined
y the CBEFF patron), together with one or more biometrictdata blocks (BDBs) containing b‘rometric
ata. It is intended that there be a limited number of CBEFfpatron formats in any given domain of use.
owever, new technologies may evolve that need new .encoding rules (or support of more or different
BEFF data elements) and hence may require new CBEEF patron formats for a given domain offuse.

AOT o o0 =N jow

BEFF also has a requirement that a Biometric Registration Authority exists to assign unique identifiers
b biometric organizations, to biometric data block (BDB) formats, to security block (SB) formats, and
b CBEFF patron format specifications (seebelow), to publish them where appropriate, and tp ensure
hat no conflicts occur between identifiers.

=+ =t =t

BEFF introduces the concept of assigning a unique identifier to a biometric organization. A CBEFF
iometric organization is any organization, public or private, that requests and receives a bjometric
rganization identifier from the Biometric Registration Authority.

(ol oxlllan)

(BEFF also introduces the concept of a CBEFF patron. A CBEFF patron is an organization (registered
as a biometric organization) that specifies or intends to specify one or more CBEFF patron fofmats in
gn open and public nianner. Only public standards organizations such as a standards body, working

roup, or industry.eonsortium can register as CBEFF patrons (other CBEFF biometric orgarjizations
re not CBEFF patrons). A CBEFF patron obtains a biometric organization identifier from the Bjometric
Registration Authority but has privileges beyond those of ordinary CBEFF biometric organjzations:
it can define;~register, and publish one or more CBEFF patron formats. The biometric organization
ifentifier’of a CBEFF patron can (but need not) be encoded in BIRs conforming to the patron|formats
defined by that CBEFF patron.

(BEFF also defines the concept of a CBEFF biometric data block (BDB) format owner. A CBEFF BDB
format owner is an organization (registered as a CBEFF biometric organization) that specifies one or
more BDB format specifications. A BDB format owner obtains a CBEFF biometric organization identifier
from the Biometric Registration Authority. A BDB format owner can be a public standards organization
(that would, coincidentally, also qualify as a CBEFF patron) or any organization that has a need to define
its own vendor-specific BDB formats, whether they are to be published or not.

A CBEFF BDB format owner defines one or more BDB formats and assigns a BDB format identifier
that unambiguously identifies that BDB format within those defined by the BDB format owner. A BDB
format identifier (and the corresponding format) may, but need not, be registered with the Biometric
Registration Authority.
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CBEFF also defines the concepts of CBEFF biometric product owner as well as owners or vendors for
the following specific product types: a) capture device; b) feature extraction algorithm; c) comparison
algorithm; d) quality algorithm; e) compression algorithm; f) presentation attack detection (PAD)
technique. A CBEFF biometric product owner is an organization (registered as a CBEFF biometric
organization) that assigns a biometric product identifier to a biometric product. A biometric product
owner can be a public standards organization such as a standards body, working group, or industry
consortium (such an organization would, coincidentally, also qualify as a CBEFF patron), or any
organization, such as a vendor or integrator, that has a need to assign biometric product identifiers
to biometric products. A given organization can be the owner of one or more entities in one or more
of these—eategortes{also—including BB tormats—and—SBfeormats—as—additienalcategortes—withn
jons on the number of entities owned by the organization or on which categories those entiti
may belpng to.

A CBEFF biometric product owner assigns biometric product identifiers to one or more, biometric
productp. The identified products can be hardware or software products or a combination‘of hardwarie
and soffware. Examples of biometric products are biometric service providers (BSRs\as defined by
ISO/IEC| 19784-1) and biometric transforming applications, as well as the specific’ product typ
mentioned in the previous paragraph. A biometric product identifier unambiguously identifies p
biometrjc product within those that have been assigned an identifier by the biemetric product owner. A
biometrjc product identifier may, but need not, be registered with the Biometric Registration Authority.

A CBEFH capture device type owner, feature extraction algorithm ownef; comparison algorithm owne
quality plgorithm owner, compression algorithm owner, or PAD technique vendor assigns capturge
device type identifiers (or feature extraction algorithm identifiers;etc.) to one or more capture devide
types (of feature extraction algorithms, etc.), respectively. A capture device type identifier (or feature
extractipn algorithm identifier, etc.) unambiguously identifies a capture device type (or feature
extractipn algorithm, etc.) within those that have been assigiied an identifier by the owner/vendor. A
capture(device type identifier (or feature extraction algorithm identifier, etc.) may, but need not, b
registerpd with the Biometric Registration Authority.

CBEFF 4lso defines the concept of a CBEFF security block (SB) format owner. A CBEFF security bloc
format qwner is an organization (registered as.a CBEFF biometric organization) that assigns a securit]
block format identifier to a security block format. A CBEFF security block format owner can be a publ
standarfls organization such as a standards body, working group, or industry consortium (such ap
organization would, coincidentally, also qualify as a CBEFF patron) or any organization, such as a venddr
or integfator, that has a need to assign’security block format identifiers to security block formats. A
security| block format owner can alsp, but need not, be a BDB format owner and vice versa.

A CBEFJ security block format,owner assigns security block format identifiers to one or more securitly
block formats. A security bloekformat identifier unambiguously identifies a security block format withip
those thiat have been assSigned an identifier by the biometric security block format owner. A security
block format identifier\may, but need not, be registered with the Biometric Registration Authority.

This paft of ISO/IEC 19785 specifies a simple CBEFF BIR structure (the format of which can onl]
be inferfed frem.'the domain of use in which such a BIR is encountered) and a complex CBEFF BI
structuie (théformat of which can also only be inferred from the domain of use in which such a BIR is
encountpred) and gives the requirements for the specification of a CBEFF patron format based on eithdr
of these abstractdata SITUCtUTES:

This part of ISO/IEC 19785 also specifies a self-identifying simple CBEFF BIR structure that includes
mandatory data elements that identify the format of the structure.

This part of ISO/IEC 19785 also specifies a multiple CBEFF BIR structure upon which patrons can
specify BIR formats that support one or more sub-BIRs. BIR formats conforming to this structure may
or may not be self-identifying.

This part of ISO/IEC 19785 also specifies transformations of BIRs from one CBEFF patron format into a
different CBEFF patron format.

viii © ISO/IEC 2015 - All rights reserved
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Clause 2 specifies the conformance requirements for CBEFF patrons that define CBEFF patron formats.
It also specifies the conformance requirements for biometric transforming applications and for
implementations claiming conformance to a specific patron format.

Clause 9 specifies the CBEFF-defined abstract data elements and the transformation requirements for
each data element. CBEFF permits CBEFF patrons to specify additional abstract data elements.

Annex A is normative. It defines a patron format conformance statement that patrons are to complete
and publish as part of their patron format specifications as assurance that the format fully complies
with CBEFF requirements.

Annex B is informative. It explains the naming conventions used for data elements and abstra¢t values
specified in this part of ISO/IEC 19785 and in ISO/IEC 19785-3.

Annex C is informative. It identifies the CBEFF Registration Authority.

© ISO/IEC 2015 - All rights reserved ix
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Information technology — Common Biometric Exchange

Formats Framework —

Part 1:

[his part of ISO/IEC 19785 defines structures and data elements for biometric infoymation record

[his part of ISO/IEC 19785 defines the concept of a domain of use to establish the applicab
standard or specification that complies with CBEFF requirements.

[his part of ISO/IEC 19785 defines the concept of a CBEFF patron format, which is a publig
fbrmat specification that complies with CBEFF requirements, specified’by a CBEFF patron.

[his part of I[SO/IEC 19785 defines the abstract values (and assocCidted semantics) of a set of CB
dlements to be used in the definition of CBEFF patron formats«

[his part of ISO/IEC 19785 specifies the use of CBEFF.data elements by a CBEFF patron to dg
dontent and encoding of a standard biometric header«($BH) to be included in a biometric infg
ecord (i.e. the definition of a CBEFF patron format);

[his part of ISO/IEC 19785 provides the means for identification of the formats of the Bl
BIR but the standardization and interoperability of BDB formats are not in the scope of thij
IBO/IEC 19785. It also provides a means_(the security block) for BIRs to carry information a

s (BIRs).

lity of a

hed BIR

EFF data

tfine the
rmation

DBs in a
part of
bout the

gncryption of a BDB in the BIR and about integrity mechanisms applied to the BIR as a whole; the

sftructure and content of security blocks are not in the scope of this part of ISO/IEC 19785. Fur
specification of encryption mechanisms for BDBs and of integrity mechanisms for BIRs is n
scope of this part of ISO/IEC 19785.

[his part of ISO/IEC 19785)specifies transformations from one CBEFF patron format to a
(IBEFF patron format.

[he encoding of thézabstract values of CBEFF data elements to be used in the specification g
datron formats isiot in the scope of this part of ISO/IEC 19785.

IFO/IEC 19785-3 specifies several patron format specifications for which ISO/IEC JTC 1 SC 3
(IBEFF patron.

IBO/IEC™19785-4 specifies several security block format specifications for which ISO/IEC JTC 1

ther, the
bt in the

Hifferent

f CBEFF

7 is the

SC37is

thé€BEFF patron.

Protection of the privacy of individuals from inappropriate dissemination and use of biometri
not in the scope of this part of ISO/IEC 19785 but may be subject to national regulation.

2 Conformance

2.1 A conforming CBEFF patron

c data is

a) shall define CBEFF patron formats in accordance with the requirements of 7.2 (CBEFF simple
BIR structure) or in accordance with the requirements of 7.3 (CBEFF complex BIR structure) or
in accordance with the requirements of 7.4 (self-identifying simple CBEFF BIR structure) or in

accordance with the requirements of 7.5 (multiple CBEFF BIR structure),

© ISO/IEC 2015 - All rights reserved
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b) shall include in the specification of a patron format

1y
2)

3)
4)

the (human-readable) name of the CBEFF patron,

the decimal and hex values of the patron identifier assigned by the Biometric Registration
Authority,

the (human-readable) patron format name,

the decimal and hex values of the patron format identifier that the CBEFF patron has assigned

5)

6)
7)
8)
9)
10)

¢) shallinclude a completed patron format conformance statendgnt in its patron format specification|

22 A

patron format into a BIR in the same or a different EBEFF patron format in accordance with thie

requirer

2.3 Ay

of encodjing abstract values into or decoding abstract values from that (specified) CBEFF patron format.

3 Noi
The foll

o a1l 4 £ 4+
LU LIIIS lJaLl UIl'1Ul 1114\,

the full ASN.1 object identifier for this patron format in both ASN.1 value notation and in, XM[L
value notation formats,

a description of the intended domain of use,
the version identifier of the patron format,

the version of CBEFF under which the patron format is specified,

(oW

the specification of the CBEFF-defined data elements and abstract values that are supported, an

the specification of any additional patron-defined data elements and abstract values that arje
supported, and

=

conforming biometric transformation implementation shall transform a BIR in one CBEF

hents of Clause 8.

implementation shall claim to support a (specified) CBEFF patron format if and only if it is capable

‘mative references

pwing documents, in whele or in part, are normatively referenced in this document and ar

[®FIre

indisperjsable for its application) For dated references, only the edition cited applies. For undate
referendes, the latest edition‘of/the referenced document (including any amendments) applies.
ISO/IEC[2382-37, Information technology — Vocabulary — Part 37: Biometrics

4 Ternms and definitions

For the|purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the
followin|g apply.

4.1

BDB format identifier

unique (within a biometric organization) identifier of a format for a BDB, where that format has been
fully defined by a CBEFF biometric organization called the BDB format owner (4.2)

4.2

BDB format owner

CBEFF b

iometric organization that defines a BDB format and assigns a BDB format identifier to it

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

4.3
biometric
pertaining to the field of biometrics

Note 1 to entry: “biometric” should never be used as a noun.

4.4
biometrics
automated recognition of individuals based on their behavioural and biological characteristics

5

iometric data block

DB

lock of data conforming to a defined format

ote 1 to entry: The BDB is normally opaque to the processing of an SBH and is not required to be self-d

.6

iometric information record

IR

ata structure containing one or more BDBs together with informatipn identifying the BDB
nd possibly further information such as whether a BDB is encryptedor the BIR is signed

7

iometric product
spftware or hardware product or a combination of séftware and hardware, which is asj
iometric product identifier by a CBEFF biometric organization called the biometric product
the biometric product

.8

iometric product identifier
iflentifier assigned to a biometric product that unambiguously identifies the biometric produd
the biometric products that have been asSigned an identifier by a biometric product owner

9
iometric product owner
BEFF biometric organization.that assigns biometric product identifiers to biometric products

ote 1 to entry: The organjzation may or may not be the manufacturer of the products.

10
iometric sample

XAMPLE A record containing the image of a finger is a biometric sample.

A1
iomeftric template

elimiting.

formats

igned a
wner of

t within

nalog or digitalrepresentation of biometric characteristics prior to biometric feature extractipon

set-of stored biometric features comparable directly to probe biometric features

4.12
biometric transformation
transformation of a BIR in an initial patron format into a BIR in a target patron format

Note 1 to entry: This can (but need not) include processing of the content of the BDB (see 9.23 and 9.26).

4.13
capture device type

hardware product or a combination of software and hardware which is assigned a capture device type

identifier by a CBEFF biometric organization
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4.14

capture device type identifier
identifier assigned to a capture device by a capture device type owner that unambiguously (given the

capture

4.15

device type owner) identifies the capture device

capture device type owner
CBEFF biometric organization that assigns capture device type identifiers to capture devices

Note 1 to entry: The organization may or may not be the manufacturer of the capture devices.

4.16
capture
biometr

4.17
CBEFF |
organiz:

Note 1t
them, as
devices,
algorithn
assign cq
techniqu
a CBEFF

4.18
CBEFF I
unique
Registra

4.19

CBEFF g
recogniz
industry
as a CBH

4.20
CBEFF
format f]

Note 1 to

4.21

CBEFF 1
CBEFF {
CBEFF B

d biometric sample
c sample resulting from a biometric capture process

iometric organization
ition that is accepted for registration with the Biometric Registration Authority

b entry: A CBEFF biometric organization can define BDB formats, assignBDB format identifiers f
bign biometric product identifiers to biometric products, assign capture @device identifiers to captur
hssign feature extraction algorithm identifiers to feature extraction,algorithms, assign compariso,
h identifiers to comparison algorithms, assign quality algorithm identifiers to quality algorithm
mpression algorithm identifiers to compression algorithms, assign\PAD technique identifiers to PA
bs, and define SB formats and assign SB format identifiers to them.1f the organization is also accepted 3
batron, it can also define CBEFF patron formats.

wn JIT S5 @ O

iometric organization identifier
dentifier assigned to a CBEFF biometric organization when it registers with the Biometric
tion Authority

atron

ed standards development organization (which can be a standards body, working group, d
consortium) that has been accepted for registration with the Biometric Registration Authoritfy

FF patron and that can therefore specify one or more CBEFF patron formats

—

atron format
br a BIR that is fully.defined by a CBEFF patron

entry: See 7.2, 7.3;7724, and 7.5.

oot header
tandafd biometric header that precedes all other standard biometric headers in a comple
IR striicture or a multiple CBEFF BIR structure and which does not have a BDB associated with

-+ X

4.22

CBEFF sub-header
CBEFF standard biometric header in a complex CBEFF BIR structure that follows the CBEFF root header
and that either immediately precedes a BDB or is followed by further CBEFF sub-headers

Note 1 to entry: See 7.3.

4.23
compar

ison algorithm

algorithm which is assigned a comparison algorithm identifier by a CBEFF biometric organization
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4.24

comparison algorithm identifier

identifier assigned to a comparison algorithm that unambiguously (given the comparison algorithm
owner) identifies the algorithm

4.25
comparison algorithm owner
CBEFF biometric organization that assigns comparison algorithm identifiers to comparison algorithms

Note 1 to entry: The organization may or may not be the intellectual property owner of the comparison algorithms.

.26

mplex CBEFF BIR structure
structure for a CBEFF BIR that can contain multiple BDBs, each having its own SBH, plus additional
BHs that express the relationships among the BDBs

ote 1 to entry: See 7.3.

27
mpression algorithm
lgorithm which is assigned a compression algorithm identifier by a CBEFF biometric organizafion

.28

mpression algorithm identifier
iflentifier assigned to a compression algorithm that unambiguously (given the compression algorithm
wner) identifies the algorithm

.29
mpression algorithm owner
BEFF biometric organization that assigns compression algorithm identifiers to compression algorithms

ote 1to entry: The organization may or may notbe'the intellectual property owner of the compression algorithms.

.30

omain of use
plication space defined by a CBEFF patron where a CBEFF patron format specified by that patron is
ihtended to be used

31
feature extraction algorithm
lgorithm which is assigned a feature extraction algorithm identifier by a CBEFF biometric organization

.32

feature extraction algorithm identifier
ifentifier assigned to a feature extraction algorithm that unambiguously (given the feature extraction
lgorithniowner) identifies the algorithm

33

feature extraction algorithm owner
CBEFF biometric organization that assigns feature extraction algorithm identifiers to feature
extraction algorithms

Note 1 to entry: The organization may or may not be the intellectual property owner of the feature extraction
algorithms.

4.34
intermediate biometric sample
biometric sample resulting from intermediate biometric sample processing
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4.35

multiple CBEFF BIR structure
structure for a CBEFF BIR that can contain one or more BIRs and that is not a complex CBEFF BIR

Note 1 to entry: complex CBEFF BIR structure (4.26).

4.36
PAD tec

hnique

technique that is assigned a PAD technique identifier by a CBEFF biometric organization

4.37
PAD tec
identifid
the tech

4.38
PAD ted

CBEFF Hiometric organization that assigns PAD technique identifiers to PAD techniques

4.39

processed biometric sample

biometr

4.40
quality
algorith

4.41
quality
identifid
identifid
4.42
quality

CBEFF Biometric organization that assigns-quality algorithm identifiers to quality algorithms

Note 1 to

Note 2 to
with the

4.43
security
SB

block of]
BIR and

4.44

hnique identifier
r assigned to a PAD technique that unambiguously (given the PAD technique vendor) identifie
hique

[72)

hnique vendor

¢ sample suitable for comparison

algorithm
m which is assigned a quality algorithm identifier by a CBEFF biometric organization

algorithm identifier
r assigned to a quality algorithm that unambiguously (given the quality algorithm owner)
s the algorithm

algorithm owner
entry: The organization may or may not be the intellectual property owner of the quality algorithms.

entry: For the purposes of this part of ISO/IEC 19785, quality algorithm owner is generally synonymo
term “quality algorithm vendor” used in some parts of ISO/IEC 19794.

[72)

y block

data with @-defined format that contains information concerning the encryption of BDBs in
the integrity of the BIR

security

’ block format identifier

unique

within a biometric organization) identifier of a format for a security block, where that format

has been fully defined by a CBEFF biometric organization (called the security block format owner)

4.45

security block format owner
CBEFF biometric organization that defines a security block format and assigns a security block format
identifier to it
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4.46

self-identifying simple CBEFF BIR structure

structure for a CBEFF BIR that contains one SBH and one or more BDBs and includes the character
string “SBIR” in the SBH’s first four bytes and includes the data elements CBEFF_BIR_self_id_owner and
CBEFF_BIR_self_id_type in the SBH

Note 1 to entry: See 7.4, 9.5, and 9.6.

4.47
simple CBEFF BIR structure
structure for a CBEFF BIR that contains precisely one SBH and one or more BDBs

ote 1 to entry: See 7.2.

48
urce BIR

BEFF BIR that is the input to a transforming application

49

andard biometric header
SBH
fdart of a CBEFF compliant BIR structure that provides encodingsfor abstract values of CBEFF data
elements and enables an application to obtain knowledge abgut the format of the BDBs fhat are
dontained in the BIR without having to process the BDBs theniselves

=z

ote 1 to entry: BDBs are not required to be (and generally arenot) self-identifying. Identification of BDB formats
provided in CBEFF data elements.

—

4.50
target BIR
(BEFF BIR that is the output BIR of a transforming application

5 Symbols and abbreviated terms

BDB biometric data block
BIR biometric information record
BSP Biometric Serviée Provider

(BEFF = Common Biometric Exchange Formats Framework

NAC message authentication code

HAD presentation attack detection

B security block

SBH standard-biometricteader

UTC Coordinated Universal Time (see ISO 8601)

6 Biometric Identifiers

Biometric-based authentication systems and applications are expected to support multiple biometric
devices, multiple biometric data formats, and multiple algorithms for feature extraction, comparison,
quality determination and compression, and PAD (Presentation Attack Detection) techniques, possibly
each from a different vendor. The Common Biometric Exchange Formats Framework (CBEFF) promotes
interoperability of biometric-based application programs and systems developed by different vendors
by facilitating biometric data interchange. Such exchanges are supported by providing unambiguous
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identification of biometric organizations, formats and products, with separate registration of identifiers
for components of products that are biometric products, including specialised products like capture
devices, feature extraction algorithms, comparison algorithms, quality algorithms, compression
algorithms, or PAD techniques.

The Biometric Registration Authority (RA) exists to insure unambiguous assignment of biometric
identifiers to organizations, products, algorithms and techniques. The RA publishes registries of these
identifiers to facilitate their use by biometric applications.

The registration process is universal, assigns unique and unambiguous identifiers, and avoids changes
in identt:l'fiers over time.

The publication of the registers promotes compatibility in interchange of biometric data and improves
interopdrability of biometric systems. Registration provides an identifier, but registration shotld nqt
be regayded as a standardization procedure. Nevertheless, as a matter apart from registration, thie
registerpd object may, but need not, be the subject of an international, national, or otheristandard.

6.1 Agsignment of identifiers to biometric organizations and biometric,objects

The Biometric Registration Authority shall assign identifiers to biometric organizations and shall recor
such values in the biometric organization register. Identifiers shall be egpressible as 16-bit positiy
integers| (see 6.2.4). The value zero and the values in sequence beginning from 61440 (FO00 hex) t
65535 (FFFF hex) shall be reserved in the register of biometric organizations and shall not be assigne(
Values assigned to Subcommittees of ISO IEC JTC 1 shall be assigned in sequence beginning from 25
(0101 he¢x) to 511 (01FF hex). Values assigned to all other biometric¢ organizations shall be assigned i
sequenc beginning from one (0001 hex) to 256 (0100 hex), and512 (0200 hex) to 61439 (EFFF).

-5 N0 0 =

ASN.1 object identifier components are assigned to:

a) Orgpnizations concerned with the specification .of biometric formats or with biometric productfs
thaf either directly, or through the data that they’' produce, claim conformance to or can be used ip
conjunction with ISO/IEC 19785, ISO/IEC 19784, or one of the parts of ISO/IEC 19794;

b) Biometric objects of various types where'the relevant ISO/IEC Subcommittee has formally defined

each type in an International Standard and has requested the Biometric Registration Authority t
estgblish and maintain a register for that type.

O

NOTE International Standards o not require the registration of biometric objects, but registration
possible |f a CBEFF biometric orgahization considers that registration would be beneficial.

[72)

=}

Individyal biometric organizations shall assign identifiers to the biometric objects that they seek
register] Biometric organizations shall not assign duplicate identifiers to objects of the same objeq
type. As|with biometrie 0rganization identifiers, biometric object identifiers shall be expressible as 16
bit positiive integers:;

(i

6.2 Identifier attributes

6.2.1 nSN.l UhjULt idtﬂlltiﬁtﬂl S> dIT d fUl IIT Ulc WUlldWidtf uuambiguuub idClltiﬁLdtiUll ‘Udbed OIT d
hierarchical tree structure, and independent hierarchical registration authorities. The ASN.1 object
identifier tree has a root arc, arcs beneath that root arc, arcs beneath each of those arcs, and so on, to
any depth. Arcs are identified by positive integer values (zero upwards) that provide unambiguous
identification of an arc within the superior arc. Arcs can also be given names, but these are subsidiary to
the numerical values and are not required. (Names shall consist of an arbitrary number (one or more) of
letters, digits, and hyphens. The first character shall be a lower-case letter. The last character shall not be
a hyphen. A hyphen shall not be immediately followed by another hyphen.) An object is identified by the
sequence of arc values (numerical, or for early arcs, arc names) from the root to the object.

NOTE For a fuller description of the ASN.1 object identifier tree, see ISO/IEC 8824-1.
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6.2.2 It is possible in representations of an object identifier to imply (by the context of that
representation) identification of part of the path from the root to a node in the object identifier tree. In
the extreme case, only a single object identifier component from that implied node need be represented.

NOTE This is the approach taken by ISO/IEC 19785-1 and by ISO/IEC 19784. These use a sixteen-bit field
to provide the identification of an object identifier arc beneath an arc that is implied by the context. In other
contexts, the full object identifier value should be given.

6 2. 3 Components of ASN.1 ob]ect 1dent1f1ers are posmve mtegers (mcludmg zero) of unlimited
ALeVE _ Ompo llocated
y thls RA that use a 51mple 16 b1t p051tlve 1nteger encodmg for such components The RA is therefore
equired to allocate values for arcs that can be represented as a 16-bit positive integer, and to plert the
elevant ISO/IEC Subcommittee before making allocations with any of the top three bits setto one.

OTE It is expected that allocations will normally start at zero and proceed incrementally upwargls except
nder exceptional requirements.

f4.2.4 Successful registration as a biometric organization provides that biometric organization with a
(IBEFF biometric organization identifier. This is a sixteen-bit binary valu€ (that can be interpre¢ted as a
dositive integer) for an ASN.1 object identifier arc under
{
1
i

so registration-authority cbeff(19785) biometric-organization(0)}

he allocated object identifier value is worldwide unambiguous, but the CBEFF biometric organization
iflentifier can also be used alone in contexts where the pré¢eding arcs are implied.

.2.5 A biometric organization that is recognized by the RA as the producer of open standards
ctandards that are subject to vetting procedures-that ensure that they are technically corfect and
ccurate and have wide-spread approval) will besrecorded as having open standardization privilgges, and
b then called a CBEFF patron, and its CBEFEF®iometric organization identifier is called a CBEFF patron
Hentifier. Any registered biometric organization can register BDB formats (see 6.2.7), SB fornjats (see
.2.8), and biometric products (see 6.2.9«and 6.2.10), but only a CBEFF patron can register a BIR|format -
CBEFF patron format (see 6.2.6).

QD N =T = Q) N

.2.6  Successful registration of a BIR format by a CBEFF patron records that the BIR format is idlentified
y an arc with a sixteen-bit BIR format identifier (provided by the CBEFF patron) and also calleda CBEFF
atron format identifier, unider the arc

~ = oo

so registration-autherity cbeff(19785) biometric-organization (0) <organization id > birs(1)}

and enables publication of a reference to the specification of that BIR format (CBEFF patron format). The
Jorganizationid> is either the decimal value of the sixteen-bit CBEFF patron identifier of theg definer
df the CBEFFpatron format, or is an arc identifier followed by the decimal value in parenthgses. The
llocated\object identifier value is worldwide unambiguous, but the BIR format identifier can also be
sed, dlene in contexts where the preceding arcs are implied.

: ' the BDB
format is ldentlfled by an arc Wlth a 51xteen b1t BDB format ldentlfler (pr0V1ded by the CBEFF biometric
organization) under the arc

{iso registration-authority cbeff(19785) biometric-organization (0) <organization id> bdbs(0)}

and enables publication of a reference to the specification of that BDB format. The <organization id> is
either the decimal value of the sixteen-bit CBEFF biometric organization identifier of the definer of the
BDB format, or is an arc identifier followed by the decimal value in parentheses. The allocated object
identifier value is worldwide unambiguous, but the BDB format value can also be used alone in contexts
where the preceding arcs are implied.
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6.2.8 Successful registration of an SB format by a biometric organization records that that SB
format is identified by an arc with a sixteen-bit SB format identifier (provided by the CBEFF biometric
organization) under the arc

{iso registration-authority cbeff(19785) biometric-organization (0) <organization id > sb-formats(3)}

and enables publication of a reference to the specification of that SB format. The <organization id>
is either the sixteen-bit CBEFF biometric organization identifier of the definer of the SB format, or is
an arc identifier followed by the decimal value in parentheses. The allocated object identifier value
is worldwide unambiguous, but the SB format value can also be used alone in contexts where the
preceding arcs are implied.

6.2.9 S$uccessful registration of a biometric product by a CBEFF biometric organization records thdt
the biontetric product is identified by an arc with a CBEFF biometric product identifier allocated by the
Registrafion Authority. This is a sixteen-bit binary value (that can be interpreted as a positive-integer) fgr
an ASN.] object identifier arc under

{iso registration-authority cbeff(19785) biometric-organization (0) <organizationid> products(2)}

The <organization id> is either the sixteen-bit CBEFF biometric organizatiop-identifier of the owner g
the bionjetric product, or is an arc identifier followed by the decimal value in-parentheses. The allocate
object identifier value is worldwide unambiguous, but the biometric produet identifier can also be use
alone in|contexts where the preceding arcs are implied.

T

6.2.10 $uccessful registration of a specialised biometric produet by a CBEFF biometric organizatiop
records fhat the specialised biometric product is identified (within its category) by an arc with a CBEF[F
biometr|c product identifier allocated by the Registration Authority. This is a sixteen-bit binary value
(that cam be interpreted as a positive integer) for an ASN,ICebject identifier arc under one of the arcs:

{isoregistration-authority cbeff(19785) biometric-organization (0) <organization id>capture-device(4]

—

{iso repistration-authority cbeff(19785) biometric-organization (0) <organization id>featurg
extractipn-algorithm(5)}

{iso registration-authority cbeff(197835) jbiometric-organization (0) <organization id>comparisor]
algorithm(6)}

{iso repistration-authority cbeff(19785) biometric-organization (0) <organization id>quality
algorithm(7)}

{iso reglistration-authorjty ~€beff(19785) biometric-organization (0) <organization id>compressior
algorithm(8)}

{iso rggistration‘guthority cbeff(19785) biometric-organization (0) <organization id>PAD
technique(9)}

according t6_the category of the specialised product. The <organization id> is either the sixteen-bijt
CBEFF Hiometric organization identifier of the owner of the biometric product, or is an arc identifidr
followed by the decimal value in parentheses. The allocated object identifier value is worldwide
unambiguous, but the biometric product identifier can also be used alone in contexts where the
category of the specialised product (and earlier arcs) is implied.

6.2.11 All the above 16 bit identifiers are notified to applicants, and recorded in the registers as four
hexadecimal digits. These four hexadecimal digits can also be considered as a positive integer value, and
the use of the hexadecimal format does not carry any implications of the representation of this value in
machine-readable or other material.
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7 Biometric Information Record (BIR) structures
7.1 General

7.1.1 CBEFF allows the specification of CBEFF patron formats based on the simple CBEFF BIR structure
(see 7.2), the complex CBEFF BIR structure (see 7.3), the self-identifying simple CBEFF BIR structure
(see 7.4), or the multiple CBEFF BIR structure (see 7.5).

T+ - - =asst tdentifiers
fdublished by the Biometric Registration Authority.

=z

OTE Patron formats that are not registered may not be usable in environments where interoperpbility or
ransformation of BIRs is a requirement.

—t

.1.3 It is intended that a single CBEFF patron format would normally becthe only patrom format
sed in a given domain of use, so its identification could be implicit in that domain of use. Whe¢re more
han one CBEFF patron format is needed in a given domain of use (perhaps.for historical reaspns), the
lentification of the multiple patron formats is by local means, which cotld; but need not, make use of a
pgistered patron format identifier, or of an identification issued by a.CBEFF patron that is recoghized for
hat domain of use. CBEFF Version 3.0 (this version) adds the conceptef the self-identifying BIR sfructure.

[ e T el o S R |

.1.4 A CBEFF biometric organization can define BDB formats and SB formats and assign identifiers
b them. BDB format and SB format identifiers shall belintegers within the range 1 to 65585. Each
Hentifier shall be unambiguous within the BDB formatsior SB formats defined by the CBEFF bjiometric
rganization. The biometric organization is called the BDB format owner or SB format owner of that BDB
r SB format. The pair “BDB format owner - BDB format identifier” thus identifies the BDB forjmat and
he pair “SB format owner - SB format identifier” identifies the SB format. The BDB or SB format owner
hay (but need not) register the BDB or SB format identifier with the Biometric Registration Authority.

oo T s Sl @ M @ Bl sn L |

~1

.1.5 One of the goals of CBEFF is to uniquely identify the format of every BDB and SB withjn a BIR.
he combination of BDB or SB formatowner and BDB or SB format identifier meets this objectiye.

—

.1.6 Another goal of CBEFF is to enable the unique identification of the originator of a BDB within
BIR. The combination of BDB product owner and BDB product identifier, when included in p patron
brmat, meets this objective/A CBEFF biometric organization can assign a biometric product iflentifier
b a software or hardware product. The product may (but need not) be produced or specified by that
rganization. A biometric product identifier shall be an integer within the range 1 to 65535 gnd shall
e unambiguous within the biometric products that have been assigned an identifier by that CBEFF
iometric organization. The biometric organization is called the biometric product owner of tha%roduct.
he pair “biomietric product owner - biometric product identifier” thus identifies the product. The
iometricproduct owner may, but need not, register the biometric product identifier with the Bjiometric
egistration Authority.

sollonll— HeoulloulleRlsilleil > |

1.X7 Another goal of CBEFF is to enable the unique identification of the capture device typd, feature
extraction algorithm, comparison algorithm, quality algorithm, compression algorithm, and PAD
technique that were used to produce a BDB (possibly at different stages of its lifecycle). The combination
of capture device type owner and capture device type identifier (or feature extraction algorithm owner
and feature extraction algorithm identifier, etc.) meets this objective. A CBEFF biometric organization can
assign a capture device type identifier to a capture device type. The capture device may (but need not)
be produced or specified by that organization. A capture device type identifier shall be an integer within
the range 1 to 65535 and shall be unambiguous within the capture device types that have been assigned
an identifier by that CBEFF biometric organization. The biometric organization is called the capture
device type owner of that capture device type. The pair “capture device type owner and capture device
type identifier” thus identifies the capture device type. The capture device type owner may, but need
not, register the capture device type identifier with the Biometric Registration Authority. Referencing an
unregistered capture device type identifier is not permitted. The provisions in this subclause also apply
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to feature extraction algorithms, comparison algorithms, quality algorithms, compression algorithms,
and PAD techniques and to their respective owners and identifiers, by replacement of the term “capture
device” with “feature extraction algorithm”, etc., wherever it occurs in this subclause.

7.1.8 There is no CBEFF abstract value NO VALUE AVAILABLE for data elements defined as mandatory,
and such an abstract value shall not be added by patron format specifications for such data elements.

7.1.9 CBEFF defines certain of the data elements in Clause 9 to be “optional.” This means that a patron
format can require such a data element to always be included in an encoding of the patron format, to
never b¢ included, or to be included only under certain conditions. If the patron format requiresthle
data elenent to never be included, then the patron format shall define no abstract values or encedirigs
for that |[data element, and any transformations from or to that patron format will assume the @bstragt
value NO VALUE AVAILABLE for that data element. If the patron format requires the data element tp
always dr conditionally be included, then an encoding for the abstract value NO VALUE AVAIDABLE shall
be specified, and encodings for other abstract values of the CBEFF data element may be’specified ds
options pf the patron format. CBEFF patron formats that include data elements marked*Optional” sha]l
enumergte the CBEFF-defined abstract values that are supported in that patron forfmat.

7.1.10 CBEFF imposes no requirement regarding the order of data elements in a patron formdt
specificdtion, except for self-identifying CBEFF BIR structures (see 7.4).

7.1.11 CBEFF imposes the general requirement that an entire SBH-Shall not be encrypted, unless use
in an environment in which all information is encrypted. One of the important goals of CBEFF is thg
applicatjons using biometric data be able to easily determine whether they need to process a particula
BDB without having to examine the contents of the BDB itself“Flie data elements encoded in unencrypte
standard biometric headers enable this determination to bémade.

= o+

o

NOTE CBEFF permits the encryption of certain CBEEE-defined data elements that will not be processe
until aftdr the application has determined that the BDB is&o be processed. See 9.12 and 9.36.

7.1.12 |f a simple BIR or self-identifying BIR"has integrity applied to it, either via MAC (Messag
Authent]cation Code) or digital signature,.then the SBH and BDBs shall be included in the data covere
by the MIAC or signature. If the BIR is alcomplex BIR or multiple BIR, then integrity can optionally b
applied o the entire complex BIR, and integrity can also, optionally, be separately applied to individua
simple dr complex BIRs that are combined into the complex BIR.

[CEE="N)

—_—

7.1.13 The specification of (the' CBEFF patron format can require that the BDBs in a BIR shall be
encryptéd using specified-encryption algorithms (specified dynamically in the SB, or statically in t

BIR spegification), or that'they shall not be encrypted, or that encryption of the BDBs is optional (usi&E
specified encryption glgerithms, or using any identified (dynamically or statically) encryption algorithms).

NOTE Specifying that encryption or integrity is to be used normally requires identification of an encryption
or integrjty algorithm and agreement between parties on parameters and keys associated with those algorithmsp.
This Intdrnational Standard does not predetermine the means of agreement on these encryption or integrity
parameters;but it does provide a CBEFF data element (the SB) for the specification of the encryption and integritly
algorithm(s)used, as well as CBEFF data elements that identify the format and CONtent of the SB.

7.1.14 A BDB shall be an integral multiple of eight bits.

NOTE There is no CBEFF-defined data element for length determination of the BDB, as this is an encoding
issue that is not relevant at the abstract (coding-independent) level.

7.2 Defining a CBEFF patron format using the simple CBEFF BIR structure

In a CBEFF patron format for a BIR that is specified using the simple CBEFF BIR structure, fields
corresponding to CBEFF data elements shall be included as part of a single SBH (see 7.2.1). The SBH
shall be followed by a field that contains one or more BDBs (in any standardized or vendor-defined

12 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

format - see 7.2.2). The BDBs may be followed (in some or in all instances of the BIR, as specified by the
CBEFF patron format) by a security block (SB) (see 7.2.3). Figure 1 illustrates such a BIR. Each section
of the BIR is defined in the following sub-clauses.

‘ SBH ‘ One or more BDBs ’ SB (optional)

Figure 1 — Simple BIR structure

1-2.1 Standard biometric header (SBH)

—

his clause specifies the requirements on CBEFF patrons that define an SBH for use in a\BIR dpecified
sing the simple CBEFF BIR structure.

o

.2.1.1 The SBH shall be a fully specified encoding of abstract values of CBEFF data elements, fogether
bptionally) with additional data elements and abstract values specified hyJthe CBEFF patron. In
articular, if any of the BDBs to be used with a patron format are not self-delimiting, that patrop format
hall include patron-specified data elements and values as needed to fullyparse the entire BIR epcoding.

wn =

~1

.2.1.2 It is mandatory that the following CBEFF data elements‘be encoded in the SBH of 4 simple
IR structure:

wel

d) CBEFF_BDB_format_owner (see 9.1)

H) CBEFF_BDB_format_type (see 9.2)

d CBEFF_BDB_encryption_options (see 9.3)
d) CBEFF_BIR integrity_options (see 9.4)

=z

OTE If a patron format requires either~that all BDBs be encrypted or that all BDBs not be emcrypted,
hen, because only one abstract value is pessible, the patron format may specify the encoding of CBEFF_BDB_
ncryption_options as a zero length fieldyand similarly for CBEFF_BIR _integrity_options of the BIR.

D T

74.2.1.3 The CBEFF data elements CBEFF_BIR_self_id_owner and CBEFF_BIR_self_id_type shall not be
gncoded in the SBH of a simple'BIR structure (see 9.5 and 9.6).

71.2.2 The Biometriedata block (BDB)

The BDB is a bloek.of data with a defined format that contains one or more biometric samples or
Hiometric templates or other biometric data. The values of the mandatory CBEFF data element§ CBEFF_
BDB_format_owner (see 9.1) and CBEFF_BDB_format_type (see 9.2) encoded in the SBH identify the
fbrmat of the BDB.

NOTE 1> The BDB format can be vendor-specific, or it can be a format defined by a standards body, or]industry
cpnsortium where the standards body, consortium or vendor has registered with the Biometric Registration
Authority to obtain a CBEFF biometric organization identifier (providing the CBEFF BDB format owner vialue) and
has defined a BDB format and assigned a BDB format identifier (forming the CBEFF_BDB_format_type value) to it.

EXAMPLE A BDB may be a 19794 “record”.

NOTE 2  The simple CBEFF BIR structure permits more than one BDB to be associated with one SBH. This
could be desirable, for example, if several BDBs of different types are generated by a single interaction between a
user and a biometric device (e.g. the captured data of several fingers, the processed templates and the PAD data)
and the application deems it valuable to keep the BDBs together as a group, and the formats of the BDBs include
information that would otherwise be duplicated in an SBH. Of course, a more or less equivalent result could be
achieved if each BDB had its own SBH and the resulting BIRs were collected in a multi-BIR structure. CBEFF
supports the application designer making that decision based on the specific situation.
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NOTE 3

A patron format that supports more than one BDB associated with an SBH obviously must provide

the means of locating each BDB, of knowing how many BDBs there are, and suitable descriptive information
about each BDB, including the CBEFF_BDB_format_owner and CBEFF_BDB_format_type data elements for each
BDB. It is not in the scope of this part of ISO/IEC 19785 to specify data elements and abstract values to provide
such means (except for CBEFF_BDB_format_owner and CBEFF_BDB_format_type), but a CBEFF Patron has the
authority to specify suitable data fields and values as needed to achieve a successful implementation.

7.2.3 Security block (SB)

7.2.3.1

cproo Jd D _o
CD

format g

7.2.3.2
either ot

a) the

b) the
73 D

731 |
own SBI
BDBs fr
requirer]

Figure 2
finger m

~

£ 1 < thao o 1aral £ o chaodbiion o o Coll oo noifiod by o ety 1
CTT OCTIICStIC— o0 a5 orCtOp1CveT OT a Stratctarctrrac 15 raity SpCCrmCt oy o STturtty oT0t

wner and is identified by a unique, to that owner, security block format identifier.

The specification of the CBEFF patron format shall make provision for the presence of the SB |f
both of the following abstract values are supported:

CBEFF_BIR_integrity_options abstract value INTEGRITY
CBEFF_BDB_encryption_options abstract value ENCRYPTION

pfining a CBEFF patron format using the complex CBEFF BIR-structure

\ CBEFF patron may define a CBEFF patron format that supports multiple BDBs (each with it
1) of the same or different biometric data types (e.g., fingerprint, face and voice, or fingerprir
bm more than one finger) in a single BIR. The complex/ CBEFF BIR structure supports suc
hents.

[72)

==

is an example of a patron format based on the coniplex CBEFF BIR structure that includes both
inutiae data and iris data.

Root biometric header

Subheader count = 2 BiometricType: (Multiple biometrics used)

Biometric header (sub - header)

Subheader count = 3 BiometricType: (Type=Finger minutia)

Biometric header (sub - header) (Standard BDB) Biometric data block
Subheader £ount = 0

Biometric header (sub-header) (Non-Standard A) Biometric data block
Subbeader_count = 0

Biomeétric header (sub-header) (Non-Standard B) Biometric data block
Subheader_count =0

Bigmetric header (sub-header)

Subheader count = 2 BiometricType: (Type=Iris)

Biometric header (sub-header) (Standard BDB]J Biometric data block Security block
Subheader_count =0

Biometric header (sub -header) (Non -Standard C) Biometric data block Security block
Subheader_count =0

Security block

Figure 2 — Example of a patron format based on the complex CBEFF BIR structure
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7.3.2 A CBEFF patron format based on the complex CBEFF BIR structure shall consist of:
a) Aninitial single CBEFF root header (an SBH) followed by
b) either

1) one or more sub-header blocks, or

2) one or more level-zero sub-header blocks;

and,optionally asecy block-1fapatronformatincludesthis block then the rogt header
shall support the abstract value INTEGRITY of the CBEFF data element CBEFF_BIRimtegrity_
options. The scope of this security block is the entire complex BIR.

NOTE 7.3.5 requires that the CBEFF data element CBEFF_BDB_encryption_options shall not’be supported in
alroot header.

1.3.2.1 A sub-header block that is not level zero shall consist of:
d) Aninitial single CBEFF sub-header (an SBH) followed by

h) either

1) one or more level-zero sub-header blocks or

2) one or more sub-header blocks that are not level-zéro.

71.3.2.2 Alevel-zero sub-header block shall consist of:

become part of a complex BIR, CBEFF patrons specifying simple BIR patron formats should consider whiether the
inheritance (see 7.3.7) of abstract values from higher levels of a complex BIR will be acceptable. If inhefitance of
spme values will not be acceptable then the simple BIR patron format should support data elements and abstract
values that will override inheritance of those-values.

NOTE1  Alevel-zero sub-header block conforms tosthe simple CBEFF BIR structure. Because a simple BIR could

a) An SBH that shall have the abstraet value ZERO encoded in its CBEFF_subheader_count datalelement
and

) aBDB,

d and, optionally, a security block. If a patron format includes this security block to support integrity
on this level-zero'block, then the sub-header of this level-zero block or a higher level sulj-header,
but not the goot header, shall support the abstract value INTEGRITY of the CBEFF data|element
CBEFF_BIR{integrity_options. The scope of this security block is only this one level-zero blpck.

OTE2 _Even if a level-zero block inherits (see 7.3.7) its INTEGRITY abstract value from a higher level sub-
eader block, the scope of its security block is only the level-zero block. Also, note that 7.3.5 prevents inheritance
f the ENCRYPTION abstract value, so the ENCRYPTION abstract value must be encoded in the level-zdro SBH if
he BDB is encrypted.

o o o =

7.3.3 Root header and sub-header blocks shall support encodings of all abstract values of the data
element CBEFF_subheader_count.

NOTE The abstract values of this CBEFF data element are integers in the range 0 to 255. The complex CBEFF
BIR structure can support any number of levels, but the maximum number of sub-header blocks in one level
is 255. If necessary, more than 255 items can be accommodated in a level by inserting a next-higher level sub-
header block to start a new count.

7.3.4 The CBEFF data elements CBEFF_BDB_format_owner and CBEFF_BDB_format_type are
mandatory in at least one SBH at or above the level of each BDB in a BIR. If the hierarchy of SBHs above
a BDB includes either of these data elements at more than one level, then the value at the level closest to
the BDB is interpreted as the value applicable to that BDB.
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7.3.5 The CBEFF data element CBEFF_BDB_encryption_options shall be encoded in every level 0 SBH,

and shal

NOTE

I not be encoded in SBHs at other levels of the BIR.

This requirement reinforces the CBEFF goal to allow encryption only for BDBs, not for entire SBHs.

7.3.6 A CBEFF sub-header that is not a level-zero sub-header shall encode in CBEFF_subheader_count
the abstract value corresponding to the number of sub-header blocks that follow in the next lower level.

7.3.7 The CBEFF patron format shall place the following requirements on the encoding of a BIR whose

CBEFF p

a) By
datz

b) Ifar

74 D

The req

requirements for the simple CBEFF BIR structure as defined in 7.2, except fok.the following.

a) The
con

b) The
elen

c) The

75 D

The mul
a BIR st
not mee

A patro
formats
element

NOTE 1

included
CBEFF rq
could be
Alternati
as a BIR’s

atron rormat was specified using the complex (LBEFF) BIRK structure:

lefault, each data element of a lower level shall inherit the abstract value of its correspondinig
element of the next higher level (but see 7.3.5).

4

encoding for a data element is present in a substructure, that encoding overrides it§default valug.

pfining a CBEFF patron format using the self-identifying simple CBEFF BIR structurp

hirements for specifying a self-identifying simple CBEFF BIR patron format are identical to thie

first 4 bytes of the SBH shall encode the characters “SBIR” as-ASCII binary representation in
secutive bytes (Hex bytes 53, 42, 49, and 52).

first 2 fields of the SBH following the “SBIR” charactér’ string shall encode the CBEFF datp
hents CBEFF_BIR_self_id_owner and CBEFF_BIR_self_id\type.

next field shall encode a patron-defined data elemeétit enabling determination of the BIR length.

pfining a CBEFF patron format using the multiple CBEFF BIR structure

Liple CBEFF BIR structure provides an altérnative for Patrons that have a requirement to specif]
ucture that can include one or more!BIRs, but find that the complex CBEFF BIR structure wi
[ their needs.

—<

ZS)

h format that conforms to_the ‘multiple CBEFF BIR structure shall specify one or more BI
that support inclusion in-aydata structure that has one or more BIRs and that specifies dat
5 in SBHs or elsewhere thatsupport navigation between the BIRs encoded in that data structurg.

<)

This part of ISO/IE€-19785 does not define any specific requirements on the BIRs that are to b
in a multiple BIR structure. One type of multiple BIR structure might borrow the concept of th
ot header from(th& complex CBEFF BIR structure (see 7.3), and navigation between the different BIR
accomplishedby some type of linkage data elements within SBHs of one or more of the included BIR
vely, a Patron’s domain of use might be such that an index record (which might or might not be specifie|
SBH) would simply point to the locations within the domain where the included BIRs are to be found.

[V N )

A patro

patron fprimat conformance statement (see Annex A) affirmations that the specification supports acces

format specification that conforms to the multiple CBEFF BIR structure shall include in it

[72)

[72)

to every

16

BIR that is assigned to an instantiation of the multiple BIR structure.
BIR1 [1] [2] | BIR2 3] |BIR3 4]  [5]
SBH BDB | SB SBH BDB SBH BDB | SB
Pointer to BIR2 | [6] [7] Pointer to BIR3 | [8] Pointer x00 | [9] [10]

Figure 3 — First example of a BIR based on the multiple CBEFF BIR structure

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

NOTE 2  This informative example illustrates a possible multiple BIR structure in which the BIRs are linked
“end to end” via pointers from one SBH to the next. Any existing or new patron format could be adapted to support
this structure with the addition of the pointer data element (see 9.37). If it would be useful the “pointing” SBH
could also identify the patron format of the “pointed to” BIR, along with other information about the next BIR that
would help the application decide whether to examine that SBH for more than the pointer to a third BIR. Notice
that in BIR3 the pointer value is zero, representing the encoding of the abstract value NO SUBSEQUENT BIR. If a
fourth BIR were added, the only change needed in the prior BIRs would be to revise the pointer in BIR3’s SBH.

Multiple BIR structure
Root SBH
Number of BIRS 3 1]
BIR1 | Pointer 1 Biometric Type | BDB Validity period
BIR2 | Pointer 2 Biometric Type | BDB Validity period
BIR3 | Pointer 3 Biometric Type | BDB Validity period

[2] [3]

BIR1 SBH BDB SB
BIR2 SBH BDB SB
BIR3 SBH BDB SB

Figure 4 — Second example of a BIR based on the multiple CBEFF BIR structure

Note 3 This informative example illustrates a possible multiple BIR structure in which a “root” SBH includes
data elements that point directly to other BIRs in the structure; note that there is no BDB associated witlp the root
SBH. This is similar to the complex CBEFF BIR structure, butysimpler to construct and process. With appropriate
data elements the root SBH could be updated as BIRs are added to or removed from the overall strucfure. The
pointer data elements could be part of a replicated data'structure in the root SBH that carries informatjon about
the specific BIR to which it points. For example, if the multi-BIR structure represented a single user each BIR in
the total structure could contain one type of biometric data from that user (e.g., iris, finger, voice, etc)) and the
application could use the descriptive data in the\root SBH to decide which specific BIR to access and process.

} Performing BIR transformations

hrget BIR) that uses eithep-the same patron format or a different patron format. Such transforjmations

§

Applications are permitted to,transform BIRs from one patron format (a source BIR) into a nefw BIR (a
t

shall be performed as follows.

8.1 Transformations of enumerated abstract values

(an)

BEFF data elements (mandatory or optional) that have an enumerated list of abstract values|shall be
mapped as spécified in a) and b), except where Clause 9 specifies a different requirement.

=z

OTE Clause 9 normally specifies a different requirement only when the abstract value to be erjcoded in
he target BIR is provided as local input (not specified by CBEFF) to the transforming application, ragher than
epending on the abstract value in the source BIR.

o,

a) If the target BIR patron format supports the abstract value in the source BIR, then the abstract
value shall be mapped to the target BIR.

b) If the abstract value in the source BIR is not supported by the target BIR patron format, then the
abstract value shall be mapped to the abstract value NO VALUE AVAILABLE for that CBEFF data
element in the target BIR.

8.2 Transformations of non-enumerated data element values
For CBEFF data elements (mandatory or optional) whose abstract values are a range of character string,

octet string, date or decimal values, data element value mappings shall be as specified by the definition
of the data element in Clause 9.
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9 CBEFF Data Elements
Definitions and abstract values for each of the CBEFF-defined data elements are specified in this clause.

NOTE The subclauses of 9 are ordered as follows: Mandatory data elements in alphabetical order by data
element name (9.1 - 9.7), then optional data elements in alphabetical order by data element name (9.8 - 9.42),
except that CBEFF_BDB_biometric_type precedes CBEFF_BDB_biometric_subtype because _type and _subtype
comprise a hierarchical structure of information, so it is more natural to define _type before _subtype. Except
for self-identifying BIRs, CBEFF imposes no requirement regarding the order of data elements in a patron format
specification (see 7.1.10).

9.1 CBEFF_BDB_format_owner

9.1.1 ttributes

Inclusign: Mandatory
Abstradt values: Integers 0 to 65535
Content: Encodings of this data element identify the standards body, werking group, industr

consortjum, or other CBEFF biometric organization that has defined the fermat of the BDB associate
with thg SBH in which the encoding appears. CBEFF requires that organizations defining CBEFF BD
formats|register with the Biometric Registration Authority to obtain @)unique identifier that shall b
encoded in this data element. This unique identifier is a 16-bit non-négative integer. The abstract value
of this data element are the set of all possible values of this identifier, all of which are required to b
supportgd by all patron formats.

D »n O W<

ot

NOTE The CBEFF biometric organization identifier used in the CBEFF_BDB_format_owner data eleme
together|with the BDB format identifier used in the CBEFE‘BDB_format_type (see 9.2) uniquely identify th
specific fprmat of a BDB. The format of a BDB is “owned” by ashiometric organization. The BDB format specificatio
may be published (public) or unpublished (non-public). [t§’identifier may (but need not) be registered (see 9.2).

j=1e)

9.1.2 [fransformation requirements

When trjansforming a source BIR to a target BIR, the abstract values of the CBEFF_BDB_format_owne

—

and the [CBEFF_BDB_format_type data-elements shall be copied unless the BDB is also transformed, ip
which cgse the target BIR shall identify the target’s BDB format owner and format type.

NOTE It is an implementation‘option whether to transform the BDB format.

9.2 CBEFF_BDB_format type

NOTE This data elenént corresponds to the term defined in 4.1, “BDB format identifier”.

9.2.1 Attributes

Inclusign: Mandatory

Abstract values: Integers 0 to 65535

Content: Encodings of this data element identify the specific BDB format specified by the CBEFF

biometric organization recorded in the CBEFF_BDB_format_owner. This may be a standardized BDB
format that has been registered and published by a CBEFF biometric organization such as a standards
body or industry consortium, or it may be a non-standard, unpublished BDB format. The registration of the
BDB format identifier is optional. Whether registered or not, the identifier is a 16-bit non-negative integer
that is unambiguous within the CBEFF biometric organization identifier. The abstract values of this data
element are the set of all possible values of this identifier, all of which are required to be supported.
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9.2.2 Transformation requirements

See 9.1.2.

9.3 CBEFF_BDB_encryption_options

9.3.1 Attributes

Inclusion: Mandatory (but see 9.3.2)

A

—

W Imoc < 0

=z

lbstract values:
- No ENCRYPTION: the BDB is not encrypted
— ENCRYPTION: the BDB is encrypted

ontent: Encodings of this data element specify whether the BDB is encrizpted or not.

.3.2 Requirements on patron format specifications
he following requirements apply.
CBEFF patron formats are required to support at least one afjthe abstract values.

NOTE If a patron format supports only one abstract¥alue for this data element, it may en
abstract value as a zero length field.

) If apatron format supports ENCRYPTION then the’CBEFF data elements CBEFF_SB_form
and CBEFF_SB_format_type shall be supported;’unless all such information is pre-deter
the specification of the patron format.

This data element need not be supported in CBEFF patron formats where it is not applj
where other means exist to express.which security options are used.

) Inacomplex BIR this data elemént shall only be supported in level-zero sub-header blocks

.3.3 Transformation requirements

Vhen transforming a sotrce BIR to a target BIR, the abstract value of this data element shall b
nless the encrypted state of the BDB is modified, in which case the target BIR shall encode thq
DB encryption state, If the target BDB’s encryption state is ENCRYPTED, then the target B
hall conform to 932 b).

OTE Itis\an implementation option whether to transform the BDB encryption state.

.4 CBEFF_BIR integrity_options

ode that

_owner
ined by

cable or

e copied
target’s
[R’s SBH

44 Attributes

Inclusion: Mandatory

Abstract values:

— NO INTEGRITY: integrity is not applied to the BIR.

— INTEGRITY: integrity is applied to the BIR.

Content: Encodings of this data element specify whether integrity is applied to the BIR.
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9.4.2 Requirements on patron format specifications
The following requirements apply.
a) CBEFF patron formats are required to support at least one of the abstract values.

NOTE If a patron format supports only one abstract value for this data element, it may encode this data
element as a zero length field.

b) If a patron format supports the abstract value INTEGRITY, then the CBEFF data elements CBEFF_

SB raa ot wmaer—aand CRODD CD o o0 o4 170 baoll bao oot d oo loce o1l ool s £ b o 1o
AUTIIIAL_UVvviIiIL dlIlu GUWoDLI'l_JD_ 1Vl lllu\,_l,)’ y\, Q1A UC Jut}t}ul LU, UITICOoO dlIl ouvlll TIINIuUlIiirativilrl O

pre{determined by the specification of the patron format.

9.4.3 [[ransformation requirements

[

When tifansforming a CBEFF BIR from an initial patron format to a target patron formgt,the abstrag
value of this data element encoded in the target BIR shall specify the integrity option applied to the targe
BIR. Further, if the target BIR’s integrity state is INTEGRITY, the target BIR’s SBH shall conform to 9.4.2 b).

(i

9.5 CBEFF_BIR_ self id_owner

9.5.1 Attributes

Inclusign: Mandatory in BIRs conforming to the self-identifying.simple CBEFF BIR structure anfd
shall not be included in a simple CBEFF BIR structure.

This dafa element shall not be included in a patron format'unless CBEFF_BIR_self id_type is als
included (see 9.6).

o

Abstradt values: integers 1 to 65535

Content: Encodings of this data element identify the CBEFF biometric organization that is the
CBEFF pgatron responsible for the patron formatof the current SBH. CBEFF requires that organizationls
register|with the Biometric Registration Authority to obtain a unique identifier that shall be encodefd
in this data element. This unique identifieris a 16-bit positive integer. The abstract values of this datpa
element|are the set of all possible values of this identifier, all of which are required to be supported.

9.5.2 [fransformation requirements

[

When trjansforming a CBEFE'BIR from an initial patron format to a target patron format, the abstrac
value in|the target BIR shall comply with the patron format requirements placed on the target BIR; thi
may be NO VALUE AVAILABLE.

[72)

9.6 CBEFF_BIR)self_id_type

9.6.1 Attributes

Inclusion: Mandatory in BIRs conforming to the self-identifying simple CBEFF BIR structure and
shall not be included in a simple CBEFF BIR structure.

This data element shall not be included in a patron format unless CBEFF_BIR_self_id_owner is also
included (see 9.5).

Abstract values: integers 1 to 65535

Content: Encodings of this data element specify the CBEFF patron format identifier of the current
BIR. The CBEFF patron responsible for the patron format assigns the patron format identifier value and
registers it with the Biometric Registration Authority. This unique identifier is a 16-bit positive integer.

20 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

The abstract values of this data element are the set of all possible values of this identifier, all of which
are required to be supported.

9.6.2 Transformation requirements

See 9.34.2.

9.7 CBEFF_subheader_count

Ipctusion:

- Mandatory in patron formats based on the complex CBEFF BIR structure (see 7.3)

- May be absent in patron formats based on the other CBEFF BIR structures (see 7.2)\7.4 or 7{5)
Abstract values: Integers 0 through 255

(ontent: Encodings of this data element specify the number of sub-header blocks (see 7.33) in the
next level below the root header or current sub-header. In the lowest level of-a complex BIR strycture or
ih a simple BIR structure the abstract value of this data element shall be zéro.

9.8 CBEFF_BDB_biometric_type

9.8.1 Attributes

Inclusion: Optional
Abstract values: see Table 1
(ontent: Encodings of this data element-convey the type of biological or behavioural datja stored

—-

n the BDB of a simple CBEFF BIR structurejor in the BDBs of level zero sub-header blocks in ajcomplex
(IBEFF BIR structure.

Table 1 —Abstract values for BDB_biometric_type

Named abstractvalue Typically has an associated subtype?
(see 9.9)
NO VALUE AVAILABLE No
MULTIPLE-BIOMETRIC TYPES No
DNA No
EAR Yes
FACE No
FINGER Yes
FOOT Yes
GAIT No
HAND GEOMETRY Yes
RIS Yes
KEYSTROKE No
LIP MOVEMENT No
PRESENTATION ATTACK DATA No
RETINA Yes
SCENT No
SIGNATURE-SIGN No

© ISO/IEC 2015 - All rights reserved 21


https://standardsiso.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

Table 1 (continued)

Named abstract value Typically has an associated subtype?
(see 9.9)

VEIN Yes

VOICE No

CBEFF patrons are allowed to use any subset of these abstract values and to define additional abstract
values as required by the intended domain of use. These additional abstract values may include

arbitrary combimations of values, possibly Tepresented by a bit-1ap, to SUppOoTrt PreciSe enuImneration of
individual types when MULTIPLE BIOMETRIC TYPES is encoded.

9.8.2 [[ransformation requirements

See 8.1.

[¢)

NOTE If the source patron format uses a bit-map to represent a number of additional abstract values that ar
combinations of the above abstract values (see the last paragraph of 9.8.1), and the target'pdtron format does ng
use such fp bit-map, then the MULTIPLE BIOMETRIC TYPES abstract value shall be set in the target patron formaf.

(i

9.9 CBEFF_BDB_biometric_subtype

9.9.1 Attributes

Inclusign: Optional

Abstradt values: see Table 2.

Content: The abstract values of this data element are qualifiers that apply to abstract values of CBEFH_
BDB_bidmetric_type.

Combingtions of abstract values are permittéd when the abstract value encoded in CBEFF_BDB
biometrjc_type represents a biometric technology that can create a BDB where multiple subtypes ar
supportgd, except that NO VALUE AVAILABLE shall not be used in combination with any other abstrag
value, and that RIGHT and LEFT may be*dsed in combination with each other but shall not be used i
combindtion with any other abstract'value (note that LEFT THUMB is a single abstract value, it is not
combindtion of LEFT and THUMB].

DS A+ D

EXAMPLE 1  If the patron forfiiat supports the BDB biometric type RETINA, then that patron format would be
likely to {but need not) specify the use of the abstract values LEFT and RIGHT for BDB biometric subtype.

EXAMPLE 2 If a hypothetical iris biometric device can produce a single BDB that contains data for both ofja
subject’s|eyes, then théabstract values LEFT and RIGHT would be used in combination to describe that BDB.
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Table 2 — Abstract values for CBEFF_BDB_biometric_subtype

Abstract values Combination permitted with...
NO VALUE AVAILABLE Combination not permitted
RIGHT LEFT

LEFT RIGHT

LEFT THUMB Any except LEFT or RIGHT
LEFT POINTER FINGER ditto

LEFT MIDDLE FINGER ditto

LEFT RING FINGER ditto

LEFT LITTLE FINGER ditto

RIGHT THUMB ditto

RIGHT POINTER FINGER ditto

RIGHT MIDDLE FINGER ditto

RIGHT RING FINGER ditto

RIGHT LITTLE FINGER ditto

LEFT PALM ditto

LEFT BACK OF HAND ditto

LEFT WRIST ditto

RIGHT PALM ditto

RIGHT BACK OF HAND ditto

RIGHT WRIST ditto

NOTE A BDB format specification‘determines which (if any) of these qualifiers
apply to that BDB format.

9.9.2 Transformation requirements

See 8.1.
9.10 CBEFF_BDB_capture_device_type_owner

9.10.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
apture_device_type is also included (see 9.11).

Q

Abstraet values:

- NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the capture
device that was used in the creation of the BDB (if any). The content of CBEFF_BDB_capture_device_
owner shall be a biometric organization identifier (a 16 bit positive integer, assigned by the Biometric
Registration Authority).

NOTE CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 0000) to

any biometric organization. Patron format specifications may find it useful to use this value as the encoding for
NO VALUE AVAILABLE.
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9.10.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding

of this d

ata element in the target BIR shall comply with the patron format requirements placed on the

target BIR; this may be NO VALUE AVAILABLE.

9.11 CBEFF_BDB_capture_device_type

NOTE This data element corresponds to the term defined in 4.14, “capture device type identifier”.

9.11.1 Attributes

Inclusign: Optional - this data element shall not be included in a patron format unless CBEFF* BDB_
capture[device_type_owner is also included (see 9.10).

Abstradt values:

— NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the capture device that was.used in the creation of thie
BDB (if ainy). The capture device type identifier is a 16 bit positive integer assigned by the registered
biometrjc organization that created or owns the capture device and is identified by the CBEFF_BDB_
capturefdevice_type_owner data element.

9.11.2 [fransformation Requirements

When trfansforming a CBEFF BIR from an initial patron*format to a target patron format, the encodi{l]E
of this data element in the target BIR shall comply with the patron format requirements placed on t
target B[R; this may be NO VALUE AVAILABLE.

9.12 CBEFF_BDB_challenge_response

9.12.1

Inclusid

Abstragdt values:

— NO

— Zer¢, one, or moré€octets of transparent data

Content:

to the uj

Attributes

n: Optional

VALUE AVAILABLE

(i

Eneodings of this data element contain data to be used to present a challenge or promp
er whe-is attempting a biometric verification against the biometric template in the BDB. Patro

-

format $pecifications may, but are not required to, permit the contents of this data element to be
encryptéd-asing-encryptiontechniques-specified by-the patronformatorinan-associated-SB-
EXAMPLE If the biometric type is voice for speaker recognition, this data element may be used to store

the phrase the system is to ask the subject to utter, or it may store a pointer to a database that contains the
phrase. Patron formats that include values of this data element other than NO VALUE AVAILABLE shall specify
the contents of the transparent data.

24
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9.12.2 Transformation requirements

The challenge-response data element (and its content) may be specific to the BDB’s content. A
transforming application shall copy the content directly from the source BIR to the target BIR unless

the target’s patron format supports only NO VALUE AVAILABLE.

NOTE Transformation to NO VALUE AVAILABLE may render the BDB unusable.

9.13 CBEFF_BDB_comparison_algorithm_owner

9.13.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless' CBE
omparison_algorithm_type is also included (see 9.14).

Q

Abstract values:

- NO VALUE AVAILABLE

4 integers 1 to 65535

(ontent: This data element identifies the registered bipmetric organization that o
domparison algorithm that was used in the creation of the BDB,(if any). The content of CBE
domparison_algorithm_owner shall be a biometric organization identifier (a 16 bit positive
assigned by the Biometric Registration Authority).

NOTE CBEFF has required the Biometric Registration.Airtthority to not assign the value zero (Hex

any biometric organization. Patron format specifications may find it useful to use this value as the enc
NO VALUE AVAILABLE.

9.13.2 Transformation requirements

-l

Vhen transforming a CBEFF BIR from an-initial patron format to a target patron format, the ¢
f this data element in the target BIR 'shall comply with the patron format requirements place
hrget BIR; this may be NO VALUE-AVAILABLE.

[millle)

9.14 CBEFF_BDB_comparison_algorithm_type

9.14.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBE
omparisen falgorithm_owner is also included (see 9.13).

Q

Abstract values:

NOTE This data element corresponds to the term defined in 4.24, “comparison algorithm identifier{".

FF_BDB_

wvns the
FF_BDB_
integer,

0000) to
pding for

ncoding
d on the

FF_BDB_

- -NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the comparison algorithm that was used in the

creation

of the BDB (if any). The comparison algorithm identifier is a 16 bit positive integer assigned by the
registered biometric organization that created or owns the comparison algorithm and is identified by

the CBEFF_BDB_comparison_algorithm_owner data element.
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9.14.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.15 CBEFF_BDB_compression_algorithm_owner

9.15.1 Attributes

Inclusign: Optional - this data element shall not be included in a patron format unless CBEFF_BDH_
compregsion_algorithm_type is also included (see 9.16).

Abstradt values:

— NO VALUE AVAILABLE

compregsion_algorithm_owner shall be a biometric organization identifier (a 16 bit positive integea

NOTE CBEFF has required the Biometric Registration Authority te,net assign the value zero (Hex 0000) to
any bionjetric organization. Patron format specifications may find itwseful to use this value as the encoding fqr
NO VALUE AVAILABLE.

9.15.2 [fransformation requirements

When trfansforming a CBEFF BIR from an initial patfén format to a target patron format, the encodiEE
of this data element in the target BIR shall comply with the patron format requirements placed on t
target BIR; this may be NO VALUE AVAILABLE.

9.16 CBEFF_BDB_compression_algorithm_type

NOTE This data element correspends to the term defined in 4.28, “compression algorithm identifier”.

9.16.1 Attributes

Inclusign: Optional &this data element shall not be included in a patron format unless CBEFF_BDB_
compregsion_algorithin Jowner is also included (see 9.15).

Abstradt values;

— NO VALUE-AVAILABLE

— intelgers 1 to 65535

Content: This data element identifies the compression algorithm that was used in the creation
of the BDB (if any). The compression algorithm identifier is a 16 bit positive integer assigned by the
registered biometric organization that created or owns the compression algorithm and is identified by
the CBEFF_BDB_compression_algorithm_owner data element.

9.16.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.
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9.17 CBEFF_BDB_creation_date

9.17.1 Attributes
Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— 2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

(ontent: This data element specifies the UTC date and time instant (see ISO 8601) [that the
Hiometric data in the BDB was captured. CBEFF requires that patron format specifications|support
abstract values to a precision of one second for this data element.

NOTE1 TheISO 8601 extended date-time format is used in CBEFF specifications of date-time abstragt values.

NOTE 2 UTC is the abbreviation for Coordinated Universal Time as defined in,ISO,8601. That standand defines
the character “Z” as the designator for UTC in date and time representations.

NOTE 3  For practical reasons. CBEFF intends the UTC date-time instant’to be interpreted as a rgdasonable

proximation to the creation date; CBEFF does not require that the datetime instant be precisely re¢orded as
:E actual UTC instant to a precision of one second. Patron format spécifications may impose a more ptringent
requirement for particular domains of use, noting likely applicatiohdrequirements.

=z

OTE4  CBEFF patrons thatrequire a date-time precision of 6ther than one second may specify their pwn data
element and abstract values.

=z

OTE5  Patron format encodings may use a formatether than the ISO 8601 extended date-time format (and in
particular may use a binary format) for the abstract,date-time values.

9.17.2 Transformation requirements

@)

ee 8.1.

=z

OTE If the target patron format'defines abstract values with a different time granularity, then these are
istinct from the CBEFF-defined\abstract values. However, the target patron format specification may [specify a
apping from abstract values-of‘greater or lesser granularity to the abstract values that it provides. If no such
apping is specified, then NO-VALUE AVAILABLE shall be used as the mapping.

(o)

9.18 CBEFF_BDBfeature_extraction_algorithm_owner

9.18.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
feature.extraction_algorithm_type is also included (see 9.19).

Abstract values:

— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the feature
extraction algorithm that was used in the creation of the BDB (if any). The content of CBEFF_BDB_
feature_extraction_algorithm_owner shall be a biometric organization identifier (a 16 bit positive
integer, assigned by the Biometric Registration Authority).

NOTE CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 0000) to

any biometric organization. Patron format specifications may find it useful to use this value as the encoding for
NO VALUE AVAILABLE.
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9.18.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.19 CBEFF_BDB_feature_extraction_algorithm_type

NOTE This data element corresponds to the term defined in 4.32, “feature extraction algorithm identifier”.

9.19.1 Attributes

Inclusign: Optional - this data element shall not be included in a patron format unless CBEFF* BDB_
feature_extraction_algorithm_owner is also included (see 9.18).

Abstradt values:
— NO VALUE AVAILABLE
— inteers 1 to 65535

Content: This data element identifies the feature extraction algorithm that was used in the
creation of the BDB (if any). The feature extraction algorithm identifier is a 16 bit positive integdr
assigned by the registered biometric organization that created or owhs the feature extraction algorithr
and is identified by the CBEFF_BDB_feature_extraction_algorithm,'owner data element.

=3

9.19.2 [fransformation Requirements

When trfansforming a CBEFF BIR from an initial patron*format to a target patron format, the encodi{l]E
of this data element in the target BIR shall comply with the patron format requirements placed on t
target B[R; this may be NO VALUE AVAILABLE.

9.20 CBEFF_BDB_index

9.20.1 Attributes

Inclusign: Optional

Abstragdt values:

— NO VALUE AVAILABLE

— An identifier.

Content: This data element carries the identifier of an object that is related to, but separate fron

encoded herein. If this data element is included in a complex BIR patron format, the format shall speciff
the datalelemen 'S inte i ifferentleve he comple o

NOTE Typically, this data element would carry an index to a record in a database that corresponds to the
person whose biometric data is in the BDB. Patron formats are permitted to define any similar content for this
data element.

9.20.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the value
encoded in this data element shall correspond to the situation of the target domain of use. The value
depends on the domain of use of the target patron format and on information local to the transforming
application, and may be NO VALUE AVAILABLE.
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9.21 CBEFF_BDB_PAD_technique_vendor

9.21.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_

PAD_technique is also included (see 9.22).
Abstract values:

— NO VALUE AVAILABLE

- integers 1 to 65535

ontent: This data element identifies the registered biometric organization that owns
bchnique that was used in the creation of the BDB (if any). The content of CBEFF_BDB_PAD_te
endor shall be a biometric organization identifier (a 16 bit positive integer, assigned by the B
egistration Authority).

< ot M

any biometric organization. Patron format specifications may find it useful tousé€ this value as the enc
NO VALUE AVAILABLE.

9.21.2 Transformation requirements

o o <

hrget BIR; this may be NO VALUE AVAILABLE.
9.22 CBEFF_BDB_PAD_technique

9.22.1 Attributes

P

hclusion: Optional - this data element shall not be included in a patron format unless CBE
IAD_technique_vendor is also included (see 9.21).

—_—

Abstract values:

- NO VALUE AVAILABLE

- integers 1 to 65535

any). The PAD)technique identifier is a 16 bit positive integer assigned by the registered b
drganizatiofridentified by the CBEFF_BDB_PAD_technique_vendor data element.

9.22,2 >Transformation Requirements

V e [] OI'MINg D DIN OIn 1. 0. ON 10I'M) O OCL D On 1OI'Mm 1€

target BIR; this may be NO VALUE AVAILABLE.
9.23 CBEFF_BDB_processed_level

9.23.1 Attributes
Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

© ISO/IEC 2015 - All rights reserved

the PAD
hnique_
jometric

NOTE CBEFF has required the Biometric Registration Authority to not assign/the value zero (00J0Hex) to

pding for

Vhen transforming a CBEFF BIR from an initial patron forimat to a target patron format, the g¢ncoding
f this data element in the target BIR shall comply with the patron format requirements placed on the

FF_BDB_

(ontent: This datd element identifies the PAD technique that was used in the creation of thg BDB (if

fometric

ncoding

of this data element in the target BIR shall comply with the patron format requirements placed on the
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— RAW (see 4.16, Captured biometric sample)

— INTERMEDIATE (see 4.34)

— PRO

CESSED (see 4.39)

Content: Encodings of this data element convey the processed state of the biometric samples or
templates stored in the BDB (See ISO/IEC 19784-1).

9.23.2 Transformation requirements

When ti
value in
has not
initial C

9.24 CBEFF_BDB_product_owner

ansforming a CBEFF BIR from an initial patron format to a target patron format, the abstraqt
the target BIR shall convey the processed level of the target BDB. If the transforming applicatiop
done any processing of the BDB, the value in the target CBEFF BIR shall be copied\from the
BEFF BIR, or shall be NO VALUE AVAILABLE if the value to be copied is not supported.

9.24.1 Attributes

Inclusiqn: Optional - this data element shall not be included in a patrenformat unless CBEFF_BDB_
product| type is also included (see 9.25).

Abstradt values:

— NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the
product|(i.e., the Biometric Service Provider (BSP).ar transforming application) that created the BDB.
The content of CBEFF_BDB_product_owner shallbé'a biometric organization identifier (a 16 bit positivie
integer, pssigned by the Biometric Registration*Authority).

NOTE 1 | The biometric organization identifier encoded in the optional data element CBEFF_BDB_product_
owner (if present) may or may not be the Same as that encoded in the mandatory data element CBEFF_BDH_
format_owner.

NOTE 2 | CBEFF has required the¢ Biometric Registration Authority to not assign the value zero (Hex 0000) tjo
any bionfetric organization. Patron format specifications may find it useful to use this value as the encoding fqr
NO VALUE AVAILABLE.

9.24.2 [fransformation requirements

When t
transfor

ransforming a CBEFF BIR from an initial patron format to a target patron format, if th

organiz

e
ming application modifies the BDB’s content (for example, by changing its processed level from
C

tion that owns the transforming application itself, unless the transforming application 1is

raw to 4ntermediate), then CBEFF_BDB_product_owner in the target BIR shall identify the biometr

required to encode NO VALUE AVAILABLE in this target data element. If the transforming application does

not mod

ify the BDB, then the source BIR’s abstract value shall be mapped into the target data element.

9.25 CBEFF_BDB_product_type

9.25.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
product_owner is also included (see 9.24).

30
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Abstract values:
— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the product (i.e., the Biometric Service Provider (BSP)
or transforming application) that created the BDB. The product identifier is a 16 bit positive integer
assigned by the registered biometric organization that created or owns the product and is identified by

the CBEFF_BDB_product_owner data element.

9.25.2 Transformation Requirements

If the transforming application changes the value in CBEFF_BDB_product_owner, thenithis data
n the target BIR shall identify the transforming application itself or shall be NO ¥ALUE AVA
therwise the source BIR’s value shall be mapped into the target BIR or shall be NOVALUE AVA

o =

9.26 CBEFF_BDB_purpose

9.26.1 Attributes

Inclusion: Optional

Abstract values:

-+ NO VALUE AVAILABLE

—+ VERIFY

4+ IDENTIFY

+ ENROLL;

+ ENROLL FOR VERIFICATION ONLY-
+ ENROLL FOR IDENTIFICATION ONLY
-+ AUDIT

(ontent: This data‘element specifies the intended use of the BDB (see ISO/IEC 19784, Big
50/1EC 7816).

et

9.26.2 Transformation requirements

Vhen transforming a CBEFF BIR from an initial patron format to a target patron format, t
h the targét BIR shall convey the purpose of the target BDB (for example, a transforming apj
hayprocess a raw BDB into a processed BDB that has one of the above abstract purpose

element
ILABLE,
ILABLE.

API and

he value
blication
). If the
ed from

ransforming application has not done such processing, the value in the target BIR shall be cop

11 1. NOMVALIILT AVAIL ARLE € £ DID

I e e Ml et

RIR 1. 4 ad 3 oot
ICOUUILT DI\, UL S114dll UT INU vALUL AvAILADLL 11 TTUU aunyu LCU 111 L11T tadl SCL DIIN.

9.27 CBEFF_BDB_quality

9.27.1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— QUALITY NOT SUPPORTED BY BDB CREATOR

© ISO/IEC 2015 - All rights reserved
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— QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET
— An integer quality value in the range 0 to 100 where 100 is the highest quality

Content: This data element specifies the quality of the biometric data in the BDB (see
ISO/IEC 19784 BioAPI).

9.27.2 Transformation requirements

See 8.1.

9.28 CBEFF_BDB_quality_algorithm_owner

9.28.1 Attributes

Inclusiqn: Optional - this data element shall not be included in a patron format unltess CBEFF_BDB_
quality_plgorithm_type is also included (see 9.29).

Abstradt values:

— NO VALUE AVAILABLE
— integers 1 to 65535

Content:
quality

This data element identifies the registered biemetric organization that owns thie
lgorithm that was used in the creation of the BDB (if any). The content of CBEFF_BDB_quality_
_owner shall be a biometric organization identifiexr\(a' 16 bit positive integer, assigned by the
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E AVAILABLE.

9.28.2 [fransformation requirements

When transforming a CBEFF BIR from-aninitial patron format to a target patron format, the encodiEE
of this data element in the target BIR\shall comply with the patron format requirements placed on t
target BJR; this may be NO VALUE AVAILABLE.

9.29 CBEFF_BDB_quality.algorithm_type

NOTE This data elemént corresponds to the term defined in 4.41, “quality algorithm identifier”.

9.29.1 Attributes

Inclusign: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
quality_plgerithm_owner is also included (see 9.28).

Abstract values:
— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the quality algorithm that was used in the creation of the
BDB (if any). The quality algorithm identifier is a 16 bit positive integer assigned by the registered
biometric organization that created or owns the quality algorithm and is identified by the CBEFF_BDB_
quality_algorithm_owner data element.

32 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

9.29.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding

of this data element in the target BIR shall comply with the patron format requirements placed on the

target BIR; this may be NO VALUE AVAILABLE.

9.30 CBEFF_BDB_validity_period

9.30.1 Attributes

Inclusion: Optional

Abstract values:

4+ NO VALUE AVAILABLE

4+ 2000-01-01 through 3000-12-31/2000-01-01 through 3000-12-31

(ontent: This data element conveys the time interval (not before thfeugh not after) when|the BDB

i$ valid. See 9.17 and its notes for CBEFF’s requirements on time representations and other [relevant

donsiderations.

NOTE1 The “/” character between two time representations indicates that the times specify the Heginning

and end of a time interval.

NOTE 2  CBEFF patrons that require a date-time precision of other than one day may specify their pwn data

element and abstract values.

NOTE 3  Patron format encodings may use a format gther than the extended date-time format (and in particular

may use a binary format) for the abstract date-time yalues.

9.30.2 Transformation requirements

System requirements regarding BDBwvalidity period may stem from either of two sources:

d) Administrative requirements iay specify a validity period that, for example, corresgonds to
the interval during which a user is authorized for a privilege that is obtained when th¢ BDB is
successfully used for authentication. When that interval expires, the authorization may be fenewed
for the next interval@ith no change to the biometric template used for verification; or

H) Technical requirements related to biometric template aging may dictate an interval aft¢r which
matching accuracy is not sufficiently reliable for the BDB to be used.

Hatron format/specifications that include this data element shall define transformation ruleg for this

data elementwhen used in a target BIR.

9.3X CBEFF_BIR_creation_date

9.31.1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— 2000-01-01T00:00:00Z through 3000-12-31T23:59:597

Content: This data element specifies the UTC date and time instant (see ISO 8601) that the BIR

was created by a BSP or a transforming application. CBEFF requires that patron format specifications
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