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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document provides a high-level generic biometric authentication model suited to most forms of
biometric technology. An architectural model is described which enables components of a biometric
system to be provided by different vendors, and to interwork through fully-defined Application
Programming Interfaces (APIs).

A key feature of the architecture is the BioAPI Framework, which supports calls by one or more
application components (provided by different vendors, and potentially running concurrently) using
he BioAPI API specification. The BioAPI Framework provides this support by invoking {tHrough a
ervice Provider Interface, SPI) one or more Biometric Service Provider (BSP) components, (provided
y different vendors, and potentially running concurrently) which can be dynamically”’loaded and
hvoked as required by an application component.

—

il owll @)

—_—

owever, this document can also be applied where a system is to be builtArom confornling BSP
omponents (without a BioAPI Framework module), using platform-spetific system-intpgration
mechanisms - see Clause 6.

Q

This document specifies the behaviour of the BioAPI Framework when’dpplications and BSHKs are in
he same system. Other interworking standards (see 4.29) specify madifications of that behaviour that
nable both BSPs and Graphical User Interfaces to be remote from the’system containing an application.

(@ ct

od

OTE1 ISO/IEC 24708 BioAPI Interworking Protocol (BIP)[€] iséan éxample of an interworking standard.

t the lowest level there is hardware or software that performs biometric functions such as [capture,
hatching, or archiving. These parts of the architecture.are called BioAPI Units, and can be intejgral to a
SP or can be supplied as part of a separate BioAPI Function Provider (BFP) component.

|wwlies e~

]

hteractions (through the BioAPI Framework) canoccur between BSPs from different vendors provided
data structures used to record informatiopfrom the BioAPI Units they access conform to other
hternational Standards, and in particular to\ISO/IEC 19794I[5].

o N

he final component of the BioAPI architecture is the recognition that a BSP can provide its bjometric
ervices either:

wn

d) by the use of BioAPI Units that are integral to (that is, directly managed by) the BSP, or

o

) by invoking, through the BioAPI Function Provider Interface (FPI), one or more BFP conlponents
(provided by different/vendors) that manage BioAPI Units that are integral to the BFP.

OTE2 A BioAPI\Unit may consist of software only, or a combination of software and hardwate (e.g., a
iometric sensor, archive, or algorithm).

o =z

v w]

or each typelof BioAPI Unit supported by a BSP (or BFP) there may be one or more BioAPI|Units of
hat type(which can be dynamically inserted and removed from the system. Insertion and [removal
enerates*events that can be signalled (through the BSP and the BioAPI Framework) to an appljcation.

—

hé- BioAPI specification covers the basic biometric functions of Enrollment, Verificatjon, and
I P ’ : . . Lage the
storage of biometric records through an archive BioAPI Unit managed by a BSP or BFP. This provides
for optimum performance (e.g., when performing the biometric Identification function within a large
population) of the archiving and biometric search processes.

The interface to the application provides primitives that allow it to manage the capture of biometric
samples from a biometric sensor by accessing the corresponding BioAPI Unit, and the use of those
biometric samples for Enrollment (storage in an application-controlled or BSP-controlled BIR database),
and subsequent Verification or Identification against those stored records.

This document also specifies the content of a biometric component registry (information about the
biometric components that have been installed on the biometric system). It also provides a component
registry interface for the management and inspection of that registry.
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This documnet uses the C programming language (see ISO/IEC 9899) to specify the data structures and
function calls that form the BioAPI interfaces.

Clause 6 describes the BioAPI architectural model and its components, and the interfaces that are
specified between these components.

Clause 7

defines the data structures used in the BioAPI.

Clause 8 defines the function calls initiated by an application and supported by a conforming BioAPI
Framework that are either handled internally by the BioAPI Framework (for example enumeration of

installed

Clause
Framew

Clause 1
Clause 1

Annex A
used by
function

NOTE 3

Annex B
Format

in this gart of ISO/IEC 19784, together with the (platform-independent) bit-pattern representation g
such a r¢cord for storage and transfer.

Annex ( is informative, and provides a general tutorial on a number of aspects of the BioARI
specificqtion.

Annex I) is informative, and provides examplé)code to illustrate calling sequences and to provide
implemg¢ntation guidance.

Annex E

This rey
ISO/IEC
the defd
ISO/IEC
2.2 fron

BIoOAPT components) or mapped to a function provided by a BSP.

[

) defines the function calls supported by a conforming BSP (and invoked by the BioAH
ork in response to a call from a biometric application).

0 specifies the form of the biometric component registry and the component registry interfacg.
1 defines the handling of events and error returns.

| is normative, and specifies details of conformance requirements and¢{proformas that can b
the vendor of a BioAPI Biometric Application, Framework, or BSP coniponent to identify thos
s and biometric record formats that shall be supported.

D

A separate IS, ISO/IEC 24709, addresses conformance testing for this'BioAPI specification[2].

is normative, and specifies the BioAPI Biometric Informadtion Record (BIR) as a CBEFF Patro
n accordance with ISO/IEC 19785-1. It provides a description of the biometric record specifie

—_

provides an ASN.1 specification.of the BioAPI Biometric Information Record (BIR).

\\.

ision is a merged documefitiof ISO/IEC 19784-1: 2006, ISO/IEC 19784-1: 2006/Amd 1: 200
19784-1: 2006/Amd 2:2009, and ISO/IEC 19784-1: 2006/Amd 3 2010. But in this documen
cts in ISO/IEC 19784-17 2006/Amd 3 are corrected. BioAPI 2.0 means specification froy
19784-1: 2006/Amd-2:2009, BioAPI 2.1 from ISO/IEC 19784-1: 2006/Amd 1: 2007, and BioAR
ISO/IEC 19784+1:2006/Amd 3 2010.

—_— > <
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Information technology — Biometric application
programming interface —

Part 1:

Scope

his document defines the Application Programming Interface (API) and Service/Provider IE)terface
(PPI) for standard interfaces within a biometric system that support the provision of that bjometric
slystem using components from multiple vendors. It provides interworking between such components
through adherence to this and to other International Standards.

or use in a system that does not include a BioAPI Framework (called a framework-freg BioAPI
slystem), only the SPI interface is applicable, with applications<interfacing directly to that in a
latform-specific manner.

OTE1 Many clauses and/or sub-clauses of this document™are not applicable for implementation of a
framework-free BioAPI system. These are identified at the head ofthe clause of sub-clause.

he BioAPI specification is applicable to a broad ‘range of biometric technology types. It is also
plicable to a wide variety of biometrically enabled applications, from personal devices, [through
etwork security applications, to large complex identification systems.

=

his document supports an architecture in which a BioAPI Framework supports multiple simultaneous
iometric applications (provided by different vendors), using multiple dynamically installed and
paded (or unloaded) Biometric Service-Provider (BSP) components and BioAPI Units (proyided by
ther different vendors), possibly using one of an alternative set of BioAPI Function Provider (BFP)
omponents (provided by other vendors) or by direct management of BioAPI Units.

Q 0O = o =

=z

OTE2  Where BioAPI Units.are provided by a different vendor fom a BSP, a standardised BioAPI |Function
rovider Interface (FPI) maylbe nheeded. This is outside the scope of this document, but is specified by ldter parts
br the different categories\of FPI.

bz Nav]

NOTE3  Where a BioAPI Framework is not used in a system, the ability to support multiple applications and
ultiple BSPs is platform-dependent and depends on the nature of the system-integration techniques employed.

his documentTis not required (and should normally not be referenced) when a complete bjometric
slystem is¢being procured from a single vendor, particularly if the addition or interchange of bjometric

ardware; “services, or applications is not a feature of that biometric system. (Such systpms are
spmetimes referred to as "embedded systems".) Standardisation of such systems is not in the|scope of
this-document.

This document does not define security requirements for biometric applications and biometric service
providers.

NOTE 4 SO 19092 provides guidelines on security aspects of biometric systemsl[3].

The performance of biometric systems (particularly in relation to searches of a large population to
provide the biometric identification capability) is not in the scope of this document. Trade-offs between
interoperability and performance are not in the scope of this document.

This document specifies a version of the BioAPI specification that is defined to have a version number
described as Major 2, Minor 0, or version 2.0. It also specifies a version number described as Major 2,
Minor 1, or version 2.1 that provides an enhanced Graphical User Interface. It also specifies a version
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number described as Major 2, Minor 2, or version 2.2 that provides features supporting fusion and
security. Some clauses and sub-clauses apply only to one of these versions, some to two or more. This is
identified at the head of the relevant clauses and sub-clauses.

NOTES5  Earlier versions of the BioAPI specification were not International Standards.

NOTE 6 The differences between the requirements of the 2.0 specification and the 2.1 specification for
framework-free operation relate only to the biometric type values and encodings.

Conformance requirements are specified in Clause 5.

2 Normative references

[

The follpwing documents are referred to in the text in such a way that some or all of their conter]
constitutes requirements of this document. For dated references, only the edition cited\dpplies. Fg
undated references, the latest edition of the referenced document (including any amendments) appliey.

—

ISO/IEC|10646:2017, Information technology — Universal Coded Character Set (UCS)

ISO/IEC|19785-1, Information technology — Common Biometric Exchange Formats'’Framework — Part ]:
Data elelnent specification

[SO/IEC|19785-4:2010, Information technology — Common Biometric Exchange Formats Framework
Part 4: Security block format specifications

3 Ternms and definitions

For the purposes of this document, the following terms and-definitions apply.

ISO and [[EC maintain terminological databases for use'in standardization at the following addresses:

— IEC [Electropedia: available at http://www.etectropedia.org/

— SO Online browsing platform: available at https://www.iso.org/obp

NOTE 1 | Function names and data elementhames are not included here, but are defined within the body of th
document.

[72)

NOTE 2 | Many of these terms and definitions are not relevant for the use of this document for framework-frele
BioAPI systems.

4.1
ACBio instance
report generated by d biometric processing unit (BPU) compliant to ISO/IEC 24761 to show the validitly
of the result of oréyor more subprocesses executed in the BPU

[SOURCE: ISO/IEC 24761]

4.2
adaptation

template adaptation

use of a BIR produced from a newly captured and verified biometric sample to automatically update or
refresh a reference template

Note 1 to entry: This procedure is used to minimize the effects of template aging.

4.3

attach session

temporary association between an application, a single BSP, and a set of BioAPI Units that are managed
either directly or indirectly by that BSP
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4.4

authentication context for biometrics

ACBio

international standard that specifies the form and encoding of ACBio instances

[SOURCE: ISO/IEC 24761]

4.5
BioAPI component

018(E)

component of the BioAPI architecture with a defined interface that can be supplied by a separate vendor

and which is subject to conformance testing

4.6

BioAPI Function Provider

BFP

domponent that manages one or more BioAPI Units of a specific category

=z

ote 1 to entry: Interfaces to BioAPI Function Providers are standardizéd in subsequent part
50/1EC 19784 series.

—

Note 2 to entry: BFPs are categorized according to the categories of BicAPI Units that they manage (see

4.7
BioAPI Unit
dbstraction of a hardware or software resource that is diréctly managed by a BSP or BFP

Note 1 to entry: Notel to entry: BioAPI Units are categorized (see 6.3.2) and include sensor units, arch
atching algorithm units and processing algorithm uiiits.

.8
iographic data (BioAPI 2.2)
on-biometric data that potentially affects a biometric operation

9
iographic BIR (BioAPI 2.2)
on-biometric BIR that potentially affects a biometric operation

10
iometric
ertaining to the figld)of biometrics

A1
iometric Data Block
DB
lock ofidata with a defined format that contains one or more biometric samples or biometric tq

Note 1 to entry: BioAPI components include BioAPI applications, the BioAPI Framework, BSPs, and.BFP{.

s of the

6.3.4).

ve units,

mplates

ote,I*to entry: Notel to entry: ISO/IEC 19784 does not support BDB formats that are not an integral m

ultiple of

iahcbits,

=)

Note 2 to entry: There is no requirement that a BDB format be self-delimiting.

Note 3 to entry: Each part of the ISO/IEC 19794 series standardises one or more BDB formats. Vendor specific

formats can also be specified and identified.

Note 4 to entry: Within BioAPI, the BDB is “opaque” to the application and is therefore sometimes referred to as

an opaque biometric data block.
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4.12

Biometric Information Record

BIR

data structure containing one or more BDBs, together with information identifying the BDB formats,
and possibly further information such as whether a BDB is signed or encrypted

Note 1 to entry: See ISO/IEC 19785-1.

Note 2 to entry: This document defines a BIR format (see 7.7) that supports only a single BDB. ISO/IEC 19785-1
defines a more general BIR format that supports multiple BDBs within the BIR, and the above definition is used
in commpn by the two International Standards. When the term BIR 1s used in this document, it normally refeqs
to the spgcific BIR format defined by BioAPI (see Annex B), not to an arbitrary BIR. The term BioAPI BIR issused
where clarity is needed.

412.1
referenre BIR
BIR whdse BDB(s) contains one or more biometric templates

4.12.2
sample BIR
BIR whdse BDB(s) contains only biometric samples that are not templates

413
biometric processing unit
BPU
entity that executes one or more subprocesses that perform a biometric verification at a uniform lev¢l
of securfty

Note 1 toentry: See ISO/IEC 24761.
Note 2 toentry: A sensor, a smart card, and a comparison device are examples of BPUs.

4.14
biometric sample
informafion obtained from a biometric senser; either directly or after further processing

Note 1 toentry: See also raw biometric sample, intermediate biometric sample, and processed biometric samplg.

4.14.1
biometric template
biometrjc sample or combination of biometric samples that is suitable for storage as a reference fq
future cpmparison

—

4.14.2
intermgdiate biometric sample
biometrjc sampleoptained by processing a raw biometric sample, intended for further processing

4.14.3
processed-biometric sample

: 1 e 1l £ :
biometrte Sampre-sttrtapre ror-comparisotr

4.14.4
raw biometric sample
biometric sample obtained directly from a biometric sensor

Note 1 to entry: The formats for raw biometric samples are not currently standardised, and depend on the nature
of the biometric device and the vendor of that device. They may in the future be standardised as part of the
standardisation of specific biometric devices.

4.14.5
reference template
biometric template that has been stored
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4.15
biometric sensor
biometric hardware used to capture raw biometric samples from a subject

Note 1 to entry: The term ‘biometric device’ is used interchangeably with this term.

4.16
Biometric Service Provider
BSP

component that provides biometric services to an application through a defined interface by managing

ne or more BioAPI Units directly, or through interfaces to BioAPI Function Providers

17
iometrics
tomated recognition of individuals based on their behavioural and biological chatacteristics

18

PU IO Index
ihteger assigned to each biometric data stream between BPUs by the subject, such as softwar
tilizes the function of the BPU so that the validator can reconstruct the'ddta flow among BPUs

ote 1 to entry: See ISO/IEC 24761.

echanism by which a component that exposes an API invoKes a function within a component t
that API, where the address of that function has been previously passed as an input parameter
flinction call

ote 1 to entry: This mechanism enables a BioAPI coniponent to communicate with another BioAPI cg
her than by invoking an API function, usually inreSponse to an event or interrupt.

.20

mponent registry
information maintained by the BioARl)Framework concerning the BioAPI components that are 3
n a biometric system

.21
ecision BIR (BioAPI 2.2)
IR which contains decisien in the BDB

(reversible) \transformation of data by a cryptographic algorithm to produce ciphertext, i.e.
information content (protect the confidentiality) of the data

ot€™1 to entry: Encryption algorithms consist of two processes: encryption (or encipherment) which tr

e, which

hat uses
fan API

mponent

ivailable

hide the

hnsforms

laintext into ciphertext, and decryption (or decipherment) which transforms ciphertext to plaintext.

Note 2 to entry: Encryption may be used for either security or privacy reasons.

4.23

enrollment

process of collecting one or more biometric samples from an individual, and the subsequent cons
of a biometric reference template which can then be used to verify or determine the individual’s

truction
identity

Note 1 to entry: The reference template would normally be stored by a biometric application, a BSP supporting

an archive BioAPI Unit, or both.
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4.24

False Match Rate

FMR

measure of the probability that a biometric matching process will incorrectly identify an individual or
will fail to reject an impostor

Note 1 to entry: Within BioAPI, FMR is used as a means of specifying scores and thresholds (see C.4).
Note 2 to entry: Historically, False Acceptance Rate (FAR) has also been used with a similar definition, but FMR

is the preferred term in International Standards. Similarly for False Rejection Rate (FRR), as opposed to the
preferrel False Non-Match Rate (FNMR].

4.25
handle
parametfer returned by a BioAPI function (A say) that can be used by the BioAPI application in
subsequlent function call to identify a BioAPI component or data element within the component A

2¥)

Note 1 tgentry: Types of handles include:

— BIR|Handle, generated by a BSP to select or access a BIR within that BSP;

— BSP|Attach Session Handle, for an attach session;

— DB_Handle, generated by a BSP to select or access a BIR database controlled by that BSP.

4.26
identify
identifitation

one-to-mhany process of comparing a submitted biometric sample against a reference population t
determiphe whether the submitted biometric sample matches any of the reference templates in thg
referende population in order to determine the identity:of the enrollee whose template was matched

=+ O

Note 1 tgentry: This is often called an "identification match" or "identifymatch".

4.27

match
matching
one-to-dne process of comparing a submitted biometric sample against a single biometric referenge
templat¢ and scoring the level of similarity

Note 1 tq entry: An accept or reject“decision would then normally be based upon whether this score exceedsfa
given thrjeshold.

Note 2 td entry: Matching-algorithms and their effect on False Match Rate and False Non-Match Rate scores arle
currently not standardised.

Note 3 tg entry: Sée also identify (4.22) and verify (4.33).

4.28
payload
data, provided at the time of enrolment and associated With a Teference tempiate, which can be released
upon a successful biometric verification

Note 1 to entry: Examples of payloads include user names, accounts, passwords, cryptographic keys, or digital
certificates (see C.5).

4.29

score

score data

scoring

value indicating the degree of similarity or correlation between a biometric sample and a biometric
reference template
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4.30
score BIR (BioAPI 2.2)
BIR which contains score in the BDB

4.31
secure BioAPI (BioAPI 2.2)
BioAPI API and SPI interfaces that include the security features defined for version 2.2 of BioAPI

4.32

security block
lock of data with a defined format that contains security information (for example, ielated to
cryption or integrity) related to a BIR

ote 1 to entry: See ISO/IEC 19785-1.

.33
If-contained device
mbination device which includes a biometric sensor and all or part of the BSP functionality

ote 1 to entry: A self-contained device may include the ability to not only €apture a biometric, byt also to
rocess, match, and/or store it. This functionality is typically implemented inthardware/firmware.

.34

ignature

igital signature
ata appended to, or a cryptographic transformation of, aldata unit that allows the recipient of|the data
nit to prove the origin and integrity of the data unit and\protect against forgery, e.g. by the re¢ipient

ote 1 to entry: Digital signatures may be used for/purposes of authentication, data integrity, and non-
repudiation.

.35

threshold
redefined value which establishes the‘degree of similarity or correlation (that is, a score) n¢cessary
fbr a biometric sample to be deemed@match with a biometric reference template

.36

niversally unique identifier
UID

28-bit value generated-in accordance with ISO/IEC 9834-8 and providing unique values between
slystems and over time

37

erify
erification
ne-to-one, process of comparing a single submitted biometric sample against a biometric reference
tpmplate-to determine whether the submitted biometric sample matches the reference template

ote)l to entry: This is often called a "verification match" or "verifymatch".

4.38

interworking standards

standards that modify the behaviour of the BioAPI Framework (and BioAPI conformance requirements)
to support the use of communications links to enable an application to interact with a remote BSP using
a standardised protocol

4.39

test-verify

test-verification

one-to-one process of comparing a single biometric sample against a candidate of a biometric reference
template at enrollment to determine whether the candidate template matches the test sample
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4.40
enroll type
value denoting a pattern of suboperations performed by a BSP during an enroll operation

4 Symbols and abbreviated terms

ACBio Authentication Context for Biometrics
API Application Programming Interface
BDB Biometric Data Block
BFP BioAPI Function Provider
BIR Biometric Information Record
BPU Biometric Processing Unit
BSP Biometric Service Provider
CBEFF Common Biometric Exchange Formats Framework
FMR False Match Rate
FPI Function Provider Interface
GUI Graphical User Interface
ID Identity/Identification/Identifier
IRI Internationalized Resource Identifier (se€ RFC 3987)
MAC Message Authentication Code
MOC Match on Card
PID Product ID
SB Security Block
SBH Standard Biometric Header
NOTE Thisterm and abbreviation is imported from ISO/IEC 19785-1.
SPI ServieeProvider Interface
UuID Universally Unique Identifier

5 Conformance

5.1 Annex A specifies the conformance requirements for BioAPI components claiming conformance to
this document.

5.2 This document uses the C programming language (see ISO/IEC 9899) to specify the interfaces that
it defines. A BioAPI component can conform to this document by the provision or use of that interface
with languages other than the C programming language, provided that the component on the other side
of such an interface can use the interface through the detailed C programming language specification
given in this document. (See also 7.1.)
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6 The BioAPI architecture

6.1 The full BioAPI API/SPI Architectural Model

6

.1.1 The BioAPI incorporates an API/SPI model], illustrated in Figure 1.

Biometric Application Biometric Application

(il d

=09 0 o

Q=

BioAPI Framework

BSP BSP BSP
. - Device Device
Device Device 1 N

Figure 1 — BioAPI API/SPI Model

OTE The structure belpwcthe SPI is simplified in Figure 1. The options (and standardized inter
he internal structure of the BSPs are presented in Figure 2.

.1.2 A full BioAPTsyStem consists of BioAPI components providing standardized interfaces.

honolithic BSPS,

OTE Standardized interfaces to allow the functions of a BSP to be provided by independer]
pmponentsare described in 6.3.

018(E)

Faces) for

Figure 1

hows interactions-between three sorts of BioAPI components: the BioAPI Framework, applications, and

t BioAPI

6

.1:3 The API specifies the interface between the BioAPI Framework and a biometric apy

lication.

1

Framework supports the functions in the API specification.

he application is written to invoke the Tunctions in the API specification (see Clause 8]. The BioAPI

6.1.4 The SPI provides the interface between the BioAPI Framework and BSPs. The BioAPI Framework
invokes the functions in the SPI specification (see Clause 9). The BSP supports the functions of the SPI

S

pecification.

6.1.5 The BioAPI Framework provides for management of BSPs and for the mapping of function calls
from an API function to an SPI function addressed to the appropriate BSP.
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6.1.6 An application can access the functionalities of a BSP (through the BioAPI Framework) only after
the BSP has been loaded and attached (see clauses 8.1.5 8.1.7 (BioAPI 2.1 or less), and 8.1.8 (BioAPI 2.2
or greater). When the application no longer requires the use of the BSP, it is detached and unloaded (see
clauses 8.1.6 and 8.1.9).

6.1.7 An application may load (and attach to) more than one BSP at a time. A BSP may be attached to
more than one application at a time.

NOTE Interactions between an application and an attached BSP are normally independent of other
interacti P11o thVVCCll that ayy};\.atiuu aud Uthcl BSPD, Ul thVVUCll that BSP aud Uthcl ayy};bat;uuo, CA\'C}It VVh

there is dontention for a physical device managed by the BSP.

6.1.8 The functions specified in document support the presence in a biometric system of:
a) asimgleBioAPI Framework with an associated component registry;

b) dynpmic execution and termination of multiple simultaneous biometric applications interworkinig
with that BioAPI Framework;

c) theldynamic installation, deinstallation (and associated loading and unteading) of multiple BSP
intefworking with that BioAPI Framework;

v

-t

d) sigraling from a BSP to the BioAPI Framework (and hence to running biometric applications)
evelts related to the dynamic connection and disconnection<of BioAPI Units (see clause 6.6)
marnaged by that BSP;

e) proyiding graphical information to the application aboutran ongoing enrollment, verification, dr
idertification operation.

NOTE It is expected that the most common use of thi§ API will be for a single application to control on
BSP with at most one BioAPI Unit of each biometric catégory accessed through that BSP. However, support fd
an applidation to access multiple BSPs, each capable of managing multiple BioAPI Units (but only one of eac
category|for a given attached session) will facilitate:such applications as physical access control, especially whe
networked devices are employed.

==

6.2 The framework-free BioAPI Architectural Model

6.2.1 The framework-free architecture recognises the use of BioAPI-conforming BSPs that provide
(a defingd subset of) the SPlintérface for integration into systems in which other components are nqt
standardlised.

6.2.2 The conformanee requirements in this case are reduced to the minimum necessary for reliable
BSP opefation, and‘apply only to BSPs.

6.2.3 Theatehitecture within a BSP (see 6.3) still applies, but many BSPs intended for use in framework:
free syst1ems are likely to be (but need not be) monolithic implementations from a single vendor.

6.3 The BioAPI BSP Architectural Model

6.3.1 BioAPI Units are the abstraction of biometric devices and are the basic building blocks presented
to an application by a BSP. They encapsulate and hide software and hardware resources (of various types
- sensor device, archive device, etc.).

6.3.2 Each BioAPI Unit models or encapsulates a single (or none) piece of hardware and any necessary
software. The following are the currently defined categories of BioAPI Unit:

— sensor unit;
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— archive unit;
— matching algorithm unit;
— processing algorithm unit.

NOTE It is likely, but not required, that the first two units will be associated with detachable hardware, and
that the last two units will not have any associated hardware.

6.3.3 A BioAPI Unit may be managed internally by a BSP (direct management of the BioAPI Unit) or
may be managed by an associated BioAPI Function Provider (BFP) (indirect management of the BioAPI
Unit). The BioAPI Function Provider Interfaces (FPIs) are specified in subsequent parts of ISO/IE( 19784.

(@

.3.4 A BFP can manage multiple BioAPI Units of a given category (but not more than orie in anty attach
ession for a given application). BFPs are categorized according to the categories ofthe BioAPI Units that
hey can manage. The following are the current categories of BFPs:

[ i)

-+ sensor BFP;
-+ archive BFP;
-+ matching algorithm BFP;

-+ processing algorithm BFP.

§4.3.5 The BioAPI FPIs for each of the categories of BFP.are specified in other parts of ISO/IEC 19784. All
HPIs support access to one or more (but not more thamone in any attach session for a given application)
HioAPI Units in the addressed BFP.
_BIoAPIBSP
K\
Internal BSP F “"Cﬁ"’&\o External BSP Functions

— | —— T — — i SFPI AFPI PFPI MEP]

: rocesgin Matching | !

! | Sensor Archive | |Algorithtn| |Algorithm | —— — S— *

E Function Function Function Function | i

; : Sensor Archive Processin Matchir{g

e ---?_FJ ------------------------ BFP || BFP || A]gonthm | | A]gorithm ||

(S IS P | BFP |__.| BFP| |_,

\ } [\ ] /r Algo / / Algo |/

______________________________________________________________________________________________________________________

Figure 2 — Illustration of BSP architecture

6.3.6 A BSP that supports multiple BioAPI Units (either directly managed or through BFPs) supports
the SPI interface that enables an application to select a particular BioAPI Unit (one of each category) for
an attach session. The application may indicate BioAPI_DONT_CARE for the BioAPI Unit of a particular
category, in which case the BSP selects the BioAPI Unit to be used.

6.3.7 If the implementer of a BSP claims (see clause 7.71) to support a particular category of BioAPI
Unit, then the BSP is required either to be able to manage a BioAPI Unit of that category directly or to be
able to interact with a BFP of a corresponding category through an associated (standardized) FPL.
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6.3.8 There is a BioAPI API function and corresponding SPI function (and in some cases FPI functions)
(see clauses 8.1.14 and 9.3.1.9) that allow an application to send/request control/status information
to/from a BioAPI Unit using the BioAPI API and SPI (and FPI). This is in addition to the normal biometric
operations. The parameters of the control functions are not standardized. If either the BSP or BFP (if
involved) does not support this control function, an error is returned (see clause 6.7 for further details).

6.3.9 When a BSP attach session or a BSP attach secure session is established, at most one BioAPI Unit
of each category is selected (see clause 8.1.7 and 8.1.8).

NOTE 1

(provide
the parti
the necef

NOTE 2
yet. Ther
have ext¢

Thisarchitecture requites that the FPHmterfaces attow the BSPtopass toa BFP-thetdentificatio
 through the BioAPI and the BioSPI interface) of the precise BioAPI Unit that is to be used. This implie
cular camera, scanner, storage device, etc. that is to be used. Subsequent parts of ISO/IEC 19784 defin
sary functions of the FPI for each category of BFP.

At the time of standardizing this document, the FPIs for application of ISO/IEC 24761 arenot specifie|
efore ISO/IEC 24761 is applicable only to the BSPs which implement internal BSP func¢tiehs and do nd
rnal BFPs attached because an ACBio instance shall be generated in a BioAPI Unit.

6.4 The component registry

NOTE
non-stan

6.4.1

6.4.2
registry
NOTE

(shared)
Framew

6.4.3
biometr

NOTE
the mean

6.4.4
that rety

a) info
b) detz

c) detd

The component registry function in a framework-free system is eithermet’available, or is provided b
dardised interfaces to platform-dependent functions. This sub-clausets hot relevant for such systems.

[he component registry contains information about installéd)BSPs and BFPs.

n the BioAPI model, there is a single BioAPI Framework and a single associated componer
in a biometric system.

In a real computer system, there may be multiple\.component registries, either supported by the sam
BioAPI Framework code, or by different BioAPI(Eramework code (perhaps old and new versions of th
rk). This is modelled as multiple biometric systems in a single real computer system.

t is a BioAPI requirement that there;shall be no interaction or interference between differen
c systems implemented in a single;veal computer system.

Where a real computer systencontains multiple biometric systems, the possible sharing of code an|
s by which an application is(bound to one or other biometric system is an implementation matter.

[he following information can be obtained by an application from BioAPI Framework function
rn information in the component registry (see clauses 8.1.3,8.1.4, and 8.1.11):

rmation aboGtthe BioAPI Framework itself;
ils of allinstalled BSPs;
ilsof'all installed BFPs.

D »n S

-

=

® @

t

[o]

NOTE

nformatton about instatted BFPScamalso be obtained by a BSPthrougira caliback mecanism.

6.4.5 The following information can be obtained by an application from BioAPI Framework functions

that are

passed via the SPI to a specific BSP (see clauses 8.1.12 and 8.1.10):

a) details of all the installed BFPs that are supported by that BSP;

b) details of all BioAPI Units that are in the inserted state and are accessible through that BSP (either
directly or through a supported BFP).

12
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6.4.6 The information listed in clauses 6.4.4 and 6.4.5 can be obtained by an application using functions
that can be called at the following times:

a) information about the framework itself can be obtained at any time after BioAPI_Init or BioAPI_
InitEndpoint (in BioAPI 2.1 or greater) (see clause 8.1.3);

b) details of all installed BSPs can be obtained at any time after BioAPI_Init or BioAPI_InitEndpoint
(in BioAPI 2.1 ;r greater) (see clause 8.1.4);

c) details of all installed BFPs can be obtained at any time after Bi;API_Init or BioAPI_InitEndpoint
(in b1oAPI 2.1 or greater) (see clause 8.1.11);

d) details of all the installed BFPs that are supported by each BSP can be obtained at-any time after
BioAPI_BSPLoad (see clause 8.1.12) of that BSP;

NOTE1  Multiple BSPs can be simultaneously loaded by an application.

NOTE 2  This implies that when a BioAPI_BSPLoad occurs, the BSP uses the FRI'to load all the BHPs that it
is capable of using.

g) details of all BioAPI Units that are in the inserted state and that-areaccessible through gach BSP
(either directly or through a supported BFP) can be obtained (by.guoting the BSP UUID) at ainy time
after BioAPI_BSPLoad (see clause 8.1.10) of that BSP.

4.5 BSP and BFP Installation and De-installation

NOTE The installation and de-installation functions in aframework-free system are either not avdilable, or
e provided by non-standardised interfaces to platform-dependent functions. This sub-clause is not relevant for
spch systems.

.5.1 On installation of a BSP or BFP, a UUD"is required (a parameter of BioAPI_Util InstallBSP and
ioAPI_Util_InstallBFP) to identify the BSP-ar BFP. If there is an attempt to install a BSP or BFP jwith the
spme UUID as an already installed BSP or{BFP, then the install shall fail (return an error). If the same BSP
r BFP is installed on multiple biomettie-systems, then it may or may not (but should) have the samne UUID
n all systems. The UUID is required-to be distinct across all BSPs and BFPs in a single biometric gystem.

.5.2 The installation of a BSP is done by calling a BioAPI Framework function (see clause 10{2.1) and
supplying details of the BSP_(the BSP schema, specified in clause 7.22 (BioAPI 2.0) and 7.23 (BipAPI 2.1
r greater).

OTE This funetien call is standardized, but its invocation is typically from an installatiop wizard
plication ratherthan a normal biometric application.

(@

.5.3 Whena BSP is newly installed, it will typically be activated by the installation process using
nplementdtion-dependent mechanisms and can then use a callback mechanism (see clause P.2.2) in
rder to-obtain information from the Framework about installed BFPs.

o =

NOEE his on canbeca atany time toenable a BSP toupda interna ormatio at it might
maintain. The format and content (and even the existence) or such internal information is not standardized and

is purely a matter for the BSP.

6.5.4 After successful installation or de-installation of a BSP or BFP, the next call from any application
or BSP retrieving information from the component registry shall return correct information related to a
newly installed BSP or BFP and no information about an uninstalled BSP or BFP (see clauses 8.1.4 and
8.1.11).

6.5.5 There are no mechanisms to inform an installed BSP (whether currently in use or not) about the
installation of new BFPs or the de-installation (see also clause 6.5.6) of existing BFPs. Responsibility for

© ISO/IEC 2018 - All rights reserved 13


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

determining what BFPs are installed resides solely with the BSPs using the BFP Enumeration Handler
callback (see clause 9.2.2).

6.5.6 There is a BioAPI API function (see clause 10.2.1) that can be called by an application (for
example, a de-installation wizard) to inform the BioAPI Framework that a BSP has been uninstalled. The
BioAPI Framework will update the component registry. There are no standardized functions to inform
BSP instances in the working memory of running applications about the de-installation of a BFP that it is
using, and the effect of uninstalling a BFP that is in use by a BSP is implementation-dependent.

NOTE c 2 2 THretatedt= e AT
as such dirivers and hardware can also be under the control of other install FPs. This area is outside“th
standardization of BioAP], and is again implementation-dependent.

U U DLV

g

¢

6.6 BS$P Load and BioAPI Unit Attachment

NOTE These functions in a framework-free system are either not available, or are(provided by nor
standardised interfaces to platform-dependent functions. This sub-clause is not relevant for'such systems.

6.6.1 The actions of an application wishing to perform biometric operations.are*(in order):

a) initjalize access to the BioAPI Framework (see clause 8.1.1);

b) identify and load one or more BSPs (see clauses 8.1.4 and 8.1.5), optionally specifying a callback
event handler to receive callbacks when defined events (see clause 7.35) occur related to that BSP
(for|example, insertion or removal of a BioAPI Unit that can‘be accessed through that BSP). Whep
callback event handlers are specified, the application will teceive notifications about all insertions

or removals that the associated BSPs become aware of;

c) attaich a BSP together with at most one BioAPI Unit of each category (either directly or indirectly
accgssed by that BSP);

NOT[E1  ‘attach a BSP’ means ‘establish an attach session to a BSP'.

d) follgwing the attach, the other BioARIL function calls can be made with reference to the attache
BSP| and will be handled by the attached BSP using the identified BioAPI Units of the require
catdgory.

jergen

ot

NOTE 2  Itis possible for an.-application to establish multiple simultaneous attach sessions with differer
BSP$ (or even with the same BSP).

NOTE3  AnnexD provides sample calling sequence code.
6.6.2 loading a BSP-(see clause 8.1.5) enables the application to subsequently obtain full informatio

about the BioAPL-Units that can be accessed (directly or indirectly) through that BSP, either through
Framewprk queryor by a callback notification from the BSP (or both).

-

[s9)

[72)

6.6.3 ABioAPI Unit can be used if and only if any hardware or software resource that it depends on i
currently available In the system. This 1s modeled by saying that the BIOAPT Unit Is In the inserted state.

6.6.4 When an application attaches a BSP it may indicate that the BioAPI Unit to be selected for any
particular BioAPI Unit category should be determined by the BSP. This is called "selecting a default
BioAPI Unit using BioAPI_DONT_CARE”".

NOTE The only difference between selecting a specific BioAPI Unit (that is in the inserted state) of a given
category and selecting the default BioAPI Unit using BioAPI_DONT_CARE is that the decision on which BioAPI
Unit to use is taken by the BSP. There is no other difference.

6.6.5 The event notification about each inserted BioAPI Unit includes its schema.
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NOTE It is possible that the physical insertion of some piece of hardware (for example, a smartcard that
can support both archiving and matching) might produce two separate and different event notifications. The

application may not be able to relate these two events to the same physical device.

6.6.6 On BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPl 2.2 or greater), the application is
required to select at most one BioAPI Unit of each category that is currently in an "inserted" state (or
to select BioAPI_DONT_CARE) and is managed by that BSP or by an associated BFP. The BSP then either
accesses that BioAPI Unit (for directly managed BioAPI Units), or else interacts with the associated BFP

in order to access that BioAPI Unit.

€4.6.7 The information content of removal notification includes (see clause 7.38):

a) the BioAPI UnitID;

low

) eventtype (remove);

d callback context.

(@1

.6.8 The occurrence of a removal event notification for a BioAPI Unit.that forms part of tl

[millwel

han BioAPI_BSPDetach and BioAPI_GetBIRFromHandle.
6.7 Controlling BioAPI Units

4.7.1 A function (see clauses 8.1.13 and 9.3.1.8) is available in the BioAPI API, SPI, and FPIs th{
an application to control a BioAPI Unit through a BSP. "A"BSP is not required to support this func
iflentifies such support in its schema (see clauses 7.22{BioAPI 2.0), 7.23 (BioAPI 2.1 or greater), a

NOTE The schema may not be available in frainework-free systems.

€4.7.2 This function contains specific control codes, buffer contents, and return values, but th
and meaning of these are identified by-a UUID and may be vendor specific. There are no stan
UUIDs for this function in this version of this document.

6.8 BIR Structure and Handling

(@

.8.1 BIR Structure

he BIR that crosses the API and SPI is a C data structure stored in memory using pointers to
lements. The-BIR structure recommended for storage and transfer between computer syst
erialization.of that C data structure and is shown graphically in Figure 3 below. In addition to {
pecifieddnjthe C structure, length fields are included in the recommended storage and transfe

w_n_ O

o =z

he BioAPI BIR. Representation of the BioAPI BIR in the API and SPI uses the datastructure specified in g

e set of

ioAPI Units used in an attach session requires that the application issue no further function cdlls other

It enable
fion, and
nd 7.70).

e format
lardized

various
Fms is a
he fields
" format.

OTE Annex B specifies the BioAPI Patron Format which is recommended for storage and transnpission of

lause 7.7.
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Figiire 3 — Biometric Information Record (serialized BIR for storage and transmission)

The Starjdard Biometric Header (SBH) contains informationgdescribing the contents of the following BDB.

The BDH contains the biometric sample whose formatiis defined by the Format ID field of the SBH. This
may be 4 standard or proprietary format.

NOTE Standard BDB formats are defined in ISO/AEC 19794.

The secprity block (SB) is optional (its~absence is indicated by a zero length field), and containfs
parameters associated with the signing and/or encryption of the BIR. The format of the SB is determined
by the Format field of the SBH. The BIR Data Type indicates whether the BIR is signed and/or thie
BDB is encrypted (see clause 7.13):

The firsf length field is the length of the entire BIR, not including this length field itself. The second
length field, which is located-after the header and before the BDB, is the length of the BDB (not includi
the length field itself). The‘third length field, which is located after the BDB and before the SB, is t
length of the SB (not iricluding the length field itself).

6.8.2 IR Data Handling

When a BSPcreates anew BIR, it returns a “handle” to it. Most local operations can be performed withoyt
moving fheBIR out of the BSP. (BIRs can be quite large, so this is a performance advantage.) Howeve,
if the application needs to manage the BIR (either to store it in an application database, to pass it to
another BSP, or to send it to a server for verification/identification, possibly via the Framework using
ISO/IEC 24708l6]), it can acquire the BIR using the handle (in the function BioAPI_GetBIRFromHandle).
If just the header information is needed, it can be retrieved using BioAPI_GetHeaderFromHandle.

Whenever an application needs to provide a BIR as input to a BioAPI function, it can be done in one of
three ways:

a) by reference to its handle (if it is in the BSP being invoked),
b) by reference to its key value (UUID) in an open BIR database (controlled by the BSP being invoked), or
c) by supplying the BIR itself using the C structure BioAPI_BIR.
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7 BioAPI types and macros

NOTE Many of these types and macros are not relevant for the implementation of a BSP designed to work in
a framework-free BioAPI system.

7.1 BioAPI

Definition of the BioAPI calling conventions.

#ifdef WIN32

define BioAPI _ stdcall
else

define BioAPI

endif

Note that interworking of C programs from different vendors in general depends on choicgs made
(pometimes selectable by statements in the C header) on the in-core representation (for ¢xample,
fdadding between data elements, parameter passing mechanisms, and us€ of registers or stacks). On
rhany operating systems, there is a well understood default for such choices that is in comrpon use,
which should be used. Where there is no recognized default, the optignythat represents data structures
without padding between data elements should be used.

7.2 BioAPI_ACBio_PARAMETERS (BioAPI 2.2)

.2.1 Structure giving information which is used to geherate ACBio instances

tfypedef struct bioapi acbio parameters {
uint32 t Challenge([4];

uint32 t *InitialBPUIOIndexOutput;
uint32 t *SupremumBPUIOIndexOutput;

}| BioAPI ACBio PARAMETERS;

1.2.2 Definitions

-+ Challenge - Challenge from thealidator of a biometric verificatioin when ACBio is used. This value
shall be set to the field contrelvalue of type ACBioContentInformation in ACBio irfstances.

—+ InitialBPUIOIndexOutput\~"The initial value of BPU IO index which is to be assigned to thge output
from the BioAPI Unit,;BFP, or BSP when the ACBio instances are generated. The range between
Initial BPUIOIndexOutput and SupremumBPUIOIndexOutput shall be divided into the numbdr of BSP
Units and BFPswhich are attached to the BSP, and assigned to the BSP Units and BSPs.

-+  SupremumBPUIOIndexOutput - The supremum of BPU 10 indexes which are to be assigndd to the
output from the BioAPI Unit, BFP, or BSP when the ACBio instances are generated.

7.3 BioAPI_ASN1_BIR (BioAPI 2.2)

A container for biometric data, (or non-biometric data) that may affect a biometric operation, encoded
in ASN.1 DER. The BioAPI_ASN1_BIR structure is used when a BioAPI API with security functionality
is used. The BioAPI_ASN1_BIR structure associates a length, in bytes, with the address of an arbitrary
block of contiguous memory which contains an ASN.1 encoded BIR of type BioAPI-BIR, specified
in Annex E. The ASN.1 encoded BIR consists of an SBH of type BioAPIBIRHeader, a BDB of type
BiometricData, and an SB of type CBEFFSecurityBlock. The BDB may contain raw sample
data, partially processed (intermediate) data, completely processed data, score data (resulting from
a matching or fusion operation), decision data (resulting from a decision or fusion operation), or
biographic data which can be provided as input to a biometric operation to modify its behavior. The
BioAPI_ASN1_BIR may be used to enroll a user (thus being stored persistently), or may be used to verify
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or identify a user (thus being used transiently). It may also be stored and used later to provide feedback

to subse

NOTE

typedef

quent biometric operations. Type BioAPI_ASN1_BIR is an alias of type BioAPI_DATA.

The ASN.1 type BioAPI-BIR corresponds to the C structured type BioAPI_BIR element by element.

BioAPI DATA BioAPI ASN1 BIR;

7.4 BioAPI_ASN1_ENCODED (BioAPI 2.2)

A container for ASN.1 DER encoded data. The BioAPI_ASN1_ENCODED structure is used to express

informa

jon about crvptographic kevs. The BioAPI _ASN1_ENCODED structure associates a length, i

bytes, w
data. Ty

typedef
7.5 Bi

7.5.1
installed

typedef

} Bi

7.5.2
— BFP
— BFP

7.6 Bi

7.6.1

typedef

}Bio

ith the address of an arbitrary block of contiguous memory which contains an ASN.1 encodefd
be BioAPI_ASN1_ENCODED is an alias of type BioAPI_DATA.

BioAPI_DATA BioAPI_ASN1_ENCODED;
oAPI_BFP_LIST_ELEMENT

dentifies a BFP, giving its category and UUID. A list is returned by a BSP,when queried for thle
BFPs that it supports.

struct biocapi bfp list element ({
BioAPI CATEGORY BFPCategory;
BioAPI UUID BFPUuid;

bAPI BFP_LIST ELEMENT;

Definitions
Category - Defines the category of the BioAPI Unit that'the BFP supports.

Juid - UUID of the BFP in the component registry:
oAPI_BFP_SCHEMA

nformation about a BFP, maintained’in the component registry.

struct bioapi bfp schema {
BioAPI_UUID BFPUuid;

BioAPI CATEGORY BFPCategory;

BioAPI STRING BFPDescgription;

hint8 t *Path;

BioAPI VERSION Spe&Version;

BioAPI STRING ProddctVersion;

BioAPI STRING.V€ndor;

BioAPI BIR BIOQMETRIC DATA FORMAT *BFPSupportedFormats;
hint32 t NumMStupportedFormats;

BioAPI BAR({BIOMETRIC TYPE FactorsMask;
BioAPI_WUID BFPPropertyID;

Bi0oARELDATA BFPProperty;

LPPA\BFP SCHEMA;

7.6.2

Dafinitions

FCITIIITCIOITY

— BFPUuid - UUID of the BFP.

— BFPCategory - Category of the BFP identified by the BFPUuid.

— BFPDescription - A NUL-terminated string containing a text description of the BFP.

— Path - A pointer to a NUL-terminated string containing the path of the BFP file, including the
filename. The path may be a URL. This string shall consist of ISO/IEC 10646 characters encoded in
UTF-8 (see ISO/IEC 10646:2017, Annex D).

NOTE1 When BioAPI_BFP_SCHEMA is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.

18

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

— SpecVersion-Major/minorversion number ofthe FPIspecification to which the BFP wasimplemented.
NOTE 2  FPI specifications will be issued as subsequent, additional parts of the ISO/IEC 19784 series.

— ProductVersion - The version string of the BFP software.

— Vendor - A NUL-terminated string containing the name of the BFP vendor.

— BFPSupportedFormats - A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT structures
specifying the supported BDB formats.

-+ NumSupportedFormats - Number of supported formats contained in BFPSupportedForniatk.
+ FactorsMask - A mask which indicates which biometric types are supported by the BFP.
-+ BFPPropertyID - UUID of the format of the following BFP property.

-+ BFPProperty - Address and length of a memory buffer containing the BFR ‘property. Th¢ format
and content of the BFP property can either be specified by a vendor or can‘be specified in @ related
standard.

1.7 BioAPI_BIR

.7.1 A container for biometric data, or non-biometric data that may affect a biometric opefation. A
HioAPI_BIR consists of a BioAPI_BIR_HEADER, a BDB, and{an optional SB. The BDB may contain raw
spmple data, partially processed (intermediate) data, completely processed data, score data (resulting
from a matching or fusion operation), decision data (resulting from a decision or fusion operation), or
Hiographic data which can be provided as input to.a“biometric operation to modify its behayior. The
BioAPI_BIR may be used to enroll a user (thus being stored persistently), or may be used to Verify or
iflentify a user (thus being used transiently). It tnay also be stored and used later to provide feefback to
sjubsequent biometric operations.

1.7.2 The BDB and SB are an integral number of octets and are of variable length, up to 2**3241 octets.
If the SB contains a signature, it is calculated on the combined BioAPI_BIR_HEADER and BDB.

tlypedef struct biocapi bir {

BioAPI BIR HEADER [He&ader;

BioAPI DATA BiomgtydcData;

BioAPI DATA SecdurftyBlock; /* SecurityBlock.Data=NULL if no SB */
} BioAPI_BIR;

=z

OTE1 The BioAPI BIR contains the information needed for a CBEFF Patron Format as defined in the|Common
iometric Exchange Formats Framework (CBEFF), ISO/IEC 19785-1. See Annex B for the specificatipn of the
HioAPI BIR Patron Format, including internetworking and storage formats.

wel

NOTE 2_\. The format of the BiometricData and SecurityBlock are determined by the BioAPI_BIR_BIOMETRIC_
OATA. FORMAT and BioAPI_BIR_SECURITY_BLOCK_FORMAT elements of the BioAPI_BIR_HEADER respectively.

NOTE 3 CBEFF (ISO/IEC 19785-1) ailows the possibility of different BIR formats from tiat supported by
BioAPI. Conversion between the BioAPI BIR format and other BIR formats is specifed in ISO/IEC 19785-1.

7.8 BioAPI_BIR_ARRAY_POPULATION

An array of BIRs, generally used during identification operations (as input to BioAPI_Identify or
BioAPI_IdentifyMatch as part of BioAPI_IDENTIFY_POPULATION).

typedef struct bioapi bir array population ({

uint32 t NumberOfMembers;

BioAPI BIR *Members; /* A pointer to an array of BIRs */
} BioAPI BIR ARRAY POPULATION;
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7.9 BioAPI_BIR_BIOMETRIC_DATA_FORMAT

Defines the format of the data contained within the “opaque” biometric data block (BDB) of the BioAPI
BIR, BiometricData element.

typedef

struct bioapi bir biometric data format ({

uintl6 t FormatOwner;
uintl6 t FormatType;
} BiOAPI_BIR_BIOMETRIC_DATA_FORMAT;

Format(
assignec

NOTE 1

owner” and “CBEFF_BDB_format_type” in ISO/IEC 19785-1.

NOTE 2
for funct

7.10 Bi

Provide

element).

typedef
uint
uint
} BioAP

#defi
#defi

The con
This val
from an

Product
Organiz
register

NOTE 1

register for one Format/Product Owner value (a Biometric Organization identifier) that can be used in both fields.

NOTE 2
BDB_pro

7.11 Bi

[72)

whner values are assigned and registered by the CBEFF Registration Authority. Format Type-]
| by the Format Owner and may optionally be registered.

The BioAPI BIR Biometric Data Format corresponds to a combination of the “CBEFF_BDBformaf_

This structure is primarily used within a BIR header; however, it is also used as_dn\input parametg
ons that capture biometric data.

—

oAPI_BIR_BIOMETRIC_PRODUCT_ID

5 the product identifier (PID) for the BSP that generated the BDB in-the BIR (the BiometricDatp

struct bioapi bir biometric product ID {
L6 t ProductOwner;

L6 t ProductType;

[ BIR BIOMETRIC PRODUCT ID;

he BioAPI NO PRODUCT OWNER AVAILABLE (0%x0000)
he BioAPI NO PRODUCT TYPE AVAILABLE (0x0000)

Hition NO VALUE AVAILABLE shall be indicated by setting the value of all components to zer¢.
e shall be used only for BIRs that are not originally generated by a BioAPI BSP, but originat
bther source and have been transformed into a BioAPI BIR. BSPs shall not use this value.

D

Owner values are assigned and registered by the CBEFF Registration Authority as Biometric
htion identifiers. Product~Type is assigned by the Product Owner and may optionally b
bd.

[¢)

Product IDs are analogous to Format IDs and the registration process is the same. A single vendor ca

=

The BioAPKBIR Biometric Product ID corresponds to the “CBEFF_BDB_product_owner” and “CBEF}_
duct_type” iwtSO/IEC 19785-1.

oAPI/BIR_BIOMETRIC_TYPE (BioAPI 2.0)

This sub

A mask that describes the set of biometric types (factors) contained within a BioAPI BIR or supported
by a BSP.

typedef

#define BioAPI NO_TYPE AVAILABLE
#define BioAPI TYPE MULTIPLE

#define BioAPI TYPE FACIAL FEATURES
#define BioAPI_TYPE VOICE

#define BioAPI TYPE FINGERPRINT
#define BioAPI TYPE IRIS

#define BioAPI TYPE RETINA

#define BioAPI TYPE HAND GEOMETRY

20

uint32 t BioAPI BIR BIOMETRIC TYPE;

0x00000000
0x00000001
0x00000002
0x00000004
0x00000008
0x00000010
0x00000020
0x00000040
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#define BioAPI TYPE SIGNATURE DYNAMICS (0x00000080)
#define BioAPI TYPE KEYSTOKE DYNAMICS (0x00000100)
#define BioAPI TYPE LIP MOVEMENT (0x00000200)
#define BioAPI TYPE THERMAL FACE IMAGE (0x00000400)
#define BioAPI TYPE THERMAL HAND IMAGE (0x00000800)
#define BioAPI TYPE GAIT (0x00001000)
#define BioAPI TYPE OTHER (0x40000000)
#define BioAPI TYPE PASSWORD (0x80000000)

NOTE1 BioAPI_TYPE_MULTIPLE is used to indicate that the biometric samples contained within the BDB (BIR
i i i i i i i it{eg, fi rintand
facial data). Location of the individual samples within the BDB is specified by the Format Owner and,identified by
the value of the Format Type.

OTE2 The condition NO VALUE AVAILABLE is indicated by setting the value to zero. BIRs thaf are not
iginally created by BioAPI BSPs should use this value when transformed into a BioAPJ, BIR if Biomefric Type
information is not available in the original source record. Transformed BIRs whose/hiometric type|does not
cprrespond to one of the defined types shall use the value for OTHER.

NOTE 3  The BioAPI BIR Biometric Type corresponds to the “CBEFF_BDB_biometric_type” in ISO/IEC [19785-1.

7.12 BioAPI_BIR_BIOMETRIC_TYPE (BioAPI 2.1)
his subclause applies only when the BioAPI version number in Use is 2.1 or greater.

mask that describes the set of biometric types (factors)contained within a BioAPI BIR or sypported
y a BSP.

@ wille >SN

Ih the following definition of BioAPI_BIR_BIOMEZTRIC_TYPE, the condition NO VALUE AVAILABLE
i$ indicated by setting the value to zero. BIRs that are not originally created by BioAPI BSP should
yse this value when transformed into a BioARL BIR if Biometric Type information is not available in
the original source record. Transformed BIRS*whose biometric type does not correspond to one of the
defined types shall use the value for OTHER:
tlypedef uint32 t BioAPT BIR BIOME®RIC TYPE;

#define BioAPT NO BIOTYPE AVATLABLE (0x00000000)

#define BioAPT TYPE MULTIPLE BTIOMETRIC TYPES (0x00000001)

#define BioAPT TYPE FACE (0x00000002)

#define BioAPI TYPE VQICE (0x00000004)

#define BioAPT TYPE (FINGER (0x00000008)

#define BioAPT TYPF, IRIS (0x00000010)

#define BioAPI TY¥PE RETINA (0x00000020)

#define BioAPF_RYPE HAND GEOMETRY (0x00000040)

#define BioXPI~TYPE SIGNATURE SIGN (0x00000080)

#define BYORPT TYPE KEYSTROKE (0x00000100)

#define B#OAPT TYPE LIP MOVEMENT (0x00000200)

#defin€ BioAPT TYPE GATT (0x00001000)

#defind " BioAPT TYPE VEIN (0x00002000)

#défine BioAPT TYPE DNA (0x00004000)

#define BioAPT TYPE EAR (0x00008000)

#define BioAPT TYPE FQOT (0x00010000)

#define BioAPTI TYPE_ SCENT (0x00020000)

#define BioAPT TYPE OTHER (0x40000000)

#define BioAPT TYPE PASSWORD (0x80000000)

NOTE1 BioAPI_TYPE_MULTIPLE_BIOMETRIC_TYPES is used to indicate that the biometric samples contained
within the BDB (BIR BiometricData) include biometric samples from more than one type of biometric sensor unit
(e.g., fingerprint and facial data). Location of the individual samples within the BDB is specified by the Format
Owner and identified by the value of the Format Type.

NOTE 2  The BioAPI BIR Biometric Type corresponds to the “CBEFF_BDB_biometric_type” in ISO/IEC 19785-1.

© ISO/IEC 2018 - All rights reserved 21


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

NOTE3  Although “password” is not a biometric characteristic, BlioAPI_TYPE_PASSWORD is included as a valid
BioAPI_BIR_BIOMETRIC_TYPE to support its use a) for development & test environments, and b) as an additional
authentication factor within a BioAPI application.

NOTE4  The names of several biometric types are different in BioAPI 2.1 or greater from the names used in
BioAPI 2.0, with no change in semantics, and several new biometric types are present in BioAPI 2.1 or greater.
Finally, the "thermal” types are present in BioAPI 2.0 but are absent from BioAPI 2.1 or greater. These differences
are in order to align with ISO/IEC 19785-1.

NOTE5 The names of the following values differ between BioAPI 2.0 and BioAPI 2.1 or greater, but their
semanticsis-the-same~The BiocARI 2 1 or grnafor names are a]ignnr‘ with IQnI/”:‘F 197951 ({‘RF‘E‘E}

Name in BioAPI 2.0 Name in BioAPI 2.1 or greater Encoding
MULTIPLE MULTIPLE_BIOMETRIC_TYPES 0x00000001
FACIAL_FEATURES FACE 0x00000002
FINGERPRINT FINGER 0x00000008
SIGNATURE_DYNAMICS SIGNATURE_SIGN 0x00000080
KEYSTROKE_DYNAMICS KEYSTROKE 0x00000100

NOTE 6 | The following values are not present BioAPI 2.0 but are present in BioARI'2.1 or greater for consistendy
with ISOfIEC 19785-1 (CBEFF).

Added value Encoding
NO_BIOTYPE_AVAILABLE 0x00000000
VEIN 0x00002000
DNA 0x00004000
EAR 0x00008000
FOOT 0x00010000
SCENT 0x00020000

7.13 B1oAPI_BIR_DATA_TYPE

7.13.1 This data type is used for three different purposes:

a) itidpntifies the type of biometric sample (raw, intermediate, processed, score data, decision data gr
biographic data) that is centained in the BDB;

b) itidentifies whether,theBioAPI BIR is encrypted and/or signed;
c) itidpentifies whether or not an index value is included as part of the BIR header.
NOTE If the BIR)has been encrypted by a BSP, it may not be readable by an application or by another BSP.

7.13.2 Exdctly one of the three flags raw”,
a BIR da
call, a BloAPIERR INVALID_BIR error shall be returned

1ntermed1ate and "processed"” shall be set. If a BIR carryinj

NOTE BIRs that are not originally created by a BioAPI BSP but have been transformed from another data
format and for which sample type information is not available may not have set a flag. (BioAPI BSPs set one of the
three flags.)

7.13.3 Each of the flags "encrypted” and "signed" may or may not be set.

7.13.4 The ‘index’ flag shall be set if an index is present in the BIR header and not set if no index is
present in the BIR header.
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typedef uint8 t BioAPI BIR DATA TYPE;

#define BioAPI BIR DATA TYPE RAW 0x01
#define BioAPI BIR DATA TYPE INTERMEDIATE 0x02
#define BioAPT BIR DATA TYPE PROCESSED 0x04
#define BioAPI BIR DATA TYPE SCORE 0x08

( )
( )
( )
( )
#define BioAPI BIR DATA TYPE DECISION (0x09)
( )
( )
( )
( )

#define BioAPI BIR DATA TYPE BIOGRAPHIC 0x0A
#define BioAPT BIR DATA TYPE ENCRYPTED 0x10
#define BioAPI BIR DATA TYPE SIGNED 0x20
#defineBioAPI BIR INDEX PRESENT 0x80

NOTE1 The BioAPI BIR Data Type corresponds to a combination of the “CBEFF_BDB_precess
“CBEFF_BDB_encryption_options”, and “CBEFF_BIR _integrity_options” in ISO/IEC 19785-1.

OTE2  BioAPI_BIR_DATA_TYPE_DECISION (BioAPI 2.2 or greater) and BioAPI_BIR_DATA.TYPE_BIO
BioAPI 2.2 or greater) have two bits on while others have only one bit on.

— =

NOTE 3  BioAPI_BIR_DATA_TYPE_SCORE is used in BioAPI 2.2 or greater.

71.14 BioAPI_BIR_HANDLE
A handle to refer to a BioAPI BIR or an ASN.1 encoded BIR that exists“within a BSP.

NOTE A handle that identifies a BIR is a positive non-zero value. Other values of BioAPI_BIR_HA]
reserved for exception indications (currently only -1 and -2).

tlypedef int32 t BioAPI BIR HANDLE;

#define BioAPI INVALID BIR HANDLE Prl)
#define BioAPI UNSUPPORTED BIR HANDLE (=2)

7.15 BioAPI_BIR_HEADER

Standard information which describes theycontent of the opaque biometric data (BDB) that follg
information is readable by the applieation and is provided to allow it to make processing and
decisions regarding the BIR. The héader is not encrypted by the BSP.

tlypedef struct bioapi bir header {

BioAPI VERSION HeaderVeksion;
BioAPI BIR DATA TYPE(Type;

BioAPI BIR BIOMETRIC)DATA FORMAT Format;
BioAPI QUALITY Qu@ality;

BioAPI BIR PURPOSE Purpose;

BioAPI BIR BFOMETRIC TYPE FactorsMask;
BioAPI BIR/BIOMETRIC PRODUCT ID ProductID;
BioAPI DTG €reationDTG;
BioAPI BIR SUBTYPE Subtype;

BioARL DATE ExpirationDate;
BioARL"BIR SECURITY BLOCK FORMAT SBFormat;
BiOAPI UUID Index;

}| BLOAPI BIR HEADER;

bd_level”,

GRAPHIC

NDLE are

ws. This
routing

NOTE1 The BioAPI BIR Header corresponds to the SBH in CBEFF, ISO/IEC 19785-1.

NOTE 2  Expiration date corresponds to the ‘Valid to’ portion of the “CBEFF_BDB_validity_period” in

ISO/IEC 19785-1. The Index field corresponds to the “CBEFF_BDB_index” in ISO/IEC 19785-1.
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NOTE 3 It is possible that a BioAPI BIR may exist that has not been created by a BioAPI BSP but has been
transformed from another data format. In this case, some of the header fields that are optional in CBEFF
(ISO/IEC 19785-1) but required by BioAPI may not be present. For this reason, NO_VALUE_AVAILABLE or default
values have been identified for these fields (within their corresponding data structures). However, all BIRs
created by BioAPI BSPs shall include valid data for these fields and shall not use the NO VALUE AVAILABLE value.
(The exceptions to this are BioAPI_QUALITY and BioAPI_BIR_SUBTYPE, which are optional in the BioAPI BIR
header.) If such a non-BioAPI generated BIR is provided as an input parameter to a BioAPI BSP, the BSP may
return an “Invalid BIR” error.

NOTE4  The storage format for the BIR includes explicit length fields, which are not necessary in the C

< A s R £ +tha RID o+ £ rS
Structurg-See—————-rorthe BHstorasetormat

7.16 B1oAPI_BIR_PURPOSE

7.16.1 A value which defines the purpose for which the BioAPI BIR is intended (when used:as an inpy
to a BiofPI function) or is suitable (when used as an output from a BioAPI function or'\within the BI
header)

A+

typedef| uint8 t BioAPI BIR PURPOSE;

#define BioAPI PURPOSE VERIFY

#defihe BioAPI PURPOSE IDENTIFY

#defihe BioAPI PURPOSE ENROLL

#defihe BioAPI PURPOSE ENROLL FOR VERIFICATION ONLY
#define BioAPI PURPOSE ENROLL FOR IDENTIFICATION ONLY
#defihe BioAPI PURPOSE AUDIT

#defihe BioAPI PURPOSE DECIDE

#defihe BioAPI NO PURPOSE AVAILABLE

~ AN~~~ o~ —~
O J AW b WDN
—_ — e — — — —

The confition NO VALUE AVAILABLE is indicated by setting the value to zero. This value is used only
for BIRs|that are not originally generated by a BioAPIBSP, but originate from another source and havie
been transformed into a BioAPI BIR. BSPs shall not\use this value.

NOTE BioAPI_PURPOSE_DECIDE is used in BioAPI 2.2 or greater.

7.16.2 The Purpose value is utilized in‘two ways. First, it is used as an input parameter to allow the
applicatjon to indicate to the BSP the purpose for which the resulting BIR is intended, thus allowi
the BSP|to perform the appropriate capturing and/or processing to create the proper BIR for this
purpose} The second use is within the BIR header to indicate to the application (or to the BSP duri

subsequlent operations) what purpose the BIR is suitable for. For example, some BSPs use different BD
formats |[depending on whether the data is to be used for verification or identification, the latter generall
including additional information to enhance speed or accuracy. Similarly, many BSPs use different dat
formats|depending on‘whether the data is to be used as a sample for immediate verification or as
referende template for future matching (i.e., enrollment).

[SSY)

NOTE The BioAPI BIR Purpose in a BIR header corresponds to the “CBEFF_BDB_purpose” in ISO/IEC 19784
1. The na|mes differ slightly since the BioAPI BIR contains a single BDB, but the semantics are the same.

7.16.3 Restrictions on the use of BIR data of a particular purpose include:
a) All purposes are valid in the BIR header.

b) Purposes of BioAPI_PURPOSE_VERIFY and BioAPI_PURPOSE_IDENTIFY are only valid as input to
the BioAPI_Capture function.

c) Purposes of BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY,
and BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY are only valid as input to the BioAPI_
Capture, BioAPI_Enroll, and BioAPI_Import functions.

d) The BioAPI_PURPOSE_AUDIT purpose is not valid as input to any function, but is only used in the
BIR header.
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e) The BioAPI_Process, BioAPI_CreateTemplate, BioAPI_ProcessWithAuxBIR (BioAPI 2.1

or less),

BioAPI_ProcessUsingAuxBIRs (BioAPI 2.2 or greater), BioAPI_Decide (BioAPI 2.2 or greater), and

BioAPI_Fuse (BioAPI 2.2 or greater) functions do not have Purpose as an input parameter,
the Purpose field from the BIR header of the input CapturedBIR.

but read

f) The BioAPI_Process and BioAPI_ProcessUsingAuxBIRs (BioAPl 2.2 or greater) function may

accept as input any intermediate BIR with a Purpose of BioAPI_PURPOSE_VERIFY or
PURPOSE_IDENTIFY, and shall output only BIRs with the same purpose as the input BIR.

The BioAPI CreateTemplate function may accept as input any intermediate BIR with a

BioAPI_

Purpose

of BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, er
PURPOSE_ENROLL_FOR_IDENTFICATION_ONLY, and shall output only BIRs with the same
as the input BIR.

H) If a BIR is suitable for enrollment for either subsequent verification or subsequént identi
then the output BIR shall have a Purpose of BioAPI_PURPOSE_ENROLL.

i} All score BIRs and decision BIRs must have the Decide purpose. Biographic BIRs may
purpose. No other types of BIRs may have the Decide purpose.

71.17 BioAPI_BIR_SECURITY_BLOCK_FORMAT

=

efines the format of the data contained within the security block (SB) of the BioAPI BIR (Secur
lement).

[0)

tflypedef struct biocapi bir security block format |
uintl6 t SecurityFormatOwner;

uintl6 t SecurityFormatType;

}| BioAPI BIR SECURITY BLOCK FORMAT;

]

Fneither the ‘encrypt’ or ‘signed’ flag are setwithin the BioAPI_BIR_DATA_TYPE field of the BIR
hen the SecurityFormatOwner and SecuxityFormatType are each set to 0x0000 and no secur
b present.

— =+

ecurityFormatOwner values an€ assigned and registered by the CBEFF Registration Auth

OTE1 Security FormatDs are analogous to Format IDs and the registration process is the same
endor can register for one Format/Product/Security Owner value (a Biometric Organization identifier

S
H
(the Biometric Organization}:ahd may optionally be registered.
\
V]
be used in all associated fields.

=z

OTE2 The-Cantent of the Security Block itself can include a digital signature or message authe
pde (calculated on the BIR Header + BDB), BDB encryption parameters (e.g., encryption algorithm, ke
and/or BIRintegrity parameters (e.g., algorithm ID, keyname, version).

(@]

NOTE 3>~ The BioAPI BIR Security Block Format in a BioAPI BIR header corresponds to the “CBEFF_SH
owner’ and “CBEFF_SB_format_type” in ISO/IEC 19785-1.

BioAPI_
Purpose

fication,

ave any

ityBlock

Header,
ty block

ority as

iometric Organization identifiers. Security Format Type is assigned by the Security Format Owner

A single
that can

ntication
y length),

_format_

7.18 BioAPI_BIR_SUBTYPE (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.

7.18.1 This identifies a subtype within the BDB type (specified in the BioAPI_BIR_BIOMETRIC_TYPE).

Its values and their meaning are defined by the specifier of that BDB type.

7.18.2 Each of the feature flags BioAPI_BIR_SUBTYPE_LEFT and BioAPI_BIR_SUBTYPE_RIGHT may or

may not be set (zero, one, or both).

7.18.3 Either none or exactly one of the five finger subtypes may be set.

© ISO/IEC 2018 - All rights reserved
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typedef

uint8 t BioAPI BIR SUBTYPE;
#define BioAPI BIR SUBTYPE LEFT 0x01
#define BioAPI BIR SUBTYPE RIGHT 0x02
#define BioAPI BIR SUBTYPE THUMB 0x04
#define BioAPI BIR SUBTYPE POINTERFINGER 0x08

( )
( )
( )
( )
#define BioAPI BIR SUBTYPE MIDDLEFINGER (0x10)
( )
( )
( )
( )

#define BioAPI BIR SUBTYPE RINGFINGER 0x20
#define BioAPI BIR SUBTYPE LITTLEFINGER 0x40
#define BioAPI BIR SUBTYPE MULTIPLE 0x80
#define BioAPI NO SUBTYPE AVAI LABLE 0x00

NOTE 1
originall
informat

NOTE 2

NOTE 3

for funct
when eit
used as a

7.19 Bi
7.19.1

7.19.2
Its value

NOTE
ISO/IEC

typedef

#defi
#defi
#defi
#defi
#defi
#defi
#defi
#defi
#defi
#defi
#defi
#defi

7.19.3
interpre]

The condition NO VALUE AVAILABLE is indicated by setting the value to zero. BIRs that are\nd
 created by a BioAPI BSP but have been transformed from another data format and for whiclf subtyp
on is not available may use this value.

D e~

The BioAPI BIR Subtype corresponds to the “CBEFF_BDB_biometric_subtype” in ISOAEGC 19785-1.
This structure is primarily used within a BIR header; however, it is also used as an input parametdr
ons that capture biometric data. The BioAPI_NO_SUBTYPE_AVAILABLE value is.wused in the BIR headgr

her this field is not applicable or information is not available. BioAPI_NO_SUBTYPE_AVAILABLE is alsp
function parameter when the application allows the BSP to determine which subtype is to be capturedl.

oAPI_BIR_SUBTYPE (BioAPI 2.1)
[his subclause applies only when the BioAPI version number’in use is 2.1 or greater.

[his identifies a subtype within the BDB type (specified in the BioAPI_BIR_BIOMETRIC_TYPE).
s and their meaning are defined by the specifier ,ofthat BDB type.

=2

In the BioAPI 2.1 definition of this type, multiple bits can be set. This definition is aligned wit
[9785-1.

uint8 t BioAPI BIR SUBTYPE;

he BioAPI BIR SUBTYPE VEIN ONLY)MASK — (0x80)
he BioAPI BIR SUBTYPE LEFT MASK (0x01)
he BioAPI BIR SUBTYPE RIGET MASK (0x02)
he BioAPI BIR SUBTYPE THUMB (0x04)
he BioAPI BIR SUBTYPE~PQINTERFINGER (0x08)
he BioAPI BIR SUBTYPESMIDDLEFINGER (0x10)
he BioAPI BIR SUBTY{PE RINGFINGER (0x20)
he BioAPI BIR SUBTYPE LITTLEFINGER (0x40)
he BioAPI BIR_SUBTYPE VEIN PALM (0x04)
he BioAPI BIXK 3UBTYPE VEIN BACKOFHAND (0x08)
he BioAPI B¥R-SUBTYPE VEIN WRIST (0x10)
he BioAPZ WO SUBTYPE AVAILABLE (0x00)

[his strueture is a bitmask, with the bits defined as shown below. Bit 7 is used to indicate thle
tation(of the lower-order bits. Bit positions zero (0) and one (1) always indicate left and right

respecti

élyy When bit position 7 is not set, these bit positions may apply to any biometric type; howeve,

bit positions 2-6 are specific to the finger and vein biometric types. When bit position 7 is set, then the
remaining bit positions apply to the vein biometric type only.

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 . . . . .
Little Rin Middle Pointer Thumb Right Left
(Any) 8 8
: L Reserved Reserved Wrist Back of Hand Palm Right Left
(Vein only)
NOTE Vein biometric data can be obtained from the fingers (Bit 7 set to zero), or from the wrists, palm, or

backs of either hand (Bit 7 set to 1).
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7.19.4 Zero or more bits may be set. The abstract value NO VALUE AVAILABLE is indicated by setting all
bits to zero.

NOTE The abstract value NO VALUE AVAILABLE can be used with BIRs that are not originally created by
a BioAPI BSP but have been transformed from another data format. It can also be used when none of the other
values are applicable or information is not available.

7.19.5 The bit positions BioAPI_BIR_SUBTYPE_THUMB through BioAPI_BIR_SUBTYPE_LITTLEFINGER
can be used to identify the instance(s) of a biometric type related to the fingers.

NOTE The BioAPI BIR Subtype corresponds to the “CBEFF_BDB_biometric_subtype” in ISO/IEC 19785-1.

.19.6 If one or more of the bit positions BioAPI_BIR_SUBTYPE_THUMB through BioAPI_BIR_SUBTYPE_
ITTLEFINGER are set, then either or both the bit positions BioAPI_BIR_SUBTYPE, LEFT_MASK and
ioAPI_BIR_SUBTYPE_RIGHT_MASK shall also be set. When only the former is set;the subtype value
esignates one or more fingers of the left hand. When only the latter is set, the subtype value dgsignates
ne or more fingers of the right hand. When both are set, the value designatesone or more fingers of
oth hands (the same finger locations in both).

OO0 Q. o= s\

OTE It is not possible to designate, for example, a set of fingers con§isting of the index finger df the left
and and the medium finger of the right hand.

= =z

.19.7 When a value with multiple finger bits set occurs in a BIR hieader (or is used as an input pdrameter
f a BioAPI function that performs capture), it is not strictly rfequired that all the specified finger ihstances
e actually present in the BDB of the BIR (or be actually.captured). However, it is recommended that all
he designated finger instances be present in the BDB.except in the case of missing fingers andl similar
xceptional situations. Likewise, if the subtype fieldof'a BIR designates multiple fingers, it is acceptable
br the BDB of that BIR to include data about an eXtra finger if the subject happens to have six flngers in
is or her hand.

leui-elolailonlieoN |

.19.8 If none of the finger bit positionsBioAPI_BIR_SUBTYPE_THUMB through BioAPI_BIR_SUBTYPE_
ITTLEFINGER are set, then the bit_positions BioAPI_BIR_SUBTYPE_LEFT_MASK and BioAPI_BIR_
UBTYPE_RIGHT_MASK can be used‘to identify an instance of a biometric type for which thete is one
eft instance and one right instanee)(for example, iris), or also the single instance of a biometric|type for
Uhich there is only one instanee (for example, face).

< N = N\

.19.9 Vein data taken from one or more fingers is indicated by setting bit position 7 to zero, sefting one
r both of bit positions 0 and 1, and setting one or more of the finger bit positions (3-7). Vein ddta taken
fom one of the othefsources (wrist, palm, or back of hand) is indicated by setting bit position [/ to one,
etting one or bethiof bit positions 0 and 1, and setting one of bit positions 3-5 as appropriate).

. _=h O ]

OTE1 BiBs'that are not originally created by a BioAPI BSP but have been transformed from another data
rmat and for which subtype information is not available can use the NO VALUE AVAILABLE condition.

= =z

NOTE 2~ The BioAPI BIR Subtype corresponds to the “CBEFF_BDB_biometric_subtype” in ISO/IEC 19785-1.

OTE 2 Mhic chyaaodiin 3o et ol o daazithin o DID basdas. bhovzaaxe i+ 10 aloa hond oo o 100 Bsarameter
TS TS StHu e e S pPatrny St Wit a o taat, oweverSarSowSseaas=atpurpa

for functions that capture biometric data. The BioAPI_NO_SUBTYPE_AVAILABLE value is used in the BIR
header when subtype information is not available. BioAPI_NO_SUBTYPE_AVAILABLE is also used as a function
parameter when the application allows the BSP to determine which subtype is to be captured.

7.19.10 The use of the bit position BioAPI_BIR_SUBTYPE_MULTIPLE is not recommended when
the BioAPI version number in use is 2.1 or greater.

7.20 BioAPI_BIR_SUBTYPE_MASK (BioAPI 2.1)
This subclause applies only when the BioAPI version number in use is 2.1 or greater.

The type BioAPI_BIR_SUBTYPE_MASK is defined as follows.
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typedef uint32 t BioAPI BIR SUBTYPE MASK;

#define BioAPI BIR SUBTYPE LEFT BIT 0x0001
#define BioAPI BIR SUBTYPE RIGHT BIT 0x0002
#define BioAPT BIR SUBTYPE LEFT THUMB BIT 0x0004
#define BioAPI BIR SUBTYPE LEFT POINTERFINGER BIT 0x0008

( )
( )
( )
( )

#define BioAPI BIR SUBTYPE LEFT MIDDLEFINGER BIT (0x0010)
( )
( )
( )
(

#define BioAPI BIR SUBTYPE LEFT RINGFINGER BIT 0x0020
#define BioAPT BIR SUBTYPE LEFT LITTLEFINGER BIT 0x0040
#define BioAPI BIR SUBTYPE RIGHT THUMB BIT 0x0080
#define BioAPI BIR SUBTYPE RIGHT POINTERFINGER BIT 0x0100)

#define BioAPT BTR SURTYPE RTGHT MIDDLEEFTINGER BTT (0x0200)
#Hefine BioAPT BIR SUBTYPE RIGHT RINGFINGER BIT (0x0400)
#Hefine BioAPI BIR SUBTYPE RIGHT LITTLEFINGER BIT (0x0800)
#Hefine BioAPI BIR SUBTYPE LEFT VEIN PALM BIT (0x00001000)
#Hefine BioAPI BIR SUBTYPE LEFT VEIN BACKOFHAND BIT (0x00002000)
#Hefine BioAPT BIR SUBTYPE LEFT VEIN WRIST BIT (0x00004000)
#Hefine BioAPI BIR SUBTYPE RIGHT VEIN PALM BIT (0x00008000)
#fefine BioAPI BIR SUBTYPE RIGHT VEIN BACKOFHAND BIT (0x00010000)
#flefine BioAPI BIR SUBTYPE RIGHT VEIN WRIST BIT (0x00020000)

NOTE 1 | The VEIN values are not present in BioAPI 2.0.

The bit positions BioAPI_BIR_SUBTYPE_LEFT_BIT and BioAPI_BIR_SUBTYPE_RIGHT_BIT can be use
to ident|fy the instance of a biometric modality for which there is one-left" instance and one "right

instancdg.

NOTE 2 | Iris and hand geometry are examples of such modalities.

The othé¢r bit positions (from BioAPI_BIR_SUBTYPE_LEFT_THWMB_BIT through BioAPI_BIR_SUBTYPH_
RIGHT_LITTLEFINGER_BIT) can be used to identify the instance of a biometric modality related to thie

fingers.

NOTE 3 | Fingerprintis one such modality.

The valye zero (no bit positions set) can be uséd“with biometric modalities for which there is only one

instancd.

NOTE 4 | Signature/sign is one such modality.

7.21 B1oAPI_BOOL

This datja type is used to indicate a true or false condition.
typedef| uint8 t BioARI_BOOL;

#define BioAPI (FALSE (0)
#defihe BioARTN\TRUE (!BioAPI FALSE)

7.22 BjoAPL.BSP_SCHEMA (BioAPI 2.0)

This subctause applies only when the BioAPI version number in use is 2.0.

=

7.22.1 Information about a BSP, maintained in the component registry.

typedef struct bioapi bsp schema {
BioAPI UUID BSPUuid;
BioAPI STRING BSPDescription;
uint8 t *Path;
BioAPI VERSION SpecVersion;
BioAPI STRING ProductVersion;
BioAPI STRING Vendor;
BioAPI BIR BIOMETRIC DATA FORMAT *BSPSupportedFormats;
uint32 t NumSupportedFormats;
BioAPI BIR BIOMETRIC TYPE FactorsMask;
BioAPI OPERATIONS MASK Operations;
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BioAPI OPTIONS MASK Options;
BioAPI FMR PayloadPolicy;
uint32 t MaxPayloadSize;
int32 t DefaultVerifyTimeout;
int32 t DefaultIdentifyTimeout;
int32 t DefaultCaptureTimeout;
int32 t DefaultEnrollTimeout;
int32 t DefaultCalibrateTimeout;
uint32 t MaxBSPDbSize;
uint32 t MaxIdentify;
}BioAPI BSP SCHEMA;

1.22.2 Definitions

-+ BSPUuid - UUID of the BSP.
-+ BSPDescription - A NUL-terminated string containing a text description of the BSP.

-+ Path - A pointer to a NUL-terminated string containing the path of thefile containing|the BSP
executable code, including the filename. The path may be a URL. This-string shall c¢nsist of
ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017,(Annex D).

NOTE1  When BioAPI_BSP_SCHEMA is used within a function call, the, component that receivef the call
allocates the memory for the Path schema element and the calling comiponent frees the memory.

-+ SpecVersion — Major/minor version number of the BioAP[)specification to which the BSP was
implemented.

-+ ProductVersion - The version string of the BSP software.
+ Vendor - ANUL-terminated string containing the name of the BSP vendor.

-+ BSPSupportedFormats - A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT structures
specifying the supported BDB formats.

2]

—+ NumSupportedFormats - Number of supported formats contained in BSPSupportedFormat
—+ FactorsMask- A mask which indicates which biometric types are supported by the BSP.

1 Operations - A mask which indicates which operations are supported by the BSP.

+ Options - A mask which indicates which options are supported by the BSP.

-+ PayloadPolicy - Thteshold setting (maximum FMR value) used to determine when to relpase the
payload after suiceessful verification.

—+ MaxPayloadSize - Maximum payload size (in bytes) that the BSP can accept.

1 DefaultVerifyTimeout — Default timeout value in milliseconds used by the BSP for BioAPI Verify
operations when no timeout is specified by the application.

- DefaultldentifyTimeout - Default timeout value in milliseconds used by the BSP for BioAPI| Identify

THIre oot oo pTTIIIet PrrreateroT

— DefaultCaptureTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Capture
operations when no timeout is specified by the application.

— DefaultEnrollTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Enroll
operations when no timeout is specified by the application.

— DefaultCalibrateTimeout - Default timeout value in milliseconds used by the BSP for sensor calibration
operations when no timeout is specified by the application.

— MaxBSPDbSize - Maximum size of a BSP-controlled BIR database.

NOTE 2  Applies only when a BSP is only capable of directly managing a single archive unit.
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7.22.3 $ee clause 10.1.2 and 10.2.1 for further explanation of schema elements and for BSP insertion af
information into the component registry.

7.23 BioAPI_BSP_SCHEMA (BioAPI 2.1)
7.23.1 This subclause applies only when the BioAPI version number in use is.-2:\1N6r greater.

7.23.2 |nformation about a BSP, maintained in the component registry.

typedef| struct bioapi bsp schema {

}BioAPI| BSP SCHEMA;

7.23.3 Definitions

30

NOTE 3  Avalue of zero means that no information about the database size is being provided for one of the
following three reasons:

a) databases are not supported,

b) itis capable of managing multiple units (either directly or through a BFP interface), each of which may
have a different “maximum size” and information about these units will be provided as part of the insert
notification (part of Unit Schema), or

c¢) one archive unit is supported, but the information is not given here - it will be provided in the insert
notification.

Maxldentify - Largest population supported by the identify function. Unlimited = FFFFFFFF.

BioApPI UUID BSPUuid;

BioAPI STRING BSPDescription;

uintB t *Path;

BioAPI VERSION SpecVersion;

BioAPI STRING ProductVersion;
BioA?I_STRING Vendor;

BioAPI BIR BIOMETRIC DATA FORMAT *BSPSupporté&dFormats;
uintP2 t NumSupportedFormats;

BioApPI BIR BIOMETRIC TYPE FactorsMask;
BioAPI OPERATIONS MASK Operations;
BioAPI OPTIONS MASK Options;

BioAPI FMR PayloadPolicy;

uintB2 t MaxPayloadSize;

int3p t DefaultVerifyTimeout;
int3p t DefaultIdentifyTimeouly
int3p t DefaultCaptureTimeduty
int3p t DefaultEnrollTimeoyt;
int3p t DefaultCalibrageTlimeout;
uintB2 t MaxBSPDbSizes;

uintp2 t MaxIdentify%

uintpB2 t MaxNumEnsJdldInstances;

uint3_€ *HostimgEAdpointIRI;
BioAPI UUID BSRAccessUUID;

BSPUuid - UUID of the BSP.

BSPDescription - A NUL-terminated string containing a text description of the BSP.

Path - A pointer to a NUL-terminated string containing the path of the file containing the BSP
executable code, including the filename. The path may be a URL. This string shall consist of
ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D).

NOTE When BioAPI_BSP_SCHEMA is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.

SpecVersion — Major/minor version number of the BioAPI specification to which the BSP was
implemented.
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— ProductVersion - The version string of the BSP software.
— Vendor - A NUL-terminated string containing the name of the BSP vendor.

— BSPSupportedFormats — A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT structures
specifying the supported BDB formats.

— NumSupportedFormats - Number of supported formats contained in BSPSupportedFormats.

— FactorsMask - A mask which indicates which biometric types are supported by the BSP.

-+ Operations - A mask which indicates which operations are supported by the BSP.
-+ Options - A mask which indicates which options are supported by the BSP.

-+ PayloadPolicy - Threshold setting (maximum FMR value) used to determine when to relpase the
payload after successful verification.

-+ MaxPayloadSize - Maximum payload size (in bytes) that the BSP can accept.

1 DefaultVerifyTimeout - Default timeout value in milliseconds used\by the BSP for BioARI Verify
operations when no timeout is specified by the application.

1 DefaultldentifyTimeout - Default timeout value in milliseconds used by the BSP for BioAPI |Identify
and BioAPI_IdentifyMatch operations when no timeout is specified by the application.

+ DefaultCaptureTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Capture
operations when no timeout is specified by the application.

-+ DefaultEnrollTimeout - Default timeout value_ iy milliseconds used by the BSP for BioABRI_Enroll
operations when no timeout is specified by the application.

+ DefaultCalibrateTimeout - Default timeout value in milliseconds used by the BSP for sensor
calibration operations when no timeput'is specified by the application.

4 MaxBSPDbSize - Maximum size ofa BSP-controlled BIR database.
NOTE 2  Applies only when a BSP is only capable of directly managing a single archive unit.

NOTE 3  Avalue of zeroineans that no information about the database size is being provided for ¢ne of the
following three reasons:

a) databases are not supported;

b) itis capable’of managing multiple units (either directly or through a BFP interface), each of which may
have adifferent “maximum size” and information about these units will be provided as part of the insert
notification (part of Unit Schema); or

c)_wone archive unit is supported, but the information is not given here - it will be provided in the insert
notification.

MavIldentifiz 1L aragoct no
X Tty () =4

— MaxNumEnrollinstances - The maximum number of distinctinstances thata BSP can create reference
templates for in one enroll operation. This information can be useful to an application that uses the
application-controlled GUI feature.

— HostingEndpointIRI — An IRI identifying the framework whose component registry contains a
registration of the BSP. This parameter shall be ignored by frameworks conforming to this document
and shall be set to NULL by an application. It is provided to support interworking standards, which
may specify the use of identical BSPs present on multiple computers from within an application
running on the same or a different computer.
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— BSPAccessUUID - A UUID, unique within the scope of an application, which the application may use
to refer to the BSP as an alternative to the BSP product UUID. This parameter shall be ignored by
frameworks conforming to this document and can be set to any UUID value by an application. It is
provided to support interworking standards, which may specify the use of identical BSPs present on
multiple computers from within an application running on the same or a different computer.

NOT

E4  The "BSPAccess_UUID" and the "HostingendpointIRI" are part of the definition of the C typ

e

BioAPI_BSP_SCHEMA, but are not part of the BSP schema information stored in the component registry

(see

Table 3).

7.23.4
of inforn

7.24 Bi

One of
successf

typedef
BioAPI

union

Bi

ui

} BIR;

BioAPI

} BioAP

7.25 Bi

This bitinask describes the category of BFP or BioAPI Unit-A BFP or BioAPI Unit shall belong to exact]

one categ
typedef

#define
#define
#define
#define

The highest significant bit is reservéd and does not indicate a category of BFP or BioAPI Unit.

7.26 Bi

7.26.1
block of

bee subclause 10.1.2 and 10.2.1 for further explanation of schema elements and for BSP insertig
hation into the component registry.

0oAPI_CANDIDATE

a set of candidates returned by BioAPI Identify or BioAPI _IdentifyMatech indicating
ul match.

struct bioapi candidate {
| IDENTIFY POPULATION TYPE Type;

bAPTI UUID *BIRInDataBase;
ht32 t *BIRInArray;

| FMR  FMRAchieved;
[ CANDIDATE;

0API_CATEGORY

gory.
uint32 t BioAPI CATEGORY;

BiOAPI_CATEGORY_ARCHIVE (0x00000001)
BioAPI CATEGORY MATCHING ALG (0x00000002)
BioAPI CATEGORY PROCESSING ALKG (0x00000004)
Bi0APT CATEGORY SENSOR (0x00000008)

0API_DATA

[he BioAPI_DATA structure is used to associate a length, in bytes, with the address of an arbitrar
contiguous'memory.

[s9)

typedef| strugts biocapi data(
uinfp32\t‘Length; /* in bytes */
voifl*“*Data;

} BioAPI DATE;

7.26.2 Definitions

— Length - Length of the data buffer in bytes.

— Data - A pointer to the start of an arbitrary length data buffer.

7.27 BioAPI_DATE

Defines the date when the BIR was created or when it is no longer valid.

typedef

struct bioapi date {

uintl6é_t Year; /* valid range: 1900 - 9999 */

32
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uint8 t Month; /* valid range: 01 - 12 */

uint8 t Day; /* valid range: 01 - 31, consistent with associated month/year */
} BioAPI DATE;

#define BioAPI NO YEAR AVAILABLE (0)

#define BioAPI NO MONTH AVAILABLE  (0)

#define BioAPI NO DAY AVAILABLE (0)

The condition NO VALUE AVAILABLE is indicated by setting all fields to zero. When used within the
Creation DTG within a BIR header, if no date information is available, then the NO_DATE_AVAILABLE
value shall be used.

NOTE1 Theyear 2000 AD is represented by a Year value of 2000.

NOTE2  When used for ExpirationDate in a BIR header, corresponds to the “Valid to” portion-of thg “CBEFF_
DB_validity_period” in ISO/IEC 19785-1.

(wel

NOTE 3  Date formats are consistent with ISO 8601[21.

71.28 BioAPI_DB_ACCESS_TYPE

—]

his bitmask describes a biometric application's desired level of access to'a BSP-controlled BIR database.
he BSP may use the mask to determine what lock to obtain on the BIR database.

—

tlypedef uint32 t BioAPI DB ACCESS TYPE;
#define BioAPI DB _ACCESS_ READ (0x00000001)
#define BioAPI DB ACCESS WRITE (0x00000002y

71.29 BioAPI_DB_MARKER_HANDLE
handle to a BIR database marker.

marker is an internal (not standardized) data'structure managed by a BSP, which dynamically points
b a record in an open BSP-controlled BIR 'database. A marker handle is created and returped to a
iometric application by the functions BioAPI_DbOpen and BioAPI_DbGetBIR. The internal stdte of the
harker includes the open database handle and also the position of a record in that open datapase. All
harkers (and their handles) held_by-a biometric application to an open BIR database becomg¢ invalid
'hen the database is closed by thebiometric application.

s O S Ooc s S

ct

ypedef uint32 t BioAPI [BAMARKER HANDLE;
1.30 BioAPI_DB_HANDLE

A handle to an open-BIR database initially provided by a BSP to a biometric application and later used
By that application’to address the database through the BSP.
tlypedef int32t BioAPI DB _HANDLE;

#define\BioAPT DB INVALID HANDLE (-1)

#define BioAPT DB DEFAULT HANDLE (0)

#define BioAPT DB DEFAULT UUID PTR  (NULL)

121 BioAPI DBRIR ID
O L DIUTET I_ U DDIIC_ 1D

A structure providing the handle to a BIR database controlled by a BSP and the UUID of a BIR in that
database.
typedef struct biocapi dbbir id ({

BioAPI DB HANDLE DbHandle;

BioAPI UUID KeyValue;
} BioAPI DBBIR ID;

NOTE This type is used as an element of BioAPI_INPUT_BIR.
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7.32 BioAPI_DTG

Defines the date and time when the BIR was created.

typedef struct bioapi DTG ({
BioAPI DATE Date;
BioAPI TIME Time;

} BioAPI DTG;

NOTE The BioAPI DTG in a BIR header corresponds to the “CBEFF creation date” in ISO/IEC 19785-1.

7.33 B1oAPI_ENCRYPTION_ALG (BioAPI 2.2)

Identifigs encryption algorithm supported by a BioAPI Unit. This BioAPI type shall be the XML value
notatiorn] of ASN.1 identifier (see ISO/IEC 8824-1) assigned to encryption algorithms. Example to specify
AES with 128 bit keys in CBC mode, the char would be “2.16.840.1.101.3.4.1.2” whichs\the XML value

notatior] for.
typedef| char *BioAPI ENCRYPTION ALG;

#defihe BioAPI ENCRYPTION ALG NOT SUPPORTED NULL

7.34 BioAPI_ENCRYPTION_INFO (BioAPI 2.2)

7.34.1 $tructure giving information of the cryptographic algorithm and key(s) of a BioAPI Unit or p
biometr]c application which is used to encrypt/decrypt biometric data
typedef| struct bioapi encryption info {

BioAPT ENCRYPTION ALG ENCAlg;

BioAPI KEY INFO *ENCKeyInfo;

uint32:t *ﬁumberOfElementsEncKeyInfo;
} BioAP[l ENCRYPTION INFO;

7.34.2 DPefinitions
— EN(Alg - Encryption algorithm.
— EN(KeyInfo - An array of key information for encryption.

— NumpberOfElementsEncKéylnfo - The number of elements in the array of EncKeylnfo.

7.35 BjoAPI_ERROR-INFO (BioAPI 2.1)

This sulclause applies only when the BioAPI version number in use is 2.1 or greater.

(i

This strjicture,is used by the function BioAPI_GetLastErrorInfo, and holds information about the mos
recent efror~condition that caused a BioAPI function call to return an error code.

typedef struct bioapi error info |
int32 t ErrorCode;
BioAPI STRING ErrorMessage;
BioAPI STRING ErrorSourceName;
} BioAPI ERROR INFO;

The member ErrorCode is the same value that was returned by the last BioAPI function call that
returned an error code. The value of the remaining members are not standardized.
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7.36 BioAPI_EVENT

This enumeration defines the event types that can be raised by a BSP, BFP, or BioAPI Unit. Biometric
applications can define event handling callback functions of type BioAPI_EventHandler to receive and
manage these events. Callback functions are registered using the BioAPI_BSPLoad function. Example
events include the addition (insertion) or removal of a biometric sensor. Events are asynchronous.

BioAPI_NOTIFY_SOURCE_PRESENT and BioAPI_NOTIFY_SOURCE_REMOVED events are generated by
devices (sensor units) that can detect when the user may be available to provide a biometric sample
e.g., the user has placed a finger on a fingerprint device). BioAPI NOTIFY SOURCE PRESENT indicates
hat a sample may be available, while BioAPI_NOTIFY_SOURCE_REMOVED indicates that a)spmple is
robably no longer available. There is no requirement that these events must occur in pairs| several
i0oAPI_NOTIFY_SOURCE_PRESENT events may occur in succession.

|w e laolilm o)

ct

ypedef uint32 t BioAPI EVENT;

#define BioAPI NOTIFY INSERT (1)
#define BioAPI NOTIFY REMOVE (2)
#define BioAPI NOTIFY FAULT (3)
#define BioAPI NOTIFY SOURCE PRESENT  (4)
#define BioAPI NOTIFY SOURCE REMOVED (5)

71.37 BioAPI_EVENT_MASK

|

his type defines a mask with bit positions for each event type. The mask is used to enabld/disable
gvent notification, and to indicate what events are supportediby a BSP.

tfypedef uint32 t BioAPI EVENT MASK;

#define BioAPI NOTIFY INSERT BIT (x00000001
#define BioAPI NOTIFY REMOVE BIT (0%00000002

#define BioAPI NOTIFY SOURCE PRESENT BI¥" (0x00000008

)
_ _ )
#define BioAPI NOTIFY FAULT BIT (0x00000004)
)
#define BioAPI NOTIFY SOURCE REMOVED\WIT (0x00000010)

Vhen the BioAPI version number in‘use is 2.0, it can be impossible to mask an INSERT event{ coming
Fom an attach session of a BSP, because the event can occur just after a BioAPI_BSPLoad call, bgfore any
ioAPI_EnableEvents call has had any chance to be processed. This is because BioAPI_EnableEvents
equires a handle which is provided by BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAFI 2.2 or
reater), and BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) itself shafl follow
ioAPI_BSPLoad. An INSERT event will be raised by the BSP on the BioAPI_BSPLoad call if j BioAPI
nit is already "inserteéd", and this event will reach the application before the application [can call
ioAPI_EnableEvents.

o e iamille. 10 1oHe il . Bl

71.38 BioARI{EventHandler

7.38.1-This is the event handler interface that an application is required to support if it wishes tp receive
asynchronous notification of events such as the avallablhty of a biometric sample or a fault dete 'ted by a

function. This is the caller’s event handler for all general BSP events over all ofthe caller’s attach sessions
with the loaded BSP. General event notifications are processed through the BioAPI Framework.

The event handler function and any functions invoked (directly or indirectly) by that function shall not
issue BioAPI calls. These circular calls may result in deadlock in numerous situations; hence the event
handler shall be implemented without using BioAPI services (however, enumeration functions can be
used at any time).

The BioAPI_EventHandler can be invoked multiple times in response to a single event occurring in the
associated BSP. The event handler and the calling application shall track receipt of event notifications
and ignore duplicates. An event notification provides the following information:
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typedef

BioAPI_RETURN (BioAPI *BioAPI_EventHandler)
(const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitID,

void* AppNotifyCallbackCtx,

const BioAPI UNIT SCHEMA *UnitSchema,
BioAPI EVENT EventType) ;

7.38.2 Definitions

— BSPUuid (input) - The UUID of the BSP raising the event.

—  Unitid Lfinpnf—) The unit ID njff'ho BioAPLIInit associated. y:vrif-h the event,

— App
BioA

— Unit

— EvemtType (input) — The BioAPI_EVENT that has occurred.

If the EY
shall po

When th
not call |

by any of its members.

7.39 Bi
A 32-bit

the wor
currentl

typedef

#defi

NOTE

7.40 Bi

7.40.1

typedef

NotifyCallbackCtx ) - A generic pointer to context information that was provided in the «call tp
PI_BSPLoad that established the event handler.

Schema (input) - A pointer to the unit schema of the BioAPI Unit associated with the eyént.

entType is BioAPI_NOTIFY_INSERT, then a unit schema shall be provided. (that is, UnitSchemp
nt to a variable of type BioAPI_UNIT_SCHEMA). Otherwise, UnitSchema-shall be NULL.

—_—

e application receives a call to an event handler that carries a unit'schema, the application sha
BioAPI_Free to free the memory block containing the unit schema or a memory block pointed t

[=]

oAPI_FMR

integer value (N) that indicates a probable False Match Rate of N/(231-1). The larger the valug,
e the result. Negative values are used to signal €xceptional conditions. The only negative value
y defined is minus one.

int32 t BioAPI FMR;

he BioAPI NOT SET (-1)

FMR is used within BioAPI as a‘means of setting thresholds and returning scores (see clause C.4).

0oAPI_FRAMEWORK_SCHEMA

[he framework scheéma entry for a BioAPI Framework as recorded in the component registry.

struct bioapdi/framework schema {
BioAPI UULDNFrameworkUuid;

BioAPI SFRING FwDescription;
hint8 th\*Path;

Bi0ARL.WERSION SpecVersion;
BioAPI STRING ProductVersion;
BioAPI_STRING Vendor;

B1oAPI UUID FwPropertyld;

BioAPI DATA FwProperty;
} BioAPI FRAMEWORK SCHEMA;

7.40.2 Definitions

— FrameworkUuid - UUID of the Framework component.

— FwDescription - A NUL-terminated string containing a text description of the Framework.

— Path - Apointer to a NUL-terminated string containing the path of the file containing the Framework
executable code, including the filename. The path may be a URL. This string shall consist of
ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D).

36
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NOTE When BioAPI_FRAMEWORK_SCHEMA is used within a function call, the component that receives
the call allocates the memory for the Path schema element and the calling component frees the memory.

— SpecVersion - Major/minor version number of the BioAPI specification to which the Framework was

implemented.
— ProductVersion - The version string of the Framework software.

— Vendor - A NUL-terminated string containing the name of the Framework vendor.

EvuDronertulD o D of the format of the followinag Eramewark nronertu
b r 4 ts) r | J

and content of the Framework property can either be specified by a vendor or can be spec
related standard.

71.40.3 See clause 10.1.1 for further explanation of framework schema elements:

1

1-41 BioAPI_GUI_BITMAP (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use,is.2!0.

71.41.1 This structure provides a graphic for display by the application.

tlypedef struct bioapi gui bitmap {

uint32 t Width; /* Width of bitmap in pixels (number of pixels for each line) */
uint32 t Height; /* Height of bitmap in pixels\“(number of lines) */

BioAPI DATA Bitmap;

}| BioAPI GUI BITMAP;

7.41.2 Definitions

- Bitmap - a series of 8-bit grayscale pixels.(where ‘00’ = black and ‘FF’ = white), read from left
top to bottom, as follows:

Table 1 — GUI Bitmap Format

—+ FwProperty - Addressand length ofa memory buffer containing the Framework property.Thle format

fied in a

to right,

Byte Position @ . Meaning Description
{ line 0, pixel 0 first pixel of first line
| line 0, pixel 1 second pixel of first line
yidth-1 line 0, pixel(width-1) last pixel of first line
yidth line 1, pixel 0 first pixel of second line
width-*height) - 1 line (width - 1), pixel (height - 1) last line, last pixel

NOTE This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLB

IACK and

i0API_GUI_STREAMING_CALLBACK descriptions under 7.54 and 7.55.
7.42 BioAPI_GUI_BITMAP (BioAPI 2.1)
7.42.1 This subclause applies only when the BioAPI version number in use is 2.1 or greater.

7.42.2 This structure provides a graphic for display by the application.

typedef struct bioapi gui bitmap {
BioAPI BIR SUBTYPE MASK SubtypeMask;
/* The subtype (or subtypes) of the sample represented
by the bitmap */
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uint32 t Width;
/* Width of bitmap in pixels (number of pixels for each line) */
uint32 t Height;
/* Height of bitmap in pixels (number of lines) */
BioAPI DATA Bitmap;
} BioAPI GUI BITMAP;

7.42.3 Definitions

— Bitmap - A series of 8-bit grayscale pixels (where ‘00’ = black and ‘FF’ = white), read from left to
right, top to bottom, as follows:

Table 1 — GUI bitmap format

Byte position Meaning Description
0 line 0, pixel 0 first pixel of first line
line 0, pixel 1 second pixel of first ling
Width - line 0, pixel (Width -1) last pixel of firstline
Width line 1, pixel 0 first pixel of.second line
(Width[ Height)-1 |line (Width - 1), pixel (Height- 1) last linelast pixel

NOTE This is used with the application-controlled GUI option. Se€ BioAPI_GUI_STATE_EVENT_HANDLER
and BioAlPI_GUI_PROGRESS_EVENT HANDLER descriptions in 7.86.

7.43 BloAPI_GUI_BITMAP_ARRAY (BioAPI 2.1)
This sulclause applies only when the BioAPI version number in use is 2.1 or greater.

The typ¢ BioAPI_GUI_BITMAP_ARRAY is defined as follows:
typedef| struct bioapi gui bitmap array <

uintp2 t NumberOfMember s«

BioApPI GUI BITMAP *Bitmaps;
* A pointer to an array of. BfoAPI GUI BITMAPs */
} BioAP[ GUI BITMAP ARRAY;

7.44 BloAPI_GUI_ENROLL_TYRPE (BioAPI 2.1)

This sufclause applies only-when the BioAPI version number in use is 2.1 or greater.

The typ¢ BioAPI_GUI_ENROLL_TYPE indicates the enroll type of a BSP, and is defined as follows:
typedef| uint32 t 8foAPI GUI ENROLL TYPE;

#defihe BioARJ” GUI ENROLL TYPE TEST VERIFY (0x00000001)
#defihe BIAOAPI GUI ENROLL TYPE MULTIPLE CAPTURE (0x00000002)

The enroll type of a BSP denotes a pattern of suboperations performed by the BSP during an enroll
operation.

The bit position BioAPI_GUI ENROLL_TYPE TEST_VERIFY indicates, when set, that the BSP supports
test verification at enrollment. During an enroll operation, an application receives GUI state event
notification callbacks for two capture suboperations, GUI state event notification callbacks for a process
suboperation, GUI state event notification callbacks for a create template suboperation, and GUI state
event notification callbacks for a verify match suboperation;

The bit position BioAPI_GUI ENROLL_TYPE MULTIPLE_CAPTURE indicates, when set, that the BSP
supports multiple capture suboperations at enrollment. During an enroll operation, an application
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receives GUI state event notification callbacks for multiple capture suboperations followed by GUI state

event notification callbacks for a create template suboperation.

The two bit positions shall not be set at the same time.

NOTE This restriction is imposed because an application, in order to support a combination of Test-Verify
and Multiple-Capture, would need more information about the timing of the suboperations in order to decide the

layout of its screen during enrollment.

7.45 BioAPI GUI EVENT SUBSCRIPTION (BioAPI 2.1)

—

his subclause applies only when the BioAPI version number in use is 2.1 or greater.

his type carries information about an existing named GUI event subscription.n]t."ident
ubscriber application and the named subscription, and indicates which types of GUY events a
cope of the subscription. This type is specified for use in the BioAPI_QueryGUIEventSubsd
inction.

N U

pecifying a non-NULL GUI event subscription UUID. The framework calls‘the event handlers 3

ubscription (see 8.3.7), and to notify application-generated GUkevents (see 8.3.3, 8.3.4, an
irected to that named subscription.

Q. Wn = n o

+

ypedef struct biocapi gui event subscription {
const uint8 t *SubscriberEndpointIRI;
BioAPI UUID GUIEventSubscriptionUuid;
BioAPI BOOL GUISelectEventSubscribed;
BioAPI BOOL GUIStateEventSubscribed;
BioAPI BOOL GUIProgressEventSubscribed;
}| BioAP I GUI EVENT SUBSCRIPTION;

1+ SubscriberEndpointIRI - An IRI -see RFC 3987- (originally provided by the framework) that i
the application that created the named GUI event subscription. This shall be NULL if the su|
application is the same as the current application.

1 GUIEventSubscriptignuuid - A UUID (originally provided by the subscriber applicat
identifies the named GUFevent subscription.

4+ GUISelectEventSubscribed - Indicates whether GUI select events are in the scop
subscription (amon-NULL callback address was originally provided by the subscriber apj
for the GUI seleet’event handler).

4+ GUIStateékEventSubscribed - Indicates whether GUI state events are in the scop
subscription (a non-NULL callback address was originally provided by the subscriber apj
for the.GUI state event handler).

4+ /GUIProgressEventSubscribed - Indicates whether GUI progress events are in the sco
subscription (a non-NULL callback address was originally provided by the subscriber ap

fies the
re in the
riptions

named GUI event subscription is one that was created by a call to BioaAPI_SubscribeToGUIEvents

pecified

h a named subscription to notify BSP-generated GUI events that have/been redirected to that named

d 8.3.5)

lentifies
bscriber

on) that

e of the
blication

e of the
blication

pe of the
plication

for the GUI progress event handler).

7.46 BioAPI_GUI_MESSAGE (BioAPI 2.0)
This subclause applies only when the BioAPI version number in use is 2.0.

This structure provides a message for display by the application.

typedef uint32 t BioAPI GUI MESSAGE;

NOTE This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK

description under 7.41.
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7.47 BioAPI_GUI_MOMENT (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.
An enumeration of the moments in which:

a) a GUI select event can be generated with respect to a suboperation cycle, or

b) a GUI state or progress event can be generated with respect to a suboperation.

typedef 11int32 + RIOAPT GUT MOMENT:

#defihe BioAPI GUI MOMENT BEFORE START (1)
#defihe BioAPI GUI MOMENT DURING (2)
#defihe BioAPI GUI MOMENT AFTER END (3)

The vallies BioAPI_GUI_MOMENT_BEFORE_START and BioAPI_GUI_MOMENT_AFTERLEND can occu
in all types of GUI event notifications, whereas the value BioAPI_GUI_MOMENT_DURING can only occu
in GUI progress event notifications.

=

When the value BioAPI_GUI_MOMENT_BEFORE_START occurs in a GUI select event notification, |t
indicatep that the BSP is ready to start a new suboperation cycle. A subépgration cycle consists of p
single ekecution of the sequence of suboperations that comprise an operation (see 7.82). There is np
limit to the number of suboperation cycles (successful or not) that.the’application can request to b
performied for an operation. However, all the data produced in edch cycle shall be discarded when ja
subsequlent cycle is started, and therefore the outcome of an opération (including the return value angd
the datg produced) is always the outcome of its last (or only) suboperation cycle (except in the case of
cancellafion).

When the value BioAPI_GUI_MOMENT_AFTER_END occurs in a GUI select event notification callback,
it indicates that the current suboperation cycle hassended. This value does not indicate whether the
suboperption cycle has been successful or not, as that information is provided by a separate parametdr
of the GUI select event notification that containsthe result value of the suboperation cycle.

When the value BioAPI_GUI_MOMENT_BEFORE_START occurs in a GUI state event notification callback,
it indicafes that the BSP is ready to startianew suboperation within the current suboperation cycle.

When the value BioAPI_GUI_MOMENT' AFTER_END occurs in a GUI state event notification callback,
indicatep that the current suboperation perforrmed by the BSP has ended. This value does not indicat
whethei| the suboperation has been successful or not, as that information is provided by a separat]
parameter of the GUI state event notification which carries the result value of the suboperation cycle.

D D

When the value BioAPKGUI_MOMENT_BEFORE_START occurs in a GUI progress event notificatio
callback], it indicatesthat the BSP is ready to start a new suboperation within the current suboperatio
cycle. A|GUI progress event with this moment value may be redundant when a GUI state event is als
produceld, and.may be omitted. However, such a GUI progress event is useful for those operations (suc
as the identify{ymatch operation) that do not produce GUI state events.

- O B =

When the value BioAP MOMENT_DURING occurs in a progress event notification callback, it
indicates that the suboperation is in progress.

When the value BioAPI_GUI_MOMENT_AFTER_END occurs in a GUI progress event notification callback,
it indicates that the current suboperation perforrmed by the BSP has ended. A GUI progress event with
this moment value may be redundant when a GUI state event is also produced, and may be omitted.
However, such a GUI progress event is useful for those operations (such as the identify match operation)
that do not produce GUI state events.

NOTE This type is used with the application-controlled GUI feature (see 7.86).
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7.48 BioAPI_GUI_OPERATION (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

An enumeration of all BioSPI functions (operations) during which a BSP can generate GUI events.

typedef uint8 t BioAPI GUI OPERATION;

#define BioAPI GUI OPERATION CAPTURE (1)
#define BioAPI GUI OPERATION PROCESS (2)
#define BioAPI GUI OPERATION CREATETEMPLATE (3)

< =

—

#define BioAPI_GUIL OPERATION VERIFYMATCH (4)
#define BioAPI GUI OPERATION IDENTIFYMATCH (5)
#define BioAPI GUI OPERATION VERIFY (6)

#define BioAPI GUI OPERATION IDENTIFY (7)
#define BioAPI_GUI_OPERATION ENROLL (8)

Table 2 — BioSPI functions and operations

he values of this type occur in GUI event notifications, and identify the type’of BioSPI funct
Fas in execution when the BSP produced the GUI event, and to which the GUI event refers.

he following table specifies the correspondence between BioSPI functions and operations.

ion that

BioSPI function

BioAPI_GUI_OPERATION value

Common na
of the operation

mne

BioSPI Capture

BioAPI_GUI OPERATIONNCAPTURE

capture operation

BioSPI_Process

BioAPI_GUI_OPERATION PROCESS

process operation

BioSPI CreateTemplate |[BioAPI GUI OPERATION CREATETEMPLATE

create template op

eration

B1ioSPI VerifyMatch

BioAPI GUI ORERATION VERIFYMATCH

verify match opers:

tion

BioSPI IdentifyMatch BioAPI GUI\OPERATION IDENTIFYMATCH

identify match ope

ration

BioSPI Verify

BioAPI @I OPERATION VERIFY

verify operation

BioSPI Identify

BioAPIGUI OPERATION IDENTIFY

identify operation

BioSPI _Enroll

BiQAPI GUI OPERATION ENROLL

enroll operation

ot =

ype of operation.

Table 3 — GUI events generated in each operation

he following table specifiesswhich GUI events can be generated by a BSP during the execution of each

Operation GUI select GUI state | GUI progress
events events events
capture operation X X X
process operation X
Create template operation X
verify matciroperation X
identify match operation X
verify operation X X X
identify operation X X X
enroll operation X X X

7.49 BioAPI_GUI_PROGRESS (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.
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A value

that indicates the percentage progress (% complete) for an in-progress BSP operation to the

application for display purposes.

typedef

NOTE
descripti

uint8 t BioAPI GUI PROGRESS;

This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK
on under 7.54.

7.50 BioAPI_GUI_PROGRESS (BioAPI 2.1)

This sub

Avalue1
to the su

typedef

NOTE
descripti

7.51 Bi
This suh
Return ¥
typedef
#defi
#defi
#defi

#defi
#defi

NOTE
descripti

7.52 Bi

This sub

An enunperation of the possible actions to be performed by a BSP after a GUI event notification callbac

made by
applicat

typedef

clause applies only when the BioAPI version number in use is 2.1 or greater.

n the range 0 to 100 indicating the percent of completion of a suboperation, intended for.displaly
bject or an operator.

uint8 t BioAPI GUI PROGRESS;

This is used with the application-controlled GUI option. See BioAPI/GUI_PROGRESS_EVEN[
on in 7.86.

0oAPI_GUI_RESPONSE (BioAPI 2.0)

clause applies only when the BioAPI version number in useiis 2.0.

ralue from the biometric application during a callback @peration.

uint8 t BioAPI GUI RESPONSE;

he BioAPI CAPTURE SAMPLE (1) /* Instruction to BSP to capture sample */

he BioAPI CANCEL (2) /* Usepseancelled operation */

he BioAPI CONTINUE (3) /* Usé&r or application selects to proceed */
(4)
(5)

he BioAPI VALID SAMPLE /* Malid sample received */
he BioAPI INVALID SAMPLE /*NInvalid sample received */

This is used with the application controlled GUI option. See BioAPI_GUI_STATE_CALLBACK
on under 7.54.

0API_GUI_RESPONSE(BioAPI 2.1)

clause applies only when the BioAPI version number in use is 2.1 or greater.

=

r the BSP_has returned control to the BSP. Before returning from a notification callback, a
on assigns a value of this type to an output parameter of the callback (Response).

=]

uift® t BioAPI GUI_RESPONSE;

#defik

Do ADT _CIIT DO ODANCD DL LATIT T
E—E s B o o o

#define BioAPI GUI RESPONSE OP COMPLETE
#define BioAPI GUI RESPONSE OP CANCEL

#define BioAPI_GUI_ RESPONSE CYCLE_START
#define BioAPI GUI RESPONSE CYCLE RESTART
#define BioAPI GUI RESPONSE SUBOP START
#define BioAPI GUI RESPONSE SUBOP NEXT

#define BioAPI_GUI RESPONSE_ PROGRESS_ CONTINUE
#define BioAPI GUI RESPONSE PROGRESS ABORT
#define BioAPI GUI RESPONSE RECAPTURE

O 0 Jo U W - P

The value BioAPI_GUI_RESPONSE_OP_COMPLETE can only be returned in response to a GUI select
event notification callback with the moment value BioAPI_GUI_MOMENT _AFTER_END. It indicates that

42
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the BSP should consider the entire operation complete and should cause the original function call to
return the result code of the current suboperation cycle (which can be either BioAPI_OK or an error
code). After this response from the application, no further GUI event notification callbacks are expected
for the same operation.

The value BioAPI_GUI_RESPONSE_OP_CANCEL can be returned in response to any GUI event notification
callback. It indicates that the BSP should abort the entire operation and cause the original function
call to return an error code. After this response from the application, no further GUI event notification
callbacks are expected from the BSP for the same operation.

he value BioAPI_GUI_RESPONSE_CYCLE_START can only be returned in response to a GUI sel¢ct event
otification callback with the moment value BioAPI_GUI_MOMENT_BEFORE_START. It indicates that
the BSP should start the suboperation cycle.

he value BioAPI_GUI_RESPONSE_CYCLE_RESTART can only be returned in response to a GUI select
ent notification callback with the moment value BioAPI_GUI_MOMENT_AFTERCEND or in 1lesponse
tp a GUI state or progress event notification callback with any moment value, Itindicates that{the BSP
should discard all the information produced during the current suboperation cycle and shoild start
new suboperation cycle. After this response from the application, a/GUI select event notjification
lIback with the moment value BioAPI_GUI_MOMENT_BEFORE_START\is’expected from the BSP.

he value BioAPI_GUI_RESPONSE_SUBOP_START can only be returned in response to a GUI stdte event
otification callback with the moment value BioAPI_GUI_MOMENT_BEFORE_START. It indicates that
the BSP should start the suboperation.

he value BioAPI_GUI_RESPONSE_SUBOP_NEXT can only*be returned in response to a GUI stdte event
otification callback with the moment value BioAPI_.GUI_MOMENT_AFTER_END. It indicates |that the
SP should either perform the next suboperation in the current suboperation cycle (if there dre more
sjuboperations to be performed) or exit the subopération cycle (if all the suboperations in the cycle have
een performed). After this response from the application, either a GUI state event notification|callback
ith the moment value BioAPI_GUI_MOMENT<BEFORE_START or a GUI select event notification|callback
ith the moment value BioAPI_GUI_MOMENT_AFTER_END is expected from the BSP (respectiyely).

he value BioAPI_GUI_RESPONSE_PROGRESS_CONTINUE can only be returned in resporse to a
Ul progress event notification callback. It indicates that the BSP should continue performing the
sjuboperation.

he value BioAPI_GUI_RESPONSE_PROGRESS_ABORT can only be returned in response tp a GUI
rogress event notification callback. It indicates that the BSP should abort the suboperation and
roduce an error codé. After this response from the application, a GUI state event notification [callback
ith the moment valtle BioAPI_GUI_MOMENT_AFTER_END is expected from the BSP.

he value BioARI GUI_RESPONSE_RECAPTURE can only be returned in response to a GUI stdte event
otificationycallback with the moment value BioAPI_GUI_MOMENT_AFTER_END. It indicates that
the BSP should discard one of the samples captured in the current suboperation cycle (possjbly also
iscardinig any reference template and any processed sample created from the sample being digcarded)
nd-perform another capture suboperation to produce a new sample. After this response from the
plication, a GUI state event notification callback with the moment value BioAPI_GUI_MPMENT_
BEFORE_START (for a capture suboperation with the purpose of enrollment) is expected from the BSP.
When the capture suboperation is completed, the BSP shall perform any other suboperations required
to complete the current suboperation cycle.

The value BioAPI_GUI_RESPONSE_DEFAULT shall be interpreted as the one among the following values
which applies to the specific situation in which it is returned: BioAPI_GUI_RESPONSE_CYCLE_START,
BioAPI_GUI_RESPONSE_SUBOP_START, BioAPI_GUI_RESPONSE_PROCESS_CONTINUE, BioAPI_GUI_
RESPONSE_SUBOP_NEXT, or BioAPI_GUI_RESPONSE_OP_COMPLETE.

If an application returns a response value other than those permitted in each situation, the BSP shall
abort the entire operation and cause the original function call to return an error code. No further GUI
event notification callbacks are expected from the BSP for the same operation.
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The following table summarizes the compatibility between types of GUI events, moment values, and
responses.

Table 4 — GUI responses and GUI events

GUI GUI GUI pro- GUI pro- GUI GUI
GUI pro-
select state gress ress gress state select
Response from the application event event event 8 event event event
event

(before | (before | (before (during) (after (after (after

start) start) start) g end) end) end)
BioAPI| GUI RESPONSE
DEFAULID X X X X X X X
BioAPI| GUI RESPONSE X
CYCLE_START
BioAPI| GUI RESPONSE X
SUBOP_[START
BioAPI| GUI RESPONSE X X X
PROGRESS_CONTINUE
BioAPI| GUI RESPONSE X
SUBOP_NEXT
BioAPI| GUI RESPONSE OP X
COMPLEITE
BioAPI| GUI RESPONSE X \ X
PROGRESS_ABORT
BioAPI| GUI RESPONSE X
RECAPTURE
BioAPI| GUI RESPONSE
CYCLE_RESTART X X X X X X
BioAPI| GUI RESPONSE OP
CANCELL X X X X X X X

7.53 B1oAPI_GUI_STATE (BioAPI 2.0)

This sulclause applies only when the'\BioAPI version number in use is 2.0.

A mask fthat indicates GUI stat€, and also what other parameter values are provided in the GUI State
Callbacy (this information is provided by the BSP through the GUI State Callback to the application).

typedef| uint32 t BioAPIGUI STATE;
#defihe BioAPI SAMPLE AVAILABLE (0x0001) /* Sample captured and available */

#defihe BioAPI MESSAGE PROVIDED (0x0002) /* BSP provided message for display */
#defihe BioAPI )PROGRESS PROVIDED (0x0004) /* BSP provide progress for display */

NOTE This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK

dESCI‘ipIi TTunder 7-5%:

7.54 BioAPI_GUI_STATE_CALLBACK (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.

7.54.1 This structure is a function pointer type - a callback function that an application supplies to allow
the biometric service provider to pass GUI state information to the application through the Framework,
and to receive responses back.

7.54.2 Function
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ypedef BioAPI RETURN (BioAPI *BioAPI GUI STATE CALLBACK)
(void *GuiStateCallbackCtx,
BioAPI GUI_STATE GuiState,
BioAPI GUI RESPONSE *Response,
BioAPI GUI MESSAGE Message,
BioAPI GUI PROGRESS Progress,
const BioAPI GUI BITMAP *SampleBuffer);

Return of a value different from BioAPI_OK will make the calling function (e.g., BioAPI_Enroll) to
immediately return to the caller with that value as its error code.

I

/

1

/

lowllSHEN | =

~1

.54.3 Parameters

- GuiStateCallbackCtx (input) - A generic pointer to context information that wasprovide
original requester and is being returned to its originator.

- GuiState (input) - an indication of the current state of the BSP with respect to the GUI,
indication of what others parameters are available.

- Response (output) - A pointer to the response from the applicatiotrnback to the biometrig
provider on return from the Callback.

1 by the

plus an

service

- Message (input/optional) - The number of a message to display to the user. Message numbers

and message text are not standardized, and are BSP dependent. GuiState indicates if a M.
provided; if not, the parameter is NULL.

— Progress (input/optional) - A value that indicates (as a percentage) the amount of progre
development of a Sample/BIR. The value may be uséed to display a progress bar. Not all BSPs|
a progress indication. GuiState indicates if a sample Progress value is provided in the call; if
parameter is NULL.

- SampleBuffer (input/optional) - The cukrent sample buffer for the application to display.
indicates if a sample Buffer is provided; if not, the parameter is NULL.

OTE See also clause C.8 on User.literface Considerations.

.55 BioAPI_GUI_STREAMING_CALLBACK (BioAPI 2.0)

his subclause applies onlly when the BioAPI version number in use is 2.0.

.55.1 This is a function pointer type - a callback function that a biometric application supplies|
BSP to stream-~data for display, in the form of a sequence of bitmaps, to the application thr
ramework.

.55.2 Function

ypédef BioAPI RETURN (BioAPI *BioAPI GUI STREAMING CALLBACK)

pssage is

5s in the
support
not, the

GuiState

to allow
ugh the

(void *GuiStreamingCallbackCtx,

const BioAPI GUI BITMAP *Bitmap);

Return of a value different from BioAPI_OK will make the calling function (e.g., BioAPI_Enroll) to
immediately return to the caller with that value as its error code.

7.55.3 Parameters

— GuiStreamingCallbackCtx (input) - A generic pointer to context information that was provided by the

original requester and is being returned to its originator.

— Bitmap (input) - a pointer to the bitmap to be displayed.
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NOTE See also clause C.8 on User Interface Considerations.

7.56 BioAPI_GUI_SUBOPERATION (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

An enumeration of the possible types of suboperations performed by a BSP during an operation, to be
reported to the application in GUI event notifications.

typedef uint8 t BioAPI GUI SUBOPERATION;

#define BioAPI GUI SUBOPERATION CAPTURE (1)
#define BioAPI GUI SUBOPERATION PROCESS (2)
#defihe BioAPI GUI SUBOPERATION CREATETEMPLATE (3)
#defihe BioAPI GUI SUBOPERATION VERIFYMATCH (4)
#defihe BioAPI GUI SUBOPERATION IDENTIFYMATCH  (5)

The valyies of this type occur in GUI event notifications and identify a type of suboperation of thie
current pperation for which the GUI event has been generated.

The follpwing table shows the types of suboperations (and their number) penformed by a BSP durinjg
each type of operation (in order). For the operations BioAPI_GUI_OPERATION_CAPTURE, BioAPI_GUI_
OPERAT[ION_VERIFY, BioAPI_GUI_OPERATION_IDENTIFY, and BioAPI_GUI_OPERATION_ENROLI,
the number of suboperations is relative to a complete suboperation{eycle (see 7.47) and does not takie
account|of possible recaptures done within the cycle (see 7.52).

Table 5 — Suboperations performed-in each operation

Operation Suboperations

BioAPI| GUI OPERATION CAPTURE with  |[BioAPL-GUI SUBOPERATION CAPTURE (one)
the purpose of verification or identification

BioARI GUI SUBOPERATION PROCESS (zero or one)

BioAPI| GUI OPERATION CAPTURE with BICAPI GUI SUBOPERATION CAPTURE (two)
the purgose of enrollment (when the enroll
type is Test-Verify)

BioAPI GUI SUBOPERATION CREATETEMPLATE (one)
BioAPI GUI_ SUBOPERATION PROCESS (one)

BioAPI GUI SUBOPERATION VERIFYMATCH (one)

BioAPI| GUT OPERATION CAPTURE with |BioAPI GUI SUBOPERATION CAPTURE (multiple)
the purgose of enrollment (whenthe enroll
type is Mlultiple-Capture)

BioAPI GUI SUBOPERATION CREATETEMPLATE (one)

BioAPI| GUI OPERATION)PROCESS BioAPI GUI SUBOPERATION PROCESS (one)
BioAPI| GUI OPERADION BioAPI GUI SUBOPERATION CREATETEMPLATE (one)
CREATE[TEMPLATE

BioAPI| GUT_OBERATION VERIFYMATCH |BioAPI GUI SUBOPERATION VERIFYMATCH (one)
BioAPI| GUI\OPERATION IDENTIFYMATCH |BioAPI GUI SUBOPERATION IDENTIFYMATCH (one)
BioAPI| YT OPERATION VERIFY BioAPI GUI SUBOPERATION CAPTURE (one)

BioAPI GUI_SUBOPERATION PROCESS (one)

BioAPI GUI SUBOPERATION VERIFYMATCH (one)
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Table 5 (continued)

Operation Suboperations
BioAPI GUI OPERATION IDENTIFY BioAPI GUI SUBOPERATION CAPTURE (one)

BioAPI GUI SUBOPERATION PROCESS (one)

BioAPI GUI_ SUBOPERATION IDENTIFYMATCH (one)

BioAPI GUI OPERATION ENROLL BiOAPIiGUIisUBOPERATION7CAPTURE(UN@
(when the enroll type is Test-Verify)

BioAPI_GUI_SUBOPERATION_CREATETEMPLATE(On@

BioAPI GUI SUBOPERATION PROCESS (one)
BioAPI GUI SUBOPERATION VERIFYMATCH [one)

Bi0API GUI OPERATION ENROLL BioAPI GUI SUBOPERATION CAPTURE (mulfiple)
when the enroll type is Multiple-Capture)

BioAPI GUI SUBOPERATION CREATETEMPLATE ((one)

1

1.57 BioAPI_HANDLE

s

unique identifier, returned on BioAPI_BSPAttach/BioAPI_BSPAttachSéecure (BioAPI 2.2 or greater),
hat identifies an attached BioAPI BSP session.

—

ct

ypedef uint32 t BioAPI HANDLE;
Vhen the BioAPI version number in use is 2.1 or greater, the yalue zero shall not be used as a vjalid BSP
]ttach session handle value. All other 32-bit unsigned integer,values are permitted.

el

define BioAPI INVALID BSP HANDLE (0)
This definition applies only when the BioAPI version tumber in use is 2.1 or greater.

7.58 BioAPI_HASH_ALG (BioAPI 2.2)

Ifentifies the hash algorithm supported by~a BioAPI Unit, which is used in the generation ¢f ACBio
instance. This BioAPI type shall be the XML value notation of ASN.1 identifier (see ISO/IHC 8824-
1) assigned to hash algorithms. Example to specify the SHA-1 hash algorithm, the char would be
“ll.3.14.3.2.26” which is the XML value’notation for.

ct

ypedef char *BioAPI HASH AIG;

#define BioAPI HASH ALG)NOT SUPPORTED NULL
7.59 BioAPI_IDENTIFY_POPULATION

s

structure used-te~identify the set of BIRs to be used as input to a BioAPI_Identify or|BioAPIL_
lentifyMatch Operation.

]

ct

ypedef strget bioapi identify population {
BioARY _IDENTIFY POPULATION TYPE Type;
union
BioAPI DB HANDLE *BIRDataBase;
BioAPI BIR ARRAY POPULATION *BIRArray;
}RTD;
} BioAPI IDENTIFY POPULATION;

If BioAPI_PRESET_ARRAY_TYPE is specified in Type, BIRArray shall be selected and shall be set to NULL.

7.60 BioAPI_IDENTIFY_POPULATION_TYPE

A value indicating the method of BIR input to a BioAPI_Identify or BioAPI_IdentifyMatch operation,
whether it is via a passed-in array or a pointer to a BIR database.

typedef uint8 t BioAPI IDENTIFY POPULATION TYPE;

#define  BioAPI DB TYPE (1)
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#define  BioAPI_ARRAY TYPE (2)
#define ~ BioAPI PRESET ARRAY TYPE (3)

7.61 BioAPI_INDICATOR_STATUS

This type is used by a biometric application to get and set device (BioAPI Unit) indicators supported by a
BSP. The precise physical form of these indicators (and their availability) is implementation-dependent.

typedef uint8 t BioAPI INDICATOR STATUS;
#define BioAPI INDICATOR_ACCEPT

#d i F P T O AT == ot Nt — - = T -]
ellre DIONr I INDICHIUN hNoooncT

(1)
\m’
#defihe BioAPI INDICATOR READY (3)
(4)
(5)

#defihe BioAPI INDICATOR BUSY
#define BioAPI INDICATOR FAILURE

7.62 BioAPI_INPUT_BIR
A structure used to input a BioAPI BIR to the API. Such input can be in one of three forms:
a) aBIR Handle;

b) akely toaBIR in a database controlled by the BSP. If the DbHandle is zero,adatabase selected by thie
BSP|is assumed. (A DbHandle is returned when a BIR database is opened);

c¢) aBipAPIBIR structure.

typedef| struct bioapi input bir {
BioAPI INPUT BIR FORM Form;
unioh {
BioAPIiDBBIRiID *BIRinDb;
BiOAPI_BIR_HANDLE *BIRinBSP;
BioAPI BIR *BIR;
} InputBIR;
} BioAP[ INPUT BIR;

7.63 B1oAPI_INPUT_BIR_FORM

A value Indicating the form/method by which'a BIR is provided.

typedef| uint8 t BioAPI INPUT BIR FORM;

#defihe BioAPI DATABASE ID ANPUT (1)
#defihe BioAPI BIR HANDLE~MNIPUT (2)
#defihe BioAPI FULLBIR INBYT (3)

NOTE This type is used.as an element of BioAPI_INPUT_BIR.

7.64 B1oAPI_INSTALL_ACTION

Specifief the @etion to be taken during BSP installation operations.

typedef| U{ht32 t BioAPI INSTALL ACTION;
#define BioAPI INSTALL ACTION INSTALL §N)
#define BioAPI INSTALL ACTION REFRESH (2)
#define BioAPI INSTALL ACTION UNINSTALL (3)

7.65 BioAPI_INSTALL_ERROR

A structure which contains additional information regarding an error state that has occurred during
an installation operation.

typedef struct install error(
BioAPI RETURN ErrorCode;
BioAPI_STRING ErrorString;
} BioAPI INSTALL ERROR;
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7.66 BioAPI_KEY_INFO (BioAPI 2.2)

7.66.1 Union giving information of cryptographic key of a BioAPI Unit or a biometric application which
is used to encrypt/decrypt biometric data or to generate/validate MAC of BIR.

t

}

7

=0 < N1

ct

}

/

~
/

|

4

ypedef union bioapi key info ({
BioAPI KEY TRANSPORT KTInfo;
BioAPI ASN1 ENCODED KEKInfo;

BioAPI KEY INFO;

66-2—Definitions

- KTInfo - Key information when key management technique of key transport is used.

- KEKInfo - Key information when key management technique of previously distributed sy
key-encryption keys is used.

OTE For details of key management, see RFC 3852.
.67 BioAPI_KEY_TRANSPORT (BioAPI 2.2)

.67.1 Structure giving information of cryptographic key of a BioAPI Unit or a biometric apy
Phich is used to encrypt/decrypt biometric data or to generate/.validate MAC of BIR, w
hanagement technique of key transport is used.
ypedef struct biocapi key transport {

BioAPI ASN1 ENCODED IssuerAndSerialNumber;

BioAPI ASN1 ENCODED Certificate;
BioAPI KEY TRANSPROT;

.67.2 Definitions

- IssuerAndSerialNumber — ASN.1 encoded data of ASN.1 type IssuerAndSerialNumbe
contains the information of issuépand serial number of the X.509 certificate for the public

- Certificate - ASN.1 encodeddata of ASN.1 type Certificate which contains X.509 certificg
public key.

OTE For details of the definitions of the types IssuerAndSerialNumber and Certificate, see RFC 3§

.68 BioAPI_MAC.ALG (BioAPI 2.2)

entifies theMAC algorithm supported by a BioAPI Unit. Example to specify the HMAC algorit

SHA-1, the-char would be “1.3.6.1.5.5.8.1.2” which is the XML value notation for.

ypedef\char *BioAPI MAC ALG;

#define BioAPI MAC ALG NOT SUPPORTED NULL

mmetric

lication,
hen key

 which
key.
te of the

52.

hm with

7.69 BioAPI_MAC_INFO (BioAPI 2.2)

7.69.1 Structure giving information of the MAC algorithm and key(s) of a BioAPI Unit or a biometric

a

t

}

pplication which is used to generate/validate MAC of BIR.

ypedef struct biocapi mac info {
BioAPI MAC ALG MACAlg;
BioAPI_KEY_INFO *MACKeyInfo;
uint32 t *NumberOfElementsMacKeyInfo;
BioAPI MAC INFO;
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7.69.2 Definitions
— MACAIg - MAC algorithm.
— MACKeylInfo - An array of key information for message authentication code.

— NumberOfElementsMacKeyInfo - The number of elements in the array of MacKeylInfo.

7.70 BioAPI_OPERATIONS_MASK

A mask that indicates what operations are supported by the biometric service provider.
typedef| uint32 t BioAPI OPERATIONS MASK;

#Hefine BioAPI ENABLEEVENTS (0x00000001)

#Hefine BioAPI SETGUICALLBACKS (0x00000002)

#Hefine BioAPI SUBSCRIBETOGUIEVENTS (0x00000002)

#fefine BioAPI CAPTURE (0x00000004)

#fefine BioAPT CREATETEMPLATE (0x00000008)

#Hefine BioAPI PROCESS (0x00000010)

#Hefine BioAPI PROCESSWITHAUXBIR (0x00000020)

#fefine BioAPI VERIFYMATCH (0x00000040)

#Hefine BioAPI IDENTIFYMATCH (0x00000080)

#Hefine BioAPI ENROLL (0x00000100)

#Hefine BioAPI VERIFY (0x00000200)

#Hefine BioAPI IDENTIFY (0x00000400)

#Hefine BioAPT IMPORT (0x00000800)

#Hefine BioAPI PRESETIDENTIFYPOPULATION (0x0000100€)

#Hefine BioAPI DATABASEOPERATIONS (0x00002080)

#fefine BioAPI SETPOWERMODE (0x00004000)

#Hefine BioAPT SETINDICATORSTATUS (0x00@98000)

#Hefine BioAPI GETINDICATORSTATUS (0x00010000)

#Hefine BioAPI CALIBRATESENSOR (0x00020000)

#Hefine BioAPI UTILITIES £6X00040000)

#Hefine BioAPTI QUERYUNITS (0x00100000)

#Hefine BioAPI QUERYBFPS (0x00200000)

#Hefine BioAPI CONTROLUNIT (0X00400000)

#pefine BioAPI TRANSFORM (0x00800000)

#Hefine BioAPT PROCESSUSINGAUXBIRS (0x01000000)

#Hefine BioAPI VERIFYMATCHUSINGAUXBIRS  (0x02000000)

#Pefine BioAPI DECIDE (0x04000000)

#fefine BioAPI FUSE (0x08000000)

#Hefine BioAPI SECURITY (0x10000000)
The definition BioAPI_SETGUICALLBACKS applies only when the BioAPI version number in use is 2.(.
The definition BioAPI_SUBSCRIBETOGUIEVENTS applies only when the BioAPI version number in use
is 2.1 or|greater. The definition BioAPI_TRANSFORM applies only when the BioAPI version number ih
use is 2.l or greatef;
NOTE This_type is used as an element of BioAPI_BSP_SCHEMA.
7.71 BiocAPI_OPTIONS_MASK

A mask that indicates what options are supported by the Biometric Service Provider. Note that optional
functions are identified within the BioAPI_OPERATIONS_MASK and not repeated here.

typedef uint32 t BioAPI OPTIONS MASK;

#define BioAPI RAW (0x00000001)
If set, indicates that the BSP supports the return of raw/audit data.

#define BioAPI QUALITY RAW (0x00000002)
If set, the BSP supports the return of a quality value (in the BIR header) for raw biometric data.

#define BioAPI QUALITY INTERMEDIATE (0x00000004)
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If set, the BSP supports the return of a quality value (in the BIR header) for intermediate biometric data.

#define BioAPI QUALITY PROCESSED (0x00000008)
If set, the BSP supports the return of quality value (in the BIR header) for processed biometric data.

#define BioAPI APP GUI (0x00000010)
If set, the BSP supports application control of the GUI.

#define BioAPI STREAMINGDATA (0x00000020)
If set, the BSP provides GUI streaming data. This definition applies only when the BioAPI version
numberin use is 2.0

define BioAPI GUI_ PROGRESS EVENTS (0x00000020)
If set, the BSP provides GUI progress events. This definition applies only when the BioAP]| version
rnumber in use is 2.1 or greater.

#define BioAPI SOURCEPRESENT (0x00000040)
If set, the BSP supports the detection of the presence a biometric characteristie-at.the biometri¢ sensor.

#ldefine BioAPI PAYLOAD (0x00000080)
If set, the BSP supports payload carry (accepts a payload during ,BioAPI Enroll or |BioAPIL
(reateTemplate and returns the payload upon successful BioAPl-Verify, BioAPI_VerifyMqtch), or
erifyMatchUsingAuxBIRs (BioAPI 2.2 or greater)).

define BioAPI BIR SIGN (0x00000100)
If set, the BSP returns signed BIRs.

#define BioAPI BIR ENCRYPT (0x00000200"%
[ set, the BSP returns encrypted BIRs (BDB portion),

]

#ldefine BioAPI TEMPLATEUPDATE (0x000@0400)
If set, the BSP updates any provided input refefence template as part of the enrollment or template
dreation operation.

#define BioAPI ADAPTATION (0x00000800)
If set, the BSP supports BIR adaptation in the return parameters of a Verify, VerifyMptch, or
WerifyMatchUsingAuxBIRs (BioAPI 2.2 or greater) operation.

#define BioAPI BINNING (0x00001000)
If set, the BSP supports binning (in BioAPI_Identify and BioAPI_IdentifyMatch operations).

#define BioAPI SELFCONTA¥NEDDEVICE (0x00002000)
If set, the BSP supports-a.self-contained device.

#define BioAPI MOC (0x00004000)
If set, the BSP direetly supports matching on a smartcard.

#define BiQARI SUBTYPE TO CAPTURE (0x00008000)
F set, theBSP supports specification by the application of which biometric subtype to capturefand will
act on it

]

#ldéfine BioAPI SENSORBEP (0x00010000)

#define BioAPI ARCHIVEBFP (0x00020000)
If set, the BSP supports management of an archive unit through a BFP.

#define BioAPI MATCHINGBFP (0x00040000)
If set, the BSP supports management of a matching algorithm unit through a BFP.

#define BioAPI PROCESSINGBFP (0x00080000)
If set, the BSP supports managment of a processing algorithm unit through a BFP.

#define BioAPI COARSESCORES (0x00100000)
If set, the BSP returns scores which are coarsely quantized (see clause C.4.6).
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#define BioAPI IDENTIFYINDICATOR (0x00200000)
If set, the BSP supports progress indication during identification. This definition applies only when the
BioAPI version number in use is 2.1 or greater.

NOTE This type is used as an element of BioAPI_BSP_SCHEMA.

7.72 BioAPI_POWER_MODE

An enumeration that specifies the types of power modes the BSP and its attached devices (BioAPI Units)
will try to use.

typedef| uint32 t BioAPI POWER MODE;

/* ALl functions available */
#defihe BiOAPI_POWER_NORMAL (1)

/* Able to detect (for example) insertion/finger on/person present type of/eueénts */
#defihe BioAPI_POWER_DETECT (2)

/* Minimum mode. All functions off */
#defihe BioAPIiPOWERisLEEP (3)

7.73 B1oAPI_QUALITY

7.73.1 A value indicating the relative quality of the biometric data in the’BDB.

typedef| int8 t BioAPI QUALITY;

7.73.2 The performance of biometrics varies with the quality ofthe biometric sample. Since a universally
accepted definition of quality does not exist, BioAPI specifies the following structure with the goal d
relatively quantifying the effect of quality on usage of the"BIR (as envisioned by the BSP implementer).
The scotes as reported by the BSP are based on the purpose (BioAPI_BIR_PURPOSE) indicated by the
applicatjon (e.g, BioAPI_PURPOSE_ENROLL, BioAPI'PURPOSE_VERIFY, BioAPI_PURPOSE_IDENTIFY,
etc.). Additionally, the demands upon the biometric vary based on the actual customer applicatiop
and/or ¢nvironment (i.e., a particular applicatiep’usage may require higher quality samples than would
normally be required by less demanding applications).

=)

7.73.3 Quality measurements are reported as an integral value in the range 0-100 except as follows:

— valyeof“-1”: BioAPI_QUALITYwas notsetbythe BSP (reference the BSPimplementer’s documentatiop
for gn explanation);

— valye of “-2”: BioAPI_QUALITY is not supported by the BSP.

7.73.4 There are tw’ebjectives in providing BioAPI_QUALITY feedback to the biometric application.

)

a) The| primaryvobjective is to have the BSP inform the application how suitable the biometri
sarr]ple is:for the purpose (BioAPI_PURPOSE) specified by the application (as intended by the BS
p

=)

imp|]emeénter based on the use scenario envisioned by that BSP implementer).

b) The secondary objective is to provide the application with relative results (e.g., current sample is
better/worse than previous sample).

7.73.5 Quality scores in the range 0-100 have the following general interpretation.

— 0-25: UNACCEPTABLE: The BDB cannot be used for the purpose specified by the application
(BioAPI_PURPOSE). The BDB needs to be replaced using one or more new biometric samples.

— 26-50: MARGINAL: The BDB will provide poor performance for the purpose specified by the
application (BioAPI_PURPOSE) and in most application environments will compromise the intent of
the application. The BDB needs to be replaced using one or more new biometric samples.
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— 51-75: ADEQUATE: The biometric data will provide good performance in most application
environments based on the purpose specified by the application (BioAPI_PURPOSE). The application
should attempt to obtain higher quality data if the application developer anticipates demanding usage.

— 76-100: EXCELLENT: The biometric data will provide good performance for the purpose specified

by the application (BioAPI_BIR_PURPOSE).

NOTE The BioAPI Quality corresponds to the “CBEFF_BDB_quality” in ISO/IEC 19785-1.

7.74 BiocAPI RETURN

.74.1 This data type is returned by all BioAPI functions. The permitted values include:

4+ BioAPI_OK;

-+ All Error Values defined in this specification;

-+ BSP-specific error values defined and returned by a specific biometricservice provider;
—+ All Error Values defined for lower level components;

—+ BioAPI Unit-specific error values defined and returned by a specific biometric service proy
tfypedef uint32 t BioAPI RETURN;

#define BioAPI OK (0)

7.74.2 Definitions

— BioAPI_OK - Indicates operation was successful;

- All other values - Indicates the operation was unsuccessful and identifies the specific, detect
that resulted in the failure. (See Clause 11 for the list of standardised error codes.)

7.75 BioAPI_SECURITY_OPTIONS:MASK (BioAPI 2.2)

A mask that indicates what security options are supported by the BioAPI Unit.
tlypedef uint32 t BioAPI,SEGURITY OPTIONS MASK;

#define BioAPI ENCRYPTION (0x00000001)
If set, indicates that the BioAPI Unit supports encryption.

#define BioAPI MAO) " (0x00000002)
If set, indicates that the BioAPI Unit supports MAC generation.

#idefine B¥OAPI DIGITAL SIGNATURE (0x00000004)
If set, indicates that the BioAPI Unit supports digital signature.

#define' BIoAPI ACBio GENERATION WITH MAC

(0x00000010)

ndicates that the BioAP D 1DDO

#define BioAPT ACBio GENERATION WITH DIGITAL SIGNATURE (0x00000020)
If set, indicates that the BioAPI Unit supports ACBio generation using digital signature.

7.76 BioAPI_SECURITY_PROFILE (BioAPI 2.2)

ider.

ed error

7.76.1 Structure giving information of the cryptographic algorithms and keys of a BioAPI Unit or a
biometric application which is used to encrypt/decrypt biometric data or to generate/validate the MAC
or digital signature of the BIR and also giving the information of the hash algorithm, the information
about the MAC generation, and the digital signature used in ACBio generation. When this structure is used
in the structure of BioAPI_UNIT_SCHEMA (BioAPI 2.2) as the output parameter of BioAPI_QueryUnits,
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the parameters in this structure indicate the information supported in the BioAPI Unit. On the other
hand, when this structure is used as the parameter of BioAPI_BSPAttachSecure, the parameters in this
structure indicates the information which is to be used in the execution of security operations.

typedef struct bioapi security profile {
BioAPI_SECURITY_OPTIONS_MASK SupportedSecOption;
BioAPIiENCRYPTIONiINFO **ENCInfo;
uint32 t *NumberOfElementsEncInfo;
BioAPI MAC INFO **MACInfo;
uint32 t *NumberOfElementsMacInfo;
BioAPI DIGITAL SIGNATURE ALG *SIGNAlg;
uintP2 t *NumberOfElementsSIGNAlg;
BioA?I_OPERATIONS_MASK ACBioOption;
BioA?I_HASH_ALG **HASHAlgForACBio;
uintB2 t *NumberOfElementsHASHAlgForACBio;
BioApPI MAC INFO **MACInfoForACBio;
uintB2 t *NumberOfElementsMACInfoForACBio;
BioA?I_DIGITAL_SIGNATURE_ALG *SIGNAlgForACBio;
uintB2 t *NumberOfElementsSIGNAlgForACBio;

} BioAP[isECURITYiPROFILE;

7.76.2 Definitions

— SupportedSecOption - A mask which indicates which security optiens-are supported or to be
exe¢uted by the BSP Unit.

— ENdInfo - Encryption information used in the encryption of the BDB.
— NunpberOfElementsEncinfo - The number of elements in the a¥ray of ENCInfo.

— MA(Info - MAC information used to keep the integrity of'the BIR.

— NunpberOfElementsMacinfo - The number of elements’in the array of MACInfo.
— SIGNAIg - Digital signature algorithm used to keep the integrity of the BIR.
— NunpberOfElementsSIGNAlg - The number, of'elements in the array of SIGNAlg.

— ACBjoOption - A mask which indicates which security options of MAC or digital signature ap
supported or to be executed by the BSP Unit.

[}

— HASHAlgForACBio - Hash algaorithm used to generate ACBio instances.

— NumpberOfElementsHASHAIgForACBio - The number of elements in the array of HASHAIgForACBio.
— MA(InfoForACBio - MAC information used to generate ACBio instances.

— NunpberOfElementsMACInfoForACBio - The number of elements in the array of MACInfoForACBio.
— SIGNAlgForA€Bio - Digital signature algorithm used to generate ACBio instances.

— NunpberQfElementsSIGNAlgForACBio — The number of elements in the array of SIGNAlgForACBio.

7.77 BioAPI_DIGITAL_SIGNATURE_ALG (BioAPI 2.2)

Identifies the digital signature algorithm supported by a BioAPI Unit. This BioAPI type shall be the
XML value notation of ASN.1 identifier (see ISO/IEC 8824-1) assigned to digital signature algorithms.
Example to specify the digital signature algorithm using SHA1 with RSA according to ISO/IEC 9796-2,
the char would be “1.3.36.3.4.3.2.1” which is the XML value notation for.

typedef char *BioAPI DIGITAL SIGNATURE ALG;

#define BioAPI DIGITAL SIGNATURE ALG NOT SUPPORTED NULL
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7.78 BioAPI_STRING

7.78.1 This is used by BioAPI data structures to represent a character string inside of a fixed-length
buffer. The character string shall be NUL-terminated.
typedef uint8 t BioAPI STRING [269];

7.78.2 This string shall consist of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017,
Annex D).

71.79 BioAPI_TIME

Defines the time when the BIR was created.

fypedef struct biocapi time {

uint8 t Hour; /* valid range: 00 - 23, 99 */
uint8 t Minute ; /* valid range: 00 - 59, 99 */
uint8 t Second ; /* wvalid range: 00 - 59, 99 */
} BiOAPI_TIME;

#define BioAPI NO HOUR AVAILABLE (99)
#define BioAPI NO MINUTE AVAILABLE (99)
#define BioAPI NO SECOND AVAILABLE (99)

he condition NO VALUE AVAILABLE shall be indicated by sétting all fields to the value 99 (decimal).
Vhen used within the Creation DTG within a BIR headet, jif no time information is available, then
he BioAPI_NO_HOUR_AVAILABLE, BioAPI_NO_MINUTE_AVAILABLE, and BioAPI_NO_SECOND_
VAILABLE values shall be used.

o> ot <

OTE Time formats are consistent with ISO 860 12l¢

=z

1.80 BioAPI_UNIT_ID

A BioAPI Unit ID is a 32-bit integer assigned to a BioAPI Unit by a BSP that manages (difectly or
indirectly) the BioAPI Unit.

tflypedef uint32 t BioAPI UNIT WD;

ﬂdeﬁne BioAPI DONT CARE (0x00000000)
define BioAPI DONT INCLUDE (OXFFFFFFFEF)

71.81 BioAPI_UNIT_LIST_ELEMENT

71.81.1 Indicates a BioAPI Unit by category and ID. A list of these elements is used to establish gn attach
session.

typedef strm€t bioapi unit list element {
B30API CATEGORY UnitCategory;
BTOAPI UNIT ID UnitId;

¢ BEOAPI UNIT LIST ELEMENT;

71.81.2 Definitions

— UnitCategory - Defines the category of the BioAPI Unit.

— Unitld - The ID of a BioAPI Unit to be used in this attach session. This will be created by the BSP
uniquely.

7.82 BioAPI_UNIT_SCHEMA

7.82.1 A BioAPI Unit schema indicates the specific characteristics of the BioAPI Unit.

typedef struct bioapi unit schema {
BioAPI UUID BSPUuid;
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NOTE The BioAPI Unit Schema is used as a function parameter (by BioAPI_QueryUnits and BioAP|_
EventHanpdler), but is not stored in the component registry.

7.82.2 DPefinitions

56

} BipAPI UNIT SCHEMA;

BioAPI UUID UnitManagerUuid;
BioAPI UNIT ID UnitId;

BioAPI CATEGORY UnitCategory;
BioAPI UUID UnitProperties;
BioAPI_STRING VendorInformation;
BioAPI EVENT MASK SupportedEvents;
BioAPI_UUID UnitPropertyID;

BioAPI DATA UnitProperty;

BioAPI STRING HardwareVersion;
BioAPI STRING FirmwareVersion;
BioAPI STRING SoftwareVersion;
RioAPT STRING HardwareSerialNumber:
BioAPI BOOL AuthenticatedHardware;
int32_t MaxBSPDbSize;

hint32 t MaxIdentify;

BSPUuid - UUID of the BSP supporting this BioAPI Unit.

UnigManagerUuid - UUID of the software component directly mandging the BioAPI Unit (may b
either the BSP itself or a BFP).

[}

Unifld - 1D of the BioAPI Unit during this attach session. This will be created by the BSP uniquely.
UnifCategory - Defines the category of the BioAPI Unit

UnifProperties - UUID indicating a set of properties of the BioAPI Unit. The indicated set can eithe
be specified by each vendor or follow a related;standard.

—

Vendlorinformation - Contains vendor proprietary information.
SupportedEvents - A mask indicating which types of events are supported by the hardware.
UnigPropertyID - UUID of the format of the following Unit property structure.

UnifProperty - Address anddength of a memory buffer containing the Unit property describing thie
BioAPI Unit. The format and eontent of the Unit property can either be specified by the vendor or be
spetified in a related standard.

t

HarflwareVersion zA-NUL-terminated string containing the version of the hardware. Empty if nd
avaflable.

—

FirmwareVersion - A NUL-terminated string containing the version of the firmware. Empty if nd
availables

—

SoftwdarpeVersion - A NUL-terminated string containing the version of the software. Empty if nd
available.

HardwareSerialNumber - A NUL-terminated string containing the vendor defined unique serial
number of the hardware component. Empty if not available.

AuthenticatedHardware - A boolean value that indicates whether the hardware component has been
cryptographically authenticated by the BSP (or BFP).

MaxBSPDbSize - Maximum size database supported by the BioAPI Unit. If zero, no database exists.

MaxlIdentify - Largest identify population supported by the BioAPI Unit. Unlimited = FFFFFFFF.
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7.83 BioAPI_UNIT_SCHEMA (BioAPI 2.2)

7.83.1 A BioAPI Unit schema indicates the specific characteristics of the BioAPI Unit.

typedef struct bioapi unit schema {
BioAPI UUID BSPUuid;
BioAPI UUID UnitManagerUuid;
BioAPI UNIT ID UnitId;
BioAPI CATEGORY UnitCategory;
BioAPI UUID UnitProperties;

R DI _COmD TN N7 <l Tt P

Ex s

BioAPI EVENT MASK SupportedEvents;

BioAPI UUID UnitPropertyID;

BioAPI DATA UnitProperty;

BioAPI STRING HardwareVersion;

BioAPI STRING FirmwareVersion;

BioAPI STRING SoftwareVersion;

BioAPI STRING HardwareSerialNumber;

BioAPI BOOL AuthenticatedHardware;

uint32 t MaxBSPDbSize;

uint32 t MaxIdentify;

BiOAPI_SECURITY_PROFILE *SecurityProfile;
} BiOAPI_UNIT_SCHEMA;

N =

ventHandler), but is not stored in the component registry.

7.83.2 Definitions

-+ BSPUuid - UUID of the BSP supporting this BioAPI Unit.

UnitManagerUuid - UUID of the software-component directly managing the BioAPI Unit
either the BSP itself or a BFP).

Unitld - 1D of the BioAPI Unit during'this attach session. This will be created by the BSP un
UnitCategory - Defines the category of the BioAPI Unit.

UnitProperties - UUID indicating a set of properties of the BioAPI Unit. The indicated set c3
be specified by each véndor or follow a related standard.

VendorInformation s Contains vendor proprietary information.

SupportedEvents - A mask indicating which types of events are supported by the hardwarsg.

UnitPropertyID — UUID of the format of the following Unit property structure.

OTE The BioAPI Unit Schema is used as a function parameter (by BioAPI QueryUnits and| BioAPI_

(may be

iquely.

In either

UnitProperty - Address and length of a memory buffer containing the Unit property descrllbing the

BioAPI Unit. The format and content of the Unit property can either be specified by the ven
specified in a related standard.

oror be

HardwareVersion - A NUL-terminated string containing the version of the hardware. Empty if not

available.

FirmwareVersion - A NUL-terminated string containing the version of the firmware. Empty if not

available.

SoftwareVersion - A NUL-terminated string containing the version of the software. Empty if not

available.

HardwareSerialNumber - A NUL-terminated string containing the vendor defined unique serial

number of the hardware component. Empty if not available.
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— AuthenticatedHardware - A boolean value that indicates whether the hardware component has been
authenticated.

— MaxBSPDbSize - Maximum size database supported by the BioAPI Unit. If zero, no database exists.

— Maxldentify - Largest identify population supported by the BioAPI Unit. Unlimited = FFFFFFFF.

— SecurityProfile — Security profile of the BioAPI Unit.

7.84 Bi

oAPI UUID

A unive
and the
databas

typedef

NOTE 1

NOTE 2

7.85 Bi

This tyq
data hay
within s

The two

1) 32 decimal (20 hex), corresponding to a Major valtie of 2 and a Minor value of 0, and representinig
BioAPI 2.0;

2) 33 decimal (21 hex), corresponding to a Major value of 2 and a Minor value of 1, and representinjg
BioAPI 2.1;

3) 34 decimal (22 hex), corresponding to a Major value of 2 and a Minor value of 2, and representinig
BioAPI 2.2.

typedef| uint8 t BioAPT VERSION;

NOTE 1

NOTE 2
ISO/IEC

The Bio.

rsally unique identifier used to identify and address components (BSPs, BFPs, BioAPI Units,

BioAPI Framework), to identify BIR databases, and as a database index for BSP-contralled BIR
S,
uint8 t BioAPI UUID[16];

UUIDs are defined in ISO/IEC 9834-8.

The BioAPI UUID within a BIR header corresponds to the “CBEFF_BDB_index” in ISO/IEC 19785-1.
0API_VERSION
e is used to represent the version of the BioAPI or FPI spécification to which components qr
e been implemented. This type is used in the function BioAPI_Init, within the BIR header, and

chemas in the component registry.

following values are specified in this edition of thi$’International Standard:

This type is not@used for product versions, which are generally represented by strings.

The BioAPIVersion used within the BIR header corresponds to the “CBEFF_patron_header_version” ijn
[9785-1.

(i

APl Version is a concatenation of the major and minor version values such that first hex dig

represelllts the major version and the second hex digit represents the minor version:

BioAPI_VERSION 0Oxnm

where n

= MajorVersion and m=MinorVersion.

7.86 GUI Events

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

58
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7.86.1 BioAPI_GUI_SELECT_EVENT_HANDLER (BioAPI 2.1)

7.86.1.1 Callback function

typedef BioAPI RETURN (BioAPI *BioAPI GUI SELECT EVENT HANDLER)
(const BioAPI UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
const BioAPI HANDLE *BSPHandle,
BioAPI GUI ENROLL TYPE EnrollType,

const void *GUISelectEventHandlerCtx,
B DT CUUT ODERATTON (\I-\ ratd At

BioAPI GUI MOMENT Moment,

BioAPI RETURN ResultCode,

int32 t MaxNumEnrollSamples,
BioAPI BIR SUBTYPE MASK SelectableInstances,
BioAPI BIR SUBTYPE MASK *SelectedInstances,
BioAPI BIR SUBTYPE MASK CapturedInstances,
const uint8 t *Text,

BioAPI GUI RESPONSE *Response);

.86.1.2 Description

his is a function pointer type for an application's GUI event handlénfunction that is to haj

select event notification callbacks coming from a BSP through the framework. In order to rec

select event notifications, an application shall register a callback’function of type BioAPI_GUI_

VENT_HANDLER by providing the callback address of the function, along with a context addi
11 to BioAPI_SubscribeToGUIEvents (see 8.3.8).

he framework makes a callback to an application function of this type each time it rec
ihcoming callback to a function of type BioSPI_GUY SELECT EVENT HANDLER which it
tp a BSP. The parameters of the callback (except<GUISelectEventHandlerCtx) shall be set f
arameters of the incoming callback with the same names; the parameter GUISelectEventHa
shall be set from the GUI select context addsess originally provided by the application in if
i0API_SubscribeToGUIEvents; and the callback address shall be set from the GUI select
ddress originally provided by the application in the call to BioAPI_SubscribeToGUIEvents.

BSP can generate GUI select events only during the execution of a call to BioAPI_Capture,
erify, BioAPI_Identify, or BioAPI_Enroll. A GUI select event with the moment value Bio/
OMENT_BEFORE_START isgenerated before the start of each suboperation cycle, and a G|
ent with the moment value BioAPI_GUI_MOMENT_AFTER_END is generated after the end
sjuboperation cycle (see 7.4:7).

he main purpose of;the GUI select event notification generated before the start of a subo
cle is to informi-the application that a new suboperation cycle is ready to start and to a
plication to,select the instance(s) to be captured (where such selection is supported by the
i$ consistent.with the biometric modality in use). The main purpose of the GUI select event not]

sjuboperation cycle. The application shall respond to each GUI select notification by indicating
the suboperation cycle should start, the operation should be considered completed, a new subo
€le should be started, or the operation should be canceled (see 7.52).

ndle GUI
eive GUI
SELECT_
ess,in a

bives an
exposes
rom the
hdlerCtx
s call to
callback

BioAPI_
\PI_GUI_
JI select

of each

peration
llow the
BSP and
ification

enerated after the end of a suboperation cycle is to inform the application about the outcone of the

whether
peration

If the application specifies one or more instances in the Subtype parameter of the original function call
(BioAPI_Capture, BioAPI_Enroll, BioAPI_Verify, or BioAPI_Identify) and this parameter is supported

by the BSP, then the parameter Selectablelnstances is set based on the value of the Subtype para

meter.

The GUI select event handler function and any functions invoked (directly or indirectly) by that function

shall not call any BioAPI function.

If the application returns a value different from BioAPI_OK, the original function will immediately

return to the caller with an error code.
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7.86.1.3 Parameters

60

BSPUuid (input) - A UUID identifying the BSP to which the GUI event is related.
UnitlD (input) - The unit ID of the sensor unit of the BSP to which the GUI event is related.
BSPHandle (input) - The handle of the BSP attach session to which the GUI event is related.

EnrollType (input) - The enroll type of the BSP. This parameter is only meaningful if Operation is
BioAPI_GUI_OPERATION_ENROLL.

—

GUlYelectEventHandlerCtx (input) — The context address orginally provided by the subscribg
application as part of the GUI event subscription.

Opelation (input) - A value indicating the type of operation for which the GUI event“has beeph
generated. Only the following values are permitted:

BipAPI_GUI_OPERATION CAPTURE
BipAPI GUI OPERATION VERIFY
BipAPI GUI OPERATION IDENTIFY
BipAPI GUI OPERATION ENROLL

=)

Moment (input) - A value indicating whether the GUI event has been generated before the start g
the [suboperation cycle or after the end of the suboperation cyclé.)Only the following values ar
perinitted:

[}

BipAPI GUI MOMENT BEFORE START
BipAPI GUI MOMENT AFTER END

ItCode (input) - This parameter is significant only if Moment is BioAPI_GUI_MOMENT_AFTER
, and shall be set to zero otherwise. Whengsignificant, it shall contain the result code of th
subgperation cycle that has just ended. The result code can be either BioAPI_OK or a BioAPI error cod¢.

D 1

MaqNumEnrollSamples (input) - This parameter is significant only if Moment is BioAPI_GUI_
MOMENT_BEFORE_START. When significant, it shall contain the maximum number of samples th4
the BSP will be able to capture in the-suboperation cycle that is about to start.

—

Selertablelnstances (input) - Thisparameter is significant only if Moment is BioAPI_GUI_MOMENT_
BEFORE_START. When significant, it shall contain a bitmask that specifies which instance(s) of t
biorhetric modality can be'selected by the application for capturing in the suboperation cycle that is
abofit to start. Some BSPsSupport the selection of multiple instances of a modality because they a
abld to create, in a single capture suboperation, a single BIR containing data pertaining to multip
instpnces.

SelertedInstances (output) — This output parameter is significant only if Moment is BioAPI_GUI_
MOMENT BEFORE_START. When significant, it shall contain a bitmask that specifies whic
instince(s) of the biometric modality have been selected by the application for capturing in t
subpperation cycle that is about to start.

CapturedInstances (input) - This parameter is significant only if Moment is BioAPI_GUI_MOMENT_
AFTER_END, and shall be set to zero otherwise. When significant, it shall contain a bitmask that
specifies which instance(s) have been successfully captured by the BSP within the suboperation
cycle that has just ended.

Text (input) — A textual message, consisting of a string of [ISO/IEC 10646 characters encoded in UTF-
8, which is intended for display to the subject or to an operator. The content of the message, as well
as the language in which it is expressed, are not standardized.

Response (output) - A value indicating the response from the application to the GUI select event
notification (see 7.52).
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NOTE See also C.8.

7.86.1.4 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

7.86.1.5 Errors

DILRR ISR _CANCET T

HioAPIERR FUNCTION FATLED
7.86.2 BioAPI_GUI_STATE_EVENT_HANDLER (BioAPI 2.1)

7.86.2.1 Callback function

tfypedef BioAPI RETURN (BioAPI *BioAPI GUI STATE EVENT HANDLER)
(const BioAPI UUID *BSPUuid,
BioAPIiUNITiID UnitID,

const BioAPI HANDLE *BSPHandle,

const void *GUIStateEventHandlerCtx,
BioAPI GUI OPERATION Operation,
BioAPI GUI SUBOPERATION Suboperation,
BioAPI BIR PURPOSE Purpose,
BioAPI GUI MOMENT Moment,

BioAPI RETURN ResultCode,

int32 t EnrollSamplelIndex,

const BioAPI ~ GUI BITMAP ARRAY *Bitmaps,
const uint8 t *Text,
BlOAPIiGUliRESPONSE *Response,

int32 t *EnrollSampleIndexToRecapture) ;

71.86.2.2 Description

his is a function pointer type for an application's GUI event handler function that is to handle GUI state
vent notification callbacks coming fromi“a BSP through the framework. In order to receive QUI state
vent notifications, an application shall register a callback function of type BioAPI_GUI_STATE JEVENT_
ANDLER by providing the callback address of the function, along with a context address, in|a call to
ioAPI_SubscribeToGUIEvents‘(see 8.3.8).

My = @ @

he framework makes a (callback to an application function of this type each time it recgives an
hcoming callback to a function of type BioSPI_GUI_STATE_EVENT HANDLER which it expdses to a
SP. The parameters.of the callback (except GUIStateEventHandlerCtx) shall be set from the parjameters
f the incoming callback with the same names; the parameter GUIStateEventHandlerCtx shall be
et from the GUY state context address originally provided by the application in its call to|BioAPL
ubscribeToGUIEvents; and the callback address shall be set from the GUI state callback|address
driginally provided by the application in the call to BioAPI_SubscribeToGUIEvents.

. O 0 = =]

A BSPican generate GUI state events only during the execution of a call to BioAPI_Capture, BioAPIL_

erify, BIOAPI Identlfy, or BloAPI EnroII A GUI state event with the moment Value BioAPI_GUI_

and a dte event

with the moment Value BioAPI GUI MOMENT AFTER END is generated after the end of the each
suboperation (see 7.47).

The main purpose of the GUI state event notification generated before the start of a suboperation is
to inform the application that a certain suboperation is ready to start. The main purpose of the GUI
state event notification generated after the end of a suboperation is to inform the application about
the outcome of the suboperation. The application shall respond to each GUI state event notification by
indicating whether the suboperation should start, the suboperation cycle should proceed with the next
suboperation, a new suboperation cycle should be started, or the entire operation should be canceled
(see 7.52).
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The GUI state event handler function and any functions invoked (directly or indirectly) by that function
shall not call any BioAPI function.

If the application returns a value different from BioAPI_OK, the original function will immediately
return to the caller with an error code.

7.86.2.3 Parameters

62

BSPUuid (input) - A UUID identifying the BSP to which the GUI event is related.

UnidID (input) - The unit ID of the sensor unit of the BSP to which the GUI event is related.

BSPHandle (input) - The handle of the BSP attach session to which the GUI event is related.

—

GUlStateEventHandlerCtx (input) - The context address originally provided by the_subscribg
application as part of the GUI event subscription.

Opefation (input) - A value indicating the type of operation for which the GUIl-event has beep
generated. Only the following values are permitted:

BipAPI_GUI_OPERATION CAPTURE
BipAPI GUI_ OPERATION VERIFY
BipAPI GUI OPERATION IDENTIFY
BipAPI GUI OPERATION ENROLL

Subgperation (input) - A value indicating the type of suboperation for which the GUI event has beep
generated (the suboperation that is about to start or has just ended). The suboperation shall be one
of those that are compatible with Operation (see Table.5):

Purpose (input) - This parameter is significant only,if'Suboperation is BioAPI_GUI_SUBOPERATION_
CAHTURE, and shall be set to zero otherwise. When significant, it shall indicate the purpose of the
capture suboperation (any value of type BioARI*"BIR_PURPOSE).

Moment (input) - A value indicating whetherthe GUI event has been generated before the start of thie
subgpperation or after the end of the subeperation. Only the following values are permitted:

BipAPI GUI MOMENT BEFORE START
BipAPI GUI MOMENT AFTER EN®

ResultCode (input) - This(parameter is significant only if Moment is BioAPI_GUI_MOMENT_AFTER_
ENI), and shall be set.t@’zero otherwise. When significant, it shall contain the result code of thie
subgpperation that hasjust ended. The result code can be either BioAPI_OK or a BioAPI error code.

Enr¢llSamplelndex (input) - This parameter is significant only if Suboperation is BioAPI_GUI_
SUBOPERATION_CAPTURE, Moment is BioAPI_GUI_MOMENT_BEFORE_START, and a sample fdr
enrpllmentis about to be captured. Otherwise, it shall be set to zero. When significant, it shall
confain‘the index (an integer from 1 onwards) of the sample to be captured for enrollment by t

capfure suboperation that is about to start. hle

Bitmaps (input) - An array of bitmaps containing image(s) of the samples captured in the
suboperation, which are intended for display to the subject or to an operator. This array usually
contains zero or one bitmaps, but may contain multiple bitmaps if the BSP has the ability to capture
multiple instances of a biometric modality in a single capture operation.

Text (input) — A textual message, consisting of a string of ISO/IEC 10646 characters encoded in UTF-
8, which is intended for display to the subject or to an operator. The content of the message, as well
as the language in which it is expressed, are not standardized.

Response (output) — A value indicating the response from the application to the GUI state event
notification (see 7.52).
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— EnrollSamplelndexToRecapture (output) - This parameter is significant only if Suboperation is
BioAPI_GUI_SUBOPERATION_CREATETEMPLATE, Moment is BioAPI_GUI_MOMENT_AFTER_END,
and Response is BioAPI_GUI_RESPONSE_RECAPTURE. When significant, it shall contain the index
(a positive integer) of a sample previously captured for enrollment that the application requests to
be recaptured.

EXAMPLE If a BSP provides the enroll type Multiple-Capture to the BioAPI_GUI_SELECT_EVENT_HANDLER
function, it may capture three biometric samples in each enroll operation. The BSP generates GUI state events
before the start and after the end of each capture suboperation (with EnrollSamplelndex set to 1, 2, and 3),
followed by a GUI state event before the start and after the end of the create template suboperation. When the
application receives the GUT state event notification before the start of the create template suboperatidn, it asks
he user which sample is to be replaced. The user chooses the second sample, after reviewing the bifmaps on
sgreen. The application sets Response to BioAPI_GUI_RESPONSE_RECAPTURE and EnrollSamplelndéxToRecapture
b 2, and returns from the notification callback. The BSP then generates another GUI state event before|the start
and after the end of a new capture suboperation, with EnrollSampleindex set to 2, and finally another [UI state
event before the start and after the end of a new create template suboperation.

—t

[

NOTE See also C.8.

7.86.2.4 Return Value

oy

BioAPI_RETURN value indicating success or specifying a particular error condition. The value
ioAPI_OK indicates success. All other values represent an error condition.

(ww]

7.86.2.5 Errors

jos]

i0APIERR USER CANCELLED
1i0APIERR FUNCTION FAILED

71.86.3 BioAPI_GUI_PROGRESS_EVENT_HANDLER (BioAPI 2.1)

los]

7.86.3.1 Callback function

tlypedef BioAPI RETURN (BioAPI *BioARI GUI PROGRESS EVENT HANDLER)
(const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitID,

const BioAPI HANDLE *BSPHandle,

const void *GUIProgresgEwventHandlerCtx,
BioAPI GUI OPERATION.Qperation,
BioAPI GUI SUBOPERATION Suboperation,
BioAPI BIR PURPOSE_Purpose,
BioAPI GUI MOMENT) Moment,

uint8 t SubopérationProgress,

const BioAPL~GUI BITMAP ARRAY *Bitmaps,
const uin€8)t *Text,

BioAPI GUZE'RESPONSE *Response);

.86.3.2 PDescription

This<is¢a function pointer type for an application's GUI event handler function that is to hapdle GUI
fdrogress event notification callbacks coming from a BSP through the framework. In order tq receive
GUT progress event notifications, an appiication shall Tegistera cattback function of type BioAPI_GUI_
PROGRESS_EVENT_HANDLER by providing the callback address of the function, along with a context
address, in a call to BioAPI_SubscribeToGUIEvents (see 8.3.8).

The framework makes a callback to an application function of this type each time it receives an
incoming callback to a function of type BioSPI_GUI_PROGRESS_EVENT_HANDLER which it exposes
to a BSP. The parameters of the callback (except GUIProgressEventHandlerCtx) shall be set from the
parameters of the incoming callback with the same names; the parameter GUIProgressEventHandlerCtx
shall be set from the GUI progress context address originally provided by the application in its call to
BioAPI_SubscribeToGUIEvents; and the callback address shall be set from the GUI progress callback
address originally provided by the application in the call to BioAPI_SubscribeToGUIEvents.
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A BSP can generate GUI progress events only during the execution of a call to BioAPI_Capture,
BioAPI_Process, BioAPI_CreateTemplate, BioAPI_VerifyMatch, BioAPI_IdentifyMatch, BioAPI_Verify,
BioAPI_Identify, or BioAPI_Enroll. They can be generated at any time, even multiple times, during any
suboperation.

The main purpose of the GUI progress event notification is to inform the application about the
progress of a lengthy suboperation (such as a capture or an identify match suboperation) as percent
of completion, and to send to the application streaming data (as a series of bitmaps) collected by the
sensor. One possible use of this information is for the application to show the bitmaps and a progress

bar to tkﬁﬂﬂa&ﬁﬂ.ﬂpﬁ&ﬂﬂpﬂ%&dﬁﬁ@dﬂ.&ﬂhﬂiﬂgﬂ&mﬂm&nﬁy
indicating whether the suboperation should continue or abort (see 7.52).

The GUI progress event handler function and any functions invoked (directly or indirectly) by’ th3
function shall not call any BioAPI function.

[

t

If the gpplication returns a value different from BioAPI_OK, the BSP shall caneelOthe currer
suboperption and produce an error code. The next GUI event generated by the BSP shall'be a GUI stat
event inflicating that the suboperation has ended with that error code.

D

7.86.3.3 Parameters

— BSPpuid (input) - A UUID identifying the BSP to which the GUI eventis'related.

— UnidID (input) - The unit ID of the sensor unit of the BSP to which«he GUI event is related.
— BSPHandle (input) - The handle of the BSP attach session to which the GUI event is related.

— GUIProgressEventHandlerCtx (input) - The context address originally provided by the subscribe
application as part of the GUI event subscription.

—

— Operation (input) - A value indicating the type;of operation for which the GUI event has beep
generated.

— Subgperation (input) - A value indicating the type of suboperation for which the GUI event has beep
gen¢rated. The suboperation shall be one of those that are compatible with Operation (see Table 5).

— Purpose (input) - This parameter.is'significant only if Suboperation is BioAPI_GUI_SUBOPERATION_
CAHTURE, and shall be set toizero otherwise. When significant, it indicates the purpose of thie
subgpperation (any value of type BioAPI_BIR_PURPOSE).

— Moment (input) - A value indicating whether the GUI event has been generated before the start of the
subpperation, during-the' suboperation, or after the end of the suboperation.

— SubgperationPragress (input) - The percent of completion of the suboperation.

— Bitmaps (input) - An array of bitmaps containing image(s) of the samples captured in t
subpperation, which are intended for display to the subject or to an operator. This array usuaﬁl;
contairs,zero or one bitmaps, but may contain multiple bitmaps if the BSP has the ability to capture
multiple instances of a biometric modality in a single capture operation.

— Text (input) - A textual message, consisting of a string of ISO/IEC 10646 characters encoded in UTF-
8, which is intended for display to the subject or to an operator. The content of the message, as well
as the language in which it is expressed, are not standardized.

— Response (output) - A value indicating the response from the application to the GUI select event
notification (see 7.52).

NOTE See also C.8.
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7.86.3.4 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

7.86.3.5 Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED

BioAPI functions

OTE This clause is not applicable for framework-free systems, as BSPs provide, and applications
irectly with, the BioSPI interfaces specified in Clause 9.

§.1 Component Management Functions

The following functions are handled by the BioAPI Framework. Some are handled internally an
dre passed through to a BSP via the SPI.
§.1.1 BioAPLInit

BioAPI_RETURN BioAPI BioAPI Init
(BioAPI VERSION Version);

8.1.1.1 Description

@ =

xpected by the application is compatible with th&oversion of the BioAPI Framework on the
his function should be called at least once by the-application.

—

ny call to BioAPI_Init which occurs while’ there are previous calls to BioAPI_Init or to
hitEndpoint (in BioAPI 2.1 or greater), that have not been followed by a corresponding call to
[erminate will be handled as follows: The BioAPI Framework will respond with either Bi
f and only if the handling of the proposed version number by the framework is compatible

uccessful BioAPI_Init or BioAPI_InitEndpoint calls will be maintained by the Framework, w
ot terminate until a corfesponding number of BioAPI_Terminate calls have been issued.

o L% o Nlle ulammill - el -

|

his function is handled internally within the BioAPI Framework and is not passed through to

8.1.1.2 Parameters

applieation is compatible with.

§.121.3 Return Value

interface

d others

his function initializes the BioAPI Framework and verifies that the version of the BioAPI Framework

system.

BioAPI
BioAPIL_
bAPI_OK
with the

andling of the version number that was proposed by the previous BioAPI_Init or BioAPI_InitEndpoint
all) or BioAPIERR_INCOMPATIBLE_VERSION, but will not reinitialize. A count of the number of

hich will

h BSP.

+ Versiamy(input) - the major and minor version number of the BioAPI specification that the bjometric

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.1.1.4 Errors

BioAPIERR INCOMPATIBLE VERSION

See also BioAPI Error Handling (Clause 11).
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8.1.2 BioAPI_Terminate
BioAPI_RETURN BioAPI BioAPI_Terminate (void);

8.1.2.1 Description

This function terminates a biometric application's use of the BioAPI Framework. The Framework can
cleanup all internal state associated with the calling application.

This function shall only be called 1f there 1s at least one successful call to BIOAPI Init or BloAPI
ImtEnd 0ii

This furlction should not be called by the application if there is a call to BioAPI_BSPLoad for whic
a corregponding call to BioAPI_BSPUnload (for a given BSP UUID) has not yet been thade. Howeve
should this function be called while there are still BSPs loaded, then for each call te.BioAPI_BSPLoap
without|a corresponding call to BioAPI_BSPUnload, the actions relative to the missing correspondinjg
call to BjoAPI_BSPUnload shall be implicitly performed by the Framework (as théugh the correspondinig
function] had been called at that time), followed by the actions relative to BioAPI Terminate (i.e, t
Framewjork shall unload any BSPs prior to terminating).

This furction is handled internally within the BioAPI Framework ands'not passed through to a BSP,
except where a BioAPI_BSPUnload is implied, as specified above.

8.1.2.2 | Parameters

None.

8.1.2.3 | Return Value

A BioARI_RETURN value indicating success .00 specifying a particular error condition. The value
BioAPI_OK indicates success. All other values/represent an error condition.

NOTE A BioAPI_Terminate operation isitypically not expected to fail; however, should an anomally conditiopn
occur, the application is not required to take any further action.

8.1.2.4 | Errors

See BioAPI Error Handling-(€Clause 11).

8.1.3 BioAPI_GetFrameworkInfo

BioAPI_RETURN BioAPI BioAPI_GetFrameworkInfo
(B1i DAPT FRAMEWORK SCHEMA *FrameworkSchema) ;

8.1.3.1 | Description

This function returns information about the BioAPI Framework itself. Since multiple frameworks may
exist on a computer, applications will need information about them in order to choose the one to use.

BioAPI_GetFrameworkInfo can be called before BioAPI_Init.

8.1.3.2 Parameters

— FrameworkSchema (output) - A pointer to memory where the schema information will be returned.
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8.1.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.1.3.4 Errors

See BioAPI Error Handling (Clause 11).

44 R ADIL I nNCD
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BioAPI_RETURN BioAPI BioAPI_EnumBSPs
(BioAPI BSP SCHEMA **BSPSchemaArray,
uint32 t *NumberOfElements) ;

§.1.4.1 Description

This function provides information about all BSPs currently installed in the~component re
gerforms the following actions (in order):

d) allocates a memory block large enough to contain an array of elements of type BioAPI_BSP._§
with as many elements as the number of installed BSPs;

o

) fills the array with the BSP schemas of all installed BSPs;

d returns the address of the array in the BSPSchemaArray parameter and the number of ele
the array in the NumberOfElements parameter.

—

his function shall only be called if there is at least-one call to BioAPI_Init or BioAPI_InitEnd]
i0API 2.1 or greater) for which a corresponding:€all to BioAPI_Terminate has not yet been mg

-

his function is handled internally within the’BioAPI Framework and is not passed through to

he memory block containing the array Shall be freed by the application via a call to BioAPI_R
lause 8.7.2) when it is no longer needed by the application. The memory block pointed to by
hember within each element of the array shall also be freed by the application via a call to BioA
hen it is no longer needed by thedpplication.

< 0 0 =

o0

.1.4.2 Parameters

+ BSPSchemaArray (output) - A pointer to the address of the array of elements of the type Bio4
SCHEMA (allocated by the framework) containing the BSP schema information.

-+ NumberOfElements (output) - A pointer to the number of elements of the array (which is
number-0f BSP schemas in the component registry).

§.1.4.3. Return Value

pistry. It

bCHEMA

ments of
point (in
de.

any BSP.

ree (see
the Path
PI Free

\PI_BSP_

also the

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.1.4.4 Errors
See BioAPI Error Handling (Clause 11).

8.1.5 BioAPI_BSPLoad

BioAPI_RETURN BioAPI BioAPI_BSPLoad
(const BioAPI UUID *BSPUuid,
BioAPI EventHandler AppNotifyCallback,
void* AppNotifyCallbackCtx) ;
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8.1.5.1 Description

This function initializes a BSP using the BioSPI_BSPLoad (see clause 9.3.1.1). Initialization includes
registering the application’s event handler for the specified BSP and enabling all events except those
that were disabled by the most recent call to BioAPI_EnableEventNotifications (in BioAPI 2.1 or
greater). The application can choose to provide an event handler function to receive notification of
events. Many applications can independently and concurrently load the same BSP, and each application
can establish its own event handler. They will all receive notification of an event. The same or different
event handlers can be used if an application loads multiple BSPs.

An application may establish as many event handlers as it wishes, for a given BSP, by calling BioAPI
BSPLoadl one or more times for that BSP. An event handler is identified by a combination of address'an
context.

jory]

When an event occurs in a BSP, the BSP may send an event notification to the Framework By/calling thee
Framewjork's event handler.

-

When thhe Framework receives an event notification from a BSP, it shall send one.notification to eac
event hgndler established by each application for which that event notification is‘enabled for that BS
Therefore, a single event notification callback made from a BSP to the Framework may result in zero g
more callbacks made by the Framework to zero or more applications.

.

—

When the framework receives an event notification from a BSP, it shall call all the event handler
established by each application for that BSP. If an application has set up multiple event handlers, thely
shall be [called one at a time (in any order chosen by the Framework)rather than concurrently.

[72)

L

Event ngtification may occur at any time, either during a BigAPI'call (related or unrelated to the evenf
or whild there is no BioAPI call in execution. Application writers should ensure that all callbacks ap
properly and safely handled by the application, no mattexwhen the application receives them.
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h
category). If the biometric application has provided an event handler in the call to BioAPI_BSPLoad an(d
has not disabled “insert” event notifications, the Framework will call back, in turn, the application's everjt
handler|When the BioAPI version-number in use is 2.1 or greater, insert notifications can be disabled
by callinjg the function BioARPIzEnableEventNotifications (see also the NOTE in 7.37). This will indicate
to the biometric applicatiorithat it can go ahead and do a BioAPI_BSPAttach/BioAPI_BSPAttachSecure
(BioAPI|2.2 or greater)CHf*the hardware component for a specific functionality is not present, thie
“insert”|event cannot-be raised until the hardware component has been plugged in.

This function shall,only be called if there is at least one call to BioAPI_Init or BioAPI_InitEndpoint (i
BioAPI 4.1 or greater) for which a corresponding call to BioAPI_Terminate has not yet been made. T
function BieAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) can be invoked multip
times fof €ach call to BioAPI_BSPLoad.

-

The BioAPI_BSPLoad function is not to be called unless the BSP has been installed using BioAPI_Util_
InstallBSP. A determination of installed BSPs can be made through a call to BioAPI_EnumBSPs.

8.1.5.2 Parameters
— BSPUuid (input) - the UUID of the BSP selected for loading.

— AppNotifyCallback (input/optional) - the event notification function provided by the caller. This
defines the callback for event notifications from the loaded (and later attached) biometric service
provider.
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— AppNotifyCallbackCtx (input) - A generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event handler specified by

AppNotifyCallback.

8.1.5.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

.1.50.4 ETrrors

BioAPIERR BSP LOAD FAIL
BioAPIERR_INVALID UUID

See also BioAPI Error Handling (Clause 11).

4.1.6 BioAPI_BSPUnload

BioAPI_RETURN BioAPI BioAPI_BSPUnload
(const BioAPI UUID *BSPUuid,

BioAPI EventHandler AppNotifyCallback,
void* AppNotifyCallbackCtx) ;

8.1.6.1 Description

he function de-registers event notification callbacks:for the caller identified by BSPUuid.
tSPUnload is the analogue call to BioAPI_BSPLoad. If:all callbacks registered with BioAPI are 1
hen BioAPI unloads (for that biometric applicatien) the BSP that was loaded by calls to
tSPLoad.

ool

he BioAPI Framework uses the threedinput parameters; BSPUuid, AppNotifyCallbq
ppNotifyCallbackCtx to uniquely identify-registered callbacks.

o N

for that BSP UUID) for which a certresponding call to this function has not yet been made.

his function should not " be called by the application if there is a
ioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) for which a correspondir

alled while the BSP i§ still attached, then for each call to BioAPI_BSPAttach/BioAPI_BSPAttad
BioAPI 2.2 or greater) without a corresponding call to BioAPI_BSPDetach, the actions re
he missing corresponding call to BioAPI_BSPDetach shall be implicitly performed by thg
ramework (as.though the corresponding function had been called at that time), followed by thg
elative to BioAPI_BSPUnload, (i.e., the Framework will detach the BSP prior to unloading it).

o llle s Balanlellc.-Ne. N — =]

|

erformed by the BioAPI Framework during a call to BioAPI_Terminate (see clause 8.1.2).

o}

BioAPIL_
emoved,
BioAPI_

ck, and

his function shall only be called (for'agiven BSP UUID) if there is at least one call to BioAPI_BSPLoad

call to
g call to

ioAPI_BSPDetach (for a_given BSP handle) has not yet been made. However, should this function be

hSecure
ative to

BioAPI
e actions

his includes the case in which the actions relative to a missing call to BioAPI_BSPUnload are inplicitly

8.1.6.2 Parameters

— BSPUuid (input) - the UUID of the BSP selected for unloading.

— AppNotifyCallback (input/optional) - the event notification function to be deregistered. The function

shall have been provided by the caller in BioAPI_BSPLoad.

— AppNotifyCallbackCtx (input/optional) - A generic pointer to context information that was provided

in the corresponding call to BioAPI_BSPLoad.
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8.1.6.3

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.6.4

Errors

BioAPIERR INVALID UUID
BloAPIERR BSP_NOT LOADED

See also

8.1.7

BioAPI_|
(con
BioA
cons
uint
BioA

8.1.7.1
This fun

applicat
BioAPI U

This fun
(for that

BioAPI Error Handling (Clause 11).

BioAPI_BSPAttach

RETURN BioAPI BioAPI_BSPAttach

5t BioAPI UUID *BSPUuid,

PT VERSION Version,

L BioAPI UNIT LIST ELEMENT *UnitList,
B2 t NumUnits,

PTI HANDLE *NewBSPHandle);

Description
ction initiates a BSP attach session and verifies that the version of the BSP expected by the

on is compatible with the version on the system. The callershall specify a list of zero or more
fnits that the BSP is to use in the attach session being créated.

ction shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoafl
BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made. The

function

When

become
invalida
are Bio/
INVALIL

If a BSP
When th
and has

will be gble to infer that all'the attach sessions (if any) that were using the removed BioAPI unit are noy

invalid.
or be pr
call, and

NOTE
of BioARI,

call to TOAPI_BSPUnIoad), for the same BSP, creating'multiple invocations of that BSP.
t

BioAPI_BSPAttach can be invoked multiple times for each call to BioAPI_BSPLoad (prior to p

==

e BioAPI version number in use is 2,1-or greater, if a BioAPI unit used in an attach sessio

unavailable, the attach session shall be invalidated. When an attach session has bee
fed, the only functions that may belegally called specifying the handle of that attach sessio
| PI_BSPDetach and BioAPI_GetBIRFromHandle. All other functions shall return BioAPIERR_
_ATTACH_SESSION.

> =

supports events, it may-generate a "remove" event when a BioAPI unit becomes unavailabl¢.
e BioAPI version number’in use is 2.1 or greater, if the application has set up an event handldr
not disabled "remeve” event notifications, it will receive the "remove" event notification, and

v

[Che applicatiofi ¢dn then either terminate those attach sessions by calling BioAPI_BSPDetach,
bpared to receive an BioAPIERR_INVALID_ATTACH_SESSION error from a subsequent functio
then callBioAPI_BSPDetach.

BioAPI_

sessions were using the BioAPI unit that has been removed and thus may not be able to termmate those attach
sessions without first getting BioAPIERR_INVALID_ATTACH_SESSION errors from subsequent function calls.

8.1.7.2

Parameters

— BSPUuid (input) - a pointer to the UUID structure containing the global unique identifier for the BSP.

— Version (input) - the major and minor version number of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the required
version.
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— UnitList (input) - a pointer to a buffer containing a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach session.
The structures contain the ID and category of each BioAPI Unit. The application may specify one of
the following for each category of BioAPI Unit.

a) Select a specific BioAPI Unit: To specify a particular BioAPI Unit to use for this attach session,
the ID and category of that BioAPI Unit will be provided for that element.

b) Select any BioAPI Unit: When the UnitID is set to BioAPI_DONT_CARE in a particular element,
the BSP will choose which BioAPI Unit of that category to use, or will give an error return if it
does not support any BioAPI Units of that category. If a particular category is not listed| the BSP
will likewise choose a BioAPI Unit of that category to use if it supports a BioARI"Unit of that
category (however, there is no error return if it does not).

c) Select no BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP will gxplicitly
not attach a BioAPI Unit of the given category, even if it supports one of that category.

NOTE 1 Any subsequent calls requiring use of a BioAPI Unit of this category will fail with{an error
return.

-+ NumbUnits (input) - The number of BioAPI Unit elements in the list that the pointer UnitList is pointing
to. If this parameter contains “0”, the BSP selects the BioAPI Ufit for all categories of BioAPI Units
that the BSP manages directly or indirectly.

NOTE 2  Only one BioAPI Unit of each category can be attached by a biometric application for pach BSP
attach session at any time.

1+ NewBSPHandle (output) - a new handle that cantberused to interact with the requested bjometric
service provider. The value will be set to BioAPIZINVALID_BSP_HANDLE if the function fails.

§.1.7.3 Return Value

oy

BioAPI_RETURN value indicating sucgess or specifying a particular error condition. The value
ioAPI_OK indicates success. All otheryvalues represent an error condition.

(wwl

8.1.7.4 Errors

BioAPIERR INCOMPATIBLE\VERSION
BioAPIERR BSP NOT LOADED
BioAPIERR INVALID UNAT ID
BioAPIERR INVALID JUUID
BioAPIERR UNIT-IN USE
BioAPIERR INUALID CATEGORY

See also BioAPI Error Handling (Clause 11).

§.1.8. " BioAPI_BSPAttachSecure (BioAPI 2.2)

BY ] T T ] a
(const BioAPI UUID *BSPUuid,
BioAPI VERSION Version,
const BioAPI ACBio PARAMETERS *ACBioParameters,
const BioAPI_UNIT_LIST_ELEMENT *UnitList,
const BioAPI SECURITY PROFILE *SecurityProfileList,
uint32 t NumUnits,
BioAPI HANDLE *NewBSPHandle) ;

8.1.8.1 Description

This function initiates a BSP attach secure session and verifies that the version of the BSP expected
by the application is compatible with the version on the system. The caller shall specify a list of zero
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or more BioAPI Units that the BSP is to use in the attach session being created, and also specify the
security profile information to be used in biometric operations afterwards.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made. The
function BioAPI_BSPAttachSecure can be invoked multiple times for each call to BioAPI_BSPLoad
(prior to a call to BioAPI_BSPUnload), for the same BSP, creating multiple invocations of that BSP.

The challenge given in ACBioParameters shall be updated every time of the execution of biometric
verification. Therefore another call of BioAPI_BSPAttachSecure is necessary after a call of BioAPI_

VerifyMatch, BioAPI_Decide, or BioAPI_Verify.

8.1.8.2 | Parameters

72

.

BSPUuid (input) - a pointer to the UUID structure containing the global unique identifietfor the BS

Verdion (input) - the major and minor version number of the BioAPI specification that the applicatio
is expecting the BSP to support. The BSP shall determine whether it is compatijble with the require
vergion.

0=

ACBjoParameters (input/optional) - Parameters about ACBio generation. A NULL pointd
shall be set if no generation of ACBio instances is necessary. The BSP“shall manage the value d
BPUIOIndexOutput whose initial value is given as *InitialBPUIOIndexOutput, a member of thi
parameter. When a biometric operation function, BioAPI_Capture for example, is called for the firg
time, the value *InitialBPUIOIndexOutput shall be used as BRU10IndexOutput. When the function i
called again before another call of BioAPI_BSPAttachSecure, the value of BPUIOIndexOutput sha
be incremented by 1 and used. On the other hand, BPUIOIndexInput is given in the BIR to which th|
poinpter is given as a parameter of the function call, if there is. It is the value of the field bpulOInde|
of stibBlockForACBio in the Security Block of the BIR.

XD = A o D e

UniglList (input) - a pointer to a buffer containing’a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach session.
The|structures contain the ID and category-of each BioAPI Unit. The application may specify one gf
the following for each category of BioARI,Unit.

a) |Select a specific BioAPI Unit: To specify a particular BioAPI Unit to use for this attach session,
the ID and category of thatBioAPI Unit will be provided for that element.

b) |Select any BioAPI Unit:\When the UnitID is set to BioAPI_DONT_CARE in a particular element,
the BSP will choose which BioAPI Unit of that category to use, or will give an error return if |t
does not support any BioAPI Units of that category. If a particular category is not listed, the BSP
will likewise choose a BioAPI Unit of that category to use if it supports a BioAPI Unit of thdt
category (hewever, there is no error return if it does not).

c) [Select n6 BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP will explicitly
not attach a BioAPI Unit of the given category, even if it supports one of that category.

NOTE1  Any subsequent calls requiring use of a BioAPI Unit of this category will fail with an errd
TETUTT.

—

SecurityProfileList (input) — a pointer to a buffer containing a list of BioAPI_SECURITY_PROFILE
structures which contain security information to be used in security operations by BioAPI Units.
The order of this list shall keep that of the UnitList.

NumUnits (input) - The number of BioAPI Unit elements in the list that the pointer UnitList is
pointing to.

NOTE 2  Only one BioAPI Unit of each category can be attached by a biometric application for each BSP
attach secure session at any time.
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— NewBSPHandle (output) - a new handle that can be used to interact with the requested biometric
service provider. The value will be set to BlioAPIERR_FRAMEWORK_INVALID_BSP_HANDLE if the

function fails.

8.1.8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

.1.6.4 ETrrors

i0APIERR INCOMPATIBLE VERSION

i0APIERR _BSP NOT_LOADED

i0APIERR INVALID UNIT ID

i0APIERR INVALID UUID

i0APIERR UNIT IN USE

i0APIERR INVALID CATEGORY

i0APIERR SECURITY CHALLENGE NOT SET

i0APIERR SECURITY BPUIOINDEX NOT SET

i0APIERR SECURITY SUPREMUM BPUIOINDEX NOT SET
i0APIERR _SECURITY PROFILE NOT_SET

i0APIERR SECURITY ENCRYPTION ALG NOT SUPPORTED
i0APIERR SECURITY ENCRYPTION ALG NOT SET

i0APIERR SECURITY ENCKEY NOT SET
i0APIERR_SECURITY MAC ALG_NOT SUPPORTED

i0APIERR SECURITY MACKEY NOT SET

i0APIERR SECURITY MAC ALG NOT SET

i0APIERR SECURITY DIGITAL SIGNATURE ALG NOT SUPRQRTED
i0APIERR SECURITY DIGITAL SIGNATURE ALG NOT SET
i0APIERR SECURITY HASH ALG ACBIO NOT SUPPORTED
i0APIERR SECURITY HASH ALG ACBIO NOT SET

i0APIERR SECURITY MAC ALG ACBIO NOT SUPPQREED
i0APIERR SECURITY MACKEY ACBIO_NOT SET

i0APIERR SECURITY MAC ALG_ACBIO NOT SHY

i0APIERR SECURITY DIGITAL SIGNATURE_ALG ACBIO NOT SUPPORTED
i0APIERR SECURITY DIGITAL SIGNATURE-ALG ACBIO NOT SET

jvs s vsveRveRvsRlvsMvsMveMvsMvsMvsMvs Moo Moo Mvo Moo Mos Moo MosMos Moo Mos Mo Mvs]

See also BioAPI Error Handling'(€lause 11).

§.1.9 BioAPI_BSPDetach

BioAPI_RETURN BioAPI ‘BioAPI_BSPDetach
(BioAPI HANDLE(BSPHandle) ;

4.1.9.1 Description

o |

his function-detaches the biometric application from the BSP invocation.

etcallbacks associated with the BSP attach session shall become invalid.

At this time, all BSP allocated resources associated with the BSP attach session shall be
reledsed or invalidated. This is especially important for BIR, BSP, and database handles. At this
S

freed or
time, all

This function shall only be called after BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or
greater) has been called, and shall not be called more than once for the same BSP handle created by the

call to BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater).

8.1.9.2 Parameters

— BSPHandle (input) - the handle that identifies the BSP attach session to be terminated.

© ISO/IEC 2018 - All rights reserved
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8.1.9.3

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.94

Errors

BioAPIERR INVALID BSP HANDLE

See also

BioAPI Error Handling (Clause 11).

8.1.10

BioAPI_

(conpt BioAPI UUID *BSPUuid,
BioAPI UNIT SCHEMA **UnitSchemaArray,
uintP2 t *NumberOfElements) ;

8.1.10.

This funjction provides information about all BioAPI Units that are managed directly or indirectly by t
BSP identified by the given BSP UUID and are currently in the inserted state. It performs the followin|

actions

a) detd
curl

b) allo

SCHEMA with as many elements as the number of BioAPI"Units determined in (a);

c) fills

d) rety

NumpberOfElements parameter.

NOTE

datatob
the appli
the addr
addresse
BSP to nd
memory
calls Bio

to BioAPJ_Free will be hahdled internally by the framework. However, such differences in the behavior of th

Framew

10API_QueryUnits

TURN BioAPI BioAPI QueryUnits

Description

in order):

rmines the set of BioAPI Units that are managed directlylor indirectly by the BSP and are
ently in the inserted state;

Fates a memory block large enough to contain an atray of elements of type BioAPI_UNIT_

the array with the unit schemas of all BioAPI Units determined in (a);

rns the address of the array in the UnitScheimaArray parameter and the size of the array in th

D

When the Framework calls the function BioSPI_QueryUnits of a BSP, the BSP allocates memory for th
b returned to the Framework. In some'implementation architectures, the Framework will simply pass t
Cation the data and the addresses exactly as returned by the BSP because the application will interpreé
psses in the same way as the<BSP and will be able to access the data that the BSP has placed at thog
s. In other implementation architectures, the framework will need to move all the data returned by th
wly allocated memory blocks accessible to the application, and will call BioSPI_Free after copying eac
block but before returning from the BioAPI_QueryUnits call. In the former case, when the applicatio|
API_Free, the Framéwbork will make a corresponding call to BioSPI_Free. In the latter case, the cal

DT =S 500 ~+0

rk are not visibleto the application.

The mel

UnitProperties member within each element of the array shall also be freed by the application via a call

(see clayse 8.72)When it is no longer needed by the application. The memory block pointed to by the
to BioAi’I_Free when it is no longer needed by the application.

mory blocktcontaining the array shall be freed by the application via a call to BioAPI_Frege

This function shall only be called after BioAPI_BSPLoad has been called for the specified BSP, and shall
not be called after BioAPI_BSPUnload has been called for the BSP.

8.1.10.2 Parameters

— BSPUuid (input) - The unique identifier for the BSP for which the unit information is to be returned.

— UnitSchemaArray (output) — A pointer to the address of the array of elements of type BioAPI_UNIT_

SCH

EMA (allocated by the BSP - but see note above) containing the unit schema information.

— NumberOfElements (output) - A pointer to the number of elements in the array.
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f BioAPI 2.2 contains security information while that of BioAPI 2.1 or less does not.

8.1.10.3 Return Value

The structure of BioAPI_UNIT_SCHEMA is dependent on the version of BioAPI. BioAPI_UNIT_SCHEMA

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.10.4 Errors

=
B

lwall—|

Q

T
S

8

i0APIERR BSP NOT LOADED
i0APIERR INVALID UUID

ee also BioAPI Error Handling (Clause 11).

.1.11 BioAPI_EnumBFPs
ioAPI_RETURN BioAPI BioAPI_EnumBFPs

(BioAPIiBFP75CHEMA **BFPSchemaArray,
uint32 t *NumberOfElements) ;

.1.11.1 Description

his function provides information about all BFPs currently installed in the component re
erforms the following actions (in order):

allocates a memory block large enough to containiah-array of elements of type BioAPI_BFP_!
with as many elements as the number of installed BFPs;

) fills the array with the BFP schemas of all installed BFPs;

returns the address of the array in the-BFPSchemaArray parameter and the number of ele
the array in the NumberOfElements-sparameter.

his function shall only be called if\there is at least one call to BioAPL_Init or BioAPI_InitEndj}
i0API 2.1 or greater) for which a.corresponding call to BioAPI_Terminate has not yet been mg

his function is handled intérnally within the BioAPI Framework and is not passed through to

he memory block containing the array shall be freed by the application via a call to BioAPI_H
lause 8.7.2) when itis-no longer needed by the application.

he memory blecks pointed to by the Path and BFPProperty members within each element of t
hall also be fpeed by the application via a call to BioAPI_Free when they are no longer neede

application,

.1.21\2- Parameters

ristry. It

bCHEMA

ments of
point (in
de.

any BSP.
ree (see

he array
d by the

BEPSchemaArray {output) = A pointer to the address of the array of elements of type Bio/

PI_BFP_

SCHEMA (allocated by the framework) containing the BFP schema information.

— NumberOfElements (output) - A pointer to the number of elements of the array (which is also the

number of BFP schemas in the component registry).

8.1.11.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.1.11.4 Errors

See BioAPI Error Handling (Clause 11).

8.1.12 BioAPI_QueryBFPs

BioAPI_RETURN BioAPI BioAPI_ QueryBFPs
(const BioAPI UUID *BSPUuid,
BioAPI_BFP_LIST_ELEMENT **BFPList,
uint32 t *NumberOfElements) ;

8.1.12.11 Description

This function returns a list of BFPs which are currently installed in the component registry and
supportgd by the BSP identified by the given BSP UUID. It performs the following actions (in order):

e) detgrmines which among all currently installed BFPs are supported by the BSP;

f) allofates a memory block large enough to contain an array of elements of type BioAPI_BFP_LIST|_
ELEMENT with as many elements as the number of BFPs determined in (a);

g) fills|the array with identification information (category and UUID) about the BFPs determined in (a);

h) retyrns the address of the array in the BFPList parameter and the number of elements of the arraly
in the NumberOfElements parameter.

NOTE When the Framework calls the function BioSPI_QueryBFPs{f'a’BSP, the BSP allocates memory for th
data to bp returned to the Framework. In some implementation architectures, the Framework will simply pass ]
the applifation the data and the addresses exactly as returned byithe BSP because the application will interpre
the addrgsses in the same way as the BSP and will be able to aecess the data that the BSP has placed at thog
addresses. In other implementation architectures, the frameéwork will need to move all the data returned b
the BSP o newly allocated memory blocks accessible to the‘application, and call BioSPI_Free after copying eac
memory [block but before returning from the BioAPI_QuéryBFPs call. In the former case, when the applicatio|
calls BioMPI_Free, the Framework will make a corresponding call to BioSPI_Free. In the latter case, the cal
to BioAPJ_Free will be handled internally by the framework. However, such differences in the behavior of th
Framewark are not visible to the application.

T wn S 5B < @ ~+ 0O @

Additionjal information about the supported BFPs can be retrieved by calling BioAPI_EnumBFPs anfd
analyzing the BFPSchemaArray at thesmatching BFPUuids.

—

This funiction shall only be called after BioAPI_BSPLoad has been called for the specified BSP, and sha
not be cqlled after BioAPI_BSPUnload has been called for the BSP.

The merpory block containing the array shall be freed by the application via a call to BioAPI_Free (se
clause 8{7.2) when it isdig-longer needed by the application.

[¢)

8.1.12.2 Parameters

— BSPUuid (input) - The unique identifier for the BSP for which the BFP information is to be returned.

— BFPList fnui'nul') A Y\r\l“fﬂ}‘ toheaddressofthe array ofelements thrhn BigAPI BEP LIST ELEMENIT
(allocated by the BSP but see note above), a buffer containing the BFP identification information.

— NumberOfElements (output) - A pointer to the number of elements in the array.

8.1.12.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.12.4 Errors

BioAPIERR INVALID BSP HANDLE
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See also BioAPI Error Handling (Clause 11).

8.1.13 BioAPI_ControlUnit

BioAPI_RETURN BioAPI BioAPI_ControlUnit

(

BioAPI HANDLE BSPHandle,
BioAPI UNIT ID UnitlID,

< Q.

Q

> |

wwiliarS

uiu Lo 7L_ lelLLUlbUdC,
const BioAPI_DATA *InputData,
BioAPI DATA *OutputbData);

.1.13.1 Description

his function sends control data from the application to the BioAPI Unit and receiyes/status or o
ata from that unit. The content of the ControlCode, the send (input) data, and the receive (out
Uill be specified in the related interface specificationfor this BioAPI Unit (or associated FP], if

he function allocates a memory block large enough to contain the output-data that are to be 1
b the application, fills the memory block with the data, and sets the'fields Length and Dat
utputData structure to the size and address of the memory block.(réspectively).

he memory block returned by the BioAPI function call shall be-freed by the application using
ree (see clause 8.7.2).

.1.13.2 Parameters

- BSPHandle (input) - The handle of the attachedbiometric service provider.
—  UnitID (input) - ID of the BioAPI Unit.

— ControlCode (input) — The function code in the BioAPI Unit to be called.

- InputData (input) — A pointer to. aBioAPI-DATA structure containing an address and length o
containing the data to be sent(to'the BioAPI Unit related to the given ControlCode.

—  OutputData (output) - Peinter to a BioAPI_DATA structure. On output, this shall contain the
and length of a data buffer containing the data received from the BioAPI Unit after proceq
function indicated by-the ControlCode. If no memory block has been allocated by the func
address shall be-set'to NULL and the length shall be set to zero.

.1.13.3 Return)Value

ioAPI.OKvindicates success. All other values represent an error condition.

8

peration
ut) data
resent).

eturned
a of the

BioAPL

Fa buffer

address
sing the
tion, the

BioAPIRETURN value indicating success or specifying a particular error condition. The value

.1A43.4 Errors

BioAPTIERR BIOAPI UNIT NOT INSERTED
BioAPIERR INVALID UNIT ID
BioAPIERR UNIT IN USE
BioAPIERR_INVALID BSP HANDLE

See also BioAPI Error Handling (Clause 11).

8.1.14 BioAPI_Control (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

© ISO/IEC 2018 - All rights reserved

77


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

BioAPI_RETURN BioAPI BioAPI Control
(BioAPI_HANDLE BSPHandle,
BioAPI UNIT ID UnitID,
const BioAPI UUID * ControlCode,
const BioAPIiDATA *InputData,
BioAPI DATA *OutputData);

8.1.14.1 Description
This function sends control data from the application to the BioAPI Unit and receives status or operation

data from that Unit. The content of the ControlCode, the send (input) data, and the receive (output) data
will be gpetified eTetated interface specification fo IS BioAP i i3 FP1if presemt).

The fungtion allocates a memory block large enough to contain the output data that are to be returnefd

— ControlCode (input) - The function code in the BioAPI Unit to bg)called.

— InpytData (input) - Address and length of a buffer containing the data to be sent to the BioAPI Un|t
related to the given ControlCode.

X

— OutputData (output) - Pointer to a BioAPI_DATA structure. On output, this shall contain the address an
lenglth of a data buffer containing the data received from the BioAPI Unit after processing the functio
indigated by the ControlCode. If no memory block has been allocated by the function, the address shaf
be set to NULL and the length shall be set to zeto.

—_ =

8.1.14.3 Return Value

A BioARI_RETURN value indicatiggisuccess or specifying a particular error condition. The value
BioAPI_DK indicates success. All-other values represent an error condition.

8.1.14.4 Errors

BioAPIERR_BIOAPI_UNIT_NOT_INSERTED
BioAPIERR_INVALID-UNIT_ID
BioAPIERR_UNFI_IN_USE

BioAPIER

RVINVALID_BSP_HANDLE

See also BioAPI Error Handling (Clause 11).

8.1.15 BioAPI_Transform (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_ Transform
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *OperationUUID,
const BioZ—\PI:INPUT_BIR *InputBIRs,
uint32 t NumberOfInputBIRs,
BioAPI BIR HANDLE **OutputBIRs,
uint32 t *NumberOfOutputBIRs) ;
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8.1.15.1 Description

This function transforms one or more BIRs provided as input into one or more output BIRs. The
transformation to be performed is identified by the OperationUUID parameter.

This International Standard does not specify any standard values for the OperationUUID parameter
and does not specify any particular transformations. It is assumed that OperationUUID values and their
semantics will be specified either by the provider of a particular BSP or by additional specifications
(such as an application profile).

|

d

ey ]

wwiliarS

he tunction performs the following actions (in order):

performs the transformation specified by the OperationUUID parameter using the BIR(s)
as input and creating one or more output BIRs as required by the particular transformatio

allocates a memory block large enough to contain an array of elements of typeBi0API_BIR _I
with as many elements as the number of output BIRs created in (a);

fills the array with the BIR handles of the output BIRs created in (a);

returns the address of the array in the OutputBIRs parameter,ahd the size of the arrg
NumberOfOutputBIRs parameter.

he memory block returned by the BioAPI function call shall befreed by the application using
ree (see clause 8.7.2), and all the BIR handles present in theQutputBIRs array shall be destroy
ioAPI_FreeBIRHandle.

.1.15.2 Parameters

BSPHandle (input) - The handle of the attachéd biometric service provider.

OperationUUID (input) - A UUID that identifies the transformation to be performed by theiSP.

InputBIRs (input) - An array of BIRsS (containing one or more BIRs) provided as inp
transformation.

NumberOfinputBIRs (input) - THe number of BIRs in the array InputBIRs.

OutputBIRs (output) - Apointer to the address of an array of elements of type BioAPI_BIR_}
containing the handlesof the output BIRs created by the transformation.

NumberOfOutputBIRs (output) - A pointer to the number of elements of the array OutputBIR

.1.15.3 Return/'Value

8

rovided
n;

TANDLE

y in the

BioAPL
ed using

to the

TANDLE

14

BioAPICRETURN value indicating success or specifying a particular error condition. The value
ioAPI'OK indicates success. All other values represent an error condition.

.1.15.4 Errors

BioAPIERR_BIOAPI_UNIT_NOT_INSERTED

BioAPIERR_UNIT_IN_USE

BioAPIERR_TRANSFORMATION_NOT_SUPPORTED

BioAPIERR_INVALID_BSP_HANDLE

See also BioAPI Error Handling (Clause 11).
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8.1.16 BioAPI_LinkToEndpoint (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_LinkToEndpoint
(const uint8 t *SlaveEndpointIRI);

8.1.16.1 Description

This function does not perform any actions, and is provided for modified specifications provided
by interworking standards, which may specify the use of BioAPI frameworks present on multiple
computgrs from within an application running on the same or a different computer. In those standards,
this fun¢tion may be used to connect the application to a framework running on a different computer,
thus engbling the application to access the BSPs managed by that framework.

Applicatlions conforming to this document shall either not call this function, or (if they(call it) thely
shall set the parameter SlaveEndpointIRI to NULL. The function is provided to suppontinterworking
standardgls.

This funiction is handled internally within the BioAPI Framework and is not passed.through to a BSP.

8.1.16.2 Parameters

(s

— SlaveEndpointIRI - This parameter shall be ignored by frameworks,conforming to this documer
and|shall be set to NULL by an application. It is provided to suppert interworking standards.

8.1.16.3 Return Value

A BioARI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_DK indicates success. All other values representan error condition.

8.1.16.1 Errors

See BioAPI Error Handling (Clause 11).

8.1.17 BioAPI_UnlinkFromEndpoint (BioAPI 2.1)

This sufclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI UnlinkFromEndpoint
(const uint8 t *S4awveEndpointIRI);

8.1.17.1 Description

This furjction does.1ot perform any actions, and is provided for modified specifications provided b,

interworking stafidards, which may specify the use of additional BioAPI frameworks present on multip]g
computgrs from-within an application running on the same or a different computer. In those standards,
this fun¢tion may be used to terminate the connection between the application and a framework.

A 1 H Lall il 4+ H sl £ 43 L6 11 Ho_e) el laall £l +
pp 1Catiofrs—stram—etrtner—mot—Ccarr—tits TUITC IO, —UT (I HIIC Yy —LddlT 1) Ty —S1dIT STU T pPar AIIrct r

SlaveEndpointIRI to NULL.

This function is handled internally within the BioAPI Framework and is not passed through to a BSP.

8.1.17.2 Parameters

SlaveEndpointIRI - This parameter shall be ignored by frameworks conforming to this document and
shall be set to NULL by an application. It is provided to support interworking standards..

80 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

8.1.17.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.17.4 Errors

See BioAPI Error Handling (Clause 11).

n.

4. 40 ADL I r 1 LR ADY 3 2
1. 10 DIUANL_LIIUIHITNTdIIITWUIRS [ DIUAINT 4.1 )

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_EnumFrameworks
(BioAPI FRAMEWORK SCHEMA **FwSchemaArray,
unit32 t *NumberOfElements) ;

§.1.18.1 Description

—]

his function is similar to BioAPI_GetFrameworkInfo, but allows for infotmation about multiple BioAPI
Ffameworks to be returned when using a specification provided by an-interworking standard.

-

or the specification provided by this document, this function always returns information|about a
ingle framework, and is therefore equivalent to BioAPI_GetFrameworkInfo (albeit with different
arameters).

_ 5 U

his function provides information about all the BioARI frameworks that are currently visibfle to the
pplication (only one unless an interworking standard is in use). It performs the following actions
n order):

0]

d) allocates a memory block large enough\to contain an array of elements of type |BioAPI_
FRAMEWORK_SCHEMA with as many eléiments as the number of visible frameworks;

H) fills the array with the framework s¢hemas of all visible frameworks;

d returns the address of the array-in the FwSchemaArray parameter and the number of elefnents of
the array in the NumberOfElements parameter.

This function shall only be-called if there is at least one call to BioAPI_Init or BioAPI_InitEndpoint for
which a corresponding callt0 BioAPI_Terminate has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to p BSP.

The memory block’ containing the array shall be freed by the application via a call to Bio4API_Free
(bee clause 8(22) when it is no longer needed by the application. The memory blocks pointed to by
the membeng~Path and HostingEndpoint within each element of the array shall also be freed by the
applicatienvia a call to BioAPI_Free when they are no longer needed by the application.

8.1.18.2 Parameters

— FwSchemaArray (output) - A pointer to the address of the array of elements of type BioAPI_
FRAMEWORK_SCHEMA (allocated by the framework) containing the framework schema
information.

— NumberOfElements (output) - A pointer to the number of elements of the array (which is the number of
framework currently visible to the application - only one unless an interworking standard is in use).

8.1.18.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.1.18.4 Errors

See BioAPI Error Handling (Clause 11).

8.2 Data Handle Operations

8.2.1

BioAPI_FreeBIRHandle

BioAPI_RETURN BioAPI BioAPI_FreeBIRHandle

(Bio
BioA

8.2.1.1

This fun
BIR is n
the BIR
FreeBIR
the BIR

This fur
greater)
handle g

8.2.1.2
— BSP

— Han

8.2.1.3

A BioAR
BioAPI_
8.2.14

BioAPIE
BioAPIE

See also

8.2.2

BioAPI_
(Bio
BioA
BioA

ADRT LANNDT L DODII o

L r
PI_BIR HANDLE Handle);

Description

ction frees the memory and resources associated with the specified BIR Handle. The associatefd
p longer referenceable through that handle. If necessary, the biometric applicafion can store

into a BSP-controlled BIR database (using BioAPI_DbStoreBIR) before-calling BioAPI_
Handle. Alternatively, the application can call BioAPI_GetBIRFromHandle (which will retriev
ind free the handle) instead of calling BioAPI_FreeBIRHandle.

[¢)

ction shall only be called after BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 d
has been called, and shall not be called after BioAPI_BSPDetach-has been called for the BS
reated by the call to BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater).

T =

Parameters
fandle (input) - The handle of an attached BSP.
dle (input) - The BIR handle to be freed.

Return Value

[_RETURN value indicating success ‘or’ specifying a particular error condition. The value
DK indicates success. All other values represent an error condition.
Errors

RR_INVALID BIR HANDLE
RR_INVALID BSP HANDLH

BioAPI Error Handling (Clause 11).

BioAPI_GetBIRFromHandle

RETURNTBioAPI BioAPI_GetBIRFromHandle
NPT ¢HANDLE BSPHandle,

P77 BIR HANDLE Handle,

PT-RTR *RTR);

8.2.2.1

Description

This function returns the BIR associated with a BIR handle returned by a BSP. If BioAPIL
BSPAttachSecure (BioAPI 2.2 or greater) has been called, the returned BIR shall contain the security
block. The BIR handle is freed by the BSP before the function returns.

8.2.2.2

Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— Han

82

dle (input) - The handle of the BIR to be retrieved.
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— BIR (output) - Pointer to the retrieved BIR.

8.2.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.2.2.4 Errors

DIDDRR TANZZAT T DTD IIANMNOT I
B e o e o o s e e o 3 e

I> -

HioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (Clause 11).

§.2.3 BioAPI_GetHeaderFromHandle

BioAPI_RETURN BioAPI BioAPI_GetHeaderFromHandle
(BioAPI HANDLE BSPHandle,

BioAPI BIR HANDLE Handle,

BioAPI BIR HEADER *Header);

§.2.3.1 Description

o

his function retrieves the BIR header of the BIR identified by Handle. The BIR handle is not freed by
he BSP.

—

8.2.3.2 Parameters

- BSPHandle (input) - The handle of the attached:biometric service provider.

- Handle (input) - The handle of the BIR whdse header is to be retrieved.

- Header (output) — The header of the Specified BIR.

§.2.3.3 Return Value

oy

BioAPI_RETURN value indicating success or specifying a particular error condition. The value
ioAPI_OK indicates success! All other values represent an error condition.

wel

8.2.3.4 Errors

vy}

1i0APTIERR INVATN'® BIR HANDLE
i0oAPIERR INVANID BSP HANDLE

jos]

See also'BioAPI Error Handling (Clause 11).

8.3~ Callback and Event npnr:\ﬁnnc

8.3.1 BioAPI_EnableEvents

BioAPI_RETURN BioAPI BioAPI_EnableEvents
(BioAPIiHANDLE BSPHandle,
BioAPI_EVENT_MASK Events) ;

8.3.1.1 Description
This function enables the events specified by the Event Mask coming from all the BioAPI Units selected
in the BSP attach session identified by the BSP Handle, and disables all other events from those BioAPI

Units. Events from other BioAPI Units directly or indirectly managed by the same BSP (possibly selected
in other attach sessions but not selected in the specified attach session) are not affected. The use of this
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function is not recommended when the BioAPI version number in use is 2.1 or greater. The function

BioAPI_

In some

8.3.1.2

— BSPHandle (input) - The handle of the attached biometric service provider.

EnableEventNotifications should be used in that case.

cases, INSERT events cannot be suppressed (see clause 7.37).

Parameters

— Events (input) - A mask indicating which events to enable.

8.3.1.3

A BioARI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_

8.3.1.4

See BioAPI Error Handling (Clause 11).

8.3.2

This sulclause applies only when the BioAPI version number in use is,2:0.

BioAPI |
(Bio
BioA
void
BioA
void

8.3.2.1

This fun
and-feel
streami

NOTE

8.3.2.2
— BSP

—  Gui
bior]
—  Gui
app

Return Value

DK indicates success. All other values represent an error condition.

Errors

BioAPI_SetGUICallbacks (BioAPI 2.0)

RETURN BioAPI BioAPI_SetGUICallbacks

NPT HANDLE BS PHandle,

PT GUI STREAMING CALLBACK GuiStreamingCallbacky
*GuiStreamingCallbackCtx,

PTI GUI STATE CALLBACK GuiStateCallback,
*GuiStateCallbackCtx) ;

Description

ction allows the application to establish.callbacks so that the application may control the “look
" of the biometric user interface by receiving from the BSP a sequence of bit-map images, calle
ng data, for display by the biometric-application as well as state information.

jom

Not all BSPs support the provision of streaming data.

Parameters
fandle (input) - The-handle of the attached biometric service provider.

treamingCallback (input) - A pointer to an application callback to deal with the presentation of
hetric streaming data.

treamingCallbackCtx (input) - A generic pointer to context information that was provided by thie
ication and will be presented on the callback.

V) hY 1

—  GuiStateCattbuck {input}=2Apointer toamapplication cattback todeat withr Gt state changes:

— GuiStateCallbackCtx (input) - A generic pointer to context information that was provided by the
application and will be presented on the callback.

NOTE 1

Function sub-types for BioAPI_GUI_STATE_CALLBACK and BioAPI_GUI_STREAMING_CALLBACK are

defined in clauses 7.41 and 7.46 respectively.

NOTE 2

84

See also clause C.8 on User Interface Considerations.
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8.3.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.3.2.4 Errors

BioAPIERR INVALID POINTER
BioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (Clause 11).

8.3.3 BioAPI_NotifyGUIProgressEvent (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_ NotifyGUIProgressEvent
(const uint8 t *SubscriberEndpointIRI,

const BioAPI UUID *GUIEventSubscriptionUuid,
const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitlID,

BioAPI GUI OPERATION Operation,
BioAPI GUI_ SUBOPERATION Suboperation,
BioAPI BIR PURPOSE Purpose,
BioAPI GUI MOMENT Moment,

uint8 t SuboperationProgress,

const BioAPI GUI BITMAP ARRAY *Bitmaps,
const uint8 t *Text,

BioAPI GUI RESPONSE *Response);

8.3.3.1 Description

—

his function enables an application to request that a GUI progress event, generated by the application,
e directed to a specified named GUI event subscription. A GUI event passed to this function is ¢alled an
plication-generated GUI event.

low

hen this function is called, the framework shall search all existing named GUI event subsdriptions
that were created by the application identified by SubscriberEndpointIRl (NULL meaning the| current
plication), looking for a subscription where the callback address for the GUI progress event is not
ULL and the GUI event 'subscription UUID is the same as GUIEventSubscriptionUuid. If there is a
atching subscription,. then the framework shall make a callback to the GUI progress event/handler
specified in that subscription, setting the input parameters of the callback from the input parameters of
the BioAPI_NotifyGUIProgressEvent call with the same names. After returning from the callback, the
framework shall'copy the output parameters of the callback to the output parameters of the|BioAPIL_
otifyGUIProgressEvent call with the same names.

If no matching named GUI event subscription exists, then the function shall return BioAPI_NO_GUI_
VENT-HANDLER.

SPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

8.3.3.2 Parameters

SubscriberEndpointIRI - An IRI that identifies the application that created one or more named GUI event
subscriptions. This shall be NULL if that application is the current application. An application can learn
the subscriber endpoint IRIs of other applications that are using the framework (and have created one or
more named GUI event subscriptions for a given BSP) by calling BioAPI_QueryGUIEventSubscriptions.
If there are no other applications using the framework, the subscriber endpoint IRI will be NULL in all
named subscriptions returned by BioAPI_QueryGUIEventSubscriptions.
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GUIEventSubscriptionUuid — A UUID that identifies a named GUI event subscription. This shall not be
NULL. In some cases, the application has gotten this UUID from the information returned by a prior call
to BioAPI_QueryGUIEventSubscriptions; in other cases, the application provides a known UUID.

The other parameters define the GUI progress event generated by the application.

8.3.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_QKindicates success All other values represent an error condition

8.3.3.4 | Errors

See BioAPI Error Handling (Clause 11).

8.3.4 BioAPI_NotifyGUISelectEvent (BioAPI 2.1)

This sulclause applies only when the BioAPI version number in use is 2.1 or greater/

BioAPI RETURN BioAPI BioAPI NotifyGUISelectEvent
(conpt uint8 t *SubscriberEndpointIRI,
consf BioAPI UUID *GUIEventSubscriptionUuid,
consf BioAPI UUID *BSPUuid,
BioAPI UNIT ID UnitID,
BioAPI GUI OPERATION Operation,
BioApPI GUI MOMENT Moment,
BioAPI RETURN ResultCode,
int3p t MaxNumEnrollSamples,
BioAPI BIR SUBTYPE MASK SelectablelInstances,
BioAPI BIR SUBTYPE MASK *SelectedInstances,
BioApPI BIR SUBTYPE MASK CapturedInstances,
consf uint8 t *Text,
BioAPI GUI RESPONSE *Response);

8.3.4.1 | Description

[¢)

This funjction enables an application to request that a GUI select event, generated by the application, b
directed to a specified named GUI event-subscription. A GUI event passed to this function is called ap
applicatjon-generated GUI event.

[72)

When this function is called, thieframework shall search all existing named GUI event subscription
that were created by the application identified by SubscriberEndpointIRI (NULL meaning the currer
applicatjon), looking for a.subscription where the callback address for the GUI select event is not NUL|
and the|GUI event subgséription UUID is the same as GUIEventSubscriptionUuid. If there is a matchi
subscrigtion, then the\framework shall make a callback to the GUI select event handler specified i
that subyscription, ssetting the input parameters of the callback from the input parameters of t
BioAPI_NotifyGUlSelectEvent call with the same names. After returning from the callback, t
framewgrk shall copy the output parameters of the callback to the output parameters of the BioAP
NotifyG{/iSelectEvent call with the same names.

e

If no matching named GUT event subscription exists, then the function shall return BioAPI_NU_GUI_
EVENT_HANDLER.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

8.3.4.2 Parameters

SubscriberEndpointIRI (input, optional) - An IRI that identifies the application that created one or more
named GUI event subscriptions. This shall be NULL if that application is the current application. An
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application can learn the subscriber endpoint IRIs of other applications that are using the framework
(and have created one or more named GUI event subscriptions for a given BSP) by calling BioAPIL_
QueryGUIEventSubscriptions. If there are no other applications using the framework, the subscriber
endpoint IRIwill be NULL in all named subscriptions returned by BioAPI_QueryGUIEventSubscriptions.

GUIEventSubscriptionUuid (input) - A UUID that identifies a named GUI event subscription. This shall not
be NULL. In some cases, the application has gotten this UUID from the information returned by a prior
call to BioAPI_QueryGUIEventSubscriptions; in other cases, the application provides a known UUID.

The other parameters define the GUI select event generated by the application.

§.3.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The valug BioAPI_
(K indicates success. All other values represent an error condition.

8.3.4.4 Errors
See BioAPI Error Handling (Clause 11).

§.3.5 BioAPI_NotifyGUIStateEvent (BioAPI 2.1)

This subclause applies only when the BioAPI version numbergn use is 2.1 or greater.

BioAPI RETURN BioAPI BioAPI_ NotifyGUIStateEvent
(const uint8 t *SubscriberEndpointIRI,

const BioAPI UUID *GUIEventSubscriptionUuid,
const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitID,

BioAPI GUI OPERATION Operation,
BioAPI GUI SUBOPERATION Suboperation,
BioAPI BIR PURPOSE Purpose,
BioAPI GUI MOMENT Moment,

BioAPI RETURN ResultCode,

int32 t EnrollSamplelIndex,

const BioAPI GUI BITMAP ARRAYN*Biltmaps,
const uint8 t *Text,

BioAPI_GUI_RESPONSE *Response,

int32 t *EnrollSampleIndexToRecapture);

§8.3.5.1 Description
This function enablés,an application to request that a GUI state event, generated by the application, be

directed to a specified named GUI event subscription. A GUI event passed to this function is dalled an
plication-gederated GUI event.

hen this~function is called, the framework shall search all existing named GUI event subsdriptions
that werescreated by the application identified by SubscriberEndpointIRI (NULL meaning the| current
plication), looking for a subscription where the callback address for the GUI state event is
nd-the GUI event subscription UUID is the same as GUIEventSubscriptionUuid. If there is a

NotifyGUIStateEvent call with the same names. After returning from the callback, the framework shall
copy the output parameters of the callback to the output parameters of the BioAPI_NotifyGUIStateEvent
call with the same names.

If no matching named GUI event subscription exists, then the function shall return BioAPI_NO_GUI_
EVENT_HANDLER.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.
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8.3.5.2 Parameters

— SubscriberEndpointIRI (input, optional) - An IRI that identifies the application that created one
or more named GUI event subscriptions. This shall be NULL if that application is the current
application. An application can learn the subscriber endpoint IRIs of other applications that are
using the framework (and have created one or more named GUI event subscriptions for a given
BSP) by calling BioAPI_QueryGUIEventSubscriptions. If there are no other applications using
the framework, the subscriber endpoint IRI will be NULL in all named subscriptions returned by
BioAPI_QueryGUIEventSubscriptions.

—_—

— GUIEventSubscriptionUuid (input) - A UUID that identifies a named GUI event subscription. This sha
not pe NULL. In some cases, the application has obtained this UUID from the information returned
by g prior call to BioAPI_QueryGUIEventSubscriptions; in other cases, the application proyvides
knopvn UUID.

<)

The oth¢r parameters define the GUI state event generated by the application.

8.3.5.3 | Return Value

A BioAPl RETURN value indicating success or specifying a particular error condition. The value BioAP]_
OK indidates success. All other values represent an error condition.

8.3.5.4 | Errors
See BioAPI Error Handling (Clause 11).

8.3.6 BioAPI_QueryGUIEventSubscriptions (BioAPI 2.1)

This sulclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI RETURN BioAPI BioAPI QueryGUIEventSubseriptions
(const| BioAPI UUID *BSPUuid,

BioAPI| GUI EVENT SUBSCRIPTION **GUIEventSubscriptionList,
uint32] t *NumberOfElements) ;

8.3.6.1 | Description

This furjction provides informatiomzabout all existing named GUI event subscriptions for a given BSP.
A namel GUI event subscription‘is’ one that was created by a call to BioAPI_SubscribeToGUIEvents
specifyihg a not NULL GUI event-subscription UUID. The framework calls the event handlers specified
in a nanped subscription tometify BSP-generated GUI events that have been redirected to that namef
subscrigtion (see 8.3.7)cand to notify application-generated GUI events (see 8.3.3, 8.3.4, and 8.3.3)
directed to that named Subscription.

t

By calling this function, an application can learn the subscriber endpoint IRIs of other applications thz
are using the framework (where this is supported by the implementation architecture of the frameworK
and have created named GUI event subscriptions for a given BSP. If there are no other applications usi
the frampework, the subscriber endpoint IRIs will be NULL in all the named subscriptions returned b,
this functier-

Nt

An application can use the information returned by a call to this function (subscriber endpoint IRI, GUI
event subscription UUID, and flags) in subsequent calls to BioAPI_RedirectGUIEvent (to request that
certain subsequent BSP-generated GUI events be redirected to a specified named subscription), or in
subsequent calls to BioAPI_NotifyGUISelectEvent, BioAPI_NotifyGUIStateEvent, etc. (to request that
an application-generated GUI event be directed to a specified named subscription).

This function performs the following actions (in order):

a) allocates a memory block large enough to contain an array of elements of type BioAPI_GUI_EVENT_
SUBSCRIPTION with as many elements as the number of existing named GUI event subscriptions
for the given BSP;
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b) fills the array with information about the named subscriptions;

c) returns the address of the array in the GUIEventSubscriptionList parameter and the number of
elements of the array in the NumberOfElements parameter.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

Tl Ll 1 o iias 4+ Laolll o € .1 4] 1. 3 H 11l . Ria A DL L
Iic lllClllUly UIUCK LUllLalllllls LIIC ail (1)’ 21141l UT TTTTU Uy LIIC CllJlJlll.(]LlUll via a Ldll LU DIUAr 1_1 ree See

8.7.2) when it is no longer needed by the application.

8.3.6.2 Parameters

-+ GUIEventSubscriptionList (output) - A pointer to the address of the array of‘élements of the type
BioAPI_GUI_EVENT_SUBSCRIPTION (allocated by the framework) containinhg the named GUI event
subscription information.

1+ NumberOfElements (output) - A pointer to the number of elements of.the array.

§.3.6.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The valug BioAPI_
(K indicates success. All other values represent an error condition.

8.3.6.4 Errors

See BioAPI Error Handling (Clause 11).

8.3.7 BioAPI_RedirectGUIEvents (BioARI'2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_RedirectGUIEvents
(const uint8 t *SubscriberFEridpointIRI,
const BioAPI UUID *GUIEWweritSubscriptionUuid,
BioAPI HANDLE BSPHanghg,

BioAPI BOOL GUISelectEventRedirected,
BioAPI BOOL GUIStateEventRedirected,

BioAPI BOOL GUIProgressEventRedirected);

o0

.3.7.1 Description

his functioni«reates a "GUI event redirector” for the current application. GUI event rediredtors are
haintained\ by the framework at runtime (usually in an internal table), and enable an application
b delegaté the handling of BSP-generated GUI events either to another application that is using the
Famework (where this is supported by the implementation architecture of the framework), or to
ainother component of the same application.

oo s dillen M |

An application calling this function shall provide the subscriber endpoint IRI of the application that
created the named GUI event subscription (NULL if it is the same application) and the GUI event
subscription UUID of the subscription, as well as information specifying the scope of the GUI event
redirector (what BSP attach session and which type(s) of GUI events are affected). All the parameter
values provided in a call to this function shall become part of the GUI event redirector maintained by
the framework.

Each call to this function establishes a new GUI event redirector, and does not modify or replace an
existingredirector. GUIl eventredirectors specifying a given BSP attach session handle shall be destroyed
automatically by the framework when the attach session is destroyed. At any time, the application can
ask the framework to destroy an existing redirector by making a call to BioAPI_UnredirectGUIEvents
providing the same parameters it provided in the corresponding call to BioAPI_RedirectGUIEvents.
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Multiple call to this function shall not result, at any time, in multiple GUI select event redirectors,
multiple GUI state event redirectors, or multiple GUI progress event redirectors established for the
same BSP handle. This is to ensure that, for any incoming GUI event, there will be no ambiguity as to
how to redirect the event.

NOTE

This implies that two redirectors with the same parameters are not allowed.

When the framework receives a call to this function that successfully creates a GUI event redirector,
it shall call in turn the function BioSPI_SubscribeToGUIEvents of the BSP if and only if there were

no GUI

event subscriptions and no GUI event redirectors already established for that BSP before

this call
Subscril
destroyy¢
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8.3.7.2

. Subsequent calls to BioAPI_RedirectGUIEvents will not result in further calls to BioSPI_

beToGUIEvents unless all existing redirectors and subscriptions for that BSP have beep
bd.

e framework receives a GUI select event notification callback from a BSP, it shall first search all
GUI event redirectors, looking for a redirector where GUISelectEventRedirectedthas the valule
1d the BSP handle is the same as the one in the GUI event. One of the two follo¥ying subclauses

is no matching redirector, then the framework shall search all\‘arfonymous GUI ever]t
tions created by the application that created the BSP attach session}looking for a subscriptioh
ot NULL callback address for the GUI select event and with either-da BSP handle matching t
dle of the event or a BSP UUID matching the BSP UUID of the‘event. If there is a matchi];E
tion, the framework shall call the GUI select event handlerfn that subscription, otherwise |t
urn control to the original callback from the BSP with default output parameters.

is a matching redirector, then the framework shall*search all existing named GUI event
tions that were created by the application identified by the subscriber endpoint IRI in the
or (NULL meaning the current application), \}6oking for a subscription with a not NULL
address for the GUI select event, with a GUI_event subscription UUID matching the GUI ever
tion UUID in the redirector, and with a BSRUUID matching the BSP UUID of the event. If ther
Ching subscription, then the framewo rk shall make a callback to the GUI select event handld
l in that subscription, otherwise it shall’'return control to the original callback from the BS
Qult output parameters.

O = O e+

—

cases, after returning from the~“application callback, the framework shall copy the outpy
ers of the application callback to the output parameters of the framework callback with thie

subclauses above apply in the same way to GUI state and to GUI progress events.

ction shall only becalled (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoa(
BSP UUID) forxwhich a corresponding call to BioAPI_BSPUnload has not yet been made.

L

ction is handled internally within the BioAPI Framework and is not passed through to any BSI

Parameters

— SubscriberEndpointIRI (input, optional) — An IRI that identifies the appiication that created a named

GUI

event subscription. This shall be NULL if the subscriber application is the same as the current

application.

— GUIEventSubscriptionUuid (input) - A UUID that identifies a named GUI event subscription. In some
cases, an application has gotten this UUID from the information returned by a prior call to BioAPIL_
QueryGUIEventSubscriptions. In other cases, the application provides a known UUID.

— BSPHandle (input) - The handle of a BSP attach session to which the redirector is limited. GUI events
related to other BSP attach sessions will not be affected by this call.

— GUISelectEventRedirected (input) - Flag indicating whether GUI select events are in the scope of the
redirector. GUI select events will be affected by this call if and only if this flag has the value TRUE.

90
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— GUIStateEventRedirected (input) - Flag indicating whether GUI state events are in the scope of the
redirector. GUI state events will be affected by this call if and only if this flag has the value TRUE.

— GUIProgressEventRedirected (input) - Flag indicating whether GUI progress events are in the scope
of the redirector. GUI progress events will be affected by this call if and only if this flag has the
value TRUE.

8.3.7.3 Return Value

A BioAPL RETIURN value indir‘nfing SUCCess ar cppr‘ifying a p:\rfir‘nlnr erraor condition The value BioAPI_

(K indicates success. All other values represent an error condition.

8.3.7.4 Errors

See BioAPI Error Handling (Clause 11).

§.3.8 BioAPI_SubscribeToGUIEvents (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 ‘et greater.

BioAPI_RETURN BioAPI BioAPI_SubscribeToGUIEvents

(const BioAPI UUID *GUIEventSubscriptionUuid,

const BioAPI UUID *BSPUuid,

const BioAPI HANDLE *BSPHandle,

BioAPI GUI SELECT EVENT HANDLER GUISelectEventHandler,
const void *GUISelectEventHandlerCtx,
BiOAPIiGUIisTATEiEVENTiHANDLER GUIStateEventHandler,

const void *GUIStateEventHandlerCtx,
BioAPI_GUI_PROGRESS_ EVENT_ HANDLER GUIProgr&ssEventHandler,
const void *GUIProgressEventHandlerCtx) }

§.3.8.1 Description

This function creates a "GUI event subscription” for the current application. GUI event subsdriptions
re maintained by the framework at runtime (usually as entries of an internal table), and epable an
plication to receive GUI event notifications at certain specified callback addresses.

he application shall provide,the callback addresses of one to three GUI event handlers (a GUI select
ent handler, a GUI state-évent handler and a GUI progress event handler), as well as infqrmation
specifying the scope of the'subscription (either a loaded BSP or an attach session of a BSP), thus|limiting
the GUI event notifications that the framework will send to those GUI event handlers. All the parameter
alues provided in a’call to this function shall become part of the GUI event subscription maintpined by
the framework.

Ih any call tothis function, either a BSP UUID or a BSP handle (but not both) shall be provided] If a BSP
andle is provided, the subscription is limited to GUI event notifications that carry that BSP handle. If
BSP UUID'is provided, the subscription is limited to GUI event notifications that carry that B$P UUID,
nd may or may not also carry a BSP handle. (All GUI event notification that carry a BSP handle also

rry the UUID of the BSP, but not vice versa.)

Each call to this function establishes a new GUI event subscription, and does not modify or replace an
existing subscription. GUI event subscriptions specifying a BSP attach session handle shall be destroyed
automatically by the framework when the attach session is destroyed. GUI event subscriptions
specifying a BSP UUID shall be destroyed automatically by the framework when the BSP is unloaded.
At any time, the application can ask the framework to destroy an existing subscription by making a
call to BioAPI_UnsubscribeFromGUIEvents providing the same parameters that were provided in the
corresponding call to BioAPI_SubscribeToGUIEvents.

The context addresses provided in the call shall be passed back by the framework to the application in
subsequent callbacks to the event handlers. This International Standard does not assign any meaning
to the context addresses, but specifies them to satisfy the needs of some applications.

© ISO/IEC 2018 - All rights reserved 91


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

Multiple call to this function shall not result, at any time, in multiple GUI select event handlers, multiple
GUI state event handlers, or multiple GUI progress event handlers, established for the same BSP handle
or for the same BSP UUID. This includes the case in which one subscription specifies a BSP UUID and
another subscription specifies the handle of an attach session of the same BSP. This is to ensure that, for
any incoming GUI event, there will be no ambiguity as to which GUI event handler (if any) is to be called
by the framework.

NOTE 1 This implies that two subscriptions with the same parameters are not allowed.

When the framework receives a call to this function that successfully creates a GUI event subscription
for a gilen BSP, it shall call in turn the function BioSPI_SubscribeToGUIEvents of the BSP if and onlly
if there were no GUI event subscriptions and no GUI event redirectors (see 8.3.7) already established
for that| BSP before this call. Subsequent calls to BioAPI_SubscribeToGUIEvents for the same’ BSP
will not| result in further calls to BioSPI_SubscribeToGUIEvents unless all existing subscriptionls
t
D
t

and redjrectors for that BSP have been destroyed. A BSP does not need to know how many GUI ever
subscrifjtions the application is requesting for it, nor whether those subscriptions specify' a BSP UUI
or a BSP|handle, nor the types, callback addresses, and context addresses of the GUI event handlers th4
are spedified in those subscriptions.

This furlction shall only be called (for a given BSP UUID) if there is at least one\call to BioAPI_BSPLoaf
(for thatf BSP UUID) for which a corresponding call to BioAPI_BSPUnload has-Hot yet been made.

L

This function is handled internally within the BioAPI Framework and is1iot passed through to any BS]

NOTE 2 | Seealso C.8.

8.3.8.2 | Parameters

— GUIEventSubscriptionUuid (input, optional) - The identifier of the subscription. This parameter sha
be NULL (the usual case) for an anonymous GUI event subscription (one concerning the reception d
GUI|events generated by a BSP and not redirected). This parameter shall be not NULL for a name
subgcription (one concerning the reception-of redirected GUI event notifications and applicatior
generated GUI event notifications).

1 o —

— BSPUuid (input, optional) — A UUID identifying the BSP to which the subscription is limited.

— BSPHandle (input, optional) - Thethandle of a BSP attach session to which the subscription is limited.
Thig shall be NULL if GUIEventSubscriptionUuid is not NULL (a named subscription cannot specify a
attach session handle).

-

— GUIYelectEventHandler({input, optional) - The callback address of an application function that is tp
recgive GUI select event notifications from the framework.

— GUlIYelectEventHandlerCtx (input) — A context address that is to be passed back by the framework tp
the hpplication ‘on each callback to the GUI select event handler.

— GUIStateEventHandler (input, optional) - The callback address of an application function that is tp
recqive.GUI state event notifications from the framework.

— GUIStateEventHandlerCtx (input) - A context address that is to be passed back by the framework to
the application on each callback to the GUI state event handler.

— GUIProgressEventHandler (input, optional) - The callback address of an application function that is
to receive GUI progress event notifications from the framework.

— GUIProgressEventHandlerCtx (input) — A context address that is to be passed back by the framework
to the application on each callback to the GUI progress event handler.

Exactly one of BSPUuid and BSPHandle shall be specified. At least one of GUISelectEventHandler,
GUIStateEventHandler, and GUIProgressEventHandler shall be specified. A context address shall only be
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specified if the corresponding callback address is specified. The parameters that are not specified shall
be set to NULL.

8.3.8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.3.8.4 Errors

BioAPIERR INVALID POINTER

See also BioAPI Error Handling (Clause 11).

8.3.9 BioAPI_UnredirectGUIEvents (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI RETURN BioAPI BioAPI UnredirectGUIEvents
(const uint8 t *SubscriberEndpointIRI,

const BioAPI UUID *GUIEventSubscriptionUuid,
BioAPI HANDLE BSPHandle,

BioAPI BOOL GUISelectEventRedirected,

BioAPI BOOL GUIStateEventRedirected,

BioAPI BOOL GUIProgressEventRedirected);

8.3.9.1 Description
This function destroys a GUI event redirector previeusly created by a call to BioAPI_RedirectGUIEvents.

he particular redirector that is destroyed is the one whose definition exactly matches the parfameters
df the call.

—

=z

OTE1 A call to this function will not déstroy a redirector, even if there is only one redirector, upnless the
arameters of the call have exactly the same Values as those of the call to BioAPI_RedirectGUIEvents thdt created
he redirector. The application needs te'réemember the value of those parameters.

(milao]

Vhen the framework receives a'call to this function that successfully destroys a GUI event redifector, it
hall call in turn the functioft:BioSPI_UnsubscribeFromGUIEvents of the BSP if and only if thefe are no
hore GUI event subscriptions and no more GUI event redirectors established for that BSP.

=0 n <

Usually, applications. will not need to call this function, because all GUI event redirectors foy a given
HSP attach session‘are automatically destroyed by the framework when the attach session is dgstroyed.
This function can be used when the application needs to modify the current GUI event redirections but
does not wanfte’destroy an attach session.
1
(
1

his funetion shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
for that'BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been madp.

hiSfunction is handled internally within the BioAPI Framework and is not passed through to pny BSP.

NOTE2 SeealsoC.8.

8.3.9.2 Parameters

The parameters of this function have the same meaning as the parameters of the function BioAPI_
RedirectGUIEvents with the same names, and are used by the framework to identify the existing GUI
event redirector that is to be destroyed.
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8.3.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.3.9.4 Errors
BioAPIERR_INVALI D_PO INTER

See also BioAPI Error Handling (Clause 11).

8.3.10 BioAPI_UnsubscribeFromGUIEvents (BioAPI 2.1)

This sulclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI RETURN BioAPI BioAPI UnsubscribeFromGUIEvents
(const| BioAPI UUID *GUIEventSubscriptionUuid,
const BioAPI UUID *BSPUuid,
const BioAPI HANDLE *BSPHandle,
BioAPI| GUI SELECT EVENT HANDLER GUISelectEventHandler,
const poid *GUISelectEventHandlerCtx,
BioAPI| GUI STATE EVENT HANDLER GUIStateEventHandler,
const poid *GUIStateEventHandlerCtx,
BioAPI| GUI PROGRESS EVENT HANDLER GUIProgressEventHandler
const poid *GUIProgressEventHandlerCtx) ;

8.3.10.1 Description

SubscribeToGUIEvents. The particular subscription that>is destroyed is the one whose definitio
exactly matches the parameters of the call.

-

This quction destroys a GUI event subscription prewiously created by a call to BioAPL

NOTE 1 A call to this function will not destroy a GUI-eient subscription, even if there is only one subscription,
unless the parameters of the call have exactly the same values as those of the call to BioAPI_SubscribeToGUIEvents
that creafed the subscription. The application needs'té remember the value of those parameters.

When the framework receives a call to this fuhction that successfully destroys a GUI event subscription,
it shall dall in turn the function BioSPI_UnsubscribeFromGUIEvents of the BSP if and only if there a
no more{ GUI event subscriptions andmo'more GUI event redirectors (see 8.3.7) established for that BSP.

Usually, [applications will not need-to call this function, because all GUI event subscriptions for a give
BSP UUID or BSP attach session andle are automatically destroyed by the framework when the attac
session s destroyed or when-the BSP is unloaded. This function can be used when the application needs
to modify the current GUKevent subscriptions but does not want to unload a BSP or destroy an attac
session.

EXAMPLE Thisfunction can be used in the following cases: (1) an application uses the application-controlle
GUI both|at enrollnient and at verification/identification, but with different GUI event handlers; (2) an applicatio
uses the|BSP-¢ontrolled GUI at enrollment but the application-controlled GUI at verification/identification, qr
vice versp,

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

NOTE2 Seealso C.8.

8.3.10.2 Parameters

The parameters of this function have the same meaning as the parameters of the function BioAPI_
SubscribeToGUIEvents with the same names, and are used by the framework to identify the existing
GUI event subscription that is to be destroyed.
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8.3.10.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
OK indicates success. All other values represent an error condition.

8.3.10.4 Errors
BioAPIERR_INVALI D_POINTER

See also BioAPI Error Handling (Clause 11).

BioAPI_

§.3.11 BioAPI_EnableEventNotifications (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_ EnableEventNotifications
(const BioAPI UUID *BSPUuid,
BioAPI_EVENT_MASK Events) ;

§8.3.11.1 Description

This function enables the events specified by the Event Mask and coming from the BSP identifig
HBSP UUID, and disables all other events coming from that BSP.

Hvents are enabled or disabled only for the application that calls this function. If there a
dpplications using the BioAPI Framework or the specified-BSP at the same time, those applicat
rjot be affected by the call to BioAPI_EnableEventNotifications.

This function can be called at any time after BioAPI Init or BioAPI_InitEndpoint, even be
specified BSP has been loaded. The event mask established by a call to this function remains
yntil this function is called again for the same BSP.

= =

bhich a corresponding call to BioAPI_Terminate has not yet been made.

This function is handled internallywithin the BioAPI Framework and is not passed through to

§.3.11.2 Parameters

— BSPUuid (input) - The YUID of the biometric service provider.

- Events (input) -@mask indicating which events to enable.

§.3.11.3 Return’'Value

wwilierS

ioAP1OK indicates success. All other values represent an error condition.

d by the

re other
ons will

fore the
in effect

his function shall only be called if there is\at least one call to BioAPI_Init or BioAPI_InitEndpoint for

a BSP.

BioAPICRETURN value indicating success or specifying a particular error condition. The value

.341.4 Errors

See BioAPI Error Handling (Clause 11).
8.4 Biometric Operations

8.4.1 BioAPI_Capture

BioAPI_RETURN BioAPI BioAPI_Capture
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *CapturedBIR,
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int32 t Timeout,
BioAPI_BIR_HANDLE *AuditData) ;

8.4.1.1

This fun

Description

ction captures samples for the purpose specified, and the BSP returns either an “intermediate”

type BIR (ifthe BioAPI_Process, BioAPI_ProcessWithAuxBIR, or BioAPI_ProcessUsingAuxBIRs (BioAPI
2.2 or greater) function needs to be called), or a “processed” BIR (if not). The Purpose is recorded in the
header of the CapturedBIR. If AuditData is non-NULL, a BIR of type “raw” may be returned. The function
returns handles to whatever data is collected and all local operat1ons can be completed through use of

the han
to a sery

By defay

The application may, however, request control of the GUI “look-and-feel” by providing a GUkcallbac

pointer

Capture
sensor, {
place in
returnir

If BioAl
be done
BSPAttd
function
ACBioPaq|
contrdg

index fofr the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInforma

ionlLis
also set
index sh

The BIR Handle returned by the function“shall be released by the application (via BioAPL

FreeBIR

8.4.1.2
— BSP
— Pury

— Sub
NO

NOT|
in th

—  Out]

n BioAPI_SetGUICallbacks. See clause C.8 for additional explanation of user interface features.

serializes use of the sensor device. If two or more biometric applications,are racing for t
he losers will wait until the operation completes or the timeout expires. This serialization takes
all functions that capture data. The BSP is responsible for serializing. Imay do this by eithdr
g ‘busy’ (BioAPI_UNIT_IN_USE) or by queuing requests.

—_—

PI_BSPAttachSecure (BioAPl 2.2 or greater) has been called,~security operations sha
according to the value set in the member of the parameter)SecurityProfileList of BioAPI
chSecure (BioAPI 2.2 or greater) corresponding to thelBioAPI Unit which executes thi
. If ACBio instance generation is requested, the challenge 'given as Challenge in the parametg
rameters of BioAPI_BSPAttachSecure (BioAPl 2.2 ox_greater) shall be set into the fiel
1Value of type ACBioContentInformation ifcthe ACBio instance. The current BPU I

t in the biometricProcess of ACBioContentInformation in the ACBio instance an
nto bpuIOIndex in subBlockForACBio inithe security block. After that the current BPU I
all be incremented. The BIR shall be stored'in type BioAPI_ASN1_BIR.

O O »nl

Handle) when it is no longer needed.

Parameters
fiandle (input) - The handle‘of the attached biometric service provider.
pose (input) — A valuetindicating the purpose of the biometric data capture.

lype (input/optional) - Specifies which subtype (e.g., left/right eye) to capture. A value of BioAP]_
SUBTYPE_AVAM.ABLE (0x00) indicates that the BSP is to select the subtype(s).

E Not all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be reflected
e headex of the returned CapturedBIR.

plithormat (input/optional) - Specifies which BDB format to use for the returned CapturedBIR,

if the BSP Supports more than one rormat. A NULL pointer value indicates that the BSP 1S to Select

the format.

— CapturedBIR (output) - AhandletoaBIR containing captured data. Thisdataiseitheran“intermediate”
type BIR (which can only be used by either the BioAPI_Process, BioAPI_CreateTemplate, BioAPI_
ProcessWithAuxBIR, or BioAPI_ProcessUsingAuxBIRs (BioAPI 2.2 or greater) functions, depending
on the purpose), or a “processed” BIR (which can be used directly by BioAPI_VerifyMatch or BioAPL_
IdentifyMatch, depending on the purpose).

— Timeout (input) - An integer specifying the timeout value (in milliseconds) for the operation. If this
timeout is reached, the function returns an error, and no results. This value can be any positive
number. A -1’ value means the BSP’s default timeout value will be used.

96
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— AuditData (output/optional) - A handle to a BIR containing raw biometric data. This data may be
used to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on
input, no audit data is collected. Not all BSPs support the collection of audit data. A BSP may return
a BIR handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported,
or a value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

8.4.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

Ria-A-PRl O 2o 1 4 All .l ] i pa
OTOAT T_UNTXTITUTCATTS SUCTTS S 71T UTITCT  varatsST Ul}l CoCIIl Al TI'T UL CUIITUITIUILL.

o0

4.1.4 Errors

i0APIERR_USER_CANCELLED

i0APIERR UNABLE TO CAPTURE

i0APIERR TOO MANY HANDLES

i0APIERR TIMEOUT EXPIRED
i0APIERR PURPOSE NOT SUPPORTED

i OAPIERR UNSUPPORTED FORMAT

i0APIERR UNIT IN USE

i0APIERR SECURITY ENCRYPTION FAILURE

i0APTERR SECURITY MAC_ GENERATION FAILURE

i0APIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE

josBlvs Moo Moo Moo os BN os Moo Mlosvs]

See also BioAPI Error Handling (Clause 11).

§.4.2 BioAPI_CreateTemplate

BioAPI_RETURN BioAPI BioAPI CreateTemplate

(BioAPI HANDLE BSPHandle,

const BioAPI INPUT BIR *CapturedBIR,

const BioAPI INPUT BIR *ReferenceTemplate,

const BioAPI BIR BIOMETRIC DATA  KORMAT *OutputFormat,
BioAPI BIR HANDLE *NewTemplatey,

const BioAPI DATA *Payload,

BioAPI UUID *TemplateUUID)#

o0

4.2.1 Description

his function takes a BIR gentaining biometric data in intermediate form for the purpose of creating
new enrollment template. A new BIR is constructed from the CapturedBIR, and (optionally) it may
erform an updatebdsed on an existing ReferenceTemplate. The old ReferenceTemplate [remains
nchanged.

o4 Qo

—

he optionalinput ReferenceTemplate is provided for use in creating the NewTemplate, if [the BSP
upports this capability. When present, use of the input ReferenceTemplate by the BSP, to crieate the
dutput NewTemplate is optional.

(%)

[f the'BSP supports an internal or BSP-controlled BIR database (e.g., smartcard or identification|engine),
itmay npfinnn”y return the UUID nccignpd tothe nm/\rly created Np\AITpmplnf’p as stored within that BSP-

controlled BIR database. The UUID value shall be the same as that included in the BIR header, if present.

The BIR handle returned by the function shall be released by the application (via BioAPI_FreeBIRHandle)
when it is no longer needed. The BIR may be retrieved by calling BioAPI_GetBIRFromHandle, which
also releases the handle.

If BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operations shall
be done according to the value set in the member of the parameter SecurityProfileList of BioAPIL
BSPAttachSecure (BioAPl 2.2 or greater) corresponding to the BioAPI Unit which executes this
function. If ACBio instance generation is requested, the challenge given as Challenge in the parameter
ACBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the field
controlValue of type ACBioContentInformation in the ACBio instance. The current BPU 10
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index fo
ionlLis

r the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
t in the biometricProcess of ACBioContentInformation in the ACBio instance and

also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10

index sh

8.4.2.2

all be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— CaphlrpriR”? [inpnr) — The r‘nphlrm‘] BIR orits handle

— RefdrenceTemplate (input/optional) - Optionally, the existing template to be updated, or its key\in
BIR[database, or its handle or NULL if a reference template does not exist yet or is not intended-to b
updpted.

— OutputFormat (input/optional) - Specifies which BDB format to use for the returned WewTemplat

ift
the

— New
and

— Pay
if N

NOT
NOT]

— Tem
assd
opti

8.4.2.3

A BioAR
BioAPI_

8.4.2.4

BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE

D O

)
-

[

e BSP supports more than one format. A NULL pointer value indicates that the)BSP is to seled
format.

I

Template (output) - A handle to a newly created template that is derivedfrom the CapturedBl
(optionally) the ReferenceTemplate.

oad (input/optional) - A pointer to data that will be stored by the:BSP. This parameter is ignorefd
JLL.

E1 Notall BSPs support storage of payloads.

E2 Seeclauses A.4.6.2.6 and C.5 for additional information regarding payloads.

U

plateUUID (output/optional) - A pointer to a 16-byite memory block where the BSP-assigned UUI
ciated with the ReferenceTemplate (as stored-internally in a BSP-controlled BIR database) wi
onally be returned. The pointer shall be setto NULL to indicate that no UUID is being returned.

—_—

Return Value

[_RETURN value indicating succdess or specifying a particular error condition. The valule
DK indicates success. All other values represent an error condition.

Errors

RR_INVALID BIR HANBLE
RR_INVALID BIR
RR_BIR_SIGNATURE FAILURE
RR_TOO MANYCHANDLES
RR_UNABLE \P6" STORE PAYLOAD
RR_INCONSISTENT PURPOSE
RR_PURROSE NOT SUPPORTED
RR_JINGUPPORTED FORMAT
RR_RECORD_NOT FOUND

BioAPIE

RR=QUATLTTY EFRROR

BioAPIERR SECURITY ENCRYPTION FAILURE

BioAPIERR SECURITY DECRYPTION FAILURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also

98

BioAPI Error Handling (Clause 11).
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8.4.3 BioAPI_Process

BioAPI_RETURN BioAPI BioAPI_Process
(BloAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

8.4.3.1 Description

Thls functlon processes the 1ntermed1ate data captured via a call to BloAPI Capture for the

purpose

ihvocation, the BSP builds a processed biometric sample BIR; otherwise, ProcessedBIR is set1
and this function returns BioAPIERR_BSP_FUNCTION_NOT_SUPPORTED.

[ BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security .operatio
e done according to the value set in the member of the parameter SecurityProfileList of
ISPAttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which exec
inction. If ACBio instance generation is requested, the challenge given as Challenge in the pa
CBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) ‘shall be set into {
ontrolValue of type ACBioContentInformation in the ACBionwstance. The current
hdex for the BSP Unit shall be set into the field bpuIOIndex of BpuOuputExecutionIn
onList in the biometricProcess of ACBioContentInfonrmdtion in the ACBio instg

[ i e e e W « - i @ millcwe

index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

—

his function results in the creation of a BIR by the BSP. The application can retrieve the BIR u
IR handle through a call to BioAPI_GetBIRFromHandle, which also frees the handle, or car
he memory associated with the BIR handle only through a call to BioAPI_FreeBIRHandle.

(vl

§.4.3.2 Parameters
-+ BSPHandle (input) - The handle of the attached biometric service provider.
—+ CapturedBIR (input) - The captured-BIR or its handle.

—+ OutputFormat (input/optional)* Specifies which BDB format to use for the returned Proce
if the BSP supports more‘than one format. A NULL pointer value indicates that the BSP is
the format.

-+ ProcessedBIR (output) — A handle for the newly constructed “processed” BIR.

§.4.3.3 Return-Value

[wwiliarS

ioAPI_OK indicates success. All other values represent an error condition.

8.4.3:14 Errors

hs shall
BioAPIL_
ites this
rameter
he field
BPU I0
format
nce and

dlso setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10

sing the
release

ssedBIR,
to select

BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPIERR INVALID BIR HANDLE

BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TOO MANY HANDLES

BioAPIERR INCONSISTENT PURPOSE
BioAPIERR PURPOSE NOT SUPPORTED

BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR QUALITY ERROR

BioAPIERR SECURITY ENCRYPTION FAILURE
BioAPIERR SECURITY DECRYPTION FAILURE
BlOAPIERR SECURITY MAC GENERATION FAILURE
BioAPIERR SECURITY MAC VERIFICATION FATILURE
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BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also

8.4.4

BioAPI Error Handling (Clause 11).

BioAPI_ProcessWithAuxBIR (BioAPI2.0 and BioAPI2.1)

BioAPI_RETURN BioAPI BioAPI_ProcessWithAuxBIR
(BioAPIiHANDLE BSPHandle,

cons
cons
cons
BioA

8.4.4.1
This fuy
conjunc

verificat
process

NOTE 1
descripti

If the p1f
builds a

returns

This fun
BIR han|
the men

NOTE 2
(BioAPI ]

8.4.4.2

— BSP
— Cap
— Aux

NOT]
prog

(e.g.
sam

NOT]

t _Bi1o2DT TNPUT BIR *ConturodBIR
T T

- BioAPI INPUT BIR *AuxiliaryData,
E BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
PI BIR HANDLE *ProcessedBIR);

Description

ction processes the intermediate data previously captured via a call to BioAPI_Capture ip
ion with auxiliary data, creating processed biometric samples for the purpose of subsequer]t
ion or identification. It enables implementations that require the input ofauxiliary data to thie
operation.

This capability may be used to support biometric match-on-card/{MOC). See clause C.8 for [a
on of BioAPI use within the overall MOC process.

")

ocessing with auxiliary data capability is supported by the.attached BSP invocation, the BS
“processed biometric sample” BIR, otherwise, ProcessedBIR is set to NULL, and this functio
BioAPIERR_BSP_FUNCTION_NOT_SUPPORTED.

=

ction results in the creation of a BIR by the BSP. The application can retrieve the BIR using thie
dle through a call to BioAPI_GetBIRFromHandle,which also frees the handle, or can release
ory associated with the BIR handle only through a call to BioAPI_FreeBIRHandle.

This function is used only in BioAPI 2.1 or less.'In BioAPI 2.2 or greater, BioAPI_ProcessUsingAuxBIR
.2) is used instead of this function.

%)

Parameters
fandle (input) - The handle ofthe attached biometric service provider.
turedBIR (input) - A BIR(obtained from the BioAPI_Capture function previously called.
liaryData (input) - A&-BIR structure containing auxiliary data used in the processing operation
E1 An exampleof auxiliary data is information related to the enrollment template which allows th
essing operation’to properly crop an input image to maximize the possibility of a subsequent matc

to ensure.that the processed BIR for verification and the enrollment template are derived from th
e portion.ofa finger). Another would be passing of biometric algorithm parameters.

D =5 O

E 2\ ‘The content and format of the auxiliary data are specified by the BIR Biometric Data Format field

in th

e'duxiliary BIR header and may be specific to a BSP.

— OutputFormat (input/optional) - Specifies which BDB format to use for the returned ProcessedBIR, if the

BSP

supports more than one format. A NULL pointer value indicates that the BSP is to select the format.

— ProcessedBIR (output) — A handle for the newly constructed “processed” BIR.

8.4.4.3

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.4.4.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR
BioAPTIERR BIR SIGNATURE FAILURE
BioAPIERR TOO MANY HANDLES
BioAPIERR_INCONSISTENT PURPOSE
BioAPIERR PURPOSE NOT SUPPORTED
BioAPTIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR_FUNCTION NOT_ SUPPORTED

See also BioAPI Error Handling (Clause 11).

§.4.5 BioAPI_ProcessUsingAuxBIRs (BioAPI 2.2)

BioAPI_RETURN BioAPI BioAPI_ProcessUsingAuxBIRs

(BioAPI HANDLE BSPHandle,

const BioAPI INPUT BIR *CapturedBIR,

uint32 t NumberOfAuxBIRs,

const BioAPI INPUT BIR *AuxBIRs,

const BioAPI BIR BIOMETRIC DATA FORMAT *QutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

o0

4.5.1 Description

his function processes the intermediate data previously~captured via a call to BioAPI_Capture in
onjunction with auxiliary data, creating processed biometric samples for the purpose of subsequent
erification or identification. It enables implementationis that require the input of auxiliary data to the
rocess operation.

=0 < oo

h addition to the intermediate BIR, this function takes as input a list of auxiliary BIRs. Each quxiliary
IR in the list may be an intermediate, processed, score, decision, or biographic BIR. The bjometric
ervice provider may modify the way it performs the processing operation based on the auxiligry BIRs
rovided as input and on the order in which they occur in the list. However, such modifications to the
rocessing operation are not specified'in this standard.

= 0 = W ] =

he main purposes of the auxiliary BIRs are:

d) toprovide feedback to'the biometric processing operation from prior processing, matching, fusion,
or decision operatiofs;

H) to modify the Biemetric processing operation based on statistical information (either specific to
the subject, oF-specific to a population, or both).

[ BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operatiopns shall
e done according to the value set in the member of the parameter SecurityProfileList of |BioAPI_
SPAttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which execfites this
inctiofn: If ACBio instance generation is requested, the challenge given as Challenge in the parameter
CBipParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the field
controlvalue Of type ACBIoCoNtentIntormation 1 the ACBio instance. T e curremnt BPU 10
index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
ionList in the biometricProcess of ACBioContentInformation in the ACBio instance and
also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

Dh e o

This function results in the creation of a BIR by the BSP. The application can retrieve the BIR using the
BIR handle through a call to BioAPI_GetBIRFromHandle, which also frees the handle, or can release
the memory associated with the BIR handle only through a call to BioAPI_FreeBIRHandle.
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8.4.5.2

Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— CapturedBIR (input) - A BIR obtained from the BioAPI_Capture function previously called.

— NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the array pointed to by the
parameter AuxBIRs.

— AuxBIRs (input) - A pointer to an array of elements of type BioAPI_INPUT_BIR. The number

of ¢
pro
The
poir
NOT]
in th

—  Out

if thle BSP supports more than one format. A NULL pointer value indicates.that the BSP is to seleq

the

— Pro

8.4.5.3

A BioA}
BioAPI_

8.4.5.4

BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE

See also

ClllCll.Lb Uf ‘LIIC dlldy b‘lldll ‘UC 1‘V1UIIIL,}CI OJAUI(BIRD EdL‘ll du)&i}idly BIR llldy IUC dll illlLl:'l lllUdid‘L L)
fessed, score, decision, or biographic BIR, and any combination of such BIR types is allowex
order of the elements is significant. If NumberOfAuxBIRs is zero, AuxiliaryBIRs may be-a NUL
ter.

| i

E The content and format of the auxiliary data are specified by the BIR Biometric Data Format field
e auxiliary BIR header and may be specific to a BSP.

putFormat (input/optional) - Specifies which BDB format to use for the returned ProcessedBIR,

[

format.

fessedBIR (output) - A handle for the newly constructed “processed”BIR.

Return Value

[_RETURN value indicating success or specifying avparticular error condition. The value
DK indicates success. All other values represent an erter condition.

Errors

RR_INVALID BIR HANDLE
RR_TNVALID BIR

RR_BTR_STGNATURE_FATLURE

RR_TOO MANY HANDLES

RR_INCONSISTENT PURPOSE

RR_PURPOSE_NOT SUPPORTED

RR_UNSUPPORTED FORMAT

RR_RECORD_NOT FOUND

RR_FUNCTION NOT SUPPORTED

RR_SECURITY ENCRYPTIONJFAILURE

RR_SECURITY DECRYPTIDN FATLURE
RR_SECURITY MAC $ENERATION FAILURE

RR_SECURITY MACAERIFICATION FAILURE

RR_SECURITY BIGITAL SIGNATURE GENERATION FAILURE
RR_SECURTTYPIGITAL,_ SIGNATURE VERIFICATION FATLURE

BioAPI'Error Handling (Clause 11).

8.4.6

H DI Va6 AMotol
1 X

1 ily IvialliIil

BioAPI_RETURN BioAPI BioAPI VerifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *AdaptedBIR,
BioAPI BOOL *Result,
BioAPI FMR *FMRAchieved,
BioAPI DATA *Payload);
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8.4.6.1 Description

This function performs a verification (1-to-1) match between two BIRs: the ProcessedBIR and the
ReferenceTemplate. The ProcessedBIR is the “processed” BIR constructed specifically for this verification.
The ReferenceTemplate was created at enrollment.

The application shall request a maximum FMR value criterion (threshold) for a successful match. The
Boolean Result indicates whether verification was successful or not, and the FMRAchieved is a FMR
value (score) indicating how closely the BIRs actually matched.

NOTE See clause C.4 for information on the use of the FMR concept for normalized scoring and thre[holding.

y setting the AdaptedBIR pointer to an address other than NULL, the application can requiest that a BIR
e constructed by adapting the ReferenceTemplate using the ProcessedBIR. A new handle!is retfirned to
he AdaptedBIR. 1f the match is successful, an attempt may be made to adapt the ReferenceTemplate with
hformation taken from the ProcessedBIR. (Not all BSPs perform adaptation). The‘?esulting AddptedBIR
hould now be considered an optimal enrollment template, and be saved in the\BIR database.|(It is up
b the application whether it uses or discards this data.) It is important to note‘that adaptation|may not
ccur in all cases. In the event of an adaptation, this function stores the’handle to the new BIR in the
hemory pointed to by the AdaptedBIR parameter.

09 0 o »n = ot o o

]

F a Payload is associated with the ReferenceTemplate, the Payloadnay be returned upon syccessful
erification if the FMRAchieved is sufficiently stringent; this is controlled by the policy of the [BSP and
pecified in its schema.

wn <

=z

OTE1 Notall BSPs support return of payloads.

=z

OTE2  Seeclauses A.4.6.2.6 and C.5 for additional information regarding use of payloads.

[ BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operatiops shall
e done according to the value set in the member of the parameter SecurityProfileList of |BioAPIL_
I SPAttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which execfites this
inction. If ACBio instance generation issequested, the challenge given as Challenge in the parameter
CBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the field
ontrolValue of type ACBioCoutentInformation in the ACBio instance. The curreny BPU IO
hdex for the BSP Unit shall be set'into the field bpuIOIndex of bpuOuputExecutionInfformat
onList in the biometriaProcess of ACBioContentInformation in the ACBio instdnce and
dlso set into bpuIOIndexinsubBlockForACBio in the security block. After that the current BPU 10
ihdex shall be incremented:-The BIR shall be stored in type BioAPI_ASN1_BIR.

[ il e W M « - M & willavel

—

he memory block returned by the BioAPI function call shall be freed by the application as sogn as it is
o longer neededusing BioAPI_Free (see clause 8.7.2). If an adapted BIR is returned, its handle can be
eleased throughja'call to BioAPI_FreeBIRHandle.

= =

8.4.6.2 <Parameters

—+ BSPHandle (input) - The handle of the attached biometric service provider.

1.V LAADRD tod [ £) TL. +aod DANMD 1 H £ £.1 i £3 3 3 th
IVIUAT IVll\l\CL’MCDLCM llll[}MLj I'IIC 1 ClzlbleLCu T"IVIIN CITILCT IUIT TUTL SUCLTOSIUTL VOl ITIvativull l.e., e
matching threshold).

— ProcessedBIR (input) - The BIR to be verified, or its handle.
— ReferenceTemplate (input) - The BIR to be verified against, or its key in a BIR database, or its handle.

— AdaptedBIR (output/optional) - A pointer to the handle of the adapted BIR. This parameter can be
NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The function may
return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that adaptation is not
supported or a value of BioAPI_INVALID_BIR_HANDLE to indicate that adaptation was not possible.

© ISO/IEC 2018 - All rights reserved 103


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

— Result (output) - A pointer to a Boolean value indicating (BioAPI_TRUE/BioAPI_FALSE) whether the
BIRs matched or not according to the specified criteria.

— FMRAchieved (output) - A pointer to an FMR value indicating the closeness of the match (i.e., the
match score).

— Payload (output/optional) - If a payload is associated with the ReferenceTemplate, it is returned in an
allocated BioAPI_DATA structure if the FMRAchieved satisfies the payload policy of the BSP.

8.4.6.3 _Return Value

A BioARI_RETURN value indicating success or specifying a particular error condition. The-yvalle
BioAPI_OK indicates success. All other values represent an error condition.

8.4.6.4 | Errors

BioAPIERR INVALID BIR HANDLE

BioAPIERR INVALID BIR

BioAPIERR BIR SIGNATURE FAILURE

BioAPTERR INCONSISTENT PURPOSE
BioAPIERR BIR NOT FULLY PROCESSED
BioAPIERR RECORD NOT FOUND

BioAPIERR QUALITY ERROR

BioAPTERR SECURITY ENCRYPTION FAILURE

BioAPIERR SECURITY DECRYPTION FAILURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPTERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FATPLWRE

See also[BioAPI Error Handling (Clause 11).

8.4.7 PBioAPI_VerifyMatchUsingAuxBIRs (BiGAPI 2.2)

BioAPI_RETURN BioAPI BioAPI VerifyMatchUsingAuxBIRs
(BiopPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
consf BioAPI INPUT BIR *ProcgsSsedBIR,
consf BioAPI INPUT BIR *ReferenceTemplate,
uintP2 t NumberOfAuxBIRs,
consg BioAPI_INPUT_BIR *AU%XBIRS,
BioAPI BIR HANDLE *AdaptedBIR,
BioApPI BOOL *Result,
BioApPI FMR *FMRAchléved,
BioA PT BIR HANDLEN ResultBIR,
BioAPI DATA *Ra¥load);

8.4.7.1 | Description

This function® performs a verification (1-to-1) match between two BIRs: the ProcessedBIR and tl:f
ReferenZIleTemplate. The ProcessedBIR is the “processed” BIR constructed specifically for this verification.
The ReferenceTemplate was created at enrollment.

The application shall request a maximum FMR value criterion (threshold) for a successful match.

In addition to the processed BIR and the reference template BIR, this function takes as input a list of
auxiliary BIRs. Each auxiliary BIR in the list may be an intermediate, processed, score, decision, or
biographic BIR.

The biometric service provider may modify the way it performs the verification operation based on
the auxiliary BIRs provided as input and on the order in which they occur in the list. However, such
modifications to the verification operation are not specified in this standard.
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The main purposes of the auxiliary BIRs are:

a) to provide feedback to the biometric matching operation from prior processing, matching, fusion,
or decision operations;

b) to modify the biometric matching operation based on statistical information (either specific to the
subject, or specific to a population, or both).

By setting the AdaptedBIR pointer to an address other than NULL, the application can request that a BIR
be constructed by adapting the ReferenceTemplate using the ProcessedBIR. A new handle is returned to
tmmWaw with
information taken from the ProcessedBIR. (Not all BSPs perform adaptation). The resulting/AddptedBIR
hould now be considered an optimal enrollment template, and be saved in the BIR database.|(It is up
b the application whether it uses or discards this data.) It is important to note that adaptation|may not

ccur in all cases. In the event of an adaptation, this function stores the handle tojthe new BIR in the
hemory pointed to by the AdaptedBIR parameter.

=05 0O o »n =

—

he Boolean Result indicates whether verification was successful or not, and the FMRAchieved |s a FMR
alue (score) indicating how closely the BIRs actually matched.

<

NOTE1 See clause C.4 for information on the use of the FMR concept for fioymalized scoring and thresholding.

Ih addition to Result, this function returns a ResultBIR, which must'be either a score BIR or a|decision
BIR containing a BDB whose format is chosen by the BSP. If-a‘score BIR is returned, it must] contain
the score of the matching operation as specified by the particular "score" BDB format, along ith any
ddditional information specified for that BDB format. If &decision BIR is returned, it must contain the
Hoolean result of the matching operation (whether verification was successful or not) as specifi¢d by the
darticular "decision" BDB format, along with any additional information specified for that BDB format.

It is recommended that BSP return a score BIRrather than a decision BIR whenever possible|While a
decision BIR can only be used in decision-leyel fusion (thus preventing the use of score-level fusion),
a score BIR can either be used in score-levelfusion or passed as input to BioAPI_Decide to produce a
decision BIR, which can then be used in.decision-level fusion. Return of score BIRs results therefore in
greater flexibility for applications thatuse biometric fusion.

]

F a Payload is associated with the ReferenceTemplate, the Payload may be returned upon syccessful
erification if the FMRAchieved is sufficiently stringent; this is controlled by the policy of the BSP and
pecified in its schema.

wn_ <

NOTE 2  Notall BSPs support return of payloads.

=z

OTE3  SeeclausesA.4.6.2.6 and C.5 for additional information regarding use of payloads.

[ BioAPI_BSPAttachSecure (BioAPlI 2.2 or greater) has been called, security operatiopns shall
e done ac€ording to the value set in the member of the parameter SecurityProfileList of (BioAPL
tSPAttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which execlites this
inction: If ACBio instance generation is requested, the challenge given as Challenge in the parameter
CBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the field
ontrolValue of type ACBioContentInformation in the ACBio instance. The current BPU 10
index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
ionList in the biometricProcess of ACBioContentInformation in the ACBio instance and
also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

o W -l o nll el

The memory block returned by the BioAPI function call shall be freed by the application as soon as it is
no longer needed using BioAPI_Free (see clause 8.7.2). If an adapted BIR is returned, its handle can be
released through a call to BioAPI_FreeBIRHandle.

8.4.7.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.
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— MaxFMRRequested (input) - The requested FMR criterion for successful verification (i.e., the
matching threshold).

— ProcessedBIR (input) - The BIR to be verified, or its handle.

— ReferenceTemplate (input) - The BIR to be verified against, or its key in a BIR database, or its handle.

— NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the array pointed to by the
parameter AuxBIRs.
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8.4.7.4

BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
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hents of the array shall be NumberOfAuxBIRs. Each auxiliary BIR may be an intermedidb¢
fessed, score, decision, or biographic BIR, and any combination of such BIR types is allowéd, T
1 of the elements is significant. [f NumberOfAuxBIRs is zero, AuxBIRs may be a NULL pointer.

btedBIR (output/optional) - A pointer to the handle of the adapted BIR. This parameter can b
Lifan adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. Fhe function maly
rn a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that\adaptation is ng
borted or a value of BioAPI_INVALID_BIR_HANDLE to indicate that adaptation was not possibl¢.

[}

(i

[t (output) - A pointer to a Boolean value indicating (BioAPI_TRUE/BioAPI_FALSE) whether thie
5 matched or not according to the specified criteria.

Achieved (output) - A pointer to an FMR value indicating the closeness of the match (i.e., thie
ch score).

ItBIR (output) - A handle for the newly constructed "scere" or "decision” BIR.

oad (output/optional) - If a payload is associated with the ReferenceTemplate, it is returned ip
llocated BioAPI_DATA structure if the FMRAchieved satisfies the payload policy of the BSP.

Return Value

[_RETURN value indicating success or specifying a particular error condition. The value
DK indicates success. All other values represent an error condition.

Errors

RR INVALID BIR HANDLE
RR_INVALID BIR

RR_BIR SIGNATURE FAILURE
RR_INCONSISTENT BYRPOSE

RR BIR NOT FULL¥)'PROCESSED
RR_RECORD_NQT, BOUND

RR_QUALITY GRROR

RR SECURLIY "ENCRYPTION FAILURE
RR_SECURIZY DECRYPTION FAILURE
RR_SECURITY MAC_GENERATION FAILURE
RR AECURITY MAC VERIFICATION FAILURE

RR-SECURITY DIGITAL SIGNATURE GENERATION FAILURE

BioAPIE

See also
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BioAPI Error Handling (Clause 11).

8.4.8 BioAPI_IdentifyMatch

BioAPI_RETURN BioAPI BioAPI_IdentifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI IDENTIFY POPULATION *Population,
uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,

106
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uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout);

8.4.8.1 Description

This function performs an identification (1-to-many) match between a ProcessedBIR and

a set of

reference BIRs. The ProcessedBIR is the “processed” BIR captured specifically for this identification.

The population that the match takes place against can be presented in one of two ways:

d)_ in a BIR database identified by an open database handle,
) inputin an array of BIRs;

h
When using a BSP-controlled BIR database, this database must previously have beéen open
RioAPI_DbOpen.

here is an option to use an array of BIRs, which can be specified in BioAPIANBENTIFY_POPU

B), the array of BIRs which had been previously set in the BioAPI_PresetldentifyPopulation ca
sed. The preset array of BIRs will be freed internally by the BSP whenBioAPI_BSPDetach is ca

[l e N |

The function performs the following actions (in order):

d) determines the set of candidates from the population thatinatch according to the specified
with as many elements as the number of candidates determined in (a);

d fills the array with the candidate information-for all candidates determined in (a), inclu

FMRAchieved of each candidate;

NumberOfResults parameter.

=z

he memory block returned hy‘the BioAPI function call shall be freed by the application using
ree (see clause 8.7.2).

—_ =

[ BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall

jo5)

(BioAPI 2.2 or greater) corresponding to the BioAPI Unit which executes this function.

§.4.8.2 Parameters
—+ BSRHandle (input) - The handle of the attached biometric service provider.

-+~ MaxFMRRequested (input) - The requested FMR criterion for successful identification

m;lfr‘hing fhrpchnld)

bd using

LATION_

YPE in the BioAPI_IDENTIFY_POPULATION structure. If it is specified as BioAPI_PRESET_ARRAY_TYPE

1 will be
{led.

criteria;

h) allocates a memory block large enough to contain an adrray of elements of type BioAPI_CANDIDATE

ding the

d) returns the address of the array in the Candidates parameter and the size of the array in the

OTE2  See clause C.4 for informatieh.on the use of the FMR concept for normalized scoring and threjsholding.

BioAPI_

be done

ccording to the value'setin the member of the parameter SecurityProfileList of BioAPI_BSPAttachSecure

(i.e., the

— ProcessedBIR (input) - The BIR to be identified.

— Population (input) - The population of reference BIRs (templates) against which the identification is

to be performed (by this BSP).

— TotalNumberOfTemplates (input) - Specifies the total number of templates stored by the application

in the population. A value of zero indicates that the application is not providing a number.

NOTE If the total population is distributed over several databases/partitions, then the total s

ize of the

population will be greater than the population seen by the BSP. The BSP may map the FARRequested to its

internal matching threshold based on this total population size.
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— Binning (input/optional) - A Boolean indicating whether Binning is on or off.

NOTE1 Binningisasearch optimization technique thatthe BSP can employ. Itis based on searching a subset
of the population according to the intrinsic characteristics of the biometric data. While it can improve the
speed of the Match operation, it can also increase the probability of missing a candidate (due to the possibility
of mis-binning and as a result, searching a bin which should, but does not, contain the matching BIR).

NOTE 2  Additional information regarding binning is located in clause A.4.6.2.10.

— MaxNumberOfResults (input) - Specifies the maximum number of match candidates to be returned
as arFesyd ] Fi—Ln Nogaateoh A yoliin Af oo ract for a1l oo did o

£ PaY
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— NunpberOfResults (output) - A pointer to the number of candidates returned in the Candidates-arraly
as ajresult of the 1:N match.

— Canflidates (output) - A pointer to the address of an array of elements of type BioAPL GANDIDAT
confaining information about the BIRs identified as a result of the match proc€ss-(i.e., indicg
assqciated with BIRs found to meet the match threshold). This list is in rank order, with the besg
scotling (closest matching) record being first. If no matches are found, no array is allocated an
a NULL address is returned. If the Population was presented in a BIR database (i.e., the value
BioAPI_IDENTIFY_POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointers to UUID
corffesponding to BIR’s stored in the BSP-controlled BIR database. If the Population was presente
as g passed-in array of BIRs, then BioAPI_IDENTIFY_POPULATION_TYPE has the value BioAPl_
ARRAY_TYPE and the array contains pointers to relative indices,inte the passed-in array.

=

Y o e+ U T

— Timpout (input) - An integer specifying the timeout value (invmilliseconds) for the operation. |f
this|timeout is reached, the function returns an error, no array is allocated, and a NULL address is
retyrned. This value can be any positive number. A ‘-1’ valde means the BSP’s default timeout valule
willlbe used.

8.4.8.3 | Return Value

A BioARI_RETURN value indicating success 00) specifying a particular error condition. The value
BioAPI_OK indicates success. All other values/represent an error condition.

8.4.8.4 | Errors

BioAPTERR INVALID BIR HANDLE

BioAPIERR BIR SIGNATURE FAILURE

BioAPIERR TIMEOUT EXPIRED

BioAPIERR NO_ INPUT BIRS

BioAPTERR FUNCTION NOT.‘SGBPORTED

BioAPIERR INCONSISTENFZPURPOSE

BioAPIERR BIR NOT F{ULJY PROCESSED

BioAPIERR RECORD {NGT FOUND

BioAPTERR QUALITY{ERROR

BioAPIERR FUNCEFON FAILED
BioAPIERR PRESET BIR DOES NOT EXIST

BioAPIERR “FNVALID DB HANDLE

BioAPTERRZSECURITY ENCRYPTION FAILURE

BioAPIERR SECURITY DECRYPTION FAILURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPTERR SECURITY DIGITAL SIGNATURE GENERATION FATILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (clause 11).

NOTE1 Notall BSPs support 1:N identification. See your BSP programmer’s manual to determine if the BSP(s)
you are using supports this capability.

NOTE 2 Depending on the BSP and the location and size of the database to be searched, this operation could
take a significant amount of time to perform. Check your BSP manual for recommended Timeout values.
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NOTE3  The number of match candidates found by the BSP is dependent on the actual FMR of the matching

algorithm at the MaxFMRRequested threshold setting.

8.4.9 BioAPI_Decide (BioAPI 2.2)

BioAPI_RETURN BioAPI BioAPI_ Decide

(BioAPI HANDLE BSPHandle,

const BioAPIiINPUTiBIR *ScoreBIR,
uint32 t NumberOfAuxBIRs,

const BioAPI INPUT BIR *AuxBIRs,
BicAPI RBIR HANDLE *DecicsionBIR) -

.4.9.1 Description

o0

This function processes a score BIR produced by a call to BioAPI_VerifyMatchUsingAuxBIRs o
Huse and builds a decision BIR.

h addition to the score BIR, this function takes as input a list of auxiliary BIRs.\Each auxiliar
he list may be an intermediate, processed, score, decision, or biographic BIR"The biometrig
rovider may modify the way it performs the decision operation based on\the auxiliary BIRs {
s input and on the order in which they occur in the list. However, such‘modifications to the
peration are not specified in this standard.

o QT ot ==

—

he main purposes of the auxiliary BIRs are:

d) toprovide feedback to the biometric decision operatiopftom prior processing, matching, f
decision operations;

subject, or specific to a population, or both).

I BioAPI_BSPAttachSecure (BioAPl 2.2 orsgreater) has been called, security operatio
e done according to the value set in the\miember of the parameter SecurityProfileList of
I SPAttachSecure (BioAPI 2.2 or greater)-corresponding to the BioAPI Unit or BFP which exec
inction. If ACBio instance generation is-Ttequested, the challenge given as Challenge in the pa
CBioParameters of BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) shall be set into t
ontrolValue of type ACBioContentInformation in the ACBio instance. The current
hdex for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionIn
onList in the biometricProcess of ACBioContentInformation in the ACBio inst3

[ il e W oM « - M & wllawel

index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

§.4.9.2 Parameters
—+ BSPHandle (input) - The handle of the attached BioAPI service provider.
—+ ScoreBIR (input) - The score BIR or its handle.

1+~ NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the array pointed {

BioAPL

y BIR in
service
rovided
decision

1sion, or

h) to modify the biometric decision operation based\on statistical information (either speciffic to the

ns shall
BioAPI_
ites this
rameter
he field
BPU I0
format
nce and

dlso setinto bpuIOIndex i subBlockForACBio in the security block. After that the current BPU 10

o by the

parnmpfpr AuxBIRg

— AuxBIRs (input) - A pointer to an array of elements of type BioAPI_INPUT_BIR. The

number

of elements of the array shall be NumberOfAuxBIRs. Each auxiliary BIR may be an intermediate,
processed, score, decision, or biographic BIR, and any combination of such BIR types is allowed. The

order of the elements is significant. If NumberOfAuxBIRs is zero, AuxBIRs may be a NULL po

inter.

— DecisionBIR (output) - A handle for the newly constructed decision BIR, or zero if the BSP does not

support this function.
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8.4.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.9.4 Errors

BioAPIERR INVALID BIR HANDLE

BioAPIERR INVALID BIR

BioAPIERR BIR_SIGNATURE_ FAILURE

BioAPIE KK INCONSISTENT PURFOSL
BioAPIERR BIR NOT FULLY PROCESSED
BioAPIERR RECORD NOT FOUND

BioAPTIERR QUALITY ERROR

BioAPIERR SECURITY ENCRYPTION FAILURE

BioAPTIERR SECURITY DECRYPTION FAILURE

BioAPTIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPTIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also|BioAPI Error Handling (Clause 11).

8.4.10 BioAPI_Fuse (BioAPI 2.2)

BioAPI_RETURN BioAPI BioAPI_Fuse
(BiopPI HANDLE BSPHandle,
uintp2 t NumberOfSourceBIRs,
consg BioAPIilNPUTiBIR *SourceBIRs,
uintB2 t NumberOfAuxBIRs,
consf BioAPI INPUT BIR *AuxBIRs,
BioApPI BIR HANDLE *FusionBIR);

8.4.10.1 Description

This furjction performs a biometric fusion operation on the source BIRs provided as input, which shall
be two ¢r more BIRs of the same type (processed, score, or decision BIRs), and produces a fusion BIR.
The order of the source BIRs is significant:

If the sgurce BIRs are processed BIRS, the fusion BIR shall be a processed BIR. If the source BIRs are
score BIRs, the fusion BIR shall(be-either a score BIR or a decision BIR. If the source BIRs are decisio
BIRs, the fusion BIR shall be adecision BIR.

=

In addit]on to the source:BIRs, this function takes as input a list of auxiliary BIRs. Each auxiliary BI
in the li§t may be an jitermediate, processed, score, decision, or biographic BIR. The biometric servid
provider may modify the way it performs the fusion operation based on the auxiliary BIRs provide
as inpuf] and on £hée order in which they occur in the list. However, such modifications to the fusio
operatidn are noetSpecified in this standard.

> = 0 A

The mairl purposes of the auxiliary BIRs are:

a) to provide feedback to the biometric fusion operation from prior processing, matching, fusion, or
decision operations;

b) to modify the biometric fusion operation based on statistical information (either specific to the
subject, or specific to a population, or both).

If BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operations shall
be done according to the value set in the member of the parameter SecurityProfileList of BioAPIL_
BSPAttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which executes this
function. If ACBio instance generation is requested, the challenge given as Challenge in the parameter
ACBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the field
controlvalue of type ACBioContentInformation in the ACBio instance. The current BPU 10
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index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
ionList in the biometricProcess of ACBioContentInformation in the ACBio instance and
also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10

index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

8.4.10.2 Parameters

— BSPHandle (input) - The handle of the attached BioAPI service provider.

— I\hlmhprf)fﬁ'mlrr'pRIPc (inpul‘) — The number of elements (cnnrrp BIR c) inthe array pninfpr‘l

o by the

parameter SourceBIRs. This number shall be greater than or equal to two.

-+ SourceBIRs (input) — A pointer to an array of elements of type BioAPI_INPUT_BIR. The

(processed, score, or decision BIRs). The order of the elements is significant.

parameter AuxBIRs.

+ AuxBIRs (input) - A pointer to an array of elements of type BioAPI_INPUT BIR. The
of elements of the array shall be NumberOfAuxBIRs. Each auxiliary BIR may be an inter

-+ FusionBIR (output) - A handle for the newly constructed fusion BIR, or zero if the BSP
support fusion. The fusion BIR shall be a processed;score, or a decision BIR.

§.4.10.3 Return Value

wwiiarS

ioAPI_OK indicates success. All other valués@epresent an error condition.

o0

4.10.4 Errors

1i0APTIERR INVALID BIR HANDLE

i0APIERR INVALID BIR

1i0APIERR BIR SIGNATURE EATLURE

10APIERR INCONSISTENT PURPOSE

1i0APIERR BIR NOT FULLY,PROCESSED
i0APIERR RECORD NOZ~FOUND

i0APIERR QUALITY AERROR

1i0APIERR SECURLIW<ENCRYPTION FAILURE

10APIERR SECURITY DECRYPTION FAILURE

1i0APIERR SEGURITY MAC GENERATION FAILURE

1i0APIERR SECURITY MAC VERIFICATION FAILURE
10APIERRSECURITY DIGITAL SIGNATURE GENERATION FAILURE
10APTIERRVSECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

jvsEvsMvsMivsMlvsMvsMvsMlvsMlveMiveMlvsMlvsMvs)

See-also BioAPI Error Handling (Clause 11)

number

of elements of the array shall be NumberOfSourceBIRs, and the BIRs shall all be 'of the sajme type

1+ NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the-array pointed o by the

number
mediate,

processed, score, decision, or personal BIR, and any combinatien’ of such BIR types is allowed. The
order of the elements is significant. If NumberOfAuxBIRs is zexo, AuxBIRs may be a NULL pojinter.

Hoes not

BioAPI_RETURN value indicating success.or specifying a particular error condition. The value

8.4.11 BioAPI_Enroll

BioAPI_RETURN BioAPI BioAPI_Enroll
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC_ DATA FORMAT *OutputFormat,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *NewTemplate,
const BioAPI DATA *Payload,
int32 t Timeout,
BioAPI BIR HANDLE *AuditData,
BioAPI UUID *TemplateUUID);

© ISO/IEC 2018 - All rights reserved
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8.4.11.1 Description

This function captures biometric data from the attached device (sensor unit) for the purpose of
creating a ProcessedBIR for the purpose of BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_
FOR_VERIFICATION_ONLY, or BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY (i.e., a reference
template).

The optional input ReferenceTemplate is provided for use in creating the NewTemplate, if the BSP
supports the template update capability. When present, use of the input ReferenceTemplate by the BSP
to create the output NewTemplate is optional.

If the BSP supports an internal (or BSP-controlled) BIR database (e.g., smartcard or identificatio
engine),|it may optionally return the UUID assigned to the newly created ReferenceTemplate asstore
within that BSP-controlled BIR database. The UUID value shall be the same as that included in the BI
header, if present.

AS

The BSH is responsible for providing the user interface associated with the enrollnient operation 4
a defaulf. The application may request control of the GUI “look-and-feel” by providing a GUI callbac
pointer |n BioAPI_SetGUICallbacks. See clause C.8 for additional explanation of user interface features.

AN N

Since the BioAPI_Enroll operation includes a capture, it serializes use of the)sensor device. If two dr
more applications are racing for the device, the losers will wait until the ©peration completes or t
timeout|expires. This serialization takes place in all functions that capture data. The BSP is responsib
for seridlizing. It may do this by either returning ‘busy’ (BioAPI_UNIT,IN_USE) or by queuing requests.

The merpory block returned by the BioAPI function call shall be freed by the application as soon as it is
no longdr needed using BioAPI_Free (see clause 8.7.2). Output BIRs can be retrieved by a call to BioAP.
GetBIRHromHandle, which releases the handle, or the handle can be released without retrieving t
BIR thrqugh BioAPI_FreeBIRHandle.

—_—

If BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operations sha
be dong according to the value set in the member of the parameter SecurityProfileList of BioAP]
BSPAttdchSecure (BioAPI 2.2 or greater) cefresponding to the BioAPI Unit which executes thi
function. If ACBio instance generation is requested, the challenge given as Challenge in the parametg
ACBioPajrameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the fiel
contrdlValue of type ACBioContentInformation in the ACBio instance. The current BPU I
index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInforma
ionLiglt in the biometricPrdcess of ACBioContentInformation in the ACBio instance an
also set jnto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU I
index shiall be incremented, The BIR shall be stored in type BioAPI_ASN1_BIR.

O O »nil

8.4.11.4 Parameters
— BSPHandle (input) - The handle of the attached biometric service provider.

— Purpose (input) - A value indicating the desired purpose (BioAPI_PURPOSE_ENROLIL
BioAPI“RURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or  BioAPI_PURPOSE_ENROLL_FOR_
IDENTIFICATION ONLY).

-

— Subtype (input/optional) - Specifies which subtype (e.g., left/right eye) to enroll. A value of BioAPI_
NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE Not all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be reflected
in the header of the returned NewTemplate.

— OutputFormat (input/optional) - Specifies which BDB format to use for the returned NewTemplate,
if the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select
the format.

— ReferenceTemplate (input/optional) - Optionally, the BIR to be adapted (updated), or it’s key in a BIR
database, or its handle.
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— NewTemplate (output) - A handle to a newly created template that is derived from the new raw

samples and (optionally) the ReferenceTemplate.

— Payload (input/optional) - A pointer to data that will be stored by the BSP. This parameter is
if NULL.

NOTE1 Notall BSPs support storage of payloads.

NOTE2  Seeclauses A.4.6.2.6 and C.5 for additional information regarding payloads.

ignored

n. If this
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rrrricouc (llll.lubj LX11 lllLbs\/l Dl.l\/\/ll-y 1115 CIIC LI uUutL vdiuc Llll 1111111:&,\,\111\4.}1 ITUIL LIIC UlJ\/l dill
timeout is reached, the function returns an error, and no results. This value can be any
number. A -1’ value means the BSP’s default timeout value will be used.

-+ AuditData (output/optional) - A handle to a BIR containing raw biometric data. This dat4
used to provide a human-identifiable data of the person at the sensor unit. If the/pointer is
input, no audit data is collected. Not all BSPs support the collection of auditdata. A BSP ma|
a BIR handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuiditData is not su
or a value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

1+ TemplateUUID (output/optional) - A pointer to a 16-byte memory block where the BSP-assign
associated with the ReferenceTemplate (as stored internally in @BSP-controlled BIR datab
optionally be returned. The pointer shall be set to NULL to iridicate that no UUID is being r

§.4.11.3 Return Value

wwiliarS

ioAPI_OK indicates success. All other values represent’an error condition.

o0

4.11.4 Errors

i0APIERR _USER_CANCELLED
i0APIERR UNABLE TO CAPTURE

i0APIERR INVALID BIR HANDLE
i0APIERR TOO MANY HANDLES

i0APIERR _UNABLE TO_ STORE_PAYLOAD
i0APIERR TIMEOUT EXPIRED
i0APIERR PURPOSE NOT SURPORTED

i0APTIERR UNSUPPORTED F@RMAT
i0APIERR_RECORD_NOT_FOUND

i0APIERR QUALITY ERROR
i0APIERR UNIT INUSE

i0APTERR SECURLTIW-ENCRYPTION FAILURE
i0APIERR SECURTTY MAC_GENERATION FAILURE
i0APIERR SEGDRATY DIGITAL SIGNATURE GENERATION FAILURE

W W wwwwm o m o mmm

See also:Bi0API Error Handling (Clause 11).

positive

may be
NULL on
y return
pported,

ed UUID
hse) will
bturned.

BioAPI_RETURN value indicating success or specifying a particular error condition. The value

§.412 BioAPI_Verify

BioAPI_RETURN BioAPI BioAPI Verify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR SUBTYPE Subtype,
BioAPI BIR HANDLE *AdaptedBIR,
BioAPI_BOOL *Result,

BioAPI FMR *FMRAchieved,
BioAPI DATA *Payload,

int32 t Timeout,

BioAPI_BIR HANDLE *AuditData);

© ISO/IEC 2018 - All rights reserved
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8.4.12.1 Description

This function captures biometric data from the attached device (sensor unit), and compares it against
the ReferenceTemplate.

The application shall request a maximum FMR value criterion (threshold) for a successful match. The
Boolean Result indicates whether verification was successful or not, and the FMRAchieved is a FMR
value (score) indicating how closely the BIRs actually matched.

NOTE1 See clause C.4 for information on the use of the FMR concept for normalized scoring and thresholding.

By settihg the AdaptedBIR pointer to non-NULL, the application can request that a BIR be constructe
by adapting the ReferenceTemplate using the ProcessedBIR. A new handle is returned to the AdaptedBIR.
If the mptch is successful, an attempt may be made to adapt the ReferenceTemplate with informatio
taken filom the ProcessedBIR. (Not all BSPs perform adaptation). The resulting AdaptedBIR shoul
now be ronsidered an optimal enrolment template, and be saved in the BIR database,(It/is up to t

applicatjon whether it uses or discards this data). It is important to note that adaptation‘may not occu
in all cages. In the event of an adaptation, this function stores the handle to the new BIR in the memorjy
pointed [to by the AdaptedBIR parameter.

—

If a Payload is associated with the ReferenceTemplate, the Payload may be(returned upon successfu
verificatlion if the FMRAchieved is sufficiently stringent; this is controlled.by the policy of the BSP an
specified in its schema.

| @ Py enm

NOTE 2 | Notall BSPs support return of payloads.
NOTE 3 | See clauses A.4.6.2.6 and C.5 for additional information regarding use of payloads.

The BSP|is responsible for providing the user interface associated with the verify operation as a defaulf.
The application may request control of the GUI “look-and-feel” by providing a GUI callback pointer i
BioAPI_SetGUICallbacks. See clause C.8 for additionaliexplanation of user interface features.

-

Since the BioAPI _Verify operation includes a capture, it serializes use of the sensor device. If two dr

—_—

If BioAPI_BSPAttachSecure (BioAPIN 2.2 or greater) has been called, security operations sha
be dong according to the value (set in the member of the parameter SecurityProfileList of BioAP]
BSPAttdchSecure (BioAPI 2.2 or.greater) corresponding to the BioAPI Units or BFP which execute thi
function. If ACBio instance generation is requested, the challenge given as Challenge in the parametg
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no longer needed usmg BioAPI_ Free (see clause 8.7 2) Output BIRs can be retrleved by a call to BloAPI
GetBIRFromHandle, which releases the handle, or the handle can be released without retrieving the
BIR through BioAPI_FreeBIRHandle.

8.4.12.2 Parameters
— BSPHandle (input) - The handle of the attached biometric service provider.

— MaxFMRRequested (input) - The requested FMR criterion for successful verification (i.e., the
matching threshold).

— ReferenceTemplate (input) - The BIR to be verified against, or its key in a BIR database, or its handle.
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— Subtype (input/optional) - Specifies which subtype (e.g., left/right eye) to capture for verification. A
value of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE Not all BSPs support the capture of specific Subtypes.

— AdaptedBIR (output/optional) - A pointer to the handle of the adapted BIR. This parameter can be
NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The function may
return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that adaptation is not
supported or a value of BioAPI_INVALID_BIR_HANDLE to indicate that adaptation was not possible.

- Result [output) - A pointer to a Boolean value indicating ( BIoAPI_TRUE/BIoAPI_FALSE W4
BIRs matched or not according to the specified criteria.

1+ FMRAchieved (output) - A pointer to an FMR value indicating the closeness of the match
match score).

-+ Payload (output/optional) - If a payload is associated with the ReferenceTemplate, it is retury
allocated BioAPI_DATA structure if the FMRAchieved satisfies the policy of.the BSP.

-+ Timeout (input) - An integer specifying the timeout value (in millise€égnds) for the operatig
timeout is reached, the function returns an error, and no resultsyThis value can be any
number. A ‘-1’ value means the BSP’s default timeout value will be used.

+ AuditData (output/optional) - A handle to a BIR containing(vaw biometric data. This dat4
used to provide human-identifiable data of the person_,atthe sensor unit. If the pointer is

a BIR handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not su
or a value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

§.4.12.3 Return Value

wwilierS

ioAPI_OK indicates success. All other vdlues represent an error condition.

o0

4.12.4 Errors

ioAPIERR USER CANCELLED
i0APIERR UNABLE TO CAPPHURE

i0APIERR INVALID BIR HANDLE
iO0APIERR BIR SIGNATURE’ FAILURE
ioAPIERR TOO MANY. HANDLES

i0APIERR TIMEOUTE EXPIRED

i0oAPIERR INCONSTSTENT PURPOSE
ioAPIERR UNSUPPORTED FORMAT
ioAPIERR RECORD NOT FOUND

i OAPTERB~QUALITY ERROR
ioAPTERRVUNIT IN USE

ioAPTERR SECURITY ENCRYPTION FAILURE
ioARTERR SECURITY DECRYPTION FAILURE

ther the

(i.e., the

led in an

n. If this
positive

may be
NULL on

input, no audit data is collected. Not all BSPs supportche’collection of audit data. A BSP majy return

bported,

BioAPI_RETURN value indicating success or specifying a particular error condition. The value

W W wwwwmmmmmmmm

ioAPIERRfSECURITYiMAciGENERAEIONiFAILURE

ToAPTERR SECURITY MAC VERITICATION FAILURD
BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).

8.4.13 BioAPI_Identify

BioAPI_RETURN BioAPI BioAPI_Identify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
BioAPI BIR SUBTYPE Subtype,
const BioAPI IDENTIFY POPULATION *Population,

© ISO/IEC 2018 - All rights reserved
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uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,

uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout,
BioAPI BIR HANDLE *AuditData);

8.4.13.1 Description

This function captures biometric data from the attached device (sensor unit), and compares it against a
set Of referepce RIDc (tha DonyJating)
CreTrIICcToOTITCY LLAA\/ T Ul.lulvlul\.lllj-

The population that the match takes place against can be presented in one of two ways:
a) in a|BIR database identified by an open database handle;
b) inputinan array of BIRs;

NOTE When using a BSP-controlled BIR database, this database must previously have been opened usinyg
BioAPI_I)bOpen.

There is|an option to use an array of BIRs, which can be specified in BioAPI_IDENTIFY_POPULATION
TYPE in|the BioAPI_IDENTIFY_POPULATION structure. If it is specified as BioAPI_PRESET_ARRAY_TYP
(3), the grray of BIRs which had been previously set in the BioAPI_PresetldentifyPopulation call will be
used. The preset array of BIRs will be freed internally by the BSP when BioAPI_BSPDetach is called.

[eS

The application shall request a maximum FMR value criterion fof,a sSuccessful match.
The fung¢tion performs the following actions (in order):
i) capfures a sample and processes it as appropriate;
j) detgrmines the set of candidates from the popula@tion that match according to the specified criterig;

k) allofates a memory block large enough to eéntain an array of elements of type BioAPI_CANDIDATE
with as many elements as the number of'¢candidates determined in (b);

1) fills|the array with the candidate inférmation for all candidates determined in (b), including thie
FMRAchieved of each candidate; and

m) retyrns the address of the-array in the Candidates parameter and the size of the array in thie
NumpberOfResults parameter.

NOTE See clause C.4 for luformation on the use of the FMR concept for normalized scoring and thresholdin

S

P

By defaylt, the BSP isesponsible for providing the user interface associated with the identify operation.
The application may,-however, request control of the GUI “look-and-feel” by providing a GUI callbac
pointer |n BioAPL.SetGUICallbacks. See clause C.8 for additional explanation of user interface features.

Since thle BioAPI_Identify operation includes a capture, it serializes use of the sensor device. If t
or morg biometric applications are racing for the sensor, the losers will wait until the operatio
completes or the timeout expires. This serialization takes place in all functions that capture data. The
BSP is responsible for serializing. It may do this by either returning ‘busy’ (BioAPI_UNIT_IN_USE) or by
queuing requests.

The memory block returned by this BioAPI function call shall be freed by the application using
BioAPI_Free (see clause 8.7.2). Output BIRs can be retrieved by a call to BioAPI_GetBIRFromHandle,
which releases the handle, or the handle can be released without retrieving the BIR through BioAPIL
FreeBIRHandle.

If BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value setin the member of the parameter SecurityProfileList of BioAPI_BSPAttachSecure
(BioAPI 2.2 or greater) corresponding to the BioAPI Unit which executes this function.
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8.4.13.2 Parameters
— BSPHandle (input) — The handle of the attached biometric service provider.

— MaxFMRRequested (input) - The requested FMR criterion for successful identification (i.e., the
matching threshold).

— Subtype (input/optional) - Specifies which subtype (e.g., left/right eye) to capture for identification.
Avalue of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

AT HRch

-+ Population (input) - The population of Reference BIRs (templates) against which the identification is
to be performed (by this BSP).

1 TotalNumberOfTemplates (input) - Specifies the total number of templates stored<by the application
in the population. A value of NULL is used if not specified.

NOTE 2 If the total population is distributed over several databases/partitions, then the total sjze of the
population will be greater than the population seen by the BSP. The BSP«£anmap the FARRequested to its
internal matching threshold based on this total population size.

-+ Binning (input/optional) - A Boolean indicating whether binningis on or off.

NOTE3 Binningisasearch optimization technique that the BSP can employ. It is based on searching a subset
of the population according to the intrinsic characteristics ©fythe biometric data. While it can improve the
speed of the Match operation, it can also increase the probability of missing a candidate (due to the ppssibility
of mis-binning and as a result, searching a bin which should, but does not, contain the matching BIR).

NOTE4  Additional information regarding binnirgjis located in clause A.4.6.2.10.

1+ MaxNumberOfResults (input) - Specifies the\maximum number of match candidates to be jjeturned
as aresult of the 1:N match. A value of Zeré is a request for all candidates.

-+ NumberOfResults (output) - A pointér-to the number of candidates returned in the Candidates array
as a result of the 1:N match.

+ Candidates (output) - A pointer to the address of an array of elements of type BioAPI_CANDIDATE
containing information. about the BIRs identified as a result of the match process (i.e.| indices
associated with BIRs found to meet the match threshold). This list is in rank order, with [the best
scoring (closest matching) record being first. If no matches are found, no array is allocgted and
a NULL address_is réturned. If the Population was presented in a BIR database (i.e., the|value of
BioAPI_IDENTIFY POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointers tp UUID’s
correspondingto BIRs stored in the BSP-controlled BIR database. If the Population was presented as
a passed-inafray of BIRs, then BioAPI_IDENTIFY_POPULATION_TYPE has the value BioAPI_ JARRAY_
TYPE and-the array contains pointers to relative indices into the passed-in array.

+ Timeout (input) - an integer specifying the timeout value (in milliseconds) for the opetation. If
this timeout is reached, the function returns an error, no array is allocated, and a NULL address is
returned for the Candidates parameter. This value can be any positive number. A -1’ value mleans the
BSP’s default timeout value will be used.

— AuditData (output/optional) - a handle to a BIR containing raw biometric data. This data may be
used to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on
input, no audit data is collected. Not all BSPs support the collection of audit data. A BSP may return
a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported, or a
value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

8.4.13.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.4.13.4 Errors

BioAPIERR USER CANCELLED
BioAPIERR UNABLE TO CAPTURE
BioAPIERR TOO MANY HANDLES
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TIMEOUT EXPIRED
BioAPIERR NO_INPUT BIRS
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR RECORD NOT FOUND

BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE

See also

NOTE 1
you are

NOTE 2
a signifig

NOTE 3
algorithn

8.4.14

BioAPI_
(Bio
cons
cons
cons
BioA
BioA

8.4.14.1

This function passes raw biometric data obtained by a biometric application by any means, and requests

the sped
memory
biometr
the BSP

Construg¢

a server,
directly

R—OUAFTPFr—FRROR

RR_UNIT IN USE

RR_PRESET BIR DOES_NOT EXIST
RR_INVALID DB HANDLE

RR SECURITY ENCRYPTION FAILURE
RR_SECURITY MAC GENERATION FAILURE

RR_SECURITY DIGITAL SIGNATURE GENERATION FAILURE

BioAPI Error Handling (Clause 11).

Not all BSPs support 1:N identification. See your BSP programmer’s manual\to determine if the BSP(§)
sing supports this capability.

Depending on the BSP and the location and size of the database to beysearched, this operation can takle
ant amount of time to perform. Check your BSP manual for recominended Timeout values.

The number of match candidates found by the BSP is deperdent on the actual FMR of the matchinfg
h at the MaxFMRRequested threshold setting.

BioAPI_Import

RETURN BioAPI BioAPI_Import

API HANDLE BSPHandle,

L BioAPI DATA *InputData,

L BioAPI BIR BIOMETRIC DATA FORMAT “*InputFormat,
- BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
PTI BIR PURPOSE Purpose,

PT BIR HANDLE *ConstructedBIR);

Description

ified BSP attach session to construct a BIR for the purpose specified. InputData identifies thie
buffer containing.the raw biometric data, while InputFormat identifies the form of the ray
c data. The InputFormats that a particular BSP will be prepared to accept are determined bjy
(see the ertor BioAPIERR_UNSUPPORTED_FORMAT). The function returns a handle to thie
tedBIR. Iftlie application needs to acquire the BIR either to store it in a database or to send it tp
the application can retrieve the data with the BioAPI_GetBIRFromHandle function, or store |t
using BioAPI_DbStoreBIR.

The outj

handle, or the handle can be released Wlthout retr1ev1ng the BIR through BioAPI_ FreeBIRHandIe 7

8.4.14.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— InputData (input) - A pointer toimage/stream data to importinto a Processed BIR. The image/stream
conforms to the standard identified by InputFormat.

— InputFormat (input) — The format of the InputData.

118
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OutputFormat (input/optional) - Specifies which BDB format to use for the returned ConstructedBIR,
if the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select
the format.

Purpose (input) - A value indicating the purpose of the ConstructedBIR.

ConstructedBIR (output) - A handle to a BIR constructed from the imported biometric data. This BIR
may be either an Intermediate or Processed BIR (to be indicated in the header).

4.14.3 Return Value

wwiiarS

o0

4.14.4 Errors

10APIERR UNSUPPORTED FORMAT

i0APIERR UNABLE TO IMPORT

i0APIERR TOO MANY HANDLES

i0APIERR FUNCTION NOT SUPPORTED
1i0APIERR PURPOSE NOT SUPPORTED

i0APIERR SECURITY ENCRYPTION FAILURE

1i0APIERR SECURITY MAC GENERATION FAILURE

i0APIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE

jos Mo MivsMlvsMveMlvsMlvsMlvs}

See also BioAPI Error Handling (Clause 11).

4.4.15 BioAPI_Export (BioAPI 2.2)

BioAPI_RETURN BioAPI BioAPI_Export

(BioAPI HANDLE BSPHandle,

BioAPI BIR HANDLE Handle,

const BioAPI BIR BIOMETRIC DATA,KORMAT *OutputBDBFormat,
const BioAPI BIR SECURITY BLOGK FORMAT *OutputSBFormat,
BioAPI BIR *BIR);

§.4.15.1 Description

— =

eturned by a BSP.

Q) =

4.4.15.2. Parameters

[ BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall
ccording to thévalue setin the member of the parameter SecurityProfileList of BioAPI_BSPAttad
(BioAPI 2.2 origreater) corresponding to the BioAPI Unit which executes this function.

—+“BSPHandle (input) - The handle of the attached biometric service provider.

BioAPI_RETURN value indicating success or specifying a particular error condition:\The value
ioAPI_OK indicates success. All other values represent an error condition.

This function returns the/BIR of the BDB format identified by OutputBDBFormat and the SB format
lentified by OutputSBFormat, associated with a BIR handle and stored in BioAPI_ASN1_B

IR form,

be done
hSecure

— Handle (input) - The handle of the BIR to be exported.

— OutputBDBFormat (input) - Specifies which BDB format to use for the returned BIR, if the BSP

supports more than one format.

— OutputSBFormat (input/optional) - Specifies which SB format to use for the returned BIR, if the
BSP supports more than one format. A NULL pointer value indicates that SB is not used for the

returned BIR.

— BIR (output) - Pointer to the exported BIR.
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8.4.15.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.15.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BSP HANDLE
BioAPIERR FUNCTION NOT SUPPORTED

BioAPIE
BioAPIE
BioAPIE

See also

8.4.16

KK SECURLITY ENCRYFPTION FAILUKRKE
RR_SECURITY MAC GENERATION FAILURE
RR_SECURITY DIGITAL SIGNATURE GENERATION FAILURE

BioAPI Error Handling (Clause 11).

BioAPI_PresetldentifyPopulation

BioAPI_RETURN BioAPI BioAPI_ PresetIdentifyPopulation

(BiopPI HANDLE BSPHandle,

consfk BioAPI IDENTIFY POPULATION *Population);
8.4.16.1 Description
This function provides the population of BIRs to the BSP, as specifiediin the BSPHandle. The enrollment
population to be matched against can be presented in one of twoways:
a) in a|BIR database identified by an open database handle;
b) inpytin an array of BIRs.
The BSH allocates a memory block and transfers tlie population of BIRs to the memory block with p
data fojmat (not standardized) which is supported by the currently attached matching algorithm
BioAPI Unit. After this function is called successfully, an application can call BioAPI_Identify or BioAPI_
IdentifyMatch, specifying BioAPI_PRESETSARRAY_TYPE in the BioAPI_IDENTIFY_POPULATION

structur
BioAPI_

8.4.16.2
— BSP

— Pop

8.4.16.3

A BioAR
BioAPI_

e. The BSP keeps this memory;block until another BioAPI_PresetldentifyPopulation ¢
BSPDetach is called.

—

Parameters
Handle (input) - The-hahdle of the attached biometric service provider.

ilation (input) -The population of BIRs against which the identification is performed (by this BSP).

Return-Value

[_RETURN value indicating success or specifying a particular error condition. The valule
DK indicates success. All other values represent an error condition.

8.4.16.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR NO_INPUT BIRS
BioAPTERR FUNCTION NOT SUPPORTED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR BIR NOT FULLY PROCESSED
BioAPIERR RECORD NOT FOUND
BioAPTERR QUALITY ERROR
BioAPIERR FUNCTION FAILED
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See also BioAPI Error Handling (Clause 11).

018(E)

NOTE Depending on the size of the database to be transferred and the degree of transformation required,

this operation could take a significant amount of time to perform.

8.5 Database Operations

The database operations provide application access to BIR databases on archive BioAPI Units (either

directly managed by a BSP or implemented via a BFP).

NOTE1 See clause C.7 for an explanation of the context for and usage of the database functions.

NOTE 2  Authorization mechanisms to control a biometric application's right to create or deletelor
database are outside the scope of this document (but may be addressed in 19784-2, Biometric Archive
rovider Interface).

v

§.5.1 BioAPI_DbOpen

BioAPI_RETURN BioAPI BioAPI_DbOpen

(BioAPI HANDLE BSPHandle,

const BioAPI UUID *DbUuid,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle,
BioAPI_DB_MARKER_HANDLE *MarkerHandle) ;

§.5.1.1 Description

vrite to a
Function

his function opens a BIR database maintained by the gurrently attached archive of the identi
hvocation, using the access mode specified by the AccéssRequest. A new marker is created a
oint to the first record in the BIR database, and aiandle for that marker is returned.

ome BSPs may only support a single BIR database or may have a preferred database. The ap]
an allow the BSP to select the BIR databaseto open by using a NULL pointer value for the ¢
UID parameter.

[anil @B, s o Milawill = |

very call to this function should be followed at some point by a call to BioAPI_DbFreeMarker,
he marker resources to be released. Applications should be aware that every call to BioAPI_
esults in the allocation of some, resources that cannot be automatically freed (otherwise it v

ant to iterate through the-BIR database, it should call BioAPI_DbFreeMarker immediately, ot
should do so after terminating the iteration.

—_ e =

§.5.1.2 Parameéters
—+ BSPHandle (input) - The handle of an attached BSP invocation.

-+ DbUuid (input) - A pointer to a UUID identifying the BIR database to be opened. If this valug
NUEL, then the BSP shall select the BIR database to open.

ied BSP
d set to

blication
latabase

to allow
DbOpen
yould be

mpossible to iterate through:the database using the returned marker handle). If the application doesn’t

herwise

is setto

-+ ~AccessRequest (inpur) — An indicator of the rpqnpcrpd access mode for the BIR database Bio

PI_DB_

ACCESS_READ or BioAPI_DB_ACCESS_WRITE. On a single system, only one application at a time is

allowed to open a target database in BioAPI_DB_ACCESS_WRITE mode.

— DbHandle (output) — A handle for the opened BIR database. The value will be set to BioAPI_DB_

INVALID_HANDLE if the function fails.

— MarkerHandle (output) - A marker handle that can be subsequently used by the application t
through the BIR database from the first record.

© ISO/IEC 2018 - All rights reserved
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8.5.1.3

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.5.1.4

Errors

BioAPIERR UNABLE TO OPEN DATABASE
BioAPIERR DATABASE IS OPEN
BioAPTIERR DATABASE IS LOCKED

BioAPIE
BioAPIE
BioAPIE
BioAPIE

See also

8.5.2

BioAPI_|
(Bio
BioA

8.5.2.1

This fun

freed anld their handles become invalid.

NOTE

8.5.2.2
— BSP
— DbH

ope
8.5.2.3

A BioAR
BioAPI_

8.5.2.4

BioAPIE
BioAPIE
BioAPIE

KK DATABASE DOES NOT EXIST
RR_INVALID UUID
RR_INVALID ACCESS REQUEST
RR DATABASE IS CORRUPT

BioAPI Error Handling (Clause 11).

BioAPI_DbClose
RETURN BioAPI BioAPI_DbClose

\PI HANDLE BSPHandle,
PT DB HANDLE DbHandle);

Description

ction closes an open BIR database. All markers currently~set for records in the database are

A database opened in BioAPI_DB_ACCESS_WRITE mode can be damaged if it is left unclosed.

Parameters
fandle (input) - The handle of the attached biometric service provider.

andle (input) - The DB handle for an-open BIR database controlled by the BSP. This specifies thie
h database to be closed.

Return Value

[_RETURN value indicating success or specifying a particular error condition. The value
DK indicates success.’Adl other values represent an error condition.

Errors

RR UNABLE\TO CLOSE DATABASE
RR_INVALYP DB _HANDLE
RR_DATABASE IS CORRUPT

See also

Bi1oAPI Error Handling (Clause 11).

8.5.3 BioAPI_DbCreate

BioAPI_RETURN BioAPI BioAPI DbCreate
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *DbUuid,
uint32 t NumberOfRecords,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle) ;
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8.5.3.1 Description

This function creates and opens a new BIR database on the currently attached archive un

it of the

identified BSP invocation. The identification of the new database is specified by the input parameter

DbUuid which shall be created by the biometric application, and shall be distinct from any

current

database UUID supported by that archive unit, whether currently open or not. The newly created BIR

database is opened under the specified access mode.

NOTE This function is used create a new BIR database. It does not transport any information to th

e archive

unit about the new database except its UUID and access conditions. There are archives which are only able to deal

ith static database sizes or where much higher effort will be needed to manage a database with dyn
(¢.g., smartcards storing templates in transparent or structured files, which might have a static size‘d
the characteristics of the smartcard operating system). Archives can need size information-fo)cres

IR database. Because the calling application might not have the knowledge about typical or maximum
sjzes in bytes, the number of records to be stored at maximum in the database will be provided. Archiy
e able to deal with database sizes dynamically can ignore the NumberOfRecords paraméter.

§4.5.3.2 Parameters

-+ BSPHandle (input) - The handle of the attached biometric service provider.

-+ DbUuid (input) - A pointer to a UUID that will identify the BIR database to be created.
1+ NumberOfRecords (input) - The maximum number of recordsto be stored at in the BIR dat3

—+ AccessRequest (input) - An indicator of the requested access mode for the BIR database, such
or write. On a single system, only one application at.a'time is allowed to open a target da]
BioAPI_DB_ACCESS_WRITE mode.

-+ DbHandle (output) - The handle to the newly created and open database. The value will |
BioAPI_DB_INVALID_HANDLE if the function fails.

§4.5.3.3 Return Value

wwiliarS

ioAPI_OK indicates success. All ather values represent an error condition.

4.5.3.4 Errors

i0APIERR UNABLE TO/6REATE DATABASE
i0APIERR DATABASELAHREADY EXISTS
i0APIERR INVALENBUID

i0APIERR INVABID ACCESS REQUEST

W W W

See also BigAPI Error Handling (Clause 11).

§4.5.4\.' BioAPI_DbDelete

Amic size
ependent
te a new
template
es which

\base.

asread
abase in

be set to

BioAPI_RETURN value indicatingsuccess or specifying a particular error condition. The value

BioAPI_RETURN BioAPI BioAPI_DbDelete
(BioAPI_HANDLE BSPHandle,
const BioAPI UUID *DbUuid) ;

8.5.4.1 Description

This function deletes all records from the specified BIR database and removes all state information

associated with that database.

8.5.4.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.
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— DbUuid (input) - A pointer to a UUID identifying the BIR database to be deleted.

8.5.4.3

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.5.4.4

BioAPIE

Errors

RDR_DOATADACT T O ADTNT
o S o o o . Y e e ey P =ra

BioAPIE

See also

8.5.5

BioAPI_|
(Bio
BioA
cons
BioA

8.5.5.1

The mai
the BIR
databas

NOTE

8.5.5.2
— BSP|
— DbH
— Key

—  Man
sub

8.5.5.3

A BioAR
BioAPI_

8.5.5.4

RR_INVALID UUID

BioAPI Error Handling (Clause 11).

BioAPI_DbSetMarker

RETURN BioAPI BioAPI_DbSetMarker
%PI_HANDLE BSPHandle,
PT_DB_HANDLE DbHandle,

L BioAPI UUID *KeyValue,
PI DB MARKER HANDLE MarkerHandle) ;

Description
ker identified by the MarkerHandle is set to point to the'rgcord indicated by the KeyValue in
Hatabase identified by the DbHandle. A NULL value wilksét the marker to the first record in thie

h

When an error occurs, the position of the marker dges not change.

Parameters
fiandle (input) - The handle of the attached biometric service provider.
andle (input) - A handle to the open-BIR database on the attached archive BioAPI Unit.
Value (input) - The key into the database of the BIR to which the marker is to be set.

kerHandle (input) — The~handle of the marker that is to be set. This marker handle can bl
sequently used by the-application to iterate through the BIR database from the new position.

Return Value

I_RETURN-vValue indicating success or specifying a particular error condition. The value
DK indicdtes success. All other values represent an error condition.

Errors

BioAPIERR INVALID DB HANDLE
BioAPIERR RECORD NOT FOUND

See also

8.5.6

BioAPI Error Handling (clause 11).

BioAPI_DbFreeMarker

BioAPI_RETURN BioAPI BioAPI_ DbFreeMarker
(BioAPI_HANDLE BSPHandle,
BioAPIiDBiMARKERiHANDLE MarkerHandle) ;
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8.5.6.1 Description

Frees memory and resources associated with the specified marker and invalidates the MarkerHandle.

8.5.6.2 Parameters
— BSPHandle (input) - The handle of the attached biometric service provider.
— MarkerHandle (input) - The handle of the BIR database marker to be freed.

§4.5.6.3 Return Value

wwiliarS

ioAPI_OK indicates success. All other values represent an error condition.

4.5.6.4 Errors

BioAPTIERR MARKER HANDLE IS INVALID

See also BioAPI Error Handling (Clause 11).

§.5.7 BioAPI_DbStoreBIR

BioAPI_RETURN BioAPI BioAPI_DbStoreBIR
(BioAPI HANDLE BSPHandle,

const BioAPIilNPUTiBIR *BIRToStore,
BioAPI DB HANDLE DbHandle,

BioAPI UUID *BirUuid);

o0

.5.7.1 Description

he BIR identified by the BIRToStore parameter is stored in the open BIR database identifie
bHandle parameter. If the BIRToStore is\identified by a BIR Handle, the input BIR Handle is fre
IRToStore is identified by a database;Key value, the BIR is retrieved and stored in (copied to) {
atabase. A new UUID is assigned to the new BIR in the database, and this UUID can be used
alue to access the BIR later.

< O oyt

[ BioAPI_BSPAttachSecure " (BioAPl 2.2 or greater) has been called, security operatio
e done according to thevalue set in the member of the parameter SecurityProfileList of
ISPAttachSecure (BioAPl 2.2 or greater) corresponding to the BioAPI Unit which execy
inction. If ACBio-instance generation is requested, the challenge given as Challenge in the pa
CBioParameters.of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into {
ontrolvVaXue’of type ACBioContentInformation in the ACBio instance. The current
ndex for the~BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionIn
onLigtdin the biometricProcess of ACBioContentInformation in the ACBio instg

[T bl e Wi s W « - B © willca)

index'shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

BioAPI_RETURN value indicating success or specifying a particular error condition. The value

d by the
bd. If the
he open
as a key

ns shall
BioAPI_
tes this
rameter
he field
BPU IO
format
nce and

dlso sétinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10

8.5.7.2 Parameters

— BSPHandle (input) — The handle of the attached biometric service provider.

— BIRToStore (input) - The BIR to be stored in the open BIR database (either the BIR, or its handle, or

the index to it in another open database).

— DbHandle (input) - The handle to the open BIR database.

— BirUuid (output) - AUUID that uniquely identifies the new BIR in the BIR database. This UUID cannot
be changed. To associate a different BIR with the user, it is necessary to delete the old one, store a

© ISO/IEC 2018 - All rights reserved
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new one in the BIR database, and then replace the old UUID with the new one in the application
account database. The BIR is added to the tail end of the database.

8.5.7.3

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.5.7.4

Errors

BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE
BioAPIE

See also

8.5.8

BioAPI_|
(Bio
BioA
cons
BioA
BioA

8.5.8.1

The BIR
paramet
created
record i

If BioAl
be done
BSPAttd
function
ACBioPq|

RR_INVALID DB HANDLE
RR_SECURITY ENCRYPTION FAILURE

RR_SECURITY DECRYPTION FAILURE
RR_SECURITY MAC GENERATION FAILURE
RR_SECURITY MAC VERIFICATION FAILURE

RR_SECURITY DIGITAL SIGNATURE GENERATION FAILURE
RR_SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

BioAPI Error Handling (Clause 11).

BioAPI_DbGetBIR

RETURN BioAPI BioAPI_DbGetBIR

APT HANDLE BSPHandle,

PI DB HANDLE DbHandle,

L BioAPI UUID *KeyValue,

PI BIR HANDLE *RetrievedBIR,

PI DB MARKER HANDLE *MarkerHandle);

Description

contrg
index f

index s

The mermnoryblock returned by the BioAPI function call shall be freed by the application using BioAPI_

Free (seeclause 8.7.2)

identified by the KeyValue parameter in:the open BIR database identified by the DbHand]
er is retrieved. The BIR is copied into BSP'storage and a handle to it is returned. A marker i
and set to point to the record followingthe retrieved BIR in the BIR database (or to the firs
h the database if the retrieved BIR.is the last), and a handle for the marker is returned.

PI_BSPAttachSecure (BioAPI .2:2 or greater) has been called, security operations sha
according to the value set\in the member of the parameter SecurityProfileList of BioAPI
chSecure (BioAPI 2.2 ot _greater) corresponding to the BioAPI Unit which executes thi
. If ACBio instance generation is requested, the challenge given as Challenge in the paramete
rameters of BioAPI\BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the fiel
1Value of type-AGBioContentInformation in the ACBio instance. The current BPU I

the BSP Unit-shall be set into the field bpuIOIndex of bpuOuputExecutionInforma
ionLiglt in the bidmetricProcess of ACBioContentInformation in the ACBio instance an
also set [nto bpuFQindex in subBlockForACBio in the security block. After that the current BPU |
1l be inerémented. The BIR shall be stored in type BioAPI_ASN1_BIR.

—~+ »n @

—_—

Ot O »nil

8.5.8.2

— BSPHandle (input) - The handle of the attached biometric service provider.

Parameters

— DbHandle (input) - The handle to the open BIR database.

— KeyValue (input) - The key into the database of the BIR to retrieve.

— RetrievedBIR (output) - A handle to the retrieved BIR.

— MarkerHandle (output) — A marker handle that can be subsequently used to iterate through the BIR
database from the record following the retrieved BIR.
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8.5.8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.5.8.4 Errors

BioAPIERR RECORD NOT FOUND
BioAPIERR INVALID DB HANDLE
BioAPIERR SECURITY ENCRYPTION FAILURE

LOAPIERK SECURITY DECRYPTION FAILILUKL

HioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).

§4.5.9 BioAPI_DbGetNextBIR

BioAPI_RETURN BioAPI BioAPI_DbGetNextBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
BioAPI DB MARKER HANDLE MarkerHandle,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI UUID *BirUuid);

§4.5.9.1 Description

—

he BIR identified by the MarkerHandle parameteris retrieved. The BIR is copied into BSP sto
handle to it is returned, and a pointer to the YUID that uniquely identifies the BIR in the daf
eturned. The marker is updated to point to the' next record in the database.

oo H <5}

=z

' BioAPI_BSPAttachSecure (BioAPl" 2.2 or greater) has been called, security operatio
e done according to the value(set in the member of the parameter SecurityProfileList of
I SPAttachSecure (BioAPl 2.2 °or greater) corresponding to the BioAPI Unit which execy
inction. If ACBio instance-generation is requested, the challenge given as Challenge in the pa
CBioParameters of BioAPF BSPAttachSecure (BioAPl 2.2 or greater) shall be set into t
ontrolValue of typeACBioContentInformation in the ACBio instance. The current
ndex for the BSP Unit“shall be set into the field bpuIOIndex of bpuOuputExecutionIn
onList in the BiometricProcess of ACBioContentInformation in the ACBio inst3

[ il e W M « - M & willavel

—

ndex shall bedncremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

§4.5.9.2 " Parameters

OTE If there are no more records left iithe BIR database, the marker points to an invalid positior.

age and
abase is

ns shall
BioAPI_
tes this
rameter
he field
BPU 10
format
nce and

dlso setinto bpulOIndex in subBlockForACBio in the security block. After that the current BPU 10

—+“BSPHandle (input) - The handle of the attached biometric service provider.

— DbHandle (input) - The handle to the open BIR database.

— MarkerHandle (input/output) - A marker handle indicating which record to retrieve.

— RetrievedBIR (output) - A handle to the retrieved BIR.

— BirUuid (output) - The UUID that uniquely identifies the retrieved BIR in the BIR database.

8.5.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

© ISO/IEC 2018 - All rights reserved
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8.5.9.4

Errors

BioAPIERR END OF DATABASE
BioAPIERR MARKER HANDLE IS INVALID

BioAPIERR INVALID DB HANDLE

BioAPIERR SECURITY ENCRYPTION FAILURE

BioAPIERR SECURITY DECRYPTION FAILURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also

8.5.10

BioAPI |
(Bio
BioA
cons

8.5.10.1

The BIR
paramef

a) ifth

b) othgd
be u

8.5.10.2
— BSP
— DbH

— Key

8.5.10.3

A BioAR
BioAPI_

8.5.10.4

BioAPIE
BioAPIE

BioAPI Error Handling (Clause 11).

BioAPI_DbDeleteBIR
RETURN BioAPI BioAPI_ DbDeleteBIR
\PT HANDLE BSPHandle,

PI DB HANDLE DbHandle,
L BioAPI UUID *KeyValue);

Description

identified by the KeyValue parameter in the open BIR databdse*identified by the DbHandle
er is deleted from the database. If there is a marker set to the deleted BIR, then:

at BIR was not the last BIR in the database, then the marker'is moved to the next sequential BIR;

rwise, the marker points to an invalid position. Howetzep; its marker handle remains valid and cap
sed in a subsequent call to BioAPI_DbSetMarker to set the marker to point to a different record.

Parameters

Handle (input) - The handle of the attached biometric service provider.
andle (input) - The handle to the opén BIR database.

Value (input) — The UUID of the BIR to be deleted.

Return Value

[_RETURN value indicating success or specifying a particular error condition. The value
DK indicates suceess?All other values represent an error condition.

Errors

RR_RECORD/NOT FOUND
RR_INWALID DB HANDLE

See also

BioAPI Error Handling (Clause 11).

8.6 BioAPI Unit operations

8.6.1 BioAPI_SetPowerMode

BioAPI_RETURN BioAPI BioAPI_SetPowerMode
(BioAPIiHANDLE BSPHandle,
BioAPIiUNITilD UnitId,

BioAPI POWER MODE PowerMode) ;

128

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

8.6.1.1 Description

This function sets the currently attached BioAPI Unit of the referenced BSP attach session to the
requested power mode if the BioAPI Unit supports it.

8.6.1.2 Parameters
— BSPHandle (input) - The handle of the attached biometric service provider.

— _Unitld (input) — The ID of the BioAPI Unit for which the power mode is to be set. The BioAPI DONT_
CARE option is not valid for this function.

—+ PowerMode (input) - A 32-bit value indicating the power mode to set the BioAPI Unitto.

§.6.1.3 Return Value

oY

BioAPI_RETURN value indicating success or specifying a particular erxor condition. The value
ioAPI_OK indicates success. All other values represent an error conditiony

(ww

8.6.1.4 Errors

i0APIERR FUNCTION NOT SUPPORTED
i0APIERR INVALID UNIT ID
i0APIERR UNIT NOT INSERTED
i0APIERR UNIT IN USE

(vsBosBlosvy]

See also BioAPI Error Handling (Clause 11).

4.6.2 BioAPI_SetIndicatorStatus

BioAPI_RETURN BioAPI BioAPI_SetIndicatorStatus
(BioAPI_HANDLE BSPHandle,

BioAPI_UNIT_ID UnitId,
BioAPI_INDICATOR_STATUS Indic@torStatus) ;

8.6.2.1 Description

This function sets the seleeted'BioAPI Unit to the requested indicator status if the BioAPI Unit gupports
it. After BioAPI_INDICATOR_ACCEPT or BioAPI_INDICATOR_REJECT is set in the IndicatorStatus
fdarameter, the status@will not be changed until the application sets another value.

§.6.2.2 Parameters
—+ BSPHandle (input) - The handle of the attached biometric service provider.

—+ Unitld {input) - The ID of the BioAPI Unit for which the indicator status is to be set. The|BioAPI_
DONT_CARE option is not valid for this function.

Lol R Ce e Lo ) A 1 b Jos olo 4 R | - 1 do b £41 . ADI YT 4
— rrareacororacus (rriput) = A vdiut tu WITICIT LU STU LT ITIUILALUT Stdtus UT LT DIUAT 1T UIIIL.

8.6.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.6.2.4 Errors

BioAPTERR FUNCTION NOT SUPPORTED
BioAPTERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR UNIT IN USE
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See also

BioAPI Error Handling (Clause 11).

8.6.3 BioAPI_GetIndicatorStatus

BioAPI_RETURN BioAPI BioAPI_GetIndicatorStatus
(BioAPIiHANDLE BSPHandle,
BioAPI_UNIT_ID UnitId,
BioAPI_INDICATOR_STATUS *IndicatorStatus);

8.6.3.1

This fun

8.6.3.2
— BSP

— Unit
DON

— Indi

8.6.3.3

A BioAR
BioAPI_

8.6.3.4

BioAPIE
BioAPIE
BioAPIE
BioAPIE

See also

8.6.4

BioAPI_

8.6.4.1

This fun

Description

ction returns the indicator status of the BioAPI Unit if that BioAPI Unit supports it.

Parameters
fiandle (input) - The handle of the attached biometric service provider.

Id (input) — The ID of the BioAPI Unit for which the indicator status is to be obtained. The BioAP]_
['T_CARE option is not valid for this function.

ratorStatus (output) — A value for the indicator status of the BioAPI Unit.

Return Value

[_RETURN value indicating success or specifying asparticular error condition. The valule
DK indicates success. All other values represent an ecror condition.

Errors
RR_FUNCTION NOT SUPPORTED
RR_INVALID UNIT ID

RR_UNIT NOT INSERTED
RR_UNIT IN USE

BioAPI Error Handling (Clause 11).

BioAPI_CalibrateSensor

RETURN BioAPI BigAPI CalibrateSensor
(BioAPI HANDLE (BSPHandle,

int32 t TimeQUk)7

Description

ction performs a calibration of the attached sensor BioAPI Unit if that sensor unit supports it.

8.6.4.2

Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— Timeout (input) - An integer specifying the timeout value (in milliseconds) for the operation. If this
timeout is reached, the function returns an error. This value can be any positive number. A -1’ value
means the BSP’s default calibration timeout value will be used.

8.6.4.3

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.6.4.4 Errors

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR UNIT IN USE

BioAPIERR INVALID UNIT ID
BioAPTERR UNIT NOT INSERTED
BioAPIERR CALIBRATION NOT SUCCESSFUL
BioAPIERR TIMEOUT EXPIRED

See also BioAPI Error Handling (Clause 11).

8.7 Utility Functions

4.7.1 BioAPI_Cancel

BioAPI_RETURN BioAPI BioAPI_Cancel
(BioAPI HANDLE BSPHandle);

8.7.1.1 Description

—

his function shall cancel any presently blocked calls associated with(BSPHandle. The function ghall not
eturn until all blocking calls have been cancelled.

—

This function may be called from any thread.

This function shall not be called in the callback function.

8.7.1.2 Parameters

— BSPHandle (input) - The handle of the attached BSP.

§.7.1.3 Return Value

oY

BioAPI_RETURN value indicating~success or specifying a particular error condition. The value
ioAPI_OK indicates success. All other values represent an error condition.

(ww]

8.7.1.4 Errors

See BioAPI Error Handling (Clause 11).

§.7.2 BioAPI_Eree

BioAPI_RETURN.BioAPI BioAPI Free
(vold* B ;

§.7.2.1 . Description

This function causes the memory block pointed to by Ptr to be deallocated. If Ptr is NULL, no action
ccHrs nfhnruncn if Ptr-does not match o nnlht‘nr earlier returned ]‘“7 the BioAPIL fllhr‘hnnc r if the

memory block already has been deallocated by a call to BioAPI _Free, the behavior is undefmed

There are some BioSPI functions in which the BSP allocates a memory block which is to be freed by the
Framework by calling BioSPI_Free. Whenever the Framework passes one such memory block up to the
application, it makes the application responsible for deallocating the memory block. In such cases, the
application will simply call BioAPI_Free, and the Framework (on reception of that call) must either free
the memory block or call BioSPI_Free on the appropriate attach session of the appropriate BSP.

NOTE The Framework can be implemented in such a way that the BSP allocated pointers are not passed to
the application. The Framework will in this case move the data returned by the BSP to newly allocated memory,
and will call BioSPI_Free after copying the memory, but before returning back to the application. However, such
differences in the behaviour of the Framework are not visible to the application.
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In other cases, the Framework itself allocates a memory block and passes it to the application. In such
cases, when the application calls BioAPI_Free, the Framework must simply deallocate the memory
block, and must not call BioSPI_Free on any BSP.

This mechanism requires that the Framework keep track of which memory blocks it has allocated itself
and which memory blocks it has received from a BSP. For the latter, it must keep track of the BSP and
the attach session from which the Framework has received the memory block.

8.7.2.2 Parameters

— Ptr{input) - A pointer to the memory to free.

8.7.2.3 | Return Value

A BioARI_RETURN value indicating success or specifying a particular error condition."The value
BioAPI_OK indicates success. All other values represent an error condition.

8.7.2.4 | Errors

See BioAPI Error Handling (Clause 11).

9 BioAPI Service Provider Interface

9.1 Summary

The seryice provider interface (SPI) is the programming-interface that a BSP shall present in ords
to interpwvork with the BioAPI Framework, or with one“or more applications in a framework-fre
BioAPI Jystem.

D =

In generfal, for a full BioAPI system, the SPI is a one-to-one mapping of a function call from a biometri
applicatjon to the BioAPI Framework (using the’BioAPI API specified in Clause 8) down to an attac
session.|The BioAPI Framework routes APl-¢alls down to the corresponding SPI of the specified BS
(as identified by the BSP handle parameter'in the API function). The following conventions have bee
adopted|in this clause:

> 9 P O

a) whdgre an SPI function has parameters that are identical to those of an API function of the samle
nanje (apart from the omission of the BSP handle), all that is presented in this clause is the signatur
of the SPI function, with fio)further explanation. The reader can then refer to the corresponding AR
defipition for the details! (Note that reference to such text may be needed when building a BSP fq
use fin a framework-ftee system.);

= —

b) whdgre the paranieters of an SPI function differ from those of an API function of the same name, p
full definition of the SPI function is presented;

c¢) Not|alLARI functions have a corresponding SPI function; those functions that do not are handlefd
conipletely by the BioAPI Framework.

9.2 Type Definitions for Biometric Service Providers

9.2.1 BioSPI_EventHandler

An application should not assume that this function is available when operating with a BSP designed for
a framework-free system, as such a BSP is not required to support this function.

The BioAPI_EventHandler function prototype (clause 7.38) is used to define the event handler interface
that enables the BioAPI Framework to receive asynchronous notification of events of type BioAPI_
EVENT from a BSP. Example events include insertion or removal of a BioAPI Unit or a fault detection.
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The address of a BioSPI_EventHandler function is passed to the BSP during BioSPI_BSPLoad. This is
the single event handler that a BSP should call to notify the BioAPI Framework of event types that occur

in a loaded BSP.

There is only one event handler for any given BSP thatis loaded as a result of a BioAPI_BSPLoad from one
or more applications. It is the responsibility of the BioAPI Framework to notify the (possibly multiple)
biometric application event handlers for applications that have loaded the BSP in which an event occurs.

Where an insert event has been notified to the Framework before a given biometric applicati

on loads

the BSP (but after another blometrlc apphcatlon has loaded 1t) the Framework remembers that event

application.

oy =

ioAPI_BSPLoad function. The handler specified in BioSPI_EventHandler can (But need
hvoked multiple times in response to a single event.

—

fypedef BioAPI RETURN (BioAPI *BioSPI EventHandler)
(const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitlID,

const BioAPI UNIT SCHEMA *UnitSchema,

BioAPI EVENT EventType);

9.2.1.1 Definitions
-+ BSPUuid (input) - The UUID of the biometric service providerraising the event.

- UnitlD (input) - The ID of the BioAPI Unit associated with the event.

-+ EventType (input) - The BioAPI_EVENT that has occurred.

shall point to a variable of type BioAPI_UNIT_SCHEMA). Otherwise, UnitSchema shall be NULL.

When the framework receives (from-a-BSP) a call to an event handler that carries a unit sch
framework shall not call BioSPI_Freeto free the memory block containing the unit schema or a
hlock pointed to by any of its members.

9.2.2 BioSPI_BFP_ENUMERATION_HANDLER

d framework-free system, as such a BSP is not required to support this function.

.1.11), bt unlike that function, it is not part of the BioAPI API, and thus it is not exposed to appl

Uould obtain by calling the BioAPI function BioAPI_ EnumBFPs.

jometric

he BioAPI Framework forwards events to the biometric application that invoked the‘¢orresponding

not) be

-+ UnitSchema (input) - A pointer to the unit schema<fthe BioAPI Unit associated with the event.

If the EventType is BioAPI_NOTIFY_INSERT;.then a unit schema shall be provided (that is, UnitSchema

bma, the
memory

An application shouldnot assume that this function is available when operating with a BSP designed for

This is a callback’that the BioAPI Framework exposes to the BSPs to enable them to obtain infgqrmation
about the installed BFPs. This callback is similar to the BioAPI function BioAPI_EnumBFPs (sge clause

ications.

9
(Jonversely, a BSP can use this callback in order to obtain the same information that an application
\

The address of the BioSPI_BFP_ENUMERATION_HANDLER callback is provided by the Framework to a

BSP as an input parameter of the BioSPI_BSPLoad function.

9.2.2.1 Definition
typedef BioAPI RETURN (*BioSPI BFP ENUMERATION HANDLER)

(BloAPI BFP SCHEMA **BFPSchemaArray,
ulnt32_t *NumberOfElements)
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This callback provides information about all BFPs currently installed in the component registry. It
performs the following actions (in order):

a) allocates a memory block large enough to contain an array of elements of type BioAPI_BFP_SCHEMA
with as many elements as the number of installed BFPs;

b) fills the array with the BFP schemas of all installed BFPs;

c) returns the address of the array in the BFPSchemaArray parameter and the number of elements of
the array in the NumberOfElements parameter.

The mellnory block containing the array shall be freed by the BSP via a callback to the framewprkls
memory| deallocation handler (see clause 9.2.3) when it is no longer needed by the BSP.

The merpory blocks pointed to by the Path and BFPProperty members within each element of the arraly
shall alsp be freed by the BSP via a callback to the framework's memory deallocation handler(see claus
9.2.3) when they are no longer needed by the application.

[}

9.2.2.2 | Parameters

— BFPSchemaArray (output) — A pointer to the address of the array of elements of type BioAPI_BFE_
SCjEMA (allocated by the framework) containing the BFP schema infotrmation.

— NunpberOfElements (output) — A pointer to the number of elements-of the array (which is also the
nunpber of BFP schemas in the component registry).

9.2.2.3 | Return Value

A BioARI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_QK indicates success. All other values represent an error condition.

9.2.2.4 | Errors

See BioAPI Error Handling (Clause 11).

9.2.3 PBioSPI_MEMORY_FREE_HANDLER

An application should not assume'that this function is available when operating with a BSP designed fo

—

to the

as an input parameter of the BioSPI_BSPLoad function.

9.2.3.1 Definition

typedef BiOAPI_RETURN (*BioSPI_MEMORY_FREE_HANDLER)
(void* Ptr);

This callback causes the memory block pointed to by Ptr to be deallocated by the framework. If Ptr is
NULL, no action occurs. Otherwise, if Ptr does not match a pointer earlier returned by a callback, or if
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the memory block already has been deallocated by an earlier call to the memory deallocation handler,
the behavior is undefined.

NOTE Unlike in the function BioAPI_Free, no requests made to a memory deallocation handler result in a
call to BioSPI_Free.

9.2.3.2 Parameters

— Ptr (input) - A pointer to the memory block to free.

9.2.3.3 Return Value

oy

BioAPI_RETURN value indicating success or specifying a particular error condition. The valug BioAPI_
(K indicates success. All other values represent an error condition.

9.2.3.4 Errors
See BioAPI Error Handling (Clause 11).

9.2.4 BioSPI_GUI_PROGRESS_EVENT_HANDLER (BioAPI 2.1)

This subclause applies only when the BioAPI version number in uSe is 2.1 or greater.

9.2.4.1 Callback function

tlypedef BioAPI RETURN (BioAPI *BioSPI GUI PROGRESS EVENT HANDLER)
(const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitID,

const BioAPI HANDLE *BSPHandle,
BioAPI GUI OPERATION Operation,
BioAPI GUI SUBOPERATION Suboperationy
BioAPI BIR PURPOSE Purpose,
BioAPI GUI MOMENT Moment,

uint8 t SuboperationProgress,

const BioAPI GUI BITMAP ARRAY\*Bitmaps,
const uint8 t *Text,
BioAPI GUI RESPONSE *Response);

o

.2.4.2 Description

his is a function pointet type for a framework's GUI event handler function that is to handle GUI
rogress event notification callbacks coming from a BSP. In order to receive GUI progrefs event
otifications, the®framework shall register a callback function of type BioSPI_GUI_PROGRESS |JEVENT_
ANDLER by providing the callback address of the function in a call to BioSPI_SubscribeToGl
bee 9.3.3.3):

he BSR-mdkes a callback to a framework function of this type in order to notify to the frame
Itimately to the application) a GUI progress event generated while executing a BioSPI function.

o = Jesnlianiic ol

N o e e Nroare on a ha¥e Ta a o BioSP

=

gen 3 GU bFog even a dy Qg heexecution—oef—3 3 0—B1oS _apture’
BioSPI_Process, BioSPI_CreateTemplate, BioSPI _VerifyMatch, BioSPI_IdentifyMatch, BioSPI_Verify,

BioSPI_Identify, or BioSPI_Enroll. They can be generated at any time, even multiple times, during any
suboperation.

9.2.4.3 Parameters

The parameters of this function pointer type are the same as those of BioAPI_GUI_PROGRESS_EVENT._
HANDLER, except for the absence of the context address parameter.

NOTE See also C.8.
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9.24.4

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

9.2.4.5

Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED

9.2.5

This sub

9.2.5.1

typedef
(con
BioA
cons
BioA
BioA
BioA
BioA
int3
BioA
BioA
BioA
cons
BioA

9.2.5.2

This is

select ey
the fran
providiy

The BSP
ultimate

A BSP ¢
Verify, |
MOMEN|
event wi
suboper]

9.2.5.3

clause applies only when the BioAPI version number in use is 2.1 or greater.

Callback function

BioAPI RETURN (BioAPI *BioSPI GUI SELECT EVENT HANDLER)
5t BioAPI UUID *BSPUuid,

PT UNIT ID UnitID,

L BioAPI HANDLE *BSPHandle,

PT GUI ENROLL TYPE EnrollType,

PT GUI OPERATION Operation,

PI GUI MOMENT Moment,

PT RETURN ResultCode,

bt MaxNumEnrollSamples,

PT BIR SUBTYPE MASK SelectableInstances,
PT BIR SUBTYPE MASK *SelectedInstances,
PT BIR SUBTYPE MASK CapturedInstances,

L uint8 t *Text,

PT GUI RESPONSE *Response);

Description

o

h function pointer type for a framework's GUI event handler function that is to handle GU
ent notification callbacks coming from a BSP. In order to receive GUI select event notifications,
hework shall register a callback functien of type BioSPI_GUI_SELECT EVENT_HANDLER bjy
g the callback address of the functipn:in a call to BioSPI_SubscribeToGUIEvents (see 9.3.3.3).

jom

makes a callback to a frameworkfunction of this type in order to notify to the framework (an
ly to the application) each GUI select event generated while executing a BioSPI function.

hn generate GUI select €vents only during the execution of a call to BioSPI_Capture, BioSPI_
BioSPI_Identify, or BioSPI_Enroll. A GUI select event with the moment value BioAPI_GU]
T_BEFORE_STARTGs)generated before the start of each suboperation cycle, and a GUI seled
ith the momenttvalue BioAPI_GUI_MOMENT_AFTER_END is generated after the end of eac
ation cycle (see 7.47).

- =+ |

Parameters

The par]

HANDLER; éxcept for the absence of the context address parameter.

pmeéters of this function pointer type are the same as those of BioAPI_GUI_SELECT EVENT.

NOTE

9.2.5.4

See also C.8.

Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

9.2.5.5

Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED
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9.2.6 BioSPI_GUI_STATE_EVENT_HANDLER (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

9.2.6.1 Callback function

typedef BioAPI RETURN (BioAPI *BioSPI GUI STATE EVENT HANDLER)
(const BioAPI UUID *BSPUuid,
BioAPI UNIT ID UnitID,
const BioAPI HANDLE *BSPHandle,

RO T O =

Beok P F—GHF—COPERAFFON—Operartion -
BioAPI GUI SUBOPERATION Suboperation,
BioAPI BIR PURPOSE Purpose,
BioAPI GUI MOMENT Moment,

BioAPI RETURN ResultCode,

int32 t EnrollSamplelIndex,

const BioAPI GUI BITMAP ARRAY *Bitmaps,
const uint8 t *Text,
BioAPI GUI RESPONSE *Response,

int32 t *EnrollSampleIndexToRecapture) ;

\0

.2.6.2 Description

his is a function pointer type for a framework's GUI event handleffunction that is to handle (fUI state
vent notification callbacks coming from a BSP. In order to receive GUI state event notificatjons, the
Ffamework shall register a callback function of type BioSPI_GUI_STATE_EVENT_HANDLER by providing
he callback address of the function in a call to BioSPI_SubscribeToGUIEvents (see 9.3.3.3).

= D =

—

he BSP makes a callback to a framework function of this type in order to notify to the framewprk (and
Itimately to the application) each GUI state event generated while executing a BioSPI function

o

A BSP can generate GUI state events only during the execution of a call to BioSPI_Capture, BioSBI_Verify,
BioSPI_Identify, or BioSPI_Enroll. A GUI staté‘event with the moment value BioAPI_GUI_MPMENT_
HEFORE_START is generated before the startef each suboperation, and a GUI state event with thejmoment
vialue BioAPI_GUI_MOMENT_AFTER_ENDis generated after the end of each suboperation (see 7.47).

9.2.6.3 Parameters

The parameters of this function pointer type are the same as those of BioAPI GUI_STATE|EVENT._
HANDLER, except for the absence of the context address parameter.

NOTE See also C.8.

9.2.6.4 ReturnValue

BioAPI_RETUYRN value indicating success or specifying a particular error condition. The value BioAPI_
K indicates'success. All other values represent an error condition.

o

9.2.6.5 Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED

9.3 Biometric Service Provider Operations

9.3.1 SPI Component Management Operations

An application should not assume that this function is available when operating with a BSP designed for
a framework-free system, as such a BSP is not required to support this function.
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9.3.1.1 BioSPI_BSPLoad

BioAPI_RETURN BioAPI BioSPI_BSPLoad
const BioAPI UUID *BSPUuid,
BioSPI EventHandler BioAPINotifyCallback,
BioSPI BFP ENUMERATION HANDLER BFPEnumerationHandler,
BioSPI MEMORY FREE HANDLER MemoryFreeHandler);

9.3.1.1.1 Description

This functlon Completes the Component 1n1t1allzatlon process between BloAPI and the blometrlc service

Framewprk will call back, in turn, the application's event handler. If the hardware cor_nponent for
given BipoAPI unit is not present, the “insert” event shall not be raised until the hardware componer
has been plugged in.

—+ 2

The BSPUuid identifies the invoked BSP.

The BioAPINotifyCallback defines a callback used to notify the BigAPI’Framework of events of typ
BioAPI_EVENT in any ongoing, attached sessions. The BSP shall retain this information for later use.

D

The BFAEnumerationHandler is the address of the BFP enumetation handler callback provided by thie
Framework to the BSP. The BSP shall retain this information<fer later use. The BSP can use the callback
whenevé¢r it needs to obtain information about the BFPs .installed in the Framework.

The MemoryFreeHandler is the address of the memory» deallocation handler callback provided by thie
Framewjork to the BSP. The BSP shall retain this infotration for later use. The BSP shall use the callback
whenever it needs to deallocate a memory block,that was allocated by the Framework during a prigr
callbackito the BFP enumeration handler.

NOTE This is a sister function to BioAPI_BSPLoad (see clause 8.1.5).

9.3.1.1.2 Parameters
— BSPuid (input) - The UUID.ofthe invoked biometric service provider, provided as a consistency check.

— BioAPINotifyCallback-{input) — A function pointer for the BioAPI event handler that manages events
of type BioAPI_EVENT.

=

— BFPEnumerationHandler (input) - A function pointer to the Framework’s BFP enumeration handle
thaf returns:BFP schema information for all the installed BFPs.

— MerToryFreeHandler (input) — A function pointer to the Framework's memory deallocation handler

9.3.1.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

9.3.1.1.4 Errors
See BioAPI_BSPLoad (clause 8.1.5).
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9.3.1.2 BioSPI_BSPUnload

BioAPI_RETURN BioAPI BioSPI_BSPUnload
(const BioAPI UUID *BSPUuid);

9.3.1.2.1 Description

This function disables events and de-registers the event-notification function. The biometric service
provider may perform cleanup operations, reversing the initialization performed in BioSPI_BSPLoad.

NOTE This is a sister function to BioAPI_BSPUnload (see clause 8.1.6).

9.3.1.2.2 Parameters

—  BSPUuid (input) - The UUID of the invoked biometric service provider.

9.3.1.2.3 Return Value

s

BioAPI_RETURN value indicating success or specifying a particular error€ondition. The valug BioAPI_
(K indicates success. All other values represent an error condition.

9.3.1.2.4 Errors
See BioAPI_BSPUnload (clause 8.1.6).

9.3.1.3 BioSPI_BSPAttach

BioAPI_RETURN BioAPI BioSPI_BSPAttach

(const BioAPI UUID *BSPUuid,

BioAPI VERSION Version,

const BioAPI_UNIT_LIST_ELEMENT *UnitList,
uint32 t NumUnits,

BioAPIiHANDLE BSPHandle) ;

9.3.1.3.1 Description

—

his function is invoked by the Framework once for each invocation of BioAPI_BSPAttach specifying
he BSP identified by BSPUuid,

—

he biometric service provider shall verify compatibility with the version level specified by| Version.
[ the version is not compatible, then this function fails. The BSP should perform all initializations
equired to supportthe/new BSP invocation.

oo Wil |

|

he BSP shall attach the specified BioAPI Units if they are supported.

NOTE This)s a sister function to BioAPI_BSPAttach (see clause 8.1.7).

9.3.1.3.2° Parameters

—+ _BSPUuid (input) — a pointer to the UUID of the invoked biometric service provider.

— Version (input) - The major and minor version number of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the required
version.

— UnitList (input) - a pointer to a buffer containing a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach session.
The structures contain the ID and category of each BioAPI Unit. One of the following will be specified
for each category of BioAPI Unit.

a) Selection of a specific BioAPI Unit: The particular BioAPI Unit to be used in this attach session
is specified by inclusion of its ID and category.
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b) Selection of any BioAPI Unit: When the UnitID is set to BioAPI_DONT_CARE in a particular
element, the BSP will choose which BioAPI Unit of that category to use, or will give an error
return if it does not support any BioAPI Units of that category. If a particular category is not
listed, the BSP will likewise choose a BioAPI Unit of that category to use if it supports a BioAPI
Unit of that category (however, there is no error return if it does not).

c) Selection of no BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP will
explicitly not attach a BioAPI Unit of the given category, even if it supports one of that category.

NOTE 1 Any subsequent calls requiring use of a BioAPI Unit of this category will fail with an error
return.

to. If this parameter contains “0”, the BSP selects the BioAPI Unit for all categories of BigAPI Units
thaffthe BSP manages directly or indirectly.

— BSPHandle (input) - The BioAPI_HANDLE value assigned by the Framework and assp¢iated with thee
attach session being created by this function This value shall not be BioAPI_INVALID_BSP_HANDLE
whgn the BioAPI version number in use is 2.1 or greater.

NOTE 2  Only one BioAPI Unit of each category can be attached for each atta¢h'session at any time.

9.3.1.3. Return Value

A BioAP|_RETURN value indicating success or specifying a particularjerror condition. The value BioAPI
OK indidates success. All other values represent an error condition.

9.3.1.3. Errors

See BioAPI_BSPAttach (clause 8.1.7).

9.3.1.4 | BioSPI_BSPAttachSecure (BioAPI 2,2)

BioAPTI_|
(con

TURN BioAPI BioSPI_BSPAttachSecure
t BioAPI_UUID *BSPUuid,
I VERSION Version,

consf BioAPI ACBio PARAMETERSG*ACBioParameters,
consf BioAPI UNIT LIST ELEMENT* *UnitList,

consf BioAPI SECURITY PROERLE *SecurityProfileList,
uintB2 t NumUnits,

I HANDLE BSPHandle);

Description

0

This fumction is inviekéd by the Framework once for each invocation of BioAPI_BSPAttachSecur
(BioAPI2.2 or greater) specifying the BSP identified by BSPUuid.

If the version'is not compatible, then this function fails. The BSP should perform all initializations

The biommetric,Service provider shall verify compatibility with the version level specified by VersiorT.
required-te‘support the new BSP invocation

The BSP shall attach the specified BioAPI Units if they are supported.

NOTE This is a sister function to BioAPI_BSPAttachSecure (BioAPI 2.2 or greater. See clause 8.1.8).

9.3.1.4.2 Parameters
— BSPUuid (input) - a pointer to the UUID of the invoked biometric service provider.

— Version (input) - The major and minor version number of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the required
version.
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— ACBioParameters (input/optional) - Parameters about ACBio generation. A NULL pointer shall be set
if no generation of ACBio instances is necessary.

— UnitList (input) - a pointer to a buffer containing a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach session.
The structures contain the ID and category of each BioAPI Unit. One of the following will be specified
for each category of BioAPI Unit.

a) Selection of a specific BioAPI Unit: The particular BioAPI Unit to be used in this attach session
is specified by inclusion of its ID and category.

b) Selection of any BioAPI Unit: When the UnitID is set to BioAPI_DONT_CARE in a p4articular
element, the BSP will choose which BioAPI Unit of that category to use, or will'give An error
return if it does not support any BioAPI Units of that category. If a particular category is not
listed, the BSP will likewise choose a BioAPI Unit of that category to use if it Supports p BioAPI
Unit of that category (however, there is no error return if it does not).

c) Selection of no BioAPI Unit: When the UnitID is set to BioAPI_DONT INCLUDE, the BSP will
explicitly not attach a BioAPI Unit of the given category, even if itsupports one of that dategory.

NOTE1 Any subsequent calls requiring use of a BioAPI Unit of| this category will fail with|an error
return.

-+ SecurityProfileList (input) — a pointer to a buffer containing’ a list of BioAPI_SECURITY_PROFILE
structures which contain security information to be used in security operations by BioAPI Units.
The order of this list shall keep that of the UnitList:

-+ NumbUnits (input) - The number of BioAPI Unit elefnents in the list that the pointer UnitList is pointing
to. If this parameter contains “0”, the BSP selects the BioAPI Unit for all categories of BioAPI Units
that the BSP manages directly or indirectly,

-+ BSPHandle (input) - The BioAPI_HANDLE%alue assigned by the Framework and associated with the
attach session being created by this function.

NOTE 2  Only one BioAPI Unit of egch category can be attached for each attach session at any timle.

9.3.1.4.3 Return Value

iy

BioAPI_RETURN value \indicating success or specifying a particular error condition. The value
ioAPI_OK indicates success. All other values represent an error condition.

(ww

9.3.1.4.4 Errors
See BioAPI_BSPAttachSecure (clause 8.1.8).

9.3.1.55BioSPI_BSPDetach

BioAPI RETURN BioAPI BioSPI_BSPDetach

(D-i RPT _LIANDIE DRODITo 7] );

9.3.1.5.1 Description

This function is invoked by the BioAPI Framework once for each invocation of BioAPI_BSPDetach
specifying the attach session identified by BSPHandle. The biometric service provider shall perform all
cleanup operations associated with the specified attach handle.

NOTE This is a sister function to BioAPI_BSPDetach (see clause 8.1.9).

9.3.1.5.2 Parameters

— BSPHandle (input) - The handle associated with the attach session being terminated by this function.
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9.3.1.5.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

9.3.1.5.4 Errors

See BioAPI_BSPDetach (clause 8.1.9).

9.3.1.6 BioSPI-QueryYnits

BioAPI_RETURN BioAPI BioSPI_QueryUnits
(conpt BioAPI UUID *Uuid,
BioAPI UNIT SCHEMA **UnitSchemaArray,
uintB2 t *NumberOfElements);

NOTE 1 | Details of the function definition are located in clause 8.1.10, BioAPI_QueryUnits.

NOTE 2 | The structure of BioAPI_UNIT_SCHEMA is dependent on the version of BioAPI,BioAPI_UNIT_SCHEMA
of BioAP] 2.2 contains security information while that of BioAPI 2.1 or less does not;

9.3.1.7 | BioSPI_QueryBFPs

BioAPI_RETURN BioAPI BioSPI_QueryBFPs
(conpt BioAPI UUID *BSPUuid,
BioApPI BFP LIST ELEMENT **BFPList,
uintP2 t *NumberOfElements) ;

[¢)

NOTE 1 | On an incoming call to this function, the BSP can use the BFP Enumeration Handler callback (s¢
clause 9.P.2) to obtain information about all installed BFPs, and can then create the list of all supported BFPs by
checkingleach entry of the array returned by the callback.

NOTE 2 | Details of the function definition are lgcated in clause 8.1.12, BioAPI_QueryBFPs.

9.3.1.8 | BioSPI_ControlUnit
BioAPI_RETURN BioAPI BioSPI_ControlUnit

(BiopPI HANDLE BSPHandle,
BioAPI UNIT ID UnitID,
uintB2 t ControlCodey

consf BioAPI DATA *TnputData,
BioAPI DATA *OQutputData);

NOTE Details:of the function definition are located in clause 8.1.13, BioAPI_ControlUnit.

9.3.1.9 | BioSPI_Control (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioSPI_Control
(BioAPI HANDLE BSPHandle,
BioAPI UNIT ID UnitID,
const BioAPI UUID * ControlCode,
const BioAPI DATA *InputData,
BioAPI DATA *QutputData);

NOTE Details of the function definition are located in clause 8.1.14, BioAPI_Control.
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9.3.1.10 BioSPI_Transform (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioSPI_Transform
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *OperationUUID,
const BioAPI INPUT BIR *InputBIRs,
uint32 t NumberOfInputBIRs,
BioAPI BIR HANDLE **OutputBIRs,
uint32 t *NumberOfOutputBIRs);

NOTE Details of the function definition are located in clause 8.1.15, BioAPI_Transform.
9.3.2 SPI Data Handle Operations

9.3.2.1 BioSPI_FreeBIRHandle
BioAPI_RETURN BioAPI BioSPI_FreeBIRHandle

(BioAPI HANDLE BSPHandle,
BioAPI BIR HANDLE Handle);

NOTE Details of the function definition are located in clause 8.2.1;BioAPI_FreeBIRHandle.

9.3.2.2 BioSPI_GetBIRFromHandle

BioAPI_RETURN BioAPI BioSPI_GetBIRFromHandle
(BioAPI HANDLE BSPHandle,
BioAPI BIR HANDLE Handle,

BioAPI BIR *BIR);

NOTE Details of the function definitiorfare located in clause 8.2.2, BioAPI_GetBIRFromHandle.

9.3.2.3 BioSPI_GetHeaderFromHandle
BioAPI_RETURN BioAPI BioSPI\GetHeaderFromHandle
(BioAPI_HANDLE BSPHafidie,

BioAPI BIR HANDLE Handle,
BioAPI BIR HEADERw*Header) ;

NOTE Details'ofthe function definition are located in clause 8.2.3, BioAPI_GetHeaderFromHandle|

9.3.3 SPLCallback and Event Operations

=z

OTE An application should not assume that this function is available when operating with a BSP
brra-framework-free system, as such a BSP is not required to support this function.

—

designed

9.3.3.1 BioSPI_EnableEvents
BiOAPIiRETURN BioAPI BioSPIiEnableEvents

(BioAPI HANDLE BSPHandle,
BioAPI EVENT MASK Events);

NOTE Details of the function definition are located in clause 8.3.1, BioAPI_EnableEvents.

9.3.3.2 BioSPI_SetGUICallbacks (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.
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BioAPI RETURN BioAPI BioSPI SetGUICallbacks
(BioAPI HANDLE BSPHandle,
BioAPI GUI STREAMING CALLBACK GuiStreamingCallback,

void

*GuiStreamingCallbackCtx,

BioAPI GUI STATE CALLBACK GuiStateCallback,

void

NOTE

9.3.3.3

*GuiStateCallbackCtx) ;

Details of the function definition are located in clause 8.3.2, BioAPI_SetGUICallbacks.

This sub

BioAPI |
(con
BioS
BioS
BioS
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GUI stat

After a
BioSPI_|
the BSP
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that tim

The par
this par

Unlike t
each cal
ones prq

A single
such cal

NOTE
Unsubsc

every tinpe it calls this function.

9.3.3.3.
— BSP

— Fw(
GUI

BioSPI SubscribeToGUIEvents (RinAPI 2 1)

clause applies only when the BioAPI version number in use is 2.1 or greater.

RETURN BioAPI BioSPI SubscribeToGUIEvents

5t BioAPI UUID *BSPUuid,

PI GUI SELECT EVENT HANDLER FwGUISelectEventHandler,

PT GUI STATE EVENT HANDLER FwGUIStateEventHandler,

PT GUI PROGRESS EVENT HANDLER FwGUIProgressEventHandler) ;

ction provides to the BSP the callback addresses of the framework's.GUT select event handler,
e event handler, and GUI progress event handler. The three addresses-shall not be NULL.

—

call to this function and until a subsequent call to BioSPI_UnsubscribeFromGUIEvents o
BSPUnload, for each GUI event that the BSP generates while executing BioSPI function calls,
shall notify that event to the framework by calling baek the framework GUI event handldr
nding to the type of GUI event. In addition, any BSPzcontrolled GUI shall be disabled durinig

D

hmeter BSPUuid is provided only as a reliability imeasure. The BSP shall ensure that the value gf
hmeter matches its BSP product UUID.

he function BioAPI_SubscribeToGUIEvents, this function shall not create a new subscription op
. On each call, the BSP shall simply replace the old callback addresses (initially NULL) with thie
vided in the call.

call to BioAPI_UnsubscribeFromGUIEvents will clear the three callback addresses. Only onfe
is needed even if the function BioAPI_SubscribeToGUIEvents has been called multiple times,

Once the framework has cdlled this function, it will never call it again until after a call to BioSP]
ribeFromGUIEvents ov-BioSPI_BSPUnload. The framework will pass the same three callback addresse

w1

| Parameters
[Juid (inptt)'- A UUID identifying the BSP.

UlSelectEventHandler (input) - The callback address of a framework function that is to receive
select event notifications from the BSP.

— FwGUIStateEventHandler (input) - The callback address of a framework function that is to receive

GUI

state event notifications from the BSP.

— FwGUIProgressEventHandler (input, optional) - The callback address of a framework function that is
to receive GUI progress event notifications from the BSP.

9.3.3.4

BioSPI_UnsubscribeFromGUIEvents (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioSPI_UnsubscribeFromGUIEvents
(const BioAPI UUID *BSPUuid);
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This function clears the callback addresses of the framework's GUI select event handler, GUI state event
handler, and GUI progress event handler in the BSP.

After a call to this function, the BSP shall cease to notify GUI events to the framework.

The parameter BSPUuid is provided only as a reliability measure. The BSP shall ensure that the value of
this parameter matches its BSP product UUID.

9.3.3.4.1 Parameters

—  BSPUuid (input) - A UUID identifying the BSP.

NOTE See also C.8.
9.3.4 SPI Biometric Operations

9.3.4.1 BioSPI_Capture

BioAPI_RETURN BioAPI BioSPI_Capture

(BioAPI HANDLE BSPHandle,

BioAPI BIR PURPOSE Purpose,

BioAPI BIR SUBTYPE Subtype,

const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFozfat,
BioAPI BIR HANDLE *CapturedBIR,

int32 t Timeout,

BioAPI BIR HANDLE *AuditData);

NOTE Details of the function definition are located in clause 8.4.1, BioAPI_Capture.

9.3.4.2 BioSPI_CreateTemplate

BioAPI_RETURN BioAPI BioSPI_CreateTemplate

(BioAPI HANDLE BSPHandle,

const BioAPI INPUT BIR *CapfuredBIR,

const BioAPI INPUT BIR ¢ReferenceTemplate,

const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *NewTemplate,

const BioAPI DATA *PRayload,

BioAPI UUID *TempligteUUID) ;

NOTE Details of the function definition are located in clause 8.4.2, BioAPI_CreateTemplate.

9.3.4.3 ‘BioSPI_Process

BioAPI{ RETURN BioAPI BioSPI_Process
(BioAPI HANDLE BSPHandle,
o BioARI INRUT RIR—%C

const BioAPI:BIR_BfOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

+ SRIR
Pt eaT Ty

NOTE Details of the function definition are located in clause 8.4.3, BioAPI_Process.

9.3.4.4 BioSPI_ProcessWithAuxBIR

BioSPI_RETURN BioAPI BioSPI_ProcessWithAuxBIR
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI INPUT BIR *AuxiliaryData,
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const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

NOTE Details of the function definition are located in clause 8.4.4, BioAPI_ProcessWithAuxBIR.

9.3.4.5 BioSPI_ProcessUsingAuxBIRs (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_ProcessUsingAuxBIRs
(BioAPI HANDLE BSPHandle,

CONsSEg—RioAPI INDIT RIR *f‘nrﬂ-nv‘ar‘lQTD'

uintB2 t NumberOfAuxBIRs,

consf BioAPI INPUT BIR *AuxBIRs,

consf BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

NOTE Details of the function definition are located in clause 8.4.5
2.2 or greater).

9.3.4.6 | BioSPI_VerifyMatch

BioAPI_%ETURN BioAPI BioSPI_VerifyMatch
(BiopPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
consf BioAPI INPUT BIR *ProcessedBIR,
consf BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *AdaptedBIR,
BioApPI BOOL *Result,
BioApPI FMR *FMRAchieved,
BioAPI DATA *Payload);

NOTE Details of the function definition are located iri-tlause 8.4.6, BioAPI_VerifyMatch.

9.3.4.7 | BioSPL VerifyMatchUsingAuxBIRs (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_VerifyMatchUsingAuxBIRs
(BiopPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
consf BioAPI INPUT BIR *PrgCessedBIR,
consfk BioAPI INPUT BIR *ReferenceTemplate,
uintp2 t NumberOfAuxBIRs,
consg BioAPIilNPUTiBIR *AuxBIRs,
BioA?I_BIR_HANDLE *AdaptedBIR,
BioAPI BOOL *Resully
BioAPI FMR *FMRAchieved,
BioApPI BIR HANDEE *ResultBIR,
BioAPI DATA s#Rayload);

NOTE Details of the function definition are located in clause 8.4.7 BioAPI_ VerifyMatchUsingAuxBIR

(BioAPI 2 2-ar greater)

—

, BioAPI_ProcessUsingAuxBIRs (BioA}

%)

9.3.4.8 BioSPI_IdentifyMatch

BioAPI_RETURN BioAPI BioSPI_IdentifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI IDENTIFY POPULATION *Population,
uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,
uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout);
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NOTE Details of the function definition are located in clause 8.4.8, BioAPI_IdentifyMatch.

9.3.4.9 BioSPI_Decide (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_Decide
(BioAPI HANDLE BSPHandle,
const BioAPI_INPUT_BIR *ScoreBIR,
uint32 t NumberOfAuxBIRs,

ot Do ADRT _TNDIIT _DTD XN - cDTD

BioAPI BIR HANDLE *DecisionBIR);

NOTE Details of the function definition are located in clause 8.4.9, BioAPI_Decide (BioAPI2:2 or gr

9.3.4.10 BioSPI_Fuse (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_Fuse
(BioAPI HANDLE BSPHandle,

uint32 t NumberOfSourceBIRs,

const BioAPIiINPUTiBIR *SourceBIRs,

uint32 t NumberOfAuxBIRs,

const BioAPI INPUT BIR *AuxBIRs,

BioAPI BIR HANDLE *FusionBIR);

NOTE Details of the function definition are located in clause 8.4.10, BioAPI_Fuse (BioAPI 2.2 or gre

9.3.4.11 BioSPI_Enroll

BioAPI_RETURN BioAPI BioSPI_Enroll

(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC DATA_FORMAT *OutputFormat,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *NewTemplate,
const BioAPI DATA *Payload,
int32_ t Timeout,
BioAPI BIR HANDLE *ApdiData,
BioAPI UUID *TemplatebUID) ;

NOTE Details of the function definition are located in clause 8.4.11, BioAPI_Enroll.

9.3.4.12 BioSPI_Verify

BioAPI .RETURN BioAPI BioSPI_Verify
(BioAPI HANDLE BSPHandle,
BRoAPI FMR MaxFMRRequested,

ater).

ater).

const BioAPI INPUT BIR *ReferenceTemplate,

BioAPI BIR SUBTYPE Subtype,
BioAPI BIR HANDLE *AdaptedBIR,
BioAPI BOOL *Result,

BioAPI FMR *FMRAchieved,
BioAPI DATA *Payload,

int32 t Timeout,
BioAPI BIR HANDLE *AuditData);

NOTE Details of the function definition are located in clause 8.4.12, BioAPI_Verify.
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9.3.4.13 BioSPI_Identify

BioAPI_RETURN BioAPI BioSPI_Identify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
BioAPI BIR SUBTYPE Subtype,
const BioAPI IDENTIFY POPULATION *Population,
uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,
uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,

: P RN L N el CRLE A
BioApT AND LD JIlgIcace sy

int3p t Timeout,
BioAPI BIR HANDLE *AuditData);

NOTE Details of the function definition are located in clause 8.4.13, BioAPI_Identify.

9.3.4.14 BioSPI_Import

BioAPI_RETURN BioAPI BioSPI_Import
(BiopPI HANDLE BSPHandle,
consfk BioAPI DATA *InputData,
consf BioAPI BIR BIOMETRIC DATA FORMAT *InputFormat,
consf BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR PURPOSE Purpose,
BioApPI BIR HANDLE *ConstructedBIR);

NOTE Details of the function definition are located in clause 84314, BioAPI_Import.

9.3.4.19 BioSPI_Export (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_Export
(BiopPI HANDLE BSPHandle,
BioApPI BIR HANDLE Handle,
consk BioAPIiBIRiBIOMETRICiDATAiFORMAT *OutputBDBFormat,
consf BioAPI BIR SECURITY BLOCK FQRMAT *OutputSBFormat,
BioAPI BIR *BIR);

NOTE Details of the function definition are located in clause 8.4.15, BioAPI_Export (BioAPI 2.2 or greater)

9.3.4.1¢4 BioSPI_PresetldentifyPopulation

BioAPI_RETURN BioAPL~BioSPI_PresetIdentifyPopulation
(BiopPI HANDLE BSRHandle,
consf BioAPI EBENTIFY POPULATION *Population);

NOTE Details of the function definition are located in clause 8.4.16, BioAPI_PresetldentifyPopulation.

9.3.5 SPI Database Operations

9.3.5.1 BioSPI_DbOpen

BioAPI_RETURN BioAPI BioSPI_DbOpen
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *DbUuid,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle,
BioAPIiDBiMARKERiHANDLE *MarkerHandle) ;

NOTE Details of the function definition are located in clause 8.5.1, BioAPI_DbOpen.
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9.3.5.2 BioSPI_DbClose
BioAPI_RETURN BioAPI BioSPI_DbClose

(BioAPI HANDLE BSPHandleT
BioAPI DB HANDLE DbHandle) ;

NOTE Details of the function definition are located in clause 8.5.2, BioAPI_DbClose.

9.3.5.3 BioSPI_DbCreate

BioAPI_RETURN BioAPI BioSPI_DbCreate
(BioAPI HANDLE BSPHandle,

const BioAPI UUID *DbUuid,

uint32 t NumberOfRecords,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle) ;

NOTE Details of the function definition are located in clause 8.5.3, BioAPI_DbCreate.

9.3.5.4 BioSPI_DbDelete

BioAPI_RETURN BioAPI BioSPI_DbDelete
(BioAPIiHANDLE BSPHandle,
const BioAPI UUID *DbUuid) ;

NOTE Details of the function definition are located incclause 8.5.4, BioAPI_DbDelete.

9.3.5.5 BioSPI_DbSetMarker

EioAPI_BETURN BioAPI BioSPI_PbSetMarker
(BiOAPI_HANDLE BSPHandle,
BiOAPIiDBiHANDLE DbHandle,

const BioAPI UUID *KeyValue,
BioAPI_DB_MARKER_HANDLE MarkexHandle) ;

NOTE Details of the function definition are located in clause 8.5.5, BioAPI_DbSetMarker.

9.3.5.6 BioSPI_DbEreeMarker
BioAPI_RETURN BioAPI BioSPI_DbFreeMarker

(BioAPI HANDLE BSPHandleT
BioAPIiDB.MARKERiHANDLE MarkerHandle) ;

NOTE Details of the function definition are located in clause 8.5.6, BioAPI_DbFreeMarker.

9.3.5.7 BioSPI DbStoreBIR

BioAPI_RETURN BioAPI BioSPI_DbStoreBIR
(BioAPI_HANDLE BSPHandle,
const BioAPI INPUT BIR *BIRToStore,
BioAPI DB HANDLE DbHandle,
BioAPI UUID *BirUuid);

NOTE Details of the function definition are located in clause 8.5.7, BioAPI_DbStoreBIR.
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9.3.5.8

BioSPI_DbGetBIR

BioAPI_RETURN BioAPI BioSPI_DbGetBIR
(BioAPI HANDLE BSPHandle,
BioAPIiDBiHANDLE DbHandle,
const BioAPI UUID *KeyValue,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI DB MARKER HANDLE *MarkerHandle);

NOTE

Details of the function definition are located in clause 8.5.8, BioAPI_DbGetBIR.

9.3.5.9

BioAPI_|
(Bio
BioA
BioA
BioA
BioA

NOTE

9.3.5.10
BioAPI_|
(Bio
BioA
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NOTE

9.3.6

An application should not assume that thisfunction is available when operating with a BSP designed fq

a framey

9.3.6.1

BioAPI_|
(Bio
BioA
BioA

NOTE

9.3.6.2

BioSPI_DbGetNextBIR

RETURN BioAPI BioSPI_DbGetNextBIR
\PT_HANDLE BSPHandle,

PI DB _HANDLE DbHandle,

PT DB _MARKER HANDLE MarkerHandle,
PT BIR HANDLE *RetrievedBIR,
PT_UUID *BirUuid);

Details of the function definition are located in clause 8.5.9, BioAPI_DbGetNextBIR.

BioSPI_DbDeleteBIR

RETURN BioAPI BioSPI_DbDeleteBIR
NPT HANDLE BSPHandle,

PT DB _HANDLE DbHandle,

L BioAPI UUID *KeyValue);

Details of the function definition are located inselause 8.5.10, BioAPI_DbDeleteBIR.

SPI BioAPI Unit operations

vork-free system, as such a BSP is-hot required to support this function.

BioSPI_SetPowerMode
RETURN BioAPI BioSPTI) SetPowerMode
NPT HANDLE BSPHarddde,

PT UNIT ID UnifIdy
PT POWER MODE RoWwerMode) ;

Details'ef'the function definition are located in clause 8.6.1, BioAPI_SetPowerMode.

BioSPI_SetIndicatorStatus

BioAPI_RETURN BioAPI BioSPI_SetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitId,
BioAPI_INDICATOR_STATUS IndicatorStatus) ;

NOTE

9.3.6.3

Details of the function definition are located in clause 8.6.2, BioAPI_SetIndicatorStatus.

BioSPI_GetIndicatorStatus

BioAPI_RETURN BioAPI BioSPI_GetIndicatorStatus
(BioAPIiHANDLE BSPHandle,

150
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BioAPI UNIT ID UnitId,
BioAPI INDICATOR STATUS *IndicatorStatus);

NOTE Details of the function definition are located in clause 8.6.3, BioAPI_GetIndicatorStatus.

9.3.6.4 BioSPI_CalibrateSensor

BioAPI_RETURN BioAPI BioSPI_CalibrateSensor

(BiOAPIiHANDLE BSPHandleT
int32 + Timecout) -

018(E)

NOTE Details of the function definition are located in clause 8.6.4, BioAPI_CalibrateSensor.

9.3.7 SPI Utility Functions

9.3.7.1 BioSPI_Cancel

BioAPI_RETURN BioAPI BioSPI_Cancel
(BioAPIiHANDLE BSPHandle) ;

NOTE Details of the function definition are located in clause 8.7.1¢ BioAPI_Cancel.

9.3.7.2 BioSPI_Free

BioAPI_BETURN BioAPI BioSPI_Free
(void* Ptr);

NOTE Details of the function definition are léovated in clause 8.7.2, BioAPI_Free.

10 Component registry interface

NOTE1 This clause does not apply-for a framework-free system.

—]

he component registry provides a registry for static information describing the capab
ioAPI components. Thecomponent registry may be queried by biometric applications to ob
hformation. The compenént registry is part of the BioAPI Framework.

-

n application (such-as an installation wizard) that installs a BioAPI component (BioAPI Fra
SP, or BFP) posts-information about that component into the component registry. This inforn

lities of
tain this

mework,
nation is

(il v wiliarS

sed by a bionretric application to determine what BSPs and BFPs have been installed. The b

ometric

plicatiom¢an use this information dynamically in its decision logic. For example, it can decide whether

r not te~make a specific (optional) function call to a given BSP depending on whether the [registry
try for that BSP indicates that the call is supported. Additionally, the component registry provides
ipfosmation regarding the BDB formats supported by a BSP (see clause 6.7 and Annex B) and default

values of a BSPfor various commmorm paramneters {suchr as timeouts):

NOTE 2 Information regarding BioAPI Units is not stored in the component registry but is obtained upon

loading a BSP (as an insert event) or in response to a query (BioAPI_QueryUnits).

The component registry is designed to be platform independent and does not necessarily (but could)
use the built-in registry of any specific operating system (such as the Microsoft Windows™ registry).

The means of posting information to the component registry is defined in clause 10.2.
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10.1 BioAPI Registry Schema

The various components of a BioAPI-based biometric system are represented by records in the
component registry. These records are operating system independent. The following sub-clauses define
the information that is held in the registry for each component of a BioAPI-based biometric system.

NOTE

10.1.1 Framework Schema

This schiema contains attributes of the BioAPI Framework itself.

All string types defined as elements of the component schemas are character encoded as specified by
ISO/IEC 10646 (UTF-8 transformation) unless otherwise specified in the data structures of clause 7.

Table 2 — Framework Schema Elements

: ~O
Field Name gleldinae Description Q>
Type N
FrameworkUUID UINT8_T [16] UUID uniquely identifying the BioAPI Framework.
Description STRING The BioAPI Framework product desctiption, in text.
Path (including filename) of the exeeutable code of
Path STRING the BioAPI Framework
Spec Version UINT8_T The BioAPI Specification Version that is supported
Product Version STRING The BioAPI Frameworké{pnoduct version
Vendor STRING The BioAPI Framework vendor name, in text.
UUID identifying‘the format of the Framework Prop-
FW Property ID UINT8_T [16] erties element (assigned by the vendor)
FW Property DATA Vendor specified information about the Framework
NOTE See also clause 7.40.
10.1.2 BSP Schema
This schema describes the capabilities ef/a BSP. There is one BSP Schema for each BSP that has been
installed on the biometric system.
Table 3 — BSP Schema Elements
Field Name \%\/ Field Data Type Description
BSPUUID UINTS8_T [16] UUID uniquely identifying the BSP. This field
shall be present only when the BioAPI version
number in use is 2.0.
BSPProductUUID UINT8_T [16] UUID uniquely identifying the BSP as a soft-
ware product. This field shall be present only
when the BioAPI version number in use is 2.1
or greater.
Description STRING Text descriptive name of the BSP
Path STRING Path where the BSP executable is located,
including the filename for the executable code
of the BSP (may be a URL)
Spec Version UINT8_T The BioAPI Specification version that is
supported
Product Version STRING The BSP product version
Vendor STRING The BSP vendor name, in text
1 Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means
it is capable of managing multiple units (either directly or through a BFP interface) & information
about these units will be provided as part of the insert notification (part of Unit Schema).
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Table 3 (continued)

Field Name Field Data Type Description

BSP Supported For- |MULTIUINT32_T |Multiple 4-byte Format Owner/Format Type

mats values (BioAPI_BIR_BIOMETRIC_DATA_FOR-
MAT). Each 32-bit value in the array specifying
a supported BDB format. (The number of such
4-byte values is specified in “Number of Sup-
ported Formats” element.)
See BioAPI BIR BIOMETRIC DATA FORMAT

Number of Support- |UINT32_T Integer specifying the number of BDB formats

ed Formats supported by the BSP (Number of 2-byte irte-
ger pairs in BSP Supported Formats)

Factors Mask UINT32_T A mask which indicates what forms of authen-
tication are supported by the BSP
(See BioAPI_BIR_BIOMETRIC TYYPE)

Operations UINT32_T Operations (functions) supported by the BSP
(See BioAPI_ OPERATIONS” MASK)

Options UINT32_T Options supporteddy-the BSP
(See BioAPI_OPTIONS_MASK)

Payload Policy UINT32_T Threshold sétting (maximum FMR value) used
to determiing when to release a payload
(See BieAPI_FMR)

Max Payload Size UINT32_T Maximum size in bytes of a payload

Default Verify Time- |INT32_T Default timeout value (in milliseconds) used by

out the BSP for verify operations when no timeout
is set by the biometric application

Default Identify INT32_T Default timeout value (in milliseconds) used by

Timeout the BSP for identify operations when no time-
out is set by the biometric application.

Default Capture INT32_T Default timeout value (in milliseconds) used by

Timeout the BSP for capture operations when no time-
out is set by the biometric application.

Default Enroll Time< |INT32_T Default timeout value (in milliseconds) used by

out the BSP for enroll operations when no timeout
is set by the biometric application.

Default Calibrate INT32_T Default timeout value in milliseconds used by

Timeodut the BSP for sensor calibration operations when
no timeout is specified by the application.

MAX BSP DB size UINT32_T Maximum size of a BIR database. If NULL, no
BSP database exists for this BSP.1

Max Identify Popu- |UINT32_T Largest population supported by the Identify

lation function.l

Unlimited = OXFFFFFFFF.

1 Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means
it is capable of managing multiple units (either directly or through a BFP interface) & information
about these units will be provided as part of the insert notification (part of Unit Schema).
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Field Name Field Data Type Description
MaxNumEnroll- UINT32_T The maximum number of distinct instances
Instances that a BSP can create reference templates in
one enroll operation. This field shall be present
only when the BioAPI version number in use is
2.1 or greater.
HostingEndpointIRI |UINT8_T An IRI identifying the framework whose com-
ponent registry contains a registration of the
BSP. This field shall be present only when the
BioAPI version number in use is 2.1 or greater.
BSPAccessUUID UINTS8_T [16] A UUID, unique within the scope of an applica-
tion, which the application may use to refer to
the BSP as an alternative to the BSP produet
UUID. This field shall be present only whén'the
BioAPI version number in use is 2.1 opgteater.
1 Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means
it is capable of managing multiple units (either directly or through a BFP interfacé)/& information
about these units will be provided as part of the insert notification (part of Unit Sechema).
NOTE See also clause 7.22 (BioAPI 2.0) and 7.23 (BioAPI 2.1 or greater).
10.1.3 BFP Schema
This schema describes the capabilities of a BFP. There is one-BFP Schema for each BFP that has bee
installed on the biometric system.
Table 4 — BFP Schema Elements
Field Name Field Data Type A‘\‘O Description
HFP UUID UINT8_T [16] OUID uniquely identifying the BFP
HFP Category UINT32_T Category of the BFP identified by the BFP UUID
Description STRING Text descriptive name of the BFP
Hath STRING Path where the BFP executable is located, includ-
ing the filename for the executable code of the BFP
(may be a URL)
Spec Version UINT8_T The BioAPI FPI Specification version supported?
Hroduct Version STRING The BFP product version
Vlendor STRING The BFP vendor name, in text
HFP Supported®¥ormats |[MULTIUINT32_T |Multiple 4-byte Format Owner/Format Type values
(BioAPI_BIR_BIOMETRIC_DATA_FORMAT). Each
32-bit value in the array specifying a supported
BDB format. (The number of such 4-byte values
is specified in “Number of Supported Formats”
element)
See BioAPI_BIR_BIOMETRIC_DATA_FORMAT
Number of Supported UINT32_T Integer specifying the number of BDB formats sup-
Formats ported by the BFP (Number of 2-byte integer pairs
in BFP Supported Formats)
2 Function Provider Interface (FPI) specifications will be published as separate parts of this IS.
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Table 4 (continued)

018(E)

Field Name Field Data Type Description

Factors Mask UINT32_T A mask which indicates what forms of authentica-
tion are supported by the BFP

(See BioAPI_BIR_BIOMETRIC_TYPE)

BFP Property ID UINT8_T [16] UUID identifying the format of the BFP Properties
element (assigned by the vendor)
BFP Property DATA Vendor specified information about the BFP
2 Function Provider Interface (FPI) specifications will be published as separate parts of this IS.
NOTE See also clause 7.6.
10.2 Component registry functions
The following component registry utility functions are provided to ease the development of BioAPI
dompatible applications and BSPs.
Ihstallation functions are provided so that a BSP or BFP implementer can populate the BSE or BFP
schema within the component registry. The component registry is independent of the operating system.
10.2.1 BioAPI_Util_InstallBSP
10.2.1.1 Description
This function installs, updates (refreshes), or removes the references to a BSP in the component registry.
HioAPI_RETURN BioAPI_Util_ InstallBSP (
BioAPI INSTALL ACTION Action,
BioAPI INSTALL ERROR *Error,
const BioAPIiBSPisCHEMA *BSPSchemna) ;
Upon initiation of this function for an install, the BioAPI Framework shall create the BSP scherpa entry
ih the component registry and populate it with the content of the input BSP schema.
Upon initiation of this function for a refresh, the BioAPI Framework shall replace the existing entries
fpr the BSP schema in the component registry with the content of the input BSP schema, baseld on the
YUID of the BSP within that schema.
Upon initiation ofthis function for a deinstallation, the BioAPI Framework shall remove the BSH schema
gntry in the component registry for the BSP indicated by the BSPUuid within the input schema.
10.2.1.2~ Parameters
-+ “Action  (input) - Installation action to be performed. Valid valuep are:
M aluo Doccerintion
vaIue L= A ST A 3 l}llplull
BioAPI_INSTALL_ACTION_INSTALL Install BSP (add entry)
BioAPI_INSTALL_ACTION_REFRESH Refresh the information in the component
registry.

BioAPI_INSTALL_ACTION_UNINSTALL Uninstall the BSP (remove entry)

— Error (output) - A pointer to a BioAPI_INSTALL_ERROR structure. If the function fails, the structure

contains additional information regarding the error state.
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— BSPSchema (input) - A pointer to elements of the BSP schema (defined in 7.22 (BioAPI 2.0) and 7.23
(BioAPI 2.1 or greater)) describing the features and characteristics of the BSP to be installed. When
the function is called with Action set to BioAPI_INSTALL_ACTION_UNINSTALL, it is only necessary
to set the BSPUuid element of the BSPSchema parameter.

10.2.1.3 Return Values

If the function is successful, it returns BioAPI_OK. If the function fails, it returns a valid BioAPI error
code (see Clause 11). The parameter Error contains additional error information.

10.2.2 BioAPI _Util_InstallBFP

10.2.2.1 Description

=

This furction installs, updates (refreshes), or removes the entries for a BioAPI BFP in‘theé componer

registry

BioAPI_RETURN BioAPI_Util_ InstallBFP (
BioAPI INSTALL ACTION Action,

BioApPI INSTALL ERROR *Error,
consk BioAPI_BFP_SCHEMA *BEFPSchema) ;

10.2.2.2 Parameters

— Actipn  (input) - Installation action to be  _performed. Valid values arg:
Value Description
BioAPI_INSTALL_ACTION_INSTALL Install BSP (add entry)
BioAPI_INSTALL_ACTION_REFRESH Refresh the information in the component

registry.

BioAPI_INSTALL_ACTION_UNINSTALL Uninstall the BSP (remove entry)

— Errqr (output) - A pointer to a BioAPI_INSTALL_ERROR structure. If the function fails, the structure
confains additional information regarding the error state.

— BFPSchema (input/output)~-A pointer to component registry elements describing the features anfd
characteristics of the BFP to be installed (see clause 7.6). When the function is called with Actiop
set to BioAPI_INSTA%L ACTION_UNINSTALL, it is only necessary to set the BFPUuid element of thie
BFPISchema paranieter.

10.2.2.3 ReturnValues

If the fulnctien is successful, it returns BioAPI_OK. If the function fails, it returns a valid BioAPI errdr
code (seg Clause 11). The parameter Error contains additional error information.

10.2.3 BioAPI_RegisterBSP (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI RETURN BioAPI BioAPI RegisterBSP
(const uint8 t *HostingEndpointIRI,
const BioAPI BSP SCHEMA *BSPSchema,
BioAPI BOOL Update) ;
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10.2.3.1 Description

For the specification provided by this document, this function provides the same actions as as the
function BioAPI_Util_InstallBSP with its Action parameter set to BioAPI_INSTALL_ACTION_INSTALL
or BioAPI_INSTALL_ACTION_REFRESH. The value of the additional parameter HostingEndpointIRI shall
be ignored by frameworks conforming to this document and shall be set to NULL by an application. It is
provided to support interworking standards.

Unlike BioAPI_Util_InstallBSP, this function does not contain an Error parameter. Error information is
represented in the return value.

This function is handled internally within the BioAPI Framework and is not passed through-te’n BSP.

10.2.3.2 Parameters

- HostingEndpointEndpointIRI - This parameter shall be ignored by framewerks conforming to
this document and shall be set to NULL by an application. It is provided. to support interfworking
standards.

1+ BSPSchema (input) — A pointer to elements of the BSP schema (defined’in 7.22 (BioAPI 2.0) pnd 7.23
(BioAPI 2.1 or greater)) describing the features and characteristies'of the BSP to be installé¢d.

-+ Update (input) - A boolean indicating whether the functiop\is to update an existing BSP| schema
registration or to create a new registration. If the valde of this parameter is zero and |the BSP
schema is found in the component registry, then the function shall return BioAPIERR_COMPONENT_
ALREADY_REGISTERED. If the value of this parametet is nonzero and the BSP schema is njpt found
in the component registry, the function shall returiyBioAPIERR_COMPONENT_NOT_REGISTERED.

10.2.3.3 Return Value

A BioAPI_RETURN value indicating success gr$pecifying a particular error condition. The valug BioAPI_
(K indicates success. All other values represent an error condition.

10.2.3.4 Errors
See BioAPI Error Handling (Clause 11).

10.2.4 BioAPI_UnregisterBSP (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN(BioAPI BioAPI UnregisterBSP
(const uip®t8 t *HostingEndpointIRI,
const BipAPI UUID *BSPUuid);

10.2.4.1~Description

Horthe specification provided by this document, this function provides the same actions as the function
MiaAPIL il InctallBSP - Hn i—o /lrvf- ion p'\v"\mof‘or setto B n/\DI H\IC’T‘AT T A{"'T‘T('\l\l TT]\HI\IC’T‘ LL The

TOUIT 1O CH_1TTioTUITDOT

value of the additional parameter HostingEndpointIRI shall be 1gnored by frameworks conforming
to this document and shall be set to NULL by an application. It is provided to support interworking
standards.

Unlike BioAPI_Util_UninstallBSP, this function does not contain an Error parameter. Any error
information is represented in the return value.

Applications conforming to this document shall either not call this function, or (if they call it) they
shall set the parameter HostingEndpointIRI to NULL. The function is provided to support interworking
standards.

This function is handled internally within the BioAPI Framework and is not passed through to a BSP.
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10.2.4.2

Parameters

— HostingEndpointEndpointIRI - This parameter shall be ignored by frameworks conforming to

this

document and shall be set to NULL by an application. It is provided to support interworking

standards.

— BSPUuid (input) - A pointer to the UUID of the BSP whose BSP schema registration is to be deleted
from the component registry.

10.2.4.3 _Return Value

A BioAPl RETURN value indicating success or specifying a particular error condition. The value BioAP]_
OK indidates success. All other values represent an error condition.

10.2.4.

See BioAPI Error Handling (Clause 11).

10.2.5
This sub
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joAPI_RegisterBFP (BioAPI 2.1)

clause applies only when the BioAPI version number in use is 2.1 Jr’greater.

RETURN BioAPI BioAPI_RegisterBFP
5t uint8 t *HostingEndpointIRI,
[ BioAPI BFP SCHEMA *BFPSchema,
PT BOOL Update) ;

Description

~

er set to BioAPI_INSTALL_ACTION_INSTALL ér*BioAPI_INSTALL_ACTION_REFRESH. The valu
dditional parameter HostingEndpointIRI shall be ignored by frameworks conforming to thi
ht and shall be set to NULL by an application. It is provided to support interworking standardsg.

(7]

ioAPI_Util_InstallBFP, this function does not contain an Error parameter. Any error informatiop
ented in the return value.

09 <<

the parameter HostingEndpointIRI to NULL. The function is provided to support interworkin
1s.

ction is handled intérnally within the BioAPI Framework and is not passed through to a BFP.

Parameters

[72)

tingEndpointEndpointIRI - This parameter shall be ignored by frameworks conforming to thi
ment,and can be set to any value by an application. It is provided to support interworkinig
dards.

— BFPSchema (input) - A pointer to elements of the BFP schema (defined in 7.22 (BioAPI 2.0) and 7.23
(BioAPI 2.1 or greater)) describing the features and characteristics of the BFP to be installed.

— Update (input) — A boolean indicating whether the function is to update an existing BFP schema

regi

stration or to create a new registration. If the value of this parameter is zero and the BFP

schema is found in the component registry, then the function shall return BioAPIERR_COMPONENT_
ALREADY_REGISTERED. If the value of this parameter is nonzero and the BFP schema is not found
in the component registry, the function shall return BloAPIERR_COMPONENT_NOT_REGISTERED.
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10.2.5.3 Return Value

018(E)

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

10.2.5.4 Errors

S

ee BioAPI Error Handling (Clause 11).
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0-2-6— BioAPI-Unregister BFP-{BioAPI2:1H)
his subclause applies only when the BioAPI version number in use is 2.1 or greater.
ioAPI_RETURN BioAPI BioAPI_UnregisterBFP

(const uint8 t *HostingEndpointIRI,
const BioAPI UUID *BFPUuid);

0.2.6.1 Description

his function performs the same actions as the function BioAPI_Util InstallBFP with it
arameter set to BioAPI_INSTALL_ACTION_UNINSTALL. The value\of the additional p4
fostingEndpointIRI shall be ignored by frameworks conforming to this’"document and can be s
alue by an application. It is provided to support interworking standards.

hformation is represented in the return value.

pplications conforming to this document shall eitheirnot call this function, or (if they call
hall set the parameter HostingEndpointIRI to NULLz The function is provided to support inter
tandards.

his function is handled internally within th&’BioAPI Framework and is not passed through to

0.2.6.2 Parameters

document and can be set to any value by an application. It is provided to support inter
standards.

- BFPUuid (input) - A pointer to the UUID of the BFP whose BFP schema registration is to beg
from the component registry.

0.2.6.3 ReturnjValue

BioAPI_RETURN value indicating success or specifying a particular error condition. The value
K indicates success. All other values represent an error condition.

0.2.6.4 Errors

s Action
rameter
pt to any

nlike BioAPI_Util_UninstallBFP, this function does not-gontain an Error parameter. Ay error

it) they
working

a BFP.

- HostingEndpointEndpointIRI ¢ This parameter shall be ignored by frameworks conforming to this

working

deleted

BioAPI_

S

ee BioAPI Error Handling (Clause 11).

10.2.7 BioAPI_GetLastErrorinfo (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_GetLastErrorInfo

(BioAPI_ERROR_INFO *ErrorInfo);

10.2.7.1 Description

This function sets the members of the output parameter Errorinfo (see 7.35) with information about the
most recent error condition that caused a BioAPI function to return an error code.
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This function is mainly intended to provide diagnostic information to the application. Since the possible
values of the members of the Errorinfo are not standardized and may vary across different platforms
and implementations, normal BioAPI applications should not rely on those values for any important
processing decisions.

This function is handled internally within the BioAPI Framework and is not passed through to a BSP.

10.2.7.2 Parameters

10.2.7.3

10.2.7.4 Errors

See BioAPI Error Handling (Clause 11).

11 BigAPI error handling

NOTE 1 | This clause provides specification of error handling, and is@pplicable for a full BioAPI system and fd
use of a BSP designed for a framework-free operation, but in the latter case only the BSP-related and Unit-relate|
errors willl occur.

Qo

All BioAPI functions return a value of type BioAPI_RETURN. The value BioAPI_OK indicates that t

function] was successful. Any other value is an errorivalue. Allowance has been made for returni&E
error vaflues originated from the BioAPI Framework‘and also error values that originate from a BSP dr
from a HioAPI Unit attached to a BSP.

NOTE 2 | There are additional error codes defined in ISO/IEC 29141 - Tenprint Capture Using BioAPI.

11.1 Exror Values and Error Codes-Scheme

Error Value refers to the entire-32-bit BioAPI_RETURN value.

Error Cpde refers to the low*order 24 bits of the Error Value, and identifies the actual error situation.
The 8 high-order bits of-thé Error Value identify the source of the error, as follows:

a) The|BioAPI Framework;

b) ABS$P;

c¢) A BioARI'Unit attached to a BSP.

11.2 Error Codes and Error Value Enumeration

11.2.1 BioAPI Error Value Constants

#define BIOAPI FRAMEWORK ERROR (0x00000000)
#define BIOAPI BSP_ERROR (0x01000000)
#define BIOAPI UNIT ERROR (0x02000000)

11.2.2 Implementation-Specific Error Codes

The error codes 0x000000 - 0x0000ff are reserved for implementation-specific use.
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11.2.3 General Error Codes

#define BioAPIERR INTERNAL ERROR (0x000101)

General system error; indicates that an operating system or internal state error has occurred and the

system may not be in a known state.

#define BioAPTERR MEMORY ERROR (0x000102)
A memory error occurred.

#define BioAPIERR INVALID POINTER (0x000103)

jdeﬁne BioAPIERR INVALID INPUT POINTER (0x000104)

An input function parameter or input field in a data structure is an invalid pointer.

#define BioAPTIERR INVALID OUTPUT POINTER (0x000105)
An output function parameter or output field in a data structure is an invalid poirter.

#define BioAPTERR FUNCTION NOT SUPPORTED (0x000106)
The function is not implemented by the biometric service provider.

#define BioAPTERR _OS ACCESS DENIED (0x00010W
The operating system denied access to a required resource.

#define BioAPTERR FUNCTION FATLED (0%000108)
The function failed for an unknown reason.

#define BioAPTERR INVALID UUID (0x000109)
An input UUID is invalid.

(May occur if a component requested by this UUID is;not present on the system or cannot be fo

#define BioAPTERR INCOMPATIBLE VERSION (0x00010a)
Version incompatibility.

(May occur if the called component cannot support the version of the BioAPI specification exp
the application.)

#define BioAPIERR INVALID DATA (0x00010b)
The data in an input parameter is invalid.

#define BioAPIERR UNABLE(TO CAPTURE (0x00010c¢)
The associated BSP is unable to capture raw samples from the requested BioAPI Unit.

#define BioAPIERR.TOP MANY HANDLES (0x00010d)
The associated BSP)has no more space to allocate BIR handles.

#define BioABFERR TIMEOUT EXPIRED (0x00010e)
The functienyhas been terminated because the timeout value has expired.

defineyBioAPIERR INVALID BIR (0x00010f)
he‘input BIR is invalid for the purpose required.

pointer.

ind.)

ected by

#define BioAPIERR BIR SIGNATURE FAILURE (0x000110)
The associated BSP could not validate the signature on the BIR.

#define BioAPIERR UNABLE TO STORE PAYLOAD (0x000111)
The associated BSP is unable to store the payload.

#define BioAPTERR NO INPUT BIRS (0x000112)
The identify population is NULL.

#define BioAPTERR UNSUPPORTED FORMAT (0x000113)
The associated BSP does not support the BDB format requested.

#define BioAPIERR UNABLE TO IMPORT (0x000114)
The associated BSP was unable to construct a BIR from the input data.

© ISO/IEC 2018 - All rights reserved

161


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

#define BioAPTERR INCONSISTENT PURPOSE (0x000115)
The purpose recorded in the BIR and/or the requested purpose are inconsistent with the function being
performed.

#define BioAPIERR BIR NOT FULLY PROCESSED (0x000116)
The function requires a fully processed BIR.

#define BioAPTERR PURPOSE NOT SUPPORTED (0x000117)
The BSP does not support the requested purpose.

#define BioAPIERR USER CANCELLED (0x000118)
User carjcelled operation before completion or timeout.

#define BioAPTERR UNIT IN USE (0x000119)
BSP (or BioAPI Unit attached to BSP) is currently being used by another biometric application.

#define BioAPIERR INVALID BSP HANDLE (0x00011a)
The givgn BSP handle is not valid.

#define BioAPIERR FRAMEWORK NOT INITIALIZED (0x00011b)
A functipn has been called without initializing the BioAPI Framework.

#define BioAPTERR INVALID BIR HANDLE (0x00011c)
BIR han(lle is invalid (does not exist or has been released).

#define BioAPTERR CALIBRATION NOT SUCCESSFUL (0x0001%d)
The attgmpted calibration of a sensor unit was not able to be successfully completed.

#define BioAPIERR PRESET BIR DOES NOT EXIST (0%00011e)
No pres¢t BIR population has been established.

#define BioAPTERR BIR DECRYPTION FAILURE (0x00011f)
The BSP|could not decrypt an input BIR (and thus was unable to use it for the requested operation).

#define BioAPTERR_IDENTIFY IN PROGRESS (0x000120)
Identifidation is in progress. This definition applies only when the BioAPI version number in use is 2.Jl
or greatpr.

#define BioAPIERR LOW QUALITY REFERENCE' TEMPLATE (0x000121)
Quality pf reference template is low. This definition applies only when the BioAPI version number in use
is 2.1 or|greater.

#define BioAPTERR NO GUI_ EVENT )HANDLER (0x000122)
GUI event handler is not set.(This definition applies only when the BioAPI version number in use is 2./l
or greatpr.

#define BioAPIERR TRANSFORMATION NOT SUPPORTED (0x000121)
The BSP|does not support transformation of a BIR. This definition applies only when the BioAPI versio
number|in use is2:l or greater.

—

#define BioAPBERR INVALID ATTACH SESSION (0x000122)
The attdched session is invalid. This definition applies only when the BioAPI version number in use is
21 or grleater

#define BioAPIERR COMPONENT ALREADY REGISTERED (0x000123)
The schema of the BSP or BFP is already present in the component registry. This definition applies only
when the version of BioAPI in use is 2.1 or greater.

#define BioAPTERR COMPONENT NOT REGISTERED (0x000124)
The schema of the BSP or BFP is not present in the component registry. This definition applies only
when the version of BioAPI in use is 2.1 or greater.

11.2.4 Component Management Error Codes

#define BioAPTERR COMPONENT FILE REF NOT FOUND (0x000201)
A reference to the file for the component being loaded cannot be found.
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#define BioAPTERR BSP_LOAD FATL
Framework was unable to successfully load the BSP.

#define BioAPTERR BSP_NOT LOADED
BSP for which an action was requested is not loaded.

#define BioAPIERR UNIT NOT INSERTED

BioAPI Unit for which an action was requested is not in the inserted state.

(0x000202)

(0x000203)

(0x000204)

A

1

p—

#define BioAPIERR INVALID UNIT ID (0x000205)

An invalid BioAPI Unit ID was requested.

#]deﬁne BioAPIERR INVALID CATEGORY (0x000206)
n invalid category of BFP or BioAPI Unit was requested.
1.2.5 Database Error Values

#define BioAPIERR INVALID DB _HANDLE (0x000300)
hvalid database handle.

#define BioAPIERR UNABLE TO OPEN DATABASE (0x000301)

T
#ldefine BioAPIERR DATABASE IS LOCKED
T
T

(

\

T

T

U

H

he associated BSP is unable to open the specified database.

(0x000302)

he database cannot be opened for the access requested becauseit is locked.

#ldefine BioAPTERR DATABASE DOES NOT EXIST (0%000303)
he specified database does not exist.

#ldefine BioAPTERR DATABASE ALREADY EXTSTS (0x000304)
reate failed because the database already exists.

#define BioAPTERR INVALID DATABASE NAME (0x000305)

Ihvalid database name (UUID).

#define BioAPTERR RECORD NOT FOUND (0x000306)
o record exists with the requested key.

#define BioAPTERR MARKER HANDIE JIS INVALID (0x000307)
he specified marker handle is invalid.

#define BioAPTERR DATABAKE) TS OPEN (0x000308)
he database is already open.

#define BioAPTERR ENVALID ACCESS REQUEST (0x000309)
nrecognized acéess type.

#define BioAPTERR END OF DATABASE (0x00030a)
nd of database has been reached.
definesBioAPTERR UNABLE TO CREATE DATABASE (0x00030Db)
he“associated BSP cannot create the database.

#define BlOAPIERR UNABLE TO CLOSE DATABASE {0x00030¢)

The associated BSP cannot close the database.

#define BioAPTERR UNABLE TO DELETE DATABASE (0x00030d)

The associated BSP cannot delete the database.

#define BioAPTERR DATABASE TS CORRUPT (0x00030e)

The specified database is corrupt.

11.2.6 Location Error Values

In various biometric technologies like fingerprint, face, iris, retina or others, biometric devices (sensor
units) have three dimensions from the user’s viewpoint. The error codes in this clause describe the
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errors that can be caused by improper placement of a user’s biometric feature on the biometric device
when attempting to capture their biometric sample. Figure 4 below shows an example of a fingerprint
sensor, which can be mounted vertically (Case a) or horizontally (Case b). When the placement of the
biometric feature is improper, error codes are required to provide appropriate user feedback. If the
sensor is placed vertically, the words ‘forward’ and ‘backward’ will be the expressions of intensity of
the contact or distance, and if placed horizontally, these words will be the expressions of lengthwise

distances.

If the BSP or BioAPI Unit generating the error code knows whether the biometric device is oriented

vertically_or horizontally, it can then choaose an error code that describes the unser’s situatio

appropriately. If it does not, then a more general error code has to be used.

NOTE These errors can be returned from BioAPI_CreateTemplate, BioAPI_Process, (BioAP
ProcessWithAuxBIR, BioAPI_VerifyMatch, and BioAPI_IdentifyMatch. The BSP controlled GUI in\the othg
biometrif operations (BioAPI_Capture, BioAPI_Enroll, BioAPI_Verify, and BioAPI_Identify) willinstruct th

user to cqpture a correct sample.

@ =1

All the positions are described from
the user’s viewpoint.

Crosswise Locations

= = =
-—— —-
Too Left Too Right Too Near or

Too Forward

- ]ﬂﬂ* TooHigh
g — Z J Biometric Sensor
3 £ H&
=z £ [ - Fingerprint @
z & || - Face Recognition F £
= U= - Iris Recoginition iz
g etc. a
g- Distance
2 ‘ Crosswise {,—:
Too Low
=
Too Far.or
TooBackward

All the positions are described from

Too Far or
Too High

suopesgy asimySuaT

o

Too Near or
Too Low

Distance

the user’s viewpoint.
Crosswise Locatiofiy

—_—
Toa(Left Too Right

Too Forward

an
- J| Crosswise h
‘sl
j Too Backward

1dua]

ISIM

Biometric
Sensor

Distance

Case a) A sensor placed veftically.

Biometrjic applications\can use these error codes for user feedback to obtain better samples regardles
of what kind of biomégtric technology they are using, as long as it has three dimensions. The error code

are spedified below.

If the BYP or BioAPI Unit generating the error code is not certain about the orientation of the sensor,

can return generic error codes.

Case b) A sensor placed horizontally.

Figure 4 — Biometric Sample Locations (Example of a fingerprint sensor)

wn wn

(s

11.2.6.1 General location error codes

#define BioAPTERR LOCATION ERROR
A general location error.

#define BioAPTERR OUT OF FRAME
Invalid horizontal or vertical position.

#define BioAPIERR INVALID CROSSWISE POSITION
Invalid crosswise position.

#define BioAPTERR INVALID LENGTHWISE POSITION
Invalid lengthwise position.

164

(0x000400)

(0x000401)

(0x000402)

(0x000403)
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#define BioAPTERR INVALID DISTANCE (0x000404)
Invalid distance.
11.2.6.2 Specific location error codes

#define BioAPIERR LOCATION TOO RIGHT (0x000405)
The position was too far to the right.

#define BioAPTERR LOCATION TOO LEFT (0x000406)
The position was too far to the left.

Haetine BioAPIERR LOCATION TOO HIGH (0x000407)
The position was too high.

#define BioAPIERR LOCATION TOO LOW (0x000408)
The position was too low.

#define BioAPIERR LOCATION TOO FAR (0x000409)
The position was too far away.

#ldefine BioAPTERR LOCATION TOO NEAR (0x00040a)
The position was too near (close).

#ldefine BioAPTERR LOCATION TOO FORWARD (0x00040Db)
The position was too far forward.

#ldefine BioAPTERR LOCATION TOO BACKWARD (0x08030¢)
The position was too far backward.

11.2.7 Quality Error Codes

#define BioAPTERR QUALITY ERROR (0x000501)
Sample quality is too poor for the operation to,Succeed.

NOTE Quality errors can be returned from any function which receives a BioAPI BIR input.

#define BioAPTERR TOO EARLY (0x000502)
The behavior of the subject was tog'early. This definition applies only when the BioAPI version/number
ih use is 2.1 or greater.

#define BioAPIERR TOO LAFE (0x000503)
The behavior of the subject was too late. This definition applies only when the BioAPI version|number
ihuseis 2.1 or greatet.

#define BioAPIERRAIMOO FAST (0x000504)
The behavior of.the subject was too fast. This definition applies only when the BioAPI version|number
ih use is 2.1.0f greater.

#define BAGAPIERR TOO_ SLOW (0x000505)
The behavior of the subject was too slow. This definition applies only when the BioAPI version|number
ihase'is 2.1 or greater.

#define BioAPTERR _TOO_ LONG (0x000506)
The captured data was too long. This definition applies only when the BioAPI version number in use is
2.1 or greater.

#define BioAPIERR TOO_ SHORT (0x000507)
The captured data was too short. This definition applies only when the BioAPI version number in use is
2.1 or greater.

#define BioAPIERR TOO LARGE (0x000508)
The captured data was too large. This definition applies only when the BioAPI version number in use is
2.1 or greater.

#define BioAPIERR TOO SMALL (0x000509)
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The captured data was too small. This definition applies only when the BioAPI version number in use is

2.1 or greater.

11.2.8 Security Error Codes (BioAPI 2.2)

#define BioAPIERR SECURITY PROFILE NOT SET (0x000601)

The parameter of the type BioAPI_SECURITY_PROFILE is NULL when BioAPI_BSPAttachSecure (BioAPI

2.2 or greater) is called.

#define BioAPIERR SECURITY ENCRYPTION ALG NOT SUPPORTED (0x000610)

The spegified encryption algorithm is not supported.

#define | BioAPTERR SECURITY ENCRYPTION ALG NOT SET (0x000611)
The encryption algorithm is not set though encryption is specified.

#define | BioAPTERR SECURITY ENCKEY NOT SET (0x000612)
The encryption key is not set though the encryption is specified.

#define | BioAPTERR SECURITY MAC ALG NOT SUPPORTED (0x000620)
The spegified MAC algorithm is not supported.

#define | BioAPTERR SECURITY MAC ALG NOT SET (0x000621(
The MAC key is not set though the MAC is specified.

#define | BioAPTERR SECURITY MACKEY NOT SET (0x000622)
The MA( algorithm is not set though MAC is specified.

#define | BioAPIERR SECURITY DIGITAL SIGNATURE ALG NOT SURPORTED (0x000640)
The spegified digital signature algorithm is not supported.

#define | BioAPIERR SECURITY DIGITAL SIGNATURE ALG NOTSET (0x000641)
The digital signature algorithm is not set though digital signature is specified.

#define | BLoAPIERR SECURITY CHALLENGE NOT SET (0x000701)

The parameter Challenge is NULL or * Challenge is not set though ACBio instance generation i

request¢éd when BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) is called.

#define | BLoAPIERR_SECURITY BPUIOINDEX,\NNOT SET (0x000702)

The parameter InitialBPUIOIndexOutputis NULL though ACBio instance generation is requested whe

BioAPI_BSPAttachSecure (BioAPI 2.2'or greater) is called.

#define | BLoAPIERR SECURITY SUBREMUM BPUIOINDEX NOT SET (0x000704)

The parpmeter SupremumBPUJOIndexOutput is NULL though ACBio instance generation is requeste

when BipAPI_BSPAttachSécure (BioAPI 2.2 or greater) is called.

#define [ BioAPTIERR SECURITY MAC ALG ACBIO NOT SUPPORTED (0x000720)
The spegified MAC algorithm for ACBio generation is not supported.

#define | BLoARTERR SECURITY MAC ALG ACBIO NOT_ SET (0x000721)

The MA( algogithm for ACBio generation is not set though MAC for ACBio generation is specified.

#define | BfoAPIERR_SECURITY MACKEY ACBIO_NOT_ SET (0x000722)

[72)

-

The MAC key for ACBio generation is not set though the MAC for ACBio generation is specified.

#define BioAPIERR SECURITY DIGITAL SIGNATURE ALG ACBIO NOT SUPPORTED  (0x000740)
The specified digital signature algorithm for ACBio generation is not supported.

#define BioAPIERR _SECURITY DIGITAL SIGNATURE ALG ACBIO NOT SET (0x000741)

The digital signature algorithm for ACBio generation is not set though digital signature for ACBio

generation is specified.

#define BioAPIERR SECURITY HASH ALG ACBIO NOT SUPPORTED (0x000780)
The specified hash algorithm is not supported.

#define BioAPIERR SECURITY HASH ALG ACBIO NOT SET (0x000781)
The hash algorithm is not set though ACBio generation is specified.
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#define BioAPIERR SECURITY ENCRYPTION FAILURE (0x000614)
The encryption is failure.

#define BioAPIERR SECURITY DECRYPTION FATILURE (0x000618)
The decryption is failure.

#define BioAPIERR_SECURITY MAC GENERATION FATLURE (0x000624)
The MAC generation is failure.

#define BioAPIERR SECURITY MAC VERIFICATION FAILURE (0x000628)
The MAC verification is failure.

#]deﬁne BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE (0x000644)
The digital signature generation is failure.

#define BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE (0x000648)
The digital signature verification is failure.
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Annex A
(normative)

Conformance

A.1 General

A.1.1 (onformance to this document falls into the following five classes:
— BioAPI conformant biometric application;
— BioAPI 2.0 conformant BioAPI framework;
— BioAPI 2.1 conformant BioAPI framework;
— BioAPI 2.2 conformant BioAPI framework;
— BioAPI 2.0 conformant BSP, comprising one of the following subclasses:
— |BioAPI 2.0 conformant Verification BSP;
— |BioAPI 2.0 conformant Identification BSP;
— |BioAPI 2.0 conformant Capture BSP;
— |BioAPI 2.0 conformant Verification Engine;
— |BioAPI 2.0 conformant Identification Engine;
— BioAPI 2.1 conformant BSP, comprisingone of the following subclasses:
— |BioAPI 2.1 conformant Verification BSP;
— |BioAPI 2.1 conformant Identification BSP;
— |BioAPI 2.1 conformant Capture BSP;
— |BioAPI 2.1 conformant Verification Engine;
— [BioAPI 2.1 conformant Identification Engine;
— BioAPI 2.2 conformant BSP, comprising one of the following subclasses:

— |BieARI 2.2 conformant Verification BSP;

— BioAPt 22 conformant tdentificatiomr BSP;
— BioAPI 2.2 conformant Capture BSP;
— BioAPI 2.2 conformant Verification Engine;

— BioAPI 2.2 conformant Identification Engine.

A.1.2 Conformance requirements for biometric applications, BioAPI Frameworks, and for BSPs are
defined in clauses A.2, A.3, and A.4, respectively.

NOTE Conformance of BFPs is not addressed in this document, but is specified in subsequent parts of the
ISO/IEC 19784 series. Interfaces to BioAPI Units are not standardized.
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A.2 BioAPI Conformant Biometric Application

A.2.1 To claim compliance to the BioAPI specification, a biometric application shall, for each BioAPI
function call utilized, invoke that operation consistently with this specification. That is, all input
parameters shall be present and valid. The application shall accept all valid output parameters and
return values.

A.2.2 There is no minimum set of functions that are required to be called. However, the biometric
pplication shall conform to the call dependencies identified for the functions

A.3 BioAPI Conformant Framework

NOTE This sub-clause is not applicable in a framework-free system.

A.3.1 The BioAPI Framework component is the middleware infrastructure between BioAPI cor{fformant
applications and BSPs. It serves the following general purposes:

d) BSPloading/attaching;

H) BSP and BFP management;

d component registry maintenance and management;
d) function call pass-through/API-SPI translation;

¢) handling of event notifications from BSPs, and\sending those event notifications to (jpossibly
multiple) event handlers in applications that havé loaded that BSP;

f) supporting API calls related to the installation or de-installation of BioAPI components, with
appropriate update of the component registry;

g) supporting queries from a BSP ahoutinstalled BFPs.

A.3.2 To claim conformance to\the BioAPI specification (version 2.0, version 2.1, or versioph 2.2), a
HioAPI Framework shall:

d) provide component management functions as specified in clause 8.1;

H) provide componentregistry services in accordance with Clause 10;

d perform translation of API functions specified in Clause 8 into the corresponding SPI functions
specifieddin-Clause 9;

d) confdrm to the data structures as defined in Clause 7 and the error codes as defined in Clause 11
when implementing a) through c), above;

d) “"handle event notifications and callbacks as defined in clauses 7.38, 8.3, and 9.2.

A.3.3 A conformant BioAPI 2.0 Framework is required to support all the mandatory and optional
provisions of this document, except the subclauses and definitions that are specified as applying to
version 2.1 or greater.

A.3.4 A conformant BioAPI 2.1 Framework is required to support all the mandatory and optional
provisions of this document, except the subclauses and definitions that are specified as applying to
version 2.0, version 2.2, or greater.
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A.3.5 A conformant BioAPI 2.2 Framework is required to support all the mandatory and optional
provisions of this document, except the subclauses and definitions that are specified as applying to
version 2.0 or version 2.1.

A.3.6 No subsets of conformant Framework functions are defined.

A.4 BioAPI Conformant BSPs

—_

TO Clalrr conformanca ta tha RiaADI cnacification (arcian 2 ) vyarcinn 2 1 Ar vuarcinn 2 21 DRDCDe cho
............................. peeitication{version2-0version2-1-or version 22} BSPssha
implemgnt mandatory functions for their conformance sub-class, as defined below, in accordance wit
the SPI defined in Clause 9. BSPs claim conformance to one of the conformance sub-classes specified i

clause Al1.1.

=N=x

BSPs thpat claim conformance only for framework-free operation need not support #hé functions
identifigd in earlier text as not being required for framework-free operation.

BioAPI 2.0 conformant BSPs (of any conformance subclass, including framework-free operation) ar
required to support all the mandatory provisions of this International Standard according to thei
conformance subclass, except the subclauses and definitions that are specified*as applying to versio
2.1 or gijeater.

- = ®

BioAPI 2.1 conformant BSPs (of any conformance subclass, including(framework-free operation) ar
required to support all the mandatory provisions of this Internafional Standard according to thej
conformance subclass, except the subclauses and definitions thapare specified as applying to versio
2.0, vergion 2.2, or greater.

- = ®

BioAPI 2.2 conformant BSPs (of any conformance subclass, including framework-free operation) ar
required to support all the mandatory provisions of this International Standard according to thei
conformance subclass, except the subclauses and definitions that are specified as applying to versio
2.0 or vgrsion 2.1 only.

- = ®

BSPs shall accept all valid input parameters and.return valid outputs. Optional capabilities and return|
are not fequired to claim conformance; but aiwy optional functions or parameters that are implemente
shall bg implemented in accordance with' the specification requirements, including functions nd
required for framework-free operation, but actually implemented. Additional parameters shall not b
required.

DO —~ W0

—_—

The BSH installation process (not applicable for a BSP designed for framework-free operation) sha
perform| the population of allrequired component registry entries.

BSPs shall possess a validand unique UUID that is associated with a specific BSP product and version.

NOTE The UUID-thay be self-generated (see ISOIEC 9834-8) and should (but need not) be the same o
multiple pystems where the same BSP product/version is installed.

=]

BIRs generated-by the BSP shall conform to the data structures defined in Clause 7 (they shall be BioAT
BIRs). BfPs-shall only return BioAPI_BIR data containing a registered FormatOwner with an associate

3 £ L 1 7Q A A ADAY
valid Format rype(Seetrattse I aita i€ x o

0=

BSPs shall perform error handling as defined in Clause 11.

All BSPs claiming to support a full BioAPI system shall support basic Component Management (clause
9.3.1), Handle (clause 9.3.2), Event (9.3.3.1) and Utility (clause 9.3.7) operations (BSP's claiming only
to support use in a framework-free system need not support any of these operations). Callback (clause
9.3.3.2), Database (clause 9.3.5), and BioAPI Unit (clause 9.3.6) operations are optional.

The following table is a summary of BSP conformance requirements by subclass of BSP. Details are
provided in the following sub-clauses. Clause A.4.6 addressed conformance with respect to optional
capabilities.
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Function Verifica- Identifica- Capture |Verification| Identifica-
tion BSP tion BSP BSP Engine tion Engine

Component Management Functions
(BSPs claiming only conformance
for use in a framework-free system)
BioSPI_BSPLoad X X X X X

ioSPI BSPUnload X X X X X
BioSPI_BSPAttach X X X X X
BioSPI_BSPAttachSecure (BioAPI 2.2)

BioSPI_BSPDetach X X X X X
BioSPI_QueryUnits X X X

BioSPI_QueryBFPs

BioSPI_ControlUnit

BioSPI_Control (BioAPI 2.1)

BioSPI_Transform (BioAPI 2.1)

Handle Functions

A BSP claiming only conformance
for use in a framework-free system
need not implement handle func-
tions, provided it never returns
a handle (recommended). If it
Teturns a handle, then these func-
tions shall be supported.)

BioSPI_FreeBIRHandle X X X X X
BioSPI_GetBIRFromHandle X X X X X
BioSPI_GetHeaderFromHandle X X X X X
Callback and Event Functions

None are required for a BSP

flaiming only conformance for use
In a framework-free system)

BioSPI_EnableEvents X X X X X
BioSPI_SetGUICallbacks (BioAPI 2.0)

BioSPI_SubscribeToGUIEvents (Bio-
API2.1)

BioSPIzUnsubscribeFromGUIEvents

BioAPI 2.1)
Biometric Functions
BioSPI_Capture X
BioSPI_CreateTemplate X X
BioSPI_Process X X
BioSPI_ProcessWithAuxBIR
BioSPI_ProcessUsingAuxBIRs (Bio-
AP12.2)
BioSPI_VerifyMatch X X
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Table A.1 (continued)

Function Verifica- Identifica- Capture |Verification| Identifica-
tion BSP tion BSP BSP Engine tion Engine

BioSPI_VerifyMatchUsingAuxBIRs
(BioAPI 2.2)

BioSPI_IdentifyMatch X
BioSPI_Decide (BioAPI 2.2)
BioSPI_Fuse (BioAPI 2.2)
BioSPI_HEnroll X X ‘Q)
BioSPI_Verify X
BioSPI_IFlentify X y\ .
BioSPI_Import LD
BioSPI_RresetldentifyPopulation 0/\\ -

<
©
/

Databage Functions \(,}J
BioSPI_IbOpen o
BioSPI_IDbClose 9D
BioSPI_II)bCreate ) 6\
BioSPI_bDelete ~
BioSPI_]i)bSetMarker | QV
BioSPI_II)bFreeMarker ;‘\}\\
BioSPI_I)bStoreBIR QO
BioSPI_bGetBIR R
BioSPI_bGetNextBIR O
BioSPI_IDbDeleteBIR

4
©

BioAPI Unit Functions

claiming only conformance for use ,\& ’
in a framework-free system) ,_C)

BioSPI_JetPowerMode ,\\-)
; ; \J

BioSPI_{etIndicatorStatus \\%

BioSPI_GetIndicatorStat

BioSPI _( alibrateSerLs@y

Ra\s

Utility K unct%‘g}v
(None a| ired for a BSP

claiminE ly conformance for use
in a framework-free system)

BioSPI_Cancel X X X X X
BioSPI_Free X X X X X

(None alEe required for a BSP

N
N

GUI events

GUI select events (BioAPI 2.1)
GUI state events (BioAPI 2.1)
GUI progress events (BioAPI 2.1)
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A.4.1 BioAPI Conformant Verification BSPs

Verification BSPs are those which are capable of performing 1:1 matching (or authentication), but not
1:N identification matching.

NOTE 1:few (one-to-few) matching may be supported as a series of 1:1 calls.
A BioAPI conformant Verification BSP shall support the following biometric functions:

— BioSPI Verify;

—  BioSPI_Enroll.

o~y

.4.1.1 BioSPI Verify. Only the nearest, better supported MaxFMRRequested is, required to be
upported; however, the BSP shall return that supported value (FMRAchieved). (The BSP shall indicate in
he component registry whether it implements coarse scoring.)

W

NOTE See clause C.4 for an explanation of use of FMR for scoring and thresholding.

Acceptance and use of Subtype is optional.

owl

eturn of Payload is required only if one is associated with the input-RéferenceTemplate and if the score
ufficiently exceeds the FMRAchieved (the BSP shall post minimum*FMR required to return pdyload in
he component registry).

- W

Heturn of AdaptedBIR is optional. Return of raw data (AuditPata) is optional.

o>y

11 BSPs shall provide any necessary user interfacey(as a default user interface) associated With the
dapture portion of the Verify operation. Support forapplication control of a GUI is optional.

]

[ BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall|be done
ccording to the value set in the member :of’the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of'BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

job)

.4.1.2 BioSPI_Enroll. The Purposé value BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY shall
e accepted. If a different purposé value is requested but not supported, an error condition shall pe set as
BioAPI_RETURN.

[<SH o ullle ~Y

cceptance of Payload is,eptional (i.e., if a payload is provided, it doesn’t have to be accepted iff the BSP
oes not support paylpad-carry).

[@PillarY

Acceptance and use.of Subtype is optional.

]

F a BSP supports more than one output BIR data format (as indicated in the BSP schemp in the
omponent tegistry) it shall accept the input OutputFormat and return the NewTemplate in that/format.

Q

Use of the'input ReferenceTemplate, when provided, to create the output NewTemplate is optional.

Heturn of raw data (AuditData) is optional.

All BSPs shall provide any necessary user interface (as a default user interface) associated with the
capture portion of the Enroll operation. Support for application control of a GUI is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).
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A.4.2 BioAPI Conformant Identification BSPs

Identification BSPs are those which are capable of performing both 1:N identification matching as well
as 1:1 matching (or verification). A BioAPI conformant Identification BSP shall support the following
biometric functions:

— BioSPI Verify;
— BioSPI_Identify;

— BioSPIEnroit.

A.4.2.1 | BioSPI Verify. Only the nearest, better supported MaxFMRRequested must be supperted;
howevert, the BSP shall return that supported value (FMRAchieved). (The BSP shall indicate in componer]
registry whether it implements coarse scoring.)

[

NOTE See clause C.4 for an explanation of use of FMR for scoring and thresholding.
Acceptapce and use of Subtype is optional.

Return ¢f Payload is required only if one is associated with the input Referencélfemplate and if the scor
sufficiently exceeds the FMRAchieved (the BSP shall post minimum FMR required to return payload i
the component registry).

-

Return ¢f AdaptedBIR is optional. Return of raw data (AuditData) is'optional.

As a defhult, all BSPs shall provide any GUI associated with theeapture portion of the Verify operation.
However, support for application control of the GUI is optionak

If BioSPJ_BSPAttachSecure (BioAPI 2.2 or greater) has<been called, security operations shall be doEE
according to the value set in the member of the parameter SecurityProfileList, corresponding to t
BioAPI Unit which executes this function, of BioSPI:BSPAttachSecure (BioAPI 2.2 or greater).

A.4.2.2 | BioSPIL Identify. Only the nearest)better supported MaxFMRRequested must be supported.
Return qf matching Candidates is required;heever, the BSP may return values for the FMRAchieved field
as next hearest step/increment. (The BSP/shall indicate in component registry whether it implements
coarse sforing.)

NOTE See clause C.4 for an explanation of the use of FMR for scoring and thresholding.
Acceptapce and use of SubtypeAs optional.

Support|of binning is optienal.

Return ¢f raw data‘fAuditData) is optional.

As a default, all'BSPs shall provide any GUI associated with the capture portion of the Identify operatioi.
However, support for application control of the GUI is optional.

5¢e .2 0T greater) has been called, Security opera hati be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.2.3 BioSPI Enroll. Only the Purpose values BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_
ENROLL_FOR_VERIFICATION_ONLY, and BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY must
be accepted. If another purpose is set but not supported, an error condition shall be set as a BioAPI_
RETURN. Acceptance of Payload is optional.

Acceptance and use of Subtype is optional.
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If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the NewTemplate in that format.

Use of the input ReferenceTemplate, when provided, to create the output NewTemplate is optional.
Return of raw data (AuditData) is optional.

As a default, all BSPs shall provide any GUI associated with the capture portion of the Enroll operation.
However, support for application control of the GUI is optional.

If B;USPI_BSPAttuLhSCLul € (BIUAPI 220t Bt Ca‘icx) hasbeen L,ancd, Sectt 1t_y opet attons—shathbe done
ccording to the value set in the member of the parameter SecurityProfileList, corresponding to the
ioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

jwwilieS]

oY

.4.3 BioAPI Conformant Capture BSPs

ioAPI Capture BSPs are BSPs which provide an interface to one or more biometric sensors and return
htermediate BIRs that can then be used by other BSPs (such as a BioAPI Biometric Engine, se¢ clauses
.4.4 and A.4.5). This type of BSP does not provide the capability to process or match th¢ data it
aptures. A BioAPI conformant Capture BSP shall support the following\biometric functions:

Q o =

- BioSPI_Capture.

A.4.3.1 BioSPI Capture. Return of raw data (AuditData) is optional.

Acceptance and use of Subtype is optional.

]

f a BSP supports more than one output BIR data“format (as indicated in the BSP schemp in the
omponent registry) it shall accept the input OutputFormat and return the CapturedBIR in that format.

Q

s a default, all BSPs shall provide any GUI associated with the BioSPI_Capture operation. However,
upport for application control of the GUI is'‘optional.

wn_No

la Y

.4.4 BioAPI Conformant Verification Engines

ioAPI Conformant Verification \Ehgines are BSPs which contain the biometric processing|(and 1:1
hatching algorithms, but do net perform the biometric capture. These are typically used in cor:Eunction
ith another BSP which handle the capture operation (either a Capture or full BSP). A BioAPI compliant

iometric engine shall sipport the following biometric functions:

o< 0

— BioSPI_CreateTemplate;

— BioSPI_Pracess,;

- BioSPL VerifyMatch.

.4.4.17~ BioSPI_CreateTemplate. Only the Purpose value BioAPI_PURPOSE_ENRO[LL_FOR_
ERIFICATION_ONLY must be accepted. If another purpose is set but not supported, an error cpndition

111 4 RiaADI DIDVOTTIDINT
Siairpesetas a bIOAT I_INL T UININ.

<

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the NewTemplate in that format.

Acceptance of Payload is optional. Template update (through ReferenceTemplate input) is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).
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A.4.4.2 BioSPI_Process. Only input CapturedBIRs with the Purpose value of BioAPI_PURPOSE_VERIFY
must be accepted. If another purpose value is specified, an error condition shall be set as a BioAPI_RETURN.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the ProcessedBIR in that format.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.4.3 | BioSPI_VerifyMatch. Only input BIRs (ProcessedBIR) with a Purpose value of BioAPI_PURPOSH_
VERIFY, |and (ReferenceTemplate) with a Purpose value of either BioAPI_PURPOSE_ENROLL or BioAP]_
PURPOSE_ENROLL_FOR_VERIFICATION_ONLY must be accepted. If another purpose is set, an errg
conditiop shall be set as a BioAPI_RETURN.

—

—_—

Only the¢ nearest, better supported MaxFMRRequested must be supported; however,\ the BSP sha
return that supported value (FMRAchieved). (The BSP shall indicate in component registry whether
implemgnts coarse scoring.)

[

NOTE See clause C.4 for an explanation of the use of FMR for scoring and threshelding.

Return ¢f Payload is required only if one is associated with the input ReferenceTemplate and if the scor
is better than the FMRAchieved (the BSP shall post minimum FMR required to return payload in th
compongnt registry).

D

Returnf];fAdaptedBIR is optional.

If BioSPJ_BSPAttachSecure (BioAPI 2.2 or greater) has been-called, security operations shall be doEE
according to the value set in the member of the parameéter SecurityProfileList, corresponding to t
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.5 BioAPI Conformant Identification Engines

The reqpiirements for a BioAPI conformant Identification Engine are identical to those of a Verificatioh
Engine, vith the exception that BioSPI_CGreateTemplate shall also accept a CapturedBIR with a Purpose
value of BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY and BioSPI_Process shall alsp
accept a|CapturedBIR with a Purpose.value of BioAPI_PURPOSE_IDENTIFY as'well as the addition of thie
followinjg required function:

— Bio$PI_IdentifyMatch.

A.4.5.1 | BioSPI_IdentifyMatch

Only the nearest,\(better supported MaxFMRRequested must be supported. Return of matching
Candidates is required; however, the BSP may return values for the FMRAchieved field as next nearegt
step/indrement: (The BSP shall indicate in component registry whether it implements coarse scoring.)

NOTE Sée clause C.4 for an explanation of the use of FMR for scoring and thresholding.

Support of binning is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6 Optional Capabilities
The following capabilities are considered optional in terms of BSP support and compliance. Note that:

— If implemented, optional capabilities shall conform to specification definitions.
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— BSPs are required to post (at installation) to the component registry (via the OptionsMask

element

of the BSPSchema within the BioAPI_Util_InstallBSP registry function, see clause 10.2.1) whether

or not each option is supported.

NOTE This is not applicable for BSPs designed for framework-free systems.

— BSP documentation shall include a table that identifies which options are supported and which

options are not supported.

A4.6.1 Optional Functions

A.4.6.1.1 Primitive Functions

Ithough optional, it is highly recommended that, if supported by the underlying technol
bllowing primitive functions are supported in in all BSPs.

= NS

.4.6.1.1.1 BioSPI_Capture. If this function is supported, Verification BSPs need only ac
urpose values BioAPI_PURPOSE_VERIFY or BioAPI_PURPOSE_ENROLLFOR_VERIFICATIO
[ another purpose value is specified and not supported, an error condition shall be set as a
ETURN. This function shall return CapturedBIR with a purpose of-BioAPI_PURPOSE_VERIFY,
URPOSE_ENROLL_FOR_VERIFICATION_ONLY, or BioAPI_PURPOSE:ENROLL accordingly.

vl w Bl avaliin wile -3

]

F this function is supported, Identification BSPs shall acCept all purpose values (except
URPOSE_AUDIT), even if there is no difference in the content or format of the returned data.

—_—

Acceptance and use of Subtype is optional.

]

[ a BSP supports more than one output BIR datad format (as indicated in the BSP schem
omponent registry) it shall accept the input OutputFormat and return the CapturedBIR in that

Q

Heturn of raw data (AuditData) is optional.

oY

s a default, BSPs shall provide any, GUI associated with the BioSPI_Capture operation. K
upport for application control of the GUI is optional.

w

]

[ BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall
ccording to the value set in\the member of the parameter SecurityProfileList, correspondin
HioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

job)

A.4.6.1.1.2 BioSPILCreateTemplate. If this function is supported, Verification BSPs need onl
hput CapturedBIRs with the Purpose value of BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION|

—e

If this funetion is supported, Identification BSPs shall accept input CapturedBIRs with a
durpose-alues.

Aceeptance of Payload is optional. Template update (through ReferenceTemplate input) is option

ogy, the

cept the
N_ONLY.
BioAPI_
BioAPI_

BioAPI_

a in the
format.

[owever,

be done
g to the

y accept
ONLY. If

another purpose value is specified and not supported, an error condition shall be set as a BioAPI_RETURN.

I Enroll

al.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the

component registry) it shall accept the input OutputFormat and return the NewTemplate in that

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall

format.

be done

according to the value set in the member of the parameter SecurityProfileList, corresponding to the

BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).
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A.4.6.1.1.3 BioSPI Process. If this function is supported, Verification BSPs need only accept input
CapturedBIRs with the Purpose value of BioAPI_PURPOSE_VERIFY. If another purpose value is specified
and not supported, an error condition shall be set as a BioAPI_RETURN.

If this function is supported, Identification BSPs shall accept input CapturedBIRs with the Purpose value
of either BioAPI_PURPOSE_VERIFY or BioAPI_PURPOSE_IDENTIFY, even if there is no difference in the
content or format of the returned data.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input QutputFormat and return the ProcessedBIR in that format.

If BioSP§_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be ido
according to the value set in the member of the parameter SecurityProfileList, correspondingto t
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater):

A.4.6.1.1.4 BioSPI ProcessWithAuxBIR (BioAPI2.0 and BioAPI2.1). If this function\ is supported,
Verification BSPs need only accept input CapturedBIRs with the Purpose value of BieAPI_PURPOSH_
VERIFY.|If another purpose value is specified and not supported, an error condition shall be set as
BioAPI_RETURN.

If this function is supported, Identification BSPs shall accept input CapturedBIRs with the Purpose val
of either] BioAPI_PURPOSE_VERIFY or BioAPI_PURPOSE_IDENTIFY, even if-there is no difference in t
content pr format of the returned data.

—

BSPs sypporting this function will include in their documentation the format and content (o
alternatjvely the source) of the AuxiliaryData which it accepts as.ihput.

If a BSH supports more than one output BIR data format (as indicated in the BSP schema in the
compongnt registry) it shall accept the input OutputFormat and return the ProcessedBIR in that format).

If BioSP§_BSPAttachSecure (BioAPI 2.2 or greater)®as been called, security operations shall be do
according to the value set in the member of the“parameter SecurityProfileList, corresponding to t
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6.1.1.5 BioSPI_ProcessUsingAuxBIRs (BioAP12.2). If this function is supported, Verification BSH
need onlly accept input CapturedBIRs with the Purpose value of BioAPI_PURPOSE_VERIFY. If anoths
purpose|value is specified and not sfipported, an error condition shall be set as a BioAPI_RETURN.

= Wn

If this flinction is supported,.ldentification BSPs shall accept input CapturedBIRs with the Purpos
value of|either BioAPI_PURPOSE _VERIFY or BioAPI_PURPOSE _IDENTIFY, even if there is no differenc
in the cdntent or format ef'the returned data.

[

—

BSPs sypporting this-function will include in their documentation the format and content (o
alternatjvely the source) of the AuxiliaryData which it accepts as input.

If a BSH supports more than one output BIR data format (as indicated in the BSP schema in the
compongntregistry) it shall accept the input OutputFormat and return the ProcessedBIR in that format.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6.1.1.6 BioSPI VerifyMatch. If this function is supported, only input BIRs (ProcessedBIR) with
a Purpose value of BioAPI_PURPOSE_VERIFY and ReferenceTemplates with a purpose value of either
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BioAPI_PURPOSE_ENROLL or BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY must be accepted.
If another purpose is set and not supported, an error condition shall be set as a BlioAPI_RETURN.

Only the nearest, better supported MaxFMRRequested must be supported; however, the BSP shall
return that supported value (FMRAchieved). (The BSP shall indicate in component registry whether it
implements coarse scoring.)

NOTE See clause C.4 for an explanation of the use of FMR for scoring and thresholding.

Return of Payload is required only if one is associated with the input ReferenceTemplate and if the score
if better than the FMRAchieved (the BSP shall post minimum FMR required to return paylodd in the
domponent registry).

Return of AdaptedBIR is optional.

]

[ BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security opepations shall|be done
ccording to the value set in the member of the parameter SecurityProfileList, \corresponding to the
ioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI\2:2 or greater).

jwwilieS]

.4.6.1.1.7 BioSPI_VerifyMatchUsingAuxBIRs (BioAPI2.2). If this funetion is supported, only input
IRs (ProcessedBIR) with a Purpose value of BioAPI_PURPOSE_VERIEY and ReferenceTemplates with
purpose value of either BioAPI_PURPOSE_ENROLL or BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_
NLY must be accepted. If another purpose is set and not supported, an error condition shall b¢ set as a
ioAPI_RETURN.

O 9 M

(an)

nly the nearest, better supported MaxFMRRequested ‘must be supported; however, the BSP shall
return that supported value (FMRAchieved). (The BSP'shall indicate in component registry whether it
mplements coarse scoring.)

—-

NOTE See clause C.4 for an explanation of the use of FMR for scoring and thresholding.

Heturn of Payload is required only if one is-associated with the input ReferenceTemplate and if the score
b better than the FMRAchieved (the BSP)shall post minimum FMR required to return paylogd in the
omponent.

o =

]

[ BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall|be done
ccording to the value set intthe member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes-this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

job)

=

.4.6.1.1.8 BioSPI _IderntifyMatch. If this function is supported, only input BIRs (ProcessedBIR) with a
urpose value of BieAPI_PURPOSE_IDENTIFY must be accepted. If another purpose value is specified and
ot supported, anerror condition shall be set as a BioAPI_RETURN.

oo Tl

(an)

nly the nearest, better supported MaxFMRRequested must be supported. Return of matching
andidatés_js required; however, the BSP may return values for the FMRAchieved field as nextl nearest
tep/increment. (The BSP shall indicate in component registry whether it implements coarse storing.)

wn_O

NOTE See clause C.4 for and explanation of use of FMR for scoring and thresholding.

Support of binning is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

© ISO/IEC 2018 - All rights reserved 179


https://standardsiso.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

A.4.6.1.1.9 BioSPI Decide (BioAPI2.2). If this function is supported, only score BIR produced by a call
to BioAPI_VerifyMatchUsingAuxBIRs or BioAPI_Fuse shall be accepted. If another BIR is set, an error
condition shall be set as a BioAPI_RETURN.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6.1.1.10 BioSPI_Fuse (BioAPI2.2). If this function is supported, only input BIRs of the same type
([)I'OCGS~ cd, Scote; ot deciston BIRD) shatte au.,cptcd. HBiRsofdifferent t_'ypc.) are-setamrerrot conrdition

shall be et as a BioAPI_RETURN.

If BioSP_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall'be dOEE
according to the value set in the member of the parameter SecurityProfileList, corresponding to t
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greadter).

A.4.6.1.2 Database operations. BSPs are not required to provide an internal (or.BSP-controlled) BI
databasg. If one is provided, however, ALL database functions shall be provided-in-order to access an
maintain it. All provided database functions shall conform to the definitions.

= A

A.4.6.1.3 BioSPI_Import. This function, as a whole, is optional. If it is provided, the component registrjy
shall so feflect, and it shall be implemented as defined.

Verification BSPs are only required to process imported data if the'purpose value is BioAPI_PURPOSH_
ENROLL or BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION:ONLY. Identification BSPs are only
required to process imported data if the purpose value with‘any Enroll purpose value.

(s

Ifa BSP gupports more than one output BIR data format (asindicated in the BSP schema in the componer
registry] it shall accept the input OutputFormat and return the ConstructedBIR in that format.

If BioSPJ_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be doEE
according to the value set in the member of the parameter SecurityProfileList, corresponding to t
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6.1.4 BioSPI_ Export (BioAPI2.2). .This function, as a whole, is optional. If it is provided, the
compongn registry shall so reflect,and it shall be implemented as defined.

Verification BSPs are only required to process the input BIR if the purpose value is BioAPI_PURPOSH_
ENROLL] or BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY.Identification BSPs are only

A.4.6.1.5 BioSPI_PresetldentifyPopulation. This function, as a whole, is optional. If it is provided, the
component registry shall so reflect, and it shall be implemented as defined.

A.4.6.1.6 SPI BioAPI Unit operations. All BioAPI Unit operations, as a whole, are optional. If any are
provided, the component registry shall so reflect, and each function shall be implemented as defined.
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A.4.6.2 Optional Subfunctions
The following table identifies optional capabilities, each of which the BSP shall declare as being

supported or not supported (in the options mask within the BSP Schema in the component registry and
in the BSP documentation).

Table A.2 — Optional Subfunctions

Capability Supported Not Supported

R £ L TR BN
NNCLUIIruril dVV/duLlll. udid

Return of quality

Application-controlled GUI
GUI streaming callbacks (BioAPI 2.0)

Generation of GUI progress events dur-
ing capture suboperations (BioAPI 2.1)

Generation of GUI progress events
during identify match suboperations
(BioAPI 2.1)

Detection of source presence

Payload

Digital signature of BIR
MAC generation of BIR
Encryption of BDB

ACBio generation

Template update

Adaptation

Binning

Self-contained device
Match-on-Card
Subtype to capture
Sensor BFPs

Archive BEPs
Matching BFPs
Pro¢essing BFPs

Coarse scoring

.4.6.2.1 _~Return of raw data. Functions involving the capture of biometric data from a sensor may
ptionallyisupport the return of this raw data for purposes of display or audit. If supported, the output
arameter AuditData will contain a pointer to this data. If not supported, the BSP will return a|value of
igAPI_UNSUPPORTED_BIR_HANDLE.

(wwiaolilleN-

A.4.6.2.2 Return of quality. Upon the new capture of biometric data from a sensor, the BSP may
calculate a relative quality value associated with this data, which it will include in the header of the
returned CapturedBIR (and the optional AuditData). If supported, this header field will be filled with a
positive value between ‘1’ and ‘100". If not supported, this field will be set to ‘~2". This would occur during
BioSPI_Capture and BioSPI_Enroll.

Similarly, when a BIR is processed, another quality calculation may be performed and the quality
value included in the header of the ProcessedBIR (and the optional AdaptedBIR). This would occur
during BioSPI_CreateTemplate, BioSPI_Process, BioSPI_ProcessWithAuxBIR, BioSPI_Verify, BioSPI_
VerifyMatch, BioSPI_Enroll, and BioSPI_Import (ConstructedBIR) operations.
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The BSP shall post to the component registry (OptionsMask) whether or not it supports the calculation
of quality measurements for each type of BIR - raw, intermediate, and processed.

NOTE See clause 7.73 for additional information regarding use of quality data.

A.4.6.2.3 Application-controlled GUI. The BSP supports the necessary callbacks to allow the
application to control the “look-and-feel” of the GUI.

NOTE1 Thisis not applicable for BSPs designed for framework-free systems.

All BioAPI conformant BSPs shall provide, as a default, the capability to display user interfa
information (assuming such a display is present and required by the biometric technology) duxi
capturefoperations. All BSP supplied GUIs shall include an operator abort/cancel mechanism.

Optionally, the BSP may also support application-controlled GUI. In this case, the BSP shall'stipport thie
BioSPI_betGUICallbacks function.

tion-controlled GUI is supported, the BSP may additionally provide streaming data (e.g., fq
face recognition). If streaming data is provided, the BSP shall support the input parameter]

wn =

[

GUI streaming callbacks. The BSP provides GUl.stteaming data, and supports the GU
ing callback.

NOTE This is not applicable for BSPs designed for framework-free systems.

A.4.6.2.5 Detection of source presence. The BSR'Can detect when there are samples available, and
support$ the source present event.

NOTE 1 | This is not applicable for BSPs designedfor framework-free systems.

NOTE 2 | Anexample of ‘samples available*would be when a finger has made physical contact with the platen ¢f
a fingerpjrint scanning sensor.

A.4.6.2.6 Payload carry.SomeBSPs may optionally support the storage of a ‘payload’ when a referende
templatg is created, and the subsequent release of that payload upon successful verification. The conter
of the payload is unrestrictéd, but may include secrets such as PINs or private keys associated with t
user whpse biometric data’is contained within the BIR. Payload data is provided during a BioSPI_Enroll
or BioSRI_CreateTenipldte operation and is released as a result of a BioSPI_Verify or BioSPI_VerifyMatc
operatign. If suppetted, BSPs shall post to the component registry the maximum payload size it ca
accommjodate. Asmaximum size of ‘0’ indicates payload carry is not supported. If input payloads excee
this size| an efror shall be generated. If payload carry is not supported, the output Payload is set to NULL.

(s

NOTE See clause C.5 for additional information on payloads.

A.4.6.2.7 Security features. The BioAPI supports but does not require the implementation of security
features. Security operations shall be done according to the value set in the member of the parameter
SecurityProfileList, corresponding to the BioAPI Unit, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

The following features are optionally supported:
— Encryption of BDB;
— Digital signature of BIR (the concatenation of SBH and BDB to be exact);

— MAC generation of BIR (the concatenation of SBH and BDB to be exact);
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— ACBio generation.

NOTE Key management associated with this capability is addressed by this API but the detail of key
management is not described in this document. For details of key management, see RFC 3852.

A.4.6.2.8 Template update. The CreateTemplate and Enroll functions may be provided by the
application with a previously enrolled template (ReferenceTemplate) for update (i.e., the BSP may use
this template along with the newly captured sample to create the NewTemplate). The BSP shall in all
cases return a NewTemplate (except in the event of an error) but if template update is not supported, it

e reason
: (BioAPI_
INVALID_BIR_HANDLE). The BSP shall post to the component registry (OptionsMask) its sugport for

A.4.6.2.10 Binning. ldentification BSPs may optionally suppert methods of limiting the population of a
database to be searched in order to improve response time! This applies to Identification type BiSPs only
and occurs only during BioSPI_Identify and BioSPI_IdentifyMatch operations. Identification B§Ps shall
ost whether or not they support binning. Identification BSPs that do not support binning may ignore
he input Binning on/off parameter.

[mileo

o

OTE No explicit API support is provided for setting or modifying the binning strategy other|than for
irning it on or off.

—t

=

.4.6.2.11 Self-contained Device. The'supported sensor device is “self-contained”. That is, in addition to
he sensor itself, at least the verification function is entirely contained within the device, and the device
hay also contain a BIR database,

- ct

=z

OTE Self-contained deyices can comprise two or more BioAPI Units (i.e., the sensor unit plus qne other
htegory of BioAPI Unit).

Q

A.4.6.2.12 Match-en-Card. The BSP supports the ability for the matching operation to be exe¢uted on
d smartcard. Depending on the sub-class of BSP, this requires that the BSP be able to create and operate
upon BIRs suitable for MOC. It may further require that the BSP be able to interact (directly or indirectly)
with the card:

.4.6.2:13 Subtype to capture. The BSP supports the ability for the application to specify which
1ometrlc subtype(s), of a given biometric type, to capture (e.g., the rlght index finger or left ey¢). If this

a5 ot d o 3 A o o4 o alaty o ~ontiiien thon +h o a1
4d d 1€+ 1 H 1fin L 1% o PCD o re that
pPtroTr 1S au}]luul cCO—a T alJlJllelLlUll a}]\,\,ul\,o & .)uuL_y l.}\, cO \,alJLul S theh—thRtbotr— Wit Capt tu

specific biometric feature and so indicate in the header of the returned CapturedBIR. This applies to all
functions requiring a biometric capture (i.e., BioSPI_Capture, BioSPI_Enroll, BioSPI_Verify, or BioSPI_
Identify).

tT"1>

A.4.6.2.14 Sensor BFP. The BSP supports the attachment of alternative sensor devices (units) via an
associated FPI. When attached, the BSP will utilize that sensor unit for any functions requiring a biometric
capture (i.e., BioSPI_Capture, BioSPI_Enroll, BioSPI_Verify, or BioSPI_Identify).

A.4.6.2.15 Archive BFP. The BSP, in addition to any internal archive capability, supports the attachment
of an alternative archive unit. The BSP thus supports the interface to such a unit through the associated
FPI. This would also require that the BSP support the BioSPI database operations. When attached, the
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BSP utili

zes this archive when the Database UUID associated with this archive (BIR database) is specified

for any database function.

A.4.6.2.16 Matching BFP. The BSP supports the attachment of an alternative matching unit (algorithm).

When attached, the BSP will utilize the alternate unit for any matching operation for which it is capable

(i.e., for verify operations if it is a 1:1 matching module).

A.4.6.2.17 Processing BFP. The BSP supports the attachment of an alternative processing unit
(algorithm). When attached, the BSP will utilize the alternate unit for any BioSPI Process or BioSPI

CreateT|

A.4.6.2.
been ing
the Opti

pmplate calls.

18 Coarse scoring. The BSP supports the return of scores in increments that have purposely
reased to counter specific attack scenarios (see clause C.4.6). Unless this option is indicated in
bnsMask, the BSP provides finely quantized scores.

184
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Annex B
(normative)

CBEFF Patron Format Specification: BioAPI patron format

4

o

1

[@PillarY

0.1 Patron
50/IEC JTC1 SC 37

0.2 Patron identifier

57 (0x0101) . This has been allocated by the Registration Authority.

3.3 Patron format name

SO/IEC JTC1 SC37 BioAPI patron format.

0.4 Patron format identifier

(0x0006) . This has been registered by the Registration Authority.

3.5 ASN.1 object identifier for this patron format

[SO registration-authority cbeff(19785)ybiometric-organization(0) jtc1l-sc37(257) patron-f
ioAPI (8)}}

r, in XML value notation,

.1.19785.0.257.1.6
0.6 Domain of Use
ocument.

3.7 _Version identifier

his,patron format specification has a version identifier of {major (2) minor (0)}, or 03

B.8 CBEFF version

This specification conforms to CBEFF version "major(2) minor(0)".

B.9 General

rmat(1)

pplications and“BSPs requiring a BIR that is fully supported by the C structures specified in this

20.

This patron format is consistent with the normative specification of the BioAPI C data-structures (and
values of these structures) for CBEFF data elements, as specified in Clause 7.
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This patron format is intended to be used when the BioAPI BIR is persistently stored or transmitted as

a unit between systems.

NOTE
defined in clause 7.7.

Annex D provides sample code for creating a BioAPI Patron Format from a BioAPI_BIR C structure as

The byte/bit order of implementations of this format shall be big-endian, with no padding between data
elements, for all storage and transfer between systems.

B.10 S

P .
CLliliiduiulil

CBEFF-defined data elements that are not included in this table are specified as having the abstrag

(i

value N() VALUE AVAILABLE in this patron format.
BioAPI field name, BioAPI Lensth (bv‘ CBEFF
referenge, and patron for- | CBEFF data element name g Abstract values E /\linga Refer-
; (bytes) W)
mat field name r\ ence
BIR Lengfhb n/a 4¢ Length in bytes of the Integer n/a
entire BIR encoding,
with the exception ef
this length field.
BioAPI_V[ERSION CBEFF_patron_header_version |1 Major = 2 20 6.5.24
(BioAPI 4.85) Minor =0
BioAPI_BIR_DATA_TYPE CBEFF_BDB_encryption_op- 1 NOT ENCRYPTED '0_ 6.5.3
(BioAPI 712) tions ENCRYPTED "1
CBEFF_BIR_integrity_options NQT.SIGNED 0 6.5.4
SIGNED 2
CBEFF_BDB_processed_level NO VALUE AVAILABLE |0’ 6.5.11
RAW "1
INTERMEDIATE "2
PROCESSED "4
(index fl4g) n/a INDEX PRESENT '8 n/a
BioAPI_BJIR_BIOMETRIC_ CBEFF_BDB_format_owner 2 FormatOwner Integer 6.5.1
DATA_FQRMAT (BioAP17.9) |CBEFF_BDB_format type 2 FormatType integer 6.5.2
BioAPI_QUALITY (BioAPI CBEFF_BDB_quality 1 NOT SUPPORTED -2 6.5.15
7.73) NOT SET (NO VALUE -1
AVAILABLE)
VALUE 0-100
BioAPI_BIR_PURPOSE CBEFE_BDB_purpose 1 NO VALUE AVAILABLE |0 6.5.14
(BioAPI 7.16) VERIFY 1
IDENTIFY 2
ENROLL 3
ENROLL_FOR_VERIFICA- |4
TION_ONLY
ENROLL_FOR_IDENTIFI- |5
CATION_ONLY
AUDIT 6
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