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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

When data is sent from one place to another, it is often necessary to protect it in some way while it is in
transit, e.g. against eavesdropping or unauthorized modification. Similarly, when data is stored in an
environment to which unauthorized parties can have access, it can be necessary to protect it.

If the confidentiality of the data needs to be protected, e.g. against eavesdropping, then one solution
is to use encryption, as specified in ISO/IEC 18033 (all parts) and ISO/IEC 10116. Alternatively,
if it is necessary to protect the data against modification, i.e. integrity protection, then message

e e R e TR

Sof ssing the
dgta with the objective of providing both confidentiality and integrity protection.

In|this document, authenticated encryption mechanisms are defined. These are methods for pfocessing
dqta to provide both integrity and confidentiality protection. They typically involve either a|specified
combination of a MAC computation and data encryption, or theise of an encryption algorjithm in a
splecial way such that both integrity and confidentiality protection are provided.

The methods specified in this document have been designed to maximize the level of security and
prpvide efficient processing of data. Some of the techniques defined here have mathematical [proofs of
sefurity", i.e. rigorous arguments supporting their soundness.
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Information security — Authenticated encryption

1

Scope

This document specifies five methods for authenticated encryption, i.e. defined ways of processing a

da

ta string with the following security objectives:

All five methods specified in this document are based on a block ciphex’algorithm, and re

(0)y

Ke
IS

Fdur of the mechanisms in this document, namely mechanisms 3, 4, 5 (AAD variant only) an

da
to

p1]
Caj

N(
pr
pr
2

TH

data confidentiality, i.e. protection against unauthorized disclosure of data;
data integrity, i.e. protection that enables the recipient of data to verify that it hasmotbeen

data origin authentication, i.e. protection that enables the recipient of data to verify the i
the data originator.

iginator and the recipient of the protected data to share a secret key(for this block cipher.

y management is outside the scope of this document. Key management techniques are (
D/IEC 11770 (all parts).

modified;

Hentity of

quire the

efined in

H 6, allow

ta to be authenticated which is not encrypted. That is;these mechanisms allow a data string that is

be protected to be divided into two parts, D, the data string that is to be encrypted and
otected, and A (the additional authenticated data) that is integrity-protected but not encryp
Ses, the string A can be empty.

TE Examples of types of data that can needto be sent in unencrypted form, but whose integr

btected, include addresses, port numbers, sequence numbers, protocol version numbers and othg
btocol fields that indicate how the plaintextis to be handled, forwarded or processed.

Normative references

e following documents are‘referred to in the text in such a way that some or all of thei

integrity-
ted. In all

ty is to be
r network

r content

copnstitutes requirements{ of this document. For dated references, only the edition cited applies. For

urj

IS
Co

IS

IS
BI

dated references, thé latest edition of the referenced document (including any amendments

D/IEC 9797 (alldparts), Information technology — Security techniques — Message Auth
des (MACs)

D/IEC 10116, Information technology — Security techniques — Modes of operation for an n-bit bl

D/IEC>18033-3, Information technology — Security techniques — Encryption algorithms
bek Ciphers

) applies.

bntication

hck cipher

— Part 3:

3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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additional authenticated data

AAD
data that

3.2

is integrity-protected but not encrypted by the authenticated encryption mechanism (3.3)

authenticated encryption
(reversible) transformation of data by a cryptographic algorithm to produce ciphertext (3.5) that
cannot be altered by an unauthorized entity without detection, i.e. it provides data confidentiality, data
integrity (3.6), and data origin authentication

3.3

authenti
cryptogr
data, and

rated encryption mechanism
phic technique used to protect the confidentiality and guarantee the origin and integrity
which consists of two component processes: an encryption (3.8) algorithm and’a decrypti

(3.7) alggrithm

3.4

block cipher

symmetri
block of p

[SOURCE

3.5
cipherte
data whig

[SOURCE

3.6
data inte

property
[SOURCE

3.7
decrypti
reversal

[SOURCE

3.8
encrypti
(reversib

laintext (3.13), i.e. a string of bits of a defined length, to yield a bloecKof ciphertext (3.5)
ISO/IEC 18033-1:2015, 2.9]

Kt
h has been transformed to hide its information content

ISO/IEC 10116:2017, 3.2]
grity
that data has not been altered or destroyed in an unauthorized manner

ISO/IEC 9797-1:2011, 3.4]

pn
fa corresponding encrypgion (3.8)

ISO/IEC 18033-1:2015, 2.16]

pn
e) transformation of data by a cryptographic algorithm to produce ciphertext (3.5), i.e., to hi

the informationscontent of the data

[SOURCE

ISO/IEC 18033-1:2015, 2.21]

of

C encryption system (3.15) with the property that the encryption (3.8) algorithm operates o a

39

encryption system
cryptographic technique used to protect the confidentiality of data, and which consists of three
component processes: an encryption (3.8) algorithm, a decryption (3.7) algorithm, and a method for
generating keys (3.10)

[SOURCE:

ISO/IEC 18033-1:2015, 2.23]
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3.10
key
sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,

de

cipherment)

[SOURCE: ISO/IEC 18033-1:2015, 2.27]

3.11

message authentication code

MAC

St 1115 Uf bltb VV]lliL}l ib t}lC Uutyut Uf d }\V{AC Cl}sUl it}llll

[SPURCE: ISO/IEC 9797-1:2011, 3.9]

3.12

p4qrtition

prpcess of dividing a string of bits of arbitrary length into a sequence of blogks, where the
each block is n bits, except for the final block which shall contain r bits, 0 < = n

3.13

plpintext

urfencrypted information

[SPURCE: ISO/IEC 10116:2017, 3.11]

3.14

secret key

kel (3.10) used with symmetric cryptographic technigues by a specified set of entities

[S
3.

syimmetric encryption system

en
3

S

o

QU T O 9>

DURCE: ISO/IEC 18033-1:2015, 2.33]
L5

cryption (3.8) system based on syminetric cryptographic techniques that uses the same
114) for both the encryption (3.8).antd’decryption (3.7) algorithms

DURCE: ISO/IEC 18033-1:2015, 2.40]

Symbols and abbreviated terms

additional authenticated data
authentiCated-encrypted data string
data'string to which an authenticated encryption mechanism is to be applied

block cipher decryption algorithm; di(Y) denotes the result of block cipher decrypting

length of

becret key

¥ the n-bit

©

black Vucinagtha cacen +leax K
Bro-exX—H5HE

TS T CTeTIcTy1x

block cipher encryption algorithm; ex(X) denotes the result of block cipher encrypting the n-bit

block X using the secret key K

secret block cipher key shared by the originator and recipient of the data to which the
cated encryption mechanism is to be applied

number of blocks in the partitioned version of D
block length (in bits) for a block cipher
tag length (in bits)

ISO/IEC 2020 - All rights reserved
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0! block of i zero bits
1 block of i one bits
@ bit-wise exclusive-or of strings of bits (of the same bit-length)

[l concatenation of bit strings, i.e. if A and B are blocks of bits, then A|| B is the block of bits obtained
by concatenating A and B in the order specified

# function converting a number into an a-bit block of bits

If kis an integer (0 < k < 29), then # (k) is the a-bit block which, when regarded as the binaryrgp-
resentation of a number with the most significant bit on the left, equals k.

#1 fupction converting a block of bits to a number

If 4| is a block of bits, then #-1(4) is the unique non- negative integer whose binaryxepresentatipn
is Ji. Hence, if A has n bits, then #, (#1(4)) = A.

X|;  lef-truncation of the block of bits X
If X has bit-length greater than or equal to s, then X|, is the s-bit blockCensisting of the left-mqgst
s Hits of X.

X|s right-truncation of the block of bits X

If X has bit-length greater than or equal to s, then X|* is the s~bit block consisting of the right-mqgst
s Hits of X.

X<<1 lefft shift of a block of bits X by one position

THhe rightmost bit of Y = X<<1 is always set to zere.

X>>1 right shift of a block of bits X by one position

THe leftmost bit of Y = X>>1 is always set.to zero.
len  fupction taking a bit-string X as input, and which gives as output the number of bits in X

mod if|a and b > 0 are integefs) then a mod b denotes the unique integer ¢ such that:

1| 0<c<b;and

2)| a-cis aninteger-multiple of b.

5 Requirements

The authgnticated encryption mechanisms specified in this document have the following requiremen[j.

The origindator and recipient of the data to which the authenticated encryption mechanism is to pe
applied, shall:

a) agree on the use of a particular mechanism from those specified in this document;

b) agree on the use of a particular block cipher to be used with the mechanism (one of the block
ciphers standardized in ISO/IEC 18033-3 shall be used);

c) shareasecretkey K: in all mechanisms except for authenticated encryption mechanism 5, this shall
be a key for the selected block cipher, and in mechanism 5 it shall be a key used as input to a key
derivation procedure.

In addition, each mechanism has specific requirements listed immediately before the mechanism
description.

4 © ISO/IEC 2020 - All rights reserved
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Annex A provides guidance on the use of the mechanisms defined in this document.
Annex B contains numerical examples of the operation of the mechanisms specified in this document.

Annex C provides the object identifiers which shall be used to identify the mechanisms defined in this
document.

6 Authenticated encryption mechanism 2 (key wrap)

6.f—Gemerat

THis clause defines an authenticated encryption mechanism commonly known as key wfap:
NOQTE1 This scheme was originally designed for authenticated encryption of keys and assoeiated information.
THat is, it is designed for use with short data strings. However, the scheme can be used with arbitrary length data
stfings (up to a maximum of around 267 bits), although it is not efficient for protectinglong messages.
NOTE 2  This mode is known as AES key wrap when the AES block cipherdis‘used, where AES ptands for

advanced encryption standard, a block cipher algorithm specified in ISO/IEC 18033-3:2010. AES key wrap is also
specified in References [7] and [9].

6.2 Specific notation

Far the purposes of the specification of this mechanism, the)fellowing symbols and notation apply:

Cof C1s - Cppy sequence of (m+1) 64-bit blocks obtained as the output of the authenticatef encryp-
tion process

Dy D,, .., D, sequence of m 64-bit blocks-ebtained by partitioning D, i.e. 64m = len(D)

R} Ry, .. Ry, sequence of m 64-bit bloeks computed during the encryption and decryption processes

Y 64-bit block used-during the encryption and decryption processes

Z 128-bit block computed during the encryption and decryption processes

6.3 Specific requirements
The block cipher to be:tsed with this mechanism shall be a 128-bit block cipher, i.e. it shall haye n=128.

The data string Dto’be protected using this mechanism shall contain at least 128 bits and a npultiple of
64 bits (i.e. thepit-length of D shall be 64m for some integer m > 1).

6.4 Encryption procedure

Thetoriginator shall perform the following steps to protect a data string D.

a) Partition D into a sequence of m 64-bit blocks Dy, D,, ..., D,,, so that D; contains the first 64 bits of D,
D, the next 64 bits, and so on.

b) Let Y be the 64-bit block having hexadecimal representation AGA6A6A6A6A6A6AG, i.e. in binary it
equals (10100110 10100110 ... 10100110).

c) Fori=1,2,..,m:
letR;=D;.
d) Fori=1,2,.., 6m,perform the following four steps:

1) LetZ=eg(Y||Ry);

© ISO/IEC 2020 - All rights reserved 5
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2) LetY = Z|64 @ #64(1)’
3) Forj=1,2,..,m-1:

let R] = R]+1;

4) LetR, =Z|o%

e) Let(Cy=Y.

f) Fori=1,2,..,m:

let C;
The outp
Cc=C

That is, a

6.5 De
The recip
a) Iflen

b) Parti
C C

c) LetY
d) Fori
let R;
e) Fori
1) 1
2) L
3) K

4 1

f£) IfY3
INVA

=R,
it of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-string:

1 Cy Il 11 G
string of 64(m+1) bits, that is C contains precisely 64 bits more than D.

cryption procedure
ent shall perform the following steps to decrypt and verify an authenticated-encrypted string
[C) is not a multiple of 64 or is less than 192, then halt and eufput INVALID.

Lion C into a sequence of m+1 64-bit blocks Cy), Cy, ..., Cyy, S that € contains the first 64 bits
Lhe next 64 bits, and so on.

= Cy.
1,2, ., m:
=C;.
= 6m, 6m-1, down to 1, perform the following four steps:
et Z=d( [Y @ #540] || Ry );
etY=27|g4
orj=m,m-1, .., 2:
let Rj = Rj—l;
et R, = Z|°%,

(10100140 10100110 ... 10100110), then output D = R, || R || ... || R,,. Otherwise, outy
LID.

7 Authenticated encryption mechanism 3 (CCM)

7.1 General

C.

of

ut

This clause defines an authenticated encryption mechanism commonly known as CCM (for counter
with CBC-MAC).

NOTE

CCM is due to Whiting, Housley and Ferguson.[10] The version of CCM defined here is a special case of
CCM as defined in References [8] and [10].

© ISO/IEC 2020 - All rights reserved
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7.2 Specific notation

For the purposes of the specification of this mechanism, the following symbols and notation apply:

B block of bits used in computing the tag value

By, By, .., B, sequence of blocks of bits (each of n bits) used in computing the tag value

Cy, Cy, ..., C,,  sequence of m 128-bit blocks obtained as part of the output of the authenticated en-
cryption process

Dy D,, .., D,  sequence of m 128-bit blocks obtained by partitioning a padded version of-D.

F flag octet

L length of D (in octets), excluding padding and the length block Dy

r the number of octets of D in the block D,

S starting variable (of 120-8w bits)

T plaintext tag value (of ¢ bits)

T' recomputed tag value, generated during the déeryption process

U encrypted tag value (of t bits)

1% variable used in computing the tag value

w length of message length field in octets

X 128-bit block computed during the encryption and decryption processes

In| advance of any use of (the mechanism, the originator and recipient of the data to v
authenticated encryption‘mechanism is to be applied, shall agree on:

a)| ¢, the bit-length.ofthe tag; t shall be chosen from the set {32, 48, 64, 80,96, 112, 128}; and

b)[ w, the octet-length of the message length field; w shall be chosen from the set {2, 3, 4, 5, 6,

7.8 Specific requirements

128-bit block computed.during the encryption and decryption processes

vhich the

7,8},

NOTE The(choice of w affects the maximum message length which can be protected. The maximuim message

lefgth is 28¥+3 bits, i.e. 28W octets.

The black cipher to be used with this mechanism shall be a 128-bit block cipher, i.e. it shall ha

e n=128.

The data string D to be protected using this mechanism, and the additional authenticated data string
A, shall contain a whole number of octets, i.e. their lengths shall be a multiple of 8 bits [i.e. len(D) and
len(A) shall both be an integer multiple of 8].

7.4 Encryption procedure

The originator shall perform the following steps to protect a data string D. Let L = len(D)/8, i.e. L is the
number of octets in D.

a) A starting variable S containing 15-w octets (i.e. 120-8w bits) shall be selected. This variable shall
be distinct for every message to be protected, and shall be made available to the recipient of the
message. However, it is not necessary that this value is unpredictable or secret.

© ISO/IEC 2020 - All rights reserved
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b)

d)

f)

g)

h)

j)
k)

D)

NOTE1 The value S can, for example, be generated using a counter maintained by the originator, and sent
in cleartext along with the protected message.

Right pad the data string D with 16-r zero octets (i.e. between 0 and 120 zero bits) so that the
padded version of D contains a multiple of 128 bits. Then, partition the padded version of D into a
sequence of m 128-bit blocks D, D,, ..., D,,,, so that D, contains the first 128 bits of D, D, the next
128 bits, and so on.

NOTE 2  The value m needs to satisfy 16(m-1) < L < 16m.

Iflen(4) = 0, then let the flag octet F = 02 || #.((t-16)/16) || #.(w-1).

Iflen[A) > 0, then let the flag octet F= 0 || 1 || #3((¢-16)/16) || #3(w-1).

NOTH3  The most significant (left-most) bit of F is a "reserved" bit, i.e. it is set to zero for the vérsion| of
the nlechanism specified here but can be used in the future in other (as yet unspecified) yersions of ﬂhe
mechfnism. The next to the most significant bit of Fis set to zero to indicate that all the dataybeing protected
by th¢ mechanism is encrypted.

Let X|= ex(F|| S || #,,(L)).

If len[A4) > 0, then perform the following six steps:

1) if0<len(4) < 65 280, then let B = #,4(len(4)/8) || 4;

2) if 65 280 <len(4) < 232, then let B= 115 || 0 || #3,(len(4)/8)J| A;

3) if232<len(A) < 264, then let B= 116 || #.,(len(4)/8) || 4

4) partition B into a sequence of blocks: By, B,, ..., Bp@s follows: let B; contain the first n bits|of
B, B, the next n bits, and so on, until B, contains the final k bits, where 0 < k < n. Thus, len(B) =
(V-Dn+k;

5) might pad B, with n-k zeros, i.e. let B, = B}| 07°k;

6) fpri=1,2,..,v:
letX=ex( XD B;).
Forif 1,2, ..., m:
letXFex(XDD,;).
Let T|= X|,.

NOTH4  The plaintekttag Tis equal to a MAC computed on the data string By, By, ..., B,, D1, D, ..., D,,, using
a sligIt modification of MAC algorithm 1 specified in ISO/IEC 9797-1.

Let the flag.octet F= (05 || #5(w-1) ), and let Y= (F|| S|| 08w).

NOTH57) The two most significant (left-most) bits of F are "reserved" bits, i.e. they are set to zero for the
version of the mechanism specified here but can be used in the future in other (as yet unspecified) versions
of the mechanism. The next three most significant bits of F are set to zero to ensure that this octet is distinct
from the flag octet used in step c) above.

LetU=T D [ex(V)]l|~

Fori=1, 2, ..., m-1, perform the following two steps:

1) LetY=(F|S|| #g,0));

2) LetC;=D,® eg(Y).

LetY=(F||S|| #5,(m)),andletC,, = [D,, ® ex(Y) llg,-
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The output of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-string:

C=ClI Gl NI Crpg 1 C I U

That is, a string of 8L+t bits, that is C contains precisely t bits more than the original data string D
[although it is also necessary to convey the (120-8w)-bit starting variable S and the variable length
additional authenticated data A to the recipient].

7.5 Decryption procedure

Tl
a)
b)
‘)

d)

f)

g)

h)

j)

k)
1)

ETEeCIpient sitatt perform the fotowing Steps to decTy ptand Verify am autienticated-encrypte
If C does not contain a whole number of octets, then halt and output INVALID.
If the length of C is less than (¢+8) bits, then halt and output INVALID.

Let m and r be the unique integers such that C contains a total of 128(m-1) +8p + t bits, wh
16. Partition Cinto a sequence of blocks: €y, C5, ...C,,, U as follows. Let C; contain the first 1
C, C, the next 128 bits of C, and so on, until C,, contains the next 8r bitslefC. Finally, let Ub
t bits of C.

Let the flag octet F = (0 || #5(w-1) ), and let Y= (F|| S || 08w).

Let T=U® [ex(V)]|~

Fori=1, 2, ..., m-1, perform the following two steps:

1) LetY=(F||S|| #,));

2) LetD,;=C,; @ eg(Y).

Let Y= (F|| S || #,(m)), and let D,, = C,i& [ex(V)]lg,-

LetD=D,|| Dy || ...|| D,,, and let L = 16m - 16 +r.

Right pad D,, with 128-8r zeros,i:€. let D,, = D, || 0128-87,

Iflen(4) = 0, then let the flag octet F = 02 || #5((¢-16)/16) || #3(w-1).
Iflen(A) > 0, then let the-flag octet F= 0 || 1 || #3((¢-16)/16) || #3(w-1).
Let X = ex(F || S | hpalL).

If len(4) > 0,then perform the following six steps:

1) if 0. <Jen(A4) < 65 280 then let B = #,,(len(4)/8) || 4;

2) if65 280 <len(4) < 232 thenlet B=115|| 0 || #3,(len(4)/8) || 4;
3) " if 232 <len(4) < 2% then let B = 116 || #,,(len(4)/8) || 4;

1 string C.

pbre 0 <r <
28 bits of
b the final

4) partition B into a sequence of blocks: By, B,, ..., B,, as follows: let B; contain the first n bits of
B, B, the next n bits, and so on, until B, contains the final k bits, where 0 < k < n. Thus, len(B) =

(v-Dn+k;
5) right pad B, with n-k zeros, i.e.let B, = B, || 0"k;
6) fori=1,2,..v:
letX=ex( XD B;).
Fori=1,2,..,m:

letX=e (XD D,).
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o) LetT =X,
p) If T= T’ then output D as computed in step h) and A. Otherwise, output INVALID.

8 Authenticated encryption mechanism 4 (EAX)

8.1 General

This clause defines an authenticated encryption mechanism commonly known as EAX.

—-

NOTE EAX is due to Bellare, Rogaway and Wagner.[2] The letters EAX do not appear to stand for anything
particular

n

8.2 Specific notation
For the plirposes of the specification of this mechanism, the following symbols and notation apply:

Cy, Gy o [ sequence of blocks of bits (each of n bits, with the possible exception of C,,) obtained|as

" part of the output of the authenticated encryption process
D, D,, ..,|D,, sequence of blocks of bits (each of n bits, with the possibleexception of D, ) obtained py
partitioning D
Ey E Ey n-bit blocks computed during the encryption and decryption processes
M function used in the encryption and decryption processes
S starting variable (n bits)
T tag (t bits), adjoined to an encrypted\message to provide integrity protection
T' recomputed tag value, generated during the decryption process
w n-bit block computed duringthe encryption and decryption processes

8.3 Specific requirements

In advanfe of any use of thé'\mechanism, the originator and recipient of the data to which the
authentidated encryption miechanism is to be applied, shall agree on t, the length of the tag in bils,
where 0 4 t<n.

8.4 Definition offunction M

Definition of thevencryption and decryption procedures requires the definition of a function M that
takes an grbitrary length string of bits and a block cipher key as input and gives an n-bit block as outpjt.
The definlition of this function is as follows.

If X is a string of bits, and K is a key for the chosen block cipher, then M (X) shall equal an (untruncated)
message authentication code computed on the string X using key K using MAC algorithm 5 of
ISO/IEC 9797-1:2011, where the block cipher used in the MAC algorithm shall be the same as the block
cipher algorithm selected for the authenticated encryption process.

NOTE MAC algorithm 5 of ISO/IEC 9797-1:2011 is also known as CMAC.
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8.5 Encryption procedure

The originator shall perform the following steps to protect a data string D.

2020(E)

a) A starting variable S containing n bits shall be selected. This variable shall be distinct for every
message to be protected, and shall be made available to the recipient of the message. However, it is

not necessary that this value is unpredictable or secret.
Let E = Mg(07]|S).
LetE, = M (0"1]|1]|A)

g)
h)

T}

TH
ne

Th

b)

Let W= E,,.

Partition D into a sequence of blocks: Dy, D,, ..., D,,,, as follows. Let D; contain the-first n bi
the next n bits, and so on, until D, contains the final r bits, where 0 < r < n. Thais\lén(D) =

Fori=1, 2, .., m-1, perform the following two steps:
1) letC;=D; @ ex(W);
2) letW=#,(#1(W) +1 mod 27).
Let C,, = Dy, @ [ex(W)]l-
Let E = My (0™ 2[[1]]0]|Cy||C ]I Cp)-
LetT=[E,® E; @ E,]|,
e output of the above process, i.e. the authenticate@*encrypted version of D, shall be the bit]
C=C GGy 1T T

at is, a string of (m-1)n+r+t bits, that is~C contains precisely t bits more than D (although
cessary to convey the n-bit starting.variable S and the variable length additional authentig
o the recipient).

.p Decryption procedureée

e recipient shall perform the following steps to decrypt and verify an authenticated-encrypte
If the length of Cds.less than ¢, then halt and output INVALID.

Let m and r be'the unique integers defined so that C contains a total of (m-1)n + r + t bits, wh
n. Partitiofi€&into a sequence of blocks: Cy, Gy, ...C,, T as follows. Let C; contain the firstn b
the nextyr'bits of C, and so on, until C,, contains the next r bits of C. Finally, let T be the final

Letiy = M, (07]]S).

[s of D, D,
m-1)n+r.

string:

it is also
ated data

1 string C.

bre 0 <r <
tsof C, C,
¢ bits of C.

Let £, = M, (0™1][1]]A).

Let E; = Mg(0™2[[1]]0]|Cy]|Cy ]| Cp).

Let T"=[Ey @ E; © E;]l,-

If T# T', then halt and output INVALID.

Let W=E,.

Fori=1, 2, ..., m-1, perform the following two steps:

1) letD;=C; @ ex(W);

© ISO/IEC 2020 - All rights reserved
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2) letW=#, (#1(W)+1 mod 2n).
]) Let Dm = Cm 69 [eK(W)]lr“
k) Output D and A.

9 Authenticated encryption mechanism 5 (encrypt-then-MAC)

9.1 General

This clay
encryptid
be proted
allows A4

NOTE

Bellare an
and the M
the techni
maintaine|

9.2 Spq

se defines an authenticated encryption mechanism made up of the combination pfia
n mechanism and any MAC scheme. The basic mechanism involves first encrypting thé data
ted, and then computing a MAC on the resulting encrypted data. An AAD variant meehanis
\D to be authenticated but not encrypted.

The encrypt-then-MAC approach (without additional authenticated data) has 'been analysed
d Namprempre,[l] who provide a proof of security on the assumption that the fmethod of encrypti

ue by including a starting variable or additional authenticated data, it cambé shown that security
d in this case.

pcific notation

For the plirposes of the specification of this mechanism, the following symbols and notation apply:

CI
6

TI

t
ia
cr

ia
st

brT string obtained by encrypting the data string D
e

decryption function, i.e. a function which takes-as input a block cipher key K;, a starting v{
ble S, and an encrypted data string C' and, using the selected mode of operation, outputs a d
ypted data string: the output is written 51(1 s )

the encryption function, i.e. a functiomwhich takes as input a block cipher key Kj, a starting v3

ble S, and a data string D and, usingthe selected mode of operation, outputs an encrypted d3
ring: the output is written 8K1 (D)

thle MAC function

If
s€
s€

st

X is an input string, and\¥, is a MAC key, then the output MAC is written fK2 (X).
cret key for the blegk cipher
cret key for the-MAC function

prting variable (n bits)

ny
to
m

by
on

AC technique possess certain security properties. Although their analysis doessot consider extending

is

-
e-

\I-
ta

talg (tbits), adjoined to an encrypted message to provide integrity protection
reLm'fl—m_l’W_F—compu €d tag value, generated during the decryption process

9.3 Specific requirements

In advance of any use of the mechanism, the originator and recipient of the data to which the
authenticated encryption mechanism is to be applied, shall agree on:

a) a block cipher mode of operation from amongst those specified in ISO/IEC 10116 (the ECB mode
shall not be used);

b) a method for MAC computation, which shall be selected from the techniques specified in
ISO/IEC 9797 (all parts) (it is supposed that the chosen method generates a tag of length ¢t bits); and

12
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a method for obtaining a pair of secret keys (K, K,) from the secret key K, where K; is a key for the

selected block cipher and K, is a key for the selected method of MAC computation.

NOTE1 Kischosen so thatthe number of possible values for K is at least as large as the number of possible
values for the block cipher key, and also at least as large as the number of possible values for the MAC key.

NOTE2 (Kj, K;) can be obtained from the secret key K by taking (disjoint) bit strings from K or from h(K),
where h is a hash-function in ISO/IEC 10118 (all parts). More generally (K;, K,) can be obtained from the

secret key K using a derivation function specified in ISO/IEC 11770-6.

whether to use the basic mechanism (that does not support AAD) or to use the AAD variant

T}
m

TH

T}
st

shall contain a whole number of octets (possibly zero), i.e. len(4) shall be an integer‘miu
but shall contain fewer than 264 octets (or even less depending on the requirements of
scheme used).

A single key K shall only be used with one variant, i.e. only with the basic variant or only
AAD variant.

A Encryption procedure

e originator shall perform the following steps to protect a data string D and, if using the AA
chanism, to ensure the integrity of an additional authenticated.data string A.

selected. Security requirements for S are as described in the appropriate clauses of ISO/I
and further guidance is given in A.6.

LetC' = €k, (D).
hot using the AAD variant:
LetT= .
etT= fi (SIIC)
1sing the AAD variant:
If len(A) is not a multiple of 8 or is = 267, then halt and output INVALID.
LetT= f (#s4(len()/8) 1 AIIS I C).
e output of the abové process, i.e. the authenticated-encrypted version of D, shall be the bit{

C=C'"|| T, togéther with the starting variable S.

.p Decryption procedure

e recipient shall perform the following steps to decrypt and verify an authenticated-¢
[ing"C; with accompanying starting variable S and, if using the AAD variant mechanism, to

in

mechanism. If using the AAD variant mechanism, then the additional authenticated dat‘t string A

iple of 8,
the MAC

with the

D variant

A starting variable S appropriate for use with the seleeted block cipher mode of operatiop shall be

EC 10116,

string:

ncrypted
yerify the

legrity of additional authenticated data 4

a)

If the length of C is less than ¢, then halt and output INVALID.

b) Let T be the rightmost ¢ bits of C, and let C’ be equal to C with the rightmost ¢ bits removed, i.e. C =

CIT

If not using the AAD variant:

c)

LetT'= f (SIIC").

© ISO/IEC 2020 - All rights reserved
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If using the AAD variant:

¢) Iflen(A) is not a multiple of 8 or is > 267, then halt and output INVALID.

LetT'= f (#eallen(4)/8) [ A11S 1| C').

d) IfT# T’ then halt and output INVALID.

e) LetD= 51(1 $(C).

f) OutputD.

10 Authenticated encryption mechanism 6 (GCM)

10.1 Gel

This clau
Counter |

NOTE

10.2 Spc¢

For the plirposes of the specification of this mechanism, the following'symbols and notation apply:

Cy, Cyr

Dy, D,, ..

inc

T

Tl

)

I~

‘'m

D

m

heral

se defines an authenticated encryption mechanism commonly known as GCM (for Galo
lode).

GCM is due to McGrew and Viega.lol

pcific notation

sequence of m 128-bitblocks (with the possible€xteption of C,,, which may contain betwe
1 and 128 bits) obtained as part of the outpuit of the authenticated encryption proceg

sequence of m 128-bit blocks of bits-{with the possible exception of D,)) obtained
partitioning D

function used in the encryptiotrand decryption processes (defined in 10.5)
128-bit block used in the enicryption and decryption processes

function taking a 128-bit block as input and giving a 128-bit block as output, where
X is a 128-bit blo¢€k:

inc(X) = (Xlgg)) #32(#1(X]3%)+1 mod 232)

the numiber of bits in the final block of the message to be encrypted, after it has be
dividéd)into n-bit blocks, i.e. the message contains (m-1)n+r bits

128-bit block used in the computation of a GF(2128) multiplication

starting variable (variable length)

if

tag (£t bhits) adicined to an encrupnted message to nrovide integritv protection
O U J7 J J (=] r =] J

Uuvwz

Xo» X1 woor Xps1n1

14

recomputed tag value, generated during the decryption process
128-bit blocks used in defining the computation of a GF(2128) multiplication

128-bit blocks used in computing the function G

© ISO/IEC 2020 - All rights reserved
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Yo Y, .. Y, sequence of 128-bit blocks used in the encryption and decryption processes
{} a bit-string with zero length
. multiplication in the field GF(2128)

The polynomial to be used to determine the representation of GF(2128)is 1 + a + a2 + a” + ar128,

10.3 Specific requirements

The block cipher to be used with this mechanism shall be a 128-bit block cipher,ie. it shall haye n=128.

Suppose U and V are 128-bit blocks; then W= U ¢ Vis defined as follows, where W is also a 1281bit block.
Ngte that, in the description below, v; denotes the ith bit of V, i.e, K="v||v4]|...||[v127 Analogqusly, z;,-
dgnotes the rightmost bit of Z.

a)| LetR=11100001 || 0120,

b)| Let W=0128,

c)| LetZ="U.

d)| Fori=0,1,..,127 perform the following two'steps:

1) ifv;=1,thenletW=W @ Z;

2) ifz;,;=0,thenletZ=27>>1. Otherwise let Z = (Z>>1) @ R.

10.5 Definition of function.G¢

The encryption and decryption procedures make use of a function G, that takes as input a 128-bit block
arld two arbitrary length ‘strings of bits, and gives a 128-bit block as output. Let H be a 1281bit block,
arld W and Z be two-arbitrary length (possible empty) strings of bits. Suppose that k and [u are the
urlique integers sueltthat len(W) = 128(k-1)+u and 0 < u < 128.

Similarly, suppOse’that / and v are the unique integers such that len(Z) = 128(/-1)+vand 0 < v £ 128. Let
Wy, W,, ..., W/be the sequence of 128-bit blocks (with the possible exception of W, which coptains the
final u bits.ef W) obtained by partitioning W; similarly, let Z;, Z,, ..., Z, be the sequence of 128-pit blocks
(with the-possible exception of Z;, which contains the final v bits of Z) obtained by partitioning Z.

ThenG(H,W,Z) is the 128-bit value X, ..., where X, is recursively defined fori=0, 1, ..., k+[-1, a4 follows:

a) X,=0128

b) X=X, ®W)H 1 <i<k-1 (this step is omitted if k<1).

Q) Xi= X1 ® (W,]|0128-4)) ¢ H (this step is omitted if k=0).

d X,;=X.,DZ,)*H k+1 < i< k+I-1 (this step is omitted if I<1).
e) X1 = Kpspy @ (Z)]10128v)) ¢ H (this step is omitted if [=0).

) Xisr1 = Kpew) © [Heallen(W)) || #44(len(2))]) « H
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10.6 Encryption procedure

The originator shall perform the following steps to protect a data string D and ensure the integrity of
an additional authenticated data string A.

a) Avariable length starting variable S shall be selected. This value shall be distinct for every message
to be protected, and shall be made available to the recipient of the message. However, it is not
necessary that this value be unpredictable or secret.

NOTE

in cleartext q]nng with the prnh:r‘fnd message

The value S can, for example, be generated using a counter maintained by the originator, and sent

b) Parti

Lion D into a sequence of 128-bit blocks: Dy, D,, ..., D, as follows. Let D; contain the fjr'st-1

bits df D, D, the next 128 bits, and so on, until D,, contains the final r bits, where 0 < r < 128} Thus
contdins a total of (m-1)n+r bits.

c) Let H=eg(0128).

d) Iflen
e) Fori
1) 1
2) 1

S) =96 then let Y, = S || 031 || 1. Otherwise let Y, = G(H, {}, S).
=1, 2, ..., m-1, perform the following two steps:

bt Y, = inc(Y, ;)

pt C; = D; © ex(Y)-

f) LetY},=inc (Y,,4)-
g) Let(, =Dy @ (ex(Yn)l-
) LetT|=(G(H A C || G2 |[ - Il Cr) D ex(Yo))le:

The outplit of the above process, i.e. the authenticatéd-encrypted version of D, shall be the bit-string:

c=C

e Cu I T

That is, 3 string of (m-1)n+r+t bits, that is C contains precisely t bits more than D (although it
also necdssary to convey the variable length starting variable S and the variable length additioy
authentidated data A to the recipientk

10.7 De

The recip

cryption proceduré

fient shall perform-the following steps to decrypt and verify an authenticated-encrypted stri

C and to erify the additional authenticated data A.

a) Ifthelength of€'is less than ¢, then halt and output INVALID.

b) Let np andbe the unique integers defined so that len(C) = (m-1)n+r+t, where 0 < r < n. Partitioy

into g sequence of blocks: C;, C, .., C,,, T as follows. Let C; contain the first n bits of C, C, the nexf

D8
D

is
al

=}

g

bitS CF/‘ andcaaon yantil ~ contoinctho novt e hate of C ool lot Thatha final e of O
&-56-641 tHe-ReXtFOHt5- o rihianryre e Be- e rt Bit56+6-

T ot ) SrCIT O T O TT TS 7

c) LetH =e(0128).

d) Iflen(S) =96 thenlet Y,=S|| 031 || 1. Otherwise, let Y, = G(H, {}, S).
e) LetT'=(G(H A C || Gyl Cp) D ex(Yo)le-
f) If T# T', then halt and output INVALID.

g) Fori

=1, 2, .., m-1, perform the following two steps:

1) letY;=inc(Y,4);

16
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2) letD;=C; D eg(Y)).
h) LetY, =inc(Y,,).
1) Let Dm = Cm @ (eK(Ym))lr“
j)  Output D and the additional authenticated data A.
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Annex A
(informative)

Guidance on the use of the mechanisms

Al Ge

The purp
Use of ea
regarding
made wit

All mech
ISO/IEC 1
of a block
mechanis

All mech
K. This ke
purpose

However,
recomme

All five nj
of assura
further d

A.2 Sel

All the n
However,
mechanis

heral

bse of this annex is to provide guidance on the use of the mechanisms defined in this docume

 choices of parameters are provided in A.2 to A.7. This clause provides recommendati
h respect to the requirements applying to all mechanisms in this document (seg Clause 5).

anisms require the selection of a block cipher from amongst those’ standardized
8033-3. The block length n of the block cipher is to be at least 64, and 'wherever possible u

ms 2, 3 and 6.

nded.

btails, see ISO/IEC 9797-1:2011, Annex C.

ection of mechanism

some mechanisms are moresuitable than others for particular applications. When selectin
m for use, the facts giveniiirTable A.1 and those listed below should be taken into considerati

Table A.1 — Properties of mechanisms

Ch mechanism requires the choice of mechanism-specific parameters, and recommendatixs

in
se

cipher with n = 128 is recommended. The use of a block cipher with.n/= 128 is mandatory for

hnisms also require that the originator and recipient of protected data share a secret key
by should be known only to these two parties and, possibly) by third parties trusted for this
by both originator and receiver. There are many ways_ii which this key can be establish¢d.
the use of a key establishment mechanism specified.iny}iSO/IEC 11770-2 or ISO/IEC 11770-3is

echanisms require the choice of a tag length. The choice of this parameter affects the degrfee
hce provided to the recipient regarding thegintegrity and origin of a protected message. Hor

nechanisms specified in this document are believed to provide a high level of security.

P d
n.

M¢chanism number 2 3 4 5 6
Approxinjate numberofblock Depends on encrvbtion
cipher opgrations<equired to 12(q /nl 2q /n 2q /n ang MAC method};pused q/n
encrypt alg-bit message

. . . Depends on encryption
Licence ppssibly required No No No and MAC methods used No
Specifically designed for use with Yes No No No No
short messages
Mgssage lenth is to be kpown No Yes No No No
prior to starting encryption
Starting value required No Yes Yes Yes Yes
Previously standardized Yes Yes No No Yes

a) Mechanisms 3 and 4 are methods for combining block cipher encryption in CTR mode (see

1S0/1

18

EC 10116) with a message authentication code.
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b) Mechanism 5 provides a method for combining standardized methods for encryption and MAC
computation. If implementations of such functions are already available, then mechanism 5 can
have some implementation advantages.

c) Mechanism 6 is suitable for high-throughput hardware implementations, since it can be
implemented without pipeline stalls.

A.3 Mechanism 2 (key wrap)

This-mechanism rnnnlrnc the black PIY\]‘\QY‘ used to have n = 1298 One of the black rinhnrc with this
property specified in ISO/IEC 18033-3 shall be used (see Clause 5).

A{4 Mechanism 3 (CCM)

This mechanism requires the block cipher used to have n = 128. One of the.block ciphers |with this
prperty specified in ISO/IEC 18033-3 shall be used (see Clause 5).

This mechanism requires the selection of a tag length parameter t (from'theé set {32, 48, 64, 80, 96, 112,
178}). The choice of the tag length t depends on the environment within’ which the mechanism is to be
used. However, unless there are strong reasons to make a different.choice, use of t = 64 is recorhmended.

This mechanism requires the selection of the length w (in octets) of the message field (from the set
{2{ 3, 4, 5, 6, 7, 8}). The choice of the octet-length of the message length field w also depends on the
environment within which the mechanism is to be used. The choice of w does not affect tHe level of
sefurity provided by the mechanism. Larger values of W allow longer message lengths, althgugh they
also reduce the length of the remainder of the starting variable. Nevertheless, even if w is chgsen to be
thp maximum possible value, i.e. w=8, 56 bits ofsthe starting variable can be selected to ensure that
a different starting variable is used for every message, which should be sufficient for most,|if not all,
prpctical applications. For the majority of appli¢ations, a value of w = 4, i.e. giving a maximun} message
lepgth of 232 ~ 4 x 109 octets, is likely to be.adequate.

Al5 Mechanism 4 (EAX)

This mechanism requires the.selection of a tag length parameter ¢ (t < n). The choice of the fag length
t depends on the environmert within which the mechanism is to be used. However, unless [there are
strong reasons to make a different choice, use of t = 64 is recommended.

Al6 Mechanishn5 (encrypt-then-MAC)

TRHis mechanisim requires the choice of a mode of operation and a method for MAC computgtion. The
sefurity offered by the resulting authenticated encryption scheme depends on the security of the two
urlderlying primitives.

Fr the encryptlon mode of operatlon the securlty adv1ce in ISO/IEC 10116 should be fo lowed. In

a) arandom starting variable should be used for the encryption of each plaintext; or

b) the first plaintext block should be reliably set to a value unique to the plaintext (e.g. a counter).

The choice of MAC technique should take into account the context of use of the authenticated encryption
technique, and the advice provided in ISO/IEC 9797 (all parts) should be carefully followed. In particular,
if a block cipher-based MAC from ISO/IEC 9797-1 is chosen, then:

a) MAC algorithm 1 should only be used if the message length is fixed; and
b) padding method 1 should only be used if the message length is fixed.
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A.7 Me

chanism 6 (GCM)

This mechanism requires the block cipher used to have n = 128. One of the block ciphers with this
property specified in ISO/IEC 18033-3:2010 shall be used (see Clause 5).

The variable length starting variable, S, should be selected such that 1 < len(S) < 264. The requirement

that start

ing variables are never re-used during the lifetime of a key is critical to the security of this

mechanism.

The tag length t should be selected such that ¢t is a multiple of 8 satisfying 96 < t < 128 (t=32 and t=64

are also 3
care — def

The data
len(D) < 2

rxaittad o oo salicad ol oot oo alibaoagb 1 o ntianc challd ool Lo oo d ot o t
CrretCOToT SpttranZctap prcatrorts;arenoug et St o ptrons—Snoura Oty otoasCt v It g1 a

ailed guidance on use of these tag lengths is provided in Appendix C of Reference [6]).

string, D, to which the authenticated encryption mechanism is to be applied shall satigfy
39-256. The additional authenticated data string A should satisfy len(4) < 264.

The total humber of data blocks and additional authenticated data blocks to which GCMshould be applied

for a fixefl key K should be at most 264, In addition, the total number of invocations,of the encryptipn
procedurf for any given key should be at most 232, unless len(S) = 96 for every usé.of that key.
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(informative)

Numerical examples

2020(E)

cument.

C 3394.[9]

ted using
bits). The
ible S are

B/l General

This annex contains worked examples of the operation of the mechanisms specified inthis do
Bj2 Mechanism 2 (key wrap)

Examples of the operation of this mechanism with the AES block cipher are pfoyided in IETF RE
Bj3 Mechanism 3 (CCM)

The following six examples of message (D;), ciphertext (C;) and.tag (T,) triples were all generg
the AES block cipher, in each case using t=128 and w=2 (and hence S should contain 104
examples are all presented using hexadecimal notation. The’same key K and starting varig
used for each of these six examples, namely:

K: 000102030405060708090A0BOCODOEQF

S: 000102030405060708090A0B0C

Dy: The empty string (i.e. L=0)

C; The empty string

Ty 54C92FE45510D6B3B0DASEAC2FEESEG3

Dy: 000102030405G807

G 1635B68B570CFC85

Tk 2734R0447531C02916CF8BIA494C3AD1

D 000102030405060708090A0BOCODOEOF

Cs: 1635B68B570CFC85529E39AC913910D7

T3 C7C5C394B685B08B3F00DCD81256F0D0

Dy: 000102030405060708090A0BOCODOEOF

1011121314151617
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