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Foreword

017(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

OI'K 1
0/IEC]JTC 1.

|

[he procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in ac€ordance
dditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be thg
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
ights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

or an explanation on the voluntary nature of standards, the meaning of ISO specific te
gxpressions related to conformity assessment, as wellras information about ISO's adhereng
orld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fi
RL: www.iso.org/iso/foreword.html.

[his document was prepared by Technical’ Committee ISO/IEC JTC 1, Information ted
bcommittee SC 7, Software and system engineering. Participation and contributions were reqy
fdarticular from ISO/IEC JTC 1/SC 27 IT Security Techniques, ISO/IEC JTC 1/SC 40 IT Service Man
dnd IT Governance, and ISO/TC 251 Asset Management.

This third edition cancels and replaces the second edition (ISO/IEC 19770-1:2012), which
technically revised to be a Mahagement System Standard.

jary

list of all parts in the ISO/AEC 19770 series can be found on the ISO website.
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Introduction

This document specifies the requirements for the establishment, implementation, maintenance and
improvement of a management system for IT asset management (ITAM), referred to as an “IT asset
management system” (ITAMS).

This document provides additional requirements to ISO 55001:2014 which specifies the requirements
for the establishment, implementation, maintenance and improvement of a management system for
asset management, referred to as an “asset management system”. This document includes additional
or mord detailed requirements which are considered necessary for the management of IT assets.
The primary differentiator is the need to manage software assets, with their specific characteristics.
Although ISO 55001:2014 can be used to manage software assets if organizations define their'scope
and relejant requirements appropriately, it is primarily focused on physical assets with little'provisio
for the management of software assets.

-

o

There afe a number of characteristics of IT assets which create these additional o more detaile
requirements. These are described in Annex C. As a result of these characteristics of IT assets,
management system for IT assets will consequently have explicit requirements,additional to those i
[SO 55001:2014 dealing with:

> 9

— controls over software modification, duplication and distribution, with particular emphasis op
accgss and integrity controls;

— aud]t trails of authorizations and of changes made to IT assets;

— controls over licensing, underlicensing, overlicensing, and>compliance with licensing terms and
conglitions;

— confrols over situations involving mixed ownership and responsibilities, such as in cloud computing
and|with ‘Bring-Your-Own-Device’ (BYOD) practices; and

jom

— recqnciliation of IT asset management datacwith data in other information systems when justifie
by Husiness value, in particular with financial information systems recording assets and expenses.

Furthermore, because information assaCiated with IT assets is typically voluminous, highly comple
and fast-changing, it is likely that organizations with such information will need to make use d
automated information systems.

—n <

Another| difference between ISO 55001:2014 and this document is that this document provide
optionally for multiple explicitgroupings of process objectives (or 'tiers'). The most important of thes
is the bgsic tier called 'trustworthy data’, which is the most important to most end-user organization

.-0n © »n

t

ol

IT assets encompass a wide variety of asset types. Figure 1 indicates the principal IT asset types
diagrammatically.
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IT Assets

Digital Assets IT Hardware

Software Assets Physical Media
(typically containing
digital assets including
backups)

|
|
I
|

T

Non-Executable

Software (e.g. fonts,
configuration info,
dictionaries etc used
by executable
software)

Physical IT
Equipment

(e.g. servers, end-user

deviges,

cammunications
‘eguipment, etc.)

Sieantise B W

|Virtual IT
(e.g. firmware, virtudl

machines, embe
software)

| Equipment

Digital Information Content Assets

(digital assets with information content, e.g.
documents, audio, video, graphics, databases,
free-standing dictionaries; often licensed. ITAM(
may include management of these assets as ; . .
whole entities, e.g. for license compliance,,but (including proof of license

excludes management of the content) docu.mentatlo.n;.may be b
~ physical and digital)

IT Asset Licenses

ITAM System Management Assets IT Asset Contracts

B (including documentation;
ITAM Systems and - Tools may be both physical and

e~y digital)

B
Metadata for IT Asset Management
(info about’Hassets; info about non-IT assets
needed.for'the management of IT assets, e.g.
infoahout personnel and organization)

IT Asset Services

(combinations of IT assets
and non-IT assets, typically
externally supplied, treate
as IT assets, e.g. Software :
a Service, hardware

Non-IT Assets
(e.g. personnel and organization, needed for
the use and management of IT assets)

Figure 1 — Principal types of IT assets
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This document can be used by any organization and can be applied to all types of IT assets. The
organization determines to which of its IT assets this document applies.

This document is primarily intended for use by:

— those involved in the establishment, implementation, maintenance, and improvement of an IT asset
management system,;

— those involved in delivering IT asset management activities, including service providers;

— int
conf
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ractual requirements and the organization’s own requirements.

—

er in which requirements are presented in this document does not reflect their importance g
e order in which they are to be implemented.

guidance regarding the application of the requirements within this documént‘shared with
)1:2014 is provided in ISO 55002.

information on asset management and on IT asset management,,and information oh
hinology applicable to this document, is provided in ISO 55000,and in ISO/IEC 19770-%.
htions can find that these documents will assist in the development-of IT asset management ip
banization.

ument applies the definition of "risk" given in ISO 31000:2009 and ISO/IEC Guide 73:2009. In
, it uses the term “stakeholder” rather than “interested party”.

[

ument is designed to enable an organization to alignyand integrate its IT asset managemer
vith related management system requirements, for example those specified by ISO/IEC 2700
IEC 20000-1.

=)

fument is not intended to be in conflict with any organization's policies, procedures anfd
s. Any such conflict should be resolved before using this document.

viii
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Information technology — IT asset management —

Part 1:
IT asset management systems — Requirements

Scope

.1 Purpose

[his document specifies requirements for an IT asset management system within the contekt of the
grganization.

[his document can be applied to all types of IT assets and by all types atid sizes of organizatioss.

OTE1 This document is intended to be used for managing IT assets in particular, but it can also b applied
tp other asset types. It can be suitable, in whole or in part, for managing embedded software and fjrmware,

owever its use for these purposes has not been determined. It is notdntended for managing informatipn assets
per se, i.e. it is not intended for managing information as an asset independent of hardware and softwafe assets.
(Jertain types of data and information are covered, such as data.and information about IT assets in s¢ope, and
depending on how the scope is defined, it can cover digital inférmation content assets. See the Introdyction for
ajn explanation about IT assets.

OTE2 This document does not specify financial, acedunting, or technical requirements for managing specific
IT asset types.

OTE3  For the purposes of this document;'the term “IT asset management system” is used to 1lefer to a
anagement system for IT asset management,

this document is a discipline-specific-e€xtension of ISO 55001:2014, with changes, and is not & sector-
sjpecific application of that International Standard. ISO 55001:2014 is intended to be used for nlanaging
Jhysical assets in particular, but it can also be applied to other asset types. This document $pecifies

equirements for the management of IT assets which are additional to those specified in ISO 55001:2014.
(Jonformance to this document does not imply conformance to ISO 55001:2014.

[his document can bé.used by internal and external parties to assess the organization’s ability to meet
the organization’s-own IT asset management requirements.

.2 Field.of application

[his docuirient applies to IT asset management processes and can be implemented by organizations to
dchieve'immediate benefits.

executable software (such as fonts and configuration information). It can be applied to all technological
environmentsand computing platforms (e.g. virtualized software applications, on-premises or software-
as-a-service; it is equally relevant in cloud computing as it is in legacy computing environments).

1.3 Limitations

This document does not detail the IT asset management processes in terms of methods or procedures
required to meet the requirements for outcomes of a process.

This document does not specify the sequence of steps an organization should follow to implement IT
asset management.

© ISO/IEC 2017 - All rights reserved 1
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This do

cument does not detail documentation in terms of name, format, explicit content and

recording media.

2 Normative references

There are no normative references in this document.

3 Terms and definitions

ISO and [[EC maintain terminological databases for use in standardization at the following addresses:
— IEC[Electropedia: available at http://www.electropedia.org/

— SO Online browsing platform: available at http://www.iso.or

For the

Some of
usable fi
as refer]

interpretation is intended based on whether an IT-specific term has been defined or not.

3.1
asset

item, thing or entity that has potential or actual value to an organization (3.38)

Note 1 toentry: Value can be tangible or intangible, financial or pon-financial, and includes consideration of risk
(3.48) and liabilities. It can be positive or negative at different§tages of the asset life (3.2).

Note 2 tg entry: Physical assets usually refer to equipment;inventory and properties owned by the organization.

Physical
assets, u

Note 3 tgentry: A grouping of assets referred.tolas an asset system (3.7) could also be considered as an asset.

[SOURCE: ISO 55000:2014, 3.2.1]

3.2

asset lifle

period f

[SOURCE: ISO 55000:2014,3.2.2]

3.3
asset m
coordin

Note 1t
perform

urposes of this document, the following terms and definitions apply.

these terms are repeated from ISO 55000:2014, and refer to assets in general. These terms arje
br [T assets when used in the context of IT asset management, with.‘@sset’ being understood
ring to ‘IT asset. In some cases, terms specific to IT assets have-been added. No specifi

(@)

%

—_—

hssets are the opposite of intangible assets, which are non-physical assets such as leases, brands, digit3
e rights, licences, intellectual property rights, reputation or agreements.

fom asset (3.1) creation to asset end-of-life

Anagemeént
hted activity of an organization (3.38) to realize value from assets (3.1)

éntry: Realization of value will normally involve a balancing of costs, risks (3.48), opportunities and

L2 4921\ 1 £14
TTCC T Z ) UCTICTTICSY

Note 2 to entry: Activity can also refer to the application of the elements of the asset management system (3.5).

Note 3 to entry: The term “activity” has a broad meaning and can include, for example, the approach, the planning,
the plans and their implementation.

[SOURCE: ISO 55000:2014, 3.3.1]

© ISO/IEC 2017 - All rights reserved
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3.4

asset management plan

documented information (3.19) that specifies the activities, resources and timescales required for an
individual asset (3.1), or a grouping of assets, to achieve the organization’s (3.38) asset management
(3.3) objectives (3.37)

Note 1 to entry: The grouping of assets may be by asset type (3.8), asset class, asset system (3.7) or asset
portfolio (3.6).

Note 2 to entry: An asset management plan is derived from the strategic asset management plan (3.53).

Note 3 to entry: An asset management plan may be contained in, or may be a subsidiary plan of)the[strategic
sset management plan.

o]

SOURCE: ISO 55000:2014, 3.3.3]

[
3.5

dsset management system
rmpanagement system (3.33) for asset management (3.3) whose functiofl ;is to establish the asset
management policy (3.43) and asset management objectives (3.37)

Note 1 to entry: The asset management system is a subset of asset managenient.

SOURCE: ISO 55000:2014, 3.4.3]

[
3.6
asset portfolio

dssets (3.1) that are within the scope of the asset manggement system (3.5)
Note 1 to entry: A portfolio is typically established and\assigned for managerial control purposes. Porfffolios for
hysical hardware might be defined by category (e.g. plant, equipment, tools, land). Software portfoliosjmight be
efined by software publisher, or by platform (e.g;PC, server, mainframe).

Note 2 to entry: An asset management system can encompass multiple asset portfolios. Where multiple asset
portfolios and asset management systems;are employed, asset management (3.3) activities should be codrdinated
between the portfolios and systems.

SOURCE: ISO 55000:2014, 3.2.4]

sset system

[
3.7
3
set of assets (3.1) thatlinteract or are interrelated

[FOURCE: I1SO 55000:2014, 3.2.5]

3.8

dsset type

groupingof assets (3.1) having common characteristics that distinguish those assets as a group or class
HXAMPLE Physical assets, information assets, intangible assets, critical assets (3.15), enabling assdts, linear
asséts-informationand-communications-technology- T -assetsinfrastructure-assetsmoveable-assets.

[SOURCE: ISO 55000:2014, 3.2.6]

39

audit

systematic, independent and documented process (3.46) for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined or integrated audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization itself, or by an external party on its behalf.

© ISO/IEC 2017 - All rights reserved 3
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Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

[SOURCE: ISO 55000:2014, 3.1.1, modified — Note 2 to entry has been added for conformance with
Annex SL]

3.10

capability
<asset management> measure of capacity and the ability of an entity (system, person or organization
(3.38)) to achieve its objectives (3.37)

Note 1 t

technologies to enable the effective and efficient development and delivery of asset management plans (3.4) an
asset life(3.2) activities, and their continual improvement (3.13).

[SOURCE

3.11

competpnce
ability tp apply knowledge and skills to achieve intended results

[SOURCE

3.12

conformity
fulfilment of a requirement (3.47)

[SOURCE

3.13

continufal improvement
recurrirlg activity to enhance performance (3.42)

[SOURCE: ISO 55000:2014, 3.1.5]

3.14

correctjve action

action t

Note 1 t
causes 31
in the se

[SOURCE: ISO 55000:2014;.3.4.1]

3.15

criticalfasset
asset (3|1) having)potential to significantly impact on the achievement of the organization’s (3.39)
objectives (3.37)

Note 1 td

ENtry: ASSet management (3.3) capabilities Include processes (3.46]), TESOUTCes, competences (3.11) an

oo

: 1SO0 55000:2014, 3.1.2]

: IS0 55000:2014, 3.1.3]

:1SO 55000:2014, 3.1.4]

eliminate the cause of a nonconformity (3.36) and to prevent recurrence

entry: In the case of otherindesirable outcomes, action is necessary to minimize or eliminate the
d to reduce the impact orprevent recurrence. Such actions fall outside the concept of corrective action,
se of this definition.

émtry: Assets can be safety-critical, environment-critical or performance-critical (3.42) and can relat|e

to legal, regulatory or statutory requirements (3.47)-

Note 2 to

entry: Critical assets can refer to those assets necessary to provide services to critical customers.

Note 3 to entry: Asset systems (3.7) can be distinguished as being critical in a similar manner to individual assets.

[SOURCE: ISO 55000:2014, 3.2.7]

© ISO/IEC 2017 - All rights reserved
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3.16
data
facts about an object

Note 1 to entry: In the context of IT asset management systems (3.28), data may be a captured, measured or
recorded representation of information, before it is analysed, interpreted or processed. Data may relate to
objects such as facts, events, things, processes, or ideas, including concepts that within a certain context have a

p

articular meaning related to IT assets.

[SOURCE: ISO 9000:2015, 3.8.1, modified — Note 1 has been added, modified from ISO 15784-1 and

|

3
d

~

S. O,

SO/TEC2382]

A7
igital asset
" asset (3.25) expressed electronically in a digital format

18
igital information content asset
igital asset (3.17) with information content

XAMPLE Documents, audio, video, graphics, databases, free-standing’dictionaries; often licensed

ote 1 to entry: ITAM can include management of these assets as ¥vhole entities, e.g. for license compli
xcludes management of the content.

19

ocumented information

hformation required to be controlled and maintained by an organization (3.38) and the me
Uhich it is contained

ote 1 to entry: Documented information can be'in any format and media and from any source.
ote 2 to entry: Documented informationcan refer to:

- the management system (3.33), ifichuding related processes (3.46);

- information created in orderfor the organization to operate (documentation);
- evidence of results achieved (e.g. records, key performance indicators).
SOURCE: ISO 55000:2014, 3.1.6]

.20
ffectiveness
xtent to which planned activities are realized and planned results achieved

BOUREE: ISO 55000:2014, 3.1.7]

ote 1 to entry: Digital assets include software assets (3.50), and digital information coHtent assets (3.18).

ance, but

dium on

21

hardware
physical equipment used to process, store, or transmit computer programs or data

[SOURCE: ISO/IEC/IEEE 24765:2010, 3.1278]

3.22
incident
unplanned event or occurrence resulting in damage or other loss

[SOURCE: ISO 55000:2014, 3.1.8]

© ISO/IEC 2017 - All rights reserved
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3.23

information
meaningful data

Note 1 to entry: In the context of IT asset management systems (3.28), information may be data that has been
converted, analysed, interpreted or compiled, to which meaning is assigned, according to context and assumed
conventions. The underlying data may relate to objects such as facts, events, things, processes, or ideas, including
concepts, that within a certain context have a particular meaning related to IT assets (3.25).

Note 2 to entry: In the context of IT asset management systems, information may be recorded digitally or

physicallyfesgompaper):

[SOURCI
and ISO

3.24
informa
IT
develop
informa

Note 1 tg
is not dig
books, nj
'electron

3.25

IT asset
item, th
has potd

Note 1 to

—  softy

£: 1S0 9000:2015, 3.8.2, modified — Note 1 to entry modified from ISO/TR 12037, 1SO/TR2108Pp
IEC 2382) and Note 2 to entry has been added.]

tion technology

—_—

ment, maintenance, and use of technology to acquire, process, store and distribute digita
fion

=x

entry: This excludes the use of technology to acquire, process, store and-distribute information whic
bital, such as paper-based information. Examples which are excluded. wihen not digitally captured ar
anuals, manuscripts, and whiteboards. For the purposes of this definition, 'digital’ is equivalent t

C.

[©2e3)

ng, or entity that can be used to acquire, process,store and distribute digital information anfd
ntial or actual value to an organization.

entry: IT assets include:

vare (3.49);

— medEa (physical and digital);

— 1ITe
— licern
— cont

— ITA]
IT a

Note 2 td
can also
training.

Note 3 t

uipment (physical and virtual);
ses (including proof of license);
racts; and

I system managementassets (including ITAM systems and tools, and the metadata needed to manage afl
sets).

entry: Serviees to meet IT asset management (3.26) requirements (3.47), typically externally suppliedl,
be considered IT assets, such as 'software-as-a-service', hardware maintenance, software support, and

entry: Digital information content assets (3.18) are files or other entities with information content,

but they

dTe ot ComSidered sSoftware: For exampie, there may be cotlections of stamdards imdigitat fornm media

collections; and credit agency rating information. Such assets may be licensed, and therefore may benefit from
being managed using the discipline of IT asset management.

Note 4 to entry: Information per se, independent of IT hardware and software assets, can be considered an asset
(3.1), but it is not considered an IT asset.

Note 5 to entry: The collective set of IT assets is also referred to as the IT infrastructure (3.30).

3.26

IT asset management

ITAM

coordinated activity of an organization (3.38) to realize value from IT assets (3.25)

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=66a9cfd23f41ec450c06b40c245c27c9

ISO/IEC 19770-1:2017(E)

3.27

IT asset management plan

documented information (3.19) that specifies the activities, resources and timescales required for
an individual IT asset (3.25), or a grouping of IT assets, to achieve the organization’s (3.38) IT asset
management (3.26) objectives (3.37)

Note 1 to entry: The grouping of assets may be by asset type (3.8), asset class, asset system (3.7) or IT asset
portfolio (3.29).

Note 2 to entry: An IT asset management plan is derived from the strategic IT asset management plan (3.54).

Note 3 to entry: An IT asset management plan may be contained in, or may be a subsidiary plan ofthe(strategic
IT asset management plan.

[FOURCE: ISO 55000:2014, 3.3.3, modified — asset management plan has become IT asset manpgement
dlan and all notes have been made discipline-specific]

3.28

Il asset management system

ITAMS

rmanagement system (3.33) for IT asset management (3.26) whose fugtetion is to establish the|IT asset
management policy (3.43) and IT asset management objectives (3.37)

Note 1 to entry: The asset management system is a subset of asset mahagement.

[FOURCE: ISO 55000:2014, 3.4.3, modified — asset management system has become |T asset
management system and definition as well as notes have become discipline-specific]

3.29
Il asset portfolio
" assets (3.25) that are within the scope of thelT asset management system (3.28)

~

ote 1 to entry: A portfolio is typically established and assigned for managerial control purposes. Fortfolios
r IT hardware might be defined by category (e.g. servers, PCs, mobile devices). Software portfolios jmight be
efined by software publisher, or by platform (e.g. PC, server, mainframe).

Q. =h =

Note 2 to entry: An IT asset management system can encompass multiple IT asset portfolios.
Note 3 to entry: See also asset-portfolio (3.6).

3.30
Il infrastructure
mbined set of IT-assets (3.25) for developing, maintaining, and using IT services

31

level of service
arameters, or combination of parameters, which reflect social, political, environmental and economic
utcomes that the organization (3.38) delivers

ote)1 to entry: The parameters can include safety, customer satisfaction, quality, quantity, capacity, reliability,
responsiveness, environmental acceptability, cost and availability.

[SOURCE: ISO 55000:2014, 3.3.6]

3.32
life cycle
stages involved in the management of an asset (3.1)

Note 1 to entry: The naming and number of the stages and the activities under each stage usually vary in different
industry sectors and are determined by the organization (3.38).

[SOURCE: ISO 55000:2014, 3.2.3]
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3.33

management system

set of interrelated or interacting elements of an organization (3.38) to establish policies (3.43) and
objectives (3.37) and processes (3.46) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning,
and operation, etc.

identifiedl functions of the organization, specific and identified sections of the organization, or one or jmere
function$ across a group of organizations.

[SOURCE: ISO 55000:2014, 3.4.2, modified — ‘and’ has been added to Note 2 to entry for conformande
with Anpex SL]

3.34
measurement
process (3.46) to determine a value

[SOURCE: ISO 55000:2014, 3.1.10]

3.35
monitoring
determihing the status of a system, a process (3.46) or an activity

Note 1 tgentry: To determine the status, there may be a need to cheek, supervise or critically observe.

Note 2 tolentry: For the purposes of asset management, monitering may also refer to determining the status of ajn
asset. Thiis is typically referred to as “condition monitoring” or“performance monitoring”.

[SOURCE: ISO 55000:2014, 3.1.9]

3.36
nonconformity
non-fulfjlment of a requirement (3.47)

Note 1 td entry: Nonconformity can besany deviation from asset management system (3.5) requirements, or from
relevant work standards, practices, procedures, legal requirements, etc.

[SOURCE: ISO 55000:2014, 3.4.11]

3.37
objective
result td be achieved

Note 1 to entry:Ah 0bjective can be strategic, tactical or operational.

Note 2 forentry: Objectives
environ nd can

can relate to different disciplines (such as financial, health and safety, an
process(3.4). T

oo

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an
operational criterion, as an asset management (3.3) objective or by the use of other words with similar meaning
(e.g. aim, goal, or target).

Note 4 to entry: In the context of asset management systems (3.5), asset management objectives are set by the
organization (3.38), consistent with the organizational objectives (3.39) and asset management policy (3.43), to
achieve specific measurable results.

[SOURCE: ISO 55000:2014, 3.1.12, modified — ‘as’ has been added to Note 3 for conformance with
Annex SL]
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3.38

organization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives (3.37)

Note 1 to entry: The concept of organization includes, but is notlimited to, sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated
or not, public or private.

[SOURCE: ISO 55000:2014, 3.1.13]

3.39
grganizational objective
gverarching objective (3.37) that sets the context and direction for an organization’s (3.38) actiyities

=z

ote 1 to entry: Organizational objectives are established through the strategic level planning activitjes of the
rganization.

(@)

SOURCE: ISO 55000:2014, 3.1.14]

[
3.40

grganizational plan
documented information (3.19) that specifies the programimes to achieve the organizational
dbjectives (3.39)

SOURCE: ISO 55000:2014, 3.1.15]

[
34

qutsource (verb)
make an arrangement where an external organization (3.38) performs part of an organization’s function
dr process (3.46)

Note 1 to entry: An external organization is-outside the scope of the management system (3.33), [although
the outsourced function or process is within the scope if its activities influence the effectiveness of [the asset
management system (3.5).

SOURCE: 1SO 55000:2014, 3.1.16{

[
3.42
performance
measurable result

=z

ote 1 to entry: Performance can relate either to quantitative or qualitative findings.

=z

ote 2 to entry Rerformance can relate to the management of activities, processes (3.46), products (jncluding
ervices), systems or organizations (3.38).

(%)

Note 3 toentry: For the purposes of asset management (3.3), performance can relate to assets (3.1) in the¢ir ability
tp fulfikrequirements (3.47) or objectives (3.37).

ANEAYAA N I1ICA Coann A1 A4 2.1 17 dif:od +1 11; £ ¢ Lla’ L. L L. d f
[L)UUI\\_‘LA. 1oV JJuuv.AvulT, J.1.17, 1HIUUIIICU CIIT DlJCllllls Ul ITIICTASUIL AUIT ITaS UCTTID Ulld lge Or

conformance with Annex SL]

3.43

policy

intentions and direction of an organization (3.38), as formally expressed by its top management (3.55)

[SOURCE: ISO 55000:2014, 3.1.18, modified — a comma has been added for conformance with Annex SL]
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3.44

predictive action

action to monitor the condition of an asset (3.1) and predict the need for preventive action (3.45) or
corrective action (3.14)

Note 1 to entry: Predictive action is also commonly referred to as either “condition monitoring” or “performance
monitoring”.

[SOURCE: ISO 55000:2014, 3.3.5]

3.45
preventive action
action tg eliminate the cause of a potential nonconformity (3.36) or other undesirable potential situatio

—

Note 1 tgentry: This definition is specific to asset management (3.3) activities only.
Note 2 toentry: There can be more than one cause for a potential nonconformity.

Note 3 tp entry: Preventive action is taken to prevent occurrence and to preserve ap-gsset’s (3.1) function,
whereas [corrective action (3.14) is taken to prevent recurrence.

Note 4 td entry: Preventive action is normally carried out while the asset is functienally available and operabl
or prior fo the initiation of functional failure.

[¢)

Note 5 tp entry: Preventive action includes the replenishment of consumables where the consumption is
functional requirement (3.47).

<)

[SOURCE: ISO 55000:2014, 3.3.4]

3.46
process
set of inferrelated or interacting activities which transforms inputs into outputs

[SOURCE: ISO 55000:2014, 3.1.19]

3.47
requirement
need or pxpectation that is stated, generally implied or obligatory

o

Note 1 td entry: “Generally implied” fngans that it is custom or common practice for the organization (3.38) an
stakeholders (3.52) that the need of expectation under consideration is implied.

Note 2 toentry: A specified réquirement is one that is stated, for example in documented information (3.19).
[SOURCE: ISO 55000:2014, 3.1.20]
3.48

risk
effect offuncettainty on objectives (3.37)

Note 1 toentry: An effect is a deviation from the expected — positive and/or negative.

Note 2 to entry: Objectives can relate to different disciplines (such as financial, health and safety, and
environmental goals) and can apply at different levels (such as strategic, organization-wide, project, product and
process (3.46)).

Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009,
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.
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[SOURCE: ISO 55000:2014, 3.1.21, modified — wording has been added to Note 4 for conformance with
Annex SL]

3.49
software
all or part of the programs which process or support the processing of digital information

Note 1 to entry: For the purposes of this definition, software excludes information per se, such as the content of
documents, audio and video recordings, graphics, and databases.

O CITITY T T TeTe 15 DOUT eXecutabie and MoN-exXecutadie SOItWare. 1 11e purpose of non-executapiesoftware
i$ to control or support executable software, and includes, for example, configuration information,\fpnts, and
spell-checker dictionaries. Digital information which is managed by executable software (e.g.(the cpntent of
documents and databases) is not considered software for the purposes of this definition, even though|program

eikecution may depend on data values.

.50
software asset
spftware (3.49) that has potential or actual value to an organization.

ote 1 to entry: Software may be a collection of software components, e.g. a software product may be a dollection
of thousands of software files.

dqoordinated activity of an organization to realize value from software assets (3.50)

ote 1 to entry: Software asset management is a specialization of IT asset management (3.26) focused specifically
on software assets. The management of software assets may, but does not necessarily, involve the maagement
of non-software assets.

ote 2 to entry: For reference, a corresponding industry definition is “all of the infrastructure and processes
ecessary for the effective management, coritrol and protection of the software assets within an orggnization,
throughout all stages of their life cycle”

.52

stakeholder
derson or organization (3.38)that can affect, be affected by, or perceive itself to be affected by ajdecision
dr activity

Note 1 to entry: A “stakeholder” can also be referred to as an “interested party”.

[FOURCE: ISO 55000:2014, 3.1.22, modified — ‘themselves’ has been changed to ‘itself’ for confprmance
with Annex SE]

3.53
3:'ategic asset management plan

MP
octimented information (3.19) that specifies how organizational objectives (3.39) are to be cqnverted
into asset management (3.3) objectives (3.37), the approach for developing asset management plans (3.4),
and the role of the asset management system (3.5) in supporting achievement of the asset management
objectives

Note 1 to entry: A strategic asset management plan is derived from the organizational plan (3.40).

Note 2 to entry: A strategic asset management plan may be contained in, or may be a subsidiary plan of, the
organizational plan.

[SOURCE: ISO 55000:2014, 3.3.2]
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3.54

strategic IT asset management plan

documented information (3.19) that specifies how organizational objectives (3.39) are to be converted
into IT asset management (3.26) objectives (3.37), the approach for developing IT asset management
plans (3.27), and the role of the IT asset management system (3.28) in supporting achievement of the IT
asset management objectives

Note 1 to entry: A strategic IT asset management plan is derived from the organizational plan (3.40).

Note 2 to entry: A strategic IT asset management plan may be contained in, or may be a subsidiary plan of, the
organizafional plan.

[SOURCE: ISO 55000:2014, 3.3.2, modified — term and definition have become discipline-specifig]

3.55
top manjagement
person gr group of people who directs and controls an organization (3.38) at the highest'level

Note 1 o entry: Top management has the power to delegate authority and provide resources within the
organizagion.

Note 2 tp entry: If the scope of the management system (3.33) covers only part-of an organization, then to|
management refers to those who direct and control that part of the organization:"If multiple asset manageme
systems ([3.5) are employed, the systems should be designed to coordinate effarts.

~ O

[SOURCE: ISO 55000:2014, 3.1.23]

3.56
trustwgrthy data
data (3.16) and related information (3.23) that is accurate; complete, relevant, readily understood bjy
and avalilable to those authorised users who need it to.complete a task

4 Context of the organization

4.1 Understanding the organization-and its context

(s

The organization shall determine extérnal and internal issues that are relevant to its purpose and th3
affect it$ ability to achieve the intended outcome(s) of its IT asset management system.

NOTE Determining these (issues refers to establishing the context of the organization considered in
[SO 31000:2009, 5.3.

IT assetjmanagement-Objectives, included in the strategic IT asset management plan, shall be aligned t¢,
and congistent with, the organizational objectives.

4.2 Understanding the needs and expectations of stakeholders

The organization shall determine:

— the stakeholders that are relevant to the IT asset management system;

NOTE1 Stakeholders include those responsible for related systems and processes, such as for Information
Security Management and Service Management.

NOTE 2  Stakeholders include licensors of software where licensed software is within the scope of the IT asset
management system.

— the relevant requirements and expectations of these stakeholders with respect to IT asset
management;

NOTE3  Requirements of software licensors include their licensing terms and conditions.
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— the criteria for IT asset management decision making;

— the stakeholder requirements for recording financial and non-financial information relevant to IT

asset management, and for reporting on it both internally and externally.

4.3 Determining the scope of the IT asset management system

The organization shall determine the boundaries and applicability of the IT asset managemen

t system

to establish its scope. The scope shall be aligned with the strategic IT asset management plan and the IT

....................................

—+ the external and internal issues referred to in 4.1;

— the requirements referred to in 4.2;

— the interaction with other management systems, if used.

—

he organization shall define the IT asset portfolio or portfolios covered by the scope of the
nanagement system.

=

o

he organization.

The scope shall be available as documented information.

=z

OTE Scope defines which IT assets are covered by the I') asset management system. There is a
pnsideration about which process areas are included in thellT asset management system. This consid
addressed in 6.2.1.

Q

4.4 IT asset management system

o |

he organization shall establish, implement;maintain and continually improve an IT asset man
ystem, including the processes needed and their interactions, in accordance with the require
his document.

+ W

o

f the role of the IT asset management system in supporting achievement of the IT asset man
bjectives.

o

3 Leadership

3.1 Leadership and commitment

Top mandagement shall demonstrate leadership and commitment with respect to the
rhanagement system by:

IT asset

he requirements of this document should be applied in their entirefyyto the IT assets determined by

separate
bration is

hgement
ments of

The organization shall develop 4 strategic IT asset management plan which includes documntation

hgement

T asset

—+c-ensuring that the IT asset management policy, the strategic IT asset management plan and|IT asset

i 1as 43 allicl o d | £ila1 ikla 1o i i 3 = H 43
ulauasClucut UUJCLLIVCD dl'T TolduUlIlsSIITU aliu a1 LUlll}JaLlUlC VVILIT LIIT DLlaLCle UIrcoel

organization and organizational objectives;

of the

— ensuring the integration of the IT asset management system requirements into the organization’s

business processes;

— ensuring that the resources needed for the IT asset management system are available;

— communicating the importance of effective IT asset management and of conforming to the IT asset

management system requirements;

— ensuring that the IT asset management system achieves its intended outcome(s);

© ISO/IEC 2017 - All rights reserved
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NOTE Reference to “business” in this document can be interpreted broadly to mean those activities that arje
core to the purposes of the organization’s existence.

5.2 Policy

Top marjagement shall establish an IT asset management policy that:

a)
b)
‘)
d)

The IT asset management policy shall:

directing and supporting persons to contribute to the effectiveness of the IT asset management
system,;

promoting cross-functional collaboration within the organization;
promoting continual improvement;

supporting other relevant management roles to demonstrate their leadership as it applies to their
areas of responsibility; and

ens d—fo
orgdnization’s approach for managing risk.

is appropriate to the purpose of the organization;
proyides a framework for setting IT asset management objectives;
incliides a commitment to satisfy applicable requirements; and

inclides a commitment to continual improvement of the IT.\a§set management system.

be donsistent with the organizational plan;

be ¢onsistent with other relevant organizatiomal policies, including of any other management
sysfems used by the organization;

be gonsistent with the relevant strategic plans of any other management systems used by the
orggnization;

be dppropriate to the nature andscale of the organization’s IT assets and operations;
be dppropriate to the responsibility of individual and organization concerning control of IT assets;
be appropriate to the deceptable use of the IT assets of the organization;

inclpde the organization's policy towards compliance with IT asset contract terms and conditions,
inclpiding software licensing;

be available:as documented information;

be dommunicated within the organization;

be available to stakeholders, as appropriate;
include specification of the penalties for violating this policy; and

be implemented and be periodically reviewed and, if required, updated.

5.3 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned
and communicated within the organization.

14
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Top management shall assign the responsibility and authority for:

a) establishing and updating the strategic IT asset management plan, including IT asset management

objectives;

b) ensuring that the IT asset management system supports delivery of the strategic IT asset

management plan;

c) ensuring that the IT asset management system conforms to the requirements of this document;

3

2 +la st oloalas A | pa | ££ i £l 1T i 4 4+
ClIioul 1115 LIIC auxLauquy, auct,lucu,_y dllIU TIITCULUIVUIITOSS UT LIIT 11 d55TC10 lllClllasClllCllL DyDLClll,
g) establishing and updating the IT asset management plan(s) (see 6.2.4); and

f) reporting on the performance of the IT asset management system to top management.

6 Planning

6.1 Actions to address risks and opportunities for the IT assetkmanagement syste

4.1.1 General

<

Vhen planning for the IT asset management system, the orgafization shall consider the issues
b in 4.1 and the requirements referred to in 4.2 and determine the risks and opportunities tha
e addressed to:

jonlimd

- give assurance that the IT asset management system can achieve its intended outcome(s);

— prevent, or reduce undesired effects; and

— achieve continual improvement.
The organization shall plan:

d) actions to address these risks$ and opportunities, taking into account how these ri
opportunities can change with time;

H) how to:
— integrate andimplement the actions into its IT asset management system processes; a

— evaluatedhe effectiveness of these actions.

§.1.2 IT assetrisk assessment
The organization shall define and apply an IT asset risk assessment process that:

a) Cestablishes and maintains IT asset risk criteria that include:

2001

referred
f need to

sks and

1) therisk acceptance criteria; and

2) criteria for performing IT asset risk assessments;
b) ensures thatrepeated IT asset risk assessments produce consistent, valid and comparable
c) identifies the IT asset risks:

1) apply the IT asset risk assessment process to identify all relevant risks, including:

results;

a. risks associated with the loss of confidentiality, integrity and availability for IT assets

within the scope of the IT asset management system;

© ISO/IEC 2017 - All rights reserved

15


https://standardsiso.com/api/?name=66a9cfd23f41ec450c06b40c245c27c9

ISO/IEC 19770-1:2017(E)

b. business continuity risks;
c. legal and regulatory compliance risks;
d. risks associated with contractual compliance, including license compliance risk; and
2) identify the risk owners;
NOTE Risks associated with the information contained within IT assets can be assessed against the risk

assessment requirements of ISO/IEC 27001. Guidance for conducting information security risk assessments
can be-obtained from ]QnI/]F‘F 270085

d) analyses the IT asset risks:

[=]

1) |assess the potential consequences that would result if the risks identified in 6.1.2 c) 1) were t
materialize;

2) l|assess the realistic likelihood of the occurrence of the risks identified in 6.1.2(¢) 1); and
3) |determine the levels of risk;
e) evaluates the IT asset risks:
1) [compare the results of risk analysis with the risk criteria established in 6.1.2 a); and
2) |prioritize the analysed risks for risk treatment.

The organization shall retain documented information about the 1T asset risk assessment process.

6.1.3 [T assetrisk treatment

The organization shall define and apply an IT asset riskitreatment process to:

a) select appropriate IT asset risk mitigation measures, taking account of the risk assessment results;
NOTE Organizations can design mitigation measures as required, or identify them from any source.

b) detdrmine all controls that are necessdry to implement the IT asset risk treatment option(s) choser;
NOTIE Organizations can design*controls as required, or identify them from any source.

c) forrhulate an IT asset risktreatment plan; and

—

d) obtdin IT asset owners’-approval of the IT asset risk treatment plan and acceptance of the residug
IT afset risks.

The organization shall retain documented information about the IT asset risk treatment process.

a

NOTE The_fisk assessment and treatment process in this document aligns with the principles and gener
guidelings provided in ISO 31000, and the requirements specified in ISO/IEC 27001:2013, 6.1.2 and 6.1.3.

6.2 IT asset management objectives and planning to achieve them

6.2.1 IT asset management operation process specification

The organization shall determine the operation processes which are appropriate for the degree of
management assurance required with respect to IT asset management.

NOTE1 Annex A provides a list of operation processes for IT asset management. This list is not exhaustive,
and additional operation processes can be needed.

NOTE 2 It is possible but not required to specify groupings of processes for inclusion or exclusion based on
their tier classification as described in Annex B.

16 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=66a9cfd23f41ec450c06b40c245c27c9

ISO/IEC 19770-1:2017(E)

6.2.2 IT asset management objectives for operation processes

The organization shall determine the objectives which are appropriate for the operation processes
identified in 6.2.1. The objectives determined in this way shall be compared with those in Annex A.

A Statement of Applicability shall be produced which lists the objectives specified, with justification for

inclusion and exclusion of any listed in Annex A.

NOTE1 The processes and process objectives listed in Annex A are not exhaustive and additional operation

processes and process objectives can be needed.

NOTE 2  The term ‘Statement of Applicability’ has been chosen because of its analogy with the,Stat
Applicability in ISO/IEC 27001:2013. The Statement of Applicability together with the scope defiftition
needed by any internal or external party to understand what is covered by the IT asset management syj

NOTE 3 Itis possible but not required to specify groupings of processes and process objectives for ing
exclusion based on their tier classification as described in Annex B.

4.2.3 Overall IT asset management objectives

—

he organization shall establish IT asset management objectives at relevant functions and leve

f relevant stakeholders and of other financial, technical, Qegal, regulatory and organ
equirements in the IT asset management planning processs

5 0O <

d

OTE1 The overall set of IT asset management objectives_builds on the IT asset management obje
peration processes identified in 6.2.2.

(@)

The IT asset management objectives shall:

- be consistent and aligned with the organizational objectives;

=z

OTE 2 Organizational objectives can include objectives relating to energy efficiency and other co
environmental sustainability.

1 be consistent with the IT assét jmanagement policy;

-+ be established and updated using IT asset management decision-making criteria (see 4.2);
-+ Dbe established and updated as part of the strategic IT asset management plan;

1+ be measurable (ifjpracticable);

-+ include quantitative targets for data accuracy;

—+ take int@ account applicable requirements;

1 teflect (where appropriate) the likelihood of high rates of change in technology and in the
énvironment;

ement of
(4.3) are
tem.

lusion or

Is.

Vhen establishing its IT asset management objectives, the organization shall consider the requirements

zational

Ftives for

hcerns of

business

— be monitored;
— be communicated to relevant stakeholders; and
— bereviewed and updated as appropriate.

The organization shall retain documented information on the IT asset management objectives.

6.2.4 Planning to achieve IT asset management objectives

The organization shall integrate the planning to achieve IT asset management objectives wi

th other

organizational planning activities, including financial, human resources and other support functions.

© ISO/IEC 2017 - All rights reserved
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The organization shall establish, document and maintain IT asset management plan(s) to achieve the
IT asset management objectives. These IT asset management plan(s) shall be aligned with the IT asset
management policy and the strategic IT asset management plan.

The organization shall ensure that the IT asset management plan(s) take(s) into account relevant
requirements coming from outside the IT asset management system.

When planning how to achieve its IT asset management objectives, the organization shall determine
and document:

a) the [method and criteria for decision makKing and prioritizing of the activities and resources o
achieve its IT asset management plan(s) and IT asset management objectives;

b) the processes and methods to be employed in managing its IT assets over their life cycles;
c¢) whdtwill be done;

d) whdtresources will be required;

e) whd will be responsible;

f) whdgn it will be completed;

g) how the results will be evaluated;

h) the pppropriate time horizon(s) for the IT asset management plan(s);

i) the financial and non-financial implications of the IT assetinanagement plan(s);

j)  the feview period for the IT asset management plan(s){see 9.1);

k) actipns to address opportunities associated with.thanaging the IT assets, taking into account hoy
thede opportunities can change with time, by éstdblishing processes for:

— [identification of opportunities;

— |assessment of opportunities;

— |determining the significance.ofIT assets in achieving IT asset management objectives;
— [implementation of the appropriate treatment, and monitoring, of opportunities.

NOTE ISO 55001:2014 ingludes risks in this text, whereas this document addresses risks more extensively i
6.1.2 and 6.1.3 similar to the'way risks are treated in ISO/IEC 27001:2013.

=]

7 Support

7.1 Resources

The or farization chall datarming ~and wravida tha vroacanrcac naadad for tha actahlichman
orAoerort OtrotT coece T C——rrt—provIat—nt— T EoSourcto—eeato TOT tIrC— oS ta oo e,

implementation, maintenance and continual improvement of the IT asset management system.

The organization shall provide the resources required for meeting the IT asset management objectives
and for implementing the activities specified in the IT asset management plan(s).

7.2 Competence
The organization shall:

— determine the necessary competence of person(s) doingwork under its control thataffectsits IT asset
performance, IT asset management performance and IT asset management system performance;
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— ensure that these persons are competent on the basis of appropriate education, trai
experience;

— where applicable, take actions to acquire the necessary competence, and evaluate the effec
of the actions taken;

— retain appropriate documented information as evidence of competence; and

— periodically review current and future competency needs and requirements.

o d

ning, or

tiveness

r the re-
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assignment of currently employed persons; or the hiring or contracting of competent persons.

1.3 Awareness

—

ersons doing work under the organization’s control, who can have an impact ontheachievems
[ asset management objectives, shall be aware of:

[l

- the IT asset management policy;

-+ their contribution to the effectiveness of the IT asset managementsystem, including the bg
improved IT asset management performance;

-+ their work activities, the associated risks and opportunities.and how they relate to each of

-+ the implications of not conforming with the IT asset mganagement system requirements.

1.4 Communication

The organization shall determine the need for, internal and external communications relev3
assets, IT asset management and the IT assetimanagement system including:

—+ on what it will communicate;
<+ when to communicate;
+ with whom to communicate; and

—+ how to communicate.

7.5 Informationrequirements

The organizatieni=shall determine its information requirements to support its IT assets,

and organizational objectives. Requirements may include, but are not limited to financial, p
dontractylicense, technical, and organization information. In doing this:

d) ‘the organization shall include consideration of:

nt of the

nefits of

her; and

nt to IT

[T asset

management/IT asset management system and the achievement of its IT asset management olyjectives

urchase,

— the significance of the 1dentified risks;
— difficulty of controlling the characteristics of IT assets as described in Annex C.

— theroles and responsibilities for IT asset management;

— what measurements are needed for determining that the IT assets achieve what is expected of

them in relation to the organization's overall objectives
— the IT asset management processes, procedures and activities;

— the exchange of information with its stakeholders, including service providers;
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— the impact of quality, availability and management of information on organizational decision
making;

b) the organization shall determine:
— the attribute requirements of identified information;
— the quality requirements of identified information;

— how and when information is to be collected, analysed and evaluated;

c) the prganization shall specify, implement and maintain processes for managing its information

d) the [organization shall determine the requirements for alignment of financial and non-financigl
terminology relevant to IT asset management throughout the organization; and

e) the prganization shall ensure that there is consistency and traceability between the financial an
technical data and other relevant non-financial data, to the extent required to,meet its legal an
reglilatory requirements while considering its stakeholders' requirements-and organizationg
objdctives.

— 2

7.6 Documented information

7.6.1 [General

The organization’s IT asset management system shall include:

— dochmented information as required by this document;

— docpimented information for applicable legal and regulatory requirements; and

— docpimented information determined by the organization as being necessary for the effectiveness of
the [T asset management system, as specified in 7.5.

NOTE 1 | The extent of the documented information for an IT asset management system can differ from one
organizafion to another due to:

— the pize of organization and its type of activities, processes, products and services;
— the fomplexity of processesand their interactions;

— the fompetence of persois;

— the fomplexity of the1T asset(s); and

— the heed to be able to demonstrate compliance, e.g. with licensing terms and conditions.

initial tagk aSsociated with the development of an IT Asset Management system, although it needs to be reviewe|
periodicglly)Sub-clause 7.6 is concerned with a specific subset of that information, for the purpose of havi
reviewable information, i.e. audit trails.

NOTE 2 | Sub-clause 7.5 is concerned with the determination of overall IT system requirements, which is a
fE

7.6.2 Traceability of ownership and responsibility

Ownership and responsibility for all IT assets shall be documented information.

NOTE1 Documentation of ownership and responsibility can exist at any level of detail or generality as the
organization considers appropriate. Where there are mixed ownerships and responsibilities, such as for end-user

devices and servers; and for software and data on that equipment, more granularity of documented information
will typically be needed.
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NOTE 2  Ownership of and responsibility for one type of IT asset can create a responsibility for a different type
of IT asset. For example, a cloud service provider can create a significant licensing exposure if it adds cores to a

cloud server which is providing Infrastructure-as-a-Service to a client organization.

7.6.3 Audit trails of authorizations and execution of authorizations

All authorizations shall be documented information. The documented information shall include details

of (@) who made the authorization, (b) when, and (c) reason(s) why the authorization was given

NOTE 1 There is no requirement for any specific types of authorization to exist, unless otherwise

specified

in this document. Authorizations can exist at any level of detail or generality as the organization
propriate. For example, authorizations can apply to the entire organization, to specific organizatio
groups of individuals, to individual IT assets or classes of IT assets. Authorizations can also/be timg
urthermore, there can be different classes of authorizations, such as financial, security, ‘operati
anagerial.

The execution of an authorization should be documented information, including details of
gxecuted it, (b) when it was executed, and (c) against which authorization(s).

NOTE 2  Anexample of the execution of an authorization is the installation afduthorized software.

71.6.4 Creating and updating

When creating and updating documented information the organization shall ensure appropria

- identification and description (e.g. a title, date, authot,/or reference number);

- format (e.g. language, software version, graphics}and media (e.g. paper, electronic); and

— review and approval for suitability and adequacy.

.6.5 Control of documented information

=

ocumented information required by the IT asset management system and by this document
ontrolled to ensure:

Q

a) itisavailable and suitable for use, where and when it is needed; and

low

) itisadequately protected (e.g. from loss of confidentiality, improper use, or loss of integrit

Hor the control of documented information, the organization shall address the following actiy
applicable:

— distributien, access, retrieval and use;

1 storage and preservation, including preservation of legibility;

— control of changes (e.g. version control); and

onsiders
nal units
b-limited.
nal, and

(@) who

e

shall be

).

yities, as

- _retention and disposition.

Documented information of external origin determined by the organization to be necessary for the
planning and operation of the IT asset management system shall be identified, as appropriate, and

controlled.

NOTE Access can imply a decision regarding the permission to view the documented information only, or

the permission and authority to view and change the documented information, etc.
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8 Operation

8.1 Operational planning and control

The organization shall plan, implement and control the processes needed to meet requirements, and to
implement the actions determined in 6.1, the IT asset management plan(s) determined in 6.2, and the

correcti

ve and preventive actions determined in 10.1 and 10.2 by:

— establishing criteria for the required processes;

— imp|

— keeping documented information to the extent necessary to have confidence and evidence(that thie

pro

— tredting and monitoring risks using the approach described in 6.1.3.

82 M

Risks agsociated with any planned change, permanent or temporary that\can have an impact op
achieving the IT asset management objectives, shall be assessed before theZeltange is implemented.

The org

The org
taking 4

8.3 Cgre data management

The organization shall ensure that required data aboutall core IT assets in scope is accurately recorde

through|

are authlorized or not.

NOTE 1
assets (e

IT assetq if they are included in scope. In situations with mixed responsibilities (e.g. for cloud computing d
BYOD), iffcan be appropriate to include«assets which are the responsibilities of other organizations or individua

in order
NOTE 2

NOTE 3
business

8.4 Li

The org
and usa

lementing the control of the processes in accordance with the criteria;

resses have been carried out as planned; and

anagement of change

inization shall ensure that such risks are managed in accordan€e with 6.1.3.

hnization shall control planned changes and review the,consequences of unintended changes,
ction to mitigate any adverse effects, as necessary.

o

put the life cycle; and that there is documented information for all IT assets as to whether the]

<

Core IT assets include software assets;IT hardware, and IT asset services. Digital information content
g. licensed audio and video recordings; word-processing and PDF documents) are also considered corfe
r
s

o manage related risks, e.g,(oflicensing non-compliance.
This process includes data verification.

This process provides information on IT assets to support the effectiveness and efficiency of othg
processes.

—

cense management

inization shall ensure that required data and information about licenses, related entitlements,
e against entitlements, for all IT assets in scope, is accurately recorded throughout the life

cycle; that reconciliations are conducted and assessed periodically between requirements, usage
against entitlements, and entitlements; and verified.

NOTE

If digital information content assets are included in scope and are subject to licensing terms and

conditions, they would also be covered by these requirements.
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8.5 Security management

The organization shall manage security effectively within all ITAM activities and shall
the security approval requirements related to ITAM, for all IT assets in scope; and conduct
verification of compliance with security requirements.

NOTE Security includes access and integrity controls. Security requirements apply not only to soft
to all IT assets including hardware and information about IT assets.

6 QOther processes

support
periodic

ware but

The organization shall ensure the operation of any other processes as determined in 6.2.2
nanagement objectives for operation processes, and any additional processes which the organiz3
efined.

(@i

NOTE This sub-clause is the mechanism to add additional processes as defined in Ahnexes A and B.

8.7 Outsourcing and services

When the organization outsources any activities that can have an impact on the achievement
dsset management objectives, it shall assess the associated risks,(Fhe organization shall eng
utsourced processes and activities are controlled.

(@)

NOTE1 Outsourced activities in principle include externally<supplied services. Examples of e
supplied services are software as a service (SaaS), platform as’a'service (PaaS), and infrastructure as
(JaaS), as well as hardware maintenance, software support,” and training. However, the term ouf
i$ generally applied to relatively comprehensive sets of:services, whereas individual services are

cpnsidered more limited in scope.

NOTE 2  SeeISO/IEC 20000-1 for further information on managing outsourcing and services.

When the organization utilizes an IT infrastructure with responsibilities for IT assets or ¢
information shared by both the internal organization and external suppliers of IT serv
drganizations shall assess the associated risks. The organization shall ensure that processe
ipfrastructure involving mixed responsibilities are controlled.

NOTE 3 Examples of situatioms ‘involving mixed responsibilities are that different parties can
end-user devices being used ferganizational vs third party such as a mobile operator), the servers bg
(prganizational vs third-party-such as for cloud computing), the software being licensed (organizational
party), and the data beipg held and processed (organizational, personal, or third-party).

|

i

he organization,shall determine and document how these activities will be controlled and in
into the organization's IT asset management system. The organization shall determine:

d) the processes and activities that are to be outsourced (including the scope and boundari
outseurced processes and activities and their interfaces with the organization’s own proce
activities);

IT asset
tion has

of its IT
ure that

kternally
a service
sourcing
benerally

lata and
ces, the
5 and IT

own the
ing used
or third-

fegrated

bs of the
sses and

h) ““the implications of the mixed responsibilities involved (including the associated risks and

how the

mixed responsibilities can be effectively discharged with accountability for those responsible);

c) theresponsibilities and authorities within the organization for managing the outsourced processes

and activities; and

d) the processes and scope for the sharing of knowledge and information between the organization

and its contracted service provider(s).
When outsourcing any activities, the organization shall ensure that:
— the outsourced resources meet the requirements of 7.2, 7.3 and 7.6; and

— the performance of the outsourced activities is monitored in accordance with 9.1.
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8.8 Mixed responsibilities between the organization and its personnel

When there is mixed ownership between the organization and its personnel of IT assets in scope and
information held on those assets, it may have an impact on the achievement of the organization’s IT
asset management objectives. Where this is the case, the organization shall assess the associated risks
and ensure that these situations are controlled.

NOTE 1 Situations involving mixed ownership between the organization and its personnel include personnel
using their own devices for organizational activity (typically referred to as ‘Bring-Your-Own-Device’, or ‘BYOD’),
and also personnel using organizational IT assets for personal purposes, including the result that personal data
or infornpation can be held on organizational resources.

When the organization utilizes an IT infrastructure with mixed responsibilities betweén t
organizdtion and its personnel for IT assets or data or information, the organizations shall assess t
associated risks. The organization shall ensure that processes and IT infrastructure inyolving such
mixed r¢sponsibilities are controlled.

NOTE 2 | Examples of situations involving mixed responsibilities are that different parties.can own the end-
user devjices being used (organizational vs personal or third party such as a mobile,dperator), the softwar
being licg¢nsed (organizational, personal, or third-party), and the data or informationbging held and processe
(organiztional, personal, or third-party).

[=PiNe))

[om

The organization shall determine and document how these activities will be controlled and integrate
into thejorganization's IT asset management system. The organization Shall determine:

a) the processes and activities that are affected by mixed responsibilities between the organizatio
and|its personnel (including the scope and boundaries of the affected processes and activities);

-

b) the jmplications of the mixed responsibilities involved-{including the associated risks and how the
mixed responsibilities can be effectively discharged:with accountability for those responsible);

c) the fesponsibilities and authorities within the étganization for managing the situations involving
mixpd responsibilities; and

-

d) the jprocesses and scope for the sharing.ef knowledge and information between the organizatio
and|its personnel in these situations.involving mixed responsibilities.

When involved in situations involving mixed responsibilities, the organization shall ensure that:
— the mixed-responsibility resources meet the requirements of 7.2, 7.3 and 7.6; and

— the performance of the-mixed-responsibility activities is monitored in accordance with 9.1.

9 Pernformanceevaluation

9.1 Mpnitoring, measurement, analysis and evaluation

The orgamization shall determine:

a) whatneeds to be monitored and measured;

b) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid
results;

c) when the monitoring and measuring shall be performed; and
d) when the results from monitoring and measurement shall be analysed and evaluated.

The organization shall retain appropriate documented information as evidence of the results of
monitoring, measurement, analysis and evaluation.
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The organization shall evaluate and report on:

— the IT asset performance;

— the IT asset management performance, including financial and non-financial performance; and

— the effectiveness of the IT asset management system.

The organization shall evaluate and report on the effectiveness of the processes for managing risks and
opportunities.

D \0

The organization shall ensure that its monitoring and measurement enables it to”\n
requirements of 4.2.

Internal audit

.2.1 The organization shall conduct internal audits at planned intervals to-provide informn
ssist in the determination on whether the IT asset management system:

conforms to:
— the organization’s own requirements for its IT asset management system;
— the requirements of this document; and

is effectively implemented and maintained.

.2.2 The organization shall:

plan, establish, implement and maintain an:audit programme(s), including the frequency, n

eet the

ation to

hethods,

responsibilities, planning requirementsgand reporting, which shall take into consideration the

importance of the processes concerned-and the results of previous audits;

define the audit criteria and scope-for each audit;

select auditors and conduct dudits to ensure objectivity and the impartiality of the audit p1
ensure that the results.6f-the audits are reported to relevant management; and

retain documented ‘information as evidence of the results of the implementation of t
programme and-the audit results.

9.3 Management review

Top management shall review the organization's IT asset management system, at planned inte

gnsure its.continuing suitability, adequacy and effectiveness.

The management review shall include consideration of:

0CeSSs;

he audit

rvals, to

a)
b)

c)

d)

the status of actions from previous management reviews;

changes in external and internal issues that are relevant to the IT asset management system;

information on the IT asset management performance, including trends in:
— nonconformities and corrective actions;

— monitoring and measurement results;

— auditresults;

IT asset management activity;
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e) opportunities for continual improvement; and
f) changes in the profile of risks and opportunities.

The outputs of the management review shall include decisions related to continual improvement
opportunities and any need for changes (see 8.2) to the IT asset management system.

The organization shall retain documented information as evidence of the results of management
reviews.

10 Improvement

10.1 Nonconformity and corrective action

When a ponconformity or incident occurs in its IT assets, IT asset management or IT asset'managemer]t
system the organization shall:

a) readt to the nonconformity or incident, and, as applicable:
— |take action to control and correct it;

— |deal with the consequences;

(s

b) evaluate the need for action to eliminate the cause(s) of the nonegnformity or incident, in order th3
it dges not recur or occur elsewhere, by:

— |reviewing the nonconformity or incident;
— |determining the causes of the-nonconformity or'incident;
— |determining if similar nonconformities exist;,or could potentially occur;
c) implement any action needed;
d) review the effectiveness of any corrective action taken; and
e) malie changes (see 8.2) to the IT asset management system, if necessary.
Corrective actions shall be appropriate to the effects of the nonconformities or incident encountered.
The organization shall retaindocumented information as evidence of:
— the hature of the nofconformities or incident and any subsequent actions taken; and

— the results of any.Corrective action.

10.2 Preventive action

The orgamization shall establish processes to proactively identify potential failures in IT assgqt
performance and evaluate the need for preventive action.

When a potential failure is identified the organization shall apply the requirements of 10.1.

10.3 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of its IT asset
management and the IT asset management system.
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Annex A
(normative)

IT asset management operation processes and objectives

Thicannaw—cnacifiac tha IT ~ccnt anagarannt oo Filon v nccnc o d ohicctixg wihich
DE€ €1t

shall be

n. iR e7aVa)
ImrSsarIC A S Pt tmICo— it T T oSSt T iaa g CIcIe o ptratror prottosto—artt O TIvCOo—VvvIIT

donsidered for inclusion in the IT asset management system. The Statement of Applicabilit
documents the decisions as to which are included or excluded.

This annex is referenced or used in the main body of this document as follows:

—+ 6.2.1IT asset management operation process specification;

—  6.2.2 IT asset management objectives for operation processes;
+ Clause 8 Operation including in particular:

— 8.2 Management of change;

— 8.3  Core data management;

— 8.4  License management;

— 8.5  Security management; and

— 8.6  Other processes.

Q=

onsequently shall always be included (8.2;8:3, 8.4, and 8.5).

reflect stages in the life cycle of'the IT assets themselves. Examples are Acquisition, Rele
[Jeployment. Functional management processes in contrast generally apply across multiple 1
fdrocesses (and hence the tefim “cross-cutting’ processes is sometimes used). Examples are]
Nanagement, License Management, and Relationship and Contract Management.

ol

igure A.1 gives an overview of the process areas by process type.

y (6.2.2)

ote that the process objectives for the first four processes are already included in this docunient, and

Hrocess types are either life cycle or-functional. Life cycle management processes are thoge which

hse, and
life cycle
Change
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IT Asset Functional Management Process Areas

Change Data
Manage- Manage-
ment ment

Relation- Seivice
License Security ship / Financial T Other Risk
Manage- Manage- Contract Manage- Moo Manage-
ment ment Manage- ment e ment
ment
ment

IT Asset Life Cycle Management Processes

Specififation

Table A.l gives the detailed process objectives structured by process type.

Acquisition

. * E
QY

Development Release Deployment Operation d Retirement

\.
/,C’

Figure A.1 — ITAM process areas by process type

Table A.1 — Process objectives byprocess type

Process

Process Objective

IT Asset Life Cycle Management Processes

Specification

The objective of the Specification process in respect of IT assets is to
ensure that requirements are properly requested and analysed, and
that appropriate alternatives are designed and evaluated for meeting
those requirements.

Acquisition

The objectiveof-the Acquisition process in respect of IT assets is to
ensure that ‘assets in scope are acquired in a controlled manner and
properlywecorded.

Development

The abjective of the IT development process in respect of IT assets is to
ensupe that IT assets in scope, and software in particular, is developed
inya'way which considers ITAM requirements.

Release

The objective of the IT asset release management process in respect of
IT assets is to ensure that releases of IT assets in scope are planned and
executed in a way which supports ITAM requirements.

Deploymerit

The objective of the IT asset deployment process in respect of ITAM is
to ensure that the deployment and redeployment of IT assets in scope is
executed in a way which supports ITAM requirements.

Operation

The objective of the IT asset operations process in respect of ITAM is to

...........

in a way which supports ITAM requirements.

NOTE The Operation process which is performed both by end-users
and operators includes use of IT assets (e.g. taking backups and other
‘housekeeping’ tasks); monitoring (e.g. for exception conditions; and
also of usage and performance); and optimization (e.g. adjusting con-
figuration parameters to improve performance or cost-effectiveness).
There is considerable integration with other ITAMS requirements. For
example, compliance with acceptable use policies integrates with this
process. Many of the IT asset functional management processes will
integrate with this process, such as license management, to optimize
the deployment of licenses.
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