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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Sensor network is widely used around the world in multiple fields such as industrial automation,
environment monitoring, smart home, intelligent health-care and smart grid. The applications can
involve different devices supplied by different manufacturers, e.g. sensors, actuators, controllers,
routers and gateways, etc. Data can be collected and processed by use of different wired/wireless
communication technologies. Thus, various test systems should be employed to satisfy some specific
requirements. The operations of test systems is a challenge to users, if without a uniform test platform.
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following aspects should be considered:

a)| Sensor network heterogeneity. It is necessary to verify the interoperability of sensor hetworks
based on different protocols prior to system application;

b)| Diversity of sensor network applications.

However, an international test standard for sensor networks which can provide guidance to design and
dgvelop a uniform platform integrating different tests for sensor networksis still unavailable

© ISO/IEC 2016 - All rights reserved v
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Information technology — Sensor network testing
framework

1 Scope

Thisdocumentspecities:
— testing framework for conformance test for heterogeneous sensor networks,
—|{ generic services between test manager (TMR) and test agent (TA) in the testing framewotk, and

— guidance for creating testing platform and enabling the test of different sensor network protocols.

2| Normative references

There are no normative references in this document.

3| Terms and definitions
Far the purposes of this document, the following terms and definitions apply.
ISP and IEC maintain terminological databases for.use in standardization at the following addresses:

—|{ IEC Electropedia: available at http://www.electropedia.org/

—{ ISO Online browsing platform: available at http://www.iso.org/obp

3.1
analysis module
logical unit within a testing application process which is used to analyse the information [from test
agent and module-based test depending on a particular strategy

3.p
tept agent
dgvice designed for “different sensor network protocols or various kinds of hardware|that can
communicate direcfly with the test manager and the systems under test

3.
tekting application process
softwarefunctional entity that performs the processing by combining test modules, analysi§ modules
arld réport modules to fulfil test purposes

Note TTo entry: It 1s an application platform that Supervises various operational aspects ol testing activities and
entities, usually through interaction with test agents.

34

test module

logical unit within a testing application process that performs operations depending on a specified
testing requirements

3.5
testing platform
testing entity that could integrate different test systems for different protocols and technologies

EXAMPLE A platform can provide IPv4 and IPv6 conformance testing systems.

© ISO/IEC 2016 - All rights reserved 1
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3.6

testreport
logical unit of software within a testing application process that produces documents at the end of test

assessment

3.7

view object

logical ele

ment provided to support efficient access to data within a testing or analysis module

Note 1 to entry: It is visible on graphic user interfaces.

4 Abbreviated terms

TE
DUT
ICS
IUT
MIB
oD
SAPs
SNTF
SUT
TA
TAP
TDSs
™
TMR
TMSs
TP
AY0)

5 Overview of a sensor network testing framework (SNTF)

5.1 Tes

Varied w
protocols
test systq
conforma

networksd.

auxiliary testing equipment

device under test

implementation conformance statement
implementation under test
management information base
object dictionary

service access points

sensor network testing framework
system under test

test agent

testing application process

testing data services

test module

test manager

testing management services

test purpose

view object

ting requirements of sensor networks

th applications, sensor networks are likely employ different communication technologies a
. To ensureltheir interconnection and operation, it is required to deploy a great number
ms, which’ are designed to test individual technologies and protocols with regard to proto
nce; Therefore, it is a challenging task to integrate the variety of the test systems for seng

hd
of
ol
or

It is difficult to manage different test systems, make them work together and execute test cross various
technologies and protocols for specific user requirements. Various application systems need different
communication interfaces and protocols, which can’t interact directly with each other.

With changing testing requirements, test system for sensor networks should be scalable and adaptable
on demand. For example, when new sensor networks are added into the application, the corresponding

test syste

ms should be integrated into the test platform with low costs.

Annex A describes an example of a testing platform for hybrid sensor networks based on IPvé6.

© ISO/IEC 2016 - All rights reserved
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5.2 Conceptual model of SNTF

Figure 1 shows the concept model of SNTF. The framework consists of three parts: test manager (TMR),
test agent (TA) and system under test (SUT). As an actual management controller, the TMR conducts
a test indirectly by controlling the TA. The test activities of the TMR should be converted into unified
services and transferred to the TA. After having processed the testing services from TMR, TA conducts
test interactions directly with SUT. Therefore, TA bridges TMR and SUT while TA needs to be equipped
with the specific physical communication interface and protocol stack as in SUT.

The SUT is a system that can include only one device under test (DUT) ora DUT and some other devices
(& Xitfayy testing
eq ulpment (ATE) DUT needs to be verified for having certain requlred protocol 1mplementa jfions. SUT

copntains points of control and observation at the upper or lower service boundary-~af)thg protocol
implementations that resides in DUT to execute tests. The protocol implementations“during testing
is|called implementations under test (IUT). Before starting performing the conformance tests, [UT
shuld be configured by instructions from TMR. In a complicated environmefit,-ATE can bf used to
stimulate the DUTs to ensure TAs observe the expected responses from DUT if the [UT canlt activate
some particular behaviours of protocol by itself.
Testing Application Process
View ‘| Test
Objects Reports Object
A I Dictionary
Test Analysis |
Modules Module MIB TMR
unified services
communication interface
SUT

Sensor Network

Figure 1 — Conceptual model of SNTF
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5.3 Description of test manager (TMR)

The TMR can support several testing application processes (TAP). Each TAP has a specific test task to
be performed. For example, it can create an application process for conformance testing of a particular

protocol,

and simultaneously another application process for a different protocol.

The testing application process is designed on a component basis. There are five types of components

in a TAP:

— view

object,

— testr
— testr
— analy
— objed
Figure 2 s
The testn

eport,

hodule,

sis module, and

t dictionary (OD).

hows the relationship of the five components.

hodule (TM) is the performer of test cases. Before executing a test, TM;should be parameteriz

to configiire the test type for a specific protocol. If the corresponding testing requirements and testi

suits are
executed

The anal
is needed
Moreover

The view
interface
grouped

derived fi

Managemn
in TMR,
process ¢

nputted into a TM, it is instantiated. After the TM is started,the’steps defined by test cases

ysis module (AM) shall connect test modules to colect data to analysis test activities.
| to configure the corresponding report format inthe AM before producing test repor
AM can also collect the information of the operating conditions of the TM.

object (VO) has parameter sets from the TMstand AMs. VO can be selected for graphical ug
, which allows monitoring the real-time threughput during a certain period. VOs also can

fo monitor the parameters in the relevant TMs and AMs; its visual parameters can also

om different TMs or AMs.

ent information base (MIB) ston€s all object values of test module, view object and test repd
ncluding the management objects for TA. The values of the objects in testing applicati
hn be indexed quickly fromsebject dictionary (OD).

Testing Application Process

| Test
Report

g —————— ——= A
i I >l OD

i.-

er
be
be

rt

= A [ A
TTSU TITTSU

=5 ATalysis
Module 1 Module m (€ Module

unified services

Figure 2 — Relationship of components in TAP
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5.4 Description of test agent (TA)

A test agent (TA) is designed for individual protocol, and it can support multiple implementations of
the same protocol. The TA handles any direct communications with the SUT with the same protocol
through the test driver. Platform independence can be achieved by the test driver. The configuration
parameters of test driver are defined in the TA description.

Before performing the corresponding test operations, TA shall establish communication connection
with TM in TMR when receiving the start command from a TM. TA receives services from TM and
translates them into the appropriate messages in conformance with the protocol of SUT. Structure
mpdetof TATSShowm i Figure3:

™

A

communication interface

unified services

TA
individual
protocol

TA test
description driver

Figure 3 — Structure of TA

6| Testing services

6.1 General

Testing setwvices are conceptually divided into two classes: testing data services (TDSs) arjd testing
management services (TMSs) as shown in Figure 4. TMSs could be used to create application
communication relationships or set the parameters of TA via Management Entry-Service Acc¢ss Points
(ME=SAPs). TDSs should be used to implement testing procedures between TMR and TA via Data Entry-
Service Access Points (DE-SAPs). TMR can transfer testing data to TA and control TA testing behaviours.

© ISO/IEC 2016 - All rights reserved 5
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Figure 4 — Overview of test services for sensor networks

1des:

ontent of the report can be generated dependent on changes of the test/condition. EventRepq
ce can be retried until an EventAck service for the EventReport received.

fAck service: EventAck is used to acknowledge an individual EventReport service has be
ved. An EventAck should result in the ceasing of the EventReport retry requests for t
sponding individual event.

service: This service is used to read value of an object from TM in TMR or TA.
 service: This service is used to write value of arrobject from TM in TMR or TA.

Test service: This service is used to start a test task between TM in TMA and TA. Test cases &

exec

ted after this service is called.

StopTest service: This service is used tostop a test task between TM in TMR and TA. All test activit
in tedt system is stopped after this setrvice is called.

Datallploading service: This serwice is used to transfer a block of data from TA to TM in TMA
suppprts fragmentation to transmit a large amount of data. The destination device can reassemlble
the r¢ceived messages.

DatapPownloading seryice: This service is the same way as the DataUploading service. The differen
is thdt TM sends a blegk of data to TA.

StartDownAndUploading service: This service is used to begin downloading or uploading of datq.

StoplDownAndUploading service: This service is used to end downloading or uploading of data.

ExeclitéTesting service: This service is used to execute a test case.

[Report service: This service is used to report one or more failures orexceptions from TAs.

rt

en
he

It

TMSs includes:

— Associate service: This service provides mechanisms to create a logical connection between TA and
TM in TMR. The connection is the prerequisite for the execution of the other services between TM
and TAs.

— Abortservice: Thisservice permitstoreleasealogic connectionbetween TM and TAs. Communication
activities including should be stopped until a new connection has been established.

Sync service: The service enables setting of the time for a TA associated with a TM in TMR. This is
useful for time synchronization in a test system with time constraints.

© ISO/IEC 2016 - All rights reserved
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— AddressAllocation service: This service provides functions to allocate addresses for TAs. TM can

allocate a unique identification for each TA through this service.

6.2 Module interactions through unified services

DeviceStatus service: This service is used for a spontaneous transmission of device status.

Before testing the SUT, a TM in TMR should create a communication connection with TA and SUT.
As shown in Figure 5, the TM sends an associate request message to open a connection for a specific
protocol conformance testing. The messages between TM and TA should use the same protocol. Then,

TA loads a specific individual protocol and test driver for a specific protocol used in SUT. TA acts as a
priotocol translator between TM and SUT. When TM intends to terminate the communicatien pctivities,
it $hould initiate an Abort service request to TA. If it receives an Abort response from TAj)the connection
is released successfully.
Test Agent
Test Module unified services individual . SUT
testdriver
protocol
Associate.Request
Associate.Request Create a connection with
desired parameters Create a connection with
protocol-specefic parameters
Connection openegd
Associate.Response Associate.Response
Abort.Request
Abort.Request .
Close the connection Close the connection with
protocol-specific parameters
The connection closed
AbortR Abort.Resp
Figure 5 — Sequience diagram of creating and releasing a connection
StartTest service is used/to launch a test task after a connection is opened. TA and SUT shoulf allocate
thp testing resources.and provide necessary testing configurations to prepare for testing activiities. Test
cafes in a test suyitshall be performed when TA receives ExceuteTesting request. The test r¢sults are
transmitted tolFM. If an analysis module (AM) is configured by the test application process tolassociate
a [rA, it should also receive the test results for analysis. When a test task is completed, TM sends a
StppTestto.end a task. A typed sequence diagram of the messages among modules is shown inf Figure 6.
© ISO/IEC 2016 - All rights reserved 7
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6.3 Tes

6.3.1 G

This sub
primitive
access po

ExecuteTesting.Response

Test Module unified services Test Agent SUT
individual test driver
protocol
StartTest.Request
StartTest.Request
Launch a test task A test task ready status with
protocol-specific parameters
Test ready
StartTest.Response StartTest.Resp
ExecuteTesting.Request .
ExecuteTesting.Request

Perform test cases o
protocol-specific Messages

Test result

ExecuteTesting.Response

ExecuteTesting.Request

ExecuteTesting.Response

ExecuteTesting.Request

Perform test cases .
protecel-specific Messages

Test result

ExecuteTesting.Resp

StopTest.Request

StopTest.Resp

StoptTest.Request

Request to finisha test A test task completed status
task with protocol-specific

parameters

Test task completed

StopTest.Resp

Figure 6 — Sequence'diagram of performing test cases

eneral

Table 1 — Data services and the names of SAPs

t data services (TDSs)

‘lause specifies.test data services (TDSs) in a sensor networks testing platform. Servlce
5 and parameters of primitives are defined for each test data service. The names of serv
ints (SAPs)\through which specific service is provided are given in Table 1.

Service name SAP name
EventReport EventReport-SAP
EventAck EventAck-SAP
Read Read-SAP
Write Write-SAP

StartTest Start-SAP

StopTest Stop-SAP
StartDownAndUploading StartDownAndUploading-SAP
StopDownAndUploading StopDownAndUploading-SAP

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=ec2d3dc60796d0d99bd05160cf17f82f

ISO/IEC 19637:

Table 1 (continued)

2016(E)

Service name

SAP name

DataUploading DataUpLoading-SAP
DataDownloading DataDownLoading-SAP
ExecuteTesting ExecuteTesting-SAP

6.3.2 EventReport service

E

in
th

6.

T}
pa

£ 4 H H -l 41 1 I £ L CAD T I LD £ CAD = 1 H 1
CllLl\C}JUl L OCI VILT 1S5 lJl UVIUCTU LUIIT Uusu LaVCllLl\ClJUl conrl. 1I'IIC LaVCllLl\UlJUl conl 15 d lUleal
the application that is issuing an EventReport. EventReport is an unconfirmed service, T2
e primitives supported by the EventReport-SAP. Table 3 outlines the primitive parameters.

interface
ple 2 lists

Table 2 — EventReport primitive summary
Name request indication response confirm
EventReport 6.3.2.1 6.3.2.2

Table 3 — EventReport primitive parameters

Parameter Name Description
SourceAddress The address from which-the service request is sent.
DestinationAddress The address to whicK the service request is to be sent.
Gommunication mode.
Mode 0: broadcast;
1:client/server
ConnectID Theunique identifier of the connection established.
Priority It defines the message priority. Possible values: high, medi-
um or low.
EventID Unique identifier of the individual event.
EventType It irfld_icates if t_his is_a communicati(_)n failure, testing process
ailure, device failure, module failure or a state change.
Timestamp It specifies the time at which the event was detected.
AssociatedObjectID Unique identifier of an object that generated an event.
Length The number of bytes of value.
Value The content of event

8.2.1 EventReport.request

is primitive requests the process of event report from the application layer. If the value of the
rameéeter Mode is broadcast, ConnectID should be set to 0; otherwise, itis the value of the iden

tification

of

. — — PR B L | 11
CUMIITUIIICAUIOIT COLTICCLIOIT C5SLAdUISHICU Dy SOUI'LC.

The parameters of this primitive are:

EventReport.request{

SourceAddress,

DestinationAddress,

Mode,

ConnectID

© ISO/IEC 2016 - All rights reserved
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Priority,

EventID,

EventType,
Timestamp,
AssociatedObjectID,

Length.

Value
}

6.3.2.2 |EventReport.indication

This prinpitive indicates the event report was received at the destination in the @pplication proce
Upon recgipt of this primitive, the receiver should issue EventAck request to the squfce. The parametsg

of this primitive are:
EventReport.indication {
SourceAddress,

Mode,
ConnectID
EventID,
EventType,
Timestamp,
AssociatgdObjectID,
Length.

Value

}

6.3.3 EventAck service

EventAckl serviceis used to acknowledge an individual event. Table 4 lists the primitives supported
the EventjAck-SAP. Table 5 describes the primitive parameters.

Table 4 — EventAck Pl;imiting SUHMRALY

Name

request

indication

response

confirm

EventAck

Table 5 — EventAck primitive parameters

Parameter Name

Description

SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
Mode Communication mode.
ConnectID The unique identifier of the connection established.

10
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Table 5 (continued)
Parameter Name Description
Priority It defines the message priority. Possible values: high, medi-
um or low.

EventID Unique identifier of the individual event.
AssociatedObjectID Unique identifier of an object that generated an event.

Length The number of bytes of result.

Result The result after processing the event Report service.

6.8.3.1 EventAck.request

If p duplicate EventReport has been received, a duplicate EventAck should been sent: The parameter
CdnnectID, EventID and AssociatedObjectID should be the same as the received¢EventRepori|t service.
The parameters of this primitive are:

EventAck.request {
SqurceAddress,
DgstinationAddress,
Mode,

CdnnectID

Prjiority,

EvientID,
AgsociatedObjectID,
Legngth,

Rdsult

}

6.8.3.2 EventAck.indication

When the EventAck-has been received, the status of event report is be cleared. The parametgrs of this
primitive are:

EventReport.indication{

EvientID;

AgsaciatedObjectID,

Length.

Result

}

6.3.4 Read service

Read service supports client/server communication mode. It is usually used to get configuration of
Test Agent. Table 6 lists the primitives supported by the READ-SAP. Table 7 outlines the primitive
parameters.

© ISO/IEC 2016 - All rights reserved 11
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Table 6 — Read primitive summary

Name

request

indication

response confirm

Read

6.3.4.1

6.3.4.2

6.3.4.3 6.3.4.4

Table 7 — Read primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
BestimatiomAddress Fheaddresstowhichrtheservice request s tobesent:
Mode Communication mode.
ConnectID The unique identifier of the connection established.
ApplicationID The unique identifier of an individual destination application.
ModulelD The unique identifier of an individual destination moduile-
ObjectID The unique identifier of an individual object:
Length Length of bytes of Data.
Data This parameter presents the values that the sender)desires to read.
Status This parameter specifies the access.attribute.

6.3.4.1 |Read.request

The paraeters of this primitive are:

Read.reqtiest {
SourceAddress,
DestinatipnAddress,
Mode,
ConnectID
ApplicatipnID,
ModulelD,
ObjectID,
Length

}

6.3.4.2 |Read{indication

The parafmetersof this primitive are:

Read.indication {
SourceAddress,
ConnectID
ApplicationlID,
ModulelD,
ObjectID,

12
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Length

}

6.3.4.3 Read.response

The parameters of this primitive are:

Read.response{

S

nrt‘nAr]Hrocc’

ISO/IEC 19637:2016(E)

Dg
M
Ca
Af
M

T}
Re
Ca
Af
M

stinationAddress,
hde,

nnectID
plicationID,
bdulelD,

jectlD,

ngth,

ta

.B.4.4 Read.confirm

ad.confirm {
nnectID
plicationID,
bdulelD,
jectID,

ta

.B.5"\_ Write service

e parameters of this primitive are:

Write service supports client/server communication mode. It is usually used to conf

gure the

parameters of Test Agent. Table 8 lists the primitives supported by the Write-SAP. Table 9 outlines the

pr

imitive parameters.

Table 8 — Write primitive summary

Name

request

indication

response

confirm

Write

6.3.5.1

6.3.5.2

6.3.5.3

6.3.5.4

© ISO/IEC 2016 - All rights reserved
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Table 9 — Write primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
Mode Communication mode.
ConnectID The unique identifier of the connection established.
ApplicationID The unique identifier of an individual destination application.
ModulelD The unigue identifier of an individual destination madule
ObjectID The unique identifier of an individual destination object.
Length Length of bytes of Data.
Data This parameter is the values that the sender desires to write.
Status The reason of the response.

6.3.5.1 |[Write.request

The paraneters of this primitive are:
Write.request {

SourceAddress,

DestinatipnAddress,

Mode,
ConnectID
ApplicatipnID,
ModulelD,
ObjectID,
Length,
Data

}

6.3.5.2 |[Write.indication

The paraeters oefithis primitive are:

Write.indjication {

SourceAddress;
DestinationAddress,
Mode,

ConnectID
ApplicationID,
ModulelD,

ObjectID,

14 © ISO/IEC 2016 - All rights reserved
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Length,

Data

}

6.3.5.3 Write.response

The parameters of this primitive are:

W

iterespnonse [
T

ISO/IEC 19637:2016(E)

So
Dg
M
Ca
Af
M
St

T}
AW
So
Ca
Af
M
St

urceAddress,
stinationAddress,
hde,

nnectID
plicationID,
bdulelD,

htus

.B.5.4 Write.confirm

Fite.confirm {
urceAddress,
nnectID
plicationID,
bdulelD,

htus

.B.6 StartTest service

Thi

e parameters of this primitive are:

is‘StartTest is a confirmed service. TM can use it to start a test task. Table 10 lists the grimitives

Suppor ted bm&amwmwwm&—

Table 10 — StartTest primitive summary

Name

request

indication

response

confirm

StartTest

6.3.6.1

6.3.6.2

6.3.6.3

6.3.6.4

© ISO/IEC 2016 - All rights reserved
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Table 11 — StartTest primitive parameters

Parameter Name

Description

SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The unique identifier of the source application.

DestinationApplication

The unique identifier of the destination application.

status

The reason of the response

6.3.6.1
The para

StartTest

StartTest.request

request{

SourceAddress,

Destinati
Connectl
SourceAp

Destinati
}

6.3.6.2

The para
StartTest
Destinati
Connectl

SourceAp
}

6.3.6.3
The para

StartTest

bnAddress,
D,
plication,

bnApplication

StartTest.indication

indication{
bnAddress,
D,

plication

StartTest.response

response{

meters of this primitive are:

meters of this primitive are:

neters*of'this primitive are:

SourceAddress,

DestinationAddress,

ConnectID,

SourceApplication,

DestinationApplication,

Status

}

16
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6.3.6.4 StartTest.confirm
The parameters of this primitive are:
StartTest.confirm{

Status

}

6.3.7Z anancf service

Table 12 lists the primitives supported by the Stop-SAP. Table 13 outlines the primitive paranjeters.

Table 12 — StopTest primitive summary

Name Request Indication Response Confirm
StopTest 6.3.7.1 6.3.7.2 6.3.7.3 6.3.7.4

Table 13 — StopTest primitive parameters

Parameter Name Description
SourceAddress The address from whiclithe service request is sent.
DestinationAddress The address to whichithé&'service request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The uniqueidentifier of the source application.
DestinationApplication The uniquésdentifier of the destination application.
Status The reason of the response.

6.8.7.1 StopTest.request

THe parameters of this primitive are:
StppTest.request{

SqurceAddress,

DgstinationAddress,

CdnnectID,

SqurceApplication,

D¢stinationApplication

}

6.3.7.2 StopTest.indication
The parameters of this primitive are:
StopTest.indication{

SourceAddress,

ConnectID,

SourceApplication,

DestinationApplication

© ISO/IEC 2016 - All rights reserved 17
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}

6.3.7.3 StopTest.response

The parameters of this primitive are:
StopTest.response{

SourceAddress,

Destinatien Aﬂr‘rncc’

ConnectID,
SourceApplication,
DestinatipnApplication,

Status

}

6.3.7.4 |StopTest.confirm
The parameters of this primitive are:
StopTest.¢onfirm{

Status

}

6.3.8 StartDownAndUploading service

StartDowjnAndUploading is a confirmed .sépvvice. Table 14 lists the primitives supported by the
StartDownAndUploading-SAP. Table 15 oltlines the primitive parameters.

Table 14 — StartDownAndUploading primitive summary

Name Request Indication Response Confirm
StartDownAndUploading 6.3.81 6.3.8.2 6.3.8.3 6.3.8.4
Table:15 — StartDownAndUploading-SAP primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The unique identifier of the source application.
DestinationApplication The unique identifier of the destination application.
ArealD The unique identifier of area that is part of memory.
MaxSize Maximum size available for download or upload as a whole.
Length The number of bytes of data that is sent.
Status The reason of the response.

6.3.8.1 StartDownAndUploading.request

The parameters of this primitive are:

18 © ISO/IEC 2016 - All rights reserved
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StartDownAndUploading.request{

So

urceAddress,

DestinationAddress,

ConnectID,

So

urceApplication,

DestinationApplication,

ISO/IEC 19637:2016(E)

Ax
M
Ld

}

6
T}
St
So
Ca
So
Ar
M
Le

T}
St
So
Dg

ealD,
hxSize,

ngth

.3.8.2 StartDownAndUploading.indication

e parameters of this primitive are:
hrtDownAndUploading.indication{
urceAddress,

nnectlD,

urceApplication,

ealD

hxSize

ngth

..8.3 StartDownAndUploading.response

e parameters of this’primitive are:
hrtDownAndiploading.response{
urceAddress,

stimationAddress,

Ca

TIIrecer

SourceApplication,

DestinationApplication,

ArealD,

Status

}

© ISO/IEC 2016 - All rights reserved
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6.3.8.4 StartDownAndUploading.confirm
The parameters of this primitive are:
StartDownAndUploading.confirm{

Status

}

6.3.9 S npnnurnAnd"plnndina service

StopDowhAndUploading is a confirmed service. Table 16 lists the primitives supported by the
StopDowhAndUploading-SAP. Table 17 outlines the primitive parameters.

Table 16 — StopDownAndUploading primitive summary

Name Request Indication Response Confirm
StartDownAndUploading 6.39.1 6.39.2 6.39.3 6.394

Table 17 — StopDownAndUploading primitive parameters

Parameter Name Description
SourceAddress The address from which thesservice request is sent.
DestinationAddress The address to which the setwvice request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The unique identifier of the source application.
DestinationApplication The unique identifier of the destination application.
ArealD The unique identifier of area that is part of memory.
Status The reason of the response.

6.3.9.1 [StopDownAndUploading.request
The paraneters of this primitive ares
StartDownAndUploading.request{
SourceAddress,

DestinatipnAddress,

ConnectID,

SourceApplication,

DestinatibnApplication

ArealD

}

6.3.9.2 StopDownAndUploading.indication
The parameters of this primitive are:
StartDownAndUploading.indication{

SourceAddress,

20 © ISO/IEC 2016 - All rights reserved
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SourceApplication,

ArealD
}
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6.3.9.3 StopDownAndUploading.response

The pqrnmot‘orc ofthis primih'wn are:

StartDownAndUploading.response{

SqurceAddress,
DgstinationAddress,
CdnnectID,
SqurceApplication,
DgstinationApplication,
ArnealD,

Sthtus

6.8.9.4 StopDownAndUploading.confirm

The parameters of this primitive are:

StartDownAndUploading.confirm{

primitive

Sthtus
}
6.8.10 DataUploading service
Table 18 lists theCprimitives supported by the DataUploading-SAP. Table 19 outlines the
parameters.
Table 18 — DataUploading primitive summary
Name Request Indication Response Confirm
Data uploading 6.3.10.1 6.3.10.2 6.3.10.3 6.3.10.4
Table 19 — DataUploading primitive parameters
Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The unique identifier of the source application.
DestinationApplication The unique identifier of the destination application.
ArealD The unique identifier of area that is part of memory.

© ISO/IEC 2016 - All rights reserved
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Table 19 (continued)
Parameter Name Description
SquencelD The unique number that is determined by the generator of the
request.
IsFinshed If the request is the last message for upload, the parameter is set
to 1, otherwise, it should be set to 0.
currentLength The number of bytes of data in the request.
data This parameter is the values that the sender desires to upload.
status The reason of the respomnse.
6.3.10.1 [DataUploading.request
The parajneters of this primitive are:
DataUplohding.indication {
SourceAddress,
DestinatipnAddress,
SourceApplication,
DestinatipnApplication,
ConnectID,
ArealD,
SquencelD,
IsFinshed,
currentLength,
data
}
6.3.10.2 [DataUploading.indication
The paraneters of this primitive are:
DataUplohding.indicgtion {
SourceAddress,
SourceApplieation,
ConnectID,
ArealD,
SquencelD,
IsFinshed,
currentLength,
data
}
22 © ISO/IEC 2016 - All rights reserved
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6.3.10.3 DataUploading.response

The parameters of this primitive are:

DataUploading.response {

ConnectID,

ArealD,

status

ISO/IEC 19637:2016(E)

}

6.
Th
Da

st

D3
Da

8.10.4 DataUploading.confirm
e parameters of this primitive are:
taUploading.confirm {

htus

.B.11 DataDownloading service

taDownloading-SAP. Table 21 outlines primitive parameters.

taDownloadingis a confirmed service. Table 20.lists the primitives supported

Table 20 — DataDownloading primitive summary

Name Request Indication Response Confirm
Data downloading 6.39%1 6.3.11.2 6.3.11.3 6.3.11.4
Table 21 + DataDownloading primitive parameters
Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConneetID The unique identifier of the connection established.
SoutceApplication The unique identifier of the source application.
DestinationApplication The unique identifier of the destination application.
ArealD The unique identifier of area that is part of memory.
SquencelD The unique number that is determined by the generator of the
request.
tsFimshred Htherequestisthetastmressage foruptoadthe parameterisset
to 1, otherwise, it should be set to 0.
currentLength The number of bytes of data in the request.
data This parameter is the values that the sender desires to upload.
status The reason of the response.

6.3.11.1 DataDownloading.request

The parameters of this primitive are:

DataDownloading.request {

© ISO/IEC 2016 - All rights reserved

by the

23


https://standardsiso.com/api/?name=ec2d3dc60796d0d99bd05160cf17f82f

ISO/IEC

19637:2016(E)

SourceAddress,

DestinationAddress,

SourceApplication,

DestinationApplication,

ConnectID,

ArealD,

Squencel
IsFinshed
currentLg

Data
}

6.3.11.2
The para

DataDow]

4

ength,

DataDownloading.indication
meters of this primitive are:

hloading.indication {

SourceAddress,

SourceAp
Connectl
ArealD,

Squencel
IsFinshed
currentL¢

Data
}

6.3.11.3

The para

plication,

D,

A4

bngth,

DataDownloading.response

meters of this primitive are:

DataDow

laadina racnonca f

........ & T COPOTTIoTT

ConnectID,

ArealD,

Status
}

6.3.11.4

DataDownloading.confirm

The parameters of this primitive are:

24

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=ec2d3dc60796d0d99bd05160cf17f82f

DataDownloading.confirm {

Status

}

6.3.12 ExecuteTesting service

ISO/IEC 19637:2016(E)

ExecuteTesting is a confirmed service. Table 22 lists the primitives supported by the ExecuteTesting-
SAP. Table 23 outlines primitive parameters.

Table 22 — ExecuteTesting primitive summary

Name

Request Indication Response Confirm

ExecuteTesting

6.3.12.1 6.3.12.2 6.3.12.3 6.3.12.4

Table 23 — ExecuteTesting primitive parameters

Parameter Name

Description

SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier oftthe connection established.
SourceApplication The unique identifier'of the source application.

DestinationApplication

The unique identifier of the destination application.

ModulelD The unique identifier of the module that desire to join the test
system.
TestType This parameter indicates if this is a test system with ATE or a
test system without ATE.
TestClass This parameter indicates if this is a conformance testing system
performance testing system, interoperability testing or functionl
testing system.
TestSuitID The unique identifier of an individual test suit.
TestCaselD The unique identifier of an individual test case.
Length The number of bytes of the information from a test case.
TestData The information from a test case.
statls The reason of the response.

6.8.12.1 ExecuteTesting.request

The parameters of this primitive are:

ExecuteTesting.request {

SourceAddress,
DestinationAddress,
SourceApplication,
DestinationApplication,
ConnectID,

ModulelD,

TestType,

© ISO/IEC 2016 - All rights reserved
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)

TestSuitID,

TestCaselD,

Length,

TestData

}

6.3.12.2
The para

ExecuteT

ExecuteTesting.indication
meters of this primitive are:

bsting.indication {

SourceAddress,

SourceAp
Destinati
Connectl
ModulelD
TestType
TestClass
TestSuitl
TestCasel
Length,

TestData

}

6.3.12.3
The para

ExecuteT

plication,
bnApplication,

D,

D,

ExecuteTesting,response
meters of this)primitive are:

psting.response {

SourceAddressy

Destinati

hinAddracc

T T ey

SourceApplication,

DestinationApplication,

ConnectID,

ModulelD,

TestType,

TestClass

)

TestSuitID,

26
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TestCaselD,
Length,
TestData,

Status

}

6.3.12.4 FYprnprpcting confirm

The parameters of this primitive are:
ExecuteTesting.confirm {

MedulelD,

TelstSuitID,

TestCaselD,

Length,

TeistData,

Sthtus

6.1 Testing management services

6.4.1 Overview

This clause specifies the TMS in.sensor networks testing platform. Service primitives| and the
pqrameters of primitives are defihed for each service. In Table 24, the names of service acc¢ss points
(SAPs) through which specific service is provided are listed.

Table 24 — Management services and the names of SAPs

Service name SAP name
Associate service Associate-SAP
Abort service Abort-SAP
Sync Service Sync-SAP

AddressAllocation-SAP
DeviceStatus-SAP

AddressAllocation service

DeviceStatus service

6.4.2 Associate service

This service is used to create a new connection between the sender and receiver. It is a confirmed
service. Table 25 lists the primitives supported by the Associate-SAP. Table 26 outlines primitive
parameters.

Table 25 — Associate primitive summary

Name

Request

Indication

Response

Confirm

Associate

6.4.2.1

6.4.2.2

6.4.2.3

6.4.2.4

© ISO/IEC 2016 - All rights reserved
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Table 26 — Associate primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
SourcePort The port from which the service request is sent. The re-
sponse uses it when returning a message.
DestinationPort The port to which the service request is to be sent. The
response receives the request at this port.
SourceApplication The unique identifier of the source application.
DestinationApplication The unique identifier of the destination application.
ConnectID The unique identifier of the connection established.
CommunicationMode Communication mode.
Status The reason of the response.

Detail

More information that specifies the reason of thé response.

6.4.2.1 |Associate.request

This prinjitive requests the process of event subscription from the application layer. The parameters|of

this primjtive are:
Associatd.request{
SourceAddress,
DestinatipnAddress,
SourcePort,
DestinatipnPort,
SourceApplication,
DestinatipnApplication,
ConnectID,

CommunjcationMode

}

6.4.2.2 |Associate.indication

The paraneters.of this primitive are:

Associatd.indication{

SourceAddress,
SourcePort,
SourceApplication,
DestinationApplication,
ConnectID,

CommunicationMode

}

28
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6.4.2.3 Associate.response

The parameters of this primitive are:

Associate.response{

SourceAddress,

DestinationAddress,

SourcePort,

ISO/IEC 19637:2016(E)

De
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St
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}

stinationPort,

urceApplication,

stinationApplication,
nnectlD,

mmunicationMode,

htus,

tail

6.4.2.4 Associate.confirm

T}
Aj
So
De
Ca
Caq
St

e parameters of this primitive are:
sociate.confirm{

urceApplication,
stinationApplication,

nnectlD,

mmunicationMode,

htus,

tail

4.3 ¢ \Abort service

Table 27 — Abort primitive summary

Name

Request

Indication

Response

Confirm

Abort

6.4.3.1

6.4.3.2

© ISO/IEC 2016 - All rights reserved
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