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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe
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rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Details of any patent rights identified during the development of the doecument will be in thie
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation on the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to t

rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the followi&E
w.iso.org/iso/foreword.html.

This do
Subcom

A list of
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Introduction

017(E)

A secret sharing scheme is a cryptographic technique used to protect the confidentiality of a message by
dividing it into a number of pieces called shares. A secret sharing scheme has two main parts: a message
sharing algorithm for dividing the message into shares and a message reconstruction algorithm for

recovering the message from all or a subset of the shares.

The fundamental functions of a secret sharing scheme are sharing and reconstructing the message.
A secret sharing scheme can also have optional features such as reconstructing the message when

spme shares provided for reconstruction are erroneous. This document specifies cryptographijic secret

sharing schemes which possess the two fundamental functions of message confidentiality.and
coverability.

ecret sharing can be used to store data (for example, confidential values or enyptograph
securely in distributed systems. Moreover, secret sharing is a fundamental gechnology fo

ulti-party computation that can be used to protect the processing of data in@distributed sy
facilitate the effective use of the technology and to maintain interoperabiljty, [SO/IEC 19592 (4
specifies secret sharing and related technology.

OTE Annex A lists the object identifiers assigned to the secret sharing fundamental mechanisms
in this document. Annex B provides numerical examples.

message

ic keys)
" secure
stem. To
1l parts)

specified
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017(E)

Information technology — Security techniques — Secret

sharing —

1 Scope

This document specifies cryptographic secret sharing schemes.

2 Normative references

—

he following documents are referred to in the text in such a way/that some or all of thein
onstitutes requirements of this document. For dated referencesfonly the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

Q

]

50/1EC 19592-1:2016, Information technology — Security teehniques — Secret sharing — Part 1

3 Terms and definitions

v w]

or the purposes of this document, the terms‘and definitions given in ISO/IEC 19592-1
bllowing apply.

-

[0 and IEC maintain terminological databases for use in standardization at the following addy

- IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform:available at http://www.iso.org/obp

j1
belian group
roup (3.8) (G, +) such/thata + b=b + a foreveryaand b in G

[FOURCE: ISO/IEG-15946-1:2016, 3.1, modified]

2
mplexity
umber ofwunit operations required to execute a procedure

3

content
lies. For
applies.

General

and the

esses:

nversion protocol

protocol that converts the shares of a secret sharing scheme to the shares of another secret sharing scheme

3.4
deterministic random bit generator
DRBG

random bit generator that produces a random-appearing sequence of bits by applying a deterministic
algorithm to a suitably random initial value called a seed and, possibly, some secondary inputs upon

which the security of the random bit generator does not depend

Note 1 to entry: A DRBG takes a high-entropy, kept-secret random string as input and outputs a longer

string of

bits which is computationally indistinguishable from random data to adversaries not knowing the input.

[SOURCE: ISO/IEC 18031:2011, 3.10, modified]
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3.5

field

set of elements K and a pair of operations (+, *) defined on K such that: (i)a* (b+c)=a*b +a * c for
every a, b and c in K, (ii) K together with + forms an abelian group (3.1) (with identity element 0), and
(iii) K excluding 0 together with * forms an abelian group

[SOURCE: ISO/IEC 15946-1:2016, 3.4, modified]

3.6
finite cyclic group
abelian group (3.1) G such that there exist g in G, where every a in G is specified in g or a self-addition.efg

3.7
finite field
field (3.3) containing a finite number of elements

[SOURCE: ISO/IEC 15946-1:2016, 3.5, modified]

3.8
group
set of elgments G and an operation + defined on the set of elements such that (i) a + (b +c) = (a + b) +
for every a, b and cin G, (ii) there exists an identity element e in G such thatd* e=e+a=aforeveryai
G, and (ifi) for every a in G there exists an inverse element a-1in G suchthata+al=al+a=e

- O

[SOURCE: ISO/IEC 15946-1:2016, 3.6, modified]

3.9
informgtion dispersal algorithm
IDA
algorithmn that includes two separated sub-algorithms: a'splitting algorithm that splits a message into
compongnts and a recover algorithm that recovers the'message from any k of the n components, wher
kand n gre integersand n = k

D =

Note 1 td entry: Unlike in a secret sharing scheme, there is no guarantee of security. That is, it can be possible
reconstrjict the secret or parts of the secret frofwless than k components.

[=]

4 Symbols and abbreviated.terms

a€eA a is an elementof A

AcCB A is a subset of B

|A] nuibér of elements of A

AxB direct product of A and B

Am set of m-tuples of elements of A
iCj binomial coefficient, namely i choose j
[a]; i-th share of secret a

n number of shares

k threshold of shares

G finite cyclic group

K finite field

2 © ISO/IEC 2017 - All rights reserved
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K[x] set of all polynomials in x with coefficient in K

Split message splitting algorithm of an IDA scheme

Rec message reconstruction algorithm of an IDA scheme

Share message sharing algorithm of a secret sharing scheme

Reconst message reconstruction algorithm of a secret sharing scheme

HomShare message sharing algorithm of a homomorphic secret sharing scheme
HomReconst message reconstruction algorithm of a homomorphic secret sharing scheme

3 Secret sharing schemes

3.1 General

Ih this document, each of 5.2, 5.3, 5.4, 5.5 and 5.6 contains a specification of one or more secref sharing
schemes. For each secret sharing scheme, the following items are listed.

a) Parameters

1) Message space, i.e. the set of possible messagesWwhich can be input to the message| sharing
algorithm.

2) Share space, i.e. the set of possible shares*which can be output by the message|sharing
algorithm.

3) Number of shares, i.e. the range of poessible values of n supported by the scheme.
4) One of the following properties that represent which shares are required for the reconsfruction:

i) Threshold, i.e. a positivé;number k such that any k shares are sufficient for a syccessful
completion of the méssage reconstruction algorithm.

ii) Access structure,i:e. the minimal set of possible subsets of shares that are needed|as input
in order for the message reconstruction algorithm to successfully output the mesdage.

iii) Adversarly structure, i.e. the set of subsets of shares that is not possible to reconstruct the
message.

5) Otherparameters (if applicable).
H) Description of the message sharing algorithm, i.e. the method for dividing a message into shares.

d Description of the message reconstruction algorithm, i.e. the method for reconstructing the
message from a set of shares.

d) Properties of the secret sharing scheme (see ISO/IEC 19592-1:2016, Clause 4).
NOTE1 None of the secret sharing schemes specified in this document possesses the verifiability property.

NOTE 2  In the mechanisms specified in this document, elements are chosen at random from some (finite) set.
All such choices are made uniformly (or near uniformly) at random from the set of possible values.

NOTE 3  Ifthe message space is a group or field, arithmetic operations are performed in this group or field.

© ISO/IEC 2017 - All rights reserved 3
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5.2 Shamir secret sharing scheme

5.2.1 General

The parameters, message sharing algorithm, message reconstruction algorithm and properties of the
Shamir secret sharing schemel8] are described in 5.2.

5.2.2 Parameters

Messag
Share sy

Number

Threshdld: k, such thatn = k > 2.

Fixed fiq

NOTE
receiver

5.2.3
Input: m
Output:
a) Ran|
b) Conf
c) Out

5.2.4

Input: share vector ([a]il ,...,[a]ik )e K",

Output:
a) Con
b) Out

Space: K.
ace: same as the message space.

of shares: n, such thatn = 2, n < |K]|.

Id elements: x;€ Kfor1 <i<n.

Itis assumed that the fixed field elements are known to the receiver. These'e¢lements can be sent to th
ith the corresponding share or published as system parameters.

Message sharing algorithm
essagea € K.
share vector ([aly,..., [a]n) € KN

domly select r1,..., rk-1 € K.

k-1

pute [a]; =a+2rjxi] eK forl<is<n.
j=1

but ([a]1,-.., [a]n) € K.

Message reconstruction algorithm

message a € K.
k k

pute a=2[a]ij H (O_Xiu )/(Xij —X;, )eK.
J=t u=1,u#j

but a €K

NOTE

1
P

k_ .
The reconstruction algorithm is known as Lagrange interpolation. If f(x) =a+ 2 L r,-xj then th
f=1

&

secret is f(0) and each share [a]; is f(x;). Since f(x) is a polynomial of degree k, f(0) can be computed from k
coordinates using Lagrange interpolation.

5.2.5 Properties

Confidentiality: The Shamir secret sharing scheme is perfectly information-theoretically confidential

when th

e receiver has access to less than k shares of the message.

Information rate: The Shamir secret sharing has an information rate of 1, as the size of a message and a
share are the same as the size of an element of the finite field K. Thus, the scheme is ideal.

© ISO/IEC 2017 - All rights reserved
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Homomorphic operations: The Shamir secret sharing scheme is (+, +)-homomorphic where addition on

share vectors is performed by computing [a + a']; = [a]; + [a'];.

Complexity: The message sharing algorithm requires (k-1)n multiplications and (k-1)n additions. The

message reconstruction algorithm requires k divisions, 2k2 - 3k multiplications and k2 - 1 add
anything that does not involve a or rj for 1 <j < k-1 is preliminary prepared, both algorithms r
multiplications and k-1 additions.

5.3 Ramp Shamir secret sharing scheme

itions. If
equire k

.3.1 General

he parameters, message sharing algorithm, message reconstruction algorithm and'prop
the ramp version of the Shamir secret sharing schemel3] are described in 5.3. This‘mechan
eneralization of the scheme specified in 5.2. It reduces the size of each share in relation to the

brties of
ism is a
message

tp be reconstructed by a factor of L. Although k shares are still required to regonstruct the message,

ny number of shares greater than (k-L) reveals partial information about it.'The parameterg
n be chosen flexibly following the restriction k= L = 1.

kand L

OTE1 The ramp Shamir secret sharing scheme with the parameter L .= Dis equivalent to the Shanpir secret

sharing scheme specified in 5.2.

OTE2 In information-theoretically secure secret sharing schemes; each share of a secret is at leas} the size
the secret. There are two approaches to mitigate this. One is to\rely on computational hardness assyymptions
instead of information theoretic security. The other is the use of ramp secret sharing schemes. In the ramp
skheme, shares can be shorter than the size of the secret, while there are sets of shares that are not jmeant to
low access but which leak information about the secret.
3.3.2 Parameters
Nlessage space: KL.
Share space: finite field K.
Number of shares: n, satisfying nE 2, n < |K]|.
Threshold: k, satisfying n = k2'2.
Number of embedded méssages: L, satisfying k=L = 1.
Hixed field elementsix; € Kfor 1 <i<n.
NOTE The fixed field elements can be sent to the receiver with the corresponding shares or publlished as
system parameters.
5.3.3 _“Message sharing algorithm
Ihput: message (ai,..., ar) € KL.
Output: share vector ([(ay,..., ar)l1,-- [(@1,-- ar)]n) € Kn.
a) Randomly selectry,..., rk-1 € K.
L-1 o k-1 )
b) Compute [(al yen Q] )]1 = Zajﬂxi] +2rjxij eK forl<i<n.
Jj=0 J=L
c) Output ([(a1,..., ar)]1,-- [(@1,.-, ar)]n) € Kn.
© ISO/IEC 2017 - All rights reserved 5
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5.3.4 Message reconstruction algorithm

Input: share vector ([(al - ):Il ,...,[(al yen ):Il )e Kk,
1 k

Output: messages (ay,..., ar) € KL.

k k
a) Define polynomial f(x)zZ[(al s )]1 H (x—xl-u )/(x,-j - X, )e K[x].
j=1 J u=1,u%j
b) Conppute f(x)= Zbiﬂxi eK|[x] andseta;=b;for1<is<L.
i=0
c) Output (ai,..., ar) € KL.

5.3.5 Properties

Confidentiality: The ramp version of the Shamir secret sharing scheme is information-theoreticall
confidertial when the receiver has access to less than k - L + 1 shares. When the-receiver has acces
to more|than k - L shares but less than k, partial information is revealed. Thi$ r€duction in security i
quantifipd as follows: if an entity knows k - L + i shares for some i (1 <i </ '<=/1) then the entity know
the secrpt message lies within a set of size |K|L-.

<

v n wn

Informafion rate: The ramp version of the Shamir secret sharing schéme has an information rate of L a
the size jof a message is equal to L times the size of a field elementand the size of a share is the same a
the size jof a field element.

v wn

Homomgrphic operations: The ramp version of the Shamir secret sharing scheme is (+, +)-homomorphi
where gddition on share vectors is performed by computing [(a1 + a’i,.., ar + a’1)]i = [(a1,..., ap]
i+ (a4, a)li

—_— )

Compleyity: The message sharing algorithm requires (k-1)n multiplications and (k-1)n addition$
The megsage reconstruction algorithm requires-k(k-1)(k+1)/3 divisions, k(k-1)/2 multiplications an
k(k-1)(2k+5)/6 additions using the Gaussian“elimination method. If anything that does not involve a g
rjfor L §j < k-11is preliminary prepared the message sharing algorithm requires k multiplications an
k-1 additions.

2= Y

5.4 Additive secret sharing scheme for a general adversary structure

5.4.1 [General

The parpmeters, message sharing algorithm, message reconstruction algorithm and properties of t
additive| secret sharing scheme for a general adversary structurel3] are described in 5.4. Let A be the
adversary structtse that contains m subsets of the numbers {1, 2,..., n} of variable size representinig
groups ¢f adversaries. The algorithms are arranged so that no set of adversaries in A can collaborate tp
recover

Iz, e T%

[a]; then consists of all the r values whose indices do not contain the value i, wherei=1, 2,..., n.

NOTE1 The adversary structure denotes the set of all maximal coalitions of participants who cannot recover
the secret.

NOTE 2 A complementary concept to the notion of the adversary structure of a secret sharing scheme is the

access structure of the scheme. The access structure contains all minimal coalitions of participants of the scheme
who can jointly recover the secret.

5.4.2 Parameters

Message space: G.

6 © ISO/IEC 2017 - All rights reserved
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hare space: same as the message space.

Number of shares: n, such that n > 2.

Adversary structure: A c {S| S <{1,..., n}}.

Fixed subset: Zp € A.

NOTE The index Z € A of rz can be sent to the receiver with the corresponding share or be pub
system parameter.

lished as

5
I

jow

Q

v —

—

=

t

Iy

4.3 Message sharing algorithm
hput: message a € G.
utput: share vector ([a]y,-..., [a]n)-

Randomly select rz € G for all Z € A-{Zp} and compute Iz, =a— z rp&G.
Ze A—{Zo}
) Compute [a]j={r;|i¢Z€A}forl<is<n.

Output ([a]1,..., [a]n)-

4.4 Message reconstruction algorithm

hput: share vector {[a]; | i € K}, where K satisfies the requirement that for all Z € A4, there exis
uch thatiz ¢ Z.

utput: message a € G.
Extract rz € G from share [a]l_ for all Z.&A.

) Compute a= 2 r;eG.
Ze A
Outputa € G.

4.5 Properties

onfidentiality: The additive secret sharing scheme for a general adversary structure is f
hformation-theoretically confidential when the receiver only has access to shares {[a]; | i
ome Z € A.

tructure is 17/ max <<, |{rZ lig Ze A}| , as the size of a message is the same as the element size

he size of a share is at most max;<, |{rZ lig Ze A}| times the element size. If |A| = 1, the schemjg

tsiz€K

erfectly
€Z} for

hformation rates The information rate for the additive secret sharing scheme for a general adlversary

in G and
 is ideal.

[ructure

omomorphic operations: The additive secret sharing scheme for a general adversary s

={rz+ r'2| iﬁZEA}.

iS{+ FJ-iomomorphic where the addition on share vectors is performed by computinglal;+ [a’];

Complexity: The message sharing algorithm requires |A|-1 additions. The message reconstruction
algorithm requires |A|-1 additions.

5.5 Replicated additive secret sharing scheme

5.5.1 General

The parameters, message sharing algorithm, message reconstruction algorithm and properties of
the replicated additive secret sharing schemel4] are described in 5.5. In this scheme, each share is

© ISO/IEC 2017 - All rights reserved
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considerably larger than the message being shared. However, reconstruction is computationally trivial,
depending on the group and the threshold number of shares used as parameters. This scheme is a special
case of the secret sharing scheme described in 5.4 with specific adversary structures 4 = {Z | Z <{1,..,,
n}, |Z| = k-1}.

Each party has random numbers corresponding to those adversary sets that do not include the party.
Thus, parties that form a subset of a set of size k-1 cannot reconstruct the secret because they do not
have the random number corresponding to that set. On the other hand, parties that are not a subset of
any set of size k-1 can reconstruct the secret because for any set of size k-1 there exists a party that is
not inclyded in that set and that party has the random number corresponding to that set of size k-1

5.5.2 Parameters
Messagd space: G.
Share space: same as the message space.

Number|of shares: n, such that n = 2.

Threshdld: k, such thatn = k = 2.
Adversalry structure: A ={Z| Z <{1,..., n}, | Z| = k-1}.
Fixed subset: Zy €A.

NOTE The index Z € A of rz can be sent to the receiver with the cortesponding share or published as a systemmn
parameter.

5.5.3 Message sharing algorithm

Same as|the message sharing algorithm in 5.4.3.

5.5.4 Message reconstruction algorithm

Same as|the message reconstruction algorithm in 5.4.4.

5.5.5 Properties

Confidentiality: The replicated‘additive secret sharing scheme is perfectly information-theoretically
confidertial when the receivér has access to less than k shares.

Informa]tion rate: The irtformation rate for the replicated additive secret sharing scheme is 1/,-1Ck-}.
This is because the size/of a message is the same as the element size in G and the size of a share i
n-1Ck-1 fimes the element size.

[72)

D

Homomerphicoperations: The replicated additive secret sharing scheme is (+, +)-homomorphic wher
additior| onshare vectors is performed by computing [a]; + [a'];={rz+ 'z | i € Z € A}.

=

Complexity—Tthesharingalgorithmrequires 7€=r—tadditions—The message reconstructionalgorithr
requires ,Ckg-1 —1 additions.

5.6 Computational additive secret sharing scheme

5.6.1 General

5.6 describes the parameters, message sharing algorithm, message reconstruction algorithm,
conversion protocol and properties of the computational additive secret sharing schemel6l[Z].
The computational additive secret sharing scheme achieves a large information rate by providing
computational confidentiality and discarding homomorphic operations. Homomorphic operations can

8 © ISO/IEC 2017 - All rights reserved
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be performed on the share vectors if they are first converted to a homomorphic secret sharing
This scheme provides such a conversion protocol.

5.6.2 Parameters

Number of shares: n, such that n = 2.

Threshold: k, such thatn = k > 2.

essage space: G.

Seed space: group X.

Number of seeds: m = 1.

—

eterministic random bit generator: DRBG:X — G that takes a seed as’input and outputs a
random element in G.

=z

OTE1 Both the input and output of an ordinary DRBG are bit strings;but a DRBG with group eleme
cpn be constructed following guidance in ISO/IEC 18031:2011, B.1.

hformation dispersal algorithm: IDA consists of Split:G~>N" and Rec:N¥ — G that has sp
message, space N of output, the number of outputs n andthreshold k.

et

NOTE 2  This scheme uses an IDA to achieve optimabputput size, i.e. the output size is 1/k of the
zel6l[Z],

[%2)

Share space: Sm x N,

§.6.3 Message sharing algorithm

]

hput: message a € G.
Qutput: share vector [a]y,..., [d]n.
d) Randomly select s1,.(, sm € X.
H) Compute r; = DRBG(s;) for 1 <i<m.
m
d Compute t:a—ZrI-eG.
d) Compirte the sh;é vector ([si]1,..., [Siln) = Share(s;) for 1 <i<m.

d) ~ Compute vector (t's,..., t%) = Split(t).

scheme.

gorithm
pshold k.

pseudo-

ht output

ace G of

message

f) Set[a]; = ([s1]i [Sm]i t7) for 1 <i<n.

g) Output [d]4,..., [a]n-

5.6.4 Message reconstruction algorithm

Input: share vector ([ali ,...,[a]ik )

© ISO/IEC 2017 - All rights reserved
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Output: message a € G.

a) Compute sj=Reconst([sj]i ,...,[sj]i
1 k

b) Compute rj= DRBG(s;) for 1 <j<m.

Jforlsjsm.

¢) Compute L“:Rec(t,'-1 - )

m
d) Comptte—a=t— Zr,c(;.
i=1

e) Outputa € G.

5.6.5 Properties

—_—

Confidentiality: The computational additive secret sharing scheme is computationally confidentiz
when the receiver has less than k shares available.

(i

Informafion rate: The information rate for the computational additive secret sharing scheme is almo{
k, which|is optimal. More specifically, the size of a message is the size of one elément of G and the size d
a share |s m|S| + |N|. If both the secret sharing scheme and the IDA achieve_an optimal output size and
|S| is mych smaller than |G| then the size of a share is almost 1/k of the size of an element of G.

=

Homom¢rphic operations: The computational additive secret shanhing scheme has no homomorphic
operatigns.

D

Compleyity: The message sharing algorithm requires m "additions, m DRBG operations, m shar
operatigns and 1 split operation. The message reconstruetion algorithm requires m additions, m DRB
operatidns, m Reconst operations and 1 Rec operation.

[oP]

5.6.6 [onversion protocol

5.6.6.1 | General

(i

Although the computational additive secret sharing scheme is not homomorphic, shares of the secrg
sharing [scheme can be converted to-shares of a homomorphic secret sharing scheme. The conversio
protocoll€l is described below.

-

5.6.6.2 | Parameters

b/

Homom¢rphic secret sharing scheme: ahomomorphic secret sharing scheme consists of HomShare:G—4
n, HomReconst:S’ k-5G;-where the share space is S’, the number of shares is n, the threshold is k and
homomgrphic opexation.

Number]of seeds of the computationally additive secret sharing scheme: m = k.

Comp)

5 1 13 3 3 PR = 3
Share o computationally addItive secret snaring scneme: I-tnn snare |_a_|l. oI tne COl’l’lputathI’lcl

additive secret sharing scheme.

Hom)

Share of homomorphic secret sharing scheme: i-th share [a]? of the homomorphic secret

sharing scheme.

Homomorphic operation of the homomorphic secret sharing scheme: the homomorphic secret sharing
scheme is (+, +)-homomorphic where addition on share vectors is performed by computing

[a+a,]l(H0m) _ I:a:ll(.Hom) +|:a,]I(H0m) .

NOTE The definition of (+, +)-homomorphic is shown in ISO/IEC 19592-1:2016, 5.2.2.
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Parties that participate in the conversion protocol: i-th party P; that has i-th share [a]l(.comp) .

5.6.6.3 Conversion protocol

p)

Input: shares of computationally additive secret sharing scheme [ajgcom of P,-u forl<us<m.
u

Output: shares of homomorphic secret sharing scheme I:al(,Hom) of Pifor1<i<n.

(Comp) ’
q) Each P; for1s<us<mparses [a]iu to ([Sl:liu ,...,I:sm]iu ot )
H) Each P; for1s<us<msends [sj]. to P,-j forl<j<m.

ILl

d Each P; for1s<us<mcomputes s, =Reconst(|:su :|I. ,...,[su :|i ) and ry = DRBG(s7).
1 k
d) Each P; forl<usksendst; toP; .

g P; computes t:Rec(t,'-1 yunly )

f) P

I1

computes ([t](lHom) ,...,[t]quom) )= HomShare(¢t) and sends [t]l(.Hom) toPiforl1<is<n

(Hom

g) Each Piu for 1 < u < m computes ([ru ]1

),...,[ru]s{om) )= HomShare(r, ) and sends [ r, |

Pifor1<j<n.

m
H) EachP;for 1 <i<n outputs [a](Hom) =[t]gH°m) +2[rj]l(.H°m) :

1
j=1
§.6.6.4 Properties after running the conversion protocol

(an)

onfidentiality: The homomorphic. conversion of the computational secret sharing sc
omputationally confidential when:the receiver has access to less than k shares and the transa
he conversion protocol.

(il @)

—_

omomorphic operations: The homomorphic conversion of the computational secret sharing s
+, +)-homomorphic where addition on share vectors is performed by co

[a+a/:|§H0m) _ I:a:lgHom) +|:a,:|I(H0m) .

—

—.

Hom) to

heme is
rtions of

rheme is
mputing

© ISO/IEC 2017 - All rights reserved
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Annex A
(informative)

Object identifiers

ThlS annex Lictcthao ohinctidantifinec ~ccigind+atbn caornt charing O da st o]l v n b oo cnn i
XTS5 Tre- 00 e et e e AT er S aSSig ettt Seeret Satr S ot httar e eantSS Speettie

in this dpcument.

secretl-sharing-fundamental-mechanisms {

iso(1l)| standard(0) secret-sharing(19592) fundamental-mechanisms (2)
asnl-module (0) object-identifiers(0) 1}

DEFINJTIONS EXPLICIT TAGS ::= BEGIN

-- EXHORTS All; --

-— IMHORTS None; --

OID ::= OBJECT IDENTIFIER -- Alias
-- Synonyms --
id-ss-fm OID ::= {

iso (1) standard(0) secret-sharing(19592) fundamental-mechanisms (2) }

-- Asglignments --

id-ssHfm-ss-1 OID ::= { id-ss-fm(shHamir-ss(l) }

id-ss-{fm-ss-2 OID ::= { id-ss-fm ramp-ss(2) }

id-ss-{fm-ss-3 OID ::= { id=ss-fm additive-general-ss(3) }
id-ss—Hfm-ss-4 OID ::= {{_id-ss-fm additive-threshold-ss(4) }
id-ss-{fm-ss-5 OID :%= { id-ss-fm computational-additive-ss(5) }

-- Sedret Sharing)Mechanism 1 --

id-ssHfm-ss—-4<1 OID

{ 1id-ss-fm-ss-1 share (1) }

id-ssHfm-gs=1-2 OID

{ 1id-ss-fm-ss-1 reconst(2) }

-—- Sedrét Sharing Mechanism 2 --

id-ss-fm-ss-2-1 OID

{ id-ss-fm-ss-2 share (1) }
id-ss-fm-ss-2-2 OID ::= { i1id-ss-fm-ss-2 reconst(2) }

-—- Secret Sharing Mechanism 3 --

id-ss-fm-ss-3-1 OID { 1id-ss-fm-ss-3 share (1) }
id-ss-fm-ss-3-2 OID ::= { id-ss-fm-ss-3 reconst(2) }

-- Secret Sharing Mechanism 4 --

12 © ISO/IEC 2017 - All rights reserved
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id-ss-fm-ss-4-1 OID { 1id-ss-fm-ss-4 share(l) }

id-ss-fm-ss-4-2 OID { 1d-ss-fm-ss-4 reconst (2)

-- Secret Sharing Mechanism 5 --

id-ss-fm-ss-5-1 OID

{ 1id-ss-fm-ss-5 share(l) }

id-ss-fm-ss-5-2 OID { id-ss-fm-ss-5 reconst (2)

id-ss—fm-ss-5-3 OID ::= { id-ss—-fm-ss-5 convert (3)

}

}
1

ISO/IEC 19592-2:2017(E)

HND -- secret-sharing-fundamental-mechanisms --

© ISO/IEC 2017 - All rights reserved
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Annex B
(informative)

Numerical examples

B.1 Shamir secret sharing scheme

Parametf
Finite fi
(kn) = (
(x1,X2,X3
Message
Shares:
[a]1 = 03
[a]2 = 0

[a]3 =03

Random

B.2 RKq
Paramef
Finite fi
(k,L,n) 5
(x1,X2,X3
Message
ai ="“ab
a ="“de

Shares:

ers:

bld K is a finite field of prime order p = 261 - 1.
,3).

) = (2,3,4).

ra="abcdef” =0x 00006162 63646566

099634bb bela753d
le6lle68 6b5A7d28
132c0815 18b08514

coefficient: r=0x l4cae9ac ad5307eb

amp Shamir secret sharing scheme
ers:

bld K is a finite field of prime grder p = 261 - 1.
(3,2,5).

,x4,x5) = (2,3,4,5,6),

:a="abcdef” 50900006162 63646566
"= 0x 006X6263

" = 0x-0.0646566

1=0x 02d2614f 437c38a3

2=0x 06595af2 56c¢c72cba

[a]
[a]
[a]3=0x 0b49853d 0b3b25ch
[a]la=0x 1la2e02f 60d824f6
[a]

5=0x 19656bc9 579e29db

Random coefficient: rp = 0x 00049853 d09482dd

14
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B.3 Additive secret sharing scheme for a general adversary structure
Parameters:

Finite cyclic group G is the additive group of a finite field of prime order p = 261 - 1.

A ={{134}, {023}, {24}}

Message: a = “abcdef” = 0x 00006162 63646566

Shares:

1o = { r{134)= 0x 044d9c51 20caed38,r4=0x 0098c62d 99061£19}
11 = {023y = 0x 1b19fee3 a9935914,rp4=0x 0098c62d 99061£19}

(]
(]
[fl2 ={r{34)=0x 044d9c51 20caed38}
[f]3 = { 24y = 0x 0098c62d 99061£19}
(]

04 ={r{23=0x 1bl9fee3 a9935914}

B.4 Additive secret sharing scheme

Harameters:

Hinite cyclic group G is the additive group of a finite field.of prime order p = 261 - 1.
(k,n) = (2,3).

A={Z|Z<{1,...n}, |Z]=k-1} = {{1},{2},{3}}

Nlessage: a = “abcdef” = 0x 00006162 63646566

Shares:

[l ={ ri2y=0x 1a0779c3 11&ad29%al,r3y=0x 16891be2 631205c6 }
[fl2={rEy=0x 16891be25631205c6,r13=0x 0f6fcbbc eeab35fd }

[fl3={rpy=0x Of6fchkbc eea535fd,rz3=0x 1a0779c3 1lad29al }

B.5 Computational additive secret sharing scheme
Harameters:

K is the<inite field of order p = 264 extended using an irreducible polynomial x64 + x4 + x3 + x + [L.

(4 =K'128 (1k Byte), X = K 4 (32 Byte).

(k,n)=(2,3),m=2.

DRBG is defined in NIST 800-90A (http://csrc.nist.gov/publications/nistpubs/800-90A/SP800-90A.
pdf) with AES encryption and no derivation function and NIST_CTR_DRBG denotes the DRBG.

The Shamir secret sharing scheme with (x1, x2, x3) = (1, x, x+1) is used for sharing the seed.

The Rabin scheme (Ramp scheme with L=k) is the IDA scheme used for sharing the masked message.
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Message in G: a = 0x

abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef(0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefQ123456789 abodefQ123456780 abhodefQ12345£780 abhodef0123456780
abcdefl0123456789 abcdef(0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456[789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef01234%56789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcde Q123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcddef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abbedef 0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdefO123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef(0123456789
abcdefl0123456789 abcdef0123456789 abedef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abedef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef(0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdefl0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
Seedin X:s1=0x

cdcdb9134£2a£920 8c2ddf2803851b08 0e5cb63689%9a1d274 735b58adocbl9b£f9
Seed in X: sy = 0x

250b7d8e449082&8 b2373e9%9e02282ca8 915211feelal3c6fs a904c0do6243ee742
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030a80f8c062a4ch d3f4fb3£f8645089b 1c89562eedcef02c b00079552629%ede4
250224e5dc4de95e £98bb2daab97500e e20bb4do5f39%41ec b293480d9d350£7d
af30c399%9abde695d dd52b0a600d88bfe Oaadbo756e5bcaca £00d2cd9661475a7
48d5a75a22a94647 2065£f73b588aa371 9f5d41516323ce90 9750a96070bd7e5c¢c
46a3dd00cab74127 ble22f14163a7bf9 fbe067£968e04bab eb29fdecb741617
6d56£f045efall5e 2f68c8d2465a3713 7000b473acbclfol eddb420el15a912a8
2064£89c7cf£14230 21£587a83076£308 0a79%bde57e7dbcbe 8fb926af388ec37b
0fc1258030050050F 20dfc7230d41734 ddffdle?27lacclcc 5844060663805 F6b
987554732bab9%14e e096a%a2c7bafcb3 4e9198451ab18c68 ee?2bfdfocdbzd4dde
(J1c2723cl5a68eb4 02b78266293d2acd cbc3a334b664bb31 b9502be 96V E6R%e8
48c0d8e24d300520 f3da2bb77d6d6aa’ 27ce5057ee960704 16855d8544edp920
Hab6542930£298d5 20773ba8108b0bb9 6d9b1b28£924a512 679a93ed99%acPb53
qfboo63la7a746141 24528bleoc83d4bf 8092c624ad060011 add4f78a44d6[3688
9961746ede6df725 ca9841089c434425 77ob7e5bblcee0247 301Ve64f5aaal8d223
qdb2d2e4115bbe63 809p7192365cb959 631214424e4bl7b4 e0f29c62bd43¢270
46cd29e42dd8769f al3loceclob203b4?2 elldf3bfcfdbdab4 e253afb48175pb54
d20e8761e062ec08 c958d82a797a8376 abdff683356e6d58 ab4938f47ed4p8db
g§51869%ecec2064defa eel947b9%fdc8fa3 a30b655021d856129 bea621c63954p6a2
g43c39£88918bd9l1f 795480dad977a786 565732£7740€2599 02074b£85e23L90c
93f4a5e8a988c577 ecf96b0b4f44dff8 6743ab73ae8a6244 99589%a3eeecdlpPf28
Jde3f591lacbf711a 2430al62e26dad07 120e20461bc02b18 ee68628098f3H0c6
96£56026c29a1933 582077a07f366a57 c0faddfi7e2el55e4 £f764637d648dd69d
loce96b154716f£f2 14e50c325a75b20e b3e3¢ceal27fc2bb4 62398716fe21jpdb?2
914400c983b0dedo 25b64dcbc5a59%900e 892c23ccdlfoabc9 e4aa0695e5d0f19a
db08a251b26202c7 1c3a87aa8aclaedf 5c89989ad328£895 focfl97bd67aRp7£7
(J55eb9%eb5d98c2bb lccl57feb68c7392 be699d9937c895al 8a3735dd371elf4dd
Hf2a8c61963b25el 01b243b3822b0c386 aab5594ef84b9fl11 27b2fffdalloR£f55
927£d5¢c81£8d4b3a ab59236778c96£020 9db512b38d87b9%1 bdfc58029176p646
deb53174742bbdef 472566745acc388e 7217945d2b6c62a6 b83leaaedel9p2b9
fle18d9338bf23fcd 6c3f3£f0c636a4102 2d00f5e4£3951£80 569635bel19e9p480
474d96023dedd4cb 35b62aedlf00eadl 86d4f2c5240c25d8 36832ee99%eabpd8co6
10930e6247674a64 £0223b4€395d606f 4285dd47666bd8c3 8ceebf796018f|ff81
© ISO/IEC 2017 - All rights reserved
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Output of DRBG in G: NIST_CTR_DRBG(s2) = 0x

5699461e53388573 30c47eb03b0e90e7 e404cc834830ba3l 2da271e6l11a%921lca
006d46655c52cal?2 fbod414al0ceb8ffc d9fclc27b2bdbade 367532f4e40d48e8
5ac52978¢c1d4c000 86c6cc84925c069b b5064a39f449%eco6e d7d1£440a938ba6f
eb97de718c67£dd7 1d2b5dd44e3fadba 68ddb249d8de%ala 14bc32899a504fel
8476£6373db40eab 76dfdc48d9397ela 5afe8a5949057586 b8812e8bd6bc33b3
4311bf6263556bc9 96dalbe69b6cb635 fcc0e65e20d953ab 7452585378ed269%e
dd8f4128eee08013 3b39%e3bd19f22e0c 956f401e4f00b30f c37a3cd9fl12a6c26
68d6d3144656501°2 d60bcB62600£8-30 516375003747 £86 0fldoc5defl31h38c
cd3b420d4186b2c5 68cceleBa%ebceab ale3ab8f3bacecda d692e9cdde6b9867
b52acfp952704a3b 978112c2f8elccfe 0cf05a016e258645 f4a9296ddffe2f13
7fab6d90c778c5b6 524140113cl1l0e822 b0076ec3caldl8df 6438398336¢c673ff
0125eYo8fffafebd 6b7bc5c029313343 4£38b40bdcbd541a 0060333d734dW85ff
0d47e353ccdd721f ada697375b18d141 418842edb794dcOe 11a2ae9%4b9b550eal
85fa37eb52ed53bd 003e2bf6261ladeas la6cf2c99409665b b775815%6d79661
b5df286cafl2459%9a4 51af54dc6323010b 5fff21£f77e7ba9%d5 6c5ee06b48211634
343708ccfb3bd7c4 190b269%9af67ecl05 fee0dc005e51dd17 1d73b3786a01a4dd’
c66d5dadb66585ba 893416eedbcabbf0 0abc73225ca42893 75c6e2576c1431b
fdddbal304alcad8c e5b2a8bf9584d01f 359c035e14657e21 75f076cdf7fel8cc
ddaac?0aled9f735 £187062d42a91a20 297446c1f82cbhebb 010830c9fc38fd8a
856509p4204£7899 195eefa77b8441466 6c94a605ebedeldd ecO02afaldfidoceoeb
8a975¢52e5974f5f e6f0c0c73eedf295 9fab5332e4ca}973 cbbala9d3e8flaal
elbca7]2e8£24801c 502c76b6f597c224 718c6684e797)fd36 eba690a49605d950
b5daz26e007486117 4863ed30c65a7l6a 8381fc0496e9de92 ebdac934d8afcdc?
a93ad96aedb78d65 ed72f11ldec4ab54d 033cO0bgc2cfecbhb5al 15e9£4809d843c30
9746997c018a9628 6d84d99413df93e4 41f48¢da750bb39d6 71399¢cb01102fd%a
c2c7el|l8alz2edafl Oce8lafcaa36fel’ d60910ee82bfc216 8e75ad655452ebdb
7031d2[56405fdedb c669c7c272b82b92 222f03£f00db9c5b 3c52cfcf£3708032
a7a7bd6oed62c2ab adlOefaed4ad4415d78 €7d67bf8cdld5e60 ded73f4ca26dabfo
71903d60fb06112c 8cbeleddfo66573ct a92be2lccdbb6a9c 32fcdob416252110
ebad4ddo577d398b2 0d4f95a5fd3ba’52 el0bfa8342e0cc4d?9 4686a5d5528c1231
74286d70660a77b4 dcedb52cfblgib7f b00e3ab5b2d34854d 2c313e013def2d44
3f9c55ladbclf3db c7a03bz2a7all68ca3 f1b84945f1e07a5b 7787f5e0b67654ca
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