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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying d@ny“or all such patent
etails of any patent rights identified during the development of the. decument will be in the
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

planation on the meaning of ISO specific terms and expressions related to conformity assessment,
s information about ISO’s adherence to the World Trade Organization (WTO) principles in thie
1l Barriers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

imittee responsible for this document is ISO/IEC’JTC 1, Information Technology, Subcommittele
Security techniques.

hll parts in the ISO/IEC 19592 series canlbe found on the ISO website.
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Introduction

A secret sharing scheme is a cryptographic technique used to protect the confidentiality of a message by
dividing it into a number of pieces called shares. A secret sharing scheme has two main parts: a message
sharing algorithm for dividing the message into shares and a message reconstruction algorithm for
recovering the message from all or a subset of the shares.

Secret sharing can be used to store data (for example, confidential values or cryptographic keys)
securely in distributed systems. Moreover, secret sharing is a fundamental technology for secure
multi-party computation that can be used to protect the processing of data in a distributed system. To
facilitate the effective use of the technology and to maintain interoperability, ISO/IEC 19592 (41l parts)
sppecifies secret sharing and related technology.

© ISO/IEC 2016 - All rights reserved v
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Information technology — Security techniques — Secret
sharing —

Part 1:
General

1 Scope

]

5O/IEC 19592 (all parts) specifies cryptographic secret sharing schemes and, theit propertjes. This
document defines the parties involved in a secret sharing scheme, the terminalggy used in thg context
f secret sharing schemes, the parameters and the properties of such a scheme:

o

2 Normative references

There are no normative references in this document.

3 Terms and definitions

vl

or the purposes of this document, the following terms.and definitions apply.

IF0 and IEC maintain terminological databases faf.ise in standardization at the following addrjesses:

— [EC Electropedia: available at http://wwelectropedia.org/

— ISO Online browsing platform: availdble at http://www.iso.or

31

ccess structure
set of subsets of all share-holders(3.11),A c {S'| S c {1,...,n}}, such that for all 5,T € 4, S is not a qubset of
and Tis not a subset of S@and the shares (3.10) held by share-holders in S are sufficient to sucg¢essfully
construct the message((3.4) using the message reconstruction algorithm (3.5)

2

dversary structure
set of subsets of all share-holders (3.11), D c {S | S c {1,...,n}}, such that for all §,T € D, S is not a ubset of

and T is net@subset of S and it is not possible to reconstruct the message (3.4) from the shargs (3.10)

eld by shaxse-holders in §

3
ealer

= H 41 L o L Ly ) L£2
di'ly TUIIg UTIIT ITICSsuyc Srurirny Utyuritrimmm Q.U )

3.4
message
secret information that is to be protected

EXAMPLE A confidential value or cryptographic key.

3.5

message reconstruction algorithm

process which transforms a recoverable subset of elements in a share vector (3.13) into the original
message (3.4)

© ISO/IEC 2016 - All rights reserved 1
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3.6

message sharing algorithm
process which transforms messages (3.4) into a share vector (3.13)

3.7

message space
set of messages (3.4) that can be shared by a secret sharing scheme (3.9)

3.8

receiver

party ru
3.9

nning the message reconstruction algorithm (3.5)

secret sharing scheme

cryptog
number

Note 1
reconstr

3.10
share
element

3.11

Faphic technique used to protect the confidentiality of a message (3.4) by dividing it into
of pieces called shares (3.10)

o entry: It consists of two component processes: a message sharing algorithm and a messag
iction algorithm.

of the share vector (3.13)

share-hjolder

party st

3.12
share s}
set of eld

3.13
share v

bring a share output by the message sharing algorithm {3.6)

hace
ments that can occur in a share vector (3.13).ef'a secret sharing scheme (3.9)

pctor

vector of values output by the message sharing algorithm (3.6)

3.14
threshd
minimal
reconsti

1d
number of unmodified-eléments in the share vector (3.13) that are needed to successfull
uct the message (3.4)

4 General modelofsecret sharing

4.1 Pg

The ope

Irties involved

Fation/of a secret sharing scheme involves the following three roles:

[s9)

[¢)

a) the

"]palpr;

b) the share-holder;

c) thereceiver.

The dealer is the party that has a message and runs the message sharing algorithm. After running the
algorithm on the message to obtain the share vector, it distributes the shares in the share vector to the
share-holders. The way in which shares are distributed to share-holders is application-specific and is
outside the scope of ISO/IEC 19592 (all parts).

The receiver is the party that attempts to reconstruct the message. When the receiver wants to learn
the message, it collects shares from an authorized set of parties and assembles a share vector to pass to

© ISO/IEC 2016 - All rights reserved
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the message reconstruction algorithm. If enough shares are available to reconstruct the message, the
receiver learns the message by running the message reconstruction algorithm. The receiver may collect
additional shares to increase its chances of successful reconstruction. The way in which shares are
collected from share-holders is application-specific and is outside the scope of ISO/IEC 19592 (all parts).

A party can have more than one role. For example, among a number of parties, each may have a message
that it wants to share among all the parties, including itself. In such a scenario, each party is both a
dealer and share-holder.

s ] D 'y
et IdildilITCiTCI S

2.1 Overview
he following parameters apply to all secret sharing schemes specified in ISO/IEC 19592 (all parts):
the message space, described in 4.2.2;

the share space, described in 4.2.3;

the number of shares, described in 4.2.4;

) the access structure, described in 4.2.5.

.2.2 Message space

he message space is the set of possible values for the.message, i.e. the secret that is to be| divided
into shares by the message sharing algorithm. Whilstia’secret sharing scheme might permit afrange of
ossible message spaces (e.g. for different data types) in any specific instantiation, the message space
shall be fixed, and all users of the scheme shall knew the details of the message space.

.2.3 Share space

he share space is the set of elements. that the shares of a message are selected from. The message
sharing algorithm outputs a share-vector that contains elements from the share space. For many secret
sharing schemes, the choice of message space directly fixes the share space.

.2.4 Number of shares

secret sharing scheime‘is typically able to divide an input message into any finite number of shares.
Ih practice, schemesthat divide a message into two or more shares are required. Each instantjiation of
secret sharing-scheme defines a message sharing algorithm that outputs a share vector coptaining
shares.

imilarly,{the instantiation of the secret sharing scheme defines a message reconstruction algorithm
that accepts a share vector with this fixed number of elements. Note that some secret sharing schemes
n-feconstruct the message even when some values in the share vector are modified or missing.

NOTE An instantiation of a secret sharing scheme often fixes a range for the possible number of shares with
upper and lower bounds. For example, a message sharing algorithm can be implemented so that it always outputs
a share vector with n shares but, depending on the application, it could also output t shares where 2 <t <n.

4.2.5 Access structure

The operation of a secret sharing scheme is fundamentally dependent on its associated access structure.
An access structure is the minimal set of possible subsets of shares that are needed as input in order
for the message reconstruction algorithm to successfully output the message. That is, given a collection
of shares, it can be used to reconstruct the message if and only if it contains one or more of the share
subsets in the access structure.

© ISO/IEC 2016 - All rights reserved 3
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Some schemes have an associated threshold - the number of correct shares that have to be provided
to the message reconstruction algorithm in order for it to successfully reconstruct the message. For
example, if a secret sharing scheme supports thresholds, it might be instantiated to share the message
into n shares with a threshold, k, where 2 < k < n. In such a setting, any k shares are sufficient for a
successful completion of the message reconstruction algorithm. That is, the access structure consists of
all k-subsets of shares, i.e. all subsets of cardinality k.

A secret sharing scheme can also be instantiated with a custom access structure containing sets of
parties who can reconstruct the message by combining their shares. For example, for four share-
holders, an access structure can specify that shares my_mj _mgz are sufficient for reconstructing th
secret ap well as my and m4 or mz and my, resulting in an access structure A = {{1, 2, 3}, {1, 4}, {2, 4}}
this cas¢, parties 3 and 4 or 1 and 2, for example, cannot restore the secret on their own, but all sets ¢
parties |n A, as well as their supersets, can reconstruct the message. For this example, the adversar
structurfe in this case is D = {{1, 2}, {1, 3}, {2, 3}, {3, 4}}.

==

4.3 Mpssage sharing process

The megsage sharing process consists of the following three steps.

[

a) The|dealer runs the message sharing algorithm on the message, m, and gbtains the share vectd
(mz)\mp, ..., my).

b) The|dealer distributes the elements in the share vector to the sharé-holders.
c) Thelshare-holders store the shares in a secure way.

Figure 1fillustrates an example of a message sharing process.

Message m held by the dealer

N

Dealer uses message sharing algorithm on m
toycalculate shares (m;, m,, m5, .

")

Sharles held by the share-holders a é b

Figure 1 — Example of a secret sharing process

The implementer of a secret sharing scheme should consider erasing the dealer’s copies of the shares
after share distribution, unless this is prevented by the application requirements.

4.4 Message reconstruction process
The message reconstruction process consists of the following three steps.

a) A subset of the share-holders send their shares of the message, m, to the receiver.

4 © ISO/IEC 2016 - All rights reserved
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b) The receiver runs the message reconstruction algorithm on the received versions of the shares in an
attempt to learn the message. If the algorithm succeeds, the receiver recovers m’, which will equal
the original message, m, if the received shares were all correct. However, the reconstruction may
also fail. In that case, the receiver learns nothing about the message, m, except, perhaps, its length.

Figure 2 illustrates an example of a message reconstruction process. In this example, the receiver does
not receive a version my' of the original share my. The example also assumes that the secret sharing
scheme in use does not require my’ to reconstruct m.

NOTE In practice, a malicious share-holder may also try to affect the reconstruction by sending a value m;’
that does not equal m;. Some secret sharing schemes are capable of detecting if one or more of the sharg-holders
sent a fraudulent share.

=

Shares held by the share-holders n

Receiver uses message reconstruction algorithm
on (m;, —,mj", S, ') tocalculate m'

Message m' recovered by theréeceiver

Figure 2'—Example of a message reconstruction process

3 Properties of secret sharing schemes
3.1 Fundamental requirements

5.1.1 _Overview

The two fundamental requirements that shall be met by secret sharing schemes in ISO/IEC 19592
(all=parts) are message confidentiality and message recaverability. The message confidentiality
requirement ensures the secrecy of the shared message and the message recoverability requirement
ensures availability.

© ISO/IEC 2016 - All rights reserved 5
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