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Foreword

ISO (the
Commis

International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take pa

tin the work
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Attention is drawn to the possibility that some of the elements of this document maybe the subjedt

of pater]
rights. I
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cedures used to develop this document and those intended for its further maintenance| atie
d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
rent types of document should be noted. This document was drafted in accordanceéwith thie
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying any or all such patert
etails of any patent rights identified during the development of the document will be in thie
tion and/or on the ISO list of patent declarations received (see www.ise:0rg/patents) or the [EC
tent declarations received (see http://patents.iec.ch).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org|/
vord.html.
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fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 29, Coding of audio, picture, multimedia and hypermedia information.

b1l parts in the ISO/IEC 19566 series:¢an be found on the ISO website.

=

|lback or questions on this document should be directed to the user’s national standards body.
e listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document contributes to the specification of system-level functionalities. In particular, it
specifies functionalities to provide a degree of trust while sharing image content and metadata, which
simultaneously also allow the signalling of the associated access policies.

A huge number of images are distributed over the internet on a daily basis. For social media alone,
this already accounts for over 3 billion pictures. These photos are often shared with many people
without protection for personal information or access control. In addition, many portable devices have
dommunication functionality that allows for the immediate distribution of photos after capturipg them.
Ih combination with the potential inclusion of GPS information in the file format, for example,the photo
right expose private and geo-location information to the world.

Ih order to avoid such undesirable situations, the framework in this document provides protection
mechanisms to the JPEG family of standards. For instance, encryption can be used'to protect impge data

—

he particular focus of this document is to provide codestream and file format'syntax support tjo enable
ecurity and privacy functionality for JPEG standards, not only in supportiof ISO/IEC 10918-1,|but also
br standards such as ISO/IEC 15444 and ISO/IEC 18477.

= W
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020(E)

Information technologies — JPEG systems —

Part 4:
Privacy and security

1 Scope

his document specifies privacy and security features which contribute to a system -layer
tandards. It defines generic structures that can be applied in all JPEG box-based file for

o B2 NN

Ffamework in this document is backwards-compatible with existing JPEG standards.

Normative references

[ NS]

—

he following documents are referred to in the text in such a way/that some or all of their
onstitutes requirements of this document. For dated referenges, only the edition cited app
undated references, the latest edition of the referenced docurhent (including any amendments)

Q

(]

[U-T T.81 | ISO/IEC 10918-1, Information technology — Rigital compression and coding of con
bne still images: Requirements and guidelines

~

et

5O/IEC 18477-3, Information technology — Scalable compression and coding of continuous-{
mages box file format

~.

IBO/IEC 10646, Information technology — Universal coded character set (UCS)

et

50/IEC 18033-3, Information technelogy — Security techniques — Encryption algorithms —
lock ciphers

— 3

50/1EC 19566-5, Information technology — JPEG systems — Part 5: JPEG universal metadata boX

Terms and definitions

L)

3.1 Definitions
Hor the purpéses of this document, the following terms and definitions apply.

[0 and IEG'maintain terminological databases for use in standardization at the following addy

—_“ISO Online browsing platform: available at https://www.iso.org/obp

for JPEG
mats. In

articular, this document specifies a signalling syntax supporting privacy and¢security features. The

content
lies. For
applies.
tinuous-

one still

Part 3:

format

esses:

— IEC Electropedia: available at http://www.electropedia.org/

3.1.1
box
binary structure that encapsulates an object embedded in a file

[SOURCE: ISO/IEC 19566-5:2019, 3.1.1]

3.1.2
codestream
sequence of bits representing a compressed image and associated metadata

[SOURCE: ISO/IEC 19566-5:2019, 3.1.2]
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3.1.3
decrypted content
resulting data after applying the signalled decryption process on the encrypted content

3.14
master image
image file in which the box (3.1.1) is embedded

3.1.5
JPEG-1 image
image efcoded in JPEG file format

Note 1 toentry: The image shall be encoded in compliance to ISO/IEC 10918-1.

3.1.6

box-based file format

file formpat whose composing elements are boxes containing structured data in compliance with 1SQ
based media file format

3.1.7
JPEG XT image
image encoded in the JPEG XT file format

Note 1 tgentry: the images shall be encoded in compliance to ISO/IEC 18477.

3.1.8
Replacgment Data box
sequencg of boxes (3.1.1) of any type embedded in a JUMBF Replacement box

3.2 Abbreviated terms

JPEG joint photographic experts group
JUMBF | JPEG universal metadata box format
P&S privacy and security

ROI region of interest

TOG toggles

4 Conventions

4.1 Co¢nformance language

In this document, the following verbal forms are used:

— “shall”Tndicates a requirement,

— “should” indicates a recommendation;

— “may” indicates a permission;

— “can” indicates a possibility or a capability.

Information marked as “NOTE” is intended to assist the understanding or use of the document. “Notes
to entry” used in Clause 3 provide additional information that supplements the terminological data and
can contain provisions relating to the use of a term.

2 © ISO/IEC 2020 - All rights reserved
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The keyword "reserved" indicates a provision that is not specified at this time, shall not be used, and
may be specified in the future. The keyword "forbidden" indicates "reserved" and in addition indicates
that the provision will never be specified in the future.

4.2 Naming conventions for numerical values

Integer numbers are expressed as bit patterns, hexadecimal values, or decimal numbers. Bit patterns
and hexadecimal values have both a numerical value and an associated particular length in bits.

. . . "N
a¥a a¥a a¥a Ml a' atala a m a nhe a aa' ho ed

adecimalnota ~ndicated : ng the hexade al pumber by “0x" may be us nustead of
inary notation to denote a bit pattern having a length that is an integer multiple of 4. For example, 0x41
epresents an eight-bit pattern having only its second most significant bit and its least sighifficant bit
qual to 1. Numerical values that are indicated as "binary" are bit pattern values (specified as|a string
f digits equal to 0, 1 or x in which the left-most bit is considered the most-significant'bit and 'x' means
ither O or 1). Other numerical values not prefixed by "0x" are decimal values. Whefi-ised in expressions,
hexadecimal value is interpreted as having a value equal to the value of the corf:esponding bif pattern
valuated as a binary representation of an unsigned integer (i.e., as the value'ef the number formed by
refixing the bit pattern with a sign bit equal to 0 and interpreting the result as a two's complement
epresentation of an integer value). For example, the hexadecimal value‘0%F is equivalent to the 4-bit
attern '1111' and is interpreted in expressions as being equal to the decimal number 15.

= =S 0 O O O @ = o T
D

A

.3 Boxes and superboxes

nnex A shall be used for the specification of boxes. Theydetails for embedding boxes in spdcific file
brmats are defined in the particular specifications,.forr example, ISO/IEC 15444-1 for JPHG 2000,
50/1EC 18477-3 for JPEG-1 and JPEG XT or the mote)generic ISO/IEC 14496-12 1SO base miedia file
brmat (ISOBMFF).

—n o en

et

h general, each object in the file is encapsulated within a binary structure called a box. A box that only

gontains other boxes is called a superbox. The&ebinary structure is given in Figure 1.
XLBox
LBox TBox Box'Length
Box Length Box Type Extension Payload Data
(optional)

Figure 1 — Binary structure of a box

- LBox: Box length. This field specifies the length of the box, stored as a 4-byte big-endian ynsigned
integer. This value includes all of the fields of the box, including the length and type. If the|value of
this field,is 1, then the XLBox field shall exist and the value of that field shall be the actual length of
the box) 'If the value of this field is 0, then the length of the box was not known when the LBox field
waswritten. In this case, this box contains all bytes up to the end of the file. If a box of lepgth 0 is
tontained within another box (its superbox), then the length of that superbox shall also bg 0. This
means that this box is the last box in the file. The values 2-7 are reserved for ITU-T | ISO usk.

— TBox: Box type. This field specifies the type of information found in the Payload Data field. The value
of this field is encoded as a 4-byte big-endian unsigned integer. However, boxes are generally referred
to by an ISO/IEC 646 character string translation of the integer value. For all box types defined
within this document, box types will be indicated as both character string and as 4-byte hexadecimal
integers. Also, a space character is shown in the character string translation of the box type as "\040".
All values of TBox not defined within this document are reserved for ITU-T | ISO/IEC use.

— XLBox: Box extended length. This field specifies the actual length of the box if the value of the LBox
field is 1. This field is stored as an 8-byte big-endian unsigned integer. The value includes all of the
fields of the box, including the LBox, TBox and XLBox fields.

© ISO/IEC 2020 - All rights reserved 3
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— Payload Data: Box contents. This field contains the actual information contained within this box. The
format of the box contents depends on the box type and will be defined individually for each type.

4.4 Graphical descriptions

Box definitions contain graphical description figures to illustrate the structure of the box. These figures

should b
— The

e interpreted as follows:

figures do not include box type and length fields.

— Asd
— The
— Agy
— Opt
Figure 2
— A:8
— B:1

— Cv

— D: optional 32-bit field.

5 Organization of the document

This dod

— Anrlex A specifies the mechanisms for content protection and replacement to support privacy and

secy

— Annex B provideSiseveral illustrative usage examples.

quence of rectangles is used to indicate the remaining fields of the box and their order.
width of the rectangle indicates the length of the field, a square rectangle indicates a 16-+bitfield.
ey background indicates a variable length field.

onal fields have a dashed border.

shows an illustrative example of a box with four fields:
Lbit required field;

H-bit required field;

hriable length required field;

Figure 2 —Beox with four fields

ument is organized as follews:

irity features.
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Content protection and replacement

Annex A
(normative)

ISO/IEC 19566-4:2020(E)

.1 General

his annex specifies mechanisms for content protection and replacement. Content.protect

ion and

placement can be combined to support partial image protection. This annex builds upon the

JPEG universal metadata box format (JUMBF), hence all implementations shatl\be compliz

IFO/IEC 19566-5.

.2 Content protection

.2.1 General

ontent protection enables the protection of parts of an image file by encryption. When (
n image file with protected content, the protected content shall be decrypted using the {
ncryption method, provided that the encryption methodis supported by the decoder and authd
5 granted. In case the protected content cannot be decrypted, the entire protected content

— D

—

bnored. The process is illustrated in Figure A.1.

Metadata, boxes

Prot E@‘
canlen

Image stream

Encryptionitypé known and authorization granted?

Int with

ecoding
ignalled
rization
shall be

protected content

protected content

Yes No
Decrypted
Metadata, boxes rvp 3 Image stream Metadata, boxes Image stream
content _
Decode Decode
A A
Image with Image without

Figure A.1 — Content protection decoding process

The protected content is embedded in the master image file as a JUMBF box with Content Type
“Protection”, as specified in A.2.2.

© ISO/IEC 2020 - All rights reserved
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A.2.2 JUMBF Protection box

The JUMBF Protection box is a JUMBF box with Content Type Protection (UUID: 74B11BBF-F21D-4EEA-
98C1-0BEBF23AEFD3). The structure of the JUMBF Protection box is given in Figure A.2.

In addit

box and
to the dcheme signalled in the Protection Description box. The resulting decrypted content shall

encomp
decrypt

master i
segments (JPEG-1 and JPEG XT only) or boxes.

A.2.3
The Pro
The typ

Protecti

METHOD

JUMBEF Protection box

JUMBF Description box
TYPE: Protection

Protection Description box

Binary Data box

Figure A.2 — Structure of the JUMBF Protection box

on to the JUMBF Description box, the JUMBE.-Rrotection box contains a Protection Description
one Binary Data box. The Binary Data boxX“encapsulates data which is encrypted accordinig

hss any binary data, provided that when the entire JUMBF Protection box is replaced with t
bd content, the resulting image file(shall be a valid image according to the specification of t
Image. More specifically, the decfypted content can be one instance or a sequence of APP markdr

Protection Description-box
fection Description’box signals additional information about the protected content.

e of a Protection-Description box shall be 'pspd' (0x7073 7064). The binary structure of thie

pn Description-box is illustrated in Figure A.3, the field values are summarized in Table A.2.
_______ ro- \'____I________________________________________________________________________
i 1
ENC AR |
ABELC ] LABEL v
)
1

Figure A.3 — Structure of the Protection Description box

— METHOD: The values of the METHOD parameter and corresponding meanings are given in Table A.1.

© ISO/IEC 2020 - All rights reserved
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Table A.1 — METHOD field specification

METHOD binary
value

Meaning

Details

000x 0000

External

Information about the used encryption method is provided in a

referenced JUMBF box. The METHOD field shall be followed by
LABEL field that contains the label of the JUMBF box as null ter
ISO/IEC 10646 characters in the UTF-8 encoding.

the ENC
minated

000x 0001

AES 256 CBC

The content of the Binary Data box is encrypted using AES 256
the CRC {‘iphpr made (in accordance with ]Qﬂ,/ﬂ:(' 190??-?)

using

|
000x 0010

AES 256 CBC with
IV

The content of the Binary Data box is encrypted using AES256
the CBC cipher mode (in accordance with ISO/IEC 18033¢3)“Th

Initialisation Vector (IV) is signalled after the METHOD field apd

optional AR LABEL field in the 128-bit length IV field)

using
e

0001 xxxx

access rules

Access rules are provided in a referenced JUMBEbox. The MET]

field, and optionally the ENC LABEL, are followed by an AR LABEL

field. The AR LABEL (for referencing the access rules) shall con
label of a JUMBF box as null terminated, ISO/IEC 10646 charact
the UTF-8 encoding.

HOD

tain the
ers in

All other values are reserved for future use.

Table A.1.

ENC LABEL: optional label referencing to a JUMBF Box that.signals the used encryption
of the data in the Binary Data box. Its presence is indicated by the value of the METHOD
specified in Table A.1.

AR LABEL: optional label referencing to a JUMBF Box that signals the access policy rules of
in the Binary Data box. Its presence is indicateddy the value of the METHOD field as spe

IV:initialisation vector used to encrypt theidata in the Binary Data box. Its presence is indji
the value of the METHOD field as specified in Table A.1.

Table A.2 — Format of the contents of the Protection Description box

Parameter Size (bits) Value
METHOD 8 See Table A.1
ENC LABEL variable Optional null terminated
UTF-8 string.
AR-¥ABEL variable Optional null terminated
UTF-8 string.
Y 128 Optional 128 bit initialisation

vector

A.2.4_Binary Data box

method
field as

the data
cified in

cated by

The~Binary Data box encapsulates binary data. The type of the binary data shall be impligd by its

CONtext, otherwise the binary data shall be ignored. For example, in the context of the JUMBF Protection
box the type of binary data is encrypted data as signalled in the Protection Description box. The type
of a Binary Data box shall be 'bidb' (0x6269 6462). The contents of the box shall be as in Figure A.4, the
fields are summarized in Table A.3.

DATA

Figure A.4 — Organization of the contents of the Binary Data box

© ISO/IEC 2020 - All rights reserved
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— DATA: This field contains binary data.

Table A.3 — Format of the contents of the Binary Data box

Field name Size (bits) Value
Data Variable Variable length binary
data

A.2.5 Decoding procedure

When a

JUMBF Protection box is encountered, the encapsulated encrypted content shall be decrypte

using tHe signalled encryption method, provided that the encryption method is supported.by"t
decoder|and authorization is granted. If the encrypted data is successfully decrypted, the.resulti

decrypt
the enti
process

A3 R

A3.1

Replace

types of|replacements can be distinguished:

— box

— app

marker segments (can only be used with JPEG-1 and}PEG XT);

— region of interest replacement type: replaces”a region of interest in the image stream with

ano
— File

When a
Thereaf
and ROI
decoded

bd content replaces the entire JUMBF Protection box. In case the data cannot be.decrypted,
‘e JUMBF Protection box is ignored. Thereafter, in both cases decoding proceed$@s usual. T
is illustrated in Figure A.1.

pplacements

General

ments allow to replace part of an image file or the entire image file with different content. Four

replacement type: replaces a box with one or more boxes:

marker segment replacement type: replaces an-app marker segment with one or more app

ther image;
replacement type: replaces the entife file.

JUMBF Replacement box is encountered, the associated replacement shall be applied first.
Ler, the resulting file is decoded as usual. Except in case of a ROI replacement the image strearp
are first decoded individually. Subsequently the ROI is inserted in the signalled region of the
image. The process is ilustrated in Figure A.5.

© ISO/IEC 2020 - All rights reserved
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Metadata, boxes ReslEEEment Image stream
content
BOX/APP TYPE FILE TYPE
ROI TYPE
Metadata,|boxes Image stream Metadata, boxes Image stream
Decode \ Decode
Metadata, boxes Image stream
Decode
Decode
Decoded image Decoddd image
Decoded
ROI
Decoded image
Decoded
ROI
Einal image

Figure A,5 — Replacement process

]

h case multiple replacements oceuxin a single file, the replacements should be applied sequentially in
he order that they appear in the file.

—

oY

.3.2 JUMBEF Replacement box

|

he JUMBF Replacement box is a JUMBF box with Content Type Replacement (UUID: DC28B95F-B68A-
98E-8064-0FCA845D6BOE). The structure of the JUMBF Replacement box is given in Figure AL6.

0

© ISO/IEC 2020 - All rights reserved
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JUMBF Replacement box

JUMBF Description box
TYPE: Replacement

In addition to the JUMBF Description box the JUMBF Repldeement box contains a Replacemer
Description box and one or more boxes referred to as Replacement Data Boxes. The valid box types (

Replacement Description box

Replacement Data Boxes

Figure A.6 — Structure of the JUMBF Replacement box

the Replacement Data Boxes are determined by the type.

A.3.3 Replacement Description box

The Replacement Description box signals additional information about the behaviour and type of thie

replacerhent.

The typg of a Replacement Description bex:shall be 'psrd' (0x7073 7264). The binary structure of thie

Replaceent Description box is illustrated in Figure A.7 and summarized in Table A.7.

The allowed values and meanings of the TYPE and TOG(GLES) fields are described in Table A.4 an

TYPE
TOG

Figure A.7 — Structure of the Replacement Description box

Table A.p respectively.

— +

Table A4— TYPE specification

TYPvlil}Jlil;ary Meaning Details
0000 0000 TYPE BOX Box replacement type.
0000 0001 TYPE APP App marker segment replacement type.
0000 0010 TYPE ROI Region of interest replacement type.
00000011 TYPE FILE File replacement type.
All other values are reserved for future use.

10

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=6c1e80f5ff1d43cd1baf3b2768289ae9

ISO/IEC 19566-4:2020(E)

Table A.5 — TOG(GLES) specification

TOG(GLES)

apply

bi Meaning Details

inary value

00000000 Auto apply Auto apply. Signals if the replacement should be applied by default
0000 0001 Do not auto or ignored. If auto apply is disabled, the replacement can be triggered

on demand.

All other values are reserved for future use.

o

=

Thestructureof the PARAM fietdisdetermined ‘u_y thet t:plcu,clucut TYPETigure yavye] givesam
f the structure of the Replacement Description box per Replacement TYPE.

verview

"""""""""""""""""""""" s
TYPEBOX (00) | & | © OFFSET : LABQ)/:
= = 1 % |
___________________________________ :
w (U] :
TYPEAPP(01) | & | © OFFSET !
|_ '_ ]
L O
TYPE ROI (10) % e OFFSET X OFFSET Y
R
TYPE FILE (11) | o

Table’A.6 — Description of the PARAM fields per TYPE

Figure A.8 — Structure of the Replacement Description box per TYPE

able A.6 gives an overview of the field values and meanings.

Replacement Parameter Size (bits) and Value and details
TYPE type
BOX OFFSET 64; Unsigned 64-bit value of the byte offset of the positioh of the
Integer Replacement target box counting from the
beginning of the file.
When set to 0, replace the successive box.
When set to 264-1 (0xFFFFFFFFFFFFFFFF)|replace
the JUMRBF hox with the lahel cpm‘ifipd in tHe
LABEL field.
LABEL Variable; Null Label of the Replacement target JUMBF box.
terminated
UTF-8 string.
APP OFFSET 64; Unsigned 64-bit value of the byte offset of the position of the
Integer Replacement target app marker segment counting
from the beginning of the file.
When set to 0, replace the successive APP marker
segment.

© ISO/IEC 2020 - All rights reserved
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Table A.6 (continued)

Replacement
TYPE

Parameter

Size (bits) and
type

Value and details

ROI

OFFSET X

32; Unsigned
Integer

Vertical offset from the top in pixels.

OFFSETY

32; Unsigned
Integer

Horizontal offset from the left in pixels.

Parameter Size (bits) Value
TYPE 8 See Table A.4
TOGGLES (TOG) 8 See Table A.5
PARAM variable See Table A.6

A3.4

The refe
JUMBF 1

A3.5 |

With th
Binary I
box. The
the offsd

A.3.6

Replace
parenti

NOTE
XT image

The pos

Figure A
the widt

Box replacement

renced box is replaced with all Replacement Data Boxes. The box is ¢ither referenced by offset,
hbel, or position of the JUMBF Replacement box, as specified in Table)A.6.

APP marker segment replacement

e APP marker segment replacement type the Replacement Data boxes shall be exactly one
Data box. The referenced APP marker segment is replaced with the content of the Binary Datpa
APP marker segment is either referenced by offset or-position of the JUMBF Replacement box |f
tis setto 0, as specified in Table A.6.

ROI replacement

b a region of interest (ROI) in the parentimage. The replacement is applied after decoding th|
mage. The Replacement Data boxes shall contain exactly one Contiguous Codestream box.

D

In ISO/IEC 10918-1 (JPEG-1) and ISO/IEC 18477 (JPEG XT) images the replacement ROl may be a JPEG
with a transparency layer.

ition of the ROI is determined by the vertical and horizontal offsets x and y as illustrated i
9. The height of the ROI'should be smaller than the size of the parent image minus offset x an
h smaller than width'master image minus offset y.

jo e

x offset in pixels

y offset

in pixels

ROI
codestream

Parent image codestream

Figure A.9 — Illustration of the x and y offsets of the ROI relative to the master image
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A.3.7 Filereplacement

Replaces the entire file. The Replacement Data boxes shall contain exactly one Contiguous Codestream
box that contains the replacing image.
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Annex B
(informative)

Usage examples

B.1 Geéneral
P

Usage examples in B.2 and B.3 illustrate how to protect part of an image using the default enﬂyptio
scheme pnd an external encryption scheme respectively. The example in B.4 shows how tghiésociat
access nules to protected content. Finally, usage examples in B.5 and B.6 focus on i integrit)
Integrity checking of images can be done by two methods: a signature- and a watermarkfbased metho

B.5 des

while B.p focuses on the watermark-based method. Q/C)
\

B.2 Protecting a region of interest in a JPEG-1 image \@

This usa
JPEG pr

to protect for privacy reasons before sharing it. Only users witQ propriate rights should be able tp
see the actual face. Non-authorized users will see a picture @ere the face is not visible, as shown ip

Figure H

[o P N Ol =]

ribes examples of encapsulating and checking integrity using the signatiire-based metho
ge example explains how to protect a specific region of in 1& in a JPEG-1 image using thle
vacy and security framework. The image in Figure B.1 gﬁntains a face that we would likle

1 b).

14
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=

Starting from the original image, we proceed through the followiqq}steps:
1.

ecoding the resulting fj roceeds as follows:

. ’@image stream R’ which is embedded in the JUMBF Replacement box is merged with t}

020(E)

Figure B.1 — Protecting a ROl in a JPEG iw&e

Crop out the desired region of interest of the origin%%age (I) and store as a separat
stream (R). Q

Create an alternate version R’ of the region of i@est R in which the face is made invis
example by applying blur or adding an overlaW in Figure B.1. R’ should have exactly t
dimensions as R. \"Q

Merge the alternate region R’ into the or{@%l image at the same position of R defined by ar
and an offset Y. Store the resulting imO asI.

S
Add a JUMBF Replacement box replacement type ROI to the image file of I’ that cont
codestream R and the X and ets.

Wrap the JUMBF Replac@ént box in a JUMBF Protection box.

e image

bible, for
he same

offset X

ains the

While scannin 'image file for JUMBF boxes, the JUMBF Protection box will be identified. If

the user doe have the appropriate rights to decrypt the content, then it will ignore t}
JUMBF Pr on box and decode the image as usual. The user will only see the protected

If the has the appropriate rights, the encrypted content is decrypted resulting in th
Re Qment box which replaces the JUMBF Protection box in the file.

le entire
image I'.

> JUMBF

le image

tream I’ at the position determined by offsets x and y. The result is image stream I that

replaces

image steam I’ in the image file.

4. The resulting image file can now be decoded as usual. The user will now see the original image I.

Figure B.2 shows the structure of the image file with the protected region of interest.

© ISO/IEC 2020 - All rights reserved

15


https://standardsiso.com/api/?name=6c1e80f5ff1d43cd1baf3b2768289ae9

ISO/IEC 19566-4:2020(E)

Metadata, boxes

JUMBF

. Protected i I
Protection box rotected image

Replacement

~__
JUMBF Protection box JUMBF Replacement box
JUMBF Description box JUMBEF Description box
TYPE: Protection TYPE: Replacement
. iotion b Replacement Description box
Protection Description box TYPE: 0000 0010 (ROI)

OFFSET X: x

METHOD: 0000 0001 (AES 256 CBC) OFFSET Y:y

Contiguous Codestream, box,

Binary Data box
ROIR

B.3 Pi

This exa
default 5
except t
METHO
referend
illustrat|

rotecting with external encryption method

Figure B.2 — Structure of an image with a protected region of interest

imple illustrates how to protect a JPEG1 image using another encryption method than the
pecified in the JPEG privacy and security framework. The example is analogue to example B,|
hat now another encryption methodis used instead of the default AES 256 CBC. Therefore, t
D field in the Protection Description box is set to 0000 0000 and is followed by a label field thdt
es a JUMBF box that provides more information about the used encryption. The structure is
ed in Figure B.3. The Pulilic*Key Cryptography Standard (PKCS) has several cipher operatio

D

modes, $uch as ECB, CFB, OFB, CTR, CCM and GCMI2l. If the operation mode is CCM or GCM, the ciphqr
setting has more parameters stuch as nonce, aad (additional authenticated data) and authenticatio!
tagl4l. In] this case, the JUMBF box has the JSON type and embeds valid JSON instance that signals t
additionjal parameters,Af/example JSON instance is given in Table B.1.
JUMBF Protection box
JUMBF JSON box
JUMBF Descriptioh box
TYPE: Protection TYPE: JSON
JUMBF Description box
METHOD: TYPE: JSON
0000 0000 TOGGLES
Protection Description box (External) 0000 0x11
LABEL: JSON box
XXXK— | | LABEL:
[ > XXXX
Binary Data box
Figure B.3 — JUMBF Protection box referring to JSON Content Type JUMBF box
16 © ISO/IEC 2020 - All rights reserved
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Table B.1 — Sample JSON for additional cipher parameters (AES256-GCM)

"jpeg security": {
"type": "protection",
"cipher": {

"method": "AES256-GCM",

"nonce": "BJZbHABY/svtDTUBR",
"aad": "ZmFzb28uY29t™,
"tag": "1ldsCuZ5XuanojwM/p6EoCA=="

o - S . . |

(@l

(mill ol

3.4 Associating access rules to protected content

.4.1 Usage example description

1

sindicated in A.2.3, the access rules associated to an image,ifdny, are stored in a referenced JUNIBF Box.
ccess rules may be expressed using eXtensible Access.€ontrol Markup Language (XACML)!, 4o in this
ase the JUMBF box must be of XML Content type.
igure B.4 shows how the JUMBF Protection bgk“can reference the JUMBF XML box contaihing the
orresponding access rules. In this example, AES 256 CBC encryption method is used, as indjcated in
he METHOD field with the binary code 0001¢0001.
JUMBF Protection box
JUMBE D. b . JUMBF XML box
escriptic.n 0X // METHOD: )
TYPE: Protection //// 0001 0001 TYPE: XML AUV beserinion bor
(AES 256 CBC TYPE: XML
encryption and .
Protection Description box external access SSSOGLEIS]:
: rules) X
LABEL XML box
ARLABEL: | | St
Binary Datasox XXXX —]
Figure B.4 — JUMBF Protection box referring to XML Content Type JUMBF Box
able B.2 shows a complete XACML policy, containing several access rules, which is the contept of the

J

UMBF XML box. The Iirst rule inside the policy defines the conditions to indicate that any user can

view the image urn:mimage:Desert.jpg before 2020-01-01. The second one denies any other operation
over the image.

© ISO/IEC 2020 - All rights reserved
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Table B.2 — XML Content Type JUMBF box for a XACML policy containing several access rules

<Policy xmlns="urn:oasis:names:tc:XACML:3.0:core:schema:wd-17"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

PolicyId="urn:isdcm:policyid:1"

applicable™

Version="1.0"

RuleCombiningAlgId="urn:ocasis:names:tc:XACML:1.0:rule-combining-algorithm:first-

<QJescription>Desert.jpg</Description>

<Description>

</Description>
<Target>
<AnyOf>
<All0f>
<!-- Which resource -->
<Match

<AttributeValue

urn:mimage:Desert (hpg
</AttributeValue>

<AttributeDesidgngtor

xqi:schemalLocation="urn:oasis:names:tc:XACML:3.0:core:schema:wd-17

hitp://docs.oasis-open.org/XACML/3.0/XACML-core-v3-schema-wd-17.xsd">

<Hule Effect="Permit" Ruleld="urn:ocasis:names:tc:XACML:2.0:ejemplo:Desert">

Any user can view urn:mimage:Desert.jpg before the end of the year

MatchId="urn:oasis:names:tc:XAQML:1.0:function:regexp-string-match">

DataType="http://www.w36rg/2001/XMLSchema#string">

18
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Table B.2 (continued)

AttributeId="urn:oasis:names:tc:XACML:1.0:resource:resource-id"
Category="urn:oasis:names:tc:XACML:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
MustBePresent="false"/>

</Match>

</Target>

<Condition>

JlustBePresent="fa¥ge" />

<!-- Which action -->
<Match MatchId="urn:oasis:names:tc:XACML:1.0:function:stripg=equgl">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#strind>
View
</AttributevValue>
<AttributeDesignator
AttributeId="urn:ocasis:names:tc:XACML+s1.0:action:action-id"
Category="urn:oasis:names:tc:XACMksS8.0:attribute-category:action”
DataType="http://www.w3.0rg/200X/XMLSchema#string"
MustBePresent="false"/>
</Match>
</Al110f>

</AnyOf>

<Apply FunctionId="urniodsis:names:tc:XACML:1.0:function:date-less-than-or-pqual">
<Apply Function®d="urn:oasis:names:tc:XACML:1.0:function:date-one-andfonly">
<AttributeDesignator AttributelId="accessDate"
Category="urn:oasis:names:tc:XACML:3.0:date"

DataType="http://www.w3.0rg/2001/XMLSchema#date"

§/Apply>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#date">
2020-01-01

</AttributeValue>

</Apply>

</Policy>

</Condition>

</Rule>

<Rule Ruleld="urn:oasis:names:tc:XACML:2.0:FinalRule" Effect="Deny"/>

B.4.2 Encryption and access rules addition process

Figure B.5 shows how an image is encrypted and the access rules governing its usage are also added to
the resulting file.
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Starting from the original image, metadata is transferred to the resulting image. Then, the image stream
is encrypted and the result of the encryption is stored in the Binary Data box inside the Protection
box. Afterwards, the access rules and encryption information are added to the Protection box. The
information related to access rules is referenced by means of a label. Finally, a new XML Content type
JUMBF box is added, which contains the XACML access rules that govern the usage of the protected
image file.

Figure B.6 shows the new JUMBF boxes resulting from the encryption and access rules addition process.

Metadgta; boxes Vietadata, boxes
JUMBF ProtectioQ
Imagg stream > Encrypting box q
Image AR LABEL xb&x’
stream Encrypted Image stream inside —
Protection Box Bi@ata
il 9%
D
».dJUMBF XML box [«
XACML Access Rules (XML based)

XACML Access
Rules

Figure B.5 — Encrypting and adding XACML access rules to an image

JUMBEProtection box

JUMBF Descrlpthn box ETHOD
TYPE: Protection (0000 0100)
(AES 256 CBC
encryption and
. o t |
Protection Description box = errrlﬁej)c e
Metaddta, boxes AR LABEL
JUMBF|Protection : . XXXX
b ox Binary Filter box
AR LABEL XXXX
Binabst/))l(Data XML JUMBF box TYPE
/
;S (‘xmI\040’)
XML cdntent type JUMBF Description box (0x786D 6C20)
JUN‘BF box TYPE: XML
TOGGLE
(0000 xx11)
XML box LABEL
(XXXX) <

Figure B.6 — Generated JUMBF boxes by encryption and access rules process
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B.4.3 Authorization and decryption process

Figure B.7 shows the authorization and decryption (if any) process when access rules are

present.

In this case, first, the label referencing the XML content type JUMBF box containing the access rules
(LABEL XXXX inside the JUMBF protection box) can be obtained from the JUMBF protection box. Then,

access rules can be extracted from the XML content type JUMBF box. The access rules are
the authorization service, which also needs an authorization request (as specified in the

given to
XACML

standard[ll). Then, if the authorization is granted, the decryption process obtains the encryption
information and the encrypted lmage from the ]UMBF Protectlon box After that, the decryption

etadata
and the decrypted 1mage stream If the operatlon is not authorlzed accordmg to the access shles, the
resulting image contains only the image information which was not encrypted in the original ilnage.
Metadatg, boxes
No
Part of Image
Authorization stream I,thOUt
Request encryption

Metadata, boxes

JUMBF Protection
b Label to Metadata, boxes
— — ,
@ JUMBF

Yes

AR LABEL XXXX [ _{ Authorization

4,—» Metadatg,
» Decryption

boxes

-
Binary Data T —l—, Image S

tream

box -+ Encrypted Image stream inside Decrypted Image stream
Protection Box + Encryption
|| XML content type X information
JUMBF box Rulas”
Figure B.7 — Authorizingaccess and decrypting an image
B.5 Integrity checking using a-signature-based method

==

.5.1 Including a signature to enable integrity checking functionality

igure B.8 provides an example of encapsulating the functionality of the integrity checking
ignature-based method{This example checks if an image stream and/or a selected part of met3
hodified or not. The owher’s key is used for this encapsulating procedure. If this key is mismatch|
he integrity is cheekéd, the result of the check is always that the checked image is the modified (

[ ilen T 72 Nl Lo |

HA-256 hashing’is used for signature generating process in Figure B.8. The input to this pro
set of the image stream, the selected metadata, and the owner’s key. The resulting signature a
f a selected'part of metadata is saved as an XML content type JUMBF box.

igureB.9 shows the type of a generated JUMBF box by this encapsulating procedure. Table B
nCXML schema that defines types, attributes, and elements for sample XML documents used

using a
data are
ed when
ne.

cess is a
hd index

3 shows
in B.5.1

and B.b.1. Tabte B.4 Shows a sampie XML document for the signature and the index of a Selecte
metadata following XML schema defined in Table B.3.
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Owner’s key

J » Metadata, boxes

Metadata [Selected metadata 1
selecting XML content type

Signature JUMBF box
Image strean|  generating | Signature J !

A

Metadata, boxes

A 4

Image stream

A4

Image stream

Image
stream

Index of a selected part of metadata

Higure B.8 — Example of encapsulating procedure using a signature-based method

XML content type JUMBF box

Metadata, boxes
JUMBF Description box
TYPE: XML

XML content type
JUMBF box

XML box
Image stream

Figure B.9 — Generated JUMBF box by encapsulating procedure
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