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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through
committees established by the respective organization to deal with particular fields of

technical
technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

[SP/TECTTC T

The procedures used to develop this document and those intended for its further maintenance are

ddscribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria n
the different types of document should be noted. This document was drafted in.aecordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this doCument may be tH
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all su
rights. Details of any patent rights identified during the development of the document will
Infroduction and/or on the ISO list of patent declarations received (se® www.iso.org/patents)

Any trade name used in this document is information given for thle convenience of users and
stitute an endorsement.

Far an explanation on the voluntary nature of standards, the meaning of ISO specific t
ressions related to conformity assessment, as wellYas information about ISO's adheren
rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the
L: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC I Information technology, SC 17, Cards and securi
for personal identification.

beded for
with the

e subject
Ch patent
be in the

does not

brms and
ce to the
following

ty devices

© ISO/IEC 2018 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://standardsiso.com/api/?name=f6f079ca0a786845bc1a66b7e1bcecad

ISO/IEC 19286:2018(E)

Introduction

National and pan-national (e.g. European) privacy regulations require the protection of personal data
as well as implicitly linked parameters revealing the identity of the cardholder [see relevant documents
in different countries (e.g. EU GDPR, US PIA, Canada PIA or Australian PIA)(see 5.1)].

Privacy-enhancing implementations allow a cardholder to be confident that their sensitive personally
identifiable information (PII) is not exposed to an unauthorized environment. Thereby a cardholder
may be exposed to an env1ronment that mlght read sen51tlve PII from the Integrated C1rcu1t Card (ICC)
ahead of ghy : s—the
Card ID) ¢r personallzed parameters of the cardholder and could be llnked to the cardholder

For instapce, if the nationality of a cardholder can be identified by the nature of the ICC descriptipn
parametdrs (e.g. algorithm ID, if unique for particular country) then a cardholder of a certainhationality
could be gxposed to observation. An employee identification card, a health insurance catd, a passp¢rt
are typicql examples which may require privacy protection.

ICC serviges ensuring privacy could, for instance, find further applications in the ¢entext of user privacy
issues in pVoting systems with ICCs and in systems using the environment of Internet of Things as well
as access|services by means of an ICC.

This docyment reflects these requirements by harmonized operations @nd/or services in regard tq a
corresponding level of privacy. It envisions

— to stifengthen common technical measures about privacy-enabling interchange at card edge and|to
facilifate its adoption,

— to haymonize privacy properties or privacy framework'definitions when existing, and

— to adflress generic technical features related to.privacy implementation at card edge (interchange)
regaidless of the cryptographic mechanisms by-considering transactional aspects as asynchronojus
protdcols involving several entities in privaej-context.

vi © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f6f079ca0a786845bc1a66b7e1bcecad

INTERNATIONAL STANDARD ISO/IEC 19286:

2018(E)

Identification cards — Integrated circuit cards — Privacy-
enhancing protocols and services

1

Scope

Th

— providing discoverability means of privacy-enabling attributes,
—|{ defining requirements for attribute-based credential handling, and
—|{ identifying data objects and commands for ICCs.

Eyisting privacy-enhancing protocols available in a generic context are’adopted for distribute

in
us

All the protocols and services described in this document contribute to privacy. Annex B deq
exiample of privacy impact assessments of respectivesystems.

2

The following documents are referred to(in the text in such a way that some or all of thei

TS doTumment aims to oT At Ze privacy-emrancing protocots and Services by

using the mechanisms from parts of ISO/IEC 7816 and parts of ISO/IEC 18328 that\con
security and privacy,

Cluding ICCs. Additionally, existing authentication protocols between an ICC and an extert

Normative references

[ribute to

l systems
al device

ed for establishing a secure channel are enhanced with privacy protection. Secure commjunication
bgtween an ICC and an on-card device is also considered.

cribes an

r content

constitutes requirements of this document. For dated references, only the edition cited applies. For

urldated references, the latest edition.ef the referenced document (including any amendments

IS
co

IS
se

IS
co

IS
ve

IS
co

3

D/IEC 7816-4:2013, Identification cards — Integrated circuit cards — Part 4: Organization, se
mmands for interchange

Curity operations

D/IEC 7816-9,Adentification cards — Integrated circuit cards with contacts — Part 9: Intd
mmands for €axd and file management

D/IEC 7816-11, Identification cards — Integrated circuit cards with contacts — Part 11;
Fification through biometric methods

DAEC 18328-3, Identification cards — ICC-managed devices — Part 3: Organization, sed

) applies.
Curity and

D/IEC 7816-8, Identification cards — Integrated circuit cards — Part 8: Commands and mech@nisms for

rindustry

Personal

urity and

mmands for interchange

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

©
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31
access phrase
alpha-numeric string to be captured by interface device to gain access to ICC

EXAMPLE MRZ printed on electronic passports and optically captured by inspection system.

3.2

anonymity

characteristic of information that does not permit a personally identifiable information principal (3.22)
to be identified directly or indirectly

[SOURCE]ISO/IEC 29100:2011, 2.1]

3.3
attribute
user attrjibute

quality o characteristic ascribed to someone or something

[SOURCE{ NIST SP 800-63-3]
EXAMPLE User name, address, date of birth or assertion about date of birth are user attributes.

Note 1 td entry: Examples of user attributes that can be used to identifyx natural persons are given|in
Reference|[14].

34
attributdq integrity
capability of an attribute (3.3) to resist to unintended or unauthorized modification

3.5
attributg provider
entity (3.13) that makes user attributes (3.3) available

ot

Note 1 to pntry: An attribute provider may be an jdentity provider (3.18) or an entity mandated by an ident
provider.

y

3.6
attributg statement
statemenf or assertion about user dttributes comprising predicates over attributes (3.3)

EXAMPLE The business caseage verification usually does not require information about the user attribyte
“date of birth” but only the vefification if the age is above a specific threshold, i.e. the attribute statement oyer
the “date ¢f birth” saying “is‘over 21",

3.7
authentifation
provision| of assurance in the identity (3.17) of an entity (3.13)

[SOURCE]ISOAIEC 29115:2013, 3.2]

3.8

authentication protocol

defined sequence of messages between an entity (3.13) and a verifier that enables the verifier to perform
authentication (3.7) of an entity

[SOURCE: ISO/IEC 29115:2013, 3.4]

3.9
credential
set of data presented as evidence of a claimed or asserted identity (3.17) and/or entitlements

[SOURCE: ISO/IEC 29115:2013, 3.8]

2 © ISO/IEC 2018 - All rights reserved
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3.10

domain-specific identifier

attribute (3.3) or attribute statement (3.6) over an identifier (3.16) of an entity, which carries semantics
only in specific domains or contexts

Note 1 to entry: In the literature, such domain-specific identifiers may be also referred to as pseudonyms, domain
pseudonyms, context-specific identifiers or sector-identifiers and in pseudonymization (see ISO/IEC 29100 for
definition of pseudonymization).

Note 2 to entry In contrast to anonymlty (3 2), the user (3 32) creates and uses an amblguous parameter, the
0 partially

poses and

gdnaged by

bquesting

process of distinguishing an entity (3.13) within a given context by the unique association ¢f a set of
dgscriptive parameters

EXAMPLE User attributes are descriptive parameters.

set of attributes (3.3) related to an entity (3.13)

[SOURCE: ISO/IEC 29115:2013, 3.13]

3.18
identity provider
trusted actor that issues and/or manages credentials (3.9)

Note 1 to entry: In literature, such identity provider is often referred to as identity information provider (see
ISO/IEC 24760-1) or credential service provider (see ISO/IEC 29115).

© ISO/IEC 2018 - All rights reserved 3
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3.19
issuer

19286:2018(E)

entity that is an identity provider (3.18) or attribute provider

Note 1 to entry: An issuer may also issue the token (3.30).

3.20

mutual authentication
authentication of identities (3.17) of entities (3.13) which provides both entities with assurance of each

other’s id

3.21
passwor

alpha-nuineric string kept secret by the user and used for user verification

3.22

personally identifiable information

PII

any information that (a) can be used to identify the PII principal (3.23) to whem such informati

relates, o
[SOURCE

3.23
PII princ
natural p

[SOURCE

3.24
privacy i
PIA

overall grocess of identifying, analysing, ewvaluating, consulting, communicating and planni

the treat
informati

Note 1 to ¢ntry: This process is also known as a privacy risk assessment.

[SOURCE
3.25

secure channel

communi
integrity

3.26

sensitivd PII

category pfpersonally identifiable information (PII) (3.22), either whose nature is sensitive, such as thg
that relate-to-the-RH principal. - mostintimate-sphere-orthatmisht-have ienificantimp
the PII principal

entity

i

" (b) is or might be directly or indirectly linked to a PII principal
ISO/IEC 29100:2011, 2.9]

ipal

erson to whom the personally identifiable information (RII)} (3.22) relates

ISO/IEC 29100:2011, 2.11]

Impact assessment

ment of potential privacy impactswith regard to the processing of personally identifial
bn (3.22), framed within an organization’s broader risk management framework

ISO/IEC 29134:2017, 37

cation link between the ICC and the external world that provides confidentiality and

ng
ple

[SOURCE: ISO/IEC 29100:2011, 2.26]

3.27

service provider
entity (3.13) providing one or more services

3.28

specific attributes
user attributes (3.3) that are stored in data containers each linked to a terminal domain-specific

identifier

(3.29)

© ISO/IEC 2018 - All rights reserved
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3.29
terminal domain-specific identifier
identifier of a terminal which carries semantics only in specific domains or contexts

Note 1 to entry: In contrast to domain-specific identifiers generated by the ICC to provide a pseudonym of the
user, a terminal domain-specific identifier links a certain terminal identity to a certain domain (sector).

3.30
token
physical device or digital information, holding credentials (3.9), user attributes (3.3), attribute statements

'2 A\ and/loratharinformation tobho nead 1 anthantication neacadie-nc
SHe oo tRe e et oi+to-ve-Hse aHat e ntcationproceattes

3.81
unlinkability
property that user’s (3.32) transactions are not linked with other transactions of the\Same us¢r

3.B2
uder
ndtural person who receives and subsequently holds the token (3.30) and 4ses it to assert userf attribute
(313) information to relying entities

4| Abbreviated terms and notations

ABC Attribute-Based Credentials

ADF Application Dedicated File

AF¥DU Application Protocol Data Unit

AtP Attribute Provider

CA-ABC Chip Authentication basedon ABC-based signatures
CA-PSA Chip Authentication-based on Pseudonymous Signature Authentication
CAR Certificate Authority Reference

C4v2 Chip Authéntication version 2 as part of EACv2

CHA Certifieate Holder Authorization

CI Cryptographic Information Application

CHAT Certificate Holder Authorization Template

CHR Certificate Holder Reference

DF Dedicated File
EACv2 Extended Access Control version 2
NOTE Extended access control version 1 is defined for EU passports.
EF.ATR Elementary File for Answer-To-Reset
elD electronic Identification
eMRTD electronic Machine Readable Travel Document

© ISO/IEC 2018 - All rights reserved 5
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ERA Enhance Role Authentication

GUI Graphical User Interface

ICC Integrated Circuit Card

IFD Interface Device

MRZ Machine Readable Zone

OID Objectidentifter

PACE Password Authenticated Connection Establishment
PIA Privacy Impact Assessment

PII Personally Identifiable Information

PSC Pseudonymous Signature for Credentials
SM Secure Messaging

SP Service Provider

SW1-SW7 Status Word one and Status Word two

5 General privacy principles

5.1 General

A numbery of basic principles have evolved [e.g. in ISO/IEC 29100 or Fair Information Practice Principles
(FIPPs)[24]] of which this document considers:the following general principles as being the mgst
relevant from the ICC technical perspective:

— data minimization;
— user fontrol over user attributé nelease;
— qualiky of user attributes.

Those principles have beefi-expressed, among others, in data protection recommendations or legislatipn
for the protection of pérsonal data as well as implicitly linked parameters revealing the identity|of
the toker| holder (e.g.thie OECD principles!) for transborder flows of personal data of 2013, the Ddta
Protectiop Conventign and Directive of the Council of Europe?).3) (also known as Convention 108) or the
PIA Frameworks-of1SO[1Z], the US4, Canada®) and Australia®).

1) The Recommendation of the OECD Council concerning Guidelines governing the Protection of Privacy and
Transborder Flows of Personal Data (July 2013).

2) Council of Europe, Convention for the protection of individuals with regard to automatic processing of personal
data, 1981.

3) Regulation 2016/679 of the European parliament and of the council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data.

4) US Department Of Commerce PIA requirement based on Homeland Security Presidential Directive 12 (HSPD-
12), Policy for a Common Identification Standard for Federal Employees and Contractors (August 27th, 2004).

5) Directive on Privacy Impact Assessment, The Treasury Board of Canada Secretariat’s (TBS), April 1 2010.

6) Office of the Australian Information Commissioner, "Guide to undertaking privacy impact assessments", http://
www.oaic.gov.au/privac rivacy-resources/privacy-guides/guide-to-undertaking-privacy-impact-assessments

6 © ISO/IEC 2018 - All rights reserved
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This document focuses on security safeguards in the context of ICCs to protect PII against risks such as
unauthorized access, use or modification or unintended or inappropriate disclosure.

NOTE ISO/IEC 29100 and FIPPS each list at all 11 and 8 privacy principles, respectively. The application
of all these principles in a certain business case requires additional technical, organizational and procedural
measures (e.g. at issuer, service provider and identity provider side) that are not addressed by this document.

5.2 Data minimization

Data minimization refers to the property of reducmg the amount of PII belng transmltted in a given
- pTjocess the
idation and

irfkabilities
instance,
conventional signature schemes, such as RSA, DSA or elliptic curve use certifieates, which rhay allow
traceability of transactions if not deployed appropriately.

Rdalizing data minimization in practice does not only require the usg of appropriate technplogy, but
it plso requires design of business processes to be data minimizing)Current business prodesses are
ddfined with only the traditional technologies in mind and thus, have substantial shortcgmings in
terms of data minimization. Thus, implementing the data minimization principle requires the whole
identity system to evolve. This document describes the techhology that enables system degigners to
dgvelop data minimizing solutions.

5.8 User control

Uder control of the release of user attributes réfers to a user’s authority over which user|attribute
is[released to which entities. This control over disclosure of attribute information is at tHe core of
Eyropean data protection legislation and also of various large R&D projects in the security and privacy
ddmain in Europe?). User control is also~a key principle in the US-based NSTIC program?®).|Different
strengths of user control related to-the release of data can be achieved depending on the trjist in the
repder devices and online versus affline interaction.

The way a solution is realized<{rom a technical perspective determines the degree of user control. A first
class of use cases is characterized by the ICC being handed over and used in the device of the|attribute
refipient, while a second‘class is characterized by the user using their own device (e.g. conputer or
pHone). As the user should be able to select the user attributes to be released in the transactiop, a user’s
own device may be-considered more trusted.

Cryptographic/technologies defined in this document can be used to enforce user control for the initial
release of user attributes to a service provider. Though, in today’s complex value chains |of online
sefvices, data need to be provided by service providers to third party service providers. Infleractions
bdtween.the service providers and third-party providers are out of scope of this document.

5 Daia alitsx
. Datd quallb_y

Data quality relates to user attributes being accurate and kept up to date and inaccurate or incomplete
attributes are rectified or deleted. The correctness aspect of attributes has relevance in the reduction
of cost, increasing efficiencies, and avoiding problems for both processing parties and citizens. Hence,
data quality is the combination of organizational and technical measures. The approach adopted is to
consider technical mechanisms for updating and improving the quality of data retained. Organizational
elements are out of scope of this document.

7) ABC4Trust Consortium, ABC4Trust Web site, available at: https://abc4trust.eu/ PRIME Consortium, PRIME
project web site, 2008, www.prime-project.eu PrimeLife Consortium, Primelife project web site, 2010, www.

primelife.eu
8) NSTIC: National Strategy for Trusted Identities in Cyberspace, available at http://www.nist.gov/nstic/.
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Any technology that can convey attributes in integrity-protected form can help improve data correctness
and thus data quality. Thus, the widespread use of such technology can reduce data management costs
of both public and private sector service providers.

6 Privacy architecture

6.1 General

This clause provides an introductory material for the ICC privacy-enhancing protocols and services.
Command and data flow between the ICC and "the external world" is defined for each protocol in the
following|clauses along with its privacy assessment. The "external world" could be one or more of'thdse
entities:

a) anlFp;
b) a GUJ controlled by either:
1) theICG;
2) the IFD;
3) the elD-Server;
c) Service providers;
d) elID-Servers;
e) Attripute providers.

The descifiption of multi-party protocols involving an I€€ includes information about what participatipg
entity hag rights to access particular ICC data and how the user can control this access. Clause 6 lists the
participafing entities, categorizes the various data’and links data with the respective entities. Moreovr,
several generic privacy requirements are listéd in this clause in order to determine to what extenf a
particulaf protocol or sequence of protocols.€ontributes to privacy. Figure 1 gives an overview of the
documenf structure focusing on the protoeals, mechanisms, data types and participating entities usef.

8 © ISO/IEC 2018 - All rights reserved
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6.2 Categorization of data

6.2.1 User data and credentials
6.2.2 User input data

6.2.3 ICC data

6.2.4 Service Provider data
6.2.5 Issuer data

6.3 Participating entities
- ICC including eID-Application

7.2 User verification
7.2.2 Password verification with VERIFY command
and ICC managed input device
7.2.3 Password verification with PACE
7.2.4 Biometric user verification with
ICC managed capture device

Annex A

Use cases

Annex B
PIA guidance

7.3 Device authentication protocols with
optional user attribute access

-IFD 7.3.2 Authentication protocol PACE
- Graphical User Interface (GUI) 7.3.3 Authentication protocol EACv2
- User with on-card user attributes

- eID-Server

- Service provider

- Attribute provider

- Issuer

- Certification authority

6.4 Privacy properties
6.4.1 Data minimizing properties
6.4.2 User control properties
6.4.3 Data quality properties

7.3.4 ABC protocol with on-card user attributes
7.3.5 Enhanced role authentication protocol (ERA)
7.3.6 Authentication protocol OPACITY Full Secrecy
7.3.7 Authentication protocol OPACITY BLINDED

7.4 Attribute verification mechanisms
with COMPARE command
7.4.3 Data comparison with external authentication
function
7.4.4 Auxiliary data comparison with EACv2protocol

7.5 Domain-specific identifier mechanisms
7.5.2 Domain-specific identifier basedyon
Restricted Identification
7.5.3 Domain-specific identifier based on
pseudonymous signattive for authentication
7.5.4 Domain-specific identifier based on
ABC-based signdtures

7.6 Pseudonyimous signature mechanisms
7.6.2 Pseudonymous signature for authentication
7.6.3 Pseudonymous signature of credentials
7.6.4 ABG:-based signatures

Figure 1 — Overview on the structure of this document without introductory and genergl clauses

6.2 Categorization of data

6.2.1 User data and(credentials

Uder data (e.g. us€r-attributes or attribute statements or credentials) are PII and refer to any item of
pdrsonal information identifying the user and delivered under control of an issuing authority. Such data
may be stored,within an ICC and protected by access rules depending on the issuer’s policy. These data
may be requested either by an authority eligible to identify the user or by a system granting|access to

sojme electronic service (e.g. service provider, identity provider or certification authority).

Uderattributes

— may be in all or parts of information disclosed to a system upon user consent and upon access
condition defined by issuer's policy,

— may be stored in any structure defined in ISO/IEC 7816-4 or in any proprietary structure depending

on the application,

— may be replicated on-card of an ICC and stored in a database from where they may be updated onto

the ICC,

— may encompass as well the biometric reference data of the user,

— may be permanent or updated over time,
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— may be valid for a single access,

— may be valid for a specific time period (e.g. the time period is indicated by the authority that has
issued the identity attribute), and

— may be valid until revoked.
Attribute statements can be divided into three main sub-types.

— Domain-specific identifiers (pseudonyms)?: This sub-type is unique to a domain. A domain-specific
identifier may be generated by the user or resulting from a computing process that can take place
eithef within an ICC under user control or on server side.

— Dynamic attribute statements: This may be a certified statement signed by an authority, a statemgnt
delivered by a trusted third party under secure conditions or a statement computed(by-‘the I(C.
Thesg are generated upon request for a service and may be bound to a given service provider.

— Stati¢ attribute statements: This represents statements pre-computed by an authority, i.e. njot
generated in the running course of a transaction. They are not associated to a given service provider
and 9o, they have a generic aspect.

6.2.2 User input data

User inpyt data represent any data deliberately revealed by the user‘when prompted by a system (d.g.
through & human computer interface). This category includes PHN;.password or biometric data (g.g.
fingerprint data captured on an external or an on-card biometrig capture device).

The pres¢ntation of user input data (e.g. a password) together with authorization to disclose a list|of
attribute$ serves to obtain user consent.

NOTE The very nature of these data can jeopardize tligentire privacy measures if not handled with cautijon
by the usef (e.g. choosing weak passwords), but they lie-eutside the boundaries of controlled digital security ajnd
can only be mitigated by guidelines and recommendations and by improving users’ awareness.

6.2.3 ICCdata

This is a ¢ategory of data stored and.retrieved from the ICC and is subject to traceability (e.g. ICC serjal
number dr cryptographic unique identifier). This data is associated with the ICC and may result frgm
its persofalization and be set before ICC issuance. This data relates to the identification of a physi¢al
support dnd may be specific td the manufacturer or to the issuer and hence, may allow for indirect uger
identification. This data maybe protected by security attributes specified in ISO/IEC 7816-4 to prevgnt
their disdlosure to unauthorized entities.

6.2.4 Sprvice provider data (SP data)

Service grovider*data is information about the service provider [e.g. the Unique Resource Loca

the serviceprowvide he-communlcationprotoco-usedtoreguesta-se ce-B Ne-USe anaa
provider (e.g. the user's computer system or web browser) is out of scope of this document.

6.2.5 Issuer data
Issuer data is any information that identifies the issuer (e.g. electronic signatures, cv-certificates

according to ISO/IEC 7816-8 or X.509 certificates according to ITU-T[19] or organization name). This
data is typically associated with the ICC and may result from its personalization and be set before

9) In the literature, such domain-specific identifiers may be also referred to as pseudonyms, domain pseudonymes,
context-specific identifiers or sector-identifiers. Moreover, there are also other types of pseudonyms in literature,
e.g. transaction pseudonymes.
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ICC issuance. Issuer data may allow for indirect user identification and may be protected by security
attributes specified in ISO/IEC 7816-4 to prevent their disclosure to unauthorized entities.

6.3 Participating entities
The following participating entities are considered in this document.

a) ICC including eID-Application: An ICC may support one or more elD-Applications that manage user
attributes and control the access to the user attributes. The user attributes may be written to the
ICC, including eID-Application, during personalization or after issuing the ICC to the user. Typically,
the eID-Application releases user attributes to a service provider after user authenticatioh.

b)| IFD: The IFD generally includes all locally operated components communicating with the¢ ICC. The
[FD may:

1) communicate with the ICC (e.g. according to ISO/IEC 7816-3 or ISO/IEC14443);

2) provide means for password entry, biometric user authentication or fer displaying information
to the user (e.g. a GUI);

3) beembedded in a hardware device or run as software on a lacaldevice (e.g. computerjor mobile
device) also often referred to as middleware;

4) manage the communication to one or more remote elD<Servers.

c)| Graphical User Interface (GUI): A GUI may display information to the user and may request
interaction with the user. A GUI may be controlled:by the IFD, by the ICC itself according tp ISO/IEC
18328 or by a remote elD-Server.

d)| User (see 3.32).

e)| elD-Server (see 3.12).

f)| Service provider (see 3.27).
g)| Attribute provider (see 3.5).
h)| Issuer (see 3.19).

i)| Certification authority? A certification authority is the entity that certifies a digital identity,
typically by issuingdigital certificates binding a public key to an identity. An issuer may run a
certification autherity.

6.1 Privacyproperties

6..1 _Data minimizing properties

6.4.11  Partial attribute release

Partial release of user attributes and attribute statements contributes to realizing data minimization.
This requires the use of technology, which does not inherently lead to the release of all or large parts of
the PII in each transaction.

NOTE Data minimization is closely linked to the principle of “collection limitation” but goes further than

that. Whereas “collection limitation” refers to limited data being collected in relation to the specified purpose,
“data minimization” strictly minimizes the processing of PII (see ISO/IEC 29100:2011, 5.5).

6.4.1.2 Unlinkability

Unlinkability of transactions at the cryptographic or protocol level may contribute to data minimization.
Any identifiers should be made available consciously to establish linkabilities with other transactions
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as required. Establishing linkability of a transaction with other transactions by default through an
improperly designed cryptographic protocol layer counters the ideas of data minimization.

NOTE Today’s schemes based on conventional signature schemes lead to linkability. This poses an increasing
problem through the use of an eID in a large number of a user's interactions on the Internet.

6.4.1.3 Domain-specific identifier (Pseudonym)

Domain-specific identifiers, or pseudonyms, are another concept towards data minimization. They are
a form of identifiers which avoid the use of the same unique identifier for a user in all its interactions.
Particulafty, when an ICC 1S USed for botit governmental appiications and private Sector appiications,
some couptries mandate different identifiers to be used for public and private sectors. This is to prevgnt
the expoqure of substantial personal information from one entity’s data to other entities.

6.4.1.4 |Pseudonymous signatures

Computirlg a digital signature based on a domain-specific identifier (pseudonym)“and associated
attribute[statements is a feature relevant for privacy-enhanced interactions where-non-repudiation|is
required.Those signatures can either be an inherent part of the authenticationprotocol or exposed af a
feature fqr legally-acknowledged digital signatures.

6.4.2 User control properties

6.4.2.1 |User-centric system

In a userfcentric system, the users have control over the usé of their attributes, whether the uder
attribute$ are stored within the ICC or managed by an identity provider.

6.4.2.2 |Offline/online operation

An onling or an offline setting determines whether there is a remote entity (e.g. a service provider)|to
the transpction or whether the transaction jsicarried out autonomously without referral to a remqte
entity. Infthe offline setting, the user is present at the point where the transaction is executed. In this
setting, the ICC may be physically inspectéd in addition to the use of the digital user attributes. The
offline sefting typically does not consider the service provider to communicate over a network.

In the orfline setting, the user performs the transaction remotely over a communication network.
Stronger Jata minimizing and(a¢countability properties are desired in online transactions.

6.4.2.3 [Sharing protection

Sharing ilefers to the~voluntary act of the user of giving another person access to the ICC. Thereby,
privileges associated with the ICC may be shared with parties who may then be able to illegitimatg¢ly
claim those priyileges without holding them. To avoid this, sharing protection can be seen as a basic
security requirement. It is crucial that sharing be protected against in order to avoid people claimipng
privileges they do not hold

6.4.2.4 User accountability

Accountability of the user is the property that a relying entity, i.e. the service provider, can hold a user
accountable for their actions, even if the user is not identified or known under a civil identity at the
time of the transaction. Ability to hold user accountable can allow the relying entity to take appropriate
actions (e.g. legal investigation or enforcement of its rights). It is important to ensure that such capacity
of a system is clearly explained to the user at enrolment and that suitable controls exist that ensure the
revelation of an otherwise hidden identity can only occur under specified circumstances.

Those organizational measures are out of scope of this document. A variant of this is that a third-party
obtains the identifying statement under the condition and can perform actions. Different trust and
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execution models may apply for realizing different variants of the user accountability depending on the
use case or deployment.

6.4.3 Data quality properties

6.4.3.1 Attribute authenticity

This refers to the authenticity and integrity of attributes being protected and released to the relying
entities being consistent with the attributes the issuer has issued. Thus, attribute integrity and

. ) . . . . . o ionnot being
ndational

auHhendcty are the paslic-sect SVASSTUATAICTANTSINEEENNE HI-SEeCt RVSAISIAIN 1SR Rl AN S aTFaLaataln TAR S
tampered with. Achieving authenticity and integrity of the contained attributes is a, fou
fupction of any government-issued security document.

6.4.3.2 Civil identity authentication

This refers to the authentication of user attributes or attribute statements corresponding t¢ the civil
identity of the user. A civil identity is considered a set of user attributes,issued and maintalined by a
ggvernmental institution. Thus, this is a special case of authenticating atttibutes with the infention of
identifying the user.

NOTE The set of attributes used for identification is often a subset or extended subset of the civil fidentity of
the user to be identified. Many business or government processes require identification, though many of those
prpcesses could suffice with less information being revealed, particylarly without identifying the user

6.4.3.3 Verifier accountability

Adcountability of the verifier, i.e. the service provider, refers to the responsibility of the yerifier of
prpving to a third-party that a proper verification of certain identity properties of users |has been
pdrformed. For privacy reasons, this form. ef,"accountability should be possible without fhe users
necessarily being identified.

EXAMPLE A merchant is able to prove tothird parties intending to check compliance of the merg¢hant, that
the minimum age requirement of its customers as stipulated in legal regulations has been verified, without the
customers necessarily being identified.

6.4.3.4 User binding

The ICC and, particulanly, the credentials should be bound to the user, i.e. the legitimate holderf to whom
it is issued. This is ¢rycial for the basic function of any government-issued document of agsociating
atfributes with peaple to whom they should apply.

6.4.3.5 Cloning protection

Clpning refers to the illegitimate reproduction of the ICC and user attributes. This may comprise cloning
of[the{physical card body, the digital data stored on the token, or a combination thereof. Clgning may
illpgitimately give parties using cloned tokens privileges they would not hold otherwise. CI

6.4.3.6 Eavesdropping protection

Protocols executed between the ICC and a local or remote entity may protect against eavesdropping at
the communication and logical layer. The basic security property is to ensure that such eavesdropping
does not yield any personal information or any other information that may be useful to an attacker (e.g.
information that would allow credential or user attribute cloning).

This is a very basic security property with privacy implications in terms of preventing the leakage of
personal information to unauthorized parties. This requirement is crucial for the usage of the ICC in
both offline and online settings.
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6.4.3.7 Attribute update

The update of attributes refers to the change of attribute values or addition of attributes regardless of
whether the attributes are stored within an ICC or on a server. The attribute update can be performed
in the field or remotely with or without the holder being required to be in-person.

6.4.3.8 Attribute revocation

Revocation of attributes refers to preventing the revoked attributes from being used in future
transactions or ensuring that such use would be recognized as illegitimate by verifiers.

EXAMPLE Revocation of attributes stored in an [SO-compliant driving license can be required in case of tIhe
loss of cerfain driving-related permissions.

7 Privacy-enhancing protocols

7.1 General

This clauge describes commands and data flow for interchange of privacy4enhancing protocols ahd
services. [These protocols are divided into the following five groups:

— user yerification (see 7.2);

— devide authentication (see 7.3);

— attribute verification (see 7.4);

— domgdin-specific identifier (see 7.5);
— pseudlonymous signature (see 7.6).

An appli¢ation designer can choose from the'described protocols to best meet their individyal
requiremgents. Not every protocol can fulfill the needs of an application and not all protocols can pe
combined arbitrarily. Selecting an approptiate protocol for a given application is out of scope for this
document.

EXAMPLE|1  There are application requirements that do not allow the user attributes to be stored within ghe
ICC but atfan attribute provider or vice-versa or both, i.e. some user attributes are managed by the ICC whergas
other user]attributes are managed-by one or more attribute providers.

This doctiment focuses gn‘tlle command and data flow at ICC interface but additionally takes irfto
account the informationflow of the external world which allows for addressing privacy issues. The
participafing entitiesi{e.g. local terminal, remote terminal, attribute/service provider, user or uger
input/outfput deviee) as well as actions to be taken by the entities are named. For instance, it is|of
importanjce to describe which entity is in possession of secure messaging keys. Furthermore, how a
user can ¢ontrol'the information flow related to its user attributes is expressed.

While it is orotocols anisms , s dc QrC ain privacy
properties, an application designer deploying one or more of the protocols and mechanisms should be
aware that privacy protection requires the entire system to be considered.

EXAMPLE 2  An ICC implements a device authentication protocol with the privacy property of unlinkability
and hence, cannot be tracked or traced. If this ICC additionally implements an elementary file readable without
any access control and holding a unique serial number, the entire ICC does not fulfill the unlinkability property.
The protocol descriptions are structured in clauses as follows.

a) General protocol description

This clause describes the main purpose of the protocol and application notes in text format. This
clause also lists the fulfilled privacy and security properties (see 6.4).
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b) Protocol sequence
This clause describes the overall protocol steps taking all participating entities and the information
flow into account in the format of a sequence diagram with the following semantics for the
information flow.
&—— APDU Interface according to ISO/IEC 7816-4 (one or more SM C-RPs)
H SM APDU Interface according to ISO/IEC 7816-4 (one or more SM C-RPs)
L Lk arak. o c
N\ V4 ITICI IALT UUL Ul DLU}JC
c)| Data types and relying entities
This clause refines the information flow according to the protocol steps by ‘spéecifying the type
of information as given in 6.2, that is transmitted between a pair of partiCipating entitfies in the
format of a table.
d)[ C-RP description
This clause specifies the command sequence at ICC interface’Detailed information about data
encoding and computations to be taken by the ICC is also specified.
NOTE Specifications are provided for all protocol steps/that require actions by the ICC in the format
of a C-RP sequence, i.e. the protocol steps marked as line with“arrows in normal or bold font in the overall
protocol sequence.
e)| Protocol-dependent descriptions

This optional clause gives further information about data structures and algorithms rela
protocol.

Led to the

7.2 User verification

7.2.1 Purpose of user verification

Successful user verification/provides some level of assurance that the legitimate user is acce
ICL. If the ICC fails to authénticate the user, a person may not be the legitimate user and/or the|

ssing the
user may

u§
to
G

e an ICC he is not authorized to use. The success of user verification also provides the user

grant access to credentials, user attributes and/or attribute statements managed by the

rification should-be achieved at the beginning of an authentication process.

S consent
ICC. User

7.2.2 Password verification with VERIFY command

7.2.2.1\~General protocol description

Tl’ hentl ed-b orifi TaYallfa he el B aSSWAWOLEd ne.n aord 1o

e yserisauthenticated by verification-of the userpassword 8 ord,i-e—theverification data,
shall be transmitted to the ICC either in the data field of the VERIFY command or by an ICC-managed
input device which may require a sequence of ADDITIONAL DEVICE MANAGEMENT commands according
to ISO/IEC 18328-3. If the verification data are transmitted in the data field of the VERIFY command, a
device authentication protocol shall be performed prior to command execution (see 7.3).

The password verification is a one-to-one comparison performed by the ICC between the verification
data and the reference data stored in the ICC.

If the password verification protocol involves an ICC with an ICC-managed input device, i.e. ICC-
managed keypad, the protocol provides user binding and eavesdropping protection property, as well as
strong unlinkability.
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7.2.2.2 Protocol sequence

This document provides two protocol sequences for password verification with VERIFY command
considering an ICC-managed input device (e.g. a keypad) as it is described in ISO/IEC 18328-3. Device
handling is either implicit or explicit.

a) Implicit device handling — Password verification with ICC-managed input device and implicit
device handling includes the following steps (see Figure 2 without Step 2):

1) IFD transmits VERIFY command with odd INS code and empty optional verification data DO

vnressing that the verification data comes from an ICC-managed innut device:
T =] =] ' 7

NOTE ISO/IEC 7816-4 describes that in case of empty verification data DO, the verification data‘come
from p sensor (e.g. fingerprint sensor) on the card. This document considers ICC-managed keypad as ingut
devicg and uses empty optional verification data DO.

2) yser enters password, i.e. the verification data, in the ICC-managed input device}
3) if vERIFY command is successfully executed, security status is set.

b) Explicit device handling — Password verification with ICC-managed input device and explifit
devide handling includes the following steps (see Figure 2):

1) sequence of additional device management commands (e.g. ADM'OPEN DEVICE and ADM MANAGE
[JEVICE CONFIGURATION) to open and configure ICC-managed-input device prior to the executipn
df VERIFY command;

2) dontinue with VERIFY command as described in implicit'device handling.

NOTE ISO/IEC 18328-3 specifies the command ADDITIONAL DEVICE MANAGEMENT (ADM) for a set of functidns
which arefused to perform all activities of an ICC controlling.any ICC-managed device independent of existing|or
future phyfsical interfaces.

It is out df scope of the protocol descriptions hew’the user is informed by the IFD or a GUI to presgnt
its passwprd, i.e. the verification data. Nevertheless, the protocol sequences can be easily extended py
further ADDITIONAL DEVICE MANAGEMENT-Commands to present a display message to an ICC-managed
output dgvice.

ICCimanaged

| 1cc input device IFD

Tk
1, 2. Openand configure ICC-managed device J

1. Start user verification {j

(mandatory for explicit device handling)

3a(Verify password (comriland APDU)

4. Password entry ,:]

verification data

5. Transmit \J E

3b. Verify pasword (response APDU) ﬂ

Legend: <> APDU Interface (one or more C-RPs), <> Interface out of scope

Figure 2 — Password verification with ICC-managed input device

7.2.2.3 Data types and relying entities

Table 1 shows data types and relying entities of password verification with VERIFY command and ICC-
managed input device.
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Table 1 — Data flow of password verification with ICC-managed input device

Step | Sending | Receiving Data type Description
entity entity
1 User IFD n/a Start user verification
In case of explicit device handling, the IFD may retrieve gen-
2 IFD ICC ICC data eral feature management DO on supported services of ICC and
sets input device in READY state
IFD starts password verification with command APDU of
a IFD ICC ICC data VERIFY command and implicitly sets input device in DEVICE
OPERATION state
4 User Inp_ut User input data User presents its password to the input device((e.g. by typing
device the password)
5 Input ICC User input data|Password of the user, i.e. verification data,transmitted to the
device ICC in a proprietary format
Bb IFD ICC ICC data IFD gets response APDU and verification result from|ICC

7.2.2.4 C-RP description

Tdble 2 shows the C-RP descriptions of password verification with"VERIFY command and AL
DHVICE MANAGEMENT command.

DITIONAL

Table 2 — C-RP sequence of password verification'with ICC-managed input devi¢e
Ytep Command - INS P1-P2 Command data field, Le field Response data field,
SW1-SW2
21 |ADDITIONAL DEVICE | ‘0300’ |Le=01"- {Device identifier} {device handle pumber
MANAGEMENT - '16 Device identifier may be obtained from gener- (DHN)}
Function in P1: al feature management DO in EF.ATR/INFO; |SWs according fo ISO/
OPEN DEVICE step 1s mandatory for explicit device handling IEC 18328-3
22 |ADDITIONAL DEVICE ‘0C xx” {xx’ - DHN from Step 21 Data field apsent
MANAGEMENT - ‘16 {80 - L - see ISO/IEC 18328-3} SW1-SW2 accrding to
Function in P1: Configure ICC-managed input device; ISO/IEC 18828-3
MANAGE DEVICE . . L : .
CONFIGURATION step is optional for explicit device handling
Ja/b |VERIFY - 21’ ‘00yy’ |‘yy’ - identifier of reference data Data field absent
{'5F 62’ - ‘00’ - optional verification data DO
(empty)}
{'4D’ - L - extended header list referencing
verification data DO (optional)}
Verify password according to ISO/IEC 7816-
4; identifier ‘xx' may be obtained from CIA
according to ISO/IEC 7816-15; an empty
optional verification data DO expresses that
the verification data come from an
ICC-managed input device
Password verified, security status set
7.2.3 Password verification with PACE

7.2.3.1 General protocol description

The PACE protocoll2][25] provides user authentication by deriving cryptographically strong session keys
from a password with low entropy entered by the user at I[FD side. With the successful establishment of
the secure channel between ICC and IFD, the user password has been verified. In contrast, a password
verification (e.g. with VERIFY command) requires the transmission of the password to the ICC for
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one-to-one comparison within the ICC. The PACE protocol does not require the transmission of the
password, which makes the protocol especially applicable for ICCs with contactless interface.

Password verification with PACE protocol includes the ICC, the IFD managing an input device and the
user. The protocol provides strong eavesdropping protection and unlinkability properties, according to
6.4. Property user binding depends on the security of the input device (e.g. key pad securely managed
by the IFD). However, a password can always be shared by the user on purpose.

NOTE A security analysis of the PACE protocol can be found in Reference [20].

If PACE is
of access ights of the local or remote entity. The user may restrict access rights of that entity by mealns
of confingd authorizations (see 7.2.3.4.2).

7.2.3.2 |Protocol sequence

Figure 3 $hows the protocol sequence of password verification with PACE.

IcC IFD

Iy . !
—_, 1. Start user verification s
present user authorization

2.Request password

3. Password entry

4. Derive key
from password

5. Set environment

6. Get encrypted nonce

7. Map nonce

8. Diffie-Hellmann
key agreement

9. Derive session keys,
mutual authentiCation

Legend: <> APDU Interface (one C-RP), ~ <-- Interface out of scope

Figure 3 — Password verification with PACE

7.2.3.3 [Data types and’relying entities

Table 3 shows datatypes and relying entities of password verification with PACE.

Table 3 — Data flow of password verification with PACE

Step | Sending | Receiving Data type Description
entity entity
1 User IFD User data Start user verification, conditionally send user CHAT object

encoding the restricted access rights by the local or remote
terminal (e.g. eID-Server) to be verified in EACv2

IFD User n/a Request user password

User IFD User input data|Present user password by typing password in IFD-managed
input device
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Table 3 (continued)

Step | Sending | Receiving Data type Description
entity entity
4 IFD IFD User input data | Derive PACE-key from user password
5 IFD ICC User data |Set protocol parameter and conditionally send user CHAT
object
6-9 IFD ICC IFD data Perform PACE protocol with ephemeral public keys and derive
ICC data secure messaging keys
7.2.3.4 C-RP description
7.2.3.4.1 C-RP sequence
T4ble 4 shows the C-RP descriptions of password verification with PACE.
Table 4 — C-RP sequence of password verification with PACE
Ytep Command - INS P1-P2 Command data field, Le field Response datfa field,
SW1-SW2

5 |MANAGE SECURITY ‘C1 A4’ |{80’ - L - object identifier for RACE} - Data field alpsent
ENVIRONMENT =22 %‘gi' : E : l?ealfiasrvgr?zg ;?gegrflzcirel}p_arameter SW1-SW2: acqording
Function P1-P2: o to ISO/IEC 7816-4 and

(conditional)} = Table 5
SET AT {'7F4C’ - L - certificate holder S
authorization template
(conditional)
{'06’ - Is,—'object identifier} -
{'53'=,L. - discretionary data object}}
Set PACE'mode, password reference,
domain parameter and conditionally user
GHAT object if TAv2 is to be performed
after PACE (see 7.3.3 and Table 11).

6 |GENERAL ‘0000’ |{'7C’ -‘00’ - empty dynamic authentication |{'7C'-L -
AUTHENTICATE - ‘86’ template} {80’ - L - enciiypted
(command chaining Get encrypted random number :::Sr( 1(3)2;}}
setin CLA byte)

7 |GENERAL ‘0000’ |{'7C’ - L - dynamic authentication template |{'7C’- L -
AUTHENTICATE - ‘86’ {*81' - L - mapping ephemeral IFD {82’ - L - mapping
(command-chaining public key} eg{;ﬁ?izal}ncc
set in CI-A byte) Map random number with Generic Mapping P y

8 |GENERAL ‘0000’ |{'7C’ - L - dynamic authentication template |{'7C'-L -
AWYTHENTICATE - ‘86’ {‘83’ - L - ephemeral IFD public key} {'84' - L - eph¢meral
(command chaining Diffie-Hellman key agreement ICC public kel }}
Setin CLA byte)

9 |GENERAL ‘00 00’ |{'7C’ - L - dynamic authentication template |{'7C’- L -
AUTHENTICATE - ‘86’ {*85’ - L - IFD authentication token} {'86'-L-1CC

Perform mutual authentication

authentication token} -
{87’ - L - CAR1 (cond.)}

{88’ - L - CAR (cond.)}}

See 7.2.3.4.3

SW1-SW2: according

to ISO/IEC 7816-
7.2.3.4.3

4 and

End of PACE, SM keys derived, Password verified, security status set
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7.2.3.4.2 Step 5 — Set security environment

As the PACE protocol provides password verification, the status words of the MSE SET AT command may
give information about password state (see Table 5).

Table 5 — Selection of status words of Step 5

Status words Meaning
‘9000’ Successful operation, protocol parameter set
‘63CX \l\/:\rhing, Successful nppr:\finh, Xindicates the number of remaining verification tries if

not set to initial value
X=0: the password is blocked

‘6483’ Warning, Successful operation, password is deactivated

If Terminfal Authentication version 2 (see 7.3.3 and Table 11) is to be performed after.PACE protodol,
confined [authorizations are to be sent in a CHAT DO‘7F4C’, as defined in Table 44 The confingd
authorizgtions express the users will to authorize the local or remote entity (e.g. Service provider)|to
get acces$ to user attributes. The CHAT object additionally indicates the terminal’type by means of pn
OID (see $tep 9 in 7.2.3.4.3).

7.2.3.4.3| Step 9 — Mutual authentication

The last step of PACE delivers the certificate authority references indDO‘87” and DO‘88’ if TAv2 of EACy2
(see 7.3.3|and Table 11) is to be performed after PACE, i.e. DO‘7F4( (see Table 14) was present in Step 5
of PACE. At most, two trust anchors are to be managed by the ICE€;whereas DO‘87’ holds the most recgnt
trust anchor in terms of certificate effective date.

The PACH protocol provides password verification. The\last step of the protocol may give informatipn
about the|verification and password state (see Table G},

Table 6 — Selection.of status words of Step 9

Statug words Meaning
‘9000’ Verification successful
‘6300’ Verification failed
‘64CX’ Verification fdiled, X indicates the number of remaining verification tries
X=0: the password is blocked

7.2.4 Biometric user verification

7.2.4.1 |Generalprotocol description

shall be tfansmitted to the ICC either in the data field of the VERIFY or PERFORM BIOMETRIC OPERATIPN
command according to ISO/IEC 7616-4 and [SO/1IEC /816-11 or by an ICC-managed 1nput device (e.g. an
on-card biometric capture device according to ISO/IEC 17839-3) which may require one or a sequence of
ADDITIONAL DEVICE MANAGEMENT commands according to ISO/IEC 18328-3. The biometric verification
is a comparison of the transferred biometric probe with the biometric reference stored in the ICC.

The user|is.authenticated by a biometric verification. The biometric data, i.e. the biometric proiEe,

As the enrolment or verification process requires user interaction, the timing behavior cannot be
predicted. A feedback mechanism according to ISO/IEC 17839-3 may be implemented by the ICC and
may require further PERFORM BIOMETRIC OPERATION and GET DATA commands.

This protocol recommends an ICC with an ICC-managed input device, i.e. ICC-managed biometric
capture device, with implicit and explicit device handling. If an IFD-managed input is applied, a
device authentication protocol shall be performed prior to biometric user verification to secure the
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transmission of the biometric probe from the IFD to the ICC (see 7.3). The protocol provides user binding
and eavesdropping protection as well as sharing protection properties according to 6.4.

7.2.4.2 Protocol sequence

Figure 4 shows the protocol sequence of biometric user verification.

ICC-managed

ICC capture device IFD

! "\ 1. Start user verification [']
——, 2. Open and configure ICC-rmanaged device

(mandatory for explicit 'ﬂevice handling)

3a. Perform biometric comparisson (command APDU)

5. Capture and transmit D i

4. Present biometrics ,:]

biometric data
3b. Perform biometric comparisson (response APDU) ﬂ

L
|
| |
| |

Legend: &— APDU Interface (one or more C-RPs), < Interface out of seope

Figure 4 — Biometric user verification with I€C-managed capture device

7.2.4.3 Data types and relying entities

Table 7 shows data types and relying entities of biometric user verification.

Table 7 — Data flow of biometric user verification with ICC-managed capture devjice

Step | Sending | Receiving Data type Description
entity entity
1 User IFD n/a Start user verification

In case of explicit device handling, the IFD may retri¢ve
2 IFD ICC ICC data general information of supported services of ICC and sets
input device in READY state

IFD starts biometric verification and sets implicitly input
device in DEVICE OPERATION state by sending comrhand

pa IFD 1cc ICC data APDU of either VERIFY or PERFORM BIOMETRIC OPERATION
command
4 dsar Inp_ut User input data U§er presents its biometric to the input device (e.g. placing
device finger on sensor)
5 Input ICC User input data|Biometric data of the user is transmitted to the ICCip a
device proprietary format
3b IFD ICC ICC data IFD gets response APDU and verification result from ICC

7.2.4.4 C-RP description

Table 8 shows the C-RP descriptions of biometric user verification.
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Table 8 — C-RP sequence of biometric user verification with ICC-managed capture device

Step Command - INS P1-P2 Command data field, Le field Response data field,
SW1-SW2

21 |ADDITIONAL DEVICE | ‘03 00’ |Le="02’ - {Device identifier} {Device handle number
MANAGEMENT-"16 Device identifier may be obtained from general (DHN)}
Function in P1: feature management DO in EF.ATR; SWs according to ISO/

. . o . . IEC 18328-3

OPEN DEVICE step is optional for explicit device handling

22 |ADDITIONAL DEVICE ‘0Cxx’ |‘xx’ - DHN from Step 21 Data field absent

MANAGEMENT - 16 SWsaccording to 150/

{80 - L - see ISO/IEC 18328-3}

L IEC 18328-3
Fynction in P1: Configure ICC-managed input device;
MANAGE DEVICE 8 8 p !
CQNFIGURATION step is optional for explicit device handling
3a/b |VHERIFY - 21 ‘00yy’ |‘yy’ - identifier of biometric reference Data-field absent

{'5F 2E’ - ‘00’ - empty verification data DO} -
{"4D’ - L extended header list referencing
verification data DO}

Information on biometric verification may/be
obtained from biometric requirement
verification template VIT according to ISO/
IEC 7816-4 and ISO/IEC 7816-11;

identifier ‘yy’ may be obtained from CIA
ccording to ISO/IEC 7816-15; anempty
verification data DO expresses-that the
verification data come from'an

ICC-managed biometrigsénsor

Biometric verification done

Steps 3a and 3b may alternatively pefformed by Steps 3a1, 3a and 3b

3a; |MBESETAT - ‘22’ ‘81 A4’ |Optional: Data field absent
set usage-qualifier, algorithm reference

3az |PHRFORM BIOMETRIC| ‘23 xx’ |‘xx’ —identifier of biometric reference Data field absent
é)lr) OHRERATION: {‘A3"-/00’ empty DO } SWs according to

Fynction in P1: Compare implicitly selected biometric probe ISO/IEC 7816-11

with biometric reference data
CQMPARE BIOMETRIC

DATA - ‘2A’

Biometric comparison done

7.3 Deyice authentication protocols with optional user attribute access

7.3.1 Purposeof device authentication protocols

Successfyldevice authentication establishes a relationship of mutual trust between ICC and IFD |or
remote server-Protocols ay also estabtistrasecure commmumication chanmet betweem €€ amdFD-or
remote server. If device authentication fails, the ICC, IFD or remote server is not trustable and hence,
further communication should be denied.

7.3.2 Authentication protocol PACE

7.3.2.1 General protocol description

The PACE protocoll2][25] provides device authentication by using cryptographically strong session keys
resulting from a key agreement algorithm and derived from an access phrase with low entropy captured
by the device, i.e. the [FD. With the successful establishment of the secure channel between ICC and IFD,
the captured access phrase has been implicitly verified. The IFD may optically read the printed access

22 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f6f079ca0a786845bc1a66b7e1bcecad

ISO/IEC 19286:2018(E)

phrase from the card body as it is deployed in electronic passports (eMRTD) or electronic driving
licenses according to ISO/IEC 18013. The machine readable zone (MRZ), the scanning area identifier
(SAI) or card access number (CAN) serve as PACE access phrase for device authentication. The access
phrase may alternatively be manually typed in by the user.

Device authentication is reached by proving that the IFD is in possession of the PACE access phrase
that has been captured by using a different information channel than the APDU interface (e.g. optically
read). User attributes may be accessible by the IFD after device authentication with PACE.

The protocol provides eavesdropping protection and unlinkability property according to 6.4.

EXAMPLE

An inspection system gets access to "less-sensitive data" (see Reference [2]) (e.g. the llxame, date

of [birth and facial image) stored in an electronic travel document application, i.e. an eMRTD, after [successful

b
au

NOTE

& N

7.8.2.3 Data types and relying entities

Table9 shows data types and relying entities of device authentication protocol PACE.

A security analysis of the PACE protocol can be found in Reference [20].

.B.2.2 Protocol sequence

igure 5 shows the protocol sequence of device authentication protocel PACE.

the user or officer for optical capturing of the MRZ and derivation of respective session(keys, a bgsic device

al;/[hentication with PACE. If the physical passport has been opened and presented to the inspectipn system
hentication is achieved.

——

ICC IFD

. 4. Capture access phrase
and derive key '

2. Set environment

3. Get encryptednonce

4. Map nonce

5. DiffiesHellmann

keyiagreement

6. Derive session keys,

B\

4
Legends~ \&—> APDU Interface (one C-RP), ~ <- Interface out of scope

device authentication

L
]

Figure 5 — Device authentication with PACE

Table 9 — Data flow of PACE device authentication protocol

Step | Sending | Receiving Data type Description
entity entity
1 IFD IFD ICC data Start device authentication by capturing the access phrase and
derive PACE-key from access phrase
2-6 IFD ICC IFD data Perform PACE protocol with ephemeral public keys and derive
ICC data session keys

7.3.2.4 C-RP description

See C-RP sequence description in Table 4.
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7.3.3 Authentication protocol EACv2 with on-card user attributes

7.3.3.1 General protocol description

The authentication protocol Extended Access Control version 2 (EACv2) requires the user attributes
to be managed by an elD-Application resident on the ICC. A mutual authentication between the elD-
Application and the elD-Server acting on behalf of a service provider is required by applying a two-
party protocol referred to as Chip Authentication (CAv2) and Terminal Authentication (TAv2) while
the user may authorize access to its attributes by means of user verification mechanisms (e.g. PIN
verification). As the user attributes are managed by the ICC, no remote identity provider is involved
which allpws for offline access to services of service providers.

The elD-Jerver needs to be authenticated by the eID-Application, by means of Terminal Authenticatipn
as part df the EACv2 protocol (see Reference [25] for Terminal Authentication version @yand Chip
Authentidation version 2 as well as ISO/IEC 7816-4:2013, C.2.3).

Terminal|{Authentication version 2 (TAv2) is divided into two phases. In Phase 1, the public key of the
terminal |is imported into the elD-Application by validating a chain of cv-certifieates starting fram
the trust|anchor stored in the elD-Application. Phase 2 is based on a challehge-response protogol
with public-key cryptography. The terminal requests a challenge from the elD-Application and proves
possessign of the private key by signing the challenge. The eID-Application-verifies the signature ahd
challengd by using the corresponding public key of the terminal. Accessights of a particular service
provider o the user attributes managed by the eID-Application are cdded in the required cv-certificgte
(see ISO/]EC 7816-8 and 7.3.3.5.1).

NOTE 1 |The specific encoding of the access rights in a bit mask as'part of the cv-certificates in relation to
logical daffa structure and user attributes implemented by the elD-Application is out of scope of this documept.
Neverthelgss, the appropriate granularity of the encoding of acceéssrights is crucial to meet privacy requiremerts.
One bit enfoding read-access, a second bit encoding write-access for one particular data group of the logical dgta
structure holding one particular user attribute is considered fine-granular. In contrast, one bit encoding regd-
and-writefaccess to one single data group holding all user-attributes does not allow for dedicated access cont}ol
by means pf cv-certificates.

The elD{Application is authenticated by.the corresponding Chip Authentication protocol (see
ISO/IEC 1816-4:2013, C.2.3). Chip Authentication version 2 (CAv2) is based on the Diffie-Hellman
agreemei)t protocol and provides authentication of the eID-Application together with establishment{of
a secure ¢hannel. The eID-Applicatien:proves possession of a private key to the terminal by the corrg¢ct
derivatioh of secure messaging Keys. The terminal shall additionally validate the corresponding ILC
public ke by either obtaining-it-from a trusted source or by reading and verifying it from the elD-
Applicatipn (e.g. by applyingPassive Authentication as specified in Reference [5]).

NOTE 2 | If the public key)of the eID-Application for CAv2 is individual for each ICC and stored in the ICC|as
well as adcessible without Terminal Authentication, an ICC-individual public key violates the non-linkabiljty
privacy pijoperty, as-it@allows for tracing and tracking of the ICC. A non-ICC-individual public key, i.e. the same
private/pyblic key\pair for CAv2 is shared by a large number of documents, is to be personalized or CA-PFA
(see 7.6.2)|is to heapplied.

The manggément of the required cv-certificates, static and ephemeral private keys, random numbdrs
and session keys is done by an elD-Server that might be locally operated by the service provider or
remotely operated as a service. The communication protocol between the elD-Server and service
provider is out of scope of this document.

The EACv2 protocol together with PACE protocol includes the ICC and elD-Application, the IFD managing
an input/output GUI, the user, the remote elD-Server and the remote service provider. Moreover,
authentication of the issuer requires the deployment of a certification authority in order to perform
Passive Authentication. This protocol provides

— partial attribute release through dedicated access rights encoded in the cv-certificate (see NOTE
1 above),
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unlinkability by using different ephemeral values in each protocol run, if a non-ICC-individual
private/public key pair or CA-PSA is used in CAv2 (see NOTE 2 above),

attribute authenticity and eavesdropping protection through end-to-end encryption and authenticity
and integrity protection,

cloning protection through Chip Authentication sub-protocol,
together with PACE protocol a user-centric system due to required user consent, and

offline operation possible by locally operated elD-Server and user attributes managed by the ICC.

N(

N

=

TE3  Asecurity analysis of the EACv2 protocol can be found in Reference [27].

8.3.2 Protocol sequence

igure 6 shows the protocol sequence of authentication protocol EACv2 with on‘€atd user attributes.

ICC elD- Seyvice

with eID-App. | IFD | | Gul | Server Proyider

: 1

) 1

| ! \

i [L 1. Service request i
: : 1

] (f

; F—\ 2. Redirect,
| .
i l¢......3. Request attributes, send cv-certificate.of SP \J request attributes |
| ] 1 I
| 4. Send attribute . : ' |
: R >D5.-.P.l§nl.a.mt.t.r.lb}.l.t§.. o l 1
; request 6. Attribute | :
! ! ! selection | |
] ] o NONT | e ! !
i 1 : - : 3
Steps 7-15: perform PACE (see steps 1-9 in Figure 3), i i
Result: SM between ICC and IFD established, user verified, ! !
user consent, CAR available at IFD i i
T T : T l 1
- - 1 o '
16. send,GAR of roo'% in PKI hierarchy ! |
| V H
18. Transmit SM APDUs 17.Rexform Termin:al Authentication Phasei 1 (TAv2 of EACv2) |
| T i
20. Transmit SM APDUs 19:Perform Terminal Authentication Phase;Z (TAv2 of EACv2) !
] ) ]
! 21. Perform 1
7 }
i Passive Authentication !
23. Transmit SM_APDUS 22. Perform Chip Authentication (CAv2 or UA-PSA of EACv2) i
E Result:=SM between ICC and elD-Server established, SM between ICC and IFD invalidated E !
: | 24. Get credentials E \|_L i
}< 3 E T 25. Send attributes
| s e e ]
» ! ! 26. Service available
i 1 | : |
[cgend™ = €< APDU Interface (one or more C-RPs), H SM APDU Interface (one or more SM C-RPs), &> Interface out pf scope
PN SN R s dink il ieirbads SMARDUL
< ARPH- bt sfreef oot troret R et = e e RD

Figure 6 — EACv2 with on-card user attributes

7.3.3.3 Data types and relying entities

Ta

ble 10 shows data types and relying entities of authentication protocol EACv2 with on-card user
attributes.
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Table 10 — Data flow of EACv2 protocol

Step | Sending | Receiving | Datatype Description
entity entity
User SP n/a Service request
SP elD-Server |SP data Forward attribute request to elD-Server
elD-Server IFD SP data cv-certificate of SP with requesting user attributes coded in
CHA object
4 IFD GUI SP data Attribute request is forwarded to GUI
5 GUI User SP data Present requested attributes of SP to user
6 User User SP data Keep or reduce number of requested attributes in CHA-qbjed|t
7/8/9 User IFD User input User presents password to the IFD together with user|€HA
data object (see 7.2.3.1)
10-14 IFD ICC ICC data IFD reads protocol-specific data and performsPACE protocol
(see 7.2.3.1) with derived key from user password and with
user CHA object created in Step 6
15 ICC IFD ICC data SM between ICC and IFD established and
transmission of CAR of trust anchor for cv-certificate
verification
16 IFD elD-Server |ICC data Transmission of CAR of root-CA*for cv-certificate verification
17 | qID-Server IFD SP data Import SP public key inte-1€C by verification of chain of
cv-certificates
18 IFD ICC ICC data Transform APDUs into SM-APDUs
SP data
19 | dID-Server IFD ICC data Perform Terminal Authentication by applying
SP data challenge-tesponse protocol (challenge received from ICC)
20 IFD ICC ICC data Transform APDUs into SM-APDUs
SP data
21 | dID-Server | eID-Server |Issuer data ...fPerform Passive Authentication, i.e. verify issuer signature df
ICC data ICC public key including verification of chain of X.509
certificates
22 dID-Server [FD ICCdata Perform Chip Authentication by applying Diffie-Hellman keyj
SP-data agreement
23 IFD ICC ICC data Transform APDUs into SM-APDUs
SP data
24 ICC elD<Server |ICC data Get credential from ICC, i.e. encrypted and MAC-secured usejr
User data attributes
25 | dID-Servex SP User data Send decrypted user attributes to SP by applying any protocpl
26 SP User n/a Requested service available to user
7.3.3.4 LC-RP description

7.3.3.4.1 Notation

The following notation is used in the specification of the EACv2 protocol.

AUX.data auxiliary data (see explanation below)

PrK.SP.AUT private key for authentication of service provider

PuK.SP.AUT  public key for authentication of service provider
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PrK.ICC.AUT  private key for authentication of ICC

PuK.ICC.AUT public key for authentication of ICC

RND1icc random number generated by ICC

RND2icc 2nd random number generated by ICC

PuK.SP.DH ephemeral public key of eID-Server (on behalf of service provider)
7.8.3.4.2 C-RP sequence

Table 11 shows the C-RP sequence of authentication protocol EACv2 with on-card userattribytes.

Table 11 — C-RP sequence of EACv2 protocol

CERTIFICATE - ‘2A’
SM activated

‘5F37’ - L - signature}

Verify self-descriptive cv-certificate and
import public key referenced by CHR»

Ytep Command - INS P1-P2 Command data field, Le field Response data field,
SW1-SW2
PACE has been performed (see 7.2.3.1), SM established, DO‘7F4C’ processed,.6AR1 of root CA is availaple at IFD
[Ba |MSE SET DST - ‘22’ ‘81 B6’ [{'83'-L-CARy} Data field apsent
SM activated Set key reference of root CA public key
|8b |PSO VERIFY ‘00 BE' [{'7F4E’ - L - certificate contént template} - Data field absent
CERTIFICATE - ‘2A’ {'5F37' - L - signature}
SMactivated Verify self-descriptive\cv-certificate and
import public key referenced by CHR{
[8c |MSE SET DST - ‘22’ ‘81 B6’ |{'83"-L-CARp€quals CHR1 } Data field absent
SMactivated Set key referénce of public key imported in
Step 18b.and coded in DO'42' CAR in self-de-
scriptive\cv-certificate
|8d |PSO VERIFY ‘00 BE” [{'7F4E”- L - certificate content template} - Data field apsent

Proceed with cv-certificatesimport according to PKI hierarchy until IFD public key is available irf ICC

MSE SET AT - ‘22’
SM activated

‘81 A4’

{*80’ - L. - OID of TAv2-protocol} -

{83’ - L - CHR of public key in Step 18d} -

{91’ - L - compressed ephemeral public key
for Chip Authentication in Step

23b}-

{'67’ - L - AUX.data (optional)}

Set key reference of SP public key for
Terminal Authentication and generate
ephemeral public key of SP for Chip Authen-
tication

Data field apsent

20b

GET CHALLENGE - ‘84’
SM activated

‘00 00’

{command data field absent}
Le ='08'

{RND1ycc}

8 Bytes random number

20c

EXTERNAL
AUTHENTICATE -‘82’
SM activated

‘00 00’

{SIGN(data,PrK.SP.AUT)}

Perform challenge-response protocol,
for construction of data to be signed
see 7.3.3.4.3

Data field absent

End of Terminal Authentication
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Table 11 (continued)

Step Command - INS P1-P2 Command data field, Le field Response data field,
SW1-SW2
23a |MSE SET AT - ‘22’ '41 A4'" {80’ - L - OID of CA-protocol} - Data field absent
SM activated {*84’ - L - reference of private key of ICC
PrK.ICC.AUT}

Set protocol parameter and key reference of
ICC private key for Chip Authentication

23b |GENERAL '0000" 1{7C’ - 1.— dvnamic authentication data {7C -1.-
A;LTHENTICATE -‘86’ {80’ - L - ephemeral public key of SP, {'81" - L - RND2j¢c¢}
SM activated see Step 20a}} {'82' - L - MACiecl}

Perform DH key agreement and derive SM See 7.3.3.4.6
keys (see 7.3.3.4.6).

End of Chip Authentication, new SM keys derived, effective access rights set

24a |[SHLECT -‘A4’ 'xxxx' |Select application according to ISO/IEC according to ISO/IEC
SM activated 7816-4 7816-4

24b |READ BINARY -‘B0’ 'xxxx' |Read user attributes according to ISO/IEC according to ISO/IEC
-‘B1’ 7816-4 and according to effective access 7816-4

SM activated rights

Credentials received from ICC

7.3.3.4.3| Step 20a — Set security environment

The compressed format of a public key embedded in DO‘91’@hall be either the SHA1 value of the publlic
component for prime fields or the x-coordinate of an elliptic curve public key. Auxiliary data embedded
in DO‘67] shall be one or more discretionary data templates embedding an object identifier and a
discretionary data object. Content and format of thediscretionary data object is defined by the OID (see
Table 12)

Table 12 —Structure of auxiliary data

‘67’ Authentication data template
‘73’ |Discretionary datagemplate
‘06’ Object identifier defining content and structure of DO
‘53’ Discretionary data object holding information according to OID

‘73’ | Further discretionary data templates

7.3.3.4.4| Step 20b — Get challenge

Th ID L n 1 1l £ 4] i Faral il i £
e e “OCTVET TTUUTOLS d UIIdIITITgT TT U T TULWILIT 4 GET UHALLENGE CUIITIIAITU TU DT TUT T tne

Challenge-Response protocol between ICC and elD-Server.

Step 20b, i.e. GET CHALLENGE command, may be alternatively performed before Step 18a (e.g. in Step 16)
to allow for efficient communication between IFD and elD-Server in the overall protocol. The ICC shall
keep the challenge valid until Step 20c, except if another GET CHALLENGE command has been performed.

7.3.3.4.5 Step 20c — External Authentication

The data to be signed by the terminal are the concatenated values of the compressed format of the
public key used by the ICC in the Diffie-Hellman key agreement of the previous PACE protocol (see
Step 8 in Figure 3), the received challenge RND1cc in Step 20b, the compressed format of the public key
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of the terminal to be used in the Diffie-Hellman key agreement in Step 23b of Chip Authentication and
the authentication data template embedding auxiliary data if transmitted in Step 20a:

data = (comp(PuK.ICC.DH2) || RND1ICC || comp(PuK.IFD.DH) || [DO'67’]).

7.3.3.4.6 Step 23b — DH key agreement and session key derivation

The elD-Server authenticates the ICC by performing a Diffie-Hellmann key agreement and a new session
key derivation. The eID-Server uses an ephemeral public key pair already created in Step 20a. The ICC
uses a static key pair.

Dl|{ elD-Server calculates Kseed = PuK.ICC.AUT x PrK.SP.DH mod p
ICC calculates Kseed = PuK.SP.DH x PrK.ICC.AUT mod p
E(C: elD -Sever calculates Kseed = Comp(PrK.SP.DH - PuK.ICC.AUT)
ICC calculates Kseed = Comp(PrK.ICC.AUT - PuK.SP.DH)

r - P is the scalar multiplication between integer r and point P of the ellipti¢ curve

oytput of the HASH function shall be equal or greater than the bitlebgth of the key to be defived and
ddtermined by the OID for Chip Authentication.

THe computation of the authentication token is MACjcc = (PuR:CC.AUT, Kmac).
7.8.3.5 Protocol-dependent descriptions

7.8.3.5.1 CV-certificate description

In[the protocol EACv2, self-descriptive card:vetifiable certificates (see ISO/IEC 7816-8) shall be used
fol public key import. The data elements given in Table 13 shall be embedded in the certifitate body
within DO‘7F4E’ in the given order. The certificate body including the template shall be signed. The
signature is embedded in DO‘5F37".

Table 13 — Data objects of certificate body

TAG Data element
‘5F29’ Certificate profile indicator, default value is ‘00’
‘42’ ISsuer identification number, also referred to as Certificate Authority Reference [[CAR)
‘7F49’ Public key template; see ISO/IEC 7816-8
“7TF20° Cardholder name, also referred to as Certificate Holder Reference (CHR)
‘7F4C’ Certificate holder authorization template (CHAT) (see Table 14)
SE25’ Certificate effective date
‘5F24 Certificate expiration date
‘65’ Cardholder-related data, 1.e. certificate extensions |see lable 15 (optional)]

Table 14 — Structure of CHA template

‘7F4C’ Certificate holder authorization template (CHAT)
‘06’ |Objectidentifier defining CHA

‘53’ |Discretionary data defining Certificate Holder Authorization (CHA) as sequence of byte
string, interpretation of bitmask is given by OID

The content of the certificate extension shall be one or more discretionary data templates holding one or
more context-specific data objects that are defined by one object identifier, respectively (see Table 15).
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Table 15 — Structure of certificate extensions

‘65’ Cardholder related data, i.e. certificate extensions

‘73’ |Discretionary data template

‘06’ Object identifier defining content and structure of DO

one or more context-specific DOs according to OID

‘73’ | Further discretionary data templates according to first DDT

7.3.3.5.2| Computation of effective access rights

When th¢ EACv2 protocol has been completed and a secure channel has been establishéd, see Steps
22/23 in Figure 6. The ICC shall grant access to user attributes or services according to the computed
effective [access rights. The computation of the effective access rights is the/bitwise logical AND
computatfion of all CHA objects along the certificate chain and the user CHA ohjéct transmitted apd
authentidated with the PACE protocol. If a cv-certificate encodes further CHA.objects in the certificdte
extensior] in addition to the CHA object embedded in the CHAT of the certificate body, a resulting CHA
object shpll be computed in accordance with the given OID prior to theycomputation of the effective
access rights.

7.3.4 ABC protocol with on-card user attributes

7.3.4.1 |[General protocol description

The Attripute-Based Credential protocol (ABC protocol) authenticates the elD-Server to the ICC apd
the ICC t¢ the eIlD-Server and reveals attributes as‘authorized by the cv-certificate of the elD-Server
from the [[CC to the eID-Server. The ABC protocel.uses the PACE protocol and Terminal Authenticatipn
protocol ¢f EACv2 and leverages the corresponding infrastructure. The CAv2 protocol is replaced by (JA-
ABC Chip| Authentication protocol. The message from the elD-Server for initiating Chip Authenticatipn
needs to [comprise a random number for-ensuring freshness and optionally, an epoch for credentjal
revocatiopn.

AttributefBased Credentials (ABCs) are a form of privacy-preserving certificates based on specific
signatur¢g schemes, such as the"SRSA-CL signature scheme (see Reference [22]). Conceptually, an ABC
is similar] to traditional certificates in that it comprises attributes and a signature over the attributgs.
An ABC ajllows one, once.issued into an ICC, to prove that the ICC contains such ABC without revealipng
the attributes and signature of the ABC. On the contrary, the ICC proves, using zero-knowledge proof|of
knowledge protocolsythat it holds the ABC without revealing any further information. Particularly, the
proof profocols do.not reveal the signature of the ABC and allow the ABC to reveal parts of the attribyte
informatijon cemprised in the ABC. The verifier of the proof, that is the elD-Server, is able to obtdin
cryptographic assurance that the ICC holds the ABC with a valid signature without revealing it.

NOTE A security analysis of the cryptographic signature mechanism related to this protocol has been
provided in Reference [22]. The entities and roles of the entities are defined as in the mutual authentication
protocol using EACv2 of 7.3.3.3. Each ICC holds its own private key and a sufficiently large number of ICCs share
a public key for Chip Authentication based on ABCs. Particularly, there is a non-ICC-individual private key on the
ICC, as in CAv2 of EACv2, but those are ephemeral keys, i.e., generated per transaction.

The ICC comprises an ABC with a subset, Aapc, of the ICC-contained attributes. Further attributes, Agip,
may be securely and permanently stored in the eID-Application of the ICC. The union of Apgc and Agp
is the set of ICC-contained attributes available for being authenticated to an elD-Service and service
provider. The sets Apgc and Agjp may have a non-empty intersection if required from a deployment
perspective. When authenticating attributes in the set Appc to the elD-Server, this authentication is
based on a cryptographic signature, or more precisely, a cryptographic proof of knowledge of such
signature. Attributes in the set Agip are not protected by a signature and are securely stored on the
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ICC. A comprehensive specification and formal analysis of ABC protocols (also referred to as privacy-
enhancing attribute-based credential systems) can be found in Reference [23] as well as in the published

results of the ABC4Trust19 project.

The ABC protocol together with PACE protocol includes the ICC and eID-Application, the [FD managing
an input/output GUI, the user, the remote elD-Server and the remote service provider. Moreover,
authentication of the issuer requires the deployment of a certification authority in order to perform

Passive Authentication. The protocol provides:

— partial attribute release through dedicated access rights coded in the cv-certificate and the release

Uf attl ilLJthC atatcuxcuta,
—|{ unlinkability by using different values in each protocol run;

—| attributeauthenticityand eavesdropping protectionthrough end-to-end encryptien and au
and integrity protection;

—|{ cloning protection through the Chip Authentication protocol;
— together with the PACE protocol, a user-centric system due to required-iser consent;

—| offline/online operation by having the ABC securely contained irn‘the ICC and the identity
not involved;

—| verifier accountability by allowing a third-party verifier (e:g. auditor) besides the origin
to verify the ABC-based signature;

user accountability by the ICC encrypting an identifying subset of attributes or attribute g
accordingly.

.B.4.2 Protocol sequence

> |

igure 7 presents a sequence diagram fox the protocol flow between the participants, while alj
e PACE protocol (see 7.2.3) and EACy2-Terminal Authentication protocol (see 7.3.3).

=
=

In|Steps 21 to 23, the Chip Authéntication using CA-ABC protocol (see Table 17) and prec
authentication is executed. In Step 21, the elD-Server authenticates the public key of the iss
ABC used for Chip Authentigation. In Step 22, the eID-Server initiates the Chip Authenticatior
CA-ABC by sending an authentication request comprising a random number as well as an e
rapdom number ensurgsyfreshness and non-transferability of the proof generated later in the

Chenticity

provider

h] verifier

redicates

stracting

eding key
Ler of the
protocol
poch. The
protocol

by the ICC in the s€ope of Chip Authentication. The epoch provides relevant information for the

criyptographic credential revocation protocol.

Technically, Chip Authentication comprises the ICC computing a cryptographic zero-knowle
thpt provesto'the eID-Server that the ICC holds a valid ABC. The protocol also comprises the €
verifying:the cryptographic proof. The protocol can optionally allow the ICC to release the suk
atfributes of the ABC that the service provider may access as specified in its cv-certificate as

dge proof
[D-Server
set of the
art of the

proof; Those attributes are integrity-protected through the zero-knowledge proof.

10) Research and development project funded by the European Commission, ABC4Trust Consortium,

ABC4Trust Web site: https://abc4trust.eu/.
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1
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H SM APDU/jiterface (one or more SM C-RPs),

&--> Interface out of scope

Legend:
4:‘9 APDU Interface (one or more C-RPs) with intermediate encoding/decoding into/from SM APDU
Figure 7 —ABC authentication protocol
7.3.4.3 [Data types and relying éntities
Table 16 shows data types and relying entities of ABC protocol with on-card user attributes.
Table 16 — Data flow of ABC protocol
Step | Spnding | Reeceiving Data type Description
bntity entity
See Table|10 fof;Steps 1 to 20.
21 | ellp<Server | eID-Server |Issuer data Perform Passive Authentication, i.e. verify issuer signature df
ICC data ABC iDDuCl yululi\, }\C_y f\Jl ABC Disllatul C VU1 ifil,at;ull ;llbludil g
verification of chain of X.509 certificates.
22 | elD-Server IFD ICC data Perform CA-ABC by applying Diffie-Hellman key agreement
SP data with exchanged ephemeral public keys of ICC and elD-Server,
restart secure messaging and authenticate the ICC to the
elD-Server using an ABC-based signature computed by the
ICC and verified by the eID-Server over the ICC ephemeral
public key.
23 IFD ICC ICC data Transform APDUs into SM-APDUs.
SP data
See Table 10 for Steps 24 to 26.
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7.3.4.4 C-RP description

7.3.4.4.1 C-RP sequence

Table 17 shows the C-RP sequence of ABC protocol with on-card user attributes.

Table 17 — C-RP sequence of ABC protocol

Step Command - INS P1-P2 Command data field, Le data field Response data field,
SW1-SW2
PACE and Terminal Authentication have been performed (see Steps 18a-d, 20a-c in Table T1)
P3a |MSE SET AT - ‘22’ ‘41 A4’ |{'80’ - L - OID of CA-ABC protocol} - Data field apsent
SM activated {*84’ - L - reference of private key

PrK.ICC.AUT}

Set protocol parameter and private key
object for Chip Authentication

P3b |GENERAL ‘00 00’ [{"7C’ - L - dynamic authentication data {7C'-L-
AUTHENTICATE -‘86 {80’ - L - ephemeral public key of-SP}} {‘81'-L-PuK.|CC.AUT)}
Create ICC ephemeral key for CA-ABG and
. Send ICC ephenteral
SM activated perform DH key agreement public key for CA-ABC
P3c |MSE SET AT - 22’ ‘41 A4’ |{'80’ - L - OID of ABC-based Signature Data field apsent
SM activated protocol}
Set protocol parameterfor ABC-based
signature computation
P3d |GENERAL ‘00 00" [{*7C’ - L - dynaniic authentication data {7C -L-
AUTHENTICATE - ‘86’ {80’ - L - SP public key for domain-specific| {‘82’-L-PuK.IP.Sectorl
SM activated identifier (optional)} or transaction
{90’ ~L*- random number} identifier
{91+ L - current epoch (optional)}} (cond.)}-
Greate signature and optionally compute {'83 _L_(lzg;(dl )}.fectorz
domain-specific identifier(s can ]
P ©) (84-L-(clls1|s2))
Pseudonymous
signature c and
conditionally the

domain-specifi
identifiers s1 ajd s2 or
conditionally a
transaction-sp¢cific
identifier s1

Proceed with Steps 24a-b in Table 11

7.8.4.4.2 Steps 23a, 23b — Setting protocol parameters and creating ephemeral key p;1ir

In Step 23a, the reference to the private key is sent in a MANAGE SECURITY ENVIRONMENT command to
set the private key to be used in Chip Authentication. In contrast to CAv2 described in 7.3.3, the CA-ABC
protocol requires the ICC to generate an ephemeral key pair. Hence, the referenced private key does
not hold any key data in Step 23a and the ephemeral key data are generated only later in Step 23b. The
ephemeral key pair as well as the key agreement stage of the CA-ABC protocol is equivalent to the one of
EACv2 using Pseudonymous Signatures for Authentication (CA-PSA) of EAC (see 7.6.2).

7.3.4.4.3 Steps 23c, 23d — Computing ABC-based signature
The ABC-based signature computed in Step 23d is based on the mechanisms specified in References [22]

and [23]. The signature generation process may optionally reveal attribute information, thus
dynamically determine the membership of a signer group.
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The signature generation is preceded by setting the algorithm used for computation of the ABC-based
signature in Step 23c. The ABC-based signature computation performed in Step 23d includes generating
either one or two domain-specific identifiers if a sector public key of the service provider is provided.
In case no such sector public key is provided, a transaction-specific identifier is generated which is
valid for the current session and cryptographically unlinkable to all transaction-specific identifiers
generated by this ICC in any other session.

A domain-specific identifier or transaction-specific identifier generated in this protocol may be
used later in the session for computing a signature over a message or over user attributes. Step 23d
also communicates a random number required for security of the signature being computed by the

ICC subsiquenfly. The current epoch optionally provided 1s used for the cryptographic protocol jor
revocation checking.

7.3.5 Enhanced Role Authentication protocol (ERA)

7.3.5.1 |General protocol description

The ERA|protocol is a three-party protocol between the ICC, the elD-Server aeting on behalf of the
service provider and an attribute provider that comprises user verification with PACE (see 7.3.2) ahd
device aythentication with EACv2 (see 7.3.3) complemented with “Enhdng¢ed Role Authenticatidn”
(see Refefences [25] and [26]). In this protocol, a service provider writes‘user attribute requests|in
the eID-Afpplication resident on the ICC in case additional user attributes are not available in the el|D-
Applicatipn but that are required to deliver the service. The requestis‘to be responded by an attribyte
provider.|The reading and writing operations by the service provider and attribute provider require
authorizdtions, which are achieved by the Terminal Authentication protocol as part of EACv2.

The elD-§erver operated by the service provider and attribute provider are the remote parts of the
authentidation and attribute terminals. They are authoerized to access ICC data and contain the
interfaces$ to the IFD and to the public key infrastructure. The eID-Server provides the IFD with a chgin
of Terminal Authentication cv-certificates and a digital signature created on the ICCs challenge with
the corregponding private key. Enhanced Role Authentication enables the service provider to requgst
additiond]l attributes not yet existing on the ICC to be stored on the ICC by an attribute provider. The
following| classes of attributes are defined:specific attributes and generic attributes.

The IFD is the local part of the authentication and attribute terminal and interacts with the user, the
ICC, and tfhe eID-Server, but is not authorized to access ICC data. In particular, the IFD contains an elD-
Client software, an ICC reader, acdisplay and an interface for user input. The Terminal Authenticatipn
card-verifiable certificates receiyed from the respective elD-Server are displayed to the user and only if
the user dccepts, the IFD forivards the received certificates to the ICC.

The ERA |protocol, together with EACv2 and PACE protocol, includes the ICC and elD-Application, the
IFD mangging an input/output GUI, the user, the remote elD-Server and the remote service providgr.
Moreover), authenticdtion of the issuer requires the deployment of a certification authority in order|to
perform Passive:Authentication. This protocol provides (according to 6.4)

— partiplattribute release with selective disclosure through dedicated access rights coded in the ¢v-
certitieate;

— unlinkability of transactions by using different values in each protocol run and no ICC-individual
private and public keys in CAv2,

— attributeauthenticityand eavesdropping protection through end-to-end encryption and authenticity
and integrity protection,

— cloning protection through Chip Authentication sub-protocol, and

— together with PACE protocol, a user-centric system due to required user consent.
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Furthermore, the protocol provides some additional properties not defined in 6.4:

— unlinkability of attribute holder across domains, ensured by the pseudonym generated

PSA protocols;

— unlinkability of attribute requests of requesting SP towards an attribute provider as the 1

specific attribute to the SP is performed internally by the ICC;

— pseudonymous transferable proof of attribute possession with the PSC sub-protocol.

7.

In| the first phase, the protocol requires password verification based on PACE (see(Step
in[Figure 8). Therefore, the IFD provides a password to the ICC for verification. The LFD is
pdssession of a suitable password or it requests the user to provide a password. A secure n
sepsion is established upon execution of PACE protocol. If Enhanced Role Authentication is s
by the ICC, the ICC shall store the PACE session context #1 (ISO/IEC 7816-8).

In| the second phase, the ICC and the service provider, i.e. the respéctive elD-Server,
authenticate as genuine by performing the EACv2 protocol (see Steps~16'to 23 in Figure 8),
messaging session is established between the ICC and the service provider upon execution
prpotocol. The ICC shall grant access rights according to the effective authorization. If Enha
Aythentication is to be used, the service provider shall instruct the ICC to store session infor
Selssion Context #2.

In|the third phase, the authenticated terminal may optionally select and use the application(s)
to[the effective authorization of the service provider.

The protocol continues if additional attributes notiyet stored in the ICC are requested by t}
prpvider. In this fourth phase, the service provider, having effective authorization to write
refuests, writes an attribute request to the\ICC (see Step 25 in Figure 8). If specific attri
reguested, the ICC shall make an internal link between the request and the domain-specific id
the requesting service provider (see Step 24 in Figure 8) and shall restrict read access to this
refquest to authenticated attribute.providers. The service provider shall initiate the restc
e PACE Session Context #1 stored by the ICC. The ICC SHALL store the Chip Authentication Session
Cqntext #2 prior to restarting Secure Messaging (see Steps 26-27 in Figure 8).

th

In|the fifth phase, the ICG ‘and the attribute provider mutually authenticate as genuine by
the EACv2 protocol (see-Steps 29 to 35 in Figure 8). The ICC shall grant access rights accord
effective authorizatien;-The authenticated attribute provider reads the stored attribute req
the ICC and writes the resulting attributes to the ICC (see Steps 36 to 38 in Figure 8). The
reftrict read access to the stored specific attributes to the service provider authenticated during the
prieceding EACv2 protocol. It shall restrict read access to generic attributes to service provi

the required\authorization.

Sl;]bsequently, the IFD shall initiate restoration of the Chip Authentication Session Context #2

2
D

2018(E)
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n|the sixth phase, the attribute provider shall initiate the restoration of the PACE Session Cq
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In the seventh and last phase, the service provider may read the credentials according to the effective
authorization and grant the user access to the requested service (see Steps 43 to 45 in Figure 8).
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Legend: 4— APDU Interface (one or more C-RPs), H SM APDU Interface (one or more SM C-RPs), &> Interface out of scope

4:—9 APDU Interface (one or more C-RPs) with intermediate encoding/decoding into/from SM APDU

Figure 8 — Enhanced Role Authentication (ERA)

7.3.5.3 [Data types and relying entities

Table 18 §hews'data types and relying entities of Enhanced Role Authentication.

Table 18 — Data flow of ERA

Step | Sending | Receiving | Data type Description
entity entity

24 | eID-Server ICC SP data Check the terminal domain-specific identifier against the
identifiers obtained from cv-certificate in Step 17

25 | elD-Server ICC SP data Store the attribute request linked with the terminal
domain-specific identifier in Step 24

26 | elD-Server ICC SP data Switch to Session Context #1, PACE SM resumes between the
ICC and the IFD

27 | elD-Server IFD n/a elD-Server informs IFD about change of session context
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Table 18 (continued)
Step | Sending | Receiving | Data type Description
entity entity
28 IFD AtP ICC data Certification Authority Reference (CAR) of ICC Root-CA is sent
by IFD to the attribute provider to initiate the EACv2 protocol
that follows
29-35 Mutual authentication according EACv2 is performed between
attribute provider and the ICC
36 ICC AtP ICC data Retrieve the attribute request stored by the eID-Server in Step
25
B7 | AtP /ICC | ICC/AtP |AtP data Attribute provider can now carry out any necessary grocess to
generate the user attributes requested by the‘SP(opefations
are application-dependent here)
B8 AtP ICC AtP data Once generated, user attributes are segurely stored oh-board
the ICC
B9 AtP ICC AtP data Switch to Session Context #1, PACE SM resumes betwgen the
ICC and the IFD
0 AtP IFD n/a AdP informs IFD about change’of session context
11 IFD ICC n/a Switch to Session Context'#2, the switch is active for the next
APDU command CA2 SM resumes (on the ground of
parameters stored.in context#2) between ICC and thg
elD-Server
12 IFD elD-Server |n/a IFD informs elD-Server about change of session context
13 ICC elD-Server |User data elD-Server ean now securely read the user attributesfavailable
in the {€C-and delivered by the attribute provider
L4 | eID-Server SP User data Transmit the user attributes read from the ICC to the service
ptovider
L5 SP User SP data Service is available for user
7.8.5.4 C-RP description
7.8.5.4.1 C-RP sequence
Table 19 shows the C-RP sequence of Enhanced Role Authentication.
Table 19 — C-RP sequence of ERA
Ytep Command - INS P1-P2 Command data field, Le field Response data field,
SW1-SW2
PACE has.been performed (see 7.2.3.1), SM established, CAR1 of root CA is available at IFD, session} context
#1 stored
EACv2 has been performed (see 7.3.3.4.2), SM established, session context #2 stored
2% PUO UO - 14 0080 |[{7FZT = L - certilicate content template Data field absent
'73" - L - discretionary data template
'80' - L - Hash of sector public key}
C-RP description (see 7.3.5.4.2)
25 PUT DATA - ‘DA’ ‘FF 01" |{'53’ - L - attribute request} Data field absent
Write attribute request onto the ICC
(see 7.3.5.4.2)
26 MSE SET AT - ‘22’ ‘01 A4’ |{'E1’ - L - certificate content template Data field absent

'81' - L - session context identifier }

Restore security session according to
ISO/IEC 7816-8
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Table 19 (continued)
Step Command - INS P1-P2 Command data field, Le field Response data field,
SW1-SW2
EACv2 is to be performed, SM established
36 GET DATA - ‘CA’ ‘FF 01" |absent {'53" - L - Attribute
Request}

Get attribute request from ICC
SW1-SW2: warning (see
ISO/IEC 7816-4), if no
attribute request

available
37 Perform any action (e.g. provisioning and/or
refreshing tokens) (see 7.3.5.4.4)
38 PUT DATA - ‘DA’ ‘00 FF’ |{'53’ - L - specific attribute} - Data fiéld absent

{53’ - L - specific attribute} - ...
Write a list of specific attributes according to
attribute request onto the ICC (see 7.3.5.4.5)

39 MSE SET AT - ‘22’ ‘01 A4’ |{'ET1’ - L - certificate content template Data field absent
‘81' - L - session context identifier }

Restore security session according to
ISO/IEC 7816-8

41 MSE SET AT - ‘22’ ‘01 A4’ |{'ET1’ - L - certificate content template Data field absent
‘81’ - L - session context identifier }

Restore security session a¢cerding to [SO/

IEC 7816-8
43a GET DATA - ‘CA’ ‘00 FF’ |absent See 7.3.5.4.6
Get credentials, i.éuser-specific attributes, |SW1-SW2: warning
from ICC (see 7.325.4.6) (see ISO/IEC 7816-4),
if no attributes available
43b | DPELETE DATA - ‘EE’ | ‘00 00’ |absent Data field absent
Delete specific attributes stored in ICC and SW1-SW2: see
linked to the terminal domain-specific ISO/IEC 7816-9

identifier (see C-RP description in
[SO/IEC 7816-9)

Service provider mayperform any other protocol in accordance to effective access rights
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7.3.5.4.2 Step 24 — Terminal domain-specific identifier

In contrast to domain-specific identifiers (pseudonyms) computed by the ICC and used to identify a
user within a specific sector, the “Terminal domain-specific identifier” is to be interpreted the other
way round, i.e. the ICC shall identify a terminal as part of a specific sector. The ICC shall check if the
identifier, i.e. hash of sector public key transmitted by PUO command, is included in the certificate

ex

tension of the already verified card-verifiable certificate during Terminal Authentication.

7.

8.5.4.3 Step 25 — Write attribute request

Fdr Enhanced Role Authentication, attribute requests stored on the ICC shall be of the folloy

(s¢

R4
R4

T}

0
a
Th
an

T}
th

At

7.

be ASN.1 definition).

questInfos ::= SET OF RequestInfo

questinfo ::= SEQUENCE {
requestType OBJECT IDENTIFIER,
[0] requiredData ANY DEFINED BY requestType,
[1] optionalData ANY DEFINED BY requestType OPTIONAL

}

e command data field of the PUT DATA command shall encode only one object of type Requé

.B.5.4.4 Step 37 — Authentication token management

ce secure messaging is established at Step 32.(see Figure 8), and the authentication t
horized to be written on the ICC, the serverieither delivers or refreshes such tokens ont
e tokens already on-board the ICC may be\renewed (e.g. in case their lifespan is elapsed). S
example use case.

.B.5.4.5 Step 38 — Write user attributes

e following ASN.1 structuretshall be used to store Attributes for Enhanced Role Authentij
e ICC.

tribute ::= SEQUENCE~{

attributeType-OBJECT IDENTIFIER,

[0] requiredData ANY DEFINED BY attributeType
[1] optionalData ANY DEFINED BY attributeType

}

B.5,4.6~ Step 43a — Get user attributes

ving type

stInfos.

kens are
b the ICC.
ee A9 for

cation on

Tt

EETDATA comumand rncnan dexarith o cnoyinnoen Afcnnoifios bbb nc npmocancnlabnd i o Jic

Fay
C O T DI COTTIIOIIOT T CoOpPOTIorS vy ot o ST O CIIcCor speomcortr rioutc s Tricapsatrotc o rir o oroT

etionary

data template according to the domain-specific identifier of the terminal computed in Step 24 (see
7.3.5.4.2). If the effective access right of the service provider allows the access to all terminal sectors,
a sequence of specific attributes linked to the respective domain-specific identifier and encapsulated
in a discretionary data template is transmitted in the response data. Table 20 shows the structure of
response data of GET DATA command.
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Table 20 — Structure of response data

‘73’ Discretionary data template

‘53’ |Specific attribute

Further specific attributes (optional)

‘73’ Discretionary data template (conditional)

‘80" |Domain specific identifier

‘53" |Specific attribute

Further specific attributes (optional)
‘73’ Further discretionary data templates with TAG '80" (conditional)

‘80" |Domain specific identifier
7.3.5.5 [Protocol-dependent descriptions
7.3.5.5.1| User and service provider authentication
The relatjve authorization of the service provider is encoded in €theé’cv-certificate (see ISO/IEC 7816-
8) in the [CHAT data object (see Tables 21 and 22). If bit 6 ("Acgess to all terminal sectors") in Talple
21 is not get, the ICC shall restrict read and delete access to the specific attributes tied to the domajn-

specific idlentifier of the service provider. If bit 6 is set, the-lCC shall grant read and delete access to

attribute

5, i.e. generic and specific attributes.

Table 21 — Certificate holder authorization for ERA specific attributes

b8 |b7 |b6 |b5 |b4 |b3 b2 |bl Meaning

X | x| x| x| x % x| x |Accessrights (attribute)
x| —|—|—|—/—|—|—|RFU

— |1 |—|=N—|—|—|—|PSC

— | — |14+ |—|—|— | — [Accesstoall terminal sectors

— | —A4~)| 1 | — | — | — | — |Delete specific attributes

—|&y—|— | 1 |—|—|— |Write specific attribute

~N/A—|—|—|—| 1 |—|— |Read specific attribute

~ | —|—|—|—|—1] 1 |— |Write attribute request

—|—1|—]|—1]—|—1|— | 1 |Read attribute request

— Any other value is RFU.

hll
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Table 22 — Certificate holder authorization for ERA generic attributes

b32 [b31 [b30 |... |bll [b10 |b9 |.. |b2 |bl Meaning
X X X o | X X X | . | X x |Access rights (attribute)

1 |/—|—)| .| —|—|—] .. | — | — |Erasegenericattribute 8

— | 1| —| .| —|—|—1| « | — | — [Write generic attribute 8

— | — ] 1 w. | — | — | — | .. | — | — |Read generic attribute 8

- |—|—1 .| 1| —|—1| .. | — | — |Erasegenericattribute 1

- — =« | —11]|—1| .. | — | — [Writegeneric attribute @

- — = | —]—]1 .. | — | — |Read generic attribute ¥
— = — | | = —| X x | — |RFU
- == | === .| —1]1|PSC

— Any other value is RFU.

.B.5.5.2 Attribute provider authentication

The EACv2 device authentication protocol between the ICC andthe attribute provideris to be p
Atttribute providers shall have access right “Read attribut@reéquests” coded in the CHAT obj

Caj

[rd-verifiable certificate. Attribute providers with authorization to provide specific attrib

hgve access right “Write specific attribute” set.

7.

7

Th
pr
st
th

B.6 Device authentication protocol OPACITY Full Secrecy

.B.6.1 General protocol description

e OPACITY Full Secrecy protocol provides mutual authentication between the ICC and
otocol is based on Bilateral Key/€onfirmation Schemell). The session keys are derived fro
htic key and ephemeral key and the ICC static key and ephemeral key. The successful com

entity actively participated ‘in'the key generation process.

Th
In
to

e protocol provides.two modes of operations, namely, Persistent Binding and Non-Persisten|

ephemeral key$each time to generate session keys.

T}

e protocolprovides

wnlinkability by using different ephemeral values from both the ICC and IFD. Since t}
encrypted from the very first interaction between the ICC and the IFD, anybody able to oh

prformed.
kect of the
1ites shall

[FD. This
the IFD
letion of

is protocol provides each entity an assurance that they generated correct session keys and that other

k Binding.

the Persistent Binding mode, the IFD and ICC generate and store shared secret for the next session
facilitate faster-Key establishment. In the Non-Persistent Binding mode, the IFD and the IC{ generate

e data is
serve the

Interaction will not be able to link two ditferent sessions,

attribute authenticity and eavesdropping protection through end-to-end encryption and integrity

protection from the very first interaction, and

cloning protection if the private static key material is stored in a hardware security mod
never exposed in the communication between the ICC and IFD.

NOTE A security analysis of the OPACITY Full Secrecy protocol can be found in Reference [28].

11

) See http://dx.doi.org/10.6028 /NIST.SP.800-56Ar2.
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7.3.6.2 Protocol sequence

Figure 9 shows the protocol sequence of device authentication protocol OPACITY FS.

ICC IFD

| |
— 1

1. Generate ephemeral key,
, _getcv-certificate of IFD
N

2a. Request mutual authentication
(command APDU)

i 3. Verifircv-certificate

Geperate ephemeral key,
Diffie-Hellmannkey agreement,
detfive session keys,

corppute authentication token

2b. Request mutual authentication

(response APDU) ]
4. Diffie-Hellmannykey)agreement, |
derive session keys, i
verify authentication token
B B
i i
Legen H: 9 APDU Interface (one C-RP), <--> Interface out of scope

Figure 9 — Device authentication with OPACITY FS

7.3.6.3 |Data types and relying entities

Table 23 shows data types and relying parties of devicerauthentication protocol OPACITY FS.

Table 23 — Data flow of OPACITY FS device authentication protocol

Step | Spnding | Receiving Data type Description
party party
1 IFD IFD IFD data IFD generates ephemeral public/private key pair. This may

be computed in advance. IFD receives cv-certificate.

2a IFD ICC [ED data IFD provides the ephemeral public key and its cv-certificate
to the ICC and it requests the ICC to initiate Diffie-Hellmann
key agreement protocol and establish session keys.

3 ICC ICC ICC Data ICC verifies cv-certificate performs Diffie-Hellmann key
IFD Data agreement, derives secure messaging keys and computes
authentication token.

2b ICC IFD ICC data ICC sends cv-certificate holding static public key or ICC noncg
and authentication token
4 IED IFD IFD Data IFD verifies cv-certificate, performs Diffie-Hellmann key
ICC Data acgreement, derives secure messaging kevs and verifies

authentication token.

7.3.6.4 C-RP description

7.3.6.4.1 C-RP sequence

Table 24 shows the C-RP sequence of OPACITY Full Secrecy device authentication protocol.
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Table 24 — C-RP sequence of OPACITY Full Secrecy device authentication protocol

Step Command - INS P1-P2 Command data field, Le data field Response data field,
SW1-Sw2
IFD ephemeral key generated, [FD cv-certificate received
2a/b |GENERAL ‘xxyy’ |xx’ - cypher suite Data field is
AUTHENTICATE - ‘86’ - . ‘o concatenation of
yy’ - private key reference or ‘00 {CBicc ||
Data field is concatenation of OpaqueDatajcc ||
£CByHCrl Qe AuthCryptogramcc ||
See 7.3.6.4.2 for further information OTIDicc }
See 7.3.6.4.2 forjfurther
information

SWAIESW 2 accor|ding to
ISQ/IEC 7816-8

Secure messaging established

7.8.6.4.2 Step 2a/b — Request mutual authentication

The following data are to be transmitted in the data field.

CBy is the encoding of Persistent vs Non-Persistent Binding mode.

cH is the IFD cv-certificate encoding static public key and issued by the trugt anchor

of the ICC.
OF 3 IFD ephemeral public key.
CBicc is the encoding of Persistent Binding vs Non-Persistent Binding.

is either encrypted I€C cv-certificate or ICC nonce, depending on the modle of

OpaqueDatajcc operation

AythCryptogramicc is the result of key confirmation computation.

OTIDicc is the-ICC anonymous identifier, valid one time.
7.8.7 Device authéntication protocol OPACITY BLINDED

7.8.7.1 General'protocol description

This protocol establishes shared session keys between the IFD and the ICC where only the ICC is
aI,henticated. This protocol is based on the blinded Diffie-Hellmann key agreement scheme flescribed

in[Methanism 13 of Amendment 1 of Reference [7]. The session keys are derived from the IFD ephemeral
kely"and the ICC static key. The protocol is designed to provide privacy and tracking protectign against
passive eavesdropping.

The protocol provides

— unlinkability by using different ephemeral values from the IFD for each run and by encrypting the
ICC identifier using the IFD ephemeral key and ICC nonce. Since the data is encrypted from the very
first ICC response, anybody able to observe the interaction will not be able to identify the ICC and
therefore, will not be able link two different sessions,

— attribute authenticity and eavesdropping protection through end-to-end encryption and integrity
protection from the very first interaction, and
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— cloning protection since the private static key material is stored in the ICC and is never exposed in
the communication between the ICC and IFD.

NOTE A security analysis of the blinded Diffie-Hellmann protocol can be found in Reference [1].

7.3.7.2 Protocol sequence

Figure 10 shows the protocol sequence of device authentication protocol OPACITY BLINDED.

ICC IFD
1 1

1. Generate ephemeral key

2a. Request internal authentication <
(command APDU)

3. Generate random number,

i apply blinding factor,
Difffe-Hellmann key agreement,
derilve session keys,
confpute authentication token

2b. Request internal authentication

(response APDU)
4, Diffie-Hellmann key agreement,
derive session keys,
verify authentication token
I I
i i
Legend: H APDU Interface (one C-RP), <----> Interface out of scope

Figure 10 — ICC device authentication with OPACITY BLINDED

7.3.7.3 |Data types and relying entities

Table 25 shows data types and relying patties of device authentication protocol OPACITY BLINDED.

Table 25 — Data flow©f OPACITY BLINDED device authentication protocol

Step | Spnding | Receiving Data type Description
party party
1 IFD IFD IFD data IFD generates ephemeral public/private key pair. This may
be computed in advance.
2a IFD ICC IFD data IFD provides the ephemeral public key and requests the ICC

to initiate Diffie-Hellmann key agreement protocol and
establish session keys.

3 1€C ICC ICC Data ICC generates random number, applies blinding factor and
IFD Data performs Diffie-Hellmann key agreement, derives secure
messaging keys and computes authentication token.

2b ICC IFD ICC data ICC sends anonymized identifier, encrypted cv-certificate
holding static public key and authentication token
4 IFD IFD IFD Data IFD verifies cv-certificate, performs Diffie-Hellmann key

ICC Data agreement, derives secure messaging keys and verifies
authentication token.

7.3.7.4 C-RP description

7.3.7.4.1 C-RP sequence
Table 26 shows the C-RP sequence of OPACITY BLINDED device authentication protocol.
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Table 26 — C-RP sequence of OPACITY BLINDED device authentication protocol

Step Command - INS P1-P2 Command data field, Le data field Response data field,
SW1-SW2
IFD ephemeral key generated
2a/b |GENERAL ‘xxyy’ |xx’ - cypher suite Data field is
AUTHENTICATE - ‘86’ o . o concatenation of
vy’ — nrivate key reference or ‘00
i 1UBiccTl
Data field is concatenation of OpaqueDataeg ||
{CBu || 1Dy || Qen } AuthCrypfogrpmicc ||

BlindedPubic( }

See 7.3.7.4.2 for|further
information

SW1-SW2 accorfding to
ISO/IEC 7816-8

See 7.3.7.4.2 for further information

Secure messaging established

7.8.7.4.2 Step 2a/b — Request internal authentication

The following data are to be transmitted in the data field.

CBy is the encoding of Persistent vs Neh-Persistent Binding mode. CBy shall be set
to ‘00’.

Dy is the IFD identifier.

Qdu is the IFD ephemeral public key.

CBicc is the encoding of‘\Persistent Binding vs Non-Persistent Binding. CBjcc shall be
set to‘00".

OpaqueDatajcc encryptediCC cv-certificate.

AythCryptogramicc is theresult of key confirmation computation.

BljndedPubjcc iS1€C anonymized identifier. This is the random number multiplied by the ICC public key.

7.4 Attribute verification mechanisms with COMPARE command

7.4.1 Purpose of attribute verification mechanism

Atttribute verification mechanisms provide for retrieving attribute statements over user gttributes
fr ificati i i i i | from the
ICC. A typical example is age verification by verifying if the age of a certain user is greater or smaller
than a given date without revealing the exact date of birth. Additionally, other attribute data, such as
name and/or gender of the user, is not revealed during the processing.

rs

7.4.2 General

The cCOMPARE command initiates a comparison of "comparison data" with non-volatile "reference
data" stored in the ICC. The comparison data is provided by the service provider either in the COMPARE
command or by an operation prior to the comparison (e.g. as “auxiliary data” as part of the EACv2
protocol). Typical examples are age verification, document validity verification, place of residence or
nationality verification. Further data elements that might be target of privacy protection are given in
Table 27.
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Table 27 — Data elements for privacy protection according to ISO/IEC 7816-6

TAG Data element

‘5F2C’ Cardholder nationality

‘5F2B’ Date of birth

‘5F2D’ Language preferences

‘5F35’ Gender

‘5F26’ Card effective date

‘SE2%’ App]i(‘ntinn effective date .
NOTE As with embedding the comparison data in the command data field of the COMPARE command, the

command [could be sent multiple times with different comparison data. This would allow for an approximatiorj of
the referefice data and violate privacy requirements. For example, the service provider could evaludte the actfial
date of birth, the reference data, by iterative verification attempts with different calendar dates,the)comparison
data. If the service provider is allowed to send the compare command only once, then such dnhattempt can |be
avoided.

To respet privacy requirements, the execution of the COMPARE command shall follow approprigte
access copditions and shall be embedded in a privacy-enhancing protocol. This'clause specifies thdse
protocols The CcOMPARE command responds with a successful or failed cemparison, which results|in
the retrigving of an attribute statement over the particular attribute, i.e;\the reference data. Table P8
gives pospible status words of the COMPARE command.

Table 28 — Return codes of COMPARE command

SW1SwW2 Meaning
‘9000’ Comparison successful
‘6482’ End of file or record
‘6300’ Comparison failed, no comparison-¢ounter set
‘63xx’ Comparison failed, 'xx' numberéf remaining comparison attempts
‘6340’ Comparison failed
‘6982’ Security condition not satisfied
‘6488’ Comparison or reference data not found

7.4.3 Data comparison with.external authentication function

7.4.3.1 |General protocebdescription

Data verification withithe cOMPARE command shall be secured by secure messaging and a mutual
authentidation between the IFD and the ICC in order to restrict the access to attribute statemerts
to authornjized IFDs only and in order to enable the IFD to proof the integrity and authenticity of the
received fespoiise, i.e. the attribute statement.

Mechanismrs—togetuser comsent forthe Tetease of attributestatements shatt-be—apptied—vtoreover,
mechanismes, i.e. processing counters, restricting the unlimited processing of COMPARE commands shall
be applied to avoid leakage of the user attributes by recursively questioning attribute statements.

EXAMPLE In the age verification example, by sending a hundred times "is the user older than ..." with a
decremented day date, an IFD may eventually get the exact date of birth.

In Step 1, an application, i.e. an ADF or DF, is selected that features the user attribute in any kind of
object. In optional Step 2, the environment for comparison is set. From Step 3 to Step 6, a key for SM and
a mutual authentication is established between the ICC and the IFD with four GENERAL AUTHENTICATE
commands. In optional Step 7, the target data is selected. Finally in Step 8, the verification with COMPARE
command with the requested attribute statement as response is processed on the ICC.
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Data comparison by means of COMPARE command provides partial attribute release, according to 6.4, as
only attribute statements are sent to the requesting party.

7.4.3.2 Protocol sequence

Figure 11 shows the protocol sequence of data comparison with External Authentication function.

ICC IFD

. o 1
1. Select application

2. Set environment

3. Exponential

4. Witness

5. Challenge

6. Response

7. Select data to compar

8. Compare data

I 1
!
)
L
)’
1

Legend: <—> APDU Interface (one)C:RP)
SM APDU Interface'(one or more SM C-RPs)

Figure 11 — Data compagison with authentication protocol

7 K.3.3 C-RP description
Tdble 29 shows the C-RP description/of data comparison with External Authentication functidn.

Table 29 — C-RP sequence of data comparison with External Authentication function

Lo

tep Command - INS P1-P2 Command data field, Le data field Response data field,
SW1-sW2
Key agfeement according to ISO/IEC 7816-4:2013, C.1.4 has been performed (Steps 3 to 6)

Optionally, comparison data have been selected (Step 7)

8 COMPARE - 33" | ‘0203’ |{OE 5C 0C 60 04 5C 02 Data field apsent
{SF 2B 53 04 199409 01) date of birth} | ¢y e (cee [rable 26)

Example age verification: comparison

whathaor thao baetbdoc o lacc +h o 10040001
WwhHetH e et taay 15 SsStiatt—= TO - OT

7.4.4 Auxiliary data comparison with EACv2 protocol

7.4.4.1 General protocol description

The comparison data shall be sent as auxiliary data as part of the EACv2 protocol. For instance, the
elD-Server may send an age threshold value as comparison data (e.g. the actual calendar date minus
18 years for verification of "older than 18") as part of the AUX data in the EACv2 protocol. The ICC
performs a "comparison data greater than date of birth" comparison and shall return acceptance or
refusal without having to reveal the actual age of the card holder.
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User control is achieved by performing the PACE protocol prior to EACv2 protocol and by setting the

appropriate access right in the CHAT objects.

Data comparison by means of COMPARE command and EACv2 together with PACE protocol provides
partial attribute release, according to 6.4, as only attribute statements are sent to the requesting entity.

7.4.4.2 Protocol sequence

Figure 12 shows the protocol sequence of auxiliary data comparison with EACv2 protocol.

ICC elD- Service

i i D 1. Service request ]

i i 2. Redirect,
3. Request attributes, send c¢v-certificate of SP request attributes
\_Yi

1 )
= — . —

Steps 4 - 23:Perform PACE and EACv2 (see Steps 4-23 in Figure 4)
Result: SM between ICC and eID-Server established, user verified, user consent,
comparison data authenticated

= = = T—
1 1

} ] )
D/ 24. Pérform auxiliary dajta verification anlﬂ get credentials |
N\

! ! i /] \25. Send attribute
| statement ]

i i 26 Service available

with eID-App. " IFD | [ Gul | Server Provider

Legend: [ APDU Interface (one or more C-RPs), H SM APDU Interface {oneé or more SM C-RPs), ¢~ Interface out of scope

Figure 12 — Auxiliary data comparison protocol with EACv2

7.4.4.3 [Data types and relying entities

For data fypes and relying entities, see Table 10, whereas in Step 24, no user attributes but attriby

statements are received from the ICC, f.e."comparison successful or failed.
7.4.4.4 |C-RP description

7.4.4.4.1| C-RP sequence

Table 30 $shows the C-RP-Sequence of auxiliary data comparison with EACv2 protocol.

Table:30'— C-RP sequence of auxiliary data comparison protocol with EACv2

Step Command - INS P1-P2 Command data field, Le field Response data field

SWA-SW2

EAC has been performed (see 7.3.3), SM established, auxiliary data have been authenticated

reference to comparison data and
to reference data} -
{'60’ - ‘00’ - empty, defined by OID}

Compare data imported during EAC with
stored data in ICC (see 7.4.4.4.2)

24 COMPARE - ‘33’ ‘00 00" |{'06’ - L - OID defining comparison and Data field absent
SW1-SW2 (see Table 28)

Apply coMPARE command in accordance to authenticated auxiliary data in EAC protocol

48 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f6f079ca0a786845bc1a66b7e1bcecad

ISO/IEC 19286:

7.4.4.4.2 Step 24 — Auxiliary data comparison

2018(E)

The comparison data have been already imported into the ICC as auxiliary data in DO‘67’ in Step 20a
of EACv2 protocol (see Figure 6 and Table 11) and have been authenticated with successful Terminal
Authentication in Step 20c. Both the comparison data and reference data are known to the ICC. The
OID transmitted in the data field of the COMPARE command is a reference to the comparison data and
reference data. The ICC shall use the corresponding data and the comparison in accordance to the OID.
If two or more comparison data of the same type, i.e. with identical OID, have been imported into the
ICC, the ICC shall use the last imported comparison data for comparison.

7.
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5 Domain-specific identifier mechanisms

.1 Purpose of domain-specific identifier mechanisms

mains or sectors. Thus, this mechanism prevents user profiling.

.p.2 Domain-specific identifier based on Restricted Identification

.p.2.1 General protocol description

stricted Identification provides a domain-specific identifier.for the ICC with the following p
within each sector, the sector-specific identifier of every ICC is unique;

across any two sectors, it is computationally infeasible to link the domain-specific identifi
token. Depending on the generation of the domains, a trusted third-party may or may not
link domain-specific identifiers between domains.

C and should be known by the ICC only-

Ferminal Authentication shall be performed to ensure, that the service provider is authent
esented terminal certificate belongs to the terminal. A Chip Authentication shall also be per

ecific identifiers are prevernted.

stricted Identification have to be embedded in the terminal's cv-certificate so an attack
ritch the sectof information to obtain the domain-specific identifier for a different domain.

e Restrieted Identification protocol fulfills partial attribute release property and domai
entifierproperty according to 6.4.

.pi2:2° Protocol sequence

main-specific identifiers provide a unique identifier within a certain domain butnot acrosq different
mains. This mechanism prevents use of one unique ICC identifier across. different applications,

foperties:

ers of any
be able to

e private key of the ICC used for Restricted Identification protocol shall be securely stored within the

c and the
ormed so

e service provider can verify:the authenticity of the ICC and attempt to alter or masquerad¢ domain-

e domain of the service provider and the hash value of the public key intended to bef used for

eI cannot

h-specific

Figure 13 shows the protocol sequence of Restricted Identification based on Diffie-Hellman.
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ICC elD- Service

with eID-App. " IFD | [ GUI | Server Provider

D 1. Serviée request ]
|
]

| 2. Redirect,
| . Lo .
3. Request attributes, send cv-certificate of SP | request attributes|
]

0 = . =i
Steps 4 - 23:Perform PACE and EACv2 (see Steps 4-23 in Figure 4)
Result: SM between ICC and eID-Server established, user verified, user consent,

} }
i
24. Set environn%lent for Restricted fIdentification protocol

NN

25. Perform pro‘tocol and get crede‘htial with domain-specific identifier

]
}
}
}
}
}
i
comparison data authenticated !
}
[}
[}
}
i
i
i
i
i

26. Send attribute

[

i i i L statement
i | } D 27.Service available

& APDU Interface (one or more C-RPs), H SM APDU Interface (one or more SM C-RPs), < Interface out of scope

Legend:
Figure 13 — Restricted Identification protocol based on Diffie-Hellman
7.5.2.3 |Data types and relying entities
For data fypes and relying entities, see Table 10, whereas in Step 25, no user attributes but attribyte
statements are received from the ICC, i.e. the domain-specific identifier.
NOTE The ICC-individual private key used to perform the protocol can be considered as "user attribute". The
computed|sector-identifier with the help of the terminal public key could be considered as the statement over the

user attril]

7.5.2.4

7.5.2.4.1

In the fir
the corre
dedicated
AUTHENT
Hellman

resulttot

ute.
C-RP description

C-RP sequence

5t step the service provider) i.e. the eID-Server, has to choose the ICC's secret key by sendi
ct reference of the privaté key in an MSE SET AT command. The service provider presents

public key together with the corresponding domain parameters by applying the GENER
[CATE command in_the second step. The ICC evaluates the common secret value of a Diff
key agreement-and returns in the response APDU the hash value of the x-coordinate of t
he IFD. Tabl€.31’shows the C-RP sequence of Restricted Identification based on Diffie-Hellmz

ng
ts

e_
he
n.

50

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f6f079ca0a786845bc1a66b7e1bcecad

ISO/IEC 19286:2018(E)

Table 31 — C-RP sequence of Restricted Identification protocol

Step

Command - INS

P1-P2 Command data field, Le field

Response data field,
SW1-SW2

EAC has been performed (see 7.3.3)

, SM established, domain parameters have been authenticated by ICC

24 MSE SET AT - ‘22’ ‘41 A4’ |{'80’ - L - OID of RI-protocol} - Data field absent
{*84’ - L - reference of private key of ICC
PrKICCRI}
Set key reference of ICC private key for
Restricted Authentication
25 |GENERAL ‘00 00’ [{*7C’ - L - dynamic authentication data {7C &L =
AUTHENTICATE -‘86’ {'AX’ - L - public key data template, £8X" - L - DS[Dicc}}
see7.5.2.4.2} perform DH key

{"'6’ - L - OID of public key} -

OID}}}

domain parameter

{public key data objects according to

Send authenticated public key including

exchange and c
domain-specifi
identifier (see 715.2.4.2)

mpute

Perform again Restricted Identification protocol according.to authenticated public keys

7.5.2.4.2 Step 25 - DH key agreement

The coding of the DO ‘AX’ is shown in Table 32.

The response data field contains the hash of the shared secret, i.e. the domain-specific

Table 32 — Coding of DO 'AX' in CAPDU

TAG in CAPDU TAG in TAG in RAPDU RI key
cv-certificate
‘A0’ 80’ ‘81 PuK.IFD.RI.1
‘A2’ ‘81’ ‘83’ PuK.IFD.RI.2

D$IDicc, HASH(x(PrK.ICC.R(- PuK.SP.RI)).

7.5.3

Domain-specific identifier based on pseudonymous signature for authentication

7.5.3.1 Generalprotocol description

dentifier,

The computation of domain-specific identifiers is an optional part of CA-PSA as described in [..6.2. The

domain*is determined by the terminal by a static public key of the terminal. The protocol|Terminal

Aythentication shall be performed before CA-PSA and the terminals access certificate shall| convey a
hgshryalue of the terminal's static public key in the certificate extension. If the terminal proyides such

public key as part of TAvZ and CA-PSA, the ICC shall compute up to two domain-specific identifiers
unique for the terminal's static public key. The computation of the domain-specific identifiers depends
on the access rights of the ICC's secret keys for computation of pseudonymous signatures.

NOTE

A security analysis of the creation of pseudonymous signatures together with the creation of domain-
specific identifiers can be found in Reference [21].

7.5.3.2 Protocol sequence

See Figure 6 together with CA-PSA description in Table 35.
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7.5.3.3 Data types and relying entities

Table 33 shows data types and relying entities of CA-PSA.

Table 33 — Data flow of domain-specific identifier based on CA-PSA protocol

Step | Sending | Receiving Data type Description
entity entity
See Table 10 for Steps 1 to 21.
22 | elD-Server IED ICC data Perform CA-PSA by applying Diffie-Hellman key agreement
SP data with exchanged ephemeral public key of ICC and elD-Server.
and verify pseudonymous signature over ephemeral public
key of ICC.

Compute domain-specific identifiers based on statie’public
key of eID-Service (on behalf of SP).

23 IFD ICC ICC data Transform APDUs into SM-APDUs.
SP data

See Table|10 for Steps 24 to 26.

7.5.3.4 |C-RP description
See C-RP description Steps 23a to 23d for CA-PSA in Table 35.

7.5.4 Domain-specific identifier based on ABC-based signatures

The ABCpbased signature computation as part of the ABC protocol given in 7.3.4 includes the
computatfion of either one or two sector-specific pseudenyms if a sector public key of the service
provider |s provided (see 7.3.4.4.3 for details).

7.6 Ps¢udonymous signature mechanisms

7.6.1 Purpose of pseudonymous signatures

Pseudonymous signature schemes basically allow the creation of signatures with individual privqte
keys whereas the verification of those signatures is done with a shared public key. Hence, pseudonymojus
signaturds provide means to verify a digital signature without revealing the identity of the signpr.
The veriffer can proof that the-signer belongs to a certain group of signers. As a unique identifier|of
the signef is not released,-this mechanism fits data minimization well. Pseudonymous signatures gre
related td anonymous signatures.

Signaturdg creation-and verification algorithms, together with assigned object identifiers, can be foupd
in ISO/IEC 20008-2,/1SO/IEC 18370-2 and References [25] and [26].

7.6.2 Chip,Authentication based on Pseudonymous Signature for Authentication (CA-PSA)

7.6.2.1 General protocol description

The CA-PSA protocol enhances the Chip Authentication version 2 (CAv2) protocol as part of EACv2 by the
creation of a pseudonymous signature by the ICC over the ICC chip authentication ephemeral public key.

The CA-PSA protocol requires the generation of an ephemeral key pair by the ICC. The created ICC
ephemeral public key for CA-PSA is signed by the ICC and sent to the elD-Server, which verifies the
pseudonymous signature by using the “group manager key” for pseudonymous signatures and hence,
validates the ICC ephemeral public key. Passive Authentication is to be performed by the eID-Server to
validate the group manager key. Hence, the CA-PSA protocol allows both

— the usage of ICC individual key pair to be used in CA, and
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— the usage of ICC-individual private key to be used for the generation of a pseudonymous signature
in PSA.

The CA-PSA protocol fulfills the unlinkability and pseudonymous signature as well as cloning protection
property according to 6.4. As the CA-PSA protocol is an alternative to CAvZ with no ICC-individual
private/public key pair, all properties of EACv2 protocol hold when used in EACv2 protocol.

As the CAv2 protocol described in 7.3.3 requires a static private key securely stored on the ICC and
to be used in the Diffie-Hellman key agreement, the elD-Server shall validate the corresponding ICC
public key by verifying the electronic signature over the ICC public key, i.e. it has to perform Passive
Al. t]ucuti\,atiuu. TU I CDPCLt }Jl iVClL)’ ill tl:l 1115 Uftl Clbll\ills Ul tl at,ius Uf t}lc }CC, t}lC Dtcltib }\Cy lJcll for CAV2

shiould not be chosen ICC-individually but should be shared by a sufficiently large number 0f I{Cs.

NOTE1 A security analysis of the creation of pseudonymous signatures together with the creation pf domain-
specific identifiers can be found in Reference [21].

NQTE 2  Inthe description of EACv2 in Reference [25], the protocol CA-PSA is also referred to as CA[Version 3.
7.6.2.2 Protocol sequence
See Figure 6.

7.6.2.3 Data types and relying entities

T4able 34 shows data types and relying entities of domainzspecific identifier based on Pseudonymous
Signature for Authentication.

Table 34 — Data flow-of CA-PSA protocol

Step | Sending | Receiving Data type Description
entity entity
S¢e Table 10 for Steps 1 to 20.
P1 | elD-Server | eID-Server |Issuer-data Perform Passive Authentication, i.e. verify issuer sighature of
ICC data group manager public key for pseudonymous signatyre
verification including verification of chain of X.509
certificates.
P2 | elD-Server IFD ICC data Perform CA-PSA by applying Diffie-Hellman key agrgement
SP data with exchanged ephemeral public keys of ICC and elI)-Server,
derive SM session keys and verify pseudonymous
signature over ephemeral public key of ICC.
3 IFD ICC ICC data Transform APDUs into SM-APDUs.
SP data

S¢e Table 10.for Steps 24 to 26.
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7.6.2.4 C-RP description

7.6.2.4.1 C-RP sequence

The C-RP sequence of Chip Authentication of the EACv2 protocol is extended by two more steps 23c
and 23d (see Steps 23a and 23b in Table 11). As CA-PSA uses ephemeral keys for Diffie-Hellman key

agreement, the command encoding of CAv2 is adapted. The C-RP description of domain-specific
identifier/based-on Dcnndnnymnnc Qign:\fnrn for Authenticationisshownin Tahle 35

Table 35 — C-RP description of CA-PSA protocol

Step Command - INS P1-P2 Command data field, Le field Responsedata field
SW1-Sw2
PACE and Terminal Authentication have been performed (see Steps 18a-d, 20a-c in Table 11)
23a |MSE SET AT - ‘22’ ‘41 A4’ |{'80’ - L - OID of CA-PSA protocol} - Data field absent
. {84’ - L - reference of private key
SM activated PrK.ICC.AUT}

Set protocol parameter and private key
object for Chip Authentication (see 7.6.24.2)

23b |GHNERAL ‘00 00’ |{'7C’ - L - dynamic authentication’data {7C' -L
AUTHENTICATE -‘86’ {*80’ - L - ephemeral publickey of SP}} {*‘81’-L-PuK.ICC.AUT|)}
SM activated Create ICC ephemeral key for"CA-PSA and Send ICC ephemeral

perform DH key agreement and derive SM public key for CA-PSA
keys (see 7.6.2.4.2)

23c |MPE SET AT - 22’ ‘41 A4’ |{'80’ - L - OID of PSAprotocol} - Data field absent
{'84’ - L - reference’ of private key
PrK,ICC.PSA.k}

Set protocel parameter and private key for
pseudanynious signature creation

23d |GHNERAL ‘0000" |{*7C’~.L - dynamic authentication data {7C-L-
AYTHENTICATE - ‘86’ {*80’ - L - SP public key for {‘82’-L-PuK.ID.Sector|l
domain-specific identifier }} (cond.) }-
{‘83’-L-PuK.ID.Sector
(cond.)} -
{'84'-L- (c||s1[|s2)}}

Pseudonymous signatufe
and conditionally
domain-specific
identifiers

(see 7.6.2.4.3)

SM activated

SM activated

—

Create signature and optionally compute
domain-specific identifier(s) (see 7.6.2.4.3)

Proceed with Steps 24a-b in Table 11

7.6.2.4.2 Step 23a and 23b — Set private key and perform DH key agreement

In Step 23a, the reference to the private key is sent in a MANAGE SECURITY ENVIRONMENT command to
set the private key to be used in CA-PSA. In contrast to CAv2 described in 7.3.3, the CA-PSA protocol
requires the ICC to generate an ephemeral key pair. Hence, the referenced private key does not hold any
key data in Step 23a. The ephemeral key data are generated in Step 23b.

7.6.2.4.3 Step 23c and 23d — Set key and create pseudonymous signature

In Step 23c, the reference to the private pseudonymous signature key together with an OID setting the
specific algorithm is sent in a MANAGE SECURITY ENVIRONMENT command to set the private key and the
specific algorithm to be used in CA-PSA. The pseudonymous signature over the generated ephemeral
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public of the ICC (see Step 23a of CA-PSA in Table 35) and optionally, the domain-specific identifiers are
computed in Step 23d in a GENERAL AUTHENTICATE command. The signature algorithm, i.e. the OID in
Step 23c, determines the specific encoding of the signature input.

If applicable, the Steps 23c/23d may be repeated with a different ICC’s private key and/or different
terminal sector public keys.

Signature creation and verification algorithms, together with assigned object identifiers and encoding
rules, can be found in ISO/IEC 20008-2, ISO/IEC 18370-2 and References [25] and [26].

7.p.3  Pseudonymous signature of Credentials (PSC)

7.6.3.1 General Protocol description

The Pseudonymous Signature of Credentials (PSC) is another variant of the pseudohymous gignature.
An eID-Server may use this variant in combination with ERA (see 7.3.5 and Figure'8 Step 43)|or EACv2
(s¢e 7.3.3 and Figure 6 Step 24) in order to get a pseudonymous signature,of on-card user attributes.
THis signature is a transferable proof of credential ownership to a third-pdrty.

The elD-Server does not send an input message, but the concatenation of user attributeq that are
refjuested by the elD-Server are used by the ICC internally as inputto the pseudonymous pignature
computation. PSC shall be available after EACv2 or ERA with dedicated access right (e.g. sed Table 21
arld Table 22 for authorization bits in cv-certificates).

7.6.3.2 Protocol sequence

Sele Figure 6 for EACv2 or Figure 8 for ERA.

7.6.3.3 Data types and relying entities

Sele Figure 6 for EACv2 or Figure 8 for ERA:
7.6.3.4 C-RP description

7.6.3.4.1 C-RP sequence

The C-RP sequence of EACV2 given in Figure 6 and the C-RP sequence of ERA given in Figure 8 is
exttended by two furthér.commands denoted 24a-b and 43b-c, respectively (see Table 36).
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Table 36 — C-RP description of PSC protocol

Step Command - INS P1-P2 Command data field, Le field Response data field,
SW1-SW2
EACv2 or ERA shall have been performed
24a |MSE SET DST - ‘22’ ‘41 B6’ [{'80" - L - OID of PSC protocol} - Data field absent
or |SM activated {ET-L-
43b {73’ - L - Sequence of file IDs

T0F = 2Zbyte Ile ID} -

{'04’ - 2byte file ID}}
{'53’ - ‘02’ - ‘00FF’ specific attribute to
include in PSC (optional)}}
{'84’ - L - reference of private key for PSC}

Set protocol parameter, set data to be signed
and set private key for PSC

24b |PHRFORM SECURITY | ‘0200’ |{'73’ - L - Discretionary data template {73’ -L-
ORERATION -‘2B {'80’ - L. - SP public key for domain-specific (82~L-PuK.ID.Sector

identifier (optional)}} (cond.) }-

or

(=

SM activated

43c Create pseudonymous signature of €reden-
Fynction in P1: . . . £ {‘83’-L-PuK.ID.Sectorfl
tials and optionally domain-specific dn -
CQMPUTE DIGITAL identifiers, see 7.6.3.4.2 for data€o be signed (cond.J}
SIGNATURE {'84’-L- (c||s1]|s2)}}

Pseudonyms signature
and conditionally
domain-specific
identifiers s1 and s2
see (7.6.3.4.2)

elD-Server may perform any othexprotocol in accordance to effective access rights

7.6.3.4.2 Step 24b or 43c — Compute Pseudonymous Signature of Credentials
The data fo be signed by the ICC in PSC shall have the following structure:

— adis¢retionary data terhaplate, DO‘73’, containing a sequence of discretionary data objects, DO‘53’,
with prder as given byrthe file IDs or data object tags in DO‘E1’ in the command date field of MANAGE
SECURITY ENVIRONMENT command in Step 24a or 43b;

— eachdiscretiohary data object, DO‘53’, contains the logical content of the corresponding data grolip
or spgcific attribute, respectively.

Signaturdg cteation and verification algorithms together with assigned object identifiers and encodipg

1 £ . Dol 401 1421 ol I e W |
rules can'‘befourd-imReferences XIZ], (1217 [22] aa (207

7.6.4 ABC-based signatures (ABC-Sig)

7.6.4.1 General protocol description

The mechanism of ABC-based signatures allows for obtaining a privacy-preserving signature over
messages, credentials, user attribute or attribute statements. It is an alternative mechanism to
Pseudonymous Signatures of Credentials (PSC). ABC-based signatures are similar to group signatures.
However, the group is dynamically defined by the attribute statement used for generating the signature.
Details about the cryptographic algorithms and a formal analysis are given in References [22] and [23].
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The ABC-Sig mechanism requires generation of an ephemeral key pair used for key agreement. This key
is signed using a pseudonymous signature scheme. Thus, the ABC-Sig mechanism allows for achieving
unlinkability for the usage of an ICC-individual key pair to be used in Chip Authentication, whereas

pr

ivate and public keys are the same as for CA-ABC.

Based on the auxiliary data structure (see 7.3.3), the ICC fills in requested attributes and evaluates
attribute statements analogous to how it would do when executing the COMPARE command for such
statement. The operation is performed only if the effective authorization for the requesting terminal
allows for doing so.

T} C datcl Dtl uutux C LUllllJ}Cth \A lt}l t}lC 1C\1ucatcd CI CdClltiC{}D Cllld Cvaluatiuu 1cau}ta fUl t}lC attrlbute
statements is used as input to the ABC-Sig mechanism.
A;r ABC-based signature shall always be preceded with CA-ABC. Because of that,.it-may| often be
suffficient to only sign with respect to the transaction-specific identifier or one ofithe sectdr-specific
identifiers revealed in the preceding CA-ABC protocol instance.
An ABC-based signature can be verified by the eID-Server or any other party,(e.g. an auditor) with the
puyblic key being common to all or a large subset of the ICCs in the system,
The ABC-based signature fulfills the unlinkability and pseudonymous signature as well ds cloning
prptection property according to 6.4.
7.6.4.2 Protocol sequence
Sele Figure 7.
7.6.4.3 Data types and relying entities
See Table 16.
7.6.4.4 C-RP description
Tdble 37 gives the C-RP description-of ABC-based signatures. It extends Table 17 by Step 24a-b.
Table 37— C-RP description of ABC-based signatures
Z4a |[MSE SET DST - ‘22’ ‘41 B6’ |{'80’ - L - OID of ABC-Sig protocol} Data field absent
SM activated
Set protocol parameter for ABC-based
signature computation, i.e. ABC-Sig-Msg or
ABC-Sig-Cred
24b |PEREORM SECURITY ‘AE AC’ |{'73’ - L - signature data {73’ -L-
OPERATION, {*80’ - L - SP public key for domain- {‘82’-L-PuK.I).Sectorl
COMPUTE DIGITAL specific identifier (optional)} or transactionfidentifier
S DN {91’ - L - current epoch (optional)} (cond.)}-
IGNATURE — {'RR' . message (npfinn:ﬂ)}} {'R?'—I —PuK II).Sector2
SM activated C . (cond.)} -
reate signature over message or (84'-L-(c||s1||s2)}}
credentials and attribute statements
according to authorization and optionally Pseudonymous
compute domain-specific identifier(s) or signature c and
transaction-specific identifier conditionally the
domain-specific
identifiers s1 and s2 or
conditionally a
transaction-specific
identifier s1
NOTE The usage of even INS code is deprecated. ISO/IEC 7816-8 specifies odd INS code (see also
Table 36).
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7.6.4.5

7.6.4.5.1

Protocol-dependent descriptions

ABC-based signatures of messages

ABC-based signatures of messages (ABC-Sign-Msg) are used for signing messages with an ABC contained

in the ICC

. ABC-based signature of messages requires that the message be provided as a data object in

the input to the corresponding PERFORM SECURITY OPERATION command. A hash of this message needs
to be provided as part of the auxiliary data as part of the preceding Terminal Authentication protocol

(see the E

ACv2 protocol description in 7.3.3 for details on this structure).

methods
revocati

A furthik:nput 1S an epoch for supporting a revocation protocol for ABCs. Additional revocatipn

7.6.4.5.2

ABC-basd
credentia

ay require the ICC to establish a secure channel with a third-party for updating relevqnt
information.

ABC-based signatures of credentials and attribute statements

d signatures of credentials and attribute statements (ABC-Sign-Cred) are used for signipg
Is comprised on the ICC or attribute statements based on attributes ofy the ICC. The fornfer

correspohds to the analogous functionality defined by EACv2 using PSC and* uses the same ddta

structurg

s for specifying the credentials. The latter uses an extension of¢these data structures apd

realizes the semantics of the COMPARE command and obtaining a signature on the result of this. Leavipg
the optiohal message field in the PERFORM SECURITY OPERATION command unspecified, an ABC-based

signature

The corrg
authentic

over credentials and attribute statements is computed by,the ICC.

bsponding data structures are provided in the auxiliary data structure communicated apd
ated through CA-ABC of ABC protocol.
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Annex A
(informative)

Use cases

A{l Electronic identity

This generic use case deals with providing and authenticating certified attribute infermatfon of the
card holder to relying entities in any offline or online interactions, while ensuring that the cqrd holder
is puthorizing and giving consent to the release of the attribute information. The,¢apdholder ghould be
ablle to select which attribute information is to be revealed in a transaction and itshould be pogsible that
ex@actly this information, and no excessive information, gets revealed. That is,the data minfimization
prfinciple should be enforced in this use case.

This is a generic use case and many other use cases are special. variants thereof. This|use case
pdrticularly captures any everyday online interactions that benefit from secure identity-related
atfribute information being provided to entities. The use case leyerages the fact that the digjtal token
comprises attributes, such as the name, address, or date of bitth, that are frequently requirgd in both
everyday offline and online interactions.

A2 Age-restricted remote or local services

Age verification, or the current lack thereof, is\pérceived by many governments as a majof issue in
the areas of online sales of age-restricted products and services, thus concerning online liqujor stores,
online wine stores, sales of fireworks, knives, or weapons online, online gambling or movips, online
adult content access, and the like. The offline variant of this use case is access to age-restrict¢d venues
such as bars or purchasing age-restricted products (e.g. alcoholic beverages or cigarettes [at offline
cigarette vending machines).

A Iplethora of regulations reldted to the access of age-restricted material online or buyirlg of age-
reftricted products is in plage, depending on the country. Such regulations can be enforded easily
offline, often based on dtiving licenses or other government-issued identity cards used as fokens to
aspociate an age predidate with a party. However, as of today, there exists a major problem of enforcing
agle restrictions onlit€and governments are struggling with putting proper enforcement prodedures in
place. As the regulations differ greatly by country, this has led to various age verification appirjoaches to
bd used in praetice of which few properly consider the protection of the privacy of the user.

Fdr most ofthe offline use cases as well as online use cases, data protection in terms of data minfimization
arld user control is crucial. Particularly, revealing the date of birth is, in general, not necesgary from
a perspective of age verification. Ideally, only a predicate over the date of birth attribufe that is
equigalent to a minimum or maximum age assertion (e.g. age greater than 18 years) and evidence for
the correctness thereof, is revealed and suffices.

A.3 Domain-specific identification (pseudonymous authentication)

Using domain-specific identifiers under which a user acts instead of a single unique identifier is
sufficient for most services. It is actually hard to consistently argue for the need of a single unique
identifier a citizen acts under towards multiple parties in the public or private sector. As mentioned
in another part of this document, certain countries prohibit the use of the same unique identifier with
multiple public sector domains or the reuse of government-issued identifiers in the private sector. In
those cases, it is mandatory to employ technologies that allow for the use of different pseudonyms.
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As a special case, this use case comprises the creation of unique pseudonyms with certain
(governmental) domains (e.g. tax services or health care). This special case helps prevent using a
unique identifier across all government domains, which may be a legally required property in certain
legislations.

A.4 Proof of place of residence

These use cases consider online or offline services that require the verification of (parts of) residence
information like online (local) government votes, surveys or polls. Ideally, the necessary address
informatiom Uu}_y TsTevealed T Suchiteractiom, Tot Tecessar ﬂ_y tirefutt=address (c.g. tiretratrsactipn
can revedl that the person is a local, lives within a certain street, quarter, city, region, province, priapy
other entjty of locality of suitable granularity, or within a GPS coordinate range).

A.5 E-¢ommerce

This use ¢ase captures a user authenticating certain attributes of their civil identity towards an onlipe
service provider (e.g. the name and address for shipping merchandise, instead afthe merchant relyipg
on unauthenticated information as is the case today).

Today’s efcommerce retail industry struggles heavily with the problem of fraudulent transactions (d.g.
in the conjtext of identity theft and resulting credit card fraud). According to a recent report, a fractipn
of 2 % off international orders in online retail stores in the UK is fraudulent, resulting in substantjal
fraud-relqted cost for the system, eventually being covered by the user. Widely adopting the practice
of authenfticating crucial attributes of an e-commerce transaction, such as name and address, can h¢lp
reduce fraud of such kind.

This use ¢ase is a special case of the Electronic Identity use case for the private sector.

A.6 E-government

This use ¢ase captures identification and authétitication in a government interaction context, requiripg
a certainfset of card holder attributes which'typically identify the holder. Examples for e-governmgnt
interactigns include, but are not limited to the following:

— pensjon services;
— social services;
— health services;
— locallservices;

— tax dpclaration:

Privacy i$ met by revealing only necessary attributes (e.g. for properly identifying the user as required
by regulaltion).

EXAMPLE The use of a unique identifier throughout all e-government interactions is often not necessary for
privacy reasons. Instead, the creation of domain-specific identifiers (pseudonyms) with different parties fulfills
privacy requirements. This depends on country regulations. Some countries require the use of domain-specific
identifiers while other mandate the use of the same unique citizen identifier in all e-government interactions.

A.7 E-banking

The use case of electronic banking captures the secure login to an electronic banking account under
the identity shared with the bank, without the need of an additional token being issued by the bank and
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by revealing only necessary attribute information for properly identifying the party as required by the
business process.

EXAMPLE If a driving license is used as identification token, do not reveal further attributes such as driving
privileges or the driver’s height as contained in Data Group 1 (DG1) in today’s International Driving Licenses (IDLs).

The use case can extend to opening a bank account using strong authentication based on government-
issued documents, thereby saving the process overhead incurred through an offline identification agent
for the initial identification.

Al8 Health data and emergency access

Hgalth data are sometimes stored on or managed by health insurance cards but may)be additionally
stpred on electronic identity cards or driving licenses for emergency access purp@ses. The use case
of| emergency access discusses the association of relevant medical and other)informatiqn with a
cifizen or driver through an electronic identity card or electronic driving licenise and thu$, making
such information available to emergency services in emergency situations. The goal of haying such
information readily accessible in emergency situations is to help save lives.inToad and other gccidents.

Health data are extremely sensitive PII and subject to additional legislation in multiple jurisdictions.
Hénce, the data is to be protected in a strong way against any unauthorized read attemgts in any
scenario. Only ambulance services, doctors, hospitals, and similar or related parties should be able
to|read the data. Due to the data being relevant in emergenty situations with the card holder being
pdssibly unable to give consent to the access, the access to/such data is done without conpsent. For
infreased data protection, an accountability mechanism:should be available enforcing that edch access
to[ such data is accountable, thus, helping prevent riisuse. Particularly, the data should, due to its
sepsitivity, be protected against being read when using the card for online interactions in tHe context
of|a compromised host device. Examples of relevantinformation to be contained on the licenge include,
but are not limited to, the following:

—| allergies against medication in order te avoid wrong connotation;
—{ allergies in general;

— medical conditions;

— medication;

—|{ relevant medical histaory;

—{ organ donatiopn;

— emergency contact person.

Al9 Proof of derived token ownership

Whef two or more groups of users want to communicate to exchange data or deliver reciprocallly digital
services without disclosing their personal identification data, they can use authentication tokens (e.g.
according to Random Hand-back Authentication (RHA) protocoll2).

In contrast to the use cases described in A.1 to A.8 that deploy protocols from Clause 7, this use case
requires the deployment of further protocols for inter-device communication, for instance, RHA.

Authentication tokens may be delivered to groups of users to delimit a circle of trust. The two
communicating entities owning such tokens and belonging to two different groups may generate
a common secret and derive a secure channel out of it for any further secure exchange. As a general
rule, a group accepts to communicate with another group only if the ICC group or subgroup identifier
is recognized and if the secrets (session keys) generated on both side match. Each user belongs to a

12) http://www.ego-project.eu/egotechnology/29-technology/137-new-challenges.
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