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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
work, In the field of information technology, ISO and TEC have established a joint technical co

echnical
that are
echnical
echnical
national
rt in the
mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-Ac€ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

o8]

ssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

—

he committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
C 38, Cloud computing and distributed platformis.

(@s)]

Alist of all parts in the ISO/IEC 19086 seties can be found on the ISO website.

h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

Hor an explanation on the meaning of ISO specific terins and expressions related to comformity

echnical

mmittee
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Introduction

This do

cument provides an overview, foundational concepts, and definitions for the cloud SLA

framework. ISO/IEC 19086 builds on the cloud computing concepts defined in ISO/IEC 17788 and

ISO/IEC

17789. This document establishes a common framework for helping organizations to

understand the purpose of all the parts of ISO/IEC 19086 and the relationships between those parts.
It also identifies other documents that have relationships with ISO/IEC 19086 and which are useful in
understanding cloud SLAs.

This do
or unde
should a
underst

In partic
— Cloy
— Cloy
— Cloy
— Cloy
This dod
— 1ISO

— ISO
defi

— 1ISO
by ¢
ared

More sp

a) pro];lotes cohesion between théparts of [ISO/IEC 19086 by explaining the concepts and terminologly

use

b) cont
parf
c) proy
ISO
Figure 1
parts of

fument can be used by any organization or individual involved in the creation, modificatio
r'standing of a cloud service level agreement which conforms to ISO/IEC 19086. The cloud St
ccount for the key characteristics of a cloud computing service and needs to facilitate a commo
hnding between cloud service providers and cloud service customers.

> = =

ular, it defines the following fundamental concepts of the cloud SLA framework:
d Service Agreement (CSA)

d Service Level Agreement (SLA)

d Service Level Objectives (SLO)

d Service Qualitative Objectives (SQO)

ument also describes the content areas and components/that consist of a list of SLOs and SQOs.
[EC 19086-2 provides the metrics model to be used forycreating metrics used in SLOs and SQOs.

[EC 19086-3 provides the core conformance requirements derived from the SLOs and SQO
hed in this document.

%)

IEC 19086-4 builds upon the foundational.concepts and definitions described by this documerit
escribing specific components and theCeonformance requirements for SLOs and SQOs in thle
of Security and Privacy.

bcifically, this document

across all parts,

ributes to the understanding of ISO/IEC 19086 by clarifying the relationships between all thie
s, and

l=ni

Fides an overview of other International Standards which can be used in combination wit|
IEC 19086}

| represents an overview of the content of ISO/IEC 19086 and the relationships between the
[SO/IEC 19086 and other key International Standards relating to cloud computing.

Vi
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17788
Cloud Overview
and Vocabulary

17789
Cloud Reference
Architecture

19086-2
Metrics Model

QO ]

Figure 1 — Relationship of parts of ISO/IEC 19086 éother cloud computing standgrds

19086-1
Cloud SLAs
Overview

19086-4
Security
and Privacy

19086-3
Requirements

S

N\
his document addresses the contents of a cloud Sm in two main groupings: SLA Components,
ddressed in Clause 9, and SLA Content Areas, adgé@sed in Clause 10, as shown in Figure 2.

Covered
Services

=N

Cloud SLA
Definitions

Roles &
Responsibilities

Service
Monitoring

Information
Security

Cloud Service Termination Service
. Governance
Support of Service Changes

Clause 10: SLA ContentAreas

Arracecilhility
Muee oo Ly

Service Attestations Data .
e I Pll Protection
Reliability Certifications Management /

Figure 2 — SLA components and SLA content areas
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Information technology — Cloud computing — Service
level agreement (SLA) framework —

Part 1:

Qverview and concepts
r A

1 Scope

—

his document seeks to establish a set of common cloud SLA building blocks-(concepts
definitions, contexts) that can be used to create cloud Service Level Agreements\(SLAs).

This document specifies

a) an overview of cloud SLAs,

h) identification of the relationship between the cloud service agreément and the cloud SLA,
d concepts that can be used to build cloud SLAs, and

) terms commonly used in cloud SLAs.

d
This document is for the benefit and use of both cloud service providers and cloud service cu
The aim is to avoid confusion and facilitate a commen understanding between cloud service p
nd cloud service customers. Cloud service agreements and their associated cloud SLAs vary
oud service providers, and in some cases_different cloud service customers can negotiate
ntract terms with the same cloud service provider for the same cloud service. This docum
tp assist cloud service customers when’they compare cloud services from different cloud
roviders.

, terms,

stomers.
roviders
between
Hifferent
bnt aims

service

his document does not provide a-standard structure that can be used for a cloud SLA or a standard set

f cloud service level objectivies (SLOs) and cloud service qualitative objectives (SQOs) that w
tp all cloud services or all cloud service providers. This approach provides flexibility for cloud
roviders in tailoring théip cloud SLAs to the particular characteristics of the offered cloud ser

his document doessnot supersede any legal requirement.

Normative references

he following documents are referred to in the text in such a way that some or all of thein
nstitutes requirements of this document. For dated references, only the edition cited app

ill apply
service
vices.

content
lies. For

ndated references, the latest edition of the referenced document (including any amendments)

applies.

ISO/IEC 17788:2014, Information technology — Cloud computing — Overview and vocabulary

ISO/IEC 17789,Information technology — Cloud computing — Reference architecture

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17788
following apply.

and the

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2016 - All rights reserved
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— ISO
3.1

Online browsing platform: available at http://www.iso.org/obp

accessibility
usability of a product, service, environment or facility by people within the widest range of capabilities

Note 1 to entry: The concept of accessibility addresses the full range of user capabilities and is not limited to
users who are formally recognized as having disability.

Note 2 to entry: The usability-oriented concept of accessibility aims to achieve levels of effectiveness, efficiency

and satis
the full r

Note 3 td
of “acces
be reach

[SOURC]

3.2

busines
capabili
levels fo

[SOURCH

3.3

cloud s¢
docume
the cove

Note 1 to

3.4
cloud s¢
cloud SI
part of {
service

3.5
cloud s¢
SLO

commitI‘lent a cloud serviceprovider makes for a specific, quantitative characteristic of a cloud servicg,

where t
Note 1 to

3.6
cloud s¢

facttomrthatareashighaspossibtecomnsiderimgthespecifredcontextof use;white payimgattentiont
hnge of capabilities within the user population.

entry: It is important in the context of ISO/IEC 19086 to distinguish between the specialized‘meanin
Eibility” as defined here and the term “accessible” which is used with its dictionary meaning ef “able t
bd or entered.”

© 09

E: 1SO 9241-171:2008, 3.2]

s continuity
y of the organization to continue delivery of products or services._at acceptable predefined
lowing disruptive incident

£ ISO/IEC 22301:2012, 3.3]
rvice agreement

hted agreement between the cloud service providerand cloud service customer that govern|
red service(s)

[72)

entry: A cloud service agreement can consist of,gnie or more parts recorded in one or more documentsg.

rvice level agreement

LA

he cloud service agreement (3.8) that includes cloud service level objectives (3.5) and clou
ualitative objectives (3.6) fox the covered cloud service(s)

[om

rvice level objective

e value follows the interval scale (3.9) or ratio scale (3.17)

entry: An-SlO commitment may be expressed as a range.

rvice qualitative objective

SQO

commitment a cloud service provider makes for a specific, qualitative characteristic of a cloud service,
where the value follows the nominal scale (3.11) or ordinal scale (3.12)

Note 1 to entry: A cloud service qualitative objective may be expressed as an enumerated list.

Note 2 to entry: Qualitative characteristics typically require human interpretation.

Note 3 to entry: The ordinal scale allows for existence/non-existence.

© ISO/IEC 2016 - All rights reserved
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3.7
disaster recovery

016(E)

ability of the ICT elements of an organization to support its critical business functions to an acceptable

level within a predetermined period of time following a disaster
[SOURCE: ISO/IEC 27031:2011, 3.7]

3.8
failure notification policy

policy specifying the processes by which the cloud service customer and cloud service partner can

otify the cloud service provider of a service outage and by which the cloud service providerc3
the cloud service customer and cloud service partner that a service outage has occurred.

ote 1 to entry: The policy may also include the process for providing updates on service outages, wha

n notify

receives

otifications and updates, the maximum time between the detection of a service outage @nd the issupnce of a

otice of service outage, the maximum time interval between service outage updates.-and how servig
pdates are described.

9
ipterval scale
ntinuous scale or discrete scale with equal sized scale values and afi arbitrary zero

[FOURCE: ISO 3534-2:2006, 1.1.8]

.10
etric

e outage

standard of measurement that defines the conditions @nd the rules for performing the measpirement

nd for understanding the results of a measurement

Note 1 to entry: A metric implements a particular abstract metric concept.

measured, at a given time(s) for a specific goal.

[§%]

A1
ominal scale
cale with unordered labelled categories or ordered by convention

wn =

SOURCE: ISO 3534-2:2006;1:1.6]

rdinal scale

[
312
d
sicale with ordered-labelled categories

SOURCE: ISO\3534-2:2006, 1.1.7]

[
3.13

personally identifiable information
H

Note 2 to entry: A metric is to be applied in practice within a given context that requires specific propertfies to be

lates, or

Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that

natural person.

[SOURCE: ISO/IEC 29100:2011, 2.9]

© ISO/IEC 2016 - All rights reserved
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3.14

PII controller
privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (PII) other than natural persons who use data for personal purposes

[SOURCE: ISO/IEC 29100:2011, 2.10]

3.15

PII principal

natural person to whom the personally identifiable information (PII) relates
[SOURCE: ISO/IEC 29100:2011, 2.11]

3.16

PII prodessor

privacy |stakeholder that processes personally identifiable information (PII) on behalf of and ip
accordance with the instructions of a PII controller

[SOURCE: ISO/IEC 29100:2011, 2.12]

3.17

ratio scple

continugus scale with equal sized scale values and an absolute or naturdl zero point

[SOURC

3.18

remedy
compen
meetas

Note 1 td
Shorter (

3.19

resilienice
ability gFa cloud service to recover operational condition quickly after a fault occurs

4 Syn
BLOB
CSA

CSC
CSp

£: 1SO 3534-2:2006, 1.1.9]

sation available to the cloud service customer in_the event the cloud service provider fails tp
pecified cloud service level objective (3.5)

entry: This definition of the term in English isbased on the “legal reparation” meaning defined in Thle
xford English Dictionary.

nbols and abbreviated terms

Binary Large Object
Cloud Seryice’Agreement
CloudSeérvice Customer

Gloud Service Provider

ICT
[PR
IT
PII
RPO

RTO

mformation and Communications Technoiogy
Intellectual Property Rights

Information Technology

Personally Identifiable Information

Recovery Point Objective

Recovery Time Objective

© ISO/IEC 2016 - All rights reserved
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SLA
SLO
SQO
VM

1921

ISO/IEC 19086-1:2

Service Level Agreement
Cloud Service Level Objective
Cloud Service Qualitative Objective

Virtual Machine

Overview of SLAs for cloud services

A
dou
The
I

cloud service level agreement (cloud SLA) is a part of the cloud service agreement that

50/IEC 17788:2014, 6.2 that include the following.

d service level objectives and cloud service qualitative objectives for the covered cloud sg
cloud SLA should account for the key characteristics of cloud computinghas desc

On-demand self-service — A CSC may gain access to cloud services without human int

016(E)

includes
rvice(s).
Fibed in

eraction

with the CSP. The cloud service agreement (CSA) (see Clause 6) and the associated cloud SLA may be

presented and agreed through software tools and financial arrangemients that are automa

Resource pooling — The public cloud deployment models allow sharing resources acro
CSCs that do not have a relationship. The private cloud models allew users to share resourcq
the same organization. The hybrid cloud models allow users-to share some resources w

Fed.

SS many
s within
thin the

same organization and some resources across many CSCsthat do not necessarily have a relationship

with one another. The community cloud deploymentinodels allow sharing resources acr
that have some relationship.

Multi-tenancy — Cloud environments are enabled through the use of large-scale virtu
of servers, storage and networks. Overall system usage is typically spread over many CSC

bss CSCs

hlization
s. Multi-

tenancy allows sharing of resources in su¢h a way that multiple tenants and their computations

and data are isolated from and inaccessible to one another. Cloud environments typically
persistent relationship between particular physical resources and their use by CSCs. The
assigned virtual resources, and logging of usage is done at this level of abstraction.

Rapid elasticity and scalability’ — A characteristic of cloud computing where physical o
resources can be rapidly and-elastically adjusted, in some cases automatically, to quickly
or decrease resources.

Tradeoff between ¢ost and control — Large-scale, standardized cloud services may be j
on a low unit cost] utility basis, in conjunction with standardized contracts and cloud SLAs
requires more-¢ontrol and customization of cloud services than is available from a standa
service modél then this may be provided at an additional cost and with a specific cloud SL

Measured service — A feature where the metered delivery of cloud services is such thatu
be ménjtored, controlled, reported and billed. This is an important feature needed to optif
validate the delivered cloud service. The focus of this key characteristic is that the CSC may
forthe resources that they use.

have no
CSCs are

I virtual
ncrease

rovided
Ifa CSC
d utility
A.

sage can
nize and

only pay

and are typically accessed through standard mechanisms that promote use by heterogeneo
platforms (for example, access through mobile phones, laptops and workstations).

network
us client

Details of cloud SLAs, SLOs and SQOs can vary for different cloud service categories, cloud capabilities
types and different cloud deployment models (see ISO/IEC 17788). Cloud SLAs in this document
are intended to be useful for CSCs and CSPs across the variety of cloud service categories and cloud
deployment models. As the definitions of SLOs and SQOs are intended to be technology and business
model neutral, so not all of these SLOs or SQOs will apply to every cloud service, and those that do
apply may be structured and applied in different ways to specific cloud services. For example, service
availability can be measured in different ways, some of which depend on the specific cloud service: a

© ISO/IEC 2016 - All rights reserved
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computational cloud service is different from an email cloud service, and service availability for each
will be computed differently.

6 Relationship between the cloud service agreement and cloud SLAs

Cloud services, particularly public cloud services, generally involve an agreement between the CSC and
the CSP concerning the acquisition and use of the cloud services. For the purposes of this document,
the legal agreement is referred to as the “Cloud Service Agreement” or CSA. The CSA has a number of
synonyms such as “Master Service Agreement,” “Customer Agreement,” “Terms of Service,” or simply
“Agreenjent.”

» o«

A CSA cpmprises one or more parts recorded in one or more documents. Contents of each part cap
appear in more than one document. There is no normative relationship between parts and decuments,
i.e. a paft does not have to be in a single document, and a document does not have to contain a whole
part. There is neither a standard naming convention for the parts or documents of a CSA;-ior a standarfd
structuie for the documents or parts.

Examplg¢s of common parts of CSAs include the following.
— Cloyd Service Level Agreement (cloud SLA)

The| cloud SLA ordinarily contains a collection of SLOs and SQOs+relating to the cloud servicg,
covéring aspects of the service. This might include availability,/reliability, performance, security,
datq protection, compliance and data handling.

— Acce¢ptable Use Policy

The|acceptable use policy usually defines boundariesifor the CSC’s use of the cloud service. Thi
might include restrictions that prevent the CSC from installing malware on the cloud service g
limI the kind of data that can be stored.

= Wn

— Sectirity Policy

[72)

The|security policy typically describesaesponsibilities that apply to the CSC and to the CSP, SLO
and|SQOs which the CSP applies tosthe cloud service in security terms and potentially indicatg
whirh security certifications or standards are met by the cloud service.

[72)

— Dat4 Protection Policy

The|data protection policy, typically deals with the handling of personal data or sensitive data bly
the [cloud service, incliding SQOs for specific data protection measures and privacy certification
or sfandards that apply to the service.

v

— Busjness Contintity Policy

The|business ¢ontinuity policy typically deals with the resilience aspects of the cloud service and
canfinclude-measures that are implemented by the CSP to avoid data loss and to deal with outages,
suclll as\backups and redundant components.

— Upgrade Policy

The upgrade policy usually covers changes to the features and functions for the covered services
and related management interface changes. Periodic updates are also usually covered by the
upgrade policy.

— Termination Policy

The Termination Policy usually deals with the issues that arise when a CSC terminates their
use of one or more cloud services. The termination policy might include SQOs for areas such as
notifications, data reversibility and data deletion.

6 © ISO/IEC 2016 - All rights reserved
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The content of each of the parts and the number of parts in the CSA can vary between different cloud
services — any particular item, including the SLOs and SQOs described in this document, can appear
in different parts for different services. As an example, security SLOs and SQOs might be described in
the Security Policy or they might appear in the cloud SLA. However, it is important for the CSC to know
the complete set of documents that govern the cloud service, and the CSA is expected to reference all
applicable documents.

7 Cloud SLA management best practices

.1 General

loud SLA management covers the issues related to cloud SLA design, evaluation, negotiation and
cceptance, implementation and execution and changes to the cloud SLA. CSCs should.ensure that cloud
LAs and other governing documents align with their business cases and overall Strategy. CS(s should

he aware that there could be several documents that govern a cloud service:;ySee Clause 6 for more
details.

1.2 Design

A cloud SLA applies to the covered services identified within thé\cloud SLA. A single cloud $LA may

e CSP, both parties should undertake the steps outlined in-Z2 together. A CSP should design the cloud

]Eply to multiple CSCs or to a single CSC. In cases where the cloud\SLA is designed jointly by the|CSC and
t
LAs to meet the needs of their CSCs and to align with thecapabilities of the covered services.

—]

he cloud SLA design process should account for the‘\appropriate roles. ISO/IEC 17789 can |[be used
s a reference for determining the appropriate keyroles. Key roles for the cloud SLA design|process
iscussed in ISO/IEC 17789 include

Q.

—+ cloud service customer, party which is _ih a business relationship for the purpose of using cloud
services,

—+ cloud service provider, party which makes cloud services available, and

-+ cloud service partner, party which is engaged in support of, or auxiliary to, activities of efther the
CSP or the CSC, or both.

IBO/IEC 17789 contains concepts that can be used in the construction of a cloud SLA. The ¢hoice of
doncepts to be included i a cloud SLA depends on the cloud service and on the business context. The
drocess to change the-cloud SLA and notify CSCs of changes should be within the cloud SLA jor other
governing document.
T
e

he design phase should also consider the mechanisms that the CSC and the CSP can use to [monitor
ach servieecharacteristic and report failures to meet SLO and SQO commitments.

~1

.3 £ Evaluation and acceptance

CSCscam use this document as a Teference witen evatuating ctoud SEAsS€S€scam review all of the
concepts and determine which are critical to their business objectives. CSCs can then consider the CSP’s
cloud SLAs (and remedies) in evaluating whether the CSP’s services meet the CSC’s business objectives.

CSCs can review cloud SLAs in the context of their organization’s business policies and other
requirements, and can identify which SLOs, SQOs and service features are important for each of their
use cases. Standards such as the ISO/IEC 20000 series and the ISO/IEC 27000 series may be referenced
in cloud SLAs or other documentation. In some cases, CSPs certify their conformance with specific
industry standards. CSCs can determine what standards are important to their business objectives or
are desirable for their organization’s governance and determine whether a cloud service is certified to
conform with that standard, or if it is referenced in the cloud SLA or other documentation. CSCs can
determine how they monitor cloud service characteristics and report failures to meet SLO and SQO
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commitments by familiarizing themselves with a CSP’s failure notification policy, if available. Methods
for monitoring and reporting include management systems, connected devices apps, web portals, email,
text messages, telephone and posts to social media sites.

Acceptance of a cloud SLA may occur by clicking a check box on a web page, by registering for the cloud
service, or by a formal signing of the agreement by both parties. Each party should ensure they are
ready to undertake the implementation and execution of the cloud SLA, independent of the means
of acceptance. In the case of an agreement with unique terms, both parties should ensure they are
prepared to support implementation and execution of those terms.

7.4 Implementation and execution

Implem¢nting a cloud SLA involves setting up processes for monitoring and managing cloud servige
charactgristics, reporting any failures to meet SLOs and SQOs and claiming any remedies."In somle
cases, the CSP may need to collaborate with the CSC when implementing the cloud SLA-ESCs should
also include the cloud SLA in their internal governance. The choice of concepts to be dntcluded in cloud
SLA monitoring and auditing processes depends on the cloud service and the business.context.

Executiqn of the cloud SLA involves the provision and operation of the cloud seryvice by the CSP, includiEE
the manpgement and monitoring of service levels. If a CSC believes an SLO oSQO has not been met, t
CSC may follow the failure notification policy.

7.5 Changes to the cloud SLA

Change {s an inevitable part of any ICT system, and cloud SLAs aré no exception, whether due capabilit
change ¢r evolution of CSC requirements. The CSP can includésa process to make changes to the clou
SLA and provide notifications to CSCs. The CSP can also include mechanisms that allow the CSCs t
request changes to the cloud SLA.

[P S

[=}

D

The CSCp can evaluate the cloud SLA change and notification processes in the evaluation and acceptand
phase. (SCs can also determine whether the current SLAs or proposed SLA meet their busines
objectivps and if not, request changes to the SL:A;

v

8 The role of cloud service level-objectives, cloud service qualitative objectives,
metrids, remedies and exceptions in the cloud SLA

8.1 General

=

It is essg¢ntial to be able to monitor the cloud service to ensure that the SLOs and SQOs in the cloud SL
are beinjg met. It is important to have remedies described within the cloud SLA or a related documer
in the eyent that an ébjective is not met. Finally, there might be events or incidents that are declared 4
exceptidns. In these(cases, even though an SLO or SQO is not met, the related remedy is not triggered.

[

8 ying
an essential aspect of the cloud SLA. The metrics are used to set the boundaries and margins of error
the CSP abides by and their limitations. These metrics may be used at runtime for service monitoring or
remediation.

Cloud service metrics address the following needs (list non-exhaustive).
— Determine if SLOs are met.
— Categorize service capabilities.

— Define a purpose for measures and measurements.
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— Deliver a consistent representation of measure and measurement information.
— Link properties, measurements and metrics.

— Enable comparison of monitoring between services.

— Determine cloud service effectiveness for business objectives.

Cloud service metrics need to be used in the context of the cloud SLA and a given cloud service. Metrics

a astres; a e 5 vat v 0 a1 a vyre g 10 tras;a W d measure
and measurement rules. The metrics can be used to determine whether a measurement\off a cloud
rvice property at a specific point is within stated boundaries of the property. Using a standajrd set of
etrics in the cloud SLA makes it easier and faster to define cloud SLAs and SLOs, and‘to’compare one

)

ithout proper metrics, it is difficult or impossible to enforce a cloud SLA.
.3 SLOs and SQOs

.3.1 Service levels

Jervice levels are measurement results for specific attributesCof the cloud service and may change
hile the service is operating. Service levels are expressed using metrics that may be based on a single
easure or may be calculated using several different meaSures.

Jervice levels are reported against one or more SLOs.(which ordinarily are fixed during seryice use)
and they are often described in the context of the sexvice covered. For example, a “service avallability”
service level for compute services might be reported against an SLO of “uptime” where uptine would
He described in the context of compute as instances being accessible and usable upon demand by an
duthorized entity, while a “service availability” SLO for storage services might be reported against an
JLO of “uptime” described in the context, of requests for the stored object returning errors.|Specific
JLOs, and remedies, are context driven and are clearly defined in the cloud SLA.

(an)

loud SLOs and cloud SLA content ¢can vary for different cloud deployment models and differgnt cloud
ervice categories.

(%)

8.3.2 Cloud service levelobjectives

L.Os are commitments’a CSP makes for specific, quantitative characteristics of a cloud service. Each
service level ordinarily has a target commitment that the CSP agrees to meet, typically either|a single
oundary valugora range of values. For example, for a “service availability” service level, the SILO might
e “uptime” and-the target might be expressed as a percentage (of uptime to total time) which i$ a lower
ound forthe service level, or the SLO might be “downtime” and the target might be a percentdge or an
mounteftime over a time interval which is an upper bound for the service level.

he CSP may offer a range of SLOs and associated remedies.

8.3.3 Cloud service qualitative objectives

SQOs are commitments a CSP makes for specific, qualitative characteristics of a cloud service, where the
value follows the nominal or ordinal scale. The ordinal scale allows for cases where the characteristic
either exists or does not exist (e.g. “true or false”).

SQO observations require human interpretation and cannot be manipulated algebraically. For example,
“security certification” could be an SQO and a related assurance could be “CSP will maintain a current
certification for ISO/IEC 27001.” Verification of such an assurance could be the availability of a scanned
copy of the certificate. Verification of the performance on an assurance related to an SQO may take
many forms including the process of legal discovery.
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8.4 Remedies and claims

8.4.1 Remedies
Remedies may be provided by the CSP to the CSC in the event the cloud service fails to meet the SLOs

or SQOs defined in the cloud SLA. Remedies for failure to achieve SLOs or SQOs stated in the cloud SLA
may take different forms such as refunds on charges, free services, or other forms of compensation.

8.4.2 Claims process

The claims process describes the process for a CSC to claim a remedy if a SLO or SQO is not met. It maly
be up tq the CSC to determine when the cloud service has failed to meet its SLOs or SQOs and, ‘répof
claims tp the CSP, while in other cases the CSP will monitor the service levels and automatically.iitiaf]
claims. [ff the CSP provides monitoring, the cloud SLA claims (or lack of claim) may requireverification|.

D

8.5 Exceptions

not applly. These may vary between agreements and be subject to the laws of.a particular jurisdiction.
Examplgs of exceptions include scheduled outages, natural disasters and other factors beyond t
control ¢f the CSP.

Exceptigns describe the circumstances under which the SLOs, SQOs and their dssociated remedies (:'E

9 C(loud SLA components

9.1 General

The cloyd SLA components described in Clauses 9 and-10 define concepts commonly used in clou
SLAs. It |s important for both the CSC and CSP to have'a shared understanding of these concepts. Also,
is imporjtant to recognize that these concepts and-their associated terms and metrics are dependent o
the context established by the cloud service which they cover. Listed SLOs and their associated metrig
and listgd SQOs in each cloud SLA componentiin Clause 9 and Clause 10 are not meant to be prescriptivj
or be an|exhaustive list for CSPs to use in-their cloud SLAs.

D »nn B ~+ =

For eacl] component, a description, its relevance and associated SLOs and SQOs are included. Some qgf
the SLO$ and SQOs are written as statements describing what would be included in the cloud SLA while
other SIOs and SQOs are written describing the associated concepts.

As mentiioned in Clause 6, the-eloud SLA components described below may be present across more thah
one docfiment that a CSAcomprises.

9.2 Cogvered seryices component

9.2.1 escription

The covered services component identifies the cloud services that are covered by the cloud SLA. All
other portions of the cloud SLA apply to the services identified in the covered services component.

For example, a cloud SLA may state

“This Service Level Agreement applies to the following service(s) offered by XYZ Inc.:
— XYZ Online Mail

— XYZ BLOB Storage”

If a single cloud SLA covers multiple services, it could be necessary to provide SLOs and SQOs separately
for each covered service.
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9.2.2 Relevance

A CSP may offer any number of cloud services covered by one or more cloud SLAs. For a given cloud SLA,
it is important for the CSC to know exactly which cloud services are covered.

9.3 C(Cloud SLA definitions component

9.3.1 Description

T
t

—

- —

eVlow

(e

<

g

A

A

B
1

(@)

4

b the understanding of the agreement. The definitions component is expected to use definitig
hdustry standards when possible.

.3.2 Relevance

[ is important for CSCs to understand the definitions of terms important to the cloud SLA a
brms that have definitions unique to the SLA.

.4 Service monitoring component

4.1 Description

he service monitoring component lists the parameters, for)the covered services, that are m
y the CSP and the data provided to the CSC. These parameters may include those describe
ocument and other parameters.

4.2 Relevance

SPs may provide reporting capabilities or“may provide monitoring tools for CSCs to moy
erformance of the service. Reporting capabilities and monitoring tools may enable CSCs to dd
Uhether an SLO is being met or not.

4.3 Cloud service qualitative objectives

Monitoring Parameters

list of parameters for the covered services that the CSP monitors and the data is provided to

Monitoring Mechanisms

list of mechanisms available to the CSC, such as logs, that includes a description of the m
arametersyand a description of any terms and conditions governing the availability
hechanisins:

.5>" “Roles and responsibilities component

e definitions component iMcludes terms that are unique to the CSPor that are partlcularly important

ns from

b well as

bnitored
d in this

itor the
termine

the CSC.

bnitored
bf these

9.5.1 Description

The roles and responsibilities component provides a description of roles and responsibilities for both
the CSP and the CSC. Cloud computing involves a number of roles, both on the CSC side and also on
the CSP side. Many of these roles are described in ISO/IEC 17789. A clear description of the roles that
have relevance to a particular cloud service and the responsibilities of those roles is important for the

S

uccessful use and operation of the cloud service.
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9.5.2

Relevance

A clear description of the division of roles and responsibilities between the CSC and the CSP can help
avoid confusion.

10 Clo

ud SLA content areas and their components

10.1 General

The cloud SLA content areas described below are areas in which a CSP could offer a cloud SLA. A cloud Sk
hrea is described by one or more SLA components. Cloud SLA content and their associatedSEO$

content
SQOs an

10.2 A¢cessibility content area

10.2.1

10.2.1.1 Description

The acc

the covdred services.

10.2.1.2 Relevance

Around

Commupications Technology (ICT). Assistive technologies-such as magnifiers, screen readers, braille

readers
ICT, incl

There a
includin|

— W3
— ISO
— ISO

Additior
508 of {

requiremnents for publicprocurement of ICT products and services in Europe.

10.2.1.3

Accessi

 metrics are dependent on the context established by the particular cloud services being used.

Accessibility component

pssibility (3.1) component describes the assistive technologies €the CSP implements as part d

the world, millions of people have disabilities that impede their ability to use Information an

and alternative input devices are available on, client computing platforms to make the use ¢
1ding cloud services, easier for people with disabilities.

‘e standards available that can be usedto provide cloud services to persons with disabilitie
g

[ Web Content Accessibility Guidelines (WCAG) 2.0, also published as ISO/IEC 40500:2012,
[EC TR 29138 (all parts) —=%Accessibility considerations for people with disabilities, and
IEC Guide 71 — Guide fer'addressing accessibility in standards.

ally, governments_have policies and requirements related to accessible ICT such as Sectio
he Rehabilitatier/Act of 1973 in the United States of America and EN 301 549 Accessibilit]

Cloud'service qualitative objectives

bility Standards

Py

=)

d

f

—

A statement listing accessibility related standards the CSP supports in the covered services.

Accessibility Policies

A statement listing policies and regulations for accessible ICT the CSP supports in the covered services.

12
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10.3 Availability content area
10.3.1 Availability component

10.3.1.1 Description

Availability is the property of being accessible!) and usable upon demand by an authorized entity
(ISO/IEC 17788). The availability component specifies the method for determining that the covered
services are accessible and usable.

10.3.1.2 Relevance

oY

vailability provides CSCs with a high-level indicator that the covered services ate ‘respopding to
equests and fulfilling the functions in the service description at a point in time.

—

eriods when the cloud service is not available are commonly known as “déwntime”. There may be
ases, such as “scheduled downtime” where the cloud service is not available for reasons other than
hilures. Periods where the cloud service is not available, but not counted’as downtime, ard termed
hllowable downtime.”

Dol

oy

vailability is often expressed as the total time in a defined interyalless the downtime during that time
hterval.

—

10.3.1.3 Cloud service level objectives

=

ivailability
The amount or percentage of time in a given perigd'that the cloud service is accessible and usalble.

vailability may be calculated as the total time over a set of defined intervals less the total dgwntime
uring each interval, and may exclude allowable downtime.

[@PillarS

Hor additional details, see ISO/IEC 19086-2.

10.4 Cloud service performance content area

=

0.4.1 General

loud service performance includes individual components that can be used in a cloud SLA to|express
he performancecofi\d cloud service. Note that definition of performance can vary depending on the
loud service, the"CSP and (potentially) the CSC. The components listed here are not meant to be a
rescriptive list:

= o o O

10.4.2 “Cloud service response time component

0.4.2.1 Description

There are several properties related to the responsiveness of the cloud service that can be included in
the cloud SLA.

Response time is the time between a stimulus to the cloud service and the response of the service to the
stimulus.

1) In the context of availability, accessible means that the cloud service can be successfully accessed via its
interfaces.
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10.4.2.2 Relevance

A stimul

us may be initiated by a variety of sources such as CSCs, partners, CSPs and programmatic events.

Response times can vary between different cloud services even when the client system, workloads,
and transaction mix are identical. When comparing response times, consider whether (a) the same
metric definitions are used and (b) other variables can be held equal (e.g. network latency, network

through
For addi

put, transmission delay, forwarding latency) in making those comparisons.

tional details, see ISO/IEC 19086-2.

10.4.2.3
Cloud S

The ma3
respons

Cloud S
Statistid

The spe
service.

Cloud S

Statistig
cloud se

Variance
measurs

This SL(
variatio

The vai]
perform|
for a spd

10.4.3

10.4.3.1

This suh
the clou
(such as

Cloud service level objectives
brvice Maximum Response Time Observation

imum time between a defined stimulus or input to the cloud service and a defined point in thie

h

brvice Response Time Mean
al mean over a set of cloud service response time observations.

Fification of the method of calculating the mean is defined for metrics associated with the cloud

ervice Response Time Variance

al variance describes how far from the mean response times are likely to be within a set af
[vice response time observations.

b is often described in terms of the standard deviation from the mean value of a set of
ments.

can be used to indicate the stability ef-Pesponse time over a time span — it shows how much
h or statistical dispersion exists fromithe average response time.

=3

iance of response time is alse-important when the user wants to measure the syster
ance under variable load levels and when the user wants to measure the system’s performanc
cial event.

D

Cloud service capacity component

Description

-

clause expldins service properties related to the capacity of the service that can be included i
] SLA. These properties related to capacity include not only the capacity of the cloud resource
storage'space, processing power) but the capacity of the network used to access the resourceg.

[72)

10.4.3.

Relevance

As the capacity of a cloud system may change, it is important to understand what capacity exists and
how it is usable by the CSC. In traditional asset-based systems, the capacity is fixed, while in a cloud

system,

the capacity is dynamic and needs to be tracked to ensure the system is meeting the CSC

requirements. Charging for the cloud service may also be based on capacity and/or capacity limits.

10.4.3.3 Cloud service level objectives

Limit of Simultaneous Cloud Service Connections

Maximu

14

m number of simultaneous connections supported by the cloud service.
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Limit of Available Cloud Service Resources
Maximum capacity of available resources, i.e. disk space, CPU power, memory size, page view, etc.
Cloud Service Throughput

The number of inputs or the amount of sets of inter-dependent inputs (i.e. a transaction) that can be
processed in every unit of time by the cloud service. It is normally measured as web requests per
second, page elements per second and transactions per second.

Cluud SCI V;LC Baudvv ;dth
The amount of data that can be transferred over a period of time.

10.4.4 Elasticity component

(=Y

0.4.4.1 Description

he elasticity component describes the ability of a cloud service to dynamically adjust the amnount of
esources that are allocated to an instance of the service. The adjustment’is performed on the basis of
he current workload of the cloud service instance, i.e. increased workload results in the allo¢ation of
hore resources, while decreased workload is answered by the de-allocation of resources.

oo T o il |

Hence, elasticity depends on the availability of a proceduré to monitor variations in the workload
and react to this by the allocation of more resources orthe de-allocation of resources that are no
lpnger needed. The procedure can either be manual or automatic. In the manual case, it is the CSC’s
responsibility to assess the amount of resources needed according to the changing worklgad. The
dutomatic case is executed without direct interaction from the CSC or the CSP. In the automgtic case,
he procedure can be reactive, i.e. based on menitoring of actual changes the current workload, or
roactive, i.e. using some algorithm to predict.the future load situation, or a combination of both.

lasticity is related to one or more resource types. For instance, a virtual machine combjines the
bllowing resources: number of processars of a given specification, size of memory, number of hetwork
hterfaces, size of hard drive, etc. Resources for a Web-based application service can be the number of
arallel user sessions and/or the smuinber of parallel transactions.

s @ Hilleviiiios vl -

10.4.4.2 Relevance

wul

lasticity is one of the.main characteristics of cloud services. CSCs do not have to allocate a sufficient
mount of resources-for'the cloud service during service configuration, but can rely on the ability of the
oud system to scale’up resources over time as needed and scale down resources that are njo longer
eeded. The CSC'may add and reduce resources manually, or may use CSP tools that enable the CSC to
set rules for scaling resources up and down. Therefore, CSCs do not have to over-provision r¢sources
fbr the cloud'service and thus do not have to pay continuously for resources that they use only to deal
ith peaks’in the workload.

04.4.3 Cloud service level objectives

Elasticity

Characterization of the elasticity of a cloud service can be evaluated in terms of two objectives:
Elasticity Speed

The elasticity speed quantity describes how fast a cloud service is able to react to a resource request when
— the CSC makes a resource re-allocation request (in the case of manual elasticity), or

— workload changes take place (in the case of automatic elasticity).
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The speed quantity can be expressed within thresholds. This quantity can be determined by a
measurement process and therefore defines a metric.

Elasticity Precision

The elasticity precision quantity describes how precise the resource allocation meets the actual
resource requirements at a given point in time.

— Inthe manual case, precision depends on the granularity of the resource allocation, i.e. the minimum
amount of resources that can be re-allocated. Hence, in the manual case, precision is a technical

chaIacferlst’lc Of the cloud Service that does Not require measurements (1.€. N0 Metric 1s associated
with it).

— In the automatic case, precision refers to the difference between the amount of resources that are
allofated and the amount of resources that are actually needed (the optimum state) to-.cope with
a giyen workload. The actual resource allocation may be over-provisioned (i.e. more‘tresources are
allofated than are actually needed), or under-provisioned (i.e. the amount of resources that are
actyally allocated is not sufficient to cope with the actual workload). As opposed to the manua3l
casg, in the automatic case, the difference between the allocated and the actually needed amount gf
resqurces can be determined by a measurement process and hence imply a'meétric.

The preg¢ision quantity can be expressed within thresholds.
10.5 Protection of personally identifiable information (PIl}«ontent area

10.5.1 Protection of PII component
Description

Personally identifiable information (PII) is information that can be used to identify the PII principal
to whorh the information relates or might be directly or indirectly linked to a PII principal. The P]I
principal is the person to whom the PII relatess, The PII controller determines the purposes and the
means fpr processing PII, while a PII processor-processes PII on behalf of and in accordance with thee
instructjons of a PII controller. (See ISO/IE€ 29100 and ISO/IEC 27018 for an explanation of the concepts
describgd here.)

Loss, ugauthorized disclosure or wunauthorized alteration of PII can be damaging to the persons
concerngd. It is common for laws_or regulations to apply to the handling of PII, in addition to the
reputatipnal or business damage-that can result from the mishandling of PII. Generally, the burden gf
ensuring the correct handling-of PII falls principally on the PII controller.

In the chse of cloud cemputing, it is generally the case that the PII controller is a CSC while the P[I
processor is a CSP.

As mentfioned in{Clause 6, some of the components described below may be represented in documents
other than the,cloud SLA document that make up the CSA, e.g. a privacy policy.

For detdilsprefer to ISO/IEC 19086-4 for cloud SLAs and protection of PII.

Relevance

Principles for the protection of PII are set out in ISO/IEC 29100 and their application for public cloud
services is described in ISO/IEC 27018. Implementation of these principles, especially in the context of
cloud services, depends on jurisdiction-specific legislation or regulations and also on terms included in
the CSA and in the cloud SLA.

There are national and international standards available that may be used by the CSP and/or the CSC
to derive terms for the CSA and the cloud SLA. Examples include ISO/IEC 29151 and ISO/IEC 27018
(both based on ISO/IEC 27001), JIS Q15001, NIST/SP 800-53:2013 Appendix ] and BS 10012. Some of the
standards mentioned above provide vocabulary and advice about the specific PII issues that could be
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included as part of the CSA and cloud SLA. See also ISO/IEC 19086-4 that discusses certifications and

compliance.
Cloud service level objectives

Specific SLOs relating to the protection of PII component are described in ISO/IEC 19086-4.

10.5.1.1 Cloud service qualitative objectives

Specific SQOs relating to the protection of PII component are described in ISO/IEC 19086-4.

10.6 Information Security content area
10.6.1 Information Security component

10.6.1.1 Description

The information security content area deals with SLOs and SQOs that relate-to information sec
dloud services. ISO/IEC 27017 and ISO/IEC 27018 address information'security for cloud serv]
data protection for cloud services respectively, and these standards-are in turn based on th
security objectives and security controls contained in ISO/IEC 27002.

I

domponents for cloud services, with the result that many SLOs and SQOs that relate to infd
security are distributed across the components described in this document. As an example, av3
i$ a key information security concern and there is a dedicated component clause for availabilit
document.
A
0

s mentioned in Clause 6, some of the components described below may be represented in do
ther than the cloud SLA document that makeup the CSA, e.g. a security policy.

Hor details, refer to ISO/IEC 19086-4 for.cloud SLAs and information security.

10.6.1.2 Relevance

et

hformation security is a key.concern for CSCs and the split of responsibilities between the CSd

(o Villan)

ealt with appropriately'for the covered cloud services.

The information sectrity component deals with those SLOs and SQOs relating to security tha
xplicitly dealt with by other components. Other components include the following:

[0)

+ Servicemonitoring (9.4);

+ Roles'dnd responsibilities (9.5);

urity for
ices and
b sets of

hformation security is so general and so pervasive thatcit touches on many of the clgud SLA

rmation
iilability
y in this

cuments

and the

SP puts a focus on the cloud SLA to ensure that all the necessary elements of information seciirity are

[ are not

~+C-Availability (10.3);

— Protection of PII (10.5);

— Termination of service (10.7);

— Support (10.8);

— Service reliability (10.11);

— Data backup and restore (10.11.3);
— Data management (10.12);

— Attestations, Certifications, Audits (10.13).
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The SLOs and SQOs for information security are described in ISO/IEC 19086-4.

10.7 Termination of service content area

10.7.1 Termination of service component

Description

The termination of service component deals with the exit process, where the use of a cloud service is

termina

The exit
their cld
service

period.’
agreed [

Various
as provi
deletion|

The CSQ
cloud sd
docume
all class
process

The bus
charges
aspects
and the

Relevar

Terming

— The
and

ed and there 15 am orderty process by Wi the €SCStops USIng the cloud Service.

process involves reversibility, which is the part of the process where the CSC is able to rétrieve
ud service customer data and application artifacts and where the CSP then deletes all cloud
rustomer data, as well as contractually specified cloud service-derived data after.ah agreefd
[he CSC’s expectation is that the CSP will not retain any materials belonging to the\€ESC after ap
eriod.

—_—

factors can control the process, including requirements for data retention by law, as we
sion for a delay between the user’s cessation of use of the service and<the actual removal g
of data.

—

or the CSP can decide to terminate the cloud service contracttand bring the CSC’s use of th
rvices to an end. While each cloud services contract is uniqué, the CSA or other governinyg
hts need to address specific termination issues including.the exit process and the handling ¢
es of data related to the cloud service. (See 10.12.7 forData Portability component.) The ex
includes both business and technical aspects.

D

—

(s

iness aspects of the exit process include items such as a notice period, payment of currer
and other payments due such as early terminationfees or outbound data transfer fees. Technica
of the exit process include retrieval and eventual deletion of the cloud service customer dat
data formats and methods supported for data retrieval.

O —

ce

tion of a cloud services agreemefit €an occur in several scenarios including the following.

[72)

CSC elects to stop using the.service for reasons such as a) failure of the CSP to meet SLOs, SQO
other parameters, b) a betteér price is available from another CSP and c) completion of a specif

(9]

project using the cloud service.

Int
the

due
com

his scenario, the GSO ordinarily is allowed to retrieve their cloud service customer data fro

CSP (data reversibility) provided that the CSC takes responsibility for payment of all charges
for data storage and data transfer. The CSP will delete the cloud service customer data dr
plete a data-sanitization process from the CSP’s systems within a specified period of timé¢.

However, it\s the responsibility of the CSC to ensure data deletion by taking affirmative steps t
delgte and,sanitize its data from the CSP’s systems after it has been retrieved. Additionally, the CS
mayf provide the CSC with other classes of data objects and may delete records (such as log entrieg)
relating to the CSC. In some jurisdictions, some CSC-related data may be retained by the CSP as
required by law.

— The

CSC goes out of business. The CSC may not be able to pay their outstanding charges and the CSP

may not be able to contact the CSC at all.

In this scenario, the CSP may elect to maintain the CSC’s data and other related classes of data for
some period of time before deleting it.

— The

CSP terminates the agreement for causes such as the CSC’s failure to adhere to the terms of use

or other requirements of the service. In this scenario, the cloud service customer data and other
data classes are handled much as they are when the CSC initiates the termination.

18
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— The CSP terminates the agreement for causes such as ceasing to provide the cloud service, e.g.
planned shutdown of the CSP. In this scenario, the cloud service customer’s data and other data
classes are handled much as they are when the CSC initiates the termination.

— The CSP goes out of business. The CSP may enter a state of receivership or initiate a winding-up and
issue a notice to CSCs that they have a limited period to recover their data.

The exit process may call for backup data and log data to be maintained by the CSP during the exit
process, until a completion point is reached. It is the responsibility of the CSC to ensure its business
continuity by taking responsibility for payment of current charges and other payments due such as
arly termination fees or outbound data transfer fees and retrieval of its data prior to terminatipn. Once
the completion point is reached, the CSP is usually obliged to delete all the CSC-related data-ipcluding
things such as log records and user identities. In some jurisdictions, some CSC-relatéd datal may be
tained by the CSP as required by law. In addition, CSCs may allow CSPs to retain spetified data.

t the end of the exit process, the CSP should provide the CSC with notificatienthat the process is
mplete.

0.7.1.1 Cloud service level objectives
ata Retention Period

he period of time that cloud service customer data is retained after a notification of service termination
as been issued.

og Retention Period

he period of time that cloud service customer-related log files are retained after a notifi¢ation of
service termination has been issued.

0.7.1.2 Cloud service qualitative objectives
otification of Service Termination

statement of the process for notifying a CSC that their cloud service agreement is being terminated
ihcluding the notification period.

eturn of Assets

statement stipulating.responsibilities of the CSP and the CSC in relation to the ownership, us¢, return
nd disposal of data‘ebjects and the disposal of physical artifacts containing data objects as pqrt of the
service termination'process.

or more information about data portability, see 10.12.7.

or moré.nformation about data deletion, see 10.12.8.

0.8 Cloud service support content area

10.8.1 Cloud service support component

10.8.1.1 Description

The cloud service support component includes SLOs and SQOs relating to support options for the
covered services that are available to CSCs.

CSCs require service support for situations ranging from daily operations such as account
administration, configuration, billing and the answering of “how to” questions to more serious incidents
such as service outages, security breaches and disaster recovery. Responsibility for resolving support
incidents might lie with the CSP, the CSC or both in collaboration. CSPs may offer “support plans” or
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packages that include a number of varying options that might be free or for a fee. Support for cloud
services may be offered through a number of methods such as email, telephone, web forms and APIs,
online chat, community forums and social media channels.

The CSP can provide that it will respond to a service failure within a certain timeframe and by following
a certain process for keeping the CSC informed in a timely way of service failure. It can also provide that
it will keep the CSC informed of measures to repair or fix the service failure.

10.8.1.2 Relevance

Compargd to legacy IT, cloud computing makes the CSC far removed from physical access to (&
computing resources making the CSC dependent on the CSP to resolve many support incidentsclar
CSCs ordlinarily provide their own first tier support with in-house or contracted personnel, while the
will intgrface with the CSP to resolve more complicated or serious incidents. A clear picture of t
support|infrastructure, processes and expectations is critical to the successful use of cloud services.
Typically, service requests raised by the CSC with the CSP are assigned a severity level based on the
impact §o the CSC’s business. Severity levels might be changed up or down after initial handling and
assessmient of the service request. For example, the levels could be defined as follows, with associated
responsk times and other SLOs and SQOs specific to each level:

— Level 1: Critical business impact;

— Level 2: Significant business impact;
— Level 3: Minimal business impact;
— Level 4: No business impact.

Changeq to the level assigned to a service request are typically done via a service request escalatiop
process s defined in the CSA.

10.8.1.3 Cloud service level objectives

The SLds for the cloud service support component cover technical aspects such response times anfd
failure notifications. There might be separate SLOs for each incident severity level.

Support Hours

The houfs of operation for eachSupport plan.

Service|Incident SupportHours

The houfs during whieh*CSCs may obtain support specifically for service incidents.
Service|Incident Netification Time

The tim¢ interyal in which the CSP will provide a notification of a service incident to specified contacts
at the C§C when provided for in the support plan.

Maximum First Support Response Time

The maximum time between a customer reporting an incident and the cloud service provider’s initial
response to the report.

Maximum Incident Resolution Time

States the maximum time for resolving an incident.
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10.8.1.4 Cloud service qualitative objectives

The SQOs for the cloud service support component cover operational aspects such as points of
emergencies and escalations, as well as technical aspects such as disaster recovery and
reporting.

Support Plans

A list of the service support plans available to CSCs, including any support costs.

jupport Methods

Ifists the methods the CSC can use to obtain support.

Support Contacts

Ifists specific contacts for service support if available under the support plan.
Service Incident Reporting

Ifists the options which the CSC may use to report service incidents‘to the CSP.
Service Incident Notification

Ifists the terms and conditions (severity, timeframe, etc.Jconder which the CSP will disclose th
df a service outage or condition that affects the operation of the service. The term may also def
donstitutes a service incident.

The Service Incident Notification may include

— the cause of the incident,

- the steps the CSP is taking to resolve.the incident,

— the time at which the CSP expects'to have the incident resolved, and

- any workarounds the CSGmay employ while the incident is being resolved.
10.9 Governance content area
10.9.1 Governance-component

10.9.1.1 Description

—

he cloudiservice governance component defines the metrics, processes and standards that en
(SP,LSC and other roles defined in ISO/IEC 17789 to support and/or comply with their goy
requirements (see ISO/IEC 17998 and ISO/IEC 38500).

contact,
incident

b details
ne what

able the
ernance

Governance indicators (usually metrics) help ensure
— appropriate regulations or standards are supported by the CSP, CSC and services they use,
— governance policies are being complied with by stakeholders, and

— appropriate business or governance processes are occurring.

Generally, indicators or metrics for governance are attained and tracked by operational (runtime)
management systems owned by the CSP, CSC or other stakeholders. Governance indicators may include

other cloud SLA components such as availability, performance, reliability, information sec
protection of personally identifiable information.

© ISO/IEC 2016 - All rights reserved
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A CSC has responsibilities with respect to attaining compliance to regulatory standards for the use
of cloud services in certain cases. While a CSP may perform certain audits or gain certification(s) in
relation to a cloud service, this may not necessarily ensure end-to-end regulatory compliance for CSCs.

10.9.1.2 Relevance

For cloud services, CSPs and CSCs ordinarily have a customized governance regimen that is set by
the business to ensure that cloud services, use of cloud services and solutions using cloud services
are meeting and will continue to meet business objectives and goals. It is important that metrics and
P P 1 1 Falelal d LCCDo 11 4+ 1 dait PRy AN | 1 J . CIL A A | | PN
pOllCles al C PuL Ix l.llCle U_y GOLUS dIIU GOl S5 UIIdl UAdll diISU UTLUTLULU IT ULIIT CiIvuUu OoLA aliu SUVCI IIa1ICcT }JUllLl bl
are no lpnger effective and need to be re-evaluated and perhaps changed. For cloud services, the €S[C
may have to rely on the CSP to supply the metrics and other indicators necessary for governancef

[72)

For marny industries, there are regulations that need to be adhered to by CSPs, CSCs and other role
defined |in ISO/IEC 17789. Examples include security, data protection, financial and-health car
regulatipns for data. The Governance component is where the regulations, standards and policig
supportgd by the CSP are noted.

(7]

For public cloud in particular, CSCs all share the same features and functionality (depending on the
configufations they have purchased), and changes to these cloud services camraffect many CSCs at oncg¢.
CSCs ne¢d mechanisms through which they can understand and prepare férany announced changes tp
the covered services.

10.9.1.3 Cloud service qualitative objectives
This component has the following SQOs:
Regulation Adherence

A list of|regulations including name, clause and certification number (if applicable) the CSP attests g
has been certified to comply with.

—

Standands Adherence

a~

A list ofl industry standards including mante, clause and certification number (if applicable) the CS
attests gr has been certified to comply with.

Policy Adherence

A staterhent to the stakeholders that the business or governance policies specific to the service are
being adhered to on an ongeing basis.

Audit S¢hedule

A schedtile of audits the CSP undertakes using its own or third-party resources including the schedule
for eachfaudit.

10.10 Changes to the cloud service features and functionality content area

10.10.1Changes to the cloud service features and functionality component

10.10.1.1 Description

The CSP may decide to make changes to the features and functionality of the covered service(s) during
the term of the CSA. Changes such as security patches and bug fixes are not covered in this subclause.
See 7.5 for changes to the cloud SLA itself. Changes may be made for a variety of reasons such as the
addition of features and functions requested by CSCs or deprecation of features and functionality that
have low adoption.
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10.10.1.2 Relevance

For public cloud deployment in particular, cloud service customers all share the same features and
functionality depending on the configurations they have purchased. Changes can affect many CSCs at
once. CSCs should understand and prepare for any announced changes to the covered service(s).

10.10.1.3 Cloud service level objectives

Minimum Service Change Notification Period

The minimum period of time between the issuance of a service change notification-jpnd the
mplementation of the change.

—e

Minimum Time Before Feature/Function Deprecation

]

he minimum time period between the initial availability of a feature or functidtband depre¢ation of
hat feature or function.

—

10.10.1.4 Cloud service qualitative objectives

ervice Change Notification Method

he method(s) by which the CSP will notify CSCs of changes tp\the features and functionality of the
vered service(s).

0.11 Service reliability content area

0.11.1General

loud service reliability is an important charaeteristic of cloud computing systems. This is a complex
spect and is broken down into three components: Service Resilience/Fault Tolerance, Custorer Data
ackup and Restore, and Disaster Recovény.

0.11.2Service resilience/faulttolerance component

0.11.2.1 Description

he availability of a cloud service can be impacted by faults, or failure of hardware and qoftware
mponents that underlie the cloud service. Since cloud services are housed in data centres, potential
fhults can also ogcur’on the facilities and infrastructure side. Fault tolerance can be defined as the
ility of the servjce to remain in operation in the event one or more components fail, while resylience is
the ability of a/service to recover after a fault occurs.

0.11,2:2 Relevance

ome CSCs may be able to rely on the CSP’s availability SLO while others may need additional JLOs and
QOs forresitience amd fault toterance:

10.11.2.3 Cloud service level objectives
Time to Service Recovery

The Time to Service Recovery is the time elapsed between a cloud service failing and the service
returning back to the normal state of operation.
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Mean Time to Service Recovery

The average of a series of Time to Service Restoration calculations.

NOTE Mean time to service recovery is inclusive of the hardware-related Mean time to repair service level
objective, but in a cloud service environment, hardware is typically virtualized and so the relationship between
the time to repair hardware and its impact on service availability is not direct.

Maximum Time to Service Recovery

The larges

Number of Service Failures

The nunpber of service failures in total or over a defined period of time.

10.11.2{4 Cloud service qualitative objectives

Cloud Service Resiliency/Fault Tolerance methods

(i

A statement of the methods employed by the cloud service provider which afferd resilience and fau
tolerange for the cloud service(s) and a statement of the methods available te the cloud service custome
to afford resilience/fault tolerance for their own workloads.

—

10.11.3Customer data backup and restore component

10.11.311 Description

The CSC|data backup and restore component includes SLOs“and SQOs such as backup methods, backup
retention periods and the number of backup generations.

10.11.3{2 Relevance

CSPs cap provide the CSC with mechanisms‘to manage their own data backup and in some cases th|
CSP autpmatically creates mirrored copies of stored data on different equipment and potentially in
differenf geographic location.

[

-

Some clpud service customer datayis transient and may be lost in the event of equipment failure
the datq is not regularly committed to permanent storage. The CSP can offer a service specifically t
address|this scenario. Additionally, it can be appropriate to store backups of virtual machines in t
event a §erver malfunctions’and fail-over operations do not restore the VM to full functionality. This is
especialLy important when running applications on a single server instance.

[=]

For som cloud senvices, CSCs might not have the ability to efficiently back up their own data. In this
case, CSCs can rely)on the CSP’s plan for data redundancy and backup.

It is important for CSCs to ensure that their own and the CSP’s data backup and recovery plans a
sufficientCEhese plans should include the backup methods, backup interval, backup retention perio
number © PE , The Recovery Poin jectives and Recovery jectives
for the selected cloud services.

10.11.3.3 Cloud service level objectives

Backup Interval

The period of time between data backups or the number of data backups made in a defined period of time.
Retention Period for Backup Data

The time period the CSP retains data backups.
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Number of Backup Generations
The number of backup generations of cloud service customer data retained by the CSP.
Backup Restoration Testing

The number of restoration tests from backups over a specified time period.

10.11.3.4 Cloud service qualitative objectives

HBackup Method
A list of cloud service customer data backup methods available to the CSC or employed byithe (SP.
Backup Verification

A list of methods or technologies to verify the integrity of data backups.
Backup Restoration Test Reporting

statement describing the content and availability of reports on backup\wéstoration testing.

list of methods the CSP can undertake to restore cloud service customer data in the event the primary

A
Alternative Methods for data recovery
A
data restoration method is not successful.

Data Backup Storage Location

Ifist of geographical location(s) where the data backips are stored.
10.11.4Disaster recovery component

10.11.4.1 Description

—

he Disaster Recovery Component.covers SLOs and SQOs such as the CSP’s disaster recovdry plan,
ecovery Time Objective, and Recovery Point Objective.

owl

(=Y

0.11.4.2 Relevance

h addition to faults,-availability of a cloud service (see 10.3) can also be impacted by disasters,|natural,
hanmade and accidental. A disaster, compared to a fault, usually results in substantial damagg or total
bss of the underlying components of the service. Since modern organizations depend on IT $ervices,
xtended outages of a cloud service can threaten the existence of the organization itself.

o = —

p—

h the case of a severe disaster, weeks or months may be required to completely restore the conponents
f an individual data centre. The cloud service might be run on more than one data centre with load
hifting and fail-over. Fail-over might be done automatically or manually. However, a CSC’s applications
and-data might not necessarily be run o ored in multiple location ich capabilities might be
provided with additional costs.

% ile)

10.11.4.3 Cloud service level objectives
Recovery Time Objective (RTO)

The maximum time period required to bring the cloud service back from an outage to a correct
operational state.

RTO time period starts when the CSP agrees to initiate recovery process in response to a disaster
declared by the CSP and ends when the CSC can resume production operation in the standby/secondary
environment. If the decision to fail over is made during a planned downtime, the RTO extends to include
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the time required to complete the planned maintenance activity by CSP. RTO and RPO do not generally
apply to CSC customizations that depend on non-standard components or third-party software.

Recovery Point Objective (RPO)

The maximum time period prior to a failure or disaster during which changes to data may be lost as a
consequence of recovery.

NOTE RPO does not specify the amount of acceptable data loss, only the acceptable amount of time. In
particular, RPO affects data redundancy and backup.

Data chdnges preceding the failure or disaster by at least this time period are preserved by recoyven
Zero is g valid value and is equivalent to a “zero data loss” requirement.

o~

10.11.4)4 Cloud service qualitative objectives

Cloud Service Provider Disaster Recovery Plan

[¢)

A plan that includes a documented set of procedures adopted by the CSP for restofing the cloud servic
as well 4s the CSC’s applications and data. These procedures can be executed autematically or manuall)

o~

NOTE The RTO and RPO SLOs can form part of the cloud service provider disaster recovery plan.
10.12 Pata management content area

10.12.1General
The data management components define how a cloud service deals with data.

Understhnding this is an important aspect of an inforined agreement between the CSC and CSP sinc
the use pf a cloud service changes a CSC’s control efitheir data. While it is helpful for both the CSP an
the CSC[to come to a common agreement on how toe handle data, it is important to recognize that dat
rights, rples and obligations are subject to relevant laws.

O

When uging cloud services, the CSC’s data-isistored and processed in the CSP’s data centres. Additionall
cloud service customer data from multiple tenants can exist side-by-side within the service. The CS
has accgss to the data, and in some _agreements, the ability to use that data as part of their business.
In any cpse, the CSP has access t6 ¢loud service customer data and maintains account data includin|

names 3gnd billing information for tenants along with data about the operation of the service and thE
underlying infrastructure bylmultiple tenants.

O

Multiplg issues relate té-oloud service customer data including confidentiality, portability, deletion,
retentiop, regulation;Jaw enforcement access and geographic location.

These issues mednythat gaining an understanding of the handling of data in a cloud service as the basi
for an infformedagreement requires defining key classes of data objects and agreeing on the intellectus
property rights, control and use of these classes. CSCs need to understand the classes of data involve
when uding)cloud services and how the CSP defines each class of data, how the different classes of da]
may be created and processed and the CSP’s policies for each class of data.

D —W»

Control of data is defined as the authorization to perform search, create, read, update and delete
operations on the data. Additional elements of control of data in cloud computing include the ability to
move data from one location to another and the ability to route the flow of data as it traverses the CSP’s
systems.

Control is frequently shared. For example, a CSC may create a file using a cloud service which is initially
stored in a server’s memory and potentially stored temporarily on a disk drive local to the server. The
file then may be placed for longer-term storage in another location. Control also changes over time,
for example, the CSC has control of the file when it is introduced to the service; during the processing
of that data, the CSP also has control by having the authority to select which server the CSC uses and
where the file resides for longer-term storage.
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For some CSPs, the data management components (10.12.2 through 10.12.11) could be included in CSP’s

policy documents and not necessarily as elements of the cloud SLA.

Note that ISO/IEC 19944 elaborates on issues related to different classifications of Cloud
Customer data, and what rights a Cloud Service customer may or may not have over them.

10.12.2Intellectual property rights (IPR) component

10.12.2.1 Description

Service

«]

whnership” of data is a complex combination of intellectual property rights and control, and
reement on each of those issues is key to a meaningful overall agreement. The law, regula
stom for Intellectual Property Rights for data vary with different locations and thé ass

f rights is closely tied to the business arrangement between the CSC and CSP, requiring a ¢
mprehensive agreement about IPR.

0.12.2.2 Relevance

—

he CSC’s intellectual property rights but does create a multi-party relationship regarding the ¢
b different from on-premises systems where the CSC has sole access-to the data.

—

10.12.2.3 Cloud service qualitative objectives
Intellectual Property Rights

if is a statement of any IPR the CSP grants to thexCSC on the cloud service provider’s data and

A statement of any IPR the CSP claims on the cloudervice customer data. Alternatively or in :
i
service-derived data.

10.12.3Cloud service customer data component

10.12.3.1 Description

5O/IEC 17788 defines cloud Service customer data as a class of data objects under the contr

bjects created using thé cloud service or transferred to the CSP for temporary or long-term pr
I storage.

(loud service custemer data includes data input into the cloud service by the CSC and the resu
(SC’s use of thé\cloud service to process that data.

10.12.3.2 Relevance

(loud Services include different classes of data objects, some under the control of the CSC a

I
(SC. For example, such objects can include files, BLOBs, tables, database entries, emails and other
lo
lo

beparate
tion and
ignment
lear and

imilar to IT outsourcing arrangements, placing or creating data on the €SP’s systems does not ¢liminish

lata that

hddition,
or cloud

ol of the

bcessing

ts of the

nd some

under the control of the CSP. In traditional distributed computing models, all of the data obj

ects are

under the control of the CSC.

10.12.3.3 Cloud service qualitative objectives

Cloud Service Customer Data

A statement defining the cloud service customer data, such as the CSC files and database content.

Cloud Service Customer Data Usage

A statement of all uses of cloud service customer data by the cloud service provider.
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